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• Directive 2006/24/EC of the 
European Parliament and of the 
Council of 15 March 2006: 
“Member States shall ensure that the 
categories of data specified in Article 5 
are retained for periods of not less than 
six months and not more than two 
years from the date of the 
communication.”

• Annulled by the Court of Justice 
of the European Union on 8th of 
April 2014 + new ruling on 21st of 
December 2016 Sweden and UK

Dataretention in Europe
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Dataretention in Europe

• Court of Justice of the European Union (CJEU) 

– Cases: British case (C-623/17), two French cases (C-

511/18 en C-512/18), and the preliminary questions 

of the Belgian Constitutional Court (C-520/18)

– Huge difference between data retention regimes in 

member states

• Data retention period (Belgium 12 months CT)

• Intelligence information (UK) vs. court files (B)
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Reality check

How are investigations affected 

by (a lack of) data retention?: 

some random case examples…
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Threat with a terrorist attack
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Threat with a terrorist attack
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WHOIS
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Threat with a terrorist attack
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WHOIS
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The cyber caliphate…
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The cyber caliphate…

Number of requests Number of responses
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Death threat IS on 27/10/2013

Syria

Too late

Belgacom (identifiable – localizable)
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Hacking of a DP NGO co-worker

“I am writing you regarding your report of ****, on an alleged hacking offence by 

**** surveillance authorities using tools developed by ****. According to leaked 

service logs, a Belgian IP address ***.***.*** might have been infected by these 

attackers.

Article 46bis of the Belgian Code of Criminal Procedure authorises the prosecutor to 

issue a production order against the service provider, with a view of identifying the 

actual victim of the intrusion.

According to Belgian data retention law, subscriber data and transactional data can 

only be logged and retained by internet access and service providers for a period of 

twelve months. After this period providers are compelled to destroy all data (art. 126 

of the Belgian Electronic Communications Act, as amended by article 5 of the Act of 

July 30th, 2013).

The alleged intrusion took place on ****, i.e. more than 12 months before we 

received your report. This means that, to our regret, we are no longer able to identify 

the actual victim using IP address ***.***.*** at the time of the intrusion.
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Hacking of a DP NGO co-worker

…

Therefore, we are closing the investigation.

In addition to that, I have to inform you about a recent decision of the Belgian 

Constitutional Court of June 11th (case 84/2015), annulling the aforementioned data 

retention legislation (art. 126). The Court considered the twelve-month retention of 

subscriber and transactional data, though issued with a view to countering serious 

and organized crime effectively, to be contrary to the right to privacy of citizens.

I am afraid that, as a consequence, for the sake of the privacy of the perpetrator 

and the victim, Belgian prosecutors currently will no longer be able to identify and 

inform any victim of an unlawful intrusion, even if it were to have taken place only 

months before it was reported to law enforcement.”
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The balance with other rights

Request for a preliminary ruling from 

the Cour constitutionnelle (Belgium) 

lodged on 2 August 2018 — Ordre des 

barreaux francophones et 

germanophone, Académie Fiscale 

ASBL, UA, Liga voor Mensenrechten 

ASBL, Ligue des Droits de l’Homme 

ASBL, VZ, WY, XX v Conseil des 

ministres

(Case C-520/18)
“2. Must Article 15(1) of Directive 2002/58/EC, in conjunction with Articles 4, 7, 

8, 11 and 52(1) of the Charter of Fundamental Rights of the European Union, be 

interpreted as precluding national legislation such as that at issue, which lays 

down a general obligation for operators and providers of electronic 

communications services to retain the traffic and location data within the 

meaning of Directive 2002/58/EC, generated or processed by them in the context 

of the supply of those services, if the object of that legislation is, in particular, to 

comply with the positive obligations borne by the authority under Articles 4 and 8 

of the Charter, consisting in providing for a legal framework which allows the 

effective criminal investigation and the effective punishment of sexual 

abuse of minors and which permits the effective identification of the 

perpetrator of the offence, even where electronic communications systems are 

used?”
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– Crime takes place: 2012-07-02

– Police report: 2012-07-06

– Police finds traces to Yahoo.com account: 2012-07-
12

– Investigating Judge gets the case: 2012-08-14

– Yahoo! attorney is mailed: 2012-08-16

– Yahoo! answers follow procedure: 2012-08-16

– Rogatory commission is made in Dutch: 2012-08-20

– Yahoo! confirms freezing of information: 2012-09-
13

– Translation in English is ready to be sent to USA: 
2012-09-14

– Official rogatory with all the stamps is send out: 
2012-09-17

– USA trial attorney confirms reception: 2012-09-27

– First clarification is asked and answer is given: 
2012-10-08

– Answer was given on: 2013-05-23

How long is long?  
Reasons why freezing is not an alternative



Thank you

Questions?
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