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CONVENTION ON

S INTERNATIONAL

Budapest Convention
on Cybercrime

Republic of the Philippines LO C A L

CONGRESS OF THE FHILIFFINES
Ieirc Manita

Fifteenth Congress

Second Regar Secsion Republic Act No. 10175

Begtin and heid in Matre ianis, on Monday, the fwenty-fifth day of July fwo thousand eleven.

REPUBLIC ACT NO. 10175 or the Cybe FC ri me
AN ACT DEFINING CYBERCRIME, PROVIDING FOR THE PREVENTION, INVESTIGATION, SUPPRESSION Pr eve nt| on A Ct Of 2 0 1 2

AND THE IMPQSITION OF FEMALTIES THEREFOR AND FOR OTHER PURPOSES

Ee it enacted by the Senate and House of Representatives of the FPhilippines in Congress assembled:
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1. Penalty is
one degree
higher.

2. Investigative

tools under RA

10175 are made
applicable.
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FORMS OF OSEC IN THE
PHILIPPINES

. Production and Sharing of CSEM
. Online Grooming

. Live-Streaming of CSEM

. Self-Generated CSEM

. Sextortion
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LAWS VIOLATED BY,
THROUGH AND WITH CONVICTIONS
THE USE OF ICT

CSEM 16
Human Trafficking 8

Special Protection of
Children Against Abuse,
Exploitation and 7
Discrimination

TOTAL 31
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CASE STUDY

by the Council of Europe

MANILA®

CEBUCITY® ¢ onp0VA

CEBU

CORDOVA, CEBU

SOURCE: Inquirer graphics

www.coe.int/cybercrime



G I ‘ Y+ COUNCIL OF EURCHPE
& " o _, " o ‘ Implementead

by e Europes Iriioe

Global Action on Cybercrime Extended and the Counci orEurope | 4 o/
Action globale sur la cybercriminalité elargie S e s b

by the Council of Europe

www.coe.int/cybercrime



COUNCIL OF EUROPE

Funded . *ow N _, " __ Implementad

by the European Union

A . * * [+ = by the Council of Europe
Global Action on Cybercrime Extended alieConcifBucen || ¢, ¢ >/
Action globale sur la cybercriminalité elargie SROPEAUNGN " CONSEIL DE LEURORE

» Identified as a facilitator in the
Queensland  Police’s  investigation
against its own national, Turner.

= Records showed that “Rose” has a
variety of customers from Australia,
United States, and Germany, among
others, for livestreaming of
penetrative sexual activities by

A\ ROSE” her minor victims.
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All the MINOR VICTIMS
are related to “"Rose”

= Four (4) are her
children
(3 daughters, 1 son)
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= "Rose” charged rates

between Ten US Dollars

- ) ($10) to Four Hundred
/= L ' Twenty Dollars ($420)
. o depending on the
severity of the abuse.

e = Payments were received

via money remittance
centers.
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WHERE DID COOPERATION
STEP IN?
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THE COURT RULED
AGAINST “"ROSE” AND
SHE WAS PENALIZED
WITH:

= 20-year imprisonment
sentence

= 1 million pesos in fine

= Php100,000 in moral
damages

= Php100,000 in
exemplary damages
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AFTER CARE
SERVICES FOR
THE MINOR
VICTIMS
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BEST PRACTICES

1. Make Mutual Legal Assistance your last
resort

. Police-to-Police Cooperation

. Close collaboration between the
prosecutor and forensic examiner

4. Plea Bargaining Agreement

WN
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KEY CHALLENGES AND GAPS

1. Gaps in domestic legislation

2. Lack of cooperation from ISPs

3. Inefficiency of mutual legal
assistance request procedures
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RECOMMENDATIONS

1. Harmonize national legislations

2. Establish your own Internet Crimes
Against Children Center

3. Implement clear regulations for private
sector companies
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CONCLUSION

Cooperation is the key to fight
online sexual exploitation of
children.
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134

ACTIONLINE

AGAINST HUMAN
TRAFFICKING| +632 (1343) if outside Metro Manila or the Philippines

1l ot an actual victirm of human trafficking

€ 1IACAT. gov.prh

The child depicted on this poster is an aclress q

EUROFEAN LINION

Report Human Trafficking!

Call 0L343

€ facebook.com/IinterAgencyCouncilAgainstTrafficking
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Office of Cybercrime
Department of Justice
Padre Faura Street
Manila, Philippines

amdegracia@doj.gov.ph
(+632) 8524-8216
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