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SIRIUS Membership Growth

6000

6000
5169

>000 4559
4094 2278
4000 3541
3000
2017
2000
1146
1000 689 l 1
158
; P

Sept.17 Mar.18 Oct.18 Mar.19 Dec.19 Mar.20 Jun.20 Oct.20 Jan.21 Oct.21



15 most represented countries

1400

1200

1000

800

613

600
434
400
I 320 304 300 295




SIRIUS State of Play

Guidelines Request templates
General Guidelines in 9 languages General templates by SIRIUS
48 OSP Specific Guidelines Specific templates for OSPs
3 Factsheets List of portal links

Trainings OSP Finder
E-learning series on the EPE Database of OSPs with information
Webinar series with CEPOL - on how to submit data requests
translated in ES, IT, FR Information submitted by users too

Tools

33 tools submitted by Europol or
EU Member States
7 OSINT tools

Other resources

Annual E-Evidence Report
List of OSP terms of services
Public database of EU MS links



Key figures

23480 Tool downloads
22850 OSP Specific guidelines downloads

pl0[0f:3 Facebook Specific Guidelines downloads
1311 General Guidelines downloads




SIRIUS Latest Activities

Sl Rl US Digital Evidence

Europol Code APP Situation
Repository Report

Standardised

templates SPOC SIRIUS

with UNODC network
and UNCTED GAIVI E
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® Google Play

# Download on the
@& App Store

App created by a
developer on the
SIRIUS team

Updated regularly, as
soon as new or
updated guidelines are
published

Latest release: OSP
Finder with almost
1,000 contact details




SIRIUS Video Game — launched Oct. 2020

Created in partnership with CENTRIC

Step 1: Step 2: Step 3:
Scenario Back end Videos

Writing a complex CENTRIC created SIRIUS team
scenario with the backend on created 20 videos

Law Enforcement their Pegasus for an immersive
colleagues in SIRIUS engine experience

First review with EU Testing by colleagues
IRU colleagues in the SPOC network

Continuous review by CENTRIC will provide
SIRIUS team periodic updates



Key Decisions

< The investigation beg
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< Trace Phone number >

SIRIUS Video Game — launched Oct. 2020

Feedback

information.

Created in partnership with CENTRIC
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You make a request to the national
ISP linked to the phone number. It
appears that the phone was a burner
phone, and there is no available

Continue

N
\ / Attempts *

=

Players follow leads
and create their own
adventure

They have 24 hours to
solve the case (24
minutes in real life)

6 mistakes or running
out of time triggers
another attack



SIRIUS Video Game — launched Oct. 2020

Press coverage

‘Who Wants To Be A

Millionaire’ But For lTerror

Attacks: Game Trains Police lo
Get Facebook Data Fast

Thomas Brewster

When a terrorist strikes, getting information fast from a tech giant can make the
difference between police catching the suspects, or another attack taking place. That’s
the premise of 2 new game created by Europol, the European body responsible for
connecting the continent’s myriad policing agencies and helping them investigate major

crimes.

Right now, police officers are often confused by the process. What data can they request
from which provider? Can they retrieve any encrypted content from the likes of Apple or
WhatsApp? What legal mechanisms should they be using? What's the best language to

use to ensure they get the information they want quickly?

BUSINESS e

= INSIDER

La Europol quiere entrenar con este videojuego a los policias de toda
Europa para que aprendan a reclamar datos de usuarios sospechosos
a Google, Facebook o TikTok

Atrta R Aguar 14 00060

Una division de la Europol ha creado un juego cuestionario con el
que ayudan a los policias de toda Europa a reclamar informacion
sobre usuarios sospechosos a las tecnologicas.

Apple tuvo a Espafia entre los paises mas "ignorados’ por
peticiones de informacion sobre usuarios rechazadas.

Una de las personas detras de la iniciativa es un guardia civil
espanol que lidera el proyecto SIRIUS: quiere ayudar a que todos
los cuerpos policiales del continente mejoren sus procesos a la

hora de solicitar informacion a las tecnologicas.

Descubre mas historias en Business Insider Espano.

Alerta: un tiroteo en plena ciudad. Un hombre ha abierto fusgoen




SIRIUS Digital Evidence Situation Report

Publication in November 2020
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This report sheds light on the Drafted by Europol and Eurojust, The report shows an increase in
current situation of digital the report brings together the satisfaction of officers with
evidence in the Union, as there is perspectives from law the existing cross-border data
a need for digital data in most enforcement, judicial authorities request process, and many
criminal investigations. and Online Service Providers. challenges to be addressed.

7

1 3 2 54 Interviews with Online

Service Providers
transparency reports

Responses from EU and

UK law enforcement
and judiciary Next edition available in November 2021!



* SIRIUS EU Digital
Evidence Situation Report
2nd Annual Report

T~ Published 1 December 2020:

A europol.europa.eu/sirius

QUESTIONS?

sirius@europol.europa.eu
sirius.eurojust@eurojust.europa.eu

Next edition available in November 2021!



Embracing the digital transformation

“E-evidence in any form is relevant in around 85% of total
(criminal) investigations.”

“In almost two thirds (65%) of the investigations where e-evidence
is relevant, a request to service providers across borders (based in
another jurisdiction) is needed.”

Know more: EU
Commission impact
assessment




Embracing the digital transformation

“Cooperation with the private sector is vital in combating cybercrime.”

Know more: Common )
challenges in combatting -
cybercrime (June 2019)




Building up institutional capacity

* SIRIUS EU Digital
Evidence Situation Report

2nd Annual Report

www.coe.int/cybercrime
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General Guidelines

ON CROSS-BORDER ACCESS TO ELECTRONIC EVIDENCE

Last update: 26/08/2019

The SIS Project has receved fanding from the European Commiasion’’s Service for Foreign Policy instruments (#91)
UNGAr Erant agreeTens NO PY2037/391-896

This document was produced with the financial 2sstance of the £Uropean Usion. The views expressed herein can in
10 wity be takan 50 reflect the o8icial opinion of the Turcpesn Union.

Tha document has been prepared with mfonmation wadable 3t the trme of writng 1t is 3dvised 1o Conust the mast
recent guideines of the company when making requests for data-daciosare.

. ™ - Banic T must be protected to ensure
its condentiaity and it & not 10 be daseminated 10 Mty SAIUTHCrsed Parsons of 10 the Publc

®  This document is releasable to lw enforcemvent and judiclal authorities Dol 1t may ot be disseminated further
Without a prior written consent of Europol

Europol Undassified - Basic Protection Level
o 1o aw and judicial only

INSERT LETTERHEAD OF THE REQUESTING AUTHORITY HERE o

o ; 1 :
REQUESTFORTH (S omepteiona
ELECTRONIC DATA R S r—— Date (01 September 2021

REQUESTING AUTHORITY: NEW
Identification details

Full name or personal identificatior
Pozitionheld Inspector of Police
Contact details of authority’s repd
Othcial e-mnail address and phone r pail: dinkcked@police nc
Proceedings number  174/21 Ney
Case number 14121
ADORESSEE (RECIPIENTE  Hoop e
Address  Magniticus Software Inc | 3643 Crowdey Dr Agt 107 VSR 644 Varcouver British Columbia - Canada

Thes authonty 15 conducting a cramenal mvestigation that mvolves uzers from your platform. Electrome data has

been deemed relevant in thes matter, | am hereby requesting your company to smenediately take all necessary

actions to preserve and safeguard electronse data in relation to the below mentioned user(s) and/or accountl(s,

TYPE OF PRESERVATION REQUEST:
* New presenvation request
© Request for extension of preservation period. If 50, inform:
Reference number of previous request|s) as provided by the company, if available

Date of submussion of previous preservation request
Date of expiration of previous preservation request

Reason to request extension of preservation period

REQUEST FOR THE PRESERVATION OF ELECTRONIC DATA 1

moddl form & prowded by UNOOC, UN CTED, Bustpol, Buropust and Copol v the progects SIRIUS, Busencd hstice and Buromad Polce) These
orss AT AOE rEviEwed andd e Ace responeibic foe the Content of thes soquest

Yo OrE AESPORIE 10 CORply WITh The FEAevant kows 0md SYOCETurt rEPasdng Gota COTEPONaaton and vy whes mokung and processng omy
request




@ uNooc O SERSTEt QW

SRRASShn RSV ERDOUTWE DIECTORA T (CTRD)

PRACTICAL GUIDE FOR REQUESTING
ELECTRONIC EVIDENCE

www.coe.int/cybercrime

ACROSS BORDERS

COUNCIL OF EUROPE

www.coe.int/TCY

CONSEIL DE LEUROPE

Strasbourg, 1 March 2017 T-CY(2015)16

Cybercrime Convention Committee (T-CY)
T-CY Guidance Note #10
Production orders for subscriber information

(Article 18 Budapest Convention)

Adopted by the T-CY following the 16th Plenary by written procedure (28 February 2017)
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1. BACKGROUND OF THE E-EVIDENCE
CKAGE

More than half of all (rmomm

relyon thatis noe

puol-:u anlﬁo and is no"d across borders’
law and

of e idence

P A
which is increasngly avadable only on privawe
infrastructures.

With the objective of emproving ooss-border acoess
10 electronic evidence, the EU is currently taking
important steps for 3 more robust common legal
framework, providing clarity and legal certainty ©
U ers, Service Pr Ovicher 3 3nd COMPAtEnt 3 ehantes,
while putting inplace strong safeguards in relaton
to personal data protection and fundamentd
rights,

xtam m Aonl 2018 the (uopen
prop
on Europ
:M’rcmmmium evidence in
criminal matters and 2 Directive laying down
harmonized rules on the appointment of |egal

E-Evidence Package
THE PROPOSALOFTHE

EUROPEAN COMMISSION
FACTSHEET

began the inter
ncgounomon the e-evidence | egisiative package

The outcome of these negotiations coud ndaly
change the way data is requested in the contest of
criminal investigations in terms of speed and
effectiveness, while presendng user privacy

This factsheet analyses the initial proposal of
the turopean Commission.

Other factsheets, available on the SRS
platform, present postions of other tu
institutions mvolved in the inter -institutiond
negotiations:
h o
the Coundl of the European Union
= Faxtsheet on the Position of the
Luropean Parfiament

The factsheets capture imitial negotiating

representatives for the purpose of ¢
endence in Cremenal proceedings.

of the U which wi
change/develop over the course of the inter-

in Decermber 2018, the Coundl of the P
Union (the Counc ] agreed its General Appr gach on
the above-mentioned l-guuba\, which in wm
2019 was f d b

menticned Ol rective

Within the European Parkament (the £9), the

proposal for the Regulation has been assigned ©
the Civil Uberties, Justice and Mome AMairs

2. THE SCOPE OF THE PROPOSAL

*  Legal regime covered

The proposed legal framework departs from
location of data storage as the determining factor
for jurisdiction. it &s based on the principle of maal

Comnmittee (usr) After recening
recommendations from the UBE C "
20, the P apred

on its final Postion introduoing mukiple changss,
including the integration of the Directive’s content
into the pveooud Regulation, ««Mm of
dan
uw-n. prounds for non—mmo' orders,

of ji and judicial decsions
nd aims 1o establish Grect interaction with the
SErViCe Provider s 10 aCCess e-evidence 33 a binding
legal process. The same rues and odiigations woudd
be to all sarvice - o
data is stored and hey are based,

as long as they offer services on the EU market.

TOthis purpose, s ervice prowders woukd be obliged

On 10 February 2021, the European C
the Council of the European Unicnandthe

! Acordeg % Gewnzsion T Woing Document, impect
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Dams

fortm
recapt of, (aﬂvhnct with and enforcemnent of
decisions and orders. In this way, the suggestd
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Cxreises herein canin o way Be talen i feflect the oFGE onen of B Eurapean Usien.
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1. BACKGROUND OF THE
PACKAGE

More than half of 3l crimnal |avestigations Tdey
rely on ¢l ety onic evidence (e-evidence) that is not
publcly available and is stored across borders®
Therefore law and judcaal

oft

4 in fdens

E-Evidence Package
THE GENERALAPPROACH

OF THE COUNCILOF THE EU
FACTSHEET

onthe egrsiat e package
The outcome of these negoDatons could radcaly
change the way dats i s requested in the contet of
(nmnlmnsw in terms of speed and

which s increasngly availadie caly on privew
infrasyoctures

With the objective of improving cross-boeder acoess
20 electronic evidence, the TU is Currently taking
important steps for 3 more robust common legal
framework, providing clanty and legal certanty ©
wsers, service prowder s and competent authorites,
while putting inpi ace strong safeguands in réaton

, while peesening user prvacy.

'
This factsheet analyses the General Appeoach
of the Coundl of the European Union.
Other factsheets, available on the SIS
phhﬂ- wm positions of other EU

10 personal data pe and ved in the inter-&

rights. negotiations:

Accordingly, In April 2018 the European

COMMIBSON (the COMMI 330N | Propased naw f e - Factsheet on "f' Proposal of the

introduding a Regulation on European Producton turopean Comminsion

and Preservation Orders for electronc evidence in - Factsheet on the Postion of the

crimmal matters and 2 Directive laying down European Pariament

harmonised rules on the appontmaent of |egal e
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in December 2018, the Council of the European i

Usion (the Council) agreed 1ts Gearzal Agorouh on
the above-manticand Regulaton, whach i March
2039 was bythe a honthe
mentioned Di rective.

Within the Eurcpean Parliament (the £9) the
proposal for the Regul ation has been assigned ©
the Civil Uberties, Justice and MHome Affairs

Comm Tiee {ust) Alver recening
recommendations from the UBE Committes in
2020, the agrwd

on it final Position introducing multiple changes,
including the integration of the Directive’s consnt
IO the proposed Regulation, o

2.THE SCOoPre

*  Legal regime covered

The Council aligns its General 2pproach regarding
the scope of the e-evidence paciage with the one
proposed by the Curopean Comwmission’
Accordngly, the proposed legal framework s based
on a princighe of mutual recopntionof j udgements
and judioal decisions. It aims to establish direct

mandatory notfication, modification of data
Categories, prounds for non-execution of ordes,
etc

On 10 February 2021, the European Commission,
the Council of the Buropesn Unionand the

turopean beganthe int i al
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WATh the Sarvice Providers 1O 3CoRss &
evidence a5 a binding legal process The samerdes
and odiigatons would be applicable to all service
providers, regardiess of where the data is stored
and where they are based, as long as they offer

services on the tUmarket.
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BACKGR D OF THE E-EVIDENCE
PACKAGE

More than half of all criminal investigations woday
rely on electronic evidence (e-evidence) that is not
publicly avaiiable and is stored across borders *
Mdou.laweoiaumemanﬂpdodamm
often exper i inac

which is increasingly available onlv on private
infrastructures.

With the objective of improving cross-border access
to electronic evidence, the EU is currently taking
important steps for 2 more robust common legal
franmi providing :lavty and legal certainty ©
users, pe
mlemn‘mplnsuofguh‘u.m in redason
to personal data pr

E-Evidence Package
THE POSITION OF THE

EUROPEANPARLIAMENT
FACTSHEET

European Pariiament began the inter -institusonal
negotiations on the &-evi dence legisiative package.
The outcome of these negotiations coudd radically
change the way data is requested in the context of
criminal investigatiors in terms of speed and
effectiveness, while preserving user privacy.

This factsheet analyses the Position of the
European Parliament.

Other factsheets, avalable on the SRUS

rights.

p , present positions of other EU
institutions involved in the inter-institutional

Accordingly, in April 2018 the P

Commission (the Commussion) proposed new rules
ea 3 on >

and Pr Orders for evidence in

crimunal matters and a Directive laying down

harmonised rules on the appointment of legal

representatives for the purpose of gathering

evidence in criminal proceedings.

In December 2018, the Coundl of lhe!uopm

Union {the Council) agreed its

the above-mentionad Regulation, which in M:da

2019 was followed bythe General Approach onthe

meantioned Directive.

Within the Ewropean Parfiament (the €°) the
prop for the Reg: has been ag) ©
the Civil Uberties, Justice and Home Affairs
Committee (use) After receiving
recommendations from the UBE Committee in

2020, the P agreed
on its final Position introducing multiple changes,
|Mlmmmnwmdmmms(m“
into the prop: Regulation, of
mandatory notification, modification of data
categories, grounds for non-execution of orders,
et

On 10 Fedruary 2021, the turopean Commission,
the Council of the European Unionandthe

¥ Accordng w0 Commission S Working Document, impec
panyrg e pecinge pmpasa,

17408

- Factsheet on the Proposal of the
European Commission
- Factsheet onthe General Approach of
the Coundl of the European Union
The factsheets capture initial negotiating
positions of the EU institutions, which will
change/develop over the course of the inter-
institutional negotiations.

*  Legalregime covered

The purpose of the proposed Regulation (with
merged content of the Regulation and the
Directive) is o establish new rules to request
electronic information’ complementing the existng
EU legal framework It is based on principle of
mutual trust and aims to clarify the rules of the
cooperation between law enforcement, judicial
authorites and service providers establishing a
binding legal process, while ensuring Adl

with rights and

principles®

To this purpoze, service providers would be obliged
to designate a legal representative in the EU for the

¥ The temm “eecinic informatoe” Comesponas B Bt
“elecrori evidence “ec by the Commizson 8rc Te Counl
* Reguation, Recks! 9
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expressed heren Can I No way De aken D efiect the G opinon of The Europesn Unor,




» Judicial Authorities

European Union Member States +
Albania, Georgia, Iceland, Liechtenstein,
Moldova, Montenegro, North
Macedonia, Norway, Serbia, Switzerland,
Ukraine, USA

» Law Enforcement

European Union Member States + Albania,
Australia, Bosnia and Herzegovina, Canada,
Colombia, Georgia, Iceland, Liechtenstein,
Moldova, Monaco, Montenegro, North
Macedonia, Norway, Serbia, Switzerland,
Ukraine, USA




Thank you!




