4. Ne 51/2024 Bix 04.04.2024 «Kinbka yKpaiHCBKHX TeJEKAHAJIB CTAJIHU
00’exkTamMu IMOBIPHOI pocilicbKOI KidepaTakm»

KibepaTakm — Le MOBHOUiIHHA CKNagoBa BiMHW pocii NpoTu YKpaiHwu.
YKpaiHCbKi iHGOPMaALiNHI pecypcn € BaXKAMBOKW UIAAKO ANA  POCIMCbKUX
BiiCbKOBMX LWe 3 2014 poky. Big noyaTky noBHOMAcCWTAbHOro BTOPrHEHHA
pocincbKoi depepauii Taki KibepaTakm 34iNCHIOLTLCA 0COH6NMBO aKTUMBHO Ta
arpecuBHO. IX MeTOl € TMOWKOAXEHHA Ta PYMHYBAHHA YKPaiHCbKMX
iIHPOPMALiNHMX pecypciB, 3HULLEHHA AaHMX, 3aN06iraHHA JOCTYNY YKPAIHCbKUX
rpoMagsaH 40 AepXaBHUX CEPBICIB, A TAKOXK AecTabiniszauia cutyauii B KpaiHi Ta
CiIHHA NaHiKW M HeJOBIpW A0 BNaaW cepen HaceneHHs.

TakoX 3a ponomorot KibepaTak pocia xoye CTBOPUTM B YKpaiHi
rYMaHiTapHy KaTacTpody, agrKe XaKepu HamararoTbCA nepewkogKatn pobori
€HepreTUYHOro CEKTOPY, EKCTPEHUX CAYXKO, 3B'A3KY, NOTICTUKN, meaia.

3o0Kpema, KypHanictu Ta cyb’ektm y chdepi meaia 3a3HaAKOTb
cucTeMaTMyHMX Kibepatak 3 OOKy NiAKOHTPONbHUX POCINCbKIM deaepauii
XaKepPCbKUX YrpynoBaHb, AKi BUKOPUCTOBYIOTb HECAHKLIOHOBaHWM A0CTyN 40
KOMN'tOTEPHUX CUCTEM ONA  NpPoBeAeHHA  iHGOPMALIMHO-NCUXONOTIYHUX
cneuonepawy,in.

3BepTaEmMoO yBary, WO CUrHaAM YKPAIHCbKUX TeNeKaHanis nepioguyHo
3a3HalOTb BNAMBY pagionepewkos 3 60Ky KpaiHM-arpecopa.

30Kpema, Ma€ TEeHAEHLiI0 A0 3POCTaHHA KiNbKiCTb $aKTiB MOCTAHOBKM
pafio3aBag, Ha BXif, CynyTHMKOBOro peTpaHcaaTopa «SES ASTRA» (nepebyBae B
ynpaBAiHHI WBEMNLAPCbKOI KOMMaHii cynyTHMKOBOTO 3B'A3Ky «SES ASTRA AB»).

Akwo po 6GepesHa 2024 poKy 3ragaHa 3aBafa CTaBuaaca OAHUM
nepegasayem MNOYEProBO HA YCi TPAHCNOHAEPWU, AKUMMWU KOPUCTYHOTbCA
NPAKTUYHO YCi YKPATHCbKI TeNeKaHann CynyTHUKOBOIro MOB/IEHHA, TO 3 NOYaTKY
6epe3HA 2024 poky - no 2 nepeaaBaya.

9 TpaBHAa 2024 poky bynu 3aiACHEHi HaMMacoBilWi aTakKM Ha YKPaiHCbKI
TeNneKaHanun, Wo TPAHCAOTbCA HA cynyTHMKY «SES ASTRA». 3 60Ky pocincbKoi
depepauii 6ynn HamaraHHA HECAHKUIiOHOBAHOI MiAMIHM  YKPaiHCbKOro
TENEeBIi3iMHOrO KOHTEHTY, AKUM TPAHC/IIOETLCA Yepe3 CyNnyTHUKOBI KaHaAM Ha
POCIMCbKOMOBHI TeneBi3inHi KaHann, iHPOPMaLiMHUA KOHTEHT KOTPUX He
BiANOBiAa€E EBPONENCbKMI KOHBEHL,T NPO TPaHCKOPAOHHE TenebayeHHs.

Takum 4YMHOM, CNOCTEPIraeTbCcA TeHAEHLIA A0 MEeTOAMYHUX 3YCUAb
AepXaBu- arpecopa 3 610KyBaHHA CYMyTHUMKOBOro TesnebavyeHHA YKpaiHu
LUASXOM NOCTAaHOBKM 3aBag AnA HectabinbHocTi pobotm B ycbomy
cynyTHUKoBomy edipi.

Ne 51/2024 “Several Ukrainian TV Channels Targeted in Apparent Russian
Cyber-Attack”



Cyberattacks are a full-fledged component of russia's war against Ukraine.
Ukrainian information resources have been an important target for the russian
military since 2014. Since the beginning of the full-scale invasion of the russian
federation, such cyberattacks have been particularly active and aggressive. Their
goal is to damage and destroy Ukrainian information resources, destroy data,
prevent Ukrainian citizens from accessing public services, as well as destabilize
the situation in the country and sow panic and distrust in the government
among the population.

Russia also wants to create a humanitarian catastrophe in Ukraine
through cyberattacks, as hackers are trying to interfere with the energy sector,
emergency services, communications, logistics, and media.

In particular, journalists and media outlets are subjected to systematic
cyberattacks by russian federation-controlled hacker groups that use
unauthorized access to computer systems to conduct information and
psychological special operations.

Please note that the signals of Ukrainian TV channels are periodically
affected by radio interference from the aggressor country.

In particular, the number of cases of radio interference at the input of the
SES ASTRA satellite transponder (operated by the Swiss satellite
communications company SES ASTRA AB) tends to increase.

Until March 2024, the said interference was caused by one transmitter in
turn on all transponders used by almost all Ukrainian satellite broadcasting
channels, but since the beginning of March 2024 - by 2 transmitters each.

On May 9, 2024, the most massive attacks on Ukrainian TV channels
broadcast on the SES ASTRA satellite were carried out. The russian federation
attempted to unauthorizedly replace Ukrainian television content broadcast via
satellite channels with russian-language television channels whose information
content does not comply with the European Convention on Transfrontier
Television.

Thus, there is a tendency for the aggressor state to make methodical
efforts to block Ukraine's satellite television by creating instability in the entire
satellite broadcast.



