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FOCUS

1) Introduction: Coins/Exchanges - Market Review
2) Virtual Assets: Challenges and Response Strategies
3) US DOJ Crypto Response
4) Successes and Dialogue
5) Resources



COINS/EXCHANGES: Market Review



Market Cap



Exchanges



Enforcement Challenges & Responses



Virtual Assets: Challenges and Responses

• US Central Governing Authority (Office of International Affairs):

– Mutual Legal Assistance Treaties (MLAs) & Extraditions;

– Foreign Attaches, Regional Legal Advisors, OPDAT

• Cryptocurrency Focus:

– Sharing of records from foreign exchanges;

– Restraining of funds and transferring of assets



Virtual Assets: Solutions

• Locating company jurisdiction and sharing:

– International Partnerships: European Council, Europol, UNODC

• Emerging Technology:

– Privacy Coins and Emerging Technology (NFTs, DeFi, etc.)

– Blockchain Tracing and Training 

– International Capacity Building





US DOJ Crypto Response



DOJ Digital Currency Initiative

• Case Prosecution and Forfeiture Actions

• Expertise and Advice to the Field 

• Policy Development and Consultation

• Coordination and De-confliction

• Training

• Private Industry Engagement

• Digital Currency Team 



National Cryptocurrency Enforcement Team (NCET)



SUCCESSES and DIALOGUE



Successes: International Cooperation

“Following the money remains one of the most basic, yet powerful tools we have.”

(06/21) Colonial Pipeline/Darkside ($2.3 million seizure)



Recent Successes: US – Europe Partnership 

(11/21) Sodinokibi/REvil Ransomware ($6.1 million);
Defendant extradited from Poland to US



Recent Successes: US – Europe Partnership 

(04/22) Hydra Market Seizure: ($25 million seizure);
German law enforcement seized Hydra server, Defendant indicted in USA



Resources



DOJ’s Public Crypto Enforcement Framework



US DOJ Digital Currency Initiative



THANK YOU FOR WHAT YOU DO!!!



Questions?
Sanjeev.Bhasker@usdoj.gov


