UROPEAN CONVENTION COUNCIL OF EUROPE

CM HUMAN RIGHTS

; 1950-2020

CONVENTION EUROPEENNE
DES DROITS DE 'HOMME

CONSEIL DE LEUROPE

Strasbourg, 20 November 2020 T-PD(2020)40RAPAbr

BUREAU OF THE CONSULTATIVE COMMITTEE OF THE CONVENTION
FOR THE PROTECTION OF INDIVIDUALS WITH REGARD TO
AUTOMATIC PROCESSING OF PERSONAL DATA

(Convention 108)

40" Plenary meeting

Strasbourg, 18 — 20 November 2020
via videoconference

ABRIDGED REPORT

Directorate General of Human Rights and Rule of Law



1. The Consultative Committee of the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data (ETS No. 108, hereafter ‘Convention 108’), established under Article 18 of the
Convention, held its 40t plenary meeting! via videoconference from 18 to 20 November 2020, with
Ms Alessandra Pierucci (Italy) in the chair on the morning of 18 November and with Ms Tamar Kaldani (first
Vice-Chair, Georgia) in the chair for the rest of the meeting.

The agenda, as adopted by the Committee, and the list of participants are set out in Appendices | and Il.
2. The Committee:

2.1. took note of the information provided by Mr Jan Kleijssen, Director, Information Society — Action against
Crime (see Appendix III);

2.2. took note of the information provided by the Secretariat on the signatures and ratifications of the
Protocol amending Convention 108 (CETS No. 223, hereafter Convention 108+):

a) The 33 signatures of Convention 108+, and nine ratifications (Bulgaria on 10 December 2019,
Croatia on 18 December 2019, Lithuania on 23 January 2020, Serbia on 26 May 2020, Poland on
10 June 2020, Mauritius — as the first African Party to ratify Convention 108+ — on 4 September
2020, Estonia on 17 September 2020, Cyprus on 21 September 2020, and by Malta on
2 November 2020). Five Parties (Bulgaria, Cyprus, Estonia, Lithuania and Norway) made use of
Article 37.3 of the amending protocol and declared the provisional application of Convention 108+
pending entry into force.

b) the upcoming exercise of follow-up on the state of signatures and ratifications, carried out by the

Ministers’ Deputies and their Group of Rapporteurs on Legal Cooperation (GR-J) in line with the
decision adopted at the Elsinore Ministerial session of 18-19 May 2018 (CM/Del/Dec(2018)128/5);

2.3 took note of the information provided by Ms Cécile de Terwangne on the evaluation and follow-up
mechanism under Convention 108+, held an exchange of views with the expert regarding the proposed
modifications to the draft documents (T-PD(2018)20rev6, T-PD(2018)21rev6) and instructed the Bureau to
pursue the finalisation of the documents, in close coordination with the Working Group on the evaluation
and monitoring mechanism lead by the United Kingdom;

2.4 took note of the information provided by Mr Franck Dumortier regarding the accession request of
Costa-Rica and the evaluation of its national data protection system in light of Convention 108+ (document
T-PD(2020)08) as first country requesting accession to the Convention after the opening for signature of
the amending Protocol CETS n°223 and instructed the Bureau to finalise the draft opinion of the Committee
with a view to its adoption by written procedure ;

2.5 took note of the presentation by the Secretariat on the state of play regarding the negotiations of the
draft Second Additional Protocol to the Budapest Convention on Cybercrime (ETS n°185) and of the recent
publication draft provisions (related to joint investigations, expedited disclosure in an emergency and
request DNS registration conformation) by the Cybercrime Committee. The Committee called upon Parties
to Convention 108 to engage in the discussions by liaising with national negotiating delegations and/or
requesting membership to the subgroup of the Protocol Drafting Group dealing with safeguards, in order to
ensure consistency of regimes between the two Council of Europe conventions (the Budapest Convention
and Convention 108+). It instructed the Bureau to continue to follow closely the work related to the drafting
of the second additional Protocol to the Budapest Convention and, when a draft provision on the data
protection regime will be available, to prepare the position of the Committee;

1182 participants in all, 96 women and 86 men.



2.6 took note of the presentation by the Secretariat on the Draft Guidelines on facial recognition and held
an exchange of views agreeing that a revised version of the draft Guidelines will be prepared for further
discussion at the December Bureau meeting and finalisation of the draft with a view to submitting the draft
Guidelines to adoption by written procedure;

2.7 took note of the report “Children’s Data Protection in Education Systems: Challenges and Possible
Remedies” by Ms Jen Persson, examined the draft Guidelines, held an exchange of views with the expert
on the comments received and adopted the revised text of the Guidelines on Children’s Data Protection
in an Education setting;

2.8 took note of the report “Profiling and Convention 108+ : Report on developments after the adoption of
Recommendation (2010)13 on profiling” by Mr Yves Poullet and Mr Benoit Frénay, held an exchange of views
with the experts on the draft Recommendation on profiling and invited Delegations to comment by
11 December the revised version of the draft that will be circulated after the meeting, instructing the Bureau
to finalise the draft which will be submitted to the Committee for approval by written procedure, in view of its
transmission to the Committee of Ministers by the Steering Committee on Media and Information Society
(CDMSI);

2.9 took note of the presentation by Mr Pat Walshe of his report on “Digital identity”, held an exchange of
views with the expert and invited Delegations to send comments until 4 December 2020, before the finalisation
of the report by the expert. The Committee instructed the Bureau to start the preparation of specific guidance
possibly in the form of guidelines on data protection and digital identity;

2.10 took note of the presentation by Mr Colin Bennett of his report on “Personal data processing by and for
political campaigns: the application of the modernised Convention 108”, held an exchange of views with
the expert and invited Delegations to send comments until 4 December 2020, before the finalisation of the
report by the expert. The Committee instructed the Bureau to start the preparation of specific guidance
possibly in the form of Guidelines on this important topic;

2.11 took note of the information on co-operation with other Council of Europe bodies and entities, notably
with:

- the Steering Committee for the Rights of the Child (CDENF). The Committee took note of the information
provided by Ms Eva Lievens, consultant for the CDENF on the “draft Declaration on the need to intensify
efforts to respect and protect children’s privacy in the digital environment” jointly prepared by the CDENF
and the Committee, held an exchange of views on the draft and comments received and instructed the
Bureau to finalise the draft Declaration in coordination with the Bureau of the CDENF with a view to a
submitting the draft Declaration to written procedure;

- the Ad Hoc Committee on Artificial Intelligence (CAHAI) on the publication of its progress report, the
preparation of the feasibility study and the work of its Policy Development Group and Consultation and
Outreach Group, ahead of the forthcoming Plenary meeting of CAHAI (15-17 December);

- the Committee of the Convention on the Manipulation of Sports Competitions (Macolin Convention) on
the use of the jointly elaborated “Data Protection Standards” in different capacity building activities, and on
the follow up on the outcome of these activities to be also discussed at the next plenary meeting of the
Committee;

- the Steering Committee on Media and Information Society (CDMSI), in particular the work of Committee
of Experts on Freedom of Expression and Digital Technologies (MSI-DIG) and of the Committee of Experts
on Media Environment and Reform (MSI-REF);



2.12 took note of the information provided by the Secretariat on the recent updating of the compilation of the
case law of the European Court of Human Rights;

2.13 took note of the presentation by the Secretariat on the overview of activities and major developments in
the field of data protection, notably on the publication of the compilation containing the updates provided by
delegations, but also regarding the three joint statements issued by the Chair of the Committee of Convention
108 and the Data Protection Commissioner of the Council of Europe, a) on the right to data protection in the
context of the COVID-19 pandemic (published on 30 March 2020), b) on Digital Contact Tracing (published
on 28 April 2020), c) on “Better protecting individuals in the context of international data flows: the need for
democratic and effective oversight of intelligence services” (published on
7 September), and on the publication of the first annual data protection report in Parties to Convention 108,
“Digital Solutions to fight Covid-19” of the “Compilation of answers to the questionnaire on supervisory
authorities’ governance models”;

2.14 took note of the information provided by observers, in particular by the Global Privacy Assembly
(GPA) on the Closed Session of the GPA held on 13-15 October 2020 via videoconference which decided
on the follow up to the policy strategy (advancing privacy in the digital age, maximising the conference’s
voice and influence, building capacities with members), carried out detailed discussions on Covid-19 and
data protection, adopted 5 resolutions (Resolution on Facial Recognition Technology, Resolution on the
Role of Personal Data Protection in International Development Aid, International Humanitarian Aid and
Crisis Management, Resolution on Accountability in the Development and Use of Artificial Intelligence,
Resolution on the Privacy and Data Protection Challenges arising from the Covid-19 Pandemic, Resolution
on Joint Statements on Emerging Issues), elected new members on the executive committee and confirmed
the organisation of the next edition of the conference in October 2021 in Mexico City;

2.15 examined three requests for observer status before the Committee and in line with article 4bis of the
Rules of Procedure granted observer status to the Office of the Privacy Commissioner for Bermuda, the
Open Net Association, Korea (ONK) and Access Now;

2.16 took note of the information provided by the Secretariat on the launch of the 3" Edition of the Stefano
Rodota prize and invited delegations to publicise the call for applications;

2.17 took note of the presentation by Ms Eleni Kosta, providing an update of the situation since the adoption
in 2014 of the Opinion on the implications for data protection of mechanisms for automatic inter-state
exchanges of data for administrative and tax purposes (document T-PD(2014)05), held an exchange of
views with the expert and instructed the Bureau to follow-up this work with a view to having an updated expert
report for the next Plenary meeting;

2.18 took note of the presentation by the Secretariat on the interpretation of provisions that was requested
by one delegation, held an exchange of views based on the draft document (T-PD(2020)06) and decided
that a revised version reflecting the comments made will be circulated ahead of the Bureau meeting, inviting
Delegations to make further comments until 11 December in view of the finalisation of the document by the
Bureau and subsequent adoption by written procedure;

2.19 held an exchange of views on the opportunity to initiate work on a Guidance Note on Article 11 of
Convention 108+ and instructed the Bureau to start working on the preparation of this Guidance;

2.20 held the elections of the Bureau and elected or re-elected: Ms Alessandra Pierucci (Italy) as Chair,
Ms Tamar Kaldani, (Georgia) as first Vice-Chair, Ms Awa Ndiaye (Senegal) as second Vice-Chair, and Ms
Elsa Mein (Germany), Mr Alan Khubaev (Russian Federation), Ms Caroline Gloor Scheidegger
(Switzerland) and Mr Gonzalo Sosa Barreto (Uruguay) as members;

2.21 took note of the information provided by the Secretariat concerning the co-operation programmes
that are being implemented in the data protection field;

2.22 took note of the information provided by the Data Protection Commissioner regarding his 2018-2020
activity report and repeated the importance for the Organisation of adopting internal regulations complying
Convention 108+,
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2.23 confirmed the dates of the plenary meetings to be held from 28-30 June 2021 and 17-19 November
2021 and of the next Bureau meetings from 16-18 December 2020, from 24-26 March 2021, from 28-30
September 2021 and from 20-22 December 2021.



APPENDIX |

AGENDA

1. Opening of the meeting

T-PD(2019)RAP39Abr

Abridged report of the 39" Plenary meeting
(Strasbourg, 19-21 November 2019)

T-PD-BUR(2019)50RAP

Abridged report of the 50" Bureau meeting
(remote, 28-29 September 2020)

T-PD(2019)WP2020-2021final

Work programme of the Committee 2020-2021

T-PD(2017)Rules

Rules of procedure

2. Adoption of the agenda

3. Statement by the secretariat

Jan Kleijssen, Director, Information Society and Fight against Crime
Directorate

4. Modernisation of Convention 108

Required action: The Committee will take note of the information
provided by the secretariat.

e Consolidated text of the modernised version of Convention
108

e  Explanatory report of the modernised Convention 108

¢ Amending Protocol

5. State of play, ratifications and accessions

Draft Opinion Costa-Rica
published 16/11

° Convention 108+: chart of signatures and ratification
. Convention 108: chart of signatures and ratifications

Expert: Mr Franck Dumortier, Senior Consultant, Cybersecurity-Law

Required action: The Committee will take note of the information
provided by the expert and will hold an exchange of views on the
draft Opinion.

6. Evaluation and follow up mechanism under Convention
108+

Expert: Ms Cécile de Terwangne, CRIDS, Namur



https://rm.coe.int/t-pd-2019-rap39-en/168098e91f
https://rm.coe.int/t-pd-bur-2020-50rap-en/16809fd6bc
https://rm.coe.int/work-programme-for-the-2020-2021-biennium/168097a93c
https://rm.coe.int/consultative-committee-of-the-convention-for-the-protection-of-individ/168072aae8
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016807c65bf
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016807c65bf
https://rm.coe.int/16808ac91a
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=090000168089ff4e
https://rm.coe.int/t-pd-2020-08-costa-rica-evaluation-accession-to-convention-108-report-/1680a06167
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/223/signatures?p_auth=NPIfUMPC
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108/signatures

Required action: The Committee will take note of the information
provided by the expert and will hold an exchange of views on the latest
versions of the documents.

Terms of Reference

ToR of the Working Group on the evaluation and monitoring
mechanism

T-PD(2018)20rev6
published 03/11

Evaluation questionnaire

T-PD(2018)21rev6

Document on the evaluation and follow-up mechanism under
Convention 108+; process and rationale

7. Law enforcement transborder access to data

T-PD(2019)8FIN

Opinion on the provisional text and
explanatory report of the draft
Second Additional Protocol to the
Budapest Convention on
Cybercrime (ETS 185) on direct
disclosure of subscriber information

and giving effect to orders from
another Party for expedited
production of data

Expert: Mr Gert Vermeulen, Full Professor of (European and
international) criminal law and director of the Institute for
International Research on Criminal Policy (IRCP).

Required action: The Committee will take note of the information
provided by the expert and the Secretariat and will decide on any
necessary follow-up.

T-PD(2019)3

Preparation _of a 2nd Additional Protocol to the Budapest
Convention _on_Cybercrime: Consultation with data protection
experts - Issues for discussion

T-CY discussion paper: Conditions for obtaining subscriber
information —static versus dynamic I[P addresses

Answers from the Committee of Convention 108 to
the Discussion paper for the Octopus Conference

Key messages of the Octopus Conference 2018

Towards a Protocol to the Convention on Cybercrime: additional
stakeholder consultations
published 12/11

8. Facial recognition

T-PD(2020)3rev

Expert: Ms Sandra Azria, Avocat (TBC)

Required action: The Committee will take note of the presentation
by the Secretariat and will examine the draft Guidelines with a view
to further enhancing the draft.

9. Data protection in an education setting

T-PD(2019)06BISrev4

Expert: Ms Jen Persson, Director, “defenddigitalme”
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https://rm.coe.int/terms-of-reference-wg-efm/168098c4bc
https://rm.coe.int/questionnaire-30october20-clean/1680a035db
https://rm.coe.int/t-pd-2018-21rev6-evaluation/1680a01d67
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/t-pd-2019-8fin-opinion-second-additionnal-protocol/168098e42a
https://rm.coe.int/inclusion-of-data-protection-safeguards-relating-to-law-enforcement-tr/168094b73a
https://rm.coe.int/t-cy-consultation-with-data-protection-experts-nov-2018-en/1680935d13
https://rm.coe.int/t-cy-consultation-with-data-protection-experts-nov-2018-en/1680935d13
https://rm.coe.int/t-cy-consultation-with-data-protection-experts-nov-2018-en/1680935d13
https://rm.coe.int/t-cy-2018-26-ip-addresses-v6/16808ea472
https://rm.coe.int/t-cy-2018-26-ip-addresses-v6/16808ea472
https://rm.coe.int/draft-answers-from-the-committee-of-convention-108-to-the-discussion-p/16808b4688
https://rm.coe.int/draft-answers-from-the-committee-of-convention-108-to-the-discussion-p/16808b4688
https://rm.coe.int/3021-90-octo18-keymessages/16808c67bb
https://www.coe.int/en/web/cybercrime/-/towards-a-protocol-to-the-convention-on-cybercrime-additional-stakeholder-consultations
https://www.coe.int/en/web/cybercrime/-/towards-a-protocol-to-the-convention-on-cybercrime-additional-stakeholder-consultations
https://rm.coe.int/draft-guidelines-facial-recognition-003-/1680a01fc1
https://rm.coe.int/t-pd-2019-6bisrev4/1680a01b48

published 23/10
T-PD(2019)06rev

published 23/10
T-PD(2019)-06Bisrev3Mos2 —
Compilation of Comments
published 17/11

Required action: The Committee will endorse the expert report and
will examine the draft Guidelines with a view to enabling the
finalisation and adoption of the draft.

10. Update of the Recommendation CM/Rec(2010)13 on the
protection of individuals with regard to automatic processing
of personal data in the context of profiling

Recommendation CM/Rec(2010)13
T-PD(2019)07FINAL
T-PD(2019)07BISrev3

published 23/10

T-PD(2019)-07Bisrev2Mos2 —
Profiling — Compilation of Comments
published 17/11

Experts: Mr Yves Poullet, Honorary Rector of the University of
Namur, former Director of the Research Center for Computer
Science and Law (CRIDS) and Mr Benoit Frénay, associate
professor at the Faculty of Computer Science, CRIDS

Required action: The Committee will endorse the expert report and
will examine the draft Revised recommendation with a view to
enabling the finalisation and approval of the draft, for transmission
to the Steering Committee on Media and Information Society
(CDMSI)

11. Digital identity

T-PD(2020)4rev Expert: Mr Pat Walshe, Director of Privacy Matters
Required action: The Committee will take note of the report and
will hold an exchange of views with the expert, with a view to
enabling the finalisation of the report and deciding on the
necessary follow-up.
12. Personal data processing by and for political campaigns
T-PD(2020)2rev Expert: Mr Colin Bennett, Professor, Department of Political

Science, University of Victoria

Required action: The Committee will take note of the report and
will hold an exchange of views with the expert, with a view to
enabling the finalisation of the report and deciding on the
necessary follow-up.

13. Cooperation with other Council of Europe bodies and
entities

CDENF(2020)28 - compilation of
comments
published 16/11

Required action: The Committee will take note of the information
provided by the Secretariat and will examine the draft declaration
jointly prepared with the CDENF in view of its possible approval.

Draft Text of the Declaration on the

rights _of the child in the digital

environment
Compilation of comments
published 16/11

CAHAI

Steering Committee on the Rights of the child (CDENF)
Macolin Convention

Steering Committee on Media and Information Society

(CDMSI)



https://rm.coe.int/t-pd-2019-06final-eng-report-children/1680a01b47
https://rm.coe.int/t-pd-2019-06bisrev3com-mos2-guidelines-educational-settings-compil-com/1680a066c8
https://rm.coe.int/t-pd-2019-06bisrev3com-mos2-guidelines-educational-settings-compil-com/1680a066c8
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805cdd00
https://rm.coe.int/t-pd-2019-7final/1680a01fc2
https://rm.coe.int/t-pd-2019-07bisrev3/1680a018fa
https://rm.coe.int/t-pd-2019-07bisrev2mos2-profiling-compilation-comments-2773-8068-1986-/1680a06693
https://rm.coe.int/t-pd-2019-07bisrev2mos2-profiling-compilation-comments-2773-8068-1986-/1680a06693
https://rm.coe.int/t-pd-2020-04rev-en-digital-identity-002-pat-walshe-review/1680a01fc6
https://rm.coe.int/t-pd-2020-02rev-political-campaigns-en-clean-cjb-/1680a01fc3
https://rm.coe.int/cdenf-2020-28-bilprov-compilation-of-comments-draft-declaration-on-pri/1680a05652
https://rm.coe.int/cdenf-2020-28-bilprov-compilation-of-comments-draft-declaration-on-pri/1680a05652
https://rm.coe.int/t-pd-2020-07-declaration-bil-vconsultation/1680a02270
https://rm.coe.int/t-pd-2020-07-declaration-bil-vconsultation/1680a02270
https://rm.coe.int/t-pd-2020-07-declaration-bil-vconsultation/1680a02270
https://rm.coe.int/t-pd-2020-07-declaration-children-privacy-digital-environment-1-/1680a06166
https://www.coe.int/en/web/artificial-intelligence/cahai
https://www.coe.int/en/web/children/cdenf
https://www.coe.int/en/web/sport/manipulation-of-sports-competitions
http://www.coe.int/en/web/freedom-expression/cdmsi-meetings
http://www.coe.int/en/web/freedom-expression/cdmsi-meetings

14. Case-Law

ECHR Compilation

published 12/11

Court of Justice of the European
Union

Inter-American Court of Human
Rights

Required action: The Committee will take note of the information
provided by the Secretariat.

15. Overview of activities and major developments

T-PD(2018)24rev2
published 10/11

T-PD(2020)Mos - Information on the

recent developments in the data

protection field
publié le 18/11

Reguired action: The Committee will take note of the information
provided by the Secretariat and delegates.

Data Protection Report 2020: “Digital solutions to fight Covid-19”
Joint Statements

Joint Statement on the right to data protection in the context of the
COVID-19 pandemic by Alessandra Pierucci, Chair of the
Committee of Convention 108 and Jean-Philippe Walter, Data
Protection Commissioner of the Council of Europe

Joint Statement on Digital Contact Tracing by Alessandra Pierucci,
Chair_of the Committee of Convention 108 and Jean-Philippe
Walter, Data Protection Commissioner of the Council of Europe

“Better protecting individuals in the context of international data
flows: the need for democratic and effective oversight of
intelligence services” Joint statement by Alessandra Pierucci,
Chair_of the Committee of Convention 108andJean-Philippe
Walter, Data Protection Commissioner of the Council of Europe

DPAs Governance models — updated version

16. Observers

List of Observers

Observers - State of play and
admission criteria

T-PD(2020)09
new: published 17/11

Required action: The Committee will decide upon the requests
received and will take note of the information provided by the
observers.

17. Stefano Rodota Award

2021 Competition rules

Reguired action: The Committee will take note of the information
provided by the Secretariat in respect of both the 2020 and the
2021 Edition of the Award.

18. Automatic Exchange of data



https://rm.coe.int/new-caselaw-06-2020-clean/1680a05796
https://curia.europa.eu/jcms/jcms/j_6/en/
https://curia.europa.eu/jcms/jcms/j_6/en/
http://www.corteidh.or.cr/index.cfm?lang=en
http://www.corteidh.or.cr/index.cfm?lang=en
https://rm.coe.int/t-pd-2018-24-rev2-compilation-supervisory-authorities-06-05-2019-en-cl/1680a054e4
https://rm.coe.int/t-pd-2020-mos-compilation-major-developments-in-2020/1680a06a2b
https://rm.coe.int/t-pd-2020-mos-compilation-major-developments-in-2020/1680a06a2b
https://rm.coe.int/t-pd-2020-mos-compilation-major-developments-in-2020/1680a06a2b
https://www.coe.int/en/web/data-protection/statement-by-alessandra-pierucci-and-jean-philippe-walter
https://www.coe.int/en/web/data-protection/statement-by-alessandra-pierucci-and-jean-philippe-walter
https://www.coe.int/en/web/data-protection/statement-by-alessandra-pierucci-and-jean-philippe-walter
https://www.coe.int/en/web/data-protection/statement-by-alessandra-pierucci-and-jean-philippe-walter
https://rm.coe.int/covid19-joint-statement-28-april/16809e3fd7
https://rm.coe.int/covid19-joint-statement-28-april/16809e3fd7
https://rm.coe.int/covid19-joint-statement-28-april/16809e3fd7
https://rm.coe.int/statement-schrems-ii-final-002-/16809f79cb
https://rm.coe.int/statement-schrems-ii-final-002-/16809f79cb
https://rm.coe.int/statement-schrems-ii-final-002-/16809f79cb
https://rm.coe.int/statement-schrems-ii-final-002-/16809f79cb
https://rm.coe.int/statement-schrems-ii-final-002-/16809f79cb
https://rm.coe.int/list-of-observers-nov-2018-en/1680938538
https://rm.coe.int/observers-state-of-play-and-admission-criteria/16808fdc4d
https://rm.coe.int/observers-state-of-play-and-admission-criteria/16808fdc4d
https://rm.coe.int/info-document-observers-40-th-plenary/1680a065a7
https://rm.coe.int/stefano-rodota-data-protection-award-rules-final-2020/1680a061c0

T-PD(2014)05

Opinion on the implications for data
protection of mechanisms for
automatic inter-state exchanges of
data for administrative and tax
purposes

Expert: Eleni Kosta, Professor of Technology Law and Human Rights,
Tilburg Institute for Law, Technology, and Society (TILT), Tilburg
University

Required action: the Committee will take note of the presentation
by the expert and will hold an exchange of views on the topic.

19. Interpretation of provisions

T-PD(2020)06
published 26/10

Required action: The Committee will discuss the guidance to be
provided in the interpretation of provisions of Convention 108+ as
requested by a delegation during the 39t Plenary meeting.

The Committee will decide on the opportunity to initiate work on
the interpretation of Article 11 of Convention 108+ as supported
by its Bureau.

20. Elections

T-PD(2020)05 Memorandum
concerning elections

Required action: The Committee will proceed to the elections

21. Cooperation projects

T-PD(2020)07
published 03/11

Required action: The Committee will take note of the information
provided by the Secretariat

22. Data Protection Commissioner

Activity report DPCOM Report 2018-

Required action: The Committee will take note of the information

2020
published 02/11

provided by the Commissioner.

23. Next meetings

Reguired action: The Committee will take note of the dates for the
next meetings.



https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016806945a0
http://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016806945a0
http://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016806945a0
http://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016806945a0
http://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016806945a0
http://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016806945a0
https://rm.coe.int/t-pd-2020-06-en/1680a03631
https://rm.coe.int/t-pd-2020-05-en-memorandum-by-the-secretariat-concerning-elections/1680a01b49
https://rm.coe.int/t-pd-2020-07-cooperation-projects-summary-up-date-november-2020/1680a035dc
https://rm.coe.int/dpcom-rapport-2018-2010-en/1680a033fe
https://rm.coe.int/dpcom-rapport-2018-2010-en/1680a033fe

Date of the next meeting in 2020

Date of the Bureau meeting:

e 51t Bureau meeting (16-18 December, online)
Dates of next meetings in 2021

Dates of Bureau meetings:

52nd Bureau : 24-26 March 2021
53 Bureau : 28-30 September 2021
54th Bureau : 20-22 December 2021

Dates of Plenary meetings:

415t Plenary : 28-30 June 2021
42 Plenary : 17-19 November 2021

24. Any Other Business
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APPENDIX II

LIST OF PARTICIPANTS

ALBANIA / ALBANIE
Eldor Budo, Head of Sector, International Relations & Projects, Department of Communication
and International Relations, Information and Data Protection Commissioner (IDP)

Besnik Dervishi, Commissioner, Information and Data Protection Commissioner (IDP)

Pjerina Gaxha, Director of the Directorate of Personal Data Protection, Information and Data
Protection Commissioner (IDP)

ANDORRA / ANDORRE
Joan Crespo, Head of the Data Protection Agency

ARGENTINA / ARGENTINE
Eduardo Andrés Bertoni, Directeur de 'Agence d’Accés a I'Information Publique (AAIP)

Eduardo Cimato, Director of the National Directorate of Personal Data Protection, Access to
Public Information Agency (AAIP)

Juan Agustin Otero, Legal advisor, Access to Public Information Agency (AAIP)
Agustina Sirvén, Legal advisor, Access to Public Information Agency (AAIP)

ARMENIA / ARMENIE
Gevorg Hayrapetyan, Head of the Personal Data Protection Agency, RA Ministry of Justice

AUSTRIA / AUTRICHE
Michael Adelmann, Lawyer, Austrian Data Protection Authority

AZERBAIJAN / AZERBAIDJAN

Khayala Babayeva, Chief adviser of Personal Data Department of the Cyber Security Service,
Ministry of Transport, Communications and High Technologies of the Republic of Azerbaijan
((MTCHT)

Kamal Mammadov, Head of Science and Technology Sector, Innovation and Digital Development
Department Ministry of Transport, Communications and High Technologies (MTCHT)

Nargiz Pashayeva, Senior Adviser, Division on administrative and military normative acts of General
Department of Legislation, Ministry of Justice

BELGIUM / BELGIQUE

Damien Moreau, Attaché, SPF Justice

Olivier Sacalis, Attaché juriste, Service Privacy & Egalité des chances, DG Législation, Libertés
et Droits fondamentaux, SPF Justice

BOSNIA AND HERZEGOVINA / BOSNIE ET HERZEGOVINE
Samira Campara, Assistant director, Personal Data Protection Agency in Bosnia and
Herzegovina
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CABO VERDE / CAP VERT
Faustino Monteiro, Président, Commission de protection des données

Jose Pina, Commission de protection des données

CROATIA / CROATIE
Nikolina Novakovi¢, Senior Associate in the Department for International Cooperation,
European and Legal Affairs, Personal Data Protection Agency

Zdravko Vuki¢, Director, Personal Data Protection Agency

CYPRUS / CHYPRE
Maria Michaelidou, Office of the Commissioner for Personal Data Protection

CZECH REPUBLIC / REPUBLIQUE TCHEQUE
Jifi Mastalka, Lawyer, Office for Personal Data Protection

DENMARK / DANEMARK
Astrid Ivens de Carvalho, Head of section, Master of laws, Data Protection Agency

ESTONIA / ESTONIE
Maarja Kirss, Co-operation Adviser, Estonian Data Protection Inspectorate

FINLAND / FINLANDE
Virpi Koivu, Senior Specialist, Department for Democrary and Public Law, EU Law and Data
Protection, Ministry of Justice

FRANCE
Nana Botchorichvili, Juriste, Service des Affaires européennes et internationales (CNIL)

Vincent Filhol, Chargé de mission pour les affaires civiles et pénales internationales aupres du
Directeur des affaires juridiques du Ministére de I'Europe et des Affaires étrangéres

Pascale Serrier, Pole Education au numérique, Commission nationale de l'informatique et des
libertés (CNIL), Digital Education — Coordinateur du groupe international du GPA en éducation
au numérigue (DEWG) Digital Education Working Group

GEORGIA /| GEORGIE
Tamar Kaldani, (first Vice-Chair / premiére Vice-présidente)

Londa Toloraia, State Inspector of Georgia, State Inspector’s Service

Tamar Zubashvili, Head of International Relations, Analytics and Strategic Development
Department, State Inspector’s Service

GERMANY / ALLEMAGNE
Elsa Mein, Desk Officer, Data Protection Unit (V 1l 4), Federal Ministry of the Interior, Building
and Community

Stefan Niederer, Senior Data Protection Officer, Division 14 — European and International
Affairs, Office of the Federal Commissioner for Data Protection and Freedom of Information

12


mailto:jose.pina@cnp.cv

Lisa Rosenbaum, Senior Legal Advisor, Division 14 — European and International Affairs, Office
of the Federal Commissioner for Data Protection and Freedom of Information

GREECE / GRECE
Vagelis Papakonstantinou, Lawyer, Ministry of Justice of Greece

IRELAND / IRLANDE

Kenneth Maher, Assistant Principal Officer, Department of Justice, Civil Justice and Equality
Legislation

Regulation and Reform

ITALY /ITALIE
Alessandra Pierucci, (Chair / Présidente), Piazza di Monte Citorio 121, 00186 Rome

LATVIA /LETTONIE
Lasma Dilba, Deputy Head, The Data State Inspectorate (DSI)

LIECHTENSTEIN
Julia Stuetz, Legal Officer, Data Protection Authority, Stadtle 38, FL-9490 Vaduz

LITHUANIA / LITUANIE
Danguolé Morkaniene, Deputy Director, State Data Protection Inspectorate

LUXEMBOURG
Pia Betz, Juriste, Service des médias et des communications, Ministére d’Etat

Tatiana Isna,rd, Juriste, Protection des données, Service des médias et des communications,
Ministére d’Etat

Gérard Lommel (second Vice-Chair / deuxieme Vice-président), Commissaire du gouvernement

a la protection des données, Ministére d’Etat

MALTA / MALTE
Ingrid Camilleri, B.A., LL.D., Head — Legal, Office of the Information and Data Protection
Commissioner

Isabelle Camilleri, Information and Data Protection Analyst, Strategy and Support, Ministry of
Justice, Equality and Governance

MAURITIUS / MAURICE

Druheisha Madhub, Data Protection Commissioner, Data Protection Office, 5th Floor, SICOM
Tower,

Wall Street, Ebéne

MEXICO / MEXIQUE
Javier Gonzéalez Gémez, Director General for International Affairs, National Institute of
Transparency, of Access to Information and Data Protection (INAI)

Laura Sofia GOmez Madrigal, Director of Personal Data Security for the Private Sector, National
Institute of Transparency, of Access to Information and Data Protection (INAI)
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Francisco Javier Acufia Llamas, President Commissioner, National Institute of Transparency, of
Access to Information and Data Protection (INAI)

Maria Rojo, Interpreter, National Institute of Transparency, of Access to Information and Data
Protection (INAI)

Josefina Roman Vergara, Commissioner, National Institute of Transparency, of Access to
Information and Data Protection (INAI)

MONACO
Corinne Laforest de Minotty, Chargee de missions aupres du Conseiller de gouvernement,
Département des relations extérieures et de la coopération, Ministére d’Etat

Florence Dubosc, Juriste, Commission de controle des informations nominatives (CCIN)
MOROCCO / MAROC

Brahim Bouabid, Membre de la Commission, Commission Nationale de contréle de la protection
des Données a caractere Personnel (CNDP)

Omar Seghrouchni, Président, Commission Nationale de contr6le de la protection des Données
a caractere Personnel (CNDP)

Fatima Zahrae Lebied, Cadre, Commission Nationale de contréle de la protection des Données
a caractere Personnel (CNDP)

NORTH MACEDONIA / MACEDOINE DU NORD
Igor Kuzevski, Deputy Director, Personal Data Protection Agency

NORWAY / NORVEGE
Inga Helene Gundersen, Ministry of Justice and Public Security

POLAND / POLOGNE
Urszula Géral, Director, International Cooperation and Education Department, Personal Data
Protection Office (UODO)

Iwona Pi6rkowska-Kapica; International Relations and Education Department, Personal Data
Protection Office (UODO)

PORTUGAL
Jodo Pedro Cabral, Legal Adviser, Directorate General of Justice Policy, Ministry of Justice

REPUBLIC OF MOLDOVA / REPUBLIQUE DE MOLDOVA
Angela Colomiicenco - Head of Legal Division, National Center for Personal Data Protection

Victoria Muntean - Deputy Director, National Center for Personal Data Protection
Eduard Raducan, Director, National Center for Personal Data Protection of Moldova

RUSSIAN FEDERATION / FEDERATION DE RUSSIE

Aisalu Badyagina, Head of Division for Regulation in the Sphere of Data Processing,
Department for Information Security, Ministry of Digital Development, Communications and
Mass Media
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Margarita Belyakova, Counsellor, Department for Information Security, Ministry of Digital
Development, Communications and Mass Media

Andrey Donchenko, Deputy head of the Department for cooperation with foreign countries,
Department for international cooperation, Ministry of Telecom and Mass Communications

Olga Emuranova, Assistant, Department for the protection of the rights of personal data
subjects of Roskomnadzor

Alfiya Gafurova, Head of Department for Legal and Methodological Support, Federal Service
for Supervision of Communications, Information Technology, and Mass Media, Roskomnadzor

Alan Khubaev, Consultant, Division for Regulation in the Sphere of Data Processing,
Department for Information Security, Ministry of Digital Development, Communications and
Mass Media

Yuri Kontemirov, Head of the Office for the protection of the rights of subjects of personal
data, Roskomnadzor

Konstantin Kosorukov, Deputy to the Permanent Representative of the Russian Federation to
the Council of Europe

Amir Saryglar, Chief specialist-expert, Department of cooperation with foreign States,
Department of international cooperation, Ministry of Telecom and Mass Communications

Elena Sukhanova— 2nd Secretary, Department of European Cooperation, Ministry of Foreign
Affairs

Anastasia Toropova, Third Secretary, Law Department, Ministry of Foreign Affairs
Milosh Wagner, Deputy Head, Roskomnadzor

Maria Yukhno, Deputy to the Permanent Representative of the Russian Federation to the
Council of Europe

Olga Zinchenko, Third Secretary, Department for Humanitarian Cooperation and Human
Rights, Ministry of Foreign Affairs

SAN MARINO / SAINT MARIN
Nicola Fabiano, President of the San Marino Data Protection Authority

SENEGAL / SENEGAL
Awa Ndiaye, Présidente, Commission de Protection des données personnelles (CDP)

Mamoudou Niane, Secrétaire Permanent, Commission de Protection des données personnelles
(CDP)

Dieguy Diop, Chef du Bureau de la Coopération, Commission de Protection des données
personnelles (CDP)

Mohamed Diop, Chef de la Division Conformité, Commission de Protection des données
personnelles (CDP)
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Adama Sow, Directeur de la Communication et des relations publiques, Commission de Protection
des données personnelles (CDP)

Aminata Voyel, Directeur de la Technologie, de I'lnnovation et du Contréle, Commission de
Protection des données personnelles (CDP)

SERBIA / SERBIE
Gordana Mohorovi¢, Advisor to the Commissioner, Office of the Commissioner for Information of
Public Importance and Personal Data Protection

Nevena Ruzi¢, Program Coordinator, Open Society Foundation, Serbia

SLOVAK REPUBLIC / REPUBLIQUE SLOVAQUE
Petra LaSova, Department of Legal Services, Office for Personal Data Protection

Angela Sobol€iakova, Department of Legal Services, The Office for Personal Data Protection of
the Slovak

SLOVENIA / SLOVENIE
Tina Ivanc, Data Protection Advisor, Office of the Information Commissioner

SPAIN / ESPAGNE
Pablo Manuel Mateos Gascuefia, Data Protection Sub-inspector, International Division, Spanish
Agency of Data Protection

SWEDEN / SUEDE
Petra Forslid, Senior Adviser, Division for Constitutional Law, Ministry of Justice

SWITZERLAND / SUISSE
Caroline Gloor Scheidegger, Cheffe du Domaine de direction Relations internationales, Préposé
fédéral a la protection des données et a la transparence (PFPDT)

THE NETHERLANDS / PAYS-BAS
Anne Halbertsma-Wallemacq , Ministry of Justice and Security, Directorate of Legislation and
Legal Affairs, Constitutional and Administrative Law Sector (SBR)

Floris Kreiken, Constitutional Affairs and Legislation Department, Ministry of Interior Affairs

TUNISIA / TUNISIE
Chawki Gaddes, Président de I'Instance Nationale de Protection des Données Personnelles

TURKEY / TURQUIE
Lebriz Aytek, Deputy to the Permanent Representative, Permanent Representation of Turkey to
the Council of Europe

Meryem Tatlier Bas, Personal Data Protection Expert, Personal Data Protection Authority
Zeliha ince, Rapporteur Judge, Ministry of Justice
Abdullah Omeroglu, Rapporteur Judge, Ministry of Justice

Demet Arslaner Keklikkiran, Head of Unit, Personal Data Protection Authority
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UKRAINE
Viktor Barvitskiy, Representative of the Commissioner for the Right to Information and
Representation, Constitutional Court

Inna Bernaziuk, Representative of the Commissioner for the Protection of Personal Data

Olena Gunko, Department of Personal Data Protection, , Office of the Ukrainian Parliament
Commissioner for Human Rights

Yaroslav Voronezhskyi, Department of Personal Data Protection, Office of the Ukrainian
Parliament Commissioner for Human Rights

UNITED KINGDOM AND THE BRITISH OVERSEAS TERRITORIES / ROYAUME-UNI ET
TERRITOIRES BRITANNIQUES D’OUTRE MER

Jeffrey Amisi, Senior Data Policy Adviser, Department for Digital, Culture, Media and Sport

Blandine Cassou-Mounat, Senior Policy Officer, International Engagement, Information
Commissioner’s Office

Sahar Eljack, Policy Advisor, International Data Free Flows and Trade, International Data Unit,
Department for Digital, Culture, Media and Sport

Rory Munroe, Information Commissioner’s Office

Rebecca Stewart, International Data Free Flows and Trade, International Data Unit, Department
for Digital, Culture, Media and Sport

Bradley Tosso, Assistant Information Commissioner, Gibraltar Regulatory Authority, the British
Overseas Territory of Gibraltar

URUGUAY
Gonzalo Sosa Barreto, the Executive Council of the URCDP , AGESIC, Liniers 1324 piso 4°,
Montevideo

Lylian Massarino, the Executive Council of the URCDP, AGESIC, Liniers 1324 piso 4°,
Montevideo

OBSERVERS / OBSERVATEURS

ABU DHABI GLOBAL MARKET (AI?GM) REGISTRATION AUTHORITY / AUTORITE
D'ENREGISTREMENT DU MARCHE MONDIAL D'ABOU DHABI (ADGM)
Sami Mohammed, Acting Director, Office of Data Protection

AUSTRALIAN PRIVACY FOUNDATION / FONDATION AUSTRALIENNE POUR LE
RESPECT DE LA VIE PRIVEE
Graham Greenleaf, Board member
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BURKINA FASO - COMMISSION DE L'INFORMATIQUE ET DES LIBERTES (CIL)

Marguerite Ouedraogo Bonane, Présidente

Nion Sanou Edith Rolande, Secrétaire générale

Yameogo Kouliga Désiré, Chef du Service contentieux

Ido Niessi Philadine, Directrice des Affaires juridiques et du contentieux

CANADA
Vance Lockton, Senior Policy and Research Analyst, Office of the Privacy Commissioner

CHILEAN TRANSPARENCY COUNCIL / CONSEIL DE LA TRANSPARENCE DU CHILI
Juan Eduardo Baeza, Analyst

Gloria de la Fuente, President

Valentina Hernandez, Analyst

Fernando Garcia-Naddaf, Chief of International Affairs
Rodrigo Mora, Chief of Cabinet of the Presidency

Pablo Trigo, Analyst

EUROPEAN COMMISSION / COMMISSION EUROPEENNE

Manuel Garcia Sanchez, Policy Officer, International Data Flows and Protection, DG Justice
and Consumers

Ralf Sauer, Deputy Head of Unit, International Data Flows and Protection, DG Justice and
Consumers

EUROPEAN ASSOCIATION FOR THE DEFENSE OF HUMAN RIGHTS / ASSOCIATION
EUROPEENNE POUR LA DEFENSE DES DROITS DE L’ HOMME (AEDH)
Maryse Artiguelong, Déléguée

EUROPEAN DATA PROTECTION SUPERVISOR (EDPS)/ LE CONTROLEUR EUROPEEN
DE LA PROTECTION DES DONNEES (CEPD)
Olivier Matter, Legal & Policy Officer

Claire-Agnés Marnier, Legal Officer

EUROPEAN UNION AGENCY FOR FUNDAMENTAL RIGHTS (FRA)
Elise LASSUS, Just, Digital and Secure Societies, Research & Data Unit

EUROPEAN PARLIAMENT / PARLEMENT EUROPEEN
Michaél Vanfleteren, Administrator, LIBE Committee

FRENCH-SPEAKING ASSOCIATION OF PERSONAL DATA PROTECTION AUTHORITIES /
ASSOCIATION FRANCOPHONE DES AUTORITES DE PROTECTION DES DONNEES
PERSONNELLES (AFAPDP)

Marine Revel, Chargée de mission, 3 Place de Fontenoy - TSA 80715, 75334 Paris cedex 07
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GABON
Joel Dominique Ledaga, Président, Chef de délégation, Commission Nationale pour la
Protection des Données a Caractere Personnel (CNPDCP)

Euloge Nzambi, Questeur, Commission Nationale pour la Protection des Données a Caractere
Personnel (CNPDCP)

Steeve Singault Ndiga, Commissaire, Commission Nationale pour la Protection des Données a
Caractere Personnel (CNPDCP)

INTERNATIONAL COMMERCE CHAMBER / CHAMBRE DU COMMERCE
INTERNATIONALE
Charly Gordon, Deputy Director, Innovation for All

INTERNATIONAL COMMITTEE OF THE RED CROSS / COMITE INTERNATIONAL DE LA
CROIX-ROUGE (ICRCQC)
Maria Elena Ciccolini, DPO for Europe and Central Asia

Massimo Marelli, Head of Data Protection Office

INTERNET SOCIETY (ISOQC)
Robin Wilton, Director - Internet Trust

ISRAEL / ISRAEL
Eyal Zandberg, Senior Director of Constitutional Law, Office of Legal Counsel and Legislative
Affairs, Ministry of Justice

JAPAN / JAPON
Fukiko Fujiki, Section Chief, Personal Information Protection Commission

Hideaki Kojima, Chargé de Mission, Consulate General of Japan in Strasbourg, The Office of
the Permanent Observer of Japan to the Council of Europe

REPUBLIC OF KOREA / REPUBLIQUE DE COREE
Euna Choi, Deputy General Researcher, Korea Internet & Security Agency (KISA)

Yunah Kang, International Relations Officer, International Cooperation Division, Personal
Information Protection Commission (PIPC)

Hyunik Kim, Deputy Director, International Cooperation Division, Personal Information
Protection Commission (PIPC)

Heajin Lee, Deputy General Researcher, Korea Internet & Security Agency (KISA)
Jaesuk Yun Manager, Korea Internet & Security Agency (KISA)

PRIVACY INTERNATIONAL
Tomaso Falchetta, Global Policy Lead

Tom Fisher, Senior Research Officer
Nuno Guerreiro De Sousa, Technologist

Laura Lazaro Cabera, Legal Officer
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Lucy Purdon, Acting Policy Director

THE PHILIPPINES / LES PHILIPPINES
Raymund E. Liboro, Privacy Commissioner, National Privacy Commission, Pasay City, Metro
Manila

Erlaine Vanessa D. Lumanog, Attorney IV, Policy Review Division, Privacy Policy Office,
National Privacy Commission, Pasay City, Metro Manila

Anna Benjieline R. Puzon, Attorney Ill, Policy Review Division, Privacy Policy Office, National
Privacy Commission, Pasay City, Metro Manila

Ma. Frances Aira DG. Sy, Attorney lll, Policy Review Division, Privacy Policy Office, National
Privacy Commission, Pasay City, Metro Manila

SAO TOME AND PRINCIPE NATIONAL AGENCY OF PROTECTION OF PERSONAL DATA
(ANPDP) / AGENCE NATIONALE DE PROTECTION DES DONNEES PERSONNELLES DE
SAO TOME ET_PRINCIPE (ANPDP)
José Manuel Costa Alegre, Président

Kylsa Trovoada Boa Morte, Technicien des services d'information et des relations internationales

OTHER PARTICIPANTS / AUTRES PARTICIPANTS

COUNCIL OF EUROPE DATA PROTECTION COMMISSIONER / COMMISSAIRE A LA
PROTECTION DES DONNEES DU CONSEIL DE L'EUROPE

Jean-Philippe Walter, Council of Europe, Strasbourg, France

EXPERTS

Colin Bennett, Department of Political Science, University of Victoria, B.C. Canada

Cécile de Terwangne, Professor Law Faculty, CRIDS Research Director, Namur University
(FUNDP), Belgium

Mr Franck Dumortier, Researcher, Cyber and Data Security Lab, Law, Science, Technology &
Society (LSTS) Center, Vrije Universiteit Brussel (VUB)

Benoit Frenay, CRIDS (Centre de Recherches Informatique, Droit et Société)

Eleni Kosta, Professor of Technology Law and Human Rights, Tilburg Institute for Law,
Technology, and Society (TILT), Tilburg University

Jen Persson, Director, defenddigitalme
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Yves Poullet, Recteur honoraire de l'université de Namur, Professeur honoraire a la faculté de
droit Professeur associé a I'Université Catholique de Lille, Membre de I'Académie Royale de
Belgique, Université de Namur, Rue de

Pat Walshe, Director, Privacy Matters

COUNCIL OF EUROPE BODIES AND SECRETARIAT / ORGANES ET SECRETARIAT DU
CONSEIL DE L’EUROPE

Office of the Commissioner for Human Rights / Bureau de la Commissaire aux droits de
I’lhomme

Matthieu Birker, Adviser / Conseiller

Council of Europe data protection officer / Déléguée a la protection de données du
Conseil de ’'Europe

Ekaterina Bykhovskaya

Directorate General Human Rights and Rule of Law /
Direction générale Droits de ’Homme et Etat de droit (DG I)

Directorate - Information Society and Action against Crime /
Direction - société de I'information et lutte contre la criminalité

Jan Kleijssen, Director / Directeur
Information Society Department / Service de la société de l'information

Patrick Penninckx, Head of Department / Chef de Service

Data Protection Unit / Unité de la protection des données

Sophie Kwasny, Secretary of the Committee / Secrétaire du Comité
Péter Kimpian, Programme Advisor / Conseiller de programme
Anne Boyer-Donnard, Principal Administrative Assistant

Eyup Kun, Trainee / Stagiaire

21
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Financing of Terrorism (MONEYVAL) / Comité d'experts sur |'évaluation des mesures de
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Ani Melkonyan, Administrator, Typologies and Conference of the Parties to CETS no198 Unit
European Committee on Legal Co-operation (CDCJ) / Le Comité européen de coopération
juridique

Sophio Gelashvili, Head of Unit & Co-Secretary

Directorate General of Democracy / Direction générale de la démocracie (DG II)

Education Department / Service de I'Education
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Steering Committee for the Rights of the Child / Comité directeur pour les droits de
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Eva Lievens, Independent consultant to the Steering Committee for the Rights of the Child on
data protection and children’s rights

INTERPRETERS / INTERPRETES

Gillian Wakenhut
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APPENDIX I

Key Elements of the Statement delivered by
Jan Kleijssen, Director, Information Society — Action against Crime, DGI

It is regrettable that the CoE cannot physically host in Strasbourg the 40th plenary meeting of the
Committee, which follows the 50th Bureau meeting, also organised online late September. The
Secretariat’s intention to celebrate with the Committee those two key milestones, a 50th and a 40th
Edition, has had to be adjusted unfortunately.

The last Plenary of the Committee was held a year ago, and that in the current difficult circumstances,
one Plenary meeting this year, instead of the two planned, is certainly not ideal, even more so as the
only possibility to hold this plenary meeting is via teleconferencing. The Secretariat is extremely
grateful to all participants for their commitments and readiness to be on the call, with various time
zones, and to contribute to the work of the Committee.

In relation to the 70th anniversary of the European Convention on Human Rights celebrated in Athens
on 4 November 2020 and in light of difficult situations Member States are facing, the Foreign Affairs
Ministers of the Organisation’s 47 member States have reiterated their commitment to unity in Europe
and stronger solidarity between its nations by deep commitment to upholding, implementing and
reinforcing the values, principles and rights enshrined in the European Convention on Human Rights.

The Council of Europe has published various guidance in relation to the global crisis caused by
Covid19:

in April 2020 a toolkit for member states “Respecting democracy, rule of law and human rights in the
framework of the COVID-19 sanitary crisis” by the Secretary General was published

the complementary report by the Secretary General “Council of Europe contribution to support member
states in addressing healthcare issues in the context of the present public health crisis and beyond”
which calls member States to work together to learn COVID-19 health crisis lessons was published in
September 2020 in which privacy and personal data protection figures prominently.

In order to assist Parties to Convention 108 in addressing privacy and data protection issues when
setting up and implementing measures in view of the fight against the Covid-19 pandemic two joint
statements have been issued by the Chair of the Committee of Convention 108 and the Data
Protection Commissioner of the Council of Europe:

one on the right to data protection in the context of the COVID-19 pandemic (published on 30 March
2020)
one on Digital Contact Tracing (published on 28 April 2020)

These statements recall that general principles and rules of data protection are fully compatible and
reconcilable with other fundamental rights and relevant public interests, such as public health. It is
important that in our endeavours to curb the pandemic caused by COVID 19 we should not let the very
fabric of our society be destroyed. It is essential to ensure that data protection frameworks continue
to protect individuals, even more so in times crisis. Furthermore, it should be underlined that they
provide that necessary privacy and data protection safeguards are to be incorporated in extraordinary
measures that are taken to protect public health.

A third joint statement has also been published in relation to the ‘Schrems II' judgment of the CJEU,
which invalidated the “Privacy Shield” agreement between the EU and the USA on data transfers. The
Council of Europe follows with great interest the discussions around a possible meaningful
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engagement by the government of the United States on Schrems II, which could include the
recognition of the right to privacy as a fundamental human right and the adoption of a federal bill on
privacy, which discussions are also greatly steered and supported by senior representatives of
companies with whom the CoE has entered into strategic partnership in November 2017.

The Chair and the Data Protection Commissioner have taken important positions on those three
occasions, in a timely manner and for the benefits of the data protection community. We hope that the
last joint statement on transborder data flows will lead to further reflexions on the role of the
Convention.

The report entitled “Digital solutions to fight COVID-19” was published on 12 October 2020 which deals
with the issue of how personal data are processed in the 55 State Parties of Convention 108 in relation
to the crisis caused by COVID-19. The report showcases commendable practices that have been
followed by Parties (such as the use of privacy impact assessment and privacy by design principles in
the shaping and implementation of digital solutions to support public health measures) and those that
needed to be improved (for example the mandatory use of contact tracing app for the whole population
or measures taken in a state of emergency without time limit).

A webinar on “Setting democratic global standards for intelligence agencies: the way forward”
organised jointly by MEP Sophie in 't Veld and the Data Protection Unit last week which could serve
as an inspiration for a possible Guidance Note on art 11 to be elaborated by the Committee.

Another important event started last week: the IGF (Internet Governance Forum) to which the Council
of Europe has — like every year — contributed significantly, on a broad range of topics (data protection,
artificial intelligence, anti-discrimination, media literacy, freedom of expression and hate speech). A
workshop co-organised by the Data Protection Unit with ISOC France, China Internet Development
Foundation and CyberSecurity Association of China on the Protection of Personal Data and Privacy
in the Prevention and Control of COVID-19 has showcased examples from different regions of the
world on the protection of personal data and privacy in relation to the measures taken to curb the
global pandemic crisis caused by COVID-19.

State Parties’ (precise details will be provided by the Secretariat under Agenda Point 4) efforts in
ratifying the Amending Protocol are to be praised and state Parties which have signed but not yet
ratified are to be encouraged to proceed with the ratification process as well as those which have
neither signed nor ratified to initiate without delay their national process in line with the decision
adopted at the Elsinore Ministerial session of 18-19 May 2018 on the need of a speedy accession to
the modernised Convention 108. The Committee of Ministers is also following closely the process of
signature and ratification via its Group of Rapporteurs on Legal Cooperation (GR-J) and is requesting
twice a year information from state Parties while calling on them for a quick signature and ratification;
the GR-J will once again hold a tour de table on this next week.

On 1 December 2020, the Tromsg Convention on Access to Official Documents (CETS 205) will enter
into force in ten Council of Europe member states (Bosnia and Herzegovina, Estonia, Finland,
Hungary, Lithuania, Montenegro, Norway, Moldova, Sweden, and Ukraine).In many jurisdictions,
access to information and data protection are entrusted to a single authority competent for both, which
is the case for several of the countries participating in the work of the Committee, and we therefore
consider this information of specific relevance to some of you. A first meeting of the Parties to the
Convention will be organised once the Convention has entered into force, and synergies with the
Committee of Convention 108 will be sought and encouraged.

The Committee on Cybercrime (T-CY) issued last week draft provisions for the second additional
Protocol to the Budapest Convention: open to public consultation on the following themes : Joint
investigation teams and joint investigations, Expedited disclosure of stored computer data in an
emergency, Request for domain name registration information. Further consultations are envisaged
once a complete draft Protocol is available, that is, tentatively in February/March 2021. The Committee
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of Convention 108 will be closely consulted on topics related to privacy and personal data protection.
Itis hoped that the second additional Protocol to the Budapest Convention will be adopted and opened
for signature in 2021.

The CAHAI has been progressing on the substantive aspects of its mandate, with a Plenary meeting
held before the summer and the setting-up of various working groups (PDG - Policy Development
Group and COG - Consultation and Outreach Group) which met in October and in November 2020.
The PDG produced a first version of the feasibility study which will be discussed at the next CAHAI
plenary (15-17 December 2020) and the COG carried out an initial review of the stakeholders to be
consulted and of the possible consultation tools.

A conference organised by the German Chairmanship of the Committee of Ministers (which starts
today, when the Greek Chairmanship comes to and end) will also be held on 20 January 2021 (date
to be confirmed) in order to address, with all stakeholders, the question of the scope and content of a
regulation of Al. Your Committee will be invited to participate in this event.
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