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Counterfeit and illegal drugs cause mortality and morbidity for millions of people around the world, as
well as damage brands, undermine competition and the rule of law, cause economic losses and security
threats, and corrupt financial systems. In light of the global coronavirus pandemic, there is an urgent
need to develop a multipronged approach, including access to critical data, network analysis, distributed
inference, identification of strategic points of intervention, and mitigation measures to disrupt the flow
of counterfeit and illegal medicines in both high and low income countries. Identifying chokepoints
(similar to other distribution networks) to effectively disrupt illegal medical supply chains is going to be
an important feature of the project. If a solution to this challenge is not found, then prevention and
enforcement successes will be partial, illegal entrepreneurs will adapt their modus operandi to
circumvent controls, and public health, revenue, fair competition, justice, and security concerns will
remain largely unaddressed. This Disrupting Operations of lllicit Supply Networks (D-ISN) planning has
the potential to refine questions and solutions that can transform the national, state, and community-
level discussions around illegal and counterfeit medicines. This collective effort will introduce a new
governance and social control model whereby government, private sector, and academic parties are
motivated to share skills, knowledge, and data to tackle the important social problems instigated by
illicit entrepreneurs and criminal networks.

The goal of this planning grant - bringing together stakeholders from academic, law-enforcement, public
and private sectors - is to develop a distributed data infrastructure, populate this infrastructure, and
conduct exploratory research in order to leverage financial, commercial and business data, along with
previous best practices (from human trafficking and trade-based money laundering controls) for
effective disruption of illegal medical and pharmaceutical supply chains. We aim to create robust
approaches that will prevent or minimize the social harm caused by these illicit networks and we will
coordinate novel, cutting edge efforts to improve outcomes for those victimized. Our specific objectives
are to:

1) assemble the stakeholders and partners from other research communities to identify
criminogenic asymmetries in the illicit supply networks of counterfeit and illegal drugs;

2) develop a task force, build out the infrastructure, and a detailed plan on how to mine
distributed data (financial, business, commercial) using explainable machine learning methods
to infer information needed to generate the multiplex networks;

3) stand up a task force, build multiplex networks that capture links discovered by mining the
financial, business and commercial data, and develop a detailed research plan on how to
discover the ?weak-links?;

4) develop a task force, design mitigation strategies, and perform exploratory research on testing
the products indicated by our analysis. By design, the project's hypotheses are broad at this
stage, in order to incorporate inputs from the diverse stakeholders and partners, and to narrow
down the focus during the planning stages of the project.

Partners include representatives from trade, public health, and anti-counterfeiting teams both national
and international. This research will be informed by the latest work in the area and specific scholars will
be asked to join the academic team. Initially, the team will work with historical data, but there is a plan
to work with several large financial institutions to run the algorithms we develop in a distributed, secure
and privacy-preserving manner on current and live sources.



