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Article 6 – Request for domain name registration information

Before GDPR:

A WHOIS record used to
show a registrant’s 
information



Article 6 – Request for domain name registration information

Since 2018:
Key ID information 
redacted

Article 6: 

A legal basis to obtain information for 

identifying or contacting the registrant 

of a domain name

Complement (provide a legal basis) for 

internet governance solutions (ICANN)



Article 6 – Request for domain name registration information

Art. 6.1 Empower competent 

authorities to issue a request for 

information

1. Each Party shall adopt such legislative and 

other measures as may be necessary to 

empower its competent authorities, for the 

purposes of specific criminal investigations or 

proceedings, to issue a request to an entity 

providing domain name registration services in 

the territory of another Party for information in 

the entity’s possession or control, for identifying 

or contacting the registrant of a domain name. 

Art. 6.2 Permit an entity providing 

domain name registration services 

to disclose the information

2. Each Party shall adopt such legislative and 

other measures as may be necessary to permit 

an entity in its territory to disclose such 

information in response to a request under 

paragraph 1, subject to reasonable conditions 

provided by domestic law. 

Article 6 – Request for domain name registration information



Article 6 – Request for domain name registration informationArticle 6 – Request for domain name registration information

Response (Art. 6.5 and Art. 6.6):

Non-cooperation by domain name registration service

Requested Entity

Request to give reason for 
non-disclosure

Other Party, 

where entity is located

Seek consultation

Available measures to obtain 
information

Article 6 

Requesting Party:

Article 6 – Request for domain name registration information
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Article 6 

Article 6 – Request for domain name registration information

Article Declarations/notifications

6.6 Each Party shall, at the time of signature of this Protocol or when depositing its 

instrument of ratification, acceptance or approval, or at any other time, 

communicate to the Secretary General of the Council of Europe the authority 

designated for the purpose of consultation under paragraph 5.



CyberSPEX: Draft templates 2AP

State 

Other State
Private Entity

(other territory)

Art. 10 
“Emergency mutual 

assistance”

Art. 9 
“Expedited 

disclosure of stored 
computer data in an 

Emergency”

Art. 8
“Giving effect to 

orders”

Art. 7
“Subscriber 

information”

Art. 6
“Domain name”

“request” “order” “order as part of request” “request” “request”



EJCN Workshop (20 - 21 January 2025)

• CyberSPEX: Workshop for practitioners on 

the procedures for cooperation under the 

Second Additional Protocol (in cooperation 

with the European Judicial Cybercrime 

Network (EUROJUST) and CyberSEE 

project)

• Support from EU Member States and 

feedback on the templates



Article 6 Article 6 – Draft template for requests
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Article 6 – Request for domain name registration information

Questions:

• Competent authority to issue a request under Article 6.1?

• Amendments in domestic law: e.g. would specific definitions of “entities providing domain name 

registration services” and/or “information in the entity’s possession or control, for identifying or 

contacting the registrant of a domain name” be required under domestic law? Which entities does or

will your domestic law cover by the definition?(e.g. domain name registries, domain name registrars,

domain name privacy and proxy service providers and domain name resellers, others)?

• Which specific laws you are considering for amendment (criminal procedural law or dedicated 

sectorial legislation on telecommunications or other)?

• Intention to make the declaration under Art. 6.6 concerning the authority designated for the purpose 

of consultation (and the nature of the authority considered - e.g. judicial, administrative, etc.) 

• Other questions/implementation challenge.
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