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Definitions, scope and concepts

The questionnaire (adopted by the T-CY in Dec 2024)

* 4 parts:

A. Definitions / concepts

B. Use of criminal procedure powers to obtain evidence from VASPs
C. International co-operation

D. Legal challenges

» 43 replies received so far.

* Triggered an inter-institutional discussions at the domestic level.

www.coe.int/cybercrime



Definitions, scope and concepts

Are virtual assets (e.g. cryptocurrencies, non- Are VASPs defined in your domestic law?
fungible tokens, gaming tokens, governance
tokens, etc.) defined in your domestic criminal
law?

no; 19%

yes; 5%

yes, property/assets - 5

yes outside of the

yes, property rights but not property I 1 criminal law
framework; 77%

yes, defined or understood as computer data I 1

Are VASPs also considered service providers (on the basis of
ves. botn [l 2 Article 1.c of the BC)?

H Total . 100,
not defined in the criminal law framework, I ; notregulated; 19%

treated in practice as computer data
not defined in the criminal law framework,

defined in other framework (regulatory, _ 20 no reply; 40%
supervisory, AML/CFT, implementing FATF...

not defined in the criminal law framework, _ 5
but may be treated as both

yes; 21%

defined as service
providers under
domestic law ; 5%

0

no; 16%
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Definitions, scope and concepts

What could constitute subscriber information in the meaning of the Convention on Cybercrime with
respect to users of VASP services?

none; 12%

no reply; 19%

. no
no experience; 2% some entries in the list; 2%

Information that leads to the
identification and verification of
the identity of the customer and

the beneficial owner when
performing the customer due
diligence measures pursuant to
FATF Rec 10; 7%

under analysis; 5%

domestic authorities have
conflicting positions; 2%

both, but identity/name of the
beneficiary and the beneficiary
account number where such an
account is used to process the
transaction only in cases of public
transmission (such as the one

made on blockchain); 2%

both; 49%



Application of procedural powers of the Convention on Cybercrime: Art. 16-18

Data preservation (Articles 16-17) Production orders (Article 18)

35 35

30 30

25 25

20 20
H Total m Total
15 15

10

n/a not speflfled yes

m Total W Total

n/a

0
not spec ified yes
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Application of procedural powers of the Convention on Cybercrime: Art.

Search and seizure (Article 19) Search and seizure (Article 19)
Seizure of computer data related to virtual assets Seizure of virtual assets
n/a; 2%
yes; 84% no; 2%

yes; 28%

)ﬂot specified;
65%

yes but no
practice; 2%

[ L

4

y \n/a; 204 provision
not specified; implementing BC
9% no; 2% may be used as

complementary; 2%
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Application of procedural powers of the Convention on Cybercrime: Art. 20-21

Real-time collection of traffic data (Article 20) Interception of content data (Article 21)
yes but no yes but no
practice; 7% n/a; 2% no; 9% practice; 5% n/a; 2% no; 9%

not specified;
26%

yes; 63%

not specified;
19%
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Application of procedural powers : Art. 7 of the Second Protocol

Disclosure of subscriber information (measures similar to Article 7 of the Second Protocol)?

n/a; 2%

no; 14%

yes; 44%

not specified; 40%
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Other procedural powers

What other legal provisions and procedures do you apply for the search, seizure and
confiscation of virtual assets at domestic level?

25 21
18
20
15
W Total
7
10
5
4
5 - -
0
Confiscation/forfeiture Freezing/restraint Non-conviction based Seizure, recovery of Specific power - seizure
(criminal law or civil) seizure and assets, management, of digital assets
confiscation conservation and return
of assets

NB: name of countries in the five categories might overlap
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Use of international cooperation tools provided by the Budapest Convention

Do you use the tools offered by the Convention on Cybercrime as legal basis for requesting data from VASPs in
other Parties to this Convention?

25
25
18
20 17
15
13 13
15
H Total
10
5
0

Article 29 Article 30 Article 31 Article 32 Article 33 Article 34
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Use of international cooperation tools provided by the Budapest Convention

Do you use the 24/7 Network when requesting data from VASPs located in other Parties to
the Convention on Cybercrime?

n/a; 2%

no; 29%
yes; 45%

no data; 5%

not for requesting data, ]
but for preservation T no, but theoretically

requests; 2% possible; 17%

www.coe.int/cybercrime



Use of other international cooperation tools

What other international agreements and legal frameworks do you use for cooperation with VASPs
outside your jurisdictions?

WARSAW CONVENTION AND MLATS (BI- AND MULTILATERAL) 1
ONLY DOMESTIC LAWS AND PROCEDURES L
NONE 4
MUTUAL LEGAL ASSISTANCE TREATIES (MLATS) AND POLICE COOPERATION 1
MUTUAL LEGAL ASSISTANCE TREATIES (MLATS) )
MLAT TREATIES, COOPERATION THROUGH POLICE CHANNELS... 2
INTERNATIONAL TREATIES, MUTUAL LEGAL ASSISTANCE TREATIES (MLATS) AND... 1
INTERNATIONAL TREATIES AND MUTUAL LEGAL ASSISTANCE TREATIES (MLATS) 4
INTERNATIONAL TREATIES AND COOPERATION THROUGH POLICE CHANNELS... 1 u Total
INFORMAL COOPERATION NETWORKS (SUCH AS EGMONT GROUP), AGREEMENTS... 1
INFORMAL COOPERATION NETWORKS (SUCH AS EGMONT GROUP) AND... 4
EUROPEAN CONVENTION ON MUTUAL ASSISTANCE IN CRIMINAL MATTERS AND... 3
COUNCIL OF EUROPE CONVENTION ON LAUNDERING, SEARCH, SEIZURE AND... L
COOPERATION THROUGH POLICE CHANNELS SUCH AS INTERPOL AND EUROPOL 3
COOPERATION NETWORKS (SUCH AS EGMONT GROUP) AND AGREEMENTS 3

ALL (INCLUDING INTERNATIONAL TREATIES, WHERE APPLICABLE) | 5

0 1 2 3 4 5 6
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Use of voluntary cooperation and other mechanisms, channels and platforms

Do you use voluntary cooperation mechanisms when

Are you aware of specific channels, portals or
requesting data from VASPs outside your jurisdiction?

platforms provided by VASPs to facilitate their
cooperation with law enforcement authorities?

40
35
30
25
20
B Total
15
10
- »

0

no no data yes yes, but yes, butis

difficult avoided as

cooperation much En/a HEno yes
as possible
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Main legal challenges encountered when seeking to obtain information or evidence

From VASPs within the territory

Unclear supervisory
responsibilities

Technical challenges

prolonged response time

None-cooperation / lack of
enforcement

None-cooperation

none

Missing standardisation

Limited experience

Incomplete regulatory framework
and technical challenges

Incomplete regulatory framework

all

[ B
A >

4 6 8 10 12

from VASPs

From VASPs located in another territory

unknown jurisdiction + prolonged...

unknown jurisdiction + none-cooperation

unknown jurisdiction

prolonged response time + jurisdictional...

prolonged response time
none-cooperation and lack of enforcement

B Total
none-cooperation / lack of enforcement
none-cooperation
none
lack of established procedures

jurisdictional differences

all

W Total

0 1 2 3 4 5 6 7 8
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Approximately how long does it take VASPs to comply with requests/orders?

weeks; 10% days; 10%

‘ days to month; 13%
\/ days to weeks; 10%
hours to days; 3%

response times vary;
55%
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Virtual assets and the relevance of the BC and its 2AP: next steps

Plenary to consider: sharing the compilation of replies between Parties and observers
(restricted, not public)?

Additional Parties and observers are invited to submit their replies to the questionnaire
by 31 January 2026, should they wish to do so.

The BU and SECR in cooperation with C-PROC to continue working on the draft
mapping study.

The T-CY Bureau and Secretariat may reach out to Parties with request to provide
supplementary information.

Draft mapping study for consideration by T-CY 34 (June 2026).
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