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1. Introduction

The 28% Plenary of the T-CY Committee, meeting on 27 and 28 June 2023 in Strasbourg and online,
was chaired by Pedro Verdelho (Portugal) and opened by Patrick Penninckx (Head of Information
Society Department, Council of Europe).

Some 164 representatives of 77 Parties and Observer States as well as of international organisations
and Council of Europe committees participated in person (some 118) or online (some 46) in this
meeting.

On 28 June, a treaty ceremony was held that permitted States to sign the Second Additional Protocol
to the Convention and to deposit the instrument of accession to the First Additional Protocol.

2. Decisions
The T-CY decided:
Item 1 - Opening of the 28th Plenary and adoption of the agenda

L] To note the increasing interest in the Convention on Cybercrime and its Protocols in recent
months as reflected in accessions and requests for accession.

] To note that the aggression of the Russian Federation against Ukraine continues to cause
suffering among the Ukrainian people, is involving gross violations and abuses of human rights
by the Russian regime, and is accompanied by cyberattacks and other forms of cybercrime.
To note furthermore that evidence of gross violations and abuses of human rights and war
crimes may take the form of electronic evidence and that the tools of the Convention on
Cybercrime and its Second Additional Protocol may facilitate the collection and use of such
electronic evidence in criminal proceedings to ensure accountability and justice. To also note
the recent establishment by the Council of Europe of the Register of Damage Caused by the
Aggression of the Russian Federation Against Ukraine.

Item 2 - State of signatures, ratifications and accessions to the Convention on Cybercrime
and its Protocols

] To welcome signature of the Second Additional Protocol to the Convention on Cybercrime by
Ministers from Cabo Verde, Ghana and Hungary during the Plenary, which underlines the
importance given to this instrument. To also welcome signature of this Protocol since the
previous T-CY Plenary by Albania, Argentina, Canada, Dominican Republic, France, Germany,
Greece, Malta and Mauritius as well as ratification by Serbia.

. To encourage all Parties to the Convention to sign and ratify this Protocol as soon as possible
so that its tools become available to practitioners and, in this connection, to recall that capacity
building projects are available to support implementation of this Protocol.

. To welcome ratification of the First Protocol on xenophobia and racism by Slovakia during the
Plenary and by Iceland earlier this year.

] To welcome the invitations to Cameroon, Kazakhstan, Korea, Sierra Leone and Uruguay to
accede to the Convention on Cybercrime.



Item

Item

Item

To encourage T-CY representatives to support the ongoing process of consultations with regard
to requests for accession in line with the T-CY workplan.

To recall that invitations to accede are valid for a period of five years, and that once a State
has acceded to the Convention, accession to the first Protocol and signature and ratification of
the Second Protocol are possible at any time.

3 - Information provided by Parties and Observers

To welcome the information provided by Argentina, Benin, Brazil, Cabo Verde, Cameroon,
Chile, Colombia, Costa Rica, Czech Republic, Dominican Republic, Ecuador, Fiji, Ghana, Iceland
(online), Japan (online), Kazakhstan, Republic of Korea, Malta, Morocco, Nigeria, North
Macedonia, Panama, Paraguay, Peru, Serbia, Sierra Leone, Slovakia, Spain, Sri Lanka,
Sweden, Timor Leste, Tonga, Tunisia, Turkiye, Ukraine, United Kingdom, Uruguay, Vanuatu,
as well as the European Union Commission, the European Union Agency for Cybersecurity
(ENISA), and the Council of Europe Committee of Experts on the Operation of European
Conventions on Co-operation in Criminal Matters (PC-OC).

To underline the impact of capacity building activities on cybercrime and electronic evidence
supported by the Cybercrime Programme Office of the Council of Europe (C-PROC) in many

Parties and Observer States.

To note the considerable increase in the use of the tools of the Convention on Cybercrime for
investigations and prosecutions in and cooperation between Parties.

4 - Guidance Notes (Action 2.1 of the T-CY workplan)

To adopt the Guidance Note on the “scope of procedural powers and international cooperation
provisions” (document T-CY(2023)6).

To discuss topics to be covered by future guidance notes in the next T-CY Plenary, such as, for
example, on Article 26 of the Convention on spontaneous information.

To invite the T-CY Bureau to reflect on the need to update previous guidance notes,.
5 - T-CY assessments (Action 2.2 of the T-CY workplan)

To agree on the methodology for assessment of Article 19 (search and seizure of stored
computer data) of the Convention on Cybercrime.

To welcome the replies to the respective questionnaire already provided by a majority of
Parties and request the remaining Parties to submit their replies to the T-CY Secretariat by 31
August 2023.

To note that the T-CY Secretariat and Bureau members may reach out to Parties should further
information or clarification be required.

To note furthermore the intention of the T-CY Bureau and Secretariat to share a first draft of
the assessment report with T-CY members by mid-November for consideration by the T-CY
Plenary in December 2023.



Item 6 - Functioning of the 24 /7 Network of contact points

] To welcome that 24/7 contact points are in place in all 68 Parties to the Convention and that
almost all are able to respond in an expedited manner as confirmed by recent “ping tests”
carried out by the T-CY Secretariat.

= To invite T-CY members to assist the T-CY Secretariat should issues arise related to the
functioning of contact points.

] To request the T-CY Secretariat to prepare the draft of a complementary directory of
authorities for mutual assistance (Article 27) and extradition (Article 24) under the Convention
on Cybercrime for consideration by the T-CY.

] To note that the next annual meeting of the 24/7 Network is scheduled to take place on 20
October 2023 at EUROPOL in The Hague.

L] To underline that projects implemented by C-PROC are available to further strengthen the
capacities of 24/7 contact points, if necessary.

Item 7 - First Protocol to the Budapest Convention on Xenophobia and Racism (Action 2.4
of the T-CY workplan)

. To welcome the international conference held on 30 and 31 January 2023 in Strasbourg on the
occasion of the 20th anniversary of the First Protocol.

] To take note of the work underway on the study on the implementation of the First Additional
Protocol to the Convention of Cybercrime, aimed at providing an overview of good practices
and challenges regarding criminal justice action against online xenophobia and racism, that is
currently in preparation by the capacity building projects implemented by the Cybercrime
Programme Office of the Council of Europe.

] To note that the study is to be presented at a workshop on xenophobia and racism committed
via computer systems at the Octopus Conference in Bucharest from 13 to 15 December.

] To note the establishment of an online cyberviolence portal and invite T-CY members and
observers to share relevant information on legislation, policies, strategies and other resources
on cyberviolence.

Item 8 - Second Protocol on enhanced co-operation and disclosure of electronic evidence

] To welcome signature of this Protocol by an increasing number of Parties to the Convention,
including during this Plenary, by Cabo Verde, Ghana and Hungary.

] To welcome the ratification of this Protocol by Serbia.

] To invite T-CY members to support their domestic process of ratification to permit entry into
force of this Protocol as soon as possible and to permit its use by practitioners.

] To welcome C-PROC capacity building activities in support of implementation of this Protocol.

. To invite the T-CY Bureau and Secretariat to consider preparing additional materials to
facilitate implementation of this Protocol.



Item 9 - UN treaty process (Action 4.4 of the T-CY workplan)

Item

Item

Item

Item

To encourage Parties and Observers to participate in the sixth session of the Ad Hoc Committee
to Elaborate a Comprehensive International Convention on Countering the Use of Information
and Communications Technologies for Criminal Purposes (New York, 21 August - 1 September
2023).

To invite Parties and Observer to share comments on the draft text of the UN Convention by
10 July to permit the T-CY Bureau to prepare a briefing note for T-CY members in view of
facilitating common positions of the Parties.

To encourage representatives of Parties to reach out to the T-CY Secretariat prior and during
these negotiations in view of common positions and to ensure consistency of the future treaty
with the provisions of the Budapest Convention on Cybercrime.

10 - Capacity building (Action 2.5 of the T-CY workplan)

To appreciate the capacity building activities undertaken by the Cybercrime Programme Office
of the Council of Europe (C-PROC) based in Romania since 2014 that have been essential for
ensuring global impact of the framework of the Budapest Convention on Cybercrime.

To note that such capacity building projects rely on voluntary contributions, and to welcome
therefore the funding made available by the European Union and Parties to the Convention on
Cybercrime, including recent contributions by Iceland, the United Kingdom and the USA, and
the continuous support provided by Romania to the C-PROC.

To note with concern that several projects will come to an end by December 2023, and,
therefore, to encourage additional contributions to ensure continued delivery of capacity
building activities.

To welcome the forthcoming Octopus Conference on cybercrime that is scheduled from 13 to
15 December 2023 in Bucharest.

11 - Financial resourcing of the T-CY (Action 5.1 of the T-CY workplan)

To take note that the T-CY is partially funded by the Ordinary Budget of the Council of Europe
but also relies on voluntary contributions given that many Parties to the Convention are not
members of the Council of Europe and therefore do not contribute to the Ordinary Budget of
the organisation.

12 - Any other business

To take note of the work of the Committee on Artificial Intelligence (CAI) that is negotiating
an international treaty on this topic, and that non-member States have the possibility to
request the Secretary General to participate in these negotiations which would then permit
them to contribute in substance and subsequently to sign and ratify this future instrument.

To take note that also non-member States of the Council of Europe are able to participate in
the enlarged partial agreement on the Register of Damage Caused by the Aggression of the
Russian Federation Against Ukraine established by the Council of Europe in May 2023.

13 - Date of the 29t T-CY Plenary

To hold T-CY 29 on 11 - 12 December 2023 in Bucharest, Romania, followed by the Octopus
Conference on 13 - 15 December.


https://www.coe.int/en/web/cybercrime/capacity-building-programmes

Appendix

Appendix 1: Agenda

(Please note that agenda items marked with *
are for decision by the members representing
contracting Parties to the Convention)

(Veuillez noter que les points de I'ordre du jour marqués d'un *

doivent faire I'objet d’une décision par les membres
représentant les Parties contractantes a la Convention)

1. Opening of the 28th Plenary and adoption of
the agenda

1. Ouverture de la 28° réunion pléniére et
adoption de I'ordre du jour

2. State of signatures, ratifications and
accessions to the Budapest Convention and
its Protocols

Information provided by the Secretariat.

2. Etat des signatures, ratifications et
adhésions a la Convention de Budapest et a ses
protocoles

Informations fournies par le Secrétariat.

3. Information Parties and

Observers

provided by

Participants are invited to present information on
legislative developments, major cases, important
events, training provided to other countries,
including by international organisations etc.

Signatories and States invited to accede are
invited to report on progress made towards
signature, ratification or accession to the
Budapest Convention on Cybercrime (ETS 185),
its First Protocol on Xenophobia and Racism (ETS
189) and its Second Protocol on Enhanced Co-
operation and Disclosure of Electronic Evidence
(CETS 224). States and organisations are invited
to submit written contributions prior to the
Plenary.

Brief interventions (2 minutes per intervention).

3. Informations fournies par les Parties et les
observateurs

Les participants sont invités a présenter des
informations sur les évolutions |égislatives, les
grandes affaires, les événements importants,
les formations dispensées a d’autres pays, y
compris par des organisations internationales,
etc.

Les signataires et les Etats invités & adhérer
sont invités a rendre compte des progrés
réalisés en vue de la signature ou de la
ratification de la Convention de Budapest sur la
cybercriminalité (STE n° 185), de son premier
protocole sur la xénophobie et le racisme (STE
n° 189) et de son deuxieme protocole relatif au
renforcement de la coopération et de Ila
divulgation de preuves électroniques
(STCE n® 224) ou de l'adhésion a ces
instruments. Les Etats et organisations sont
invités a soumettre des contributions écrites
avant la pléniére.

Présentations breves (2 min par intervention).

4. Guidance Notes* (Action 2.1 of the T-CY
workplan)

T-CY members are invited to consider the draft
Guidance Note on the scope of procedural powers
and international cooperation  provisions
prepared by the Bureau in view of adoption
(document T-CY(2023)6).

4. Notes d’orientation* 2.1 du

programme de travail)

(Action

Les membres du T-CY sont invités a examiner
le projet de note d’orientation sur la portée des
pouvoirs procéduraux et des dispositions relatives
a la coopération internationale de la Convention
établi par le Bureau en vue de son adoption
(document T-CY(2023)6).

5. T-CY assessments* (Action 2.2 of the T-CY
workplan)

5. Evaluations du T-CY*
programme de travail)

(Action 2.2 du
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T-CY members are invited to consider an update
by the Bureau on the status of the assessment of
Article 19 of the Convention on Cybercrime -
“search and seizure of stored computer data”.

Les membres du T-CY sont invités a examiner
une mise a jour du Bureau sur lI'état de
I'évaluation de l'article 19 de la Convention sur
la cybercriminalité - « Perquisition et saisie de
données informatiques stockées »

6. Functioning of the 24/7 Network of contact
points*

T-CY members are invited to consider a report on
the functioning of the 24/7 Network of contact
points.

6. Fonctionnement du réseau de points de
contact 24h//7*

Les membres du T-CY sont invités a examiner
un rapport sur le fonctionnement du réseau de
points de contact 24/7.

7. First Protocol on Xenophobia and Racism

T-CY members and observers are invited to
consider an update on the good practice study on
the implementation of the First Protocol under
preparation by the C-PROC.

7. Premier protocole sur la xénophobie et le
racisme

Les membres et observateurs du T-CY sont
invités a examiner une mise a jour de I'étude
des bonnes pratiques sur la mise en ceuvre du
premier protocole en cours de préparation par
le C-PROC.

8. Second Protocol on enhanced cooperation
and disclosure of electronic evidence*

T-CY members are invited to share experience on
the application of reservations and declarations
of this Protocol.

8. Deuxieme protocole sur le renforcement de
la coopération et de la divulgation des preuves
électroniques*

Les membres du T-CY sont invités a partager
leur expérience sur I'application des réserves et
déclarations de ce Protocole.

9. UN treaty process (Action 4.4 of the T-CY
workplan)

T-CY members and observers are invited to
exchange views regarding the Ad hoc committee
to elaborate an international convention on
countering the use of ICTs for criminal purposes

9. Processus conventionnel des Nations Unies
(Action 4.4 du programme de travail)

Les membres et les observateurs du T-CY sont
invités a échanger leurs points de vue
concernant le Comité spécial chargé d’élaborer
une convention internationale générale sur la

lutte contre [l'utilisation des technologies de
I'information et des communications a des fins
criminelles.

10. Capacity building (Action 2.5 of the T-CY
workplan)

T-CY members and observers will be provided
with an update on activities of the Cybercrime
Programme Office of the Council of Europe (C-
PROC) in Romania.

They are also invited to consider participation in
the Octopus Conference scheduled to take place
on 13-15 December 2023 in Bucharest (following
the 29t Plenary of the T-CY).

10. Renforcement des capacités (Action 2.5 du
programme de travail)

Les membres et les observateurs du T-CY
recevront des informations a jour sur les
activités du Bureau du Programme sur la
cybercriminalité du Conseil de I'Europe (C-
PROC) en Roumanie.

Ils sont également invités a envisager de
participer a la Conférence Octopus prévue du
13 au 15 décembre 2023 a Bucarest (aprés la
29e Pléniere du T-CY).

11. Financial resourcing of the T-CY (Action 5.1
of the T-CY workplan)

11. Ressources financiéres du T-CY (Action 5.1
du programme de travail)
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12. Any other business

12. Questions diverses

13. Date of the 29t T-CY Plenary*

T-CY members are invited to decide on the
proposal to hold T-CY 29 on 11 - 12 December
2023 in Bucharest, Romania, followed by the
Octopus Conference on 13 - 15 December.

13. Date de la 29¢ réunion pléniére du T-CY*

Les membres du T-CY sont invités a se
prononcer sur la proposition de tenir la 29e
réunion pléniére du 11 au 12 décembre 2023 a
Bucarest, Roumanie, sera suivi de la
Conférence Octopus du 13 au 15 décembre.

14. Conclusions

14. Conclusions
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LIST OF ONLINE AND IN PERSON PARTICIPANTS

Cybercrime Convention Committee (T-CY)
28th T-CY Plenary

Council of Europe, Strasbourg
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T-CY BUREAU

No. Country/Organization Name and SURNAME Position and Institution
1 PORTUGAL Pedro VERDELHO T-CY Chair, Coordinator of the,Cybe_rcrlme Office, Prosecutor
General’s Office
2. CANADA Gareth SANSOM T-CY Vice-Chair, Deputy-Director, Department of Justice
Director / Principal Legal Officer, Cybercrime Policy and
3 AUSTRALIA Nathan WHITEMAN Cooperatlor.\ Section, Cyl?ercrlme & C.ross—.bc.)r.der Data Branch,
International & Security Cooperation Division, Attorney-
General’s Department, Department of Home Affairs
4, AUSTRIA Judith HERRNFELD Public Prosecutor, Ministry of Justice
5. COLOMBIA Diana Carolina KECAN CERVANTES Minister Counselor, Ministry of Foreign Affairs
6. GEORGIA Givi BAGDAVADZE Head of the International Cooperation Unit, Office of the
Attorney General
7. NIGERIA Jamila AKAAGA ADE Head of Cybercrime Prosecut!on Unit, Federal Ministry of
Justice
8. ROMANIA Cristina SCHULMAN Bureau member de jure
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No.

Country/Organization

Name and SURNAME

Position and Institution

Adviser of the Directorate General for International Legal

9. SPAIN Miri BAHAMONDE BLANCO
riam Cooperation and Human Rights, Ministry of Justice
10 UNITED KINGDOM Justin MILLAR Head of Treaties and L_eglslat|on, Cyber PO|-ICY Unit, Homeland
Security Group, Home Office
11, UNITED STATES OF AMERICA Benjamin FITZPATRICK Senior Counsel, Chair of the G7 24/7 Cybercrime Network,

United States Department of Justice

T-CY MEMBERS

No. COUNTRY Name and SURNAME Position and Institution
12. ALBANIA Diana Stillo SILA Head of International Treaties, Ministry of Justice
13 ALBANIA Denisia ASKO Prosecutor,
' District Prosecution Office of Tirana
I i | Relati Legal i ice - Mini f
14, ANDORRA Representative nternational Relations and _ ega Cooper_atlon Service inistry o
Justice and Interior
Secretary of Embassy, General Directorate of International Legal
15. ARGENTINA Ricardo MORELLI RUBIO Advice, Ministry of Foreign Affairs, International Trade and

Worship
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No. COUNTRY Name and SURNAME Position and Institution
16. ARGENTINA Yanina BERRA ROCCA Diplomat, Ministry of Foreign Affairs
. Coordinator International Criminal Cooperation Team, Ministry of
17. ARGENTINA M la BONDAR
G ariela BO Foreign Affairs, International Trade and Worship
18. ARGENTINA Mariana GALAN Legal Advisor in Cybercrime, Ministry of Security
19. ARGENTINA Pedro JANICES Director for Cybercrime Investigations, Ministry of Security
Deputy head of the department of Operative-Intelligence
20. ARMENIA Armen ABRAHAMYAN Information and fight against computer crimes, Police of the
Republic of Armenia
Head of cybercrime and high tech crime investigation department,
21. ARMENIA Robert ADILKHANYAN Investigative Committee of the Republic of Armenia
22. AZERBAIJAN Orkhan MUSTAFAZADE Cybercrime Investigator, State Security Service
23. AZERBAIJAN Representative -
24. BELGIUM Frederik DECRUYENAERE Legal Advisor, Head of Office, SPF Justice (Ministry of Justice)
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No. COUNTRY Name and SURNAME Position and Institution
25. BELGIUM Héléne RIVET Attachée Legal Expert, SPF Justice (Ministry of Justice)
Prosecutor,
26. | BOSNIA AND HERZEGOVINA Mladen HRSTIC Cantonal Prosecutor's Office of Welst He.rzegovma Canton,
Federal Prosecutor's Office
27. BRAZIL Vitor SALGADO Da CRUZ Second Secretary, Embassy of Brazil in France
28 BRAZIL Fernanda TEIXEIRA SOUZA Coordinator of the Advisory Group on Cybercrime of the MPF's,
' DOMINGOS Criminal Chamber, Federal Prosecution Service
Coordinator for Analysis of Request for International Legal
29. BRAZIL Rudyero TRENTO ALVES
udyer Cooperation, Ministry of Justice and Public Security
30. BRAZIL Anamara OSORIO SILVA Deputy Head of the International Cooperation Unit, Office of the
Prosecutor General
31. BRAZIL Edgard RESENDE Federal Police Commissioner, Federal Police
32. CABO VERDE Dr Joana GOMES ROSA AMADO Minister of Justice
33. CABO VERDE Daniel MONTEIRO Senior Prosecutor, Ministry of Justice
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No. COUNTRY Name and SURNAME Position and Institution

34. CABO VERDE Angela RODRIGUES Judge, GLACY+ National Commission

35. CABO VERDE Inacio DE GRACA Communication and Image Adviser, Minister of Justice

36. CANADA Normand WONG Team Manager and Senior Counsel, Department of Justice Canada
37. CHILE Marcela TOLEDO Legal Adviser, Prosecutor's office

38. COLOMBIA Ana Maria PINILLA MORON GLACY+ National coordinator, Ministry of Foreign Affairs

39. COSTA RICA Juan Carlos CUBILLO MIRANDA Deputy Chief Prosecutor, General Office

40. COSTA RICA Carlo DIAZ SANCHEZ General Prosecutor, Attorney General Office

41. CROATIA Ivan GLAVIC Deputy State Attorney, County State Attorney's Office in Zagreb
42. CYPRUS Louiza SIGAR Attorney of the Republic, Law Office of the Republic of Cyprus
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No.

COUNTRY

Name and SURNAME

Position and Institution

43. CZECH REPUBLIC Jakub PASTUSZEK Deputy Director, Ministry of Justice

44, DOMINICAN REPUBLIC Claudio PEGUERO Cyber Ambassador, Ministry of Foreign Affairs

45, DOMINICAN REPUBLIC Cesar MOLINE RODRIGUEZ Director of Cybersecurity, Institute for Telecommunications
46. ESTONIA Markko KUNNAPU Advisor, Ministry of Justice

47. FINLAND Mia SPOLANDER Senior Ministerial Adviser, Legislative Affairs, Ministry of Justice
48, FINLAND Katariina SIMONEN S‘m'rf’lrst'\:;”ésftfg'ea'l Advisor,

49. FRANCE Xavier LEONETTI Head cybercrime office, French Ministry of Justice

50. FRANCE Julien PLUBEL Advisor, Ministry of the Interior

51. GEORGIA Nikoloz SULASHVILI Head of Division, Ministry of Internal Affairs
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No. COUNTRY Name and SURNAME Position and Institution

52. GERMANY Heike SCHWICK Legal advisor, Federal Ministry of Justice

53. GHANA Ursula OWUSU-EKUFUL Minister of Communications and Digitalization

54. GHANA Albert ANTWI-BOASIAKO Ag. Director-General, Cyber Security Authority

55. GHANA Representative -

56. HUNGARY Judit VARGA Minister of Justice

57. HUNGARY Adrienn KISNE Dr. SZABO Head of Unit, Ministry of Interior

58. HUNGARY Balint VARRO -

59, ICELAND Kristin JONSDOTTIR Legal Adviser / T-CY representative, Ministry of Justice
60. ITALY Francesco CAJANI Public Prosecutor, Public Prosecutor's Office
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No. COUNTRY Name and SURNAME Position and Institution
61. ISRAEL Haim WISMONTSKY Director, Cybercrime, Israeli State Attorney's Office
62. ISRAEL Naomi SHAMRA Director, Treaties Department, Ministry of Foreign Affairs
) Deputy Director, International Safety and Security Cooperation
63. JAPAN Satoshi YANAGISAWA Division, Foreign Policy Bureau, Ministry of Foreign Affairs
64. JAPAN Hikaru IWAKI Consul (Attorney), Consulate General of Japan in Strasbourg
65. JAPAN Kei KOIDE Attorney, Criminal Affairs Bureau, Minister of Justice
Deputy Director, Cyber Policy Planning Division, CYBER Affairs
66. JAPAN Masayuki KURITA puty Birector, Lyber Folicy ing PIvisi "
Bureau
67. JAPAN Kentaro YAMAGUCHI Chief Offical, Cyber Policy Planning Division, Cyber Affairs Bureau
Deputy Director, International Investigative Operations Division,
68. JAPAN Sayaka NAKAZE Organized Crime Department, Criminal Affairs Bureau, National
Police Agency
Section Chief, International Investigative Operations Division,
69. JAPAN Akihito KUBOTA Organized Crime Department, Criminal Affairs Bureau, National

Police Agency
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No. COUNTRY Name and SURNAME Position and Institution
Deputy Director, Treaties Division, International Legal Affairs
70. JAPAN Yuiko TAKIZAWA Bureau
, Ministry of Foreign Affairs
Head of the 1st Unit (Operational crossborder
71. LATVIA Aleksandra TUKISA cooperation (24/7) and
SIS/SIRENE), State police
72. LATVIA Kristina TIMOFEJEVA Senior Inspector, State Police
73. LATVIA Dace DROZDE Chief Inspector, State Police
74. LIECHTENSTEIN Julia FROMMELT Diplomatic officer, Office for Foreign Affairs
Head of the Fifth Serious and Organized Crime Investigation
75. LITHUANIA Michail ZAJAC Board, Cyber Crime Investigation Board, Lithuanian Criminal Police
Bureau
76. LUXEMBOURG Patrick THILL Legal expert, Ministry of Justice
77. MALTA Peter Paul PORTELLI Lawyer, EU Affairs
78. MALTA Elton BUCKINGHAM Police Inspector, Malta Police
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No. COUNTRY Name and SURNAME Position and Institution

79. MAURITIUS Rajeshsharma RAMLOLL Solicitor General of Mauritius

80. MAURITIUS Rajkumar BAUNGALLY Assistant Solicitor General, Attorney General’s Office

81. MONACO Florestan BELLINZONA Vice President, Court of First Instance

82. MOLDOVA Irina CUCIUC General Prosecutor’s Office

84. MONTENEGRO Blagoje GLEDOVIC Senior Advisor, Ministry of Justice

8s. MOROCCO Moufdi BOUSSELMAME Head of Cybercrime Unit, DGSN ngeral Directorate of National
Security

86. NETHERLANDS Erik PLANKEN Senior Policy Advisor Cybercrime, Ministry of Justice and Security

87. NIGERIA Afor OGBELU Prosecutor, Federal Ministry of Justice
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No. COUNTRY Name and SURNAME Position and Institution
88. NORTH MACEDONIA Vladimir MILOSHESKI Public Prosecutor, PPO
89. NORTH MACEDONIA Ana Gogovska JAKIMOVSKA _ Public Prosecutor, .
Basic Public Prosecutor's Office Skopje
90. NORWAY Eirik Trgnnes HANSEN Senior Adviser, National Criminal Investigation service Norway
91. NORWAY Quyen Thi Thuy NGUYEN Ministry Advisor, Ministry of Justice and Public Security
92, PANAMA Ricaurte GONZALEZ TORRES Special Prosecutor for Intellectual Property and Fomputer Security
Offences, Attorney General’s Office
93, PANAMA Oscar ITURRALDE Director, Cybercrime Depg::glcigﬁaiz)DIJ (Judicial Investigation
94. PARAGUAY Silvana OTAZU CAMBIANO Fiscal Agent, Public Prosecutor's Office
95. PARAGUAY Ruth Karina BENITEZ BENITEZ Cybercrime Prosecutor, Public Ministry
96. PERU Raul Daniel LOARTE Representative, Ministry of Foreign Affairs
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No. COUNTRY Name and SURNAME Position and Institution
Juan Humberto FLORES CACERES Head Cybercrime, Prosecution Unit,
97. PERU Public Prosecutor's Office
98. PHILIPPINES Robinson A. LANDICHO re?)?:sa;:‘tr;etir:/teotfo:l?;:C(?C,)Igztli\loe:?/\:oF:‘LOZ?cJtt;ZZsssrr\\gCF?r,oS;f:il(jitilrs
99. PHILIPPINES Rainelda ESTACIO MONTESA Judge, Supreme Court of Justice
100. POLAND Tomasz IWANOWSKI Deputy Director of Cybercrime D(.epartment, National Prosecutor's
Office
101. POLAND Renata TURCZYNOWSKA Prosecutor, Ministry of Justice
102. ROMANIA Ioana ALBANI Prosecutor, GPO-DIICOT
103. SENEGAL Alassane NDIYAE Magistrate, Associate Director, Directorate of Criminal Affairs and
Pardons
104. SERBIA Branko STAMENKOVIC Deputy Republic Prosecutor, Public Prosecutor’s Office
105. SERBIA Vladimir VUJIC Head of Cybercrime Department, Ministry of the Interior
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No. COUNTRY Name and SURNAME Position and Institution

106. SLOVAKIA Toméas GREGUS Deputy to the Permanent Representative

107. SLOVAKIA Katarina ZUBKOVA General state advisor, Ministry of Justice

108. SLOVAKIA Branislav BOHACIK Prosecutor, General Prosecutor s Office

109. SLOVENIA Toni KASTELIC Head of Computer Investigation Center, Police, Ministry of Interior
110. SPAIN Maria Elvira TEJADA DE LA FUENTE Head of Delegation, General Prosecutor’s Office

111. SPAIN Alberto REDONDO SANCHEZ Head Cyber intelligence Unit, Spanish Guardia Civil

112. SRI LANKA Jayantha FERNANDO Director, Sri Lanka CERT

113. SRI LANKA Rohan MUTTIAH Chairman, Sri Lanka CERT

114 SRI LANKA Rohana Sanath HAPUGASWATTE Additional Secretary, Administration & Development, Ministry of

Justice
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No. COUNTRY Name and SURNAME Position and Institution
115. SWEDEN Alexander FASSIHI Legal Adviser, Ministry of Justice
116. SWITZERLAND Sara PANGRAZZI Legal Officer, Federal Office of Justice
117. SWITZERLAND Representative -
Prosecutor, Attorney General’s Office,
118. TONGA Tupou K. VAINIKOLO
upou Government of the Kingdom of Tonga
119. TONGA Linda FOLAUMOETU'I Attorney General, Attorney General’s Office, Government of the
Kingdom of Tonga
Legal Officer, Ministry of Meteorology, Energy, Information,
120. TONGA Papyrus TOKAI Disaster Management, Environment, Climate Change and
Communications
Deputy Inspector, Cybercrime Department,
121. TURKIYE Muhammed Revaha OZTURK Turkish National Police,
24/7 Point of Contact
122. TURKIYE Erce Ridvan YILDIRIM Judge, Ministry of Justice
123. UKRAINE Representative -




AMERICA

No. COUNTRY Name and SURNAME Position and Institution
State expert on international relations, National cybersecurity
124. UKRAINE Oleksii TKACHENKO coordination center of the National security and defense council of
Ukraine
. Head of the Informational Technologies and Coding Department,
125. UKRAINE Stanislas SAMOILOV Cyber Police
UNITED STATES OF
126. Kerry-Ann BARRETT Cybersecurity Program Manager, Organization of American States
AMERICA
127, UNITED STATES OF Sheri SHEPHERD-PRATT Associate Director, Office of International Affairs, Criminal

Division, U.S. Department of Justice

OBSERVER COUNTRIES

No. COUNTRY Name and SURNAME Position and Institution
1. BENIN Sevi Rodolphe ADJAIGBE ASIN/Legal Affairs Officer
2. CAMEROON Célestin-Roger TSADJIA

Diplomat, Ministry of Foreign Relations
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No. COUNTRY Name and SURNAME Position and Institution
3 CAMEROON Jean-Yves MEYO Head of Safety Audit Departmgnt,. Ministry of Posts and
Telecommunications
4. ECUADOR Cristina CAMACHO-TERAN Minister in charge of Trade ar_ld Cooperation Affairs, Embassy of
Ecuador to Belgium and Luxembourg
5. ECUADOR German Alejandro ORTEGA ALMEIDA Ambassador, Ministry of Foreign Affairs of Ecuador
Director General Digital Government Transformation,
6. FI1JI Tupoutuah BARAVILALA Cybersecurity and Communications, Ministry of Communications
7. IRELAND Aoife BYRNE Justice Attaché / Deputy to the Permanent Representative
8. KAZAKHSTAN Zhanar MUGALOVA Senior Officer for PartIi(r:]l:(Iaar:;/IIAr;gci)rr;ant Cases, Ministry of
9. KAZAKHSTAN Azamat KALIASKAROV Head of Cybercrime Unit, Committee of national security
10. KOREA Dongkun AHN Director, Senior Prosecutor, Supreme Prosecutor’s Office
11, KOREA Eun Jung LEE First Secretary, Embassy of Korea in France
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No. COUNTRY Name and SURNAME Position and Institution

12. KOREA Hyeokdoo CHOI Cyber Investigation Bureau, Korean National Police Agency

13. KOREA Seokmi HWANG Administrator, Surpreme Prosecutor’s Office

14. KOREA Wookyung JIN Cyber Investigation Bureau, Korean National Police Agency

15. KOREA Seonhyeon KIM Investigator, Supreme Prosecutor’s Office

16. KOREA Hyuk-woon KWON Minister, Embassy of Korea in France

17. KOREA Sunhwa LEE Prosecutor, Supreme Prosecutor’s Office

18. KOREA Jin Hee LEE Prosecutor, International Criminal Affairs Division, Ministry of
Justice

19. KOREA Ayung SO Cyber Investigation Bureau, Korean National Police Agency

20. KOREA Representative Ministry of Foreign Affairs
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No. COUNTRY Name and SURNAME Position and Institution

. National Cybersecurity Coordinator, National Cybersecurity
21. SIERRA LEONE Mariama YORMAH Coordination Centre
22. TIMOR-LESTE Nelinho VITAL National Director for Legal Affairs, Ministry of Justice
23, TRINIDAD AND TOBAGO Solange DE SOUZA Senior Legal Advisor, Office of the Att_orney General and Ministry

of Legal Affairs
Law Reform Officer, Law Reform Commission of Trinidad and
24, TRINIDAD AND TOBAGO Samraj HARRIPAUL Tobago, Office of the Attorney General and Ministry of Legal
Affairs

25. TUNISIA Representative -
26. TUNISIA Houssem TOUKABRI Head of Cybercrime Unit, Ministry of Interior
27. URUGUAY Federico GONZALEZ Diplomat, Ministry of Foreign Affairs
28. VANUATU John Graham JACK Deputy Chief Information Officer, OGCIO - Vanuatu Government
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OBSERVER ORGANIZATIONS

No. ORGANIZATION Name and SURNAME Position and Institution
1. ENISA Silvia PORTESI Cybersecurity Expert

2. EU COMMISSION Zrinka SALAJ Policy Officer

3. EUROJUST Jose Luis TRINDADE Deputy to the NM for Portugal
4. INTERPOL Sinziana HANGANU Cybercrime Attaché

5. INTERPOL Dong Uk KIM Specialized Officer

28




COUNCIL OF EUROPE COMMITTEES

No. Name of the Committee Name and SURNAME Position and Institution

1. PC-OC Gabriela BLAHOVA Director of the International Department for Criminal
Matters, Ministry of Justice
2. Lanzarote Committee Maria CASTELLO-BRANCO Chair of the Lanzarote
OTHER

No. Name and SURNAME Position and Institution
1. Marcos SALT T-CY Consultant
2. Betty SHAVE T-CY Consultant
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COUNCIL OF EUROPE SECRETARIAT

No. Name and SURNAME Position
1. Patrick PENNINCKX Head of Information Society Department
5. Alexander SEGER Head of the Cybercrime Division, Execut.ive Secretary, Cybercrime Convention

Committee

3. Jan KRALIK Programme Manager, Cybercrime Division
4. Nina LICHTNER Programme Manager, Octopus Project, Cybercrime Division
5. Denise MAZZOLANI Project Manager, CyberSouth Project, C-PROC Bucharest
6. Céline DEWAELE Programme Assistant, Cybercrime Division
7. Andrada ANTOFIE Project Assistant, Octopus Project, C-PROC Bucharest
8. Razvan OLTEAN Project Assistant, Octopus Project, Cybercrime Division
9. Floriane SPIELMANN Project Assistant, Octopus Project, Cybercrime Division
10. Oana TAURUS Project Officer, GLACY+ Project, C-PROC Bucharest
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No. Name and SURNAME Position

11. Elena DUTA Project Assistant, GLACY+ Project, C-PROC Bucharest

12. Catalina STROE Project Manager, GLACY+

13. Ana ELEFTERESCU Senior Project Officer, GLACY+

14. Anastasia GADJA Senior Project Officer, GLACY+

15. Denisia IORDACHE Project Officer, GLACY+

16. Dan CUCIURIANU Project Manager, I-PROCEEDS-2

17. Liliana TROFIM Senior Project Officer, I-PROCEEDS-2

18. George IVAN Project Assistant, I-PROCEEDS-2
INTERPRETERS

Chloé CHENETIER
Sarah ADLINGTON
Sally BAILEY-RAVET
Hélene BREANT
Mercedes CONDE
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Giamil ELLIS LARACUENTE
Leticia

Cynthia GARCIA FERNANDEZ
Barbara GRUT

Hans-Werner MUHLE

Stella RAPPOSELLI D'OTTAVIO
Julia TANNER
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