Blue Whale

a challenge for law enforcement



* A quite noisy phenomenon

 Most of the cases are not true

» Side effect of the media
 Kids searching for curators
 Kids executing the challenges by their own initiative

 Kids wounding themselves, regardless the “rules of the game”

* But in same cases, it appears to be serious
* Approach by the means of social media

« Sometimes, also by telephone
* Then, moving to direct contacts

* Most of them, via Whatsapp
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problems...

*Information from global providers
*\VVoluntary cooperation
*No general rules

*Different Parties/different types of
cooperation



problems...

*Encryption



Signal Private Messenger

Open Whisper Systems Comunicagdo *

problems...

. WhatsApp
*Encryption

v Stay Private - We cannot read your messages, and no one else can either.
Everything is always end-to-end encrypted and painstakingly enginesred in
order to keep your communication safe.

Telegram
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*Transborder
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@yurizandotv &+ Seguir

FI1Z O DESAFIO DA BALEIA AZUL (FIZ
PACTO?)
#bluewhalechallenge

SEU RT AJUDA MUITO ! <3

youtube.com/watch?v=FYZ xR...
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problems...

*not possible to obtain information on the
curators

* not possible to obtain/intercept communications

*many cases are closed



