Court of your Capital City
Criminal section
Cabinet of Judge

John DOE
File No : 123456789
Note No : 987654321
Obligation No: 1
PRO JUSTICE
CODE OF CRIMINAL PROCEDURE
NETWORK SEARCH

Subject: Judicial enquiry into the facts qualified as:

Membership of a terrorist group

We, John DOE, judge of the court of first instance;

Having regard to Articles 39bis and 88ter of the Code of Criminal Procedure;

Orders that the following search be carried out in all or part of a computer system: more
specifically, in Mr Bob's computer (laptop DELL Latitude E5570);

In order to be traced and seized there: the information and computer documents created
which may serve to establish the truth about the fact(s) described above;

It is also necessary to extend this search to the computer systems, or part of them, which are
located in a different place from where the search takes place, now that it is suspected that
computer networks are being used, as research has shown that the DELL Latitude E5570
laptop is connected to a NAS server;

This search is necessary in order to reveal the truth about the crime that is the subject of the
search;

The fact that measures other than this search would be disproportionate, or that there is a
risk that evidence would be lost without it: otherwise, multiple searches would have to be
carried out in the places where the digital information could be stored, not yet known to the
investigation; given the volatility of the digital information, this search is necessary in order to
seize this digital data; finally, given the concerns of the suspects, who have the possibility of
deleting or modifying the digital data, this search is necessary in order to seize this digital data;

The extension of the search in a computer system ordered by our office must not extend
beyond the computer systems or parts thereof to which the persons entitled to use the
computer system under investigation in particular have access; that this condition can be
guaranteed by the following circumstances: use will be made of the access that the DELL
Latitude E5570 laptop has already opened, making it certain that this is also the access used”
by the suspect Bob; 2 =i

If it emerges that the information sought is not on the territory of the State, it
copied;



In order to make the search as described above possible, authorisation is granted:

e temporarily suspend any security of the computer systems concerned, where
appropriate by means of technical devices, false signals, false keys or false qualities;

e introduce technical means into the relevant computer systems in order to decipher
and decode the data stored, processed or transmitted by those systems.

With regard to the data found in an IT system as a result of the extension of the search, which
are useful for the same purposes as the seizure, Article 39bis § 6 Sv.

Thus granted on today's date,




