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1. About this
special edition

The Convention on Cybercrime (ETS No. 185, “Budapest Convention ) was opened
for signature in Budapest, Hungary, in November 2001 and has been shaping the
international criminal justice response to cybercrime and electronic evidence ever
since. To date, some 20 years later, over 125 States have adopted laws criminalis-
ing offences against computer data and systems and offences committed using
computers, and over 90 have provided their authorities with procedural powers to
investigate and prosecute cybercrime and to secure evidence collected in electronic
form, subject to rule of law safeguards broadly in line with this treaty.

We did not participate in the negotiation process and so can be objective in our
praise of the drafters of the convention. At the same time, we are first-hand wit-
nesses of the quality and impact of this treaty; for much of the past 20 years we have
been heavily involved in supporting its implementation worldwide and in guiding
the negotiations of the Second Additional Protocol to the Convention. We are thus
well-positioned to attest to the extraordinary quality of the Budapest Convention
and the legacy left to us by its drafters.

The drafters designed a treaty that is sufficiently precise to meet standards of the
rule of law and that is, at the same time, flexible enough to permit adaptation to
different legal systems with provisions that are “technology-neutral”. As a result, the
convention remains highly relevant even though technology keeps evolving and it is
implementable in any country or region of the world. In 2021, for example, countries
such as Ecuador, Fiji, Kiribati, Sierra Leone, South Africa, Vanuatu and Zambia adopted
domestic legislation based on the convention, and some parties to this treaty, such
as Armenia, Ghana, Mauritius and Tonga, further aligned their domestic laws with it.
Every day, criminal justice authorities somewhere in the world investigate, prosecute
and adjudicate cases of cybercrime and co-operate with each other based on provi-
sions of the convention that have been incorporated into domestic law.
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The convention is supported by the Cybercrime Convention Committee (T-CY)
which represents the parties to this treaty and ensures the quality of implementation
through assessments, guidance notes and other means, and by capacity-building
programmes managed since 2014 by the Cybercrime Programme Office of the
Council of Europe (C-PROC) in Romania which assists countries worldwide through
hundreds of activities each year.

Because of its contribution to the rule of law in cyberspace, this “mechanism” of
the Budapest Convention receives strong political and also financial support from
governments and organisations, including the European Union.

The Budapest Convention therefore remains the most relevant international agree-
ment - the “gold standard” - in this field.

In the 1980s, the Council of Europe had already begun to focus on cybercrime as a mat-
ter of criminal law. This resulted in two soft-law recommendations by the Committee
of Ministers: the first, Recommendation No. R (89) 9 on computer-related crime, that
is, substantive criminal law, was adopted in 1989; and the second, Recommendation
No. R (95) 13 concerning problems of criminal procedural law connected with infor-
mation technology, was adopted in 1995.

By the mid-1990s, the problem of cybercrime had become increasingly pressing. In
February 1997, therefore, the Committee of Ministers of the Council of Europe decided
to establish the Committee of Experts on Crime in Cyberspace (PC-CY), which was
tasked with the drafting of a binding international convention on cybercrime. From
the outset, this treaty was to be applicable beyond the membership of the Council
of Europe and thus not only European countries but also Canada, Japan, South
Africa and the United States of America participated in its negotiation. Following 25
meetings of the PC-CY and its “drafting group’, and further sessions between April
1997 and June 2001 to finalise the text and explanatory report to the convention,
the resulting Convention on Cybercrime was opened for signature on 23 November
2001 in Budapest.

Yes, the work on the convention was carried out within an organisation (the Council
of Europe) by a committee (the PC-CY) and by delegations representing their gov-
ernments. However, in the end it was a group of individuals with their intelligence,
professional competencies, social skills, and, most importantly, their passion that
made the difference.

The same is true for the implementation of the convention over the past 20 years. In
most countries, it was one or more dedicated individuals who recognised the neces-
sity of taking action on cybercrime and the benefits of the Budapest Convention
and who initiated the process leading to ratification or accession by their respective
governments.

This is clear evidence that it is human agency that counts. Neither artificial intel-
ligence nor robotics can replace human intelligence and wisdom.

We are privileged to have met many of these great individuals — drafters of the
convention and its champions who ensured its implementation in their respective
countries — over the years.
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In November 2021, when celebrating the 20th anniversary of the Budapest Convention,
speakers emphasised the role and vision of the original drafters of this treaty. Between
1997 and 2001 they created a lasting framework for the international criminal jus-
tice response to cybercrime. Many of the things that followed - the first Additional
Protocol to the Convention on Cybercrime concerning the criminalisation of acts of
aracist and xenophobic nature committed through computer systems (ETS No. 189)
in 2003, the Second Additional Protocol on enhanced co-operation and disclosure
of electronic evidence in 2022, the legislation and policies on cybercrime of most
countries, or the many capacity-building programmes benefiting countries all over
the world - were built on that framework.

We prepared this special edition as a reminder of the exceptional deeds of these
founding “mothers and fathers” of the Budapest Convention.

Cristina Schulman Alexander Seger
Chair of the Executive Secretary of the
Cybercrime Convention Committee Cybercrime Convention Committee
Ministry of Justice, Romania Council of Europe
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Opening for signature of the Convention on Cybercrime,
Budapest, 23 November 2001
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2. The drafters

2.1. Testimonials

Henrik Kaspersen, (former) Chair of the PC-CY Committee,
the Netherlands

It was certainly an interesting experience for me, as a law
professor at the Vrije Universiteit Amsterdam, to be tasked
by the Council of Europe in the 1990s with leading the drafting
of arecommendation on cybercrime and later the Convention
on Cybercrime, followed by the first Additional Protocol con-
cerning the criminalisation of acts of a racist and xenophobic
nature committed through computer systems. | started in the
PC-CY as a scientific expert but soon became its chair. | then
also formally represented my country, the Netherlands. The
fact that it was possible to reach consensus on the final text
of the convention and its first Additional Protocol in a relatively short period of time
between parties with different interests, legal traditions and values can be qualified
as exceptional. It is with gratefulness and great respect that | look back at the pro-
posals, notes, efforts, debates and discussions of the representatives of the negotiating
parties and their commitment to succeed. It is not my intention to make here a
laudation or to trumpet the merits of the Convention. That should be left to others
—and many did so in the course of time.

Once the work was done, | was in the favourable circumstance to participate in a
number of missions abroad to potential parties to the Convention, to assist them
and provide guidance for amendments to national law in line with this treaty. On
the one hand, it looks as if the convention had limited success given that “only” 66
States have become parties. On the other hand, it is evident that a large number of
the remaining States have actually implemented the convention or parts of it, even
if for political or other reasons some are not yet ready for accession. The present
number of parties and the reach of the convention to date can be called a success.

One clear merit of the convention that | like to underline has been the establishment
of the Cybercrime Convention Committee (T-CY), where parties are able to meet and
discuss factual issues and problems relating to co-operation or to understanding
the legal text of the convention. These meetings of parties have produced a num-
ber of useful “Guidance notes” on how to apply the text of the convention to new
technology or issues. The T-CY has done more than that. It prepared the text of a
Second Additional Protocol on enhanced co-operation and disclosure of electronic
evidence, thus providing the tools and measures for international co-operation in
specific cases. It has now been more than 20 years since the convention was opened
for signature in the inspiring environment of the Budapest Parliament. Now it is time
for the Second Additional Protocol to be opened for signature. My sincere congrat-
ulations to every person, delegation and organisation involved in the success and
global role of the Cybercrime Convention and its additional protocols.
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Peter Csonka, (former) Secretary of the PC-CY, Council of Europe

Following the creation in 1997 of the Council of Europe
Committee of Experts on Cybercrime, also known as the PC-CY,
as its then secretary | organised its work and prepared its
documents.

This process was quite an extraordinary undertaking in which
the initial concept of a comprehensive international treaty,
covering substantive and procedural law elements as well as
international co-operation aspects of countering cybercrime,
gradually took shape and became the object of lengthy but
always constructive and often ground-breaking discussions in the PC-CY and, later
on, even beyond that forum. The initial concept was laid out over a drink in Professor
Kaspersen'’s lovely garden in Delft, the Netherlands, in the summer of 1996. The usual
formalities, including the adoption of the PC-CY’s terms of reference and the actual
setting up of the committee, followed in autumn 1996 and spring 1997.

The PC-CY had originally received a mandate of less than three years (until December
1999), which had to be prolonged by the Committee of Ministers until end of 2000
so that work could be completed. The plenary meetings alternated with smaller
drafting sessions in which the bulk of the intellectual and legal debate took place,
before draft provisions were referred back to the full group for validation. This pro-
cess was dynamic and challenging for committee members as we set ourselves an
ever-accelerating pace for finalisation of the convention. There was no time to waste,
since the Council of Europe governance bodies, including the Steering Committee
on Crime Problems (known as the CDPC) and the PC-CY’s participating governments,
realised the urgency of tackling this new type of criminality with a robust, yet pref-
erably global, instrument. The challenge, as Ken Harris rightly points out below, was
to keep the balance between an ambitious text and its wide acceptance. Later on,
once the early drafts were published, external pressure also increased to make the
process as inclusive as possible.

The PC-CY and its drafting group held more than 20 meetings over four years, between
its setting up in 1997 and the adoption of the convention in 2001. All meetings were
chaired by Professor Kaspersen, whose merits cannot be overstated. He ensured
that the committee stayed focused on its objectives and maintained its productiv-
ity and collegial atmosphere throughout the drafting and negotiation processes.
He could rely on the unrelenting support of extraordinary delegates, such as Don
Piragoff (Canada), Ken Harris (USA), Manfred M6hrenschlager (Germany) and Pedro
Verdelho (Portugal). | ensured continuity and worked many night shifts to keep
the work going. My wife and children will hopefully forgive me for my prolonged
absences during that period.

The opening of the convention for signature or accession in Budapest, at the prem-
ises of the beautiful Hungarian Parliament, was my idea, which the then Hungarian
Government willingly and generously supported. |, and presumably others, have
nice memories of that day, not only of the signature ceremony itself, but also the
feeling that we had collectively achieved something historic.
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Kenneth Harris, United States Department of Justice

From the perspective of a US legal practitioner with over 25
years of experience of negotiating bilateral and multilateral
criminal law instruments, the negotiation of the Budapest
Convention still stands out as the best example of how to
establish an effective international system for combating
crime. The Council of Europe, in particular the chair of the
committee, Professor Rik Kaspersen, the secretary, Mr Peter
? Csonka, and the national delegations deserve great credit for
that accomplishment. First, at a time when few other multi-
lateral organisations were focused on cybercrime, the Council of Europe had the
foresight to prepare the recommendations for criminal offences and procedural
mechanisms that countries needed to have, which later became the basis for most
of the convention’s articles. Second, the Council of Europe had the foresight to
prepare a convention that could be global, with Canada, Japan, South Africa and
the United States participating in the negotiations. Third, it had the foresight to
gather a cohesive group of experts, who were able to work through problems
together. Finally, it had the foresight to engage industry and civil society, as the
Budapest Convention was among the first criminal law conventions to affect busi-
ness and individuals so profoundly.

What resulted was a bridge between different legal systems which paved the way for
the necessary global response. By drafting the convention’s articles flexibly, providing
parties with the ability to make targeted reservations where necessary, and avoid-
ing issues that would raise controversial sovereignty issues that could undermine
its intended global reach (for example, by omitting broader unilateral transborder
search and hate speech provisions, the former of which has still not been resolved
20 years later, and the latter of which formed the basis for a separate first Additional
Protocol that parties to the Budapest Convention could choose whether or not to
join), the drafters laid the foundations for the success of the convention as the only
broadly accepted cybercrime convention to date, the provisions of which continue
to be highly relevant despite the major technological changes that have arisen.

The opening for signature of the convention in November 2001 also could not have
come at a better time. As offences committed in cyberspace - and criminal justice
practitioners’ consequent need for electronic evidence of such offences — became
ever more ubiquitous, there was now an international regime available which created
obligations for parties (including the United States, where much of the relevant data
was and continues to be held). These included the obligation to co-operate with
one another in preserving and producing that evidence; the creation of a network
of practitioners from the parties, available 24 hours per day, 7 days per week, to
deliver it rapidly; and the establishment of the T-CY, bringing together prosecutors,
investigators and judges both to work and co-ordinate, via the Council of Europe’s
C-PROC centre in Bucharest, to deliver technical assistance to countries that wished to
develop their ability to fight cybercrime effectively. This system provided significant
benefits to countries that became party to it, which is why, over the past 20 years,
States from every continent have increasingly sought to accede to the convention.
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The future of the Budapest system appears bright. The convention has just been
augmented by new co-operation tools in the Second Additional Protocol, which was
adopted by the Council of Europe exactly 20 years after the Budapest Convention
was opened for signature. These tools will make the Budapest system even more
effective, and the careful manner in which they were developed provides a suc-
cessful model for how countries can respond to continuing changes in technology
and thereby a framework for how additional necessary tools can be developed in
future. At a time when the start of negotiations for a United Nations convention is
on the horizon, we can only hope that a UN instrument can approach the success
of the Budapest system in responding to the needs of the countries that are party
to it, gaining the support of the private sector and civil society and avoiding con-
troversies that can threaten its completion. The Budapest Convention shows that
it can be done if there is sufficient commitment and goodwill, and | am gratified to
have been able to play a role in its creation.

Donald K. Piragoff, (formerly) Canadian Department of Justice

Every story has a beginning, a middle and an end. A “good”
story has a beginning that poses a dilemma, a challenge, a
question, an uncertainty that entices both the writer and the
reader to turn to the next page. A “good” story also has a
middle that twists and turns, and never lets the writer and
reader know what the next chapter may bring, nor what the
ending may be. The middle can be full of suspense, surprise,
scheming plots, magnanimous deeds, drama, intrigue, honour
and/or dishonour, humour, actions that show the worst and/
or the best of humanity, etc.,, and contain a plot that is as intricate as a masters’'game
of chess. A“good” story also has an ending. However, there is no one type of ending
that makes a story“good”; a“good” story can have a happy ending or a tragic ending,
yet still be a “good” story, provided that it answers the dilemma or question posed
at the beginning. Most people like “happy” endings! My testimonial is the historical
story of the development and negotiation of the Council of Europe Cybercrime
Convention (at least from the perspective of one of the story’s characters and
negotiators).

Although the formal negotiation of the treaty occurred between 1997 and 2001, the
convention’s story began much earlier. My colleagues, who have provided testimo-
nials in this commemorative edition, described the negotiation process and some
also revealed their national challenges. | agree with and share their observations and
sentiments about the negotiation process, and will try not to be repetitive. Instead,
| will attempt to recount how the international community was shaped and moti-
vated over 15 to 20 years to address the dilemma/challenges posed, and to support
the successful negotiation of the Cybercrime Convention under the auspices of the
Council of Europe.

Personally, my involvement started by chance. It was 1981, and | was a young lawyer
working for the federal Canadian Department of Justice, when | was assigned the
computer crime file and requested to develop a legislative policy and draft legislation
for the consideration of parliament. At that time, | knew nothing about computer
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crime, let alone computers! That was my personal dilemma. Nevertheless, it initiated
my international journey (through various chapters of this story, as discussed below)
that culminated in the negotiation of the convention. However, the real dilemma at
the beginning of the story was not personal, but global in nature.

The dilemma/challenge posed was how to address the emerging phenomena of
purported criminal conduct, which involved rapid technological change concern-
ing the use of computers and computer systems, at a time when there was no clear
understanding of the nature of this criminality or how to address it legislatively. Both
at the national and international levels, there was a lack of consensus on the types of
conduct that should constitute a computer or computer-related crime, and on the
legal definition of such conduct; a lack of expertise by lawyers and investigators; a
lack of legal powers for investigation and access to computers and their data; and
a lack of appropriate mechanisms for international co-operation for the purposes
of investigation and prosecution. These lacunas are all descriptions of practical
challenges, particularly legal and law enforcement-related ones. A few years later, |
had the opportunity to reflect on and write about the broader political and societal
challenges that actually faced the international community:

In respect of the new information age, two critical challenges are posed to society. The
first relates to the ability to devise new legal, economic and social arrangements and
protections that will ensure both the creation and the effective and profitable utilization
of new information and technology. The second challenges a liberal society to protect
its basic political, economic and human values from unwise applications, withdrawals
and restrictions of the new knowledge. Each of these challenges represents the asser-
tion and protection of various interests, some often in opposition to each other. Any
legal solution must be flexible enough to balance the conflicting interests. The choice
of a particular solution to resolve the balance can, itself, often affect the balance.’

And now for the middle chapters of this story. In 1983, the Organisation for Economic
Co-operation and Development (OECD) undertook a study to determine whether an
international harmonisation of criminal laws was possible to address the problem
of computer crime and abuse. Its report in 19862 surveyed existing national laws in
a number of States and recommended a minimum list of abuses that States should
consider prohibiting by criminal sanction; for example, computer fraud and forgery,
alteration of computer programmes and data, and interception of computer functions
and communications. A majority of the committee members also recommended the
inclusion of other abuses, such as theft of trade secrets and unauthorised access to,
or use of, computer systems.

In the same year and inspired by the work of the OECD, the Council of Europe initi-
ated a study with a view to developing guidelines to assist legislators in determin-
ing what computer abuses should be criminalised and how to define such, having
regard to the need for protection of both computer systems and civil liberties. In
addition to the minimum list prepared by the OECD, the Council of Europe study

1. Piragoff D.K. (1993),"Computer crime and other crimes against information technology in Canada’,
in “Computer Crimes and other Crimes against Information Technology’, International Review of
Penal Law Vol. 64 (1st and 2nd trimesters), p. 201 at 205.

2. OECD (1986), Computer-related crime: analysis of legal policy, Paris.
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and report® added other types of abuse deserving of criminal sanction, including
unauthorised access to and interception of computer systems, damage to computer
data or programmes, and unauthorised reproduction of computer programmes.
An optional list was also proposed, including alteration of data or programmes and
unauthorised use of a computer. The report also covered a number of other issues,
including privacy protection, victims, prevention, extraterritorial jurisdiction and
procedural issues such as search and seizure, interception of communications, and
international co-operation including the issue of cross-border “direct penetration”.

The Council of Europe study informed a European Community report in 1987, which
contained a comprehensive chapter on international co-operation and prosecution
of computer crime that identified the transborder network search as one of the
most fundamental issues which needed to be examined in co-operation with the
Council of Europe.*

In 1991, the Council of Europe established a new select committee of experts that
gave further consideration to computer-specific, criminal procedural law problems.
Its reportin 1995 made recommendations addressing search of computer networks
and seizure of data, technical surveillance to intercept communications and collect
traffic data, obligations on persons and entities to co-operate with investigating
authorities, collection of electronic evidence in a manner to ensure its integrity and
authenticity, use of encryption, international co-operation, and research, statistics
and training.’

Other international activity also occurred during this decade that sensitised the
international community to the problems identified by the Council of Europe and
generated support for the negotiation of the convention. | will only mention a few
of these, in which | also participated. In 1992, the OECD developed guidelines to be
used by States and the private sector for the security of information systems, includ-
ing the need to balance civil liberties and democratic values.® The Eighth United
Nations Congress on the Prevention of Crime and the Treatment of Offenders, in
1990, adopted a resolution calling on member States to combat computer crime,
including by reviewing and enacting criminal and procedural laws, improving security
and prevention, sensitising the public and legal community, and elaborating rules
of ethics regarding proper computer usage and policies to address victimisation.
This was followed in 1994 by the production, under the auspices of the United
Nations, of a manual that canvassed issues similar to those noted by the Council of
Europe.” Following a preparatory colloquium held in Wiirzburg, Germany in 19928
the XVth International Congress of Penal Law in 1994 (Rio de Janeiro) made similar

3. Council of Europe (1990), Computer-related crime: Recommendation No. R (89) 9 on computer-related
crime and Final Report of the European Committee on Crime Problems, Strasbourg.

4. Commission of the European Committees, Legal Advisory Board (1987),“The legal aspects of com-
puter crime and security — a comparative analysis with suggestions for future international action’,
Brussels.

5. Council of Europe (1996), Problems of criminal procedural law connected with information technology
- Recommendation No. R (95) 13 and explanatory memorandum, Strasbourg.

6. OECD (1992), Recommendation of the Council concerning guidelines for the security of information
systems, OECD/GD (92) 190, Paris.

7. United Nations (1994), United Nations manual on the prevention and control of computer-related
crime, International Review of Criminal Policy Nos. 43 and 44, New York.

8. See International Review of Penal Law, supra footnote 1.
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recommendations and called for greater harmonisation of national criminal and
procedural laws.?

Even after the negotiation of the convention began in 1997, parallel activity in other
international forums supported and/or directly informed the negotiation process in
Strasbourg. For example, as noted in other testimonials, parallel study and develop-
ment of recommendations were being undertaken in other forums such as the G8
Subgroup on High Tech Crime, in particular in relation to preservation and disclo-
sure of data and access to data, both domestically and internationally, and to other
forms of cross-border co-operation, including the establishment of 24/7 networks
to provide law enforcement assistance. The discussions and products of this G8
work significantly informed the development of similar proposals in the convention
negotiations.'® Some convention negotiators were also invited to participate in two
expert meetings, in 1998 and 1999, hosted by the United Nations Asia and Far East
Institute for the Prevention of Crime and the Treatment of Offenders (UNAFEI), which
broadened the global sensitisation of the issues being studied and negotiated in
Strasbourg." Additionally, as noted in other testimonials, consultations occurred
with civil society and private sector groups, both at the regional European level'
and in some individual States that were involved in the negotiations.

Clearly, the antecedents for the Strasbourg negotiations between 1997 and 2001
were preceded and supported by significant international consideration of the
issue and co-operation between the Council of Europe and various international
and national organisations, which continued during the period of the negotiations.
As noted at the beginning of this testimonial story, one of the primary challenges
was a lack of global consensus on the nature of the problem, let alone any possible
solutions. Significant work was achieved globally to build support for the need for
a convention and some of its possible elements. Nevertheless, as the testimonials
of my colleagues describe, there were some significant challenges to be overcome
in the actual negotiations, which can also be discerned from a close reading of the
explanatory report to the convention.

The negotiations were successful because, first, by the conclusion of the convention
in 2001, significant global consensus had already been achieved such that it was
politically acceptable that certain national and international measures should be

9. Resolutions of the XVth International Congress on Penal Law (1995), Section Il - Computer crimes
and other crimes against information technology, International Review of Penal Law Vol 66, 1-2,
Toulouse.

10. Although not all of the work of the subgroup was made public, some of its recommendations
were public and many were shared within the Council of Europe negotiations. Public reference
to some of the work can be found in P8/G8 press releases of ministerial meetings. For example,
G7/G8 Ministers of Justice, Interior and Security Ministers, in particular press releases related to
the 1997 ministerial meeting (Washington DC) , online: http://www.g7.utoronto.ca/justice/index.
html; and G8 Justice and Interior Ministers, “Data preservation checklists” (Moscow, 1999), online:
https://www.coe.int/t/dg1/legalcooperation/economiccrime/cybercrime/Documents/Points%20
of%20Contact/24%208%20DataPreservationChecklists_en.pdf.

11. UNAFEI (2000), Crimes related to the computer network: challenges of the twenty-first century, Tokyo.

12. The European Union and Council of Europe held various consultations which are referenced in
Council of Europe materials. The G8 also held a number of government-industry dialogues, see
references in the Communique of the Conference of the G8 Justice and Interior Ministers (Milan,
2001), online: https://web.archive.org/web/20060513122403/http://www.g8italy.it/_en/docs/
JIHGZY22.htm.
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implemented, many of which were novel solutions, and which eventually culminated
in their incorporation into the negotiated text of the convention. Second, as my col-
league’s testimonials attest, the successfully negotiated text was achieved due to
many factors, including the strong leadership of the chair and the secretary, and the
willingness of committee members to work together to achieve a common goal. The
negotiators had to translate a growing international consensus into the specifics of
binding treaty text and, in doing so, be flexible enough to find novel solutions and
compromises in order to accommodate and balance various conflicting societal
interests and, in some cases, particular national interests.

The real story of the convention took between 15 and 20 years to write, with signifi-
cantintellectual thought being given not only in Strasbourg during the negotiation
process, but both previously and concurrently in many forums. The negotiations
were not a quick reaction or an ill-thought-out solution to a problem. The underlying
fortitude of well-considered consensus, built over time and across different regions
and legal systems, speaks to the strength and wisdom of the convention’s articles
and its global support. While the negotiators of the Council of Europe convention
were focused primarily on resolving practical law enforcement and legal problems,
in reality, we were also addressing and balancing some of the larger political and
societal challenges posed by information technology, as noted at the beginning of
my testimonial story. That is one reason why the convention was so successful and
stands today as the leading international instrument in the field; it provided solu-
tions to some pressing, global societal questions. The result is not merely a European
convention, as some detractors have argued, but a truly international convention,
born of global consultations, which has also inspired the subsequent work of other
regional international organisations, for example the Commonwealth and the
Organization of American States. It is one reason why the convention remains today
the pre-eminent international “gold” legal standard.

The testimonial accounts of my colleagues, and my recount of the history of the
Council of Europe Convention on Cybercrime, reveal the middle chapters of this story
that lead to an ending. As for the story’s ending, | am unapologetic and honoured to
say that the convention is a“good” story with a“happy” ending, and will continue to
inspire future thought and positive development, nationally and internationally, to
address and balance societal needs and interests related to information technology.

Betty Shave, (formerly) United States Department of Justice

Negotiations for the Budapest Convention began in the spring
of 1997. While the drafters drew from the two Council of
Europe foundational studies that laid the groundwork for the
convention, the drafters first had to establish the exact scope
and elements of the instrument, taking into account several
crucial premises. First, the treaty was intended to be a global
instrument that could serve any legal system. Thus, constructs
or practices that were familiar and workable in a given legal
system sometimes were discarded or altered. Second, the
convention had to cover both classic computer crime and electronic evidence in
physical-world cases - narcotics trafficking arranged by e-mail, for example. Third,
the group had to draft to meet not only then-current but also future electronic crimes
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and criminal techniques. The drafters expected that technological crime and methods
would change constantly and provisions were scrutinised brutally to ensure they
would meet developments.

The negotiators had to be both visionary and practical - to attempt to create usable
tools but not to address matters where there was no consensus or any sign of a
developing consensus that they might be able to push forward. An impassioned
suggestion to regulate encryption was rejected as premature, a matter on which
there was not even nascent consensus. There was great interest in regulating con-
tent such as hate speech, but some European countries argued that this should be
deferred for a later protocol, since it increased the likelihood that the United States
would be constitutionally barred from joining the convention. US participation was
considered important due to the amount of data under US jurisdiction. Some mat-
ters were written into the treaty because they were not, at that time, self-evident in
all legal systems. These matters included the authority to give another government
useful information even when it had not been requested (Article 26, Spontaneous
information) and permission for law enforcement authorities to search in open-
source records to the same extent as any person (Article 32 (a), Transborder access
to stored computer data with consent or where publicly available).

Some negotiators were already accustomed to cases with international aspects
and the urgent need for better mechanisms for obtaining electronic evidence from
another country. There was (and is) great frustration that the police of Country A
must rely on another country for assistance in investigating targets who are citizens
of A, living in A, and communicating in the language of A about a fraud committed
in A that affects victims in A — merely because the targets’e-mails are stored outside
A, usually in the US. Additionally, it was already clear that physical crimes would
require international assistance. In this period, for example, the US Department of
Justice received a foreign request for assistance in a murder by a ghastly and bizarre
method that the target had researched online. Those searches, stored in servers in
the US, were expected to help show the target’s connection to the crime and to
establish premeditation. In short, it was understood that international co-operation
provisions would form a significant proportion of the convention.

The negotiators were a mixed, evolving group. Some were policy advisers with experi-
ence in mutual assistance, international law and sovereignty. Others were police and
prosecutors in the front line, people who were lying awake at night worrying about
current cases. Some, like the representatives from my office, were responsible for
all aspects of their national computer crime programmes, both policy and enforce-
ment. All were concerned about the approaching onslaught of cybercrime cases
and electronic evidence cases and their effect on the rule of law.

As is common, the negotiators established a drafting subgroup. Countries were free
to volunteer for the subgroup, but in the event it was relatively small. The plenary
group was active.

The negotiation schedule was exhaustingly intense. The activities of the High-Tech
Crime Subgroup of the countries of the G8 (later the G7) and the Council of Europe
often ran on the same tracks. Since some of the participants were common to both
processes, Budapest meetings began to be scheduled immediately before or after
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subgroup meetings. This resulted in two straight weeks, up to six times a year, of
day-long focus on electronic crime and evidence. Between meetings, participants
circulated drafts of provisions and memorandumes, including a seminal paper on
transborder search contributed by Canada.

The “cross-pollination” between the P8 and the Budapest negotiations meant that
some issues were resolved essentially by collaboration. For example, the issue of
remote transborder search (Article 32) was worked out in both groups at roughly
the same time and announced by the G8 in its Moscow Declaration. Similarly, both
groups arrived at the same design for a 24/7 international assistance network
(Article 35). Many countries are members of both networks and use the same point
of contact for both.

Within the US, beginning early in the negotiation process, the Department of Justice
began meeting frequently with two groups to inform them and to solicit wider views.
One group consisted of representatives from other parts of the US Government; the
other group came from the private sector and non-governmental organisations
(NGOs). In both types of meetings, as far as was permissible under Council of Europe
protocols, the Department of Justice reported on developments in the Strasbourg
sessions, disseminated drafts, took note of comments and objections and conducted
general discussions of the process. The governmental meetings eventually had
about 80 invitees from a broad range of offices, missions and agencies. The private
sector/NGO meetings were also very large. Those invitations always included a note
encouraging invitees to invite others interested in the process because the aim of
the meetings was to inform as many people as possible. Telephone access was avail-
able and one NGO not based in the US made a practice of phoning in from overseas.

The meetings were challenging to organise with an ever-increasing group of invi-
tees. Before every meeting, there was a dash to borrow chairs and fill the conference
room to the last inch.

For along time, the convention was controversial inside the US and incorrect suspicions
about its effects were deeply held. Fundamental objections included that it would
hamper or doom technological development or the tech industry and that it would
prejudice the human rights of targets and defendants (the rights of victims and the
protection of society were not usually mentioned). In fact, the drafters had worked
from the outset to prevent such consequences. Some comments and objections
were well-founded and led the US to request changes to the draft in subsequent
negotiating sessions (sometimes successfully, sometimes not). For example, many
commenters were concerned that drafts of Article 6 (Misuse of devices) would crimi-
nalise academic research, actions carried out by security firms pursuant to contracts,
and other legitimate activities. This was certainly not the aim of the provision and
negotiators believed that the intent standard already in the draft was sufficiently
protective. Based on the comments, however, negotiators altered the draft of Article
6 to emphasise that it criminalised only limited types of conduct.

Some comments were considered but rejected; of these, some might seem surpris-
ing. For example, preservation is now generally accepted as a minimal, non-invasive
protective measure and it is occasionally contrasted favourably with data retention.
But, at the time, preservation was sometimes characterised as violative of human
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rights, even though it does not entail disclosure, or too expensive or burdensome.
Some comments were misconceived or ignorant; some were so bewilderingly strange
that no response was possible.

These concerns were addressed and discussed to the greatest extent possible as
the negotiations continued and even after they had been concluded. In November
2001, the convention was opened for signature. Attention then focused more par-
ticularly on US Senate approval for the US to become a party, which it did in 2006.
It has remained an active participant in convention activities ever since.

Pedro Verdelho, Prosecutor’s Office, Portugal

On 17 November 2021, the Committee of Ministers of the
Council of Europe approved the Second Additional Protocol
to the Convention on Cybercrime on enhanced co-operation
and disclosure of electronic evidence, crowning a long and
complex process to add to the regulatory framework on
cybercrime and electronic evidence introduced by the
Budapest Convention.

The convention was established 20 years ago as the first global
standard of reference on cybercrime. It is noteworthy that ever
since - and until the existence of the Second Protocol - it has not been possible to
reach agreement on additional international legal standards.

The Second Additional Protocol will now provide specific solutions to new challenges
and it has a similar global ambition; with it, the Budapest Convention will remain
ahead of its time for years to come. It is unlikely that other international initiatives will
be able to offer practical tools on cybercrime and electronic evidence that go further.

Twenty years ago, the experts preparing the Budapest Convention were breaking
new ground in an exciting process. | felt as if | were among pioneers discovering new
virgin land, untouched and unexplored, and inventing something new in the form
of international criminal law rules on cybercrime. Yes, discussions were intense but
on most issues there was broad agreement among the experts which led to quick
acceptance of solutions.

The negotiations of the Second Additional Protocol were different. The ground had
already been “broken” by the convention and many more States participated in the
process. The issues at stake had become more complex, in particular with regard
to their potential implications on human rights and on the fundamental domestic
law principles of different countries. Delegates, therefore, had to be very prudent
and exercise wisdom while pursuing the agreed goal of providing for more effective
co-operation and disclosure of electronic evidence. At times, the process of negotia-
tions was painful, but in the end we succeeded.

Twenty years ago, we were enthusiastic about the convention, although we could
not foresee the enormous success it would have. Now, together with the new
Additional Protocol, the convention will have an even greater worldwide impact
for years to come.
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Martha Stansell-Gamm, (formerly) United States
Department of Justice

Representing the United States in the successful negotiation
of the Budapest Convention is one of the most significant
contributions | made to the fight against cybercrime in the
16 years | served at the US Justice Department. | am grateful
to the leadership of the Council of Europe for embarking on
its earlier surveys in the 1990s on substantive computer crime
law and, later, on applicable procedural law for electronic
investigations — a report in which | participated. | appreciate
how the Council of Europe’s leadership and staff welcomed
the full participation of the United States, an observer State, in the creation of the
convention.

It is hard to remember just how unformed law enforcement responses were to
cybercrime, both nationally and internationally, in 1991, when our small Computer
Crime Unit was created at the Department of Justice (later the Computer Crime and
Intellectual Property Section). Although the World Wide Web did not yet exist in 1991,
we had already begun to see penetrations of university, government and military
networks, which we pursued through federal criminal investigative agencies (the
Federal Bureau of Investigation, the US Secret Service, military criminal investigative
services and agency inspectors general). When those investigative traces led overseas,
we did our best to find counterparts whom we asked for assistance. Those conversa-
tions, in retrospect, seem impossibly dated. “Is that a crime?” our counterparts often
pondered aloud. Sometimes they decided it was close enough to fraud or forgery
or criminal damage and they gamely picked up the trail. (This led, in some cases, to
their discovering many domestic network victims, as well.) In other cases, they'd ask
for more information, think about it, promise to get back to us — and the trail died.

Indeed, in summer 1995, | had occasion to meet with a group of white-collar crime
investigators from the capital city of a Council of Europe member State. | asked them
the question we'd posed repeatedly to so many counterparts in the heat of an inves-
tigation:“If our investigative trace of a computer intrusion led to a university system
in your country, we wouldn't yet know, without further investigation, whether that
network was also a victim or the source of the attack. If | called you asking for help,
does your law allow you to pick up the trace? Would you?”

They conferred in a corner for some minutes and came back with the answer: “We
have no idea whether our law allows us to investigate in a case like this .... but we
would! In my view, the ambition of the Council of Europe convention was nothing
less than removing any uncertainty from that question by requiring parties to do
all of the following:

» clearly prohibit crimes against the confidentiality, integrity and availability of
computer systems (along with other crimes using computers);

» empower law enforcement with the explicit procedural powers necessary for
investigating crimes against or employing computers; and

> puttheseinvestigative powers to the service of other parties to the convention.
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Once the preliminary work on the substantive and procedural law surveys had been
concluded, the negotiations on the convention itself began in April 1997. Betty-Ellen
Shave and |, both from the Computer Crime and Intellectual Property Section, rep-
resented the United States as an observer State at that and many other meetings. A
small drafting group was formed in which the US participated and | am still grateful
for the good humour, intellectual creativity and flexibility displayed by those fellow
drafters as we found our way together.

We were struggling with a wholly new problem, one that defied old, slow systems
of international law enforcement co-operation. We had to figure out how to co-
ordinate our response with unprecedented speed, while still honouring our nations’
various approaches to sovereignty, core values, individual liberty and due process.
It required us all to consult with our different national technology companies and
communication providers and to operate within the constraints of our individual
legal systems and social assumptions. We learned to harmonise our terminology,
focus on essential practicalities and leave the impossibly hard problems (like some
categories of cross-border electronic search) for another day. We also understood
the importance of creating a 24/7 network so that investigators could obtain rapid,
even immediate, cross-border assistance. There is nothing like investigative success
to reinforce the value of an international agreement and that became increasingly
true as the number, types and degree of harm from cybercrime exploded globally.
Quite simply, the flames were at our backs and compelled us to move!

Not only were computer systems at stake, but traditional crimes, including crimes of
violence, skipped across global networks. Ransom demands, threats, kidnappings
and other“life-and-limb” crimes left key electronic evidence in information systems
far from the crime’s victims. We in the United States were under pressure early on,
since it was trivially easy for international criminals to employ US computer networks,
and we did our best to make each response a priority, fully aware that the electronic
evidence sought was usually both key and ephemeral. Indeed, these cases caused
us to obtain an amendment to our domestic law allowing for immediate disclosure
of data in cases where life and limb were at stake anywhere in the world.

As the work progressed, others joined our national delegation, including our sister
section in the Criminal Division of the Office of International Affairs, along with
the US Departments of State and Commerce. None of this work was easy - either
internationally or domestically. Despite the confounding difficulty and novelty of
the problems we were confronted with, the negotiators’ attitudes remained persis-
tently creative. | have deep respect for and fond memories of the members of other
national delegations, who continued to work in good faith, even in disagreement.
As a group, we tried to make allowances for differences in domestic approaches to
investigations and prosecutions, while keeping everyone within the main ambitions
of the convention.

Domestically, although some commentators opened our eyes to important perspec-
tives which caused us to seek modifications to the language of draft documents, the
suspicion and hostility from some US quarters — however ill-informed — was surpris-
ing. We enlisted the advocacy of technology companies (who knew well the pain of
computer attacks), intellectual property rights”holders, NGOs (such as the National
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Center for Missing and Exploited Children), and others to encourage and reassure
domestic critics and, ultimately, to help us win the US Administration’s signature in
2001 and Senate ratification in 2006. We celebrated when the US became a party
to the convention in 2007.

I want to thank our Secretary of the PC-CY, Peter Csonka, and its chair, Rik Kaspersen,
for their skilful, patient and multilingual leadership in achieving our collective
goal. Congratulations to Alexander Seger, Executive Secretary of the Cybercrime
Convention Committee, on the continued impressive growth of the convention and
its recent Second Additional Protocol. | wish you and your colleagues at the Council
of Europe all future success in this difficult and critically important work. You have
my grateful support.

Peter Csonka and Henrik Kaspersen
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Rik Kaspersen and Donald Piragoffin Japan, 1998
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Meeting of the drafters with US Attorney General Janet Reno, Washington D.C. Spring 2000.
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2.2, States and organisations
participating in the negotiations

Plenary meetings of the PC-CY included delegations from 41 member States of the
Council of Europe as well as from four non-member States (Canada, Japan, South
Africa and the USA):
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In addition, the European Commission, the International Criminal Police Organization
(INTERPOL) and the United Nations Educational, Scientific and Cultural Organization
(UNESCO) participated as observers.

13. Since 2019, Republic of North Macedonia.
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2.3. Members of the PC-CY Drafting Group

Chair of the PC-CY

Belgium

Canada

Finland

France

Germany

Portugal

Henrik Kaspersen, Professor of Computer
Law, Computer/Law Institute, Vrije Universiteit
Amsterdam,Netherlands

Rudi TROOSTERS, Conseiller Juridique Adjoint, Service
des questions pénales générales et internationales,
Ministére de la Justice

Donald PIRAGOFF, General Counsel, Criminal Law
Policy, Department of Justice

Joseph Normand WONG, Counsel, Department of Justice

Antti PIHLAJAMAKI, Chief District Prosecutor,
Prosecutor's Office of Turku Administrative District

Bruno NEDELEC, Magistrat de |'ordre judiciaire, détaché
au Ministére des Affaires Etrangéres, Sous-Direction des
Droits de 'Homme, Direction des Affaires Juridiques

Manfred MOHRENSCHLAGER, Federal Ministry of
Justice

Ekkehart KAPPLER, Erster Kriminalhauptkommissar,
Bundeskriminalamt

Sergio STARO, Chief Commissioner, Communication
Police Service

Carlo SARZANA di S. IPPOLITO, Magistrat,
Président-adjoint

Akira ANDO, Consul, Consulate General of Japan,
Strasbourg, France

Hiroshi KIKUCHI, Attorney, Criminal Affairs Bureau,
Ministry of Justice

Yoshihide ASAKURA, Consul, Consulate General of
Japan

Takashi YAMASHITA, Attorney, International Affairs
Secretariat, Ministry of Justice

Pedro VERDELHO, Representative of the Prosecutor
of the Republic
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United Kingdom

PC-CY Secretary

Scientific expert

Committee

of Experts on
the Operation
of European
Conventions on
Co-operation in
Criminal Matters
(PC-0Q)

Project Group on
Data Protection

John SANDFORD, Senior Case Lawyer, International
Criminal Division, HM Customs & Excise

John FENNELL, Judicial Co-operation Unit,
Home Office

Kenneth HARRIS, Associate Director, Office of
International Affairs, Criminal Division, United States
Department of Justice

Martha STANSELL-GAMM, Deputy Chief, Computer
Crime & Intellectual Property Section, United States
Department of Justice

John LYNCH, Trial Attorney, Computer Crime

& Intellectual Property Section, United States
Department of Justice

Betty-Ellen SHAVE, Senior Trial Attorney, Computer
Crime & Intellectual Property Section, United States
Department of Justice

Richard C. VISEK, Attorney - Adviser, United States
Department of State

Jennifer MARTIN, Attorney, Computer Crime

& Intellectual Property Section, United States
Department of Justice

Peter CSONKA, Administrative Officer, Directorate of
Legal Affairs, Council of Europe

Michel VIVANT, Professeur, Université de Montpellier,
Faculté de Droit, Montpellier, France

Eugenio SELVAGGI, Judge, Court of Appeal of Rome,
Italy

Alexander PATIJN, Legal Adviser, Ministry of Justice,
Netherlands
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2.4. Meetings

2.4.1 Plenary sessions of the PC-CY

mmm 1st Plenary meeting: 14-16 April 1997

mmm 2nd Plenary meeting: 29-31 October 1997
mmm 3rd Plenary meeting: 29 June - 1 July 1998
mmm 4th Plenary meeting: 2-4 December 1998
mmm 5th Plenary meeting: 25-27 May 1999

mmm 6th Plenary meeting: 22-24 November 1999
mmm 7th Plenary meeting: 27-29 March 1999
mmm 3th Plenary meeting: 18-20 September 2000
mmm 9th Plenary meeting: 13-15 November 2000

mmm 10th Plenary meeting: 11-15 December 2000

2.4.2 Meetings of the Drafting Group

mmm 1st Drafting group meeting: 25-27 February 1998
mmm 2nd Drafting group meeting: 15-17 April 1998

mmm 3rd Drafting group meeting: 14-17 September 1998
mmm 4th Drafting group meeting: 17-20 November 1998
mmm 5th Drafting group meeting: 25-29 January 1999
mmm 6th Drafting group meeting: 8-12 March 1999

mmm 7th Drafting group meeting: 20-24 September 1999
mmm 8th Drafting group meeting: 2-5 November 1999
mmm 9th Drafting group meeting: 10-14 January 2000
mmm 10th Drafting group meeting: 31 January - 3 February 2000
mmm 11th Drafting group meeting: 25-28 April 2000

mmm 12th Drafting group meeting: June 2000

mmm 13th Drafting group meeting: 21-22 September 2000
mmm 14th Drafting group meeting: 16-20 October 2000

mmm 15th Drafting group meeting: 16-17 November 2000
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2.4.3 Further sessions to finalise the convention

mmm 1st Drafting Session of the experts of the former Committee of experts on crime
in cyberspace (PC-CY) on the draft explanatory memorandum to the draft conven-
tion on cybercrime (Ottawa, 5-9 February 2001)

mmm 2nd meeting of the Group of experts to prepare the examination by the CDPC
of the draft convention on cybercrime and its draft explanatory memorandum
(Strasbourg, 2-5 April 2001)

mmm 3rd meeting of the Group of experts to prepare the examination by the CDPC
of the draft convention on cybercrime and its draft explanatory memorandum
(Rome, 7-8 May 2001)

mmm European Committee on Crime Problems (CDPC) at its 50th plenary session:
Approval of the draft Convention and Explanatory Report (Strasbourg, 18 - 22 June
2001)

The drafters » Page 29






3. Convention on
Cybercrime Budapest,
23.X1.2001

The member States of the Council of Europe and the other States signatory hereto,

Considering that the aim of the Council of Europe is to achieve a greater unity
between its members;

Recognising the value of fostering co-operation with the other States parties to this
Convention;

Convinced of the need to pursue, as a matter of priority, a common criminal policy
aimed at the protection of society against cybercrime, inter alia, by adopting appro-
priate legislation and fostering international co-operation;

Conscious of the profound changes brought about by the digitalisation, convergence
and continuing globalisation of computer networks;

Concerned by the risk that computer networks and electronic information may also
be used for committing criminal offences and that evidence relating to such offences
may be stored and transferred by these networks;

Recognising the need for co-operation between States and private industry in
combating cybercrime and the need to protect legitimate interests in the use and
development of information technologies;

Believing that an effective fight against cybercrime requires increased, rapid and
well-functioning international co-operation in criminal matters;

Convinced that the present Convention is necessary to deter action directed against
the confidentiality, integrity and availability of computer systems, networks and
computer data as well as the misuse of such systems, networks and data by provid-
ing for the criminalisation of such conduct, as described in this Convention, and the
adoption of powers sufficient for effectively combating such criminal offences, by
facilitating their detection, investigation and prosecution at both the domestic and
international levels and by providing arrangements for fast and reliable international
co-operation;

Mindful of the need to ensure a proper balance between the interests of law enforce-
ment and respect for fundamental human rights as enshrined in the 1950 Council
of Europe Convention for the Protection of Human Rights and Fundamental
Freedoms, the 1966 United Nations International Covenant on Civil and Political
Rights and other applicable international human rights treaties, which reaffirm the
right of everyone to hold opinions without interference, as well as the right to free-
dom of expression, including the freedom to seek, receive, and impart information
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and ideas of all kinds, regardless of frontiers, and the rights concerning the respect
for privacy;

Mindful also of the right to the protection of personal data, as conferred, for exam-
ple, by the 1981 Council of Europe Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data;

Considering the 1989 United Nations Convention on the Rights of the Child and the
1999 International Labour Organization Worst Forms of Child Labour Convention;

Taking into account the existing Council of Europe conventions on co-operation in
the penal field, as well as similar treaties which exist between Council of Europe
member States and other States, and stressing that the present Convention is
intended to supplement those conventions in order to make criminal investigations
and proceedings concerning criminal offences related to computer systems and
data more effective and to enable the collection of evidence in electronic form of a
criminal offence;

Welcoming recent developments which further advance international understand-
ing and co-operation in combating cybercrime, including action taken by the United
Nations, the OECD, the European Union and the G8;

Recalling Committee of Ministers Recommendations No. R (85) 10 concern-
ing the practical application of the European Convention on Mutual Assistance
in Criminal Matters in respect of letters rogatory for the interception of tel-
ecommunications, No. R (88) 2 on piracy in the field of copyright and neigh-
bouring rights, No. R (87) 15 regulating the use of personal data in the police
sector, No. R (95) 4 on the protection of personal data in the area of telecom-
munication services, with particular reference to telephone services, as well as
No. R (89) 9 on computer-related crime providing guidelines for national legislatures
concerning the definition of certain computer crimes and No. R (95) 13 concerning
problems of criminal procedural law connected with information technology;

Having regard to Resolution No. 1 adopted by the European Ministers of Justice at
their 21st Conference (Prague, 10 and 11 June 1997), which recommended that the
Committee of Ministers support the work on cybercrime carried out by the European
Committee on Crime Problems (CDPC) in order to bring domestic criminal law pro-
visions closer to each other and enable the use of effective means of investigation
into such offences, as well as to Resolution No. 3 adopted at the 23rd Conference of
the European Ministers of Justice (London, 8 and 9 June 2000), which encouraged
the negotiating parties to pursue their efforts with a view to finding appropriate
solutions to enable the largest possible number of States to become parties to the
Convention and acknowledged the need for a swift and efficient system of interna-
tional co-operation, which duly takes into account the specific requirements of the
fight against cybercrime;

Having also regard to the Action Plan adopted by the Heads of State and Government
of the Council of Europe on the occasion of their Second Summit (Strasbourg, 10
and 11 October 1997), to seek common responses to the development of the new
information technologies based on the standards and values of the Council of
Europe;
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Have agreed as follows:

Chapter | - Use of terms

Article 1 - Definitions

For the purposes of this Convention:

a. “computer system”means any device or a group of interconnected or related
devices, one or more of which, pursuant to a program, performs automatic
processing of data;

b. “computer data”means any representation of facts, information or concepts
in a form suitable for processing in a computer system, including a program
suitable to cause a computer system to perform a function;

c. “service provider”means:

i. any public or private entity that provides to users of its service the
ability to communicate by means of a computer system, and

ii. anyother entity that processes or stores computer data on behalf
of such communication service or users of such service;

d. “traffic data” means any computer data relating to a communication by
means of a computer system, generated by a computer system that formed
a part in the chain of communication, indicating the communication’s origin,
destination, route, time, date, size, duration, or type of underlying service.

Chapter Il - Measures to be taken at the national level

Section 1 - Substantive criminal law

Title 1 — Offences against the confidentiality, integrity
and availability of computer data and systems

Article 2 - lllegal access

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally,
the access to the whole or any part of a computer system without right. A Party may
require that the offence be committed by infringing security measures, with the intent
of obtaining computer data or other dishonest intent, or in relation to a computer
system that is connected to another computer system.

Article 3 - lllegal interception

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally,
the interception without right, made by technical means, of non-public transmissions
of computer data to, from or within a computer system, including electromagnetic
emissions from a computer system carrying such computer data. A Party may require
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that the offence be committed with dishonest intent, or in relation to a computer
system that is connected to another computer system.

Article 4 - Data interference

1. Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law, when committed intentionally,
the damaging, deletion, deterioration, alteration or suppression of computer data
without right.

2. AParty may reserve the right to require that the conduct described in paragraph 1
result in serious harm.

Article 5 - System interference

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally,
the serious hindering without right of the functioning of a computer system by
inputting, transmitting, damaging, deleting, deteriorating, altering or suppressing
computer data.

Article 6 - Misuse of devices

1. Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law, when committed intention-
ally and without right:

a. the production, sale, procurement for use, import, distribution or otherwise
making available of:

i. a device, including a computer program, designed or adapted
primarily for the purpose of committing any of the offences estab-
lished in accordance with the above Articles 2 through 5;

ii. acomputer password, access code, or similar data by which the
whole or any part of a computer system is capable of being accessed,
with intent that it be used for the purpose of committing any of the
offences established in Articles 2 through 5; and

b. the possession of an item referred to in paragraphs a.i or ii above, with intent
that it be used for the purpose of committing any of the offences established
in Articles 2 through 5. A Party may require by law that a number of such items
be possessed before criminal liability attaches.

2. This article shall not be interpreted as imposing criminal liability where the
production, sale, procurement for use, import, distribution or otherwise making
available or possession referred to in paragraph 1 of this article is not for the purpose
of committing an offence established in accordance with Articles 2 through 5 of this
Convention, such as for the authorised testing or protection of a computer system.

3. Each Party may reserve the right not to apply paragraph 1 of this article, pro-
vided that the reservation does not concern the sale, distribution or otherwise
making available of the items referred to in paragraph 1 a.ii of this article.
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Title 2 - Computer-related offences

Article 7 - Computer-related forgery

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally
and without right, the input, alteration, deletion, or suppression of computer data,
resulting in inauthentic data with the intent that it be considered or acted upon for
legal purposes as if it were authentic, regardless whether or not the data is directly
readable and intelligible. A Party may require an intent to defraud, or similar dishon-
est intent, before criminal liability attaches.

Article 8 - Computer-related fraud

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally
and without right, the causing of a loss of property to another person by:

a. any input, alteration, deletion or suppression of computer data;
b. any interference with the functioning of a computer system,
with fraudulent or dishonest intent of procuring, without right, an economic ben-

efit for oneself or for another person.

Title 3 — Content-related offences

Article 9 - Offences related to child pornography

1. Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law, when committed intention-
ally and without right, the following conduct:

a. producing child pornography for the purpose of its distribution through a
computer system;

b. offering or making available child pornography through a computer system;
c. distributing or transmitting child pornography through a computer system;

d. procuring child pornography through a computer system for oneself or for
another person;

e. possessing child pornography in a computer system or on a computer-data
storage medium.

2. For the purpose of paragraph 1 above, the term “child pornography” shall
include pornographic material that visually depicts:

a. aminor engaged in sexually explicit conduct;
b. a person appearing to be a minor engaged in sexually explicit conduct;

c. realisticimages representing a minor engaged in sexually explicit conduct.
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3. Forthe purpose of paragraph 2 above, the term “minor”shall include all persons
under 18 years of age. A Party may, however, require a lower age-limit, which shall
be not less than 16 years.

4. Each Party may reserve the right not to apply, in whole or in part, paragraphs
1, sub-paragraphs d. and e, and 2, sub-paragraphs b. and c.

Title 4 — Offences related to infringements of copyright
and related rights

Article 10 - Offences related to infringements of copyright and
related rights

1. Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law the infringement of copyright,
as defined under the law of that Party, pursuant to the obligations it has undertaken
under the Paris Act of 24 July 1971 revising the Bern Convention for the Protection
of Literary and Artistic Works, the Agreement on Trade-Related Aspects of Intellectual
Property Rights and the WIPO Copyright Treaty, with the exception of any moral
rights conferred by such conventions, where such acts are committed wilfully, on a
commercial scale and by means of a computer system.

2. Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law the infringement of related
rights, as defined under the law of that Party, pursuant to the obligations it has
undertaken under the International Convention for the Protection of Performers,
Producers of Phonograms and Broadcasting Organisations (Rome Convention), the
Agreement on Trade-Related Aspects of Intellectual Property Rights and the WIPO
Performances and Phonograms Treaty, with the exception of any moral rights con-
ferred by such conventions, where such acts are committed wilfully, on a commercial
scale and by means of a computer system.

3. AParty may reserve the right not to impose criminal liability under paragraphs
1 and 2 of this article in limited circumstances, provided that other effective rem-
edies are available and that such reservation does not derogate from the Party’s
international obligations set forth in the international instruments referred to in
paragraphs 1 and 2 of this article.

Title 5 - Ancillary liability and sanctions

Article 11 - Attempt and aiding or abetting

1. Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law, when committed intention-
ally, aiding or abetting the commission of any of the offences established in
accordance with Articles 2 through 10 of the present Convention with intent that
such offence be committed.

2. Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law, when committed intention-
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ally, an attempt to commit any of the offences established in accordance with Articles
3 through 5,7, 8, and 9.1.a and c. of this Convention.

3. Each Party may reserve the right not to apply, in whole or in part, paragraph 2
of this article.

Article 12 - Corporate liability

1. Each Party shall adopt such legislative and other measures as may be necessary
to ensure that legal persons can be held liable for a criminal offence established in
accordance with this Convention, committed for their benefit by any natural person,
acting either individually or as part of an organ of the legal person, who has a lead-
ing position within it, based on:

a. apower of representation of the legal person;
b. an authority to take decisions on behalf of the legal person;
c. an authority to exercise control within the legal person.

2. Inaddition to the cases already provided for in paragraph 1 of this article, each
Party shall take the measures necessary to ensure that a legal person can be held
liable where the lack of supervision or control by a natural person referred to in
paragraph 1 has made possible the commission of a criminal offence established in
accordance with this Convention for the benefit of that legal person by a natural
person acting under its authority.

3. Subject to the legal principles of the Party, the liability of a legal person may
be criminal, civil or administrative.

4.  Such liability shall be without prejudice to the criminal liability of the natural
persons who have committed the offence.

Article 13 - Sanctions and measures

1. Each Party shall adopt such legislative and other measures as may be necessary
to ensure that the criminal offences established in accordance with Articles 2 through
11 are punishable by effective, proportionate and dissuasive sanctions, which include
deprivation of liberty.

2. Each Party shall ensure that legal persons held liable in accordance with Article
12 shall be subject to effective, proportionate and dissuasive criminal or non-
criminal sanctions or measures, including monetary sanctions.

Section 2 - Procedural law

Title 1 — Common provisions

Article 14 - Scope of procedural provisions

1. Each Party shall adopt such legislative and other measures as may be necessary
to establish the powers and procedures provided for in this section for the purpose
of specific criminal investigations or proceedings.
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2. Except as specifically provided otherwise in Article 21, each Party shall apply
the powers and procedures referred to in paragraph 1 of this article to:

a. the criminal offences established in accordance with Articles 2 through 11
of this Convention;

b. other criminal offences committed by means of a computer system; and
¢. the collection of evidence in electronic form of a criminal offence.

3.a. EachParty may reserve the right to apply the measures referred to in Article 20
only to offences or categories of offences specified in the reservation, provided that
the range of such offences or categories of offences is not more restricted than the
range of offences to which it applies the measures referred to in Article 21. Each
Party shall consider restricting such a reservation to enable the broadest application
of the measure referred to in Article 20.

b. Where a Party, due to limitations in its legislation in force at the time of
the adoption of the present Convention, is not able to apply the measures
referred to in Articles 20 and 21 to communications being transmitted within
a computer system of a service provider, which system:

i. is being operated for the benefit of a closed group of users, and
ii. does not employ public communications networks and is not
connected with another computer system, whether public or private,

that Party may reserve the right not to apply these measures to such communica-
tions. Each Party shall consider restricting such a reservation to enable the broadest
application of the measures referred to in Articles 20 and 21.

Article 15 - Conditions and safeguards

1. Each Party shall ensure that the establishment, implementation and application
of the powers and procedures provided for in this Section are subject to conditions
and safeguards provided for under its domestic law, which shall provide for the
adequate protection of human rights and liberties, including rights arising pursuant
to obligations it has undertaken under the 1950 Council of Europe Convention for
the Protection of Human Rights and Fundamental Freedoms, the 1966 United Nations
International Covenant on Civil and Political Rights, and other applicable interna-
tional human rights instruments, and which shall incorporate the principle of pro-
portionality.

2. Such conditions and safeguards shall, as appropriate in view of the nature of
the procedure or power concerned, inter alia, include judicial or other independent
supervision, grounds justifying application, and limitation of the scope and the
duration of such power or procedure.

3. Totheextentthatitis consistent with the publicinterest, in particular the sound
administration of justice, each Party shall consider the impact of the powers and
procedures in this section upon the rights, responsibilities and legitimate interests
of third parties.
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Title 2 — Expedited preservation of stored computer data

Article 16 - Expedited preservation of stored computer data

1. Each Party shall adopt such legislative and other measures as may be neces-
sary to enable its competent authorities to order or similarly obtain the expeditious
preservation of specified computer data, including traffic data, that has been stored
by means of a computer system, in particular where there are grounds to believe
that the computer data is particularly vulnerable to loss or modification.

2. Where a Party gives effect to paragraph 1 above by means of an order to a
person to preserve specified stored computer data in the person’s possession or
control, the Party shall adopt such legislative and other measures as may be neces-
sary to oblige that person to preserve and maintain the integrity of that computer
data for a period of time as long as necessary, up to a maximum of ninety days, to
enable the competent authorities to seek its disclosure. A Party may provide for such
an order to be subsequently renewed.

3. Each Party shall adopt such legislative and other measures as may be necessary
to oblige the custodian or other person who is to preserve the computer data to
keep confidential the undertaking of such procedures for the period of time provided
for by its domestic law.

4. The powers and procedures referred to in this article shall be subject to Articles
14 and 15.

Article 17 - Expedited preservation and partial disclosure of
traffic data

1. Each Party shall adopt, in respect of traffic data that is to be preserved under
Article 16, such legislative and other measures as may be necessary to:

a. ensure that such expeditious preservation of traffic data is available regard-
less of whether one or more service providers were involved in the transmission
of that communication; and

b. ensure the expeditious disclosure to the Party’s competent authority, or a
person designated by that authority, of a sufficient amount of traffic data to
enable the Party to identify the service providers and the path through which
the communication was transmitted.

2. The powers and procedures referred to in this article shall be subject to Articles
14 and 15.

Title 3 — Production order

Article 18 - Production order

1. Each Party shall adopt such legislative and other measures as may be necessary
to empower its competent authorities to order:
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a. aperson in its territory to submit specified computer data in that person’s
possession or control, which is stored in a computer system or a computer-data
storage medium; and

b. aservice provider offering its services in the territory of the Party to submit
subscriber information relating to such services in that service provider’s pos-
session or control.

2. The powers and procedures referred to in this article shall be subject to Articles
14 and 15.

3. For the purpose of this article, the term “subscriber information” means any
information contained in the form of computer data or any other form that is held
by a service provider, relating to subscribers of its services other than traffic or
content data and by which can be established:

a. the type of communication service used, the technical provisions taken
thereto and the period of service;

b. the subscriber’sidentity, postal or geographic address, telephone and other
access number, billing and payment information, available on the basis of the
service agreement or arrangement;

c. any other information on the site of the installation of communication
equipment, available on the basis of the service agreement or arrangement.

Title 4 - Search and seizure of stored computer data

Article 19 - Search and seizure of stored computer data

1. Each Party shall adopt such legislative and other measures as may be necessary
to empower its competent authorities to search or similarly access:

a. acomputer system or part of it and computer data stored therein; and

b. a computer-data storage medium in which computer data may be stored
in its territory.

2. Each Party shall adopt such legislative and other measures as may be necessary
to ensure that where its authorities search or similarly access a specific computer
system or part of it, pursuant to paragraph 1.a, and have grounds to believe that the
data sought is stored in another computer system or part of it in its territory, and
such data is lawfully accessible from or available to the initial system, the authorities
shall be able to expeditiously extend the search or similar accessing to the other
system.

3. Each Party shall adopt such legislative and other measures as may be necessary
to empower its competent authorities to seize or similarly secure computer data
accessed according to paragraphs 1 or 2. These measures shall include the power
to:

a. seize orsimilarly secure a computer system or part of it or a computer-data
storage medium;
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b. make and retain a copy of those computer data;
¢. maintain the integrity of the relevant stored computer data;

d. render inaccessible or remove those computer data in the accessed com-
puter system.

4. Each Party shall adopt such legislative and other measures as may be necessary
to empower its competent authorities to order any person who has knowledge
about the functioning of the computer system or measures applied to protect the
computer data therein to provide, as is reasonable, the necessary information, to
enable the undertaking of the measures referred to in paragraphs 1 and 2.

5. The powers and procedures referred to in this article shall be subject to Articles
14 and 15.

Title 5 — Real-time collection of computer data

Article 20 - Real-time collection of traffic data

1. Each Party shall adopt such legislative and other measures as may be necessary
to empower its competent authorities to:

a. collectorrecord through the application of technical means on the territory
of that Party, and

b. compel a service provider, within its existing technical capability:

i. to collect or record through the application of technical means
on the territory of that Party; or
ii. to co-operate and assist the competent authorities in the collec-
tion or recording of, traffic data, in real-time, associated with specified
communications in its territory transmitted by means of a computer
system.
2. Where a Party, due to the established principles of its domestic legal system,
cannot adopt the measures referred to in paragraph 1.a, it may instead adopt leg-
islative and other measures as may be necessary to ensure the real-time collection
or recording of traffic data associated with specified communications transmitted
in its territory, through the application of technical means on that territory.

3. Each Party shall adopt such legislative and other measures as may be necessary
to oblige a service provider to keep confidential the fact of the execution of any
power provided for in this article and any information relating to it.

4. The powers and procedures referred to in this article shall be subject to Articles
14 and 15.

Article 21 - Interception of content data

1. Each Party shall adopt such legislative and other measures as may be necessary,
in relation to a range of serious offences to be determined by domestic law, to
empower its competent authorities to:
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a. collectorrecord through the application of technical means on the territory
of that Party, and

b. compel a service provider, within its existing technical capability:

i. to collect or record through the application of technical means
on the territory of that Party, or

ii. to co-operate and assist the competent authorities in the collec-
tion or recording of, content data, in real-time, of specified communi-
cations in its territory transmitted by means of a computer system.

2. Where a Party, due to the established principles of its domestic legal system,
cannot adopt the measures referred to in paragraph 1.a, it may instead adopt leg-
islative and other measures as may be necessary to ensure the real-time collection
or recording of content data on specified communications in its territory through
the application of technical means on that territory.

3. Each Party shall adopt such legislative and other measures as may be necessary
to oblige a service provider to keep confidential the fact of the execution of any
power provided for in this article and any information relating to it.

4. The powers and procedures referred to in this article shall be subject to Articles
14 and 15.

Section 3 - Jurisdiction

Article 22 - Jurisdiction

1. Each Party shall adopt such legislative and other measures as may be necessary
to establish jurisdiction over any offence established in accordance with Articles 2
through 11 of this Convention, when the offence is committed:

a. inits territory; or
b. on board a ship flying the flag of that Party; or
c. onboard an aircraft registered under the laws of that Party; or

d. byone of its nationals, if the offence is punishable under criminal law where
it was committed or if the offence is committed outside the territorial jurisdic-
tion of any State.

2. Each Party may reserve the right not to apply or to apply only in specific cases
or conditions the jurisdiction rules laid down in paragraphs 1.b through 1.d of this
article or any part thereof.

3. Each Party shall adopt such measures as may be necessary to establish jurisdic-
tion over the offences referred to in Article 24, paragraph 1, of this Convention, in
cases where an alleged offender is present in its territory and it does not extradite
him or her to another Party, solely on the basis of his or her nationality, after a request
for extradition.

4. This Convention does not exclude any criminal jurisdiction exercised by a Party
in accordance with its domestic law.
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5. When more than one Party claims jurisdiction over an alleged offence estab-
lished in accordance with this Convention, the Parties involved shall, where appro-
priate, consult with a view to determining the most appropriate jurisdiction for
prosecution.

Chapter Il - International co-operation

Section 1 - General principles

Title 1 — General principles relating to international
co-operation

Article 23 - General principles relating to international
co-operation

The Parties shall co-operate with each other, in accordance with the provisions of
this chapter, and through the application of relevant international instruments on
international co-operation in criminal matters, arrangements agreed on the basis
of uniform or reciprocal legislation, and domestic laws, to the widest extent possible
for the purposes of investigations or proceedings concerning criminal offences
related to computer systems and data, or for the collection of evidence in electronic
form of a criminal offence.

Title 2 - Principles relating to extradition

Article 24 - Extradition

1.a. This article applies to extradition between Parties for the criminal offences
established in accordance with Articles 2 through 11 of this Convention, provided
that they are punishable under the laws of both Parties concerned by deprivation
of liberty for a maximum period of at least one year, or by a more severe penalty.

b. Where a different minimum penalty is to be applied under an arrangement
agreed on the basis of uniform or reciprocal legislation or an extradition treaty,
including the European Convention on Extradition (ETS No. 24), applicable
between two or more parties, the minimum penalty provided for under such
arrangement or treaty shall apply.

2. The criminal offences described in paragraph 1 of this article shall be deemed
to be included as extraditable offences in any extradition treaty existing between
or among the Parties. The Parties undertake to include such offences as extraditable
offences in any extradition treaty to be concluded between or among them.

3. IfaParty that makes extradition conditional on the existence of a treaty receives
a request for extradition from another Party with which it does not have an extradi-
tion treaty, it may consider this Convention as the legal basis for extradition with
respect to any criminal offence referred to in paragraph 1 of this article.
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4. Parties that do not make extradition conditional on the existence of a treaty
shall recognise the criminal offences referred to in paragraph 1 of this article as
extraditable offences between themselves.

5. Extradition shall be subject to the conditions provided for by the law of the
requested Party or by applicable extradition treaties, including the grounds on which
the requested Party may refuse extradition.

6. If extradition for a criminal offence referred to in paragraph 1 of this article is
refused solely on the basis of the nationality of the person sought, or because the
requested Party deems that it has jurisdiction over the offence, the requested Party
shall submit the case at the request of the requesting Party to its competent author-
ities for the purpose of prosecution and shall report the final outcome to the request-
ing Party in due course. Those authorities shall take their decision and conduct their
investigations and proceedings in the same manner as for any other offence of a
comparable nature under the law of that Party.

7.a. Each Party shall, at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, communicate to the Secretary
General of the Council of Europe the name and address of each authority responsi-
ble for making or receiving requests for extradition or provisional arrest in the
absence of a treaty.

b. The Secretary General of the Council of Europe shall set up and keep updated
a register of authorities so designated by the Parties. Each Party shall ensure
that the details held on the register are correct at all times.

Title 3 — General principles relating to mutual assistance

Article 25 - General principles relating to mutual assistance

1. The Parties shall afford one another mutual assistance to the widest extent
possible for the purpose of investigations or proceedings concerning criminal
offences related to computer systems and data, or for the collection of evidence in
electronic form of a criminal offence.

2. Each Party shall also adopt such legislative and other measures as may be
necessary to carry out the obligations set forth in Articles 27 through 35.

3. Each Party may, in urgent circumstances, make requests for mutual assistance
or communications related thereto by expedited means of communication, includ-
ing fax or e-mail, to the extent that such means provide appropriate levels of secu-
rity and authentication (including the use of encryption, where necessary), with
formal confirmation to follow, where required by the requested Party. The requested
Party shall accept and respond to the request by any such expedited means of com-
munication.

4. Except as otherwise specifically provided in articles in this chapter, mutual
assistance shall be subject to the conditions provided for by the law of the requested
Party or by applicable mutual assistance treaties, including the grounds on which
the requested Party may refuse co-operation. The requested Party shall not exercise
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the right to refuse mutual assistance in relation to the offences referred to in Articles
2 through 11 solely on the ground that the request concerns an offence which it
considers a fiscal offence.

5. Where, in accordance with the provisions of this chapter, the requested Party
is permitted to make mutual assistance conditional upon the existence of dual
criminality, that condition shall be deemed fulfilled, irrespective of whether its laws
place the offence within the same category of offence or denominate the offence
by the same terminology as the requesting Party, if the conduct underlying the
offence for which assistance is sought is a criminal offence under its laws.

Article 26 - Spontaneous information

1. A Party may, within the limits of its domestic law and without prior request,
forward to another Party information obtained within the framework of its own
investigations when it considers that the disclosure of such information might assist
the receiving Party in initiating or carrying out investigations or proceedings con-
cerning criminal offences established in accordance with this Convention or might
lead to a request for co-operation by that Party under this chapter.

2. Prior to providing such information, the providing Party may request that it be
kept confidential or only used subject to conditions. If the receiving Party cannot
comply with such request, it shall notify the providing Party, which shall then deter-
mine whether the information should nevertheless be provided. If the receiving
Party accepts the information subject to the conditions, it shall be bound by them.

Title 4 — Procedures pertaining to mutual assistance requests in the
absence of applicable international agreements

Article 27 - Procedures pertaining to mutual assistance
requests in the absence of applicable international agreements

1. Where there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and requested
Parties, the provisions of paragraphs 2 through 9 of this article shall apply. The pro-
visions of this article shall not apply where such treaty, arrangement or legislation
exists, unless the Parties concerned agree to apply any or all of the remainder of this
article in lieu thereof.

2.a. Each Party shall designate a central authority or authorities responsible for
sending and answering requests for mutual assistance, the execution of such
requests or their transmission to the authorities competent for their execution.

b. The central authorities shall communicate directly with each other;

c. Each Party shall, at the time of signature or when depositing its instrument
of ratification, acceptance, approval or accession, communicate to the Secretary
General of the Council of Europe the names and addresses of the authorities
designated in pursuance of this paragraph;
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d. The Secretary General of the Council of Europe shall set up and keep
updated a register of central authorities designated by the Parties. Each Party
shall ensure that the details held on the register are correct at all times.

3. Mutual assistance requests under this article shall be executed in accordance
with the procedures specified by the requesting Party, except where incompatible
with the law of the requested Party.

4. The requested Party may, in addition to the grounds for refusal established in
Article 25, paragraph 4, refuse assistance if:

a. the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence, or

b. itconsiders that execution of the request is likely to prejudice its sovereignty,
security, ordre public or other essential interests.

5. The requested Party may postpone action on a request if such action would
prejudice criminal investigations or proceedings conducted by its authorities.

6. Before refusing or postponing assistance, the requested Party shall, where
appropriate after having consulted with the requesting Party, consider whether the
request may be granted partially or subject to such conditions as it deems necessary.

7. Therequested Party shall promptly inform the requesting Party of the outcome
of the execution of a request for assistance. Reasons shall be given for any refusal
or postponement of the request. The requested Party shall also inform the request-
ing Party of any reasons that render impossible the execution of the request or are
likely to delay it significantly.

8. The requesting Party may request that the requested Party keep confidential
the fact of any request made under this chapter as well as its subject, except to the
extent necessary for its execution. If the requested Party cannot comply with the
request for confidentiality, it shall promptly inform the requesting Party, which shall
then determine whether the request should nevertheless be executed.

9a. In the event of urgency, requests for mutual assistance or communications
related thereto may be sent directly by judicial authorities of the requesting Party
to such authorities of the requested Party. In any such cases, a copy shall be sent at
the same time to the central authority of the requested Party through the central
authority of the requesting Party.

b. Anyrequest or communication under this paragraph may be made through
the International Criminal Police Organisation (Interpol).

c. Where arequest is made pursuant to sub-paragraph a. of this article and the
authority is not competent to deal with the request, it shall refer the request
to the competent national authority and inform directly the requesting Party
that it has done so.

d. Requests or communications made under this paragraph that do not involve
coercive action may be directly transmitted by the competent authorities of
the requesting Party to the competent authorities of the requested Party.
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e. Each Party may, at the time of signature or when depositing its instrument
of ratification, acceptance, approval or accession, inform the Secretary General
of the Council of Europe that, for reasons of efficiency, requests made under
this paragraph are to be addressed to its central authority.

Article 28 - Confidentiality and limitation on use

1. When there is no mutual assistance treaty or arrangement on the basis of uni-
form or reciprocal legislation in force between the requesting and the requested
Parties, the provisions of this article shall apply. The provisions of this article shall
not apply where such treaty, arrangement or legislation exists, unless the Parties
concerned agree to apply any or all of the remainder of this article in lieu thereof.

2. Therequested Party may make the supply of information or material in response
to a request dependent on the condition that it is:

a. kept confidential where the request for mutual legal assistance could not
be complied with in the absence of such condition, or

b. not used for investigations or proceedings other than those stated in the
request.

3. Ifthe requesting Party cannot comply with a condition referred to in paragraph
2, it shall promptly inform the other Party, which shall then determine whether the
information should nevertheless be provided. When the requesting Party accepts
the condition, it shall be bound by it.

4.  Any Party that supplies information or material subject to a condition referred
to in paragraph 2 may require the other Party to explain, in relation to that condition,
the use made of such information or material.

Section 2 - Specific provisions

Title 1 — Mutual assistance regarding provisional measures

Article 29 - Expedited preservation of stored computer data

1. AParty may request another Party to order or otherwise obtain the expeditious
preservation of data stored by means of a computer system, located within the ter-
ritory of that other Party and in respect of which the requesting Party intends to
submit a request for mutual assistance for the search or similar access, seizure or
similar securing, or disclosure of the data.

2. Arequest for preservation made under paragraph 1 shall specify:
a. the authority seeking the preservation;

b. the offence that is the subject of a criminal investigation or proceedings
and a brief summary of the related facts;

¢. thestored computer data to be preserved and its relationship to the offence;

d. anyavailable information identifying the custodian of the stored computer
data or the location of the computer system;
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e. the necessity of the preservation; and

f. that the Party intends to submit a request for mutual assistance for the
search or similar access, seizure or similar securing, or disclosure of the stored
computer data.

3. Upon receiving the request from another Party, the requested Party shall take
all appropriate measures to preserve expeditiously the specified data in accordance
with its domestic law. For the purposes of responding to a request, dual criminality
shall not be required as a condition to providing such preservation.

4.  AParty that requires dual criminality as a condition for responding to a request
for mutual assistance for the search or similar access, seizure or similar securing, or
disclosure of stored data may, in respect of offences other than those established
in accordance with Articles 2 through 11 of this Convention, reserve the right to
refuse the request for preservation under this article in cases where it has reasons
to believe that at the time of disclosure the condition of dual criminality cannot be
fulfilled.

5. Inaddition, a request for preservation may only be refused if:

a. the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence, or

b. the requested Party considers that execution of the request is likely to
prejudice its sovereignty, security, ordre public or other essential interests.

6. Where the requested Party believes that preservation will not ensure the future
availability of the data or will threaten the confidentiality of or otherwise prejudice
the requesting Party’s investigation, it shall promptly so inform the requesting Party,
which shall then determine whether the request should nevertheless be executed.

7. Any preservation effected in response to the request referred to in paragraph
1 shall be for a period not less than sixty days, in order to enable the requesting Party
to submit a request for the search or similar access, seizure or similar securing, or
disclosure of the data. Following the receipt of such a request, the data shall continue
to be preserved pending a decision on that request.

Article 30 - Expedited disclosure of preserved traffic data

1. Where, in the course of the execution of a request made pursuant to Article 29
to preserve traffic data concerning a specific communication, the requested Party
discovers that a service provider in another State was involved in the transmission
of the communication, the requested Party shall expeditiously disclose to the
requesting Party a sufficient amount of traffic data to identify that service provider
and the path through which the communication was transmitted.

2. Disclosure of traffic data under paragraph 1 may only be withheld if:

a. the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence; or
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b. the requested Party considers that execution of the request is likely to
prejudice its sovereignty, security, ordre public or other essential interests.

Title 2 - Mutual assistance regarding investigative powers

Article 31 - Mutual assistance regarding accessing of stored
computer data

1. AParty may request another Party to search or similarly access, seize or similarly
secure, and disclose data stored by means of a computer system located within the
territory of the requested Party, including data that has been preserved pursuant
to Article 29.

2. The requested Party shall respond to the request through the application of
international instruments, arrangements and laws referred to in Article 23, and in
accordance with other relevant provisions of this chapter.

3. Therequest shall be responded to on an expedited basis where:

a. thereare grounds to believe that relevant data is particularly vulnerable to
loss or modification; or

b. theinstruments, arrangements and laws referred to in paragraph 2 otherwise
provide for expedited co-operation.

Article 32 - Trans-border access to stored computer data with
consent or where publicly available

A Party may, without the authorisation of another Party:

a. access publicly available (open source) stored computer data, regardless
of where the data is located geographically; or

b. access or receive, through a computer system in its territory, stored com-
puter data located in another Party, if the Party obtains the lawful and voluntary
consent of the person who has the lawful authority to disclose the data to the
Party through that computer system.

Article 33 — Mutual assistance in the real-time collection of
traffic data

1. The Parties shall provide mutual assistance to each other in the real-time col-
lection of traffic data associated with specified communications in their territory
transmitted by means of a computer system. Subject to the provisions of paragraph
2, this assistance shall be governed by the conditions and procedures provided for
under domestic law.

2. Each Party shall provide such assistance at least with respect to criminal offences
for which real-time collection of traffic data would be available in a similar domestic
case.
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Article 34 - Mutual assistance regarding the interception of
content data

The Parties shall provide mutual assistance to each other in the real-time collection
or recording of content data of specified communications transmitted by means of
a computer system to the extent permitted under their applicable treaties and
domestic laws.

Title 3 — 24/7 Network

Article 35 - 24/7 Network

1. Each Party shall designate a point of contact available on a twenty-four hour,
seven-day-a-week basis, in order to ensure the provision of immediate assistance
for the purpose of investigations or proceedings concerning criminal offences related
to computer systems and data, or for the collection of evidence in electronic form
of a criminal offence. Such assistance shall include facilitating, or, if permitted by its
domestic law and practice, directly carrying out the following measures:

a. the provision of technical advice;
b. the preservation of data pursuant to Articles 29 and 30;

c. the collection of evidence, the provision of legal information, and locating
of suspects.

2.a. A Party’s point of contact shall have the capacity to carry out communications
with the point of contact of another Party on an expedited basis.

b. If the point of contact designated by a Party is not part of that Party’s
authority or authorities responsible for international mutual assistance or
extradition, the point of contact shall ensure that it is able to co-ordinate with
such authority or authorities on an expedited basis.

3. Each Party shall ensure that trained and equipped personnel are available, in
order to facilitate the operation of the network.

Chapter IV - Final provisions

Article 36 - Signature and entry into force

1. This Convention shall be open for signature by the member States of the Council
of Europe and by non-member States which have participated in its elaboration.

2. This Convention is subject to ratification, acceptance or approval. Instruments
of ratification, acceptance or approval shall be deposited with the Secretary General
of the Council of Europe.

3. This Convention shall enter into force on the first day of the month following
the expiration of a period of three months after the date on which five States, includ-
ing at least three member States of the Council of Europe, have expressed their
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consent to be bound by the Convention in accordance with the provisions of para-
graphs 1 and 2.

4. Inrespect of any signatory State which subsequently expresses its consent to
be bound by it, the Convention shall enter into force on the first day of the month
following the expiration of a period of three months after the date of the expression
of its consent to be bound by the Convention in accordance with the provisions of
paragraphs 1 and 2.

Article 37 - Accession to the Convention

1. Afterthe entry into force of this Convention, the Committee of Ministers of the
Council of Europe, after consulting with and obtaining the unanimous consent of
the Contracting States to the Convention, may invite any State which is not a mem-
ber of the Council and which has not participated in its elaboration to accede to this
Convention. The decision shall be taken by the majority provided for in Article 20.d.
of the Statute of the Council of Europe and by the unanimous vote of the repre-
sentatives of the Contracting States entitled to sit on the Committee of Ministers.

2. Inrespect of any State acceding to the Convention under paragraph 1 above,
the Convention shall enter into force on the first day of the month following the
expiration of a period of three months after the date of deposit of the instrument
of accession with the Secretary General of the Council of Europe.

Article 38 - Territorial application

1. Any State may, at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, specify the territory or territories to
which this Convention shall apply.

2. Any State may, at any later date, by a declaration addressed to the Secretary
General of the Council of Europe, extend the application of this Convention to any
other territory specified in the declaration. In respect of such territory the Convention
shall enter into force on the first day of the month following the expiration of a period
of three months after the date of receipt of the declaration by the Secretary General.

3. Any declaration made under the two preceding paragraphs may, in respect of
any territory specified in such declaration, be withdrawn by a notification addressed
to the Secretary General of the Council of Europe. The withdrawal shall become
effective on the first day of the month following the expiration of a period of three
months after the date of receipt of such notification by the Secretary General.

Article 39 - Effects of the Convention

1. The purpose of the present Convention is to supplement applicable multilateral
or bilateral treaties or arrangements as between the Parties, including the provisions
of:

— the European Convention on Extradition, opened for signature in Paris, on
13 December 1957 (ETS No. 24);
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- the European Convention on Mutual Assistance in Criminal Matters, opened
for signature in Strasbourg, on 20 April 1959 (ETS No. 30);

- the Additional Protocol to the European Convention on Mutual Assistance
in Criminal Matters, opened for signature in Strasbourg, on 17 March 1978
(ETS No. 99).

2. If two or more Parties have already concluded an agreement or treaty on the
matters dealt with in this Convention or have otherwise established their relations
on such matters, or should they in future do so, they shall also be entitled to apply
that agreement or treaty or to regulate those relations accordingly. However, where
Parties establish their relations in respect of the matters dealt with in the present
Convention other than as regulated therein, they shall do so in a manner that is not
inconsistent with the Convention’s objectives and principles.

3. Nothingin this Convention shall affect other rights, restrictions, obligations and
responsibilities of a Party.

Article 40 - Declarations

By a written notification addressed to the Secretary General of the Council of Europe,
any State may, at the time of signature or when depositing its instrument of ratifica-
tion, acceptance, approval or accession, declare that it avails itself of the possibility
of requiring additional elements as provided for under Articles 2, 3, 6 paragraph 1.b,
7,9 paragraph 3, and 27, paragraph 9.e.

Article 41 - Federal clause

1. Afederal State may reserve the right to assume obligations under Chapter Il of
this Convention consistent with its fundamental principles governing the relationship
between its central government and constituent States or other similar territorial
entities provided that it is still able to co-operate under Chapter lll.

2. When making a reservation under paragraph 1, a federal State may not apply
the terms of such reservation to exclude or substantially diminish its obligations to
provide for measures set forth in Chapter Il. Overall, it shall provide for a broad and
effective law enforcement capability with respect to those measures.

3. Withregard to the provisions of this Convention, the application of which comes
under the jurisdiction of constituent States or other similar territorial entities, that
are not obliged by the constitutional system of the federation to take legislative
measures, the federal government shall inform the competent authorities of such
States of the said provisions with its favourable opinion, encouraging them to take
appropriate action to give them effect.

Article 42 - Reservations

By a written notification addressed to the Secretary General of the Council of Europe,
any State may, at the time of signature or when depositing its instrument of ratifica-
tion, acceptance, approval or accession, declare that it avails itself of the reservation(s)
provided for in Article 4, paragraph 2, Article 6, paragraph 3, Article 9, paragraph 4,
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Article 10, paragraph 3, Article 11, paragraph 3, Article 14, paragraph 3, Article 22,
paragraph 2, Article 29, paragraph 4, and Article 41, paragraph 1. No other reserva-
tion may be made.

Article 43 - Status and withdrawal of reservations

1. AParty that has made a reservation in accordance with Article 42 may wholly
or partially withdraw it by means of a notification addressed to the Secretary General
of the Council of Europe. Such withdrawal shall take effect on the date of receipt of
such notification by the Secretary General. If the notification states that the with-
drawal of a reservation is to take effect on a date specified therein, and such date is
later than the date on which the notification is received by the Secretary General,
the withdrawal shall take effect on such a later date.

2. AParty that has made a reservation as referred to in Article 42 shall withdraw
such reservation, in whole or in part, as soon as circumstances so permit.

3. The Secretary General of the Council of Europe may periodically enquire with
Parties that have made one or more reservations as referred to in Article 42 as to the
prospects for withdrawing such reservation(s).

Article 44 - Amendments

1. Amendments to this Convention may be proposed by any Party, and shall be
communicated by the Secretary General of the Council of Europe to the member
States of the Council of Europe, to the non-member States which have participated
in the elaboration of this Convention as well as to any State which has acceded to,
or has been invited to accede to, this Convention in accordance with the provisions
of Article 37.

2. Any amendment proposed by a Party shall be communicated to the European
Committee on Crime Problems (CDPC), which shall submit to the Committee of
Ministers its opinion on that proposed amendment.

3. The Committee of Ministers shall consider the proposed amendment and the
opinion submitted by the CDPC and, following consultation with the non-member
States Parties to this Convention, may adopt the amendment.

4. Thetext of any amendment adopted by the Committee of Ministers in accord-
ance with paragraph 3 of this article shall be forwarded to the Parties for acceptance.

5. Any amendment adopted in accordance with paragraph 3 of this article shall
come into force on the thirtieth day after all Parties have informed the Secretary
General of their acceptance thereof.

Article 45 - Settlement of disputes

1. The European Committee on Crime Problems (CDPC) shall be kept informed
regarding the interpretation and application of this Convention.

2. In case of a dispute between Parties as to the interpretation or application of
this Convention, they shall seek a settlement of the dispute through negotiation or
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any other peaceful means of their choice, including submission of the dispute to
the CDPC, to an arbitral tribunal whose decisions shall be binding upon the Parties,
or to the International Court of Justice, as agreed upon by the Parties concerned.

Article 46 - Consultations of the Parties
1. The Parties shall, as appropriate, consult periodically with a view to facilitating:

a. the effective use and implementation of this Convention, including the
identification of any problems thereof, as well as the effects of any declaration
or reservation made under this Convention;

b. the exchange of information on significant legal, policy or technological
developments pertaining to cybercrime and the collection of evidence in
electronic form;

¢. consideration of possible supplementation oramendment of the Convention.

2. The European Committee on Crime Problems (CDPC) shall be kept periodically
informed regarding the result of consultations referred to in paragraph 1.

3. The CDPC shall, as appropriate, facilitate the consultations referred to in para-
graph 1 and take the measures necessary to assist the Parties in their efforts to
supplement or amend the Convention. At the latest three years after the present
Convention enters into force, the European Committee on Crime Problems (CDPC)
shall, in co-operation with the Parties, conduct a review of all of the Convention'’s
provisions and, if necessary, recommend any appropriate amendments.

4. Except where assumed by the Council of Europe, expenses incurred in carrying
out the provisions of paragraph 1 shall be borne by the Parties in the manner to be
determined by them.

5. The Parties shall be assisted by the Secretariat of the Council of Europe in car-
rying out their functions pursuant to this article.

Article 47 - Denunciation

1. Any Party may, at any time, denounce this Convention by means of a notifica-
tion addressed to the Secretary General of the Council of Europe.

2. Suchdenunciation shall become effective on the first day of the month follow-
ing the expiration of a period of three months after the date of receipt of the noti-
fication by the Secretary General.

Article 48 - Notification

The Secretary General of the Council of Europe shall notify the member States of
the Council of Europe, the non-member States which have participated in the
elaboration of this Convention as well as any State which has acceded to, or has
been invited to accede to, this Convention of:

a. any signature;
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b. the deposit of any instrument of ratification, acceptance, approval or
accession;

c. any date of entry into force of this Convention in accordance with Articles
36 and 37;

d. any declaration made under Article 40 or reservation made in accordance
with Article 42;

e. any other act, notification or communication relating to this Convention.

In witness whereof the undersigned, being duly authorised thereto, have signed
this Convention.

Done at Budapest, this 23rd day of November 2001, in English and in French, both
texts being equally authentic, in a single copy which shall be deposited in the
archives of the Council of Europe. The Secretary General of the Council of Europe
shall transmit certified copies to each member State of the Council of Europe, to the
non-member States which have participated in the elaboration of this Convention,
and to any State invited to accede to it.
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4. Explanatory Report
to the Convention
on Cybercrime

I.  The Convention and its Explanatory Report have been adopted by the
Committee of Ministers of the Council of Europe at its 109th Session (8 November
2001) and the Convention has been opened for signature in Budapest, on 23
November 2001, on the issue of the International Conference on Cyber-crime.

Il.  Thetext of this explanatory report does not constitute an instrument providing
an authoritative interpretation of the Convention, although it might be of such a
nature as to facilitate the application of the provisions contained therein.

I. Introduction

1. Therevolution in information technologies has changed society fundamentally
and will probably continue to do so in the foreseeable future. Many tasks have
become easier to handle. Where originally only some specific sectors of society had
rationalised their working procedures with the help of information technology, now
hardly any sector of society has remained unaffected. Information technology has
in one way or the other pervaded almost every aspect of human activities.

2. Aconspicuous feature of information technology is the impact it has had and will
have on the evolution of telecommunications technology. Classical telephony, involv-
ing the transmission of human voice, has been overtaken by the exchange of vast
amounts of data, comprising voice, text, music and static and moving pictures. This
exchange no longer occurs only between human beings, but also between human
beings and computers, and between computers themselves. Circuit-switched con-
nections have been replaced by packet-switched networks. It is no longer relevant
whether a direct connection can be established; it suffices that data is entered into
a network with a destination address or made available for anyone who wants to
access it.

3. The pervasive use of electronic mail and the accessing through the Internet of
numerous web sites are examples of these developments. They have changed our
society profoundly.

4. The ease of accessibility and searchability of information contained in computer
systems, combined with the practically unlimited possibilities for its exchange and
dissemination, regardless of geographical distances, has lead to an explosive growth
in the amount of information available and the knowledge that can be drawn there
from.

5. These developments have given rise to an unprecedented economic and social
changes, but they also have a dark side: the emergence of new types of crime as
well as the commission of traditional crimes by means of new technologies. Moreover,
the consequences of criminal behaviour can be more far-reaching than before
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because they are not restricted by geographical limitations or national boundaries.
The recent spread of detrimental computer viruses all over the world has provided
proof of this reality. Technical measures to protect computer systems need to be
implemented concomitantly with legal measures to prevent and deter criminal
behaviour.

6. Thenew technologies challenge existing legal concepts. Information and com-
munications flow more easily around the world. Borders are no longer boundaries
to this flow. Criminals are increasingly located in places other than where their acts
produce their effects. However, domestic laws are generally confined to a specific
territory. Thus solutions to the problems posed must be addressed by international
law, necessitating the adoption of adequate international legal instruments. The
present Convention aims to meet this challenge, with due respect to human rights
in the new Information Society.

Il. The preparatory work

7. By decision CDPC/103/211196, the European Committee on Crime Problems
(CDPC) decided in November 1996 to set up a committee of experts to deal with
cyber-crime. The CDPC based its decision on the following rationale:

8. “The fast developments in the field of information technology have a direct
bearing on all sections of modern society. The integration of telecommunication
and information systems, enabling the storage and transmission, regardless of dis-
tance, of all kinds of communication opens a whole range of new possibilities. These
developments were boosted by the emergence of information super-highways and
networks, including the Internet, through which virtually anybody will be able to
have access to any electronic information service irrespective of where in the world
he is located. By connecting to communication and information services users cre-
ate a kind of common space, called “cyber-space”, which is used for legitimate pur-
poses but may also be the subject of misuse. These “cyber-space offences” are either
committed against the integrity, availability, and confidentiality of computer systems
and telecommunication networks or they consist of the use of such networks of
their services to commit traditional offences. The transborder character of such
offences, e.g. when committed through the Internet, is in conflict with the territori-
ality of national law enforcement authorities.

9. The criminal law must therefore keep abreast of these technological develop-
ments which offer highly sophisticated opportunities for misusing facilities of the
cyber-space and causing damage to legitimate interests. Given the cross-border
nature of information networks, a concerted international effort is needed to deal
with such misuse. Whilst Recommendation No. (89) 9 resulted in the approximation
of national concepts regarding certain forms of computer misuse, only a binding
international instrument can ensure the necessary efficiency in the fight against
these new phenomena. In the framework of such an instrument, in addition to meas-
ures of international co-operation, questions of substantive and procedural law, as
well as matters that are closely connected with the use of information technology,
should be addressed.”
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10. In addition, the CDPC took into account the Report, prepared - at its request
- by Professor H.W.K. Kaspersen, which concluded that“ ... it should be looked to
another legal instrument with more engagement than a Recommendation, such as
a Convention. Such a Convention should not only deal with criminal substantive law
matters, but also with criminal procedural questions as well as with international
criminal law procedures and agreements.”" A similar conclusion emerged already
from the Report attached to Recommendation N° R (89) 92 concerning substantive
law and from Recommendation N°R (95) 133 concerning problems of procedural
law connected with information technology.

11.

vi.

The new committee’s specific terms of reference were as follows:

“Examine, in the light of Recommendations N° R (89) 9 on comput-
er-related crime and N° R (95) 13 concerning problems of criminal
procedural law connected with information technology, in particular
the following subjects:

cyber-space offences, in particular those committed through the use
of telecommunication networks, e.g. the Internet, such as illegal mon-
ey transactions, offering illegal services, violation of copyright, as well
as those which violate human dignity and the protection of minors;
other substantive criminal law issues where a common approach may
be necessary for the purposes of international co-operation such as
definitions, sanctions and responsibility of the actors in cyber-space,
including Internet service providers;

the use, including the possibility of transborder use, and the appli-
cability of coercive powers in a technological environment, e.g. in-
terception of telecommunications and electronic surveillance of
information networks, e.g. via the Internet, search and seizure in in-
formation-processing systems (including Internet sites), rendering il-
legal material inaccessible and requiring service providers to comply
with special obligations, taking into account the problems caused by
particular measures of information security, e.g. encryption;

the question of jurisdiction in relation to information technology of-
fences, e.g. to determine the place where the offence was committed
(locus delicti) and which law should accordingly apply, including the
problem of ne bis idem in the case of multiple jurisdictions and the
question how to solve positive jurisdiction conflicts and how to avoid
negative jurisdiction conflicts;

questions of international co-operation in the investigation of cy-
ber-space offences, in close co-operation with the Committee of Ex-
perts on the Operation of European Conventions in the Penal Field
(PC-0Q).

The Committee should draft a binding legal instrument, as far as possible, on the
items i) — v), with particular emphasis on international questions and, if appropriate,

1.

2.
3.

Implementation of Recommendation N° R (89) 9 on computer-related crime, Report prepared by
Professor Dr. H.W.K. Kaspersen (document CDPC (97) 5 and PC-CY (97) 5, page 106).

See Computer-related crime, Report by the European Committee on Crime Problems, page 86.

See Problems of criminal procedural law connected with information technology, Recommendation
N°R (95) 13, principle n° 17.
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accessory recommendations regarding specific issues. The Committee may make
suggestions on other issues in the light of technological developments.”

12. Further to the CDPC’s decision, the Committee of Ministers set up the new
committee, called “the Committee of Experts on Crime in Cyber-space (PC-CY)" by
decision n° CM/Del/Dec(97)583, taken at the 583rd meeting of the Ministers” Deputies
(held on 4 February 1997). The Committee PC-CY started its work in April 1997 and
undertook negotiations on a draft international convention on cyber-crime. Under
its original terms of reference, the Committee was due to finish its work by 31
December 1999. Since by that time the Committee was not yet in a position to fully
conclude its negotiations on certain issues in the draft Convention, its terms of
reference were extended by decision n° CM/Del/Dec(99)679 of the Ministers' Deputies
until 31 December 2000. The European Ministers of Justice expressed their support
twice concerning the negotiations: by Resolution N° 1, adopted at their 21st
Conference (Prague, June 1997), which recommended the Committee of Ministers
to support the work carried out by the CDPC on cyber-crime in order to bring
domestic criminal law provisions closer to each other and enable the use of effective
means of investigation concerning such offences, as well as by Resolution N° 3,
adopted at the 23rd Conference of the European Ministers of Justice (London, June
2000), which encouraged the negotiating parties to pursue their efforts with a view
to finding appropriate solutions so as to enable the largest possible number of States
to become parties to the Convention and acknowledged the need for a swift and
efficient system of international co-operation, which duly takes into account the
specific requirements of the fight against cyber-crime. The member States of the
European Union expressed their support to the work of the PC-CY through a Joint
Position, adopted in May 1999.

13. Between April 1997 and December 2000, the Committee PC-CY held 10 meet-
ings in plenary and 15 meetings of its open-ended Drafting Group. Following the
expiry of its extended terms of reference, the experts held, under the aegis of the
CDPC, three more meetings to finalise the draft Explanatory Memorandum and
review the draft Convention in the light of the opinion of the Parliamentary Assembly.
The Assembly was requested by the Committee of Ministers in October 2000 to give
an opinion on the draft Convention, which it adopted at the 2nd part of its plenary
session in April 2001.

14. Following a decision taken by the Committee PC-CY, an early version of the
draft Convention was declassified and released in April 2000, followed by subsequent
drafts released after each plenary meeting, in order to enable the negotiating States
to consult with all interested parties. This consultation process proved useful.

15. The revised and finalised draft Convention and its Explanatory Memorandum
were submitted for approval to the CDPC at its 50th plenary session in June 2001,
following which the text of the draft Convention was submitted to the Committee
of Ministers for adoption and opening for signature.

lll. The Convention

16. The Convention aims principally at (1) harmonising the domestic criminal
substantive law elements of offences and connected provisions in the area of cyber-
crime (2) providing for domestic criminal procedural law powers necessary for the
investigation and prosecution of such offences as well as other offences committed
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by means of a computer system or evidence in relation to which is in electronic form
(3) setting up a fast and effective regime of international co-operation.

17. The Convention, accordingly, contains four chapters: (I) Use of terms; (Il) Measures
to be taken at domestic level - substantive law and procedural law; (lll) International
co-operation; (IV) Final clauses.

18. Section 1 of Chapter Il (substantive law issues) covers both criminalisation
provisions and other connected provisions in the area of computer- or computer-
related crime: it first defines 9 offences grouped in 4 different categories, then deals
with ancillary liability and sanctions. The following offences are defined by the
Convention:illegal access, illegal interception, data interference, system interference,
misuse of devices, computer-related forgery, computer-related fraud, offences
related to child pornography and offences related to copyright and neighbouring
rights.

19. Section 2 of Chapter Il (procedural law issues) - the scope of which goes beyond
the offences defined in Section 1 in that it applies to any offence committed by means
of a computer system or the evidence of which is in electronic form — determines first
the common conditions and safeguards, applicable to all procedural powers in this
Chapter. It then sets out the following procedural powers: expedited preservation of
stored data; expedited preservation and partial disclosure of traffic data; production
order; search and seizure of computer data; real-time collection of traffic data; inter-
ception of content data. Chapter Il ends with the jurisdiction provisions.

20. Chapterlll contains the provisions concerning traditional and computer crime-
related mutual assistance as well as extradition rules. It covers traditional mutual
assistance in two situations: where no legal basis (treaty, reciprocal legislation, etc.)
exists between parties - in which case its provisions apply - and where such a basis
exists — in which case the existing arrangements also apply to assistance under this
Convention. Computer- or computer-related crime specific assistance applies to
both situations and covers, subject to extra-conditions, the same range of procedural
powers as defined in Chapter Il. In addition, Chapter Il contains a provision on a
specific type of transborder access to stored computer data which does not require
mutual assistance (with consent or where publicly available) and provides for the
setting up of a 24/7 network for ensuring speedy assistance among the Parties.

21. Finally, Chapter IV contains the final clauses, which — with certain exceptions
- repeat the standard provisions in Council of Europe treaties.

Commentary on the articles of the Convention

Chapter | - Use of terms

Introduction to the definitions at Article 1

22. Itwasunderstood by the drafters that under this Convention Parties would not
be obliged to copy verbatim into their domestic laws the four concepts defined in
Article 1, provided that these laws cover such concepts in a manner consistent with
the principles of the Convention and offer an equivalent framework for its imple-
mentation.
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Article 1 (a) - Computer system

23. A computer system under the Convention is a device consisting of hardware
and software developed for automatic processing of digital data. It may include
input, output, and storage facilities. It may stand alone or be connected in a network
with other similar devices “Automatic” means without direct human intervention,
“processing of data” means that data in the computer system is operated by execut-
ing a computer program. A “computer program”is a set of instructions that can be
executed by the computer to achieve the intended result. A computer can run dif-
ferent programs. A computer system usually consists of different devices, to be
distinguished as the processor or central processing unit, and peripherals. A“periph-
eral”is a device that performs certain specific functions in interaction with the
processing unit, such as a printer, video screen, CD reader/writer or other storage
device.

24. A networkis an interconnection between two or more computer systems. The
connections may be earthbound (e.g., wire or cable), wireless (e.g., radio, infrared,
or satellite), or both. A network may be geographically limited to a small area (local
area networks) or may span a large area (wide area networks), and such networks
may themselves be interconnected. The Internet is a global network consisting of
many interconnected networks, all using the same protocols. Other types of networks
exist, whether or not connected to the Internet, able to communicate computer
data among computer systems. Computer systems may be connected to the network
as endpoints or as a means to assist in communication on the network. What is
essential is that data is exchanged over the network.

Article 1 (b) - Computer data

25. The definition of computer data builds upon the ISO-definition of data. This
definition contains the terms “suitable for processing”. This means that data is put
in such a form that it can be directly processed by the computer system. In order to
make clear that data in this Convention has to be understood as data in electronic
or other directly processable form, the notion “computer data” is introduced.
Computer data that is automatically processed may be the target of one of the
criminal offences defined in this Convention as well as the object of the application
of one of the investigative measures defined by this Convention.

Article 1 (c) - Service provider

26. Theterm“service provider”encompasses a broad category of persons that play
a particular role with regard to communication or processing of data on computer
systems (cf. also comments on Section 2). Under (i) of the definition, it is made clear
that both public and private entities which provide users the ability to communicate
with one another are covered. Therefore, it is irrelevant whether the users form a
closed group or whether the provider offers its services to the public, whether free
of charge or for a fee. The closed group can be e.g. the employees of a private enter-
prise to whom the service is offered by a corporate network.
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27. Under (ii) of the definition, it is made clear that the term “service provider”also
extends to those entities that store or otherwise process data on behalf of the per-
sons mentioned under (i). Further, the term includes those entities that store or
otherwise process data on behalf of the users of the services of those mentioned
under (i). For example, under this definition, a service provider includes both services
that provide hosting and caching services as well as services that provide a connec-
tion to a network. However, a mere provider of content (such as a person who
contracts with a web hosting company to host his web site) is not intended to be
covered by this definition if such content provider does not also offer communica-
tion or related data processing services.

Article 1 (d) - Traffic data

28. For the purposes of this Convention traffic data as defined in article 1, under
subparagraph d., is a category of computer data that is subject to a specific legal
regime. This data is generated by computers in the chain of communication in order
to route a communication from its origin to its destination. It is therefore auxiliary
to the communication itself.

29. In case of an investigation of a criminal offence committed in relation to a
computer system, traffic data is needed to trace the source of a communication as
a starting point for collecting further evidence or as part of the evidence of the
offence. Traffic data might last only ephemerally, which makes it necessary to order
its expeditious preservation. Consequently, its rapid disclosure may be necessary to
discern the communication’s route in order to collect further evidence before it is
deleted or to identify a suspect. The ordinary procedure for the collection and dis-
closure of computer data might therefore be insufficient. Moreover, the collection
of this data is regarded in principle to be less intrusive since as such it doesn’t reveal
the content of the communication which is regarded to be more sensitive.

30. The definition lists exhaustively the categories of traffic data that are treated
by a specific regime in this Convention: the origin of a communication, its destina-
tion, route, time (GMT), date, size, duration and type of underlying service. Not all
of these categories will always be technically available, capable of being produced
by a service provider, or necessary for a particular criminal investigation. The “origin”
refers to a telephone number, Internet Protocol (IP) address, or similar identifica-
tion of a communications facility to which a service provider renders services. The
“destination”refers to a comparable indication of a communications facility to which
communications are transmitted. The term “type of underlying service”refers to the
type of service that is being used within the network, e.g., file transfer, electronic
mail, or instant messaging.

31. The definition leaves to national legislatures the ability to introduce differen-
tiation in the legal protection of traffic data in accordance with its sensitivity. In this
context, Article 15 obliges the Parties to provide for conditions and safeguards that
are adequate for protection of human rights and liberties. This implies, inter alia,
that the substantive criteria and the procedure to apply an investigative power may
vary according to the sensitivity of the data.
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Chapter Il - Measures to be taken at the national level

32. Chapter Il (Articles 2 - 22) contains three sections: substantive criminal law
(Articles 2 — 13), procedural law (Articles 14 - 21) and jurisdiction (Article 22).

Section 1 - Substantive criminal law

33. The purpose of Section 1 of the Convention (Articles 2 — 13) is to improve the
means to prevent and suppress computer or computer-related crime by establishing
a common minimum standard of relevant offences. This kind of harmonisation
alleviates the fight against such crimes on the national and on the international level
as well. Correspondence in domestic law may prevent abuses from being shifted to
a Party with a previous lower standard. As a consequence, the exchange of useful
common experiences in the practical handling of cases may be enhanced, too.
International co-operation (esp. extradition and mutual legal assistance) is facilitated
e.g. regarding requirements of double criminality.

34. The list of offences included represents a minimum consensus not excluding
extensions in domestic law. To a great extent it is based on the guidelines devel-
oped in connection with Recommendation No. R (89) 9 of the Council of Europe on
computer-related crime and on the work of other public and private international
organisations (OECD, UN, AIDP), but taking into account more modern experiences
with abuses of expanding telecommunication networks.

35. Thesectionis divided into five titles. Title 1 includes the core of computer-related
offences, offences against the confidentiality, integrity and availability of computer
data and systems, representing the basic threats, as identified in the discussions on
computer and data security to which electronic data processing and communicat-
ing systems are exposed. The heading describes the type of crimes which are covered,
that is the unauthorised access to and illicit tampering with systems, programmes
or data. Titles 2 — 4 include other types of “computer-related offences’, which play a
greater role in practice and where computer and telecommunication systems are
used as a means to attack certain legal interests which mostly are protected already
by criminal law against attacks using traditional means. The Title 2 offences (com-
puter-related fraud and forgery) have been added by following suggestions in the
guidelines of the Council of Europe Recommendation No. R (89) 9.Title 3 covers the
“content-related offences of unlawful production or distribution of child pornogra-
phy by use of computer systems” as one of the most dangerous modi operandi in
recent times. The committee drafting the Convention discussed the possibility of
including other content-related offences, such as the distribution of racist propa-
ganda through computer systems. However, the committee was not in a position
to reach consensus on the criminalisation of such conduct. While there was signifi-
cant support in favour of including this as a criminal offence, some delegations
expressed strong concern about including such a provision on freedom of expression
grounds. Noting the complexity of the issue, it was decided that the committee
would refer to the European Committee on Crime Problems (CDPC) the issue of
drawing up an additional Protocol to the present Convention.
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Title 4 sets out “offences related to infringements of copyright and related rights”.
This was included in the Convention because copyright infringements are one of
the most widespread forms of computer- or computer-related crime and its escala-
tion is causing international concern. Finally, Title 5 includes additional provisions
on attempt, aiding and abetting and sanctions and measures, and, in compliance
with recent international instruments, on corporate liability.

36. Although the substantive law provisions relate to offences using information
technology, the Convention uses technology-neutral language so that the substan-
tive criminal law offences may be applied to both current and future
technologies involved.

37. The drafters of the Convention understood that Parties may exclude petty or
insignificant misconduct from implementation of the offences defined in Articles
2-10.

38. A specificity of the offences included is the express requirement that the con-
ductinvolved is done“without right”. It reflects the insight that the conduct described
is not always punishable per se, but may be legal or justified not only in cases where
classical legal defences are applicable, like consent, self defence or necessity, but
where other principles or interests lead to the exclusion of criminal liability. The
expression “without right” derives its meaning from the context in which it is used.
Thus, without restricting how Parties may implement the concept in their domestic
law, it may refer to conduct undertaken without authority (whether legislative,
executive, administrative, judicial, contractual or consensual) or conduct that is
otherwise not covered by established legal defences, excuses, justifications or rel-
evant principles under domestic law. The Convention, therefore, leaves unaffected
conduct undertaken pursuant to lawful government authority (for example, where
the Party’s government acts to maintain public order, protect national security or
investigate criminal offences). Furthermore, legitimate and common activities inher-
ent in the design of networks, or legitimate and common operating or commercial
practices should not be criminalised. Specific examples of such exceptions from
criminalisation are provided in relation to specific offences in the corresponding
text of the Explanatory Memorandum below. It is left to the Parties to determine
how such exemptions are implemented within their domestic legal systems (under
criminal law or otherwise).

39. Allthe offences contained in the Convention must be committed“intentionally”
for criminal liability to apply. In certain cases an additional specific intentional ele-
ment forms part of the offence. For instance, in Article 8 on computer-related fraud,
the intent to procure an economic benefit is a constituent element of the offence.
The drafters of the Convention agreed that the exact meaning of “intentionally”
should be left to national interpretation.

40. Certain articles in the section allow the addition of qualifying circumstances
when implementing the Convention in domestic law. In other instances even the
possibility of a reservation is granted (cf. Articles 40 and 42). These different ways of
a more restrictive approach in criminalisation reflect different assessments of the
dangerousness of the behaviour involved or of the need to use criminal law as a
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countermeasure. This approach provides flexibility to governments and parliaments
in determining their criminal policy in this area.

41. Laws establishing these offences should be drafted with as much clarity and
specificity as possible, in order to provide adequate foreseeability of the type of
conduct that will result in a criminal sanction.

42. In the course of the drafting process, the drafters considered the advisability
of criminalising conduct other than those defined at Articles 2 - 11, including the
so-called cyber-squatting, i.e. the fact of registering a domain-name which is iden-
tical either to the name of an entity that already exists and is usually well-known or
to the trade-name or trademark of a product or company. Cyber-squatters have no
intent to make an active use of the domain-name and seek to obtain a financial
advantage by forcing the entity concerned, even though indirectly, to pay for the
transfer of the ownership over the domain-name. At present this conduct is consid-
ered as a trademark-related issue. As trademark violations are not governed by this
Convention, the drafters did not consider it appropriate to deal with the issue of
criminalisation of such conduct.

Title 1 — Offences against the confidentiality, integrity and availability
of computer data and systems

43. The criminal offences defined under (Articles 2-6) are intended to protect the
confidentiality, integrity and availability of computer systems or data and not to
criminalise legitimate and common activities inherent in the design of networks,
or legitimate and common operating or commercial practices.

lllegal access (Article 2)

44, "lllegal access” covers the basic offence of dangerous threats to and attacks
against the security (i.e. the confidentiality, integrity and availability) of computer
systems and data. The need for protection reflects the interests of organisations and
individuals to manage, operate and control their systems in an undisturbed and
uninhibited manner. The mere unauthorised intrusion, i.e. “hacking’, “cracking” or
“computer trespass”should in principle be illegal in itself. It may lead to impediments
to legitimate users of systems and data and may cause alteration or destruction with
high costs for reconstruction. Such intrusions may give access to confidential data
(including passwords, information about the targeted system) and secrets, to the use
of the system without payment or even encourage hackers to commit more danger-

ous forms of computer-related offences, like computer-related fraud or forgery.

45. The most effective means of preventing unauthorised access is, of course, the
introduction and development of effective security measures. However, a compre-
hensive response has to include also the threat and use of criminal law measures. A
criminal prohibition of unauthorised access is able to give additional protection to
the system and the data as such and at an early stage against the dangers described
above.
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46. “Access”comprises the entering of the whole or any part of a computer system
(hardware, components, stored data of the system installed, directories, traffic and
content-related data). However, it does not include the mere sending of an
e-mail message or file to that system. “Access” includes the entering of another
computer system, where it is connected via public telecommunication networks, or
to a computer system on the same network, such as a LAN (local area network) or
Intranet within an organisation. The method of communication (e.g. from a distance,
including via wireless links or at a close range) does not matter.

47. The act must also be committed “without right”. In addition to the explanation
given above on this expression, it means that there is no criminalisation of the access
authorised by the owner or other right holder of the system or part of it (such as for
the purpose of authorised testing or protection of the computer system concerned).
Moreover, there is no criminalisation for accessing a computer system that permits
free and open access by the public, as such access is “with right.”

48. The application of specific technical tools may result in an access under Article
2, such as the access of a web page, directly or through hypertext links, including
deep-links or the application of “cookies” or“bots” to locate and retrieve information
on behalf of communication. The application of such tools per se is not “without
right”. The maintenance of a public web site implies consent by the web site-owner
that it can be accessed by any other web-user. The application of standard tools
provided for in the commonly applied communication protocols and programs, is
not in itself “without right”, in particular where the right holder of the accessed
system can be considered to have accepted its application, e.g. in the case of “cook-
ies” by not rejecting the initial instalment or not removing it.

49. Many national legislations already contain provisions on “hacking” offences,
but the scope and constituent elements vary considerably. The broad approach of
criminalisation in the first sentence of Article 2 is not undisputed. Opposition stems
from situations where no dangers were created by the mere intrusion or where
even acts of hacking have led to the detection of loopholes and weaknesses of
the security of systems. This has led in a range of countries to a narrower approach
requiring additional qualifying circumstances which is also the approach adopted
by Recommendation N° (89) 9 and the proposal of the OECD Working Party in 1985.

50. Parties can take the wide approach and criminalise mere hacking in accordance
with the first sentence of Article 2. Alternatively, Parties can attach any or all of the
qualifying elements listed in the second sentence: infringing security measures,
special intent to obtain computer data, other dishonest intent that justifies criminal
culpability, or the requirement that the offence is committed in relation to a com-
puter system that is connected remotely to another computer system. The last option
allows Parties to exclude the situation where a person physically accesses a stand-
alone computer without any use of another computer system. They may restrict the
offence toillegal access to networked computer systems (including public networks
provided by telecommunication services and private networks, such as Intranets or
Extranets).
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lllegal interception (Article 3)

51. This provision aims to protect the right of privacy of data communication. The
offence represents the same violation of the privacy of communications as traditional
tapping and recording of oral telephone conversations between persons. The right
to privacy of correspondence is enshrined in Article 8 of the European Convention
on Human Rights. The offence established under Article 3 applies this principle to
all forms of electronic data transfer, whether by telephone, fax, e-mail or file transfer.

52. The text of the provision has been mainly taken from the offence of “unauthor-
ised interception” contained in Recommendation (89) 9. In the present Convention
it has been made clear that the communications involved concern “transmissions
of computer data” as well as electromagnetic radiation, under the circumstances as
explained below.

53. Interception by “technical means”relates to listening to, monitoring or surveil-
lance of the content of communications, to the procuring of the content of data
either directly, through access and use of the computer system, or indirectly, through
the use of electronic eavesdropping or tapping devices. Interception may also involve
recording. Technical means includes technical devices fixed to transmission lines as
well as devices to collect and record wireless communications. They may include the
use of software, passwords and codes. The requirement of using technical means is
a restrictive qualification to avoid over-criminalisation.

54. The offence applies to "non-public” transmissions of computer data. The term
"non-public” qualifies the nature of the transmission (communication) process and
not the nature of the data transmitted. The data communicated may be publicly
available information, but the parties wish to communicate confidentially. Or data
may be kept secret for commercial purposes until the service is paid, as in Pay-TV.
Therefore, the term "non-public” does not per se exclude communications via pub-
lic networks. Communications of employees, whether or not for business purposes,
which constitute “non-public transmissions of computer data” are also protected
against interception without right under Article 3 (see e.g. ECHR Judgement in
Halford v. UK case, 25 June 1997, 20605/92).

55. The communication in the form of transmission of computer data can take
place inside a single computer system (flowing from CPU to screen or printer, for
example), between two computer systems belonging to the same person, two com-
puters communicating with one another, or a computer and a person (e.g. through
the keyboard). Nonetheless, Parties may require as an additional element that the
communication be transmitted between computer systems remotely connected.

56. It should be noted that the fact that the notion of “computer system” may also
encompass radio connections does not mean that a Party is under an obligation to
criminalise the interception of any radio transmission which, even though “non-
public’, takes place in a relatively open and easily accessible manner and therefore
can be intercepted, for example by radio amateurs.

57. The creation of an offence in relation to “electromagnetic emissions” will ensure
a more comprehensive scope. Electromagnetic emissions may be emitted by a
computer during its operation. Such emissions are not considered as “data” accord-
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ing to the definition provided in Article 1. However, data can be reconstructed from
such emissions. Therefore, the interception of data from electromagnetic emissions
from a computer system is included as an offence under this provision.

58. For criminal liability to attach, the illegal interception must be committed
“intentionally’, and “without right”. The act is justified, for example, if the intercept-
ing person has the right to do so, if he acts on the instructions or by authorisation
of the participants of the transmission (including authorised testing or protection
activities agreed to by the participants), or if surveillance is lawfully authorised in
the interests of national security or the detection of offences by investigating author-
ities. It was also understood that the use of common commercial practices, such as
employing “cookies’, is not intended to be criminalised as such, as not being an
interception “without right”. With respect to non-public communications of employ-
ees protected under Article 3 (see above paragraph 54), domestic law may provide
a ground for legitimate interception of such communications. Under Article 3,
interception in such circumstances would be considered as undertaken “with right”.

59. In some countries, interception may be closely related to the offence of unau-
thorised access to a computer system. In order to ensure consistency of the prohibi-
tion and application of the law, countries that require dishonest intent, or that the
offence be committed in relation to a computer system that is connected to another
computer system in accordance with Article 2, may also require similar qualifying
elements to attach criminal liability in this article. These elements should be inter-
preted and applied in conjunction with the other elements of the offence, such as
“intentionally” and “without right”.

Data interference (Article 4)

60. The aim of this provision is to provide computer data and computer programs
with protection similar to that enjoyed by corporeal objects against intentional
infliction of damage. The protected legal interest here is the integrity and the proper
functioning or use of stored computer data or computer programs.

61. In paragraph 1, “damaging” and “deteriorating” as overlapping acts relate in
particular to a negative alteration of the integrity or of information content of data
and programmes. “Deletion” of data is the equivalent of the destruction of a corpo-
real thing. It destroys them and makes them unrecognisable. Suppressing of com-
puter data means any action that prevents or terminates the availability of the data
to the person who has access to the computer or the data carrier on which it was
stored. The term “alteration” means the modification of existing data. The input of
malicious codes, such as viruses and Trojan horses is, therefore, covered under this
paragraph, as is the resulting modification of the data.

62. The above acts are only punishable if committed “without right”. Common
activities inherent in the design of networks or common operating or commercial
practices, such as, for example, for the testing or protection of the security of a
computer system authorised by the owner or operator, or the reconfiguration of a
computer”s operating system that takes place when the operator of a system acquires
new software (e.g., software permitting access to the Internet that disables similar,
previously installed programs), are with right and therefore are not criminalised by
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this article. The modification of traffic data for the purpose of facilitating anonymous
communications (e.g., the activities of anonymous remailer systems), or the modi-
fication of data for the purpose of secure communications (e.g. encryption), should
in principle be considered a legitimate protection of privacy and, therefore, be
considered as being undertaken with right. However, Parties may wish to criminal-
ise certain abuses related to anonymous communications, such as where the packet
header information is altered in order to conceal the identity of the perpetrator in
committing a crime.

63. Inaddition, the offender must have acted “intentionally”.

64. Paragraph 2 allows Parties to enter a reservation concerning the offence in that
they may require that the conduct result in serious harm. The interpretation of what
constitutes such serious harm is left to domestic legislation, but Parties should notify
the Secretary General of the Council of Europe of their interpretation if use is made
of this reservation possibility.

System interference (Article 5)

65. This is referred to in Recommendation No. (89) 9 as computer sabotage. The
provision aims at criminalising the intentional hindering of the lawful use of com-
puter systems including telecommunications facilities by using or influencing com-
puter data. The protected legal interest is the interest of operators and users of
computer or telecommunication systems being able to have them function properly.
The text is formulated in a neutral way so that all kinds of functions can be protected
by it.

66. Theterm”hindering”refers to actions that interfere with the proper functioning
of the computer system. Such hindering must take place by inputting, transmitting,
damaging, deleting, altering or suppressing computer data.

67. The hindering must furthermore be “serious” in order to give rise to criminal
sanction. Each Party shall determine for itself what criteria must be fulfilled in order
for the hindering to be considered “serious.” For example, a Party may require a
minimum amount of damage to be caused in order for the hindering to be consid-
ered serious. The drafters considered as “serious” the sending of data to a particular
system in such a form, size or frequency that it has a significant detrimental effect
on the ability of the owner or operator to use the system, or to communicate with
other systems (e.g., by means of programs that generate “denial of service” attacks,
malicious codes such as viruses that prevent or substantially slow the operation of
the system, or programs that send huge quantities of electronic mail to a recipient
in order to block the communications functions of the system).

68. The hindering must be“without right”. Common activities inherent in the design
of networks, or common operational or commercial practices are with right. These
include, for example, the testing of the security of a computer system, or its
protection, authorised by its owner or operator, or the reconfiguration of a com-
puter’s operating system that takes place when the operator of a system installs new
software that disables similar, previously installed programs. Therefore, such conduct
is not criminalised by this article, even if it causes serious hindering.
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69. The sending of unsolicited e-mail, for commercial or other purposes, may cause
nuisance to its recipient, in particular when such messages are sent in large quanti-
ties or with a high frequency (“spamming”). In the opinion of the drafters, such
conduct should only be criminalised where the communication is intentionally and
seriously hindered. Nevertheless, Parties may have a different approach to hindrance
under their law, e.g. by making particular acts of interference administrative offences
or otherwise subject to sanction. The text leaves it to the Parties to determine the
extent to which the functioning of the system should be hindered - partially or
totally, temporarily or permanently — to reach the threshold of harm that justifies
sanction, administrative or criminal, under their law.

70. The offence must be committed intentionally, that is the perpetrator must have
the intent to seriously hinder.

Misuse of devices (Article 6)

71. This provision establishes as a separate and independent criminal offence the
intentional commission of specific illegal acts regarding certain devices or access
data to be misused for the purpose of committing the above-described offences
against the confidentiality, the integrity and availability of computer systems or data.
As the commission of these offences often requires the possession of means of
access (“hacker tools”) or other tools, there is a strong incentive to acquire them for
criminal purposes which may then lead to the creation of a kind of black market in
their production and distribution. To combat such dangers more effectively, the
criminal law should prohibit specific potentially dangerous acts at the source, pre-
ceding the commission of offences under Articles 2-5. In this respect the provision
builds upon recent developments inside the Council of Europe (European Convention
on the legal protection of services based on, or consisting of, conditional access -
ETS N° 178) and the European Union (Directive 98/84/EC of the European Parliament
and of the Council of 20 November 1998 on the legal protection of services based
on, or consisting of, conditional access) and relevant provisions in some countries.
A similar approach has already been taken in the 1929 Geneva Convention on cur-
rency counterfeiting.

72. Paragraph 1(a)1 criminalises the production, sale, procurement for use, import,
distribution or otherwise making available of a device, including a computer pro-
gramme, designed or adapted primarily for the purpose of committing any of the
offences established in Articles 2-5 of the present Convention. “Distribution” refers
to the active act of forwarding data to others, while “making available” refers to the
placing online devices for the use of others. This term also intends to cover the
creation or compilation of hyperlinks in order to facilitate access to such devices.
The inclusion of a “computer program” refers to programs that are for example
designed to alter or even destroy data or interfere with the operation of systems,
such as virus programs, or programs designed or adapted to gain access to computer
systems.

73. The drafters debated at length whether the devices should be restricted to
those which are designed exclusively or specifically for committing offences, thereby
excluding dual-use devices. This was considered to be too narrow. It could lead to
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insurmountable difficulties of proof in criminal proceedings, rendering the provision
practically inapplicable or only applicable in rare instances. The alternative to include
all devices even if they are legally produced and distributed, was also rejected. Only
the subjective element of the intent of committing a computer offence would then be
decisive for imposing a punishment, an approach which in the area of money coun-
terfeiting also has not been adopted. As a reasonable compromise the Convention
restricts its scope to cases where the devices are objectively designed, or adapted,
primarily for the purpose of committing an offence. This alone will usually exclude
dual-use devices.

74. Paragraph 1(a)2 criminalises the production, sale, procurement for use, import,
distribution or otherwise making available of a computer password, access code or
similar data by which the whole or any part of a computer system is capable of being
accessed.

75. Paragraph 1(b) creates the offence of possessing the items set out in paragraph
1(a)1 or 1(a)2. Parties are permitted, by the last phrase of paragraph 1(b), to require
by law that a number of such items be possessed. The number of items possessed
goes directly to proving criminal intent. It is up to each Party to decide the number of
items required before criminal liability attaches.

76. The offence requires that it be committed intentionally and without right. In order
to avoid the danger of overcriminalisation where devices are produced and put on
the market for legitimate purposes, e.g. to counter-attacks against computer systems,
further elements are added to restrict the offence. Apart from the general intent
requirement, there must be the specific (i.e. direct) intent that the device is used for
the purpose of committing any of the offences established in Articles 2-5 of the
Convention.

77. Paragraph 2 sets out clearly that those tools created for the authorised testing or
the protection of a computer system are not covered by the provision. This concept
is already contained in the expression “without right”. For example, test-devices
(“cracking-devices”) and network analysis devices designed by industry to control the
reliability of their information technology products or to test system security are
produced for legitimate purposes, and would be considered to be “with right”.

78. Due to different assessments of the need to apply the offence of “Misuse of
Devices”to all of the different kinds of computer offences in Articles 2 - 5, paragraph
3 allows, on the basis of a reservation (cf. Article 42), to restrict the offence in domes-
tic law. Each Party is, however, obliged to criminalise at least the sale, distribution or
making available of a computer password or access data as described in paragraph 1
(@) 2.

Title 2 - Computer-related offences

79. Articles 7 - 10 relate to ordinary crimes that are frequently committed through
the use of a computer system. Most States already have criminalised these ordinary
crimes, and their existing laws may or may not be sufficiently broad to extend to
situations involving computer networks (for example, existing child pornography
laws of some States may not extend to electronic images). Therefore, in the course
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of implementing these articles, States must examine their existing laws to determine
whether they apply to situations in which computer systems or networks are
involved. If existing offences already cover such conduct, there is no requirement
to amend existing offences or enact new ones.

80. “Computer-related forgery” and “Computer-related fraud” deal with certain
computer-related offences, i.e. computer-related forgery and computer-related fraud
as two specific kinds of manipulation of computer systems or computer data. Their
inclusion acknowledges the fact that in many countries certain traditional legal
interests are not sufficiently protected against new forms of interference and attacks.

Computer-related forgery (Article 7)

81. The purpose of this article is to create a parallel offence to the forgery of tan-
gible documents. It aims at filling gaps in criminal law related to traditional forgery,
which requires visual readability of statements, or declarations embodied in a
document and which does not apply to electronically stored data. Manipulations of
such data with evidentiary value may have the same serious consequences as tra-
ditional acts of forgery if a third party is thereby misled. Computer-related forgery
involves unauthorised creating or altering stored data so that they acquire a differ-
ent evidentiary value in the course of legal transactions, which relies on the authen-
ticity of information contained in the data, is subject to a deception. The protected
legal interest is the security and reliability of electronic data which may have con-
sequences for legal relations.

82. It should be noted that national concepts of forgery vary greatly. One concept
is based on the authenticity as to the author of the document, and others are based
on the truthfulness of the statement contained in the document. However, it was
agreed that the deception as to authenticity refers at minimum to the issuer of the
data, regardless of the correctness or veracity of the contents of the data. Parties
may go further and include under the term “authentic” the genuineness of the data.

83. This provision covers data which is the equivalent of a public or private docu-
ment, which has legal effects. The unauthorised “input” of correct or incorrect data
brings about a situation that corresponds to the making of a false document.
Subsequent alterations (modifications, variations, partial changes), deletions
(removal of data from a data medium) and suppression (holding back, concealment
of data) correspond in general to the falsification of a genuine document.

84. The term “for legal purposes” refers also to legal transactions and documents
which are legally relevant.

85. The final sentence of the provision allows Parties, when implementing the
offence in domestic law, to require in addition an intent to defraud, or similar dishon-
est intent, before criminal liability attaches.

Computer-related fraud (Article 8)

86. With the arrival of the technological revolution the opportunities for commit-
ting economic crimes such as fraud, including credit card fraud, have multiplied.
Assets represented or administered in computer systems (electronic funds, deposit
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money) have become the target of manipulations like traditional forms of property.
These crimes consist mainly of input manipulations, where incorrect data is fed into
the computer, or by programme manipulations and other interferences with the
course of data processing. The aim of this article is to criminalise any undue manip-
ulation in the course of data processing with the intention to effect an illegal trans-
fer of property.

87. Toensure that all possible relevant manipulations are covered, the constituent
elements of “input”, “alteration’, “deletion” or “suppression” in Article 8(a) are sup-
plemented by the general act of “interference with the functioning of a computer
programme or system”in Article 8(b). The elements of “input, alteration, deletion or
suppression” have the same meaning as in the previous articles. Article 8(b) covers
acts such as hardware manipulations, acts suppressing printouts and acts affecting
recording or flow of data, or the sequence in which programs are run.

88. The computer fraud manipulations are criminalised if they produce a direct
economic or possessory loss of another person’s property and the perpetrator acted
with the intent of procuring an unlawful economic gain for himself or for another
person. The term “loss of property’, being a broad notion, includes loss of money,
tangibles and intangibles with an economic value.

89. The offence must be committed “without right’; and the economic benefit must
be obtained without right. Of course, legitimate common commercial practices,
which are intended to procure an economic benefit, are not meant to be included
in the offence established by this article because they are conducted with right. For
example, activities carried out pursuant to a valid contract between the affected
persons are with right (e.g. disabling a web site as entitled pursuant to the terms of
the contract).

90. The offence has to be committed “intentionally”. The general intent element
refers to the computer manipulation or interference causing loss of property to
another. The offence also requires a specific fraudulent or other dishonest intent to
gain an economic or other benefit for oneself or another. Thus, for example, com-
mercial practices with respect to market competition that may cause an economic
detriment to a person and benefit to another, but are not carried out with fraudulent
or dishonest intent, are not meant to be included in the offence established by this
article. For example, the use of information gathering programs to comparison shop
on the Internet (“bots”), even if not authorised by a site visited by the “bot” is not
intended to be criminalised.

Title 3 — Content-related offences

Offences related to child pornography (Article 9)

91. Article 9 on child pornography seeks to strengthen protective measures for
children, including their protection against sexual exploitation, by modernising
criminal law provisions to more effectively circumscribe the use of computer systems
in the commission of sexual offences against children.
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92. This provision responds to the preoccupation of Heads of State and Government
of the Council of Europe, expressed at their 2nd summit (Strasbourg, 10— 11 October
1997) in their Action Plan (item Ill.4) and corresponds to an international trend that
seeks to ban child pornography, as evidenced by the recent adoption of the Optional
Protocol to the UN Convention on the rights of the child, on the sale of children,
child prostitution and child pornography and the recent European Commission
initiative on combating sexual exploitation of children and child pornography
(COM2000/854).

93. This provision criminalises various aspects of the electronic production, pos-
session and distribution of child pornography. Most States already criminalise the
traditional production and physical distribution of child pornography, but with the
ever-increasing use of the Internet as the primary instrument for trading such mate-
rial, it was strongly felt that specific provisions in an international legal instrument
were essential to combat this new form of sexual exploitation and endangerment
of children. It is widely believed that such material and on-line practices, such as the
exchange of ideas, fantasies and advice among paedophiles, play a role in support-
ing, encouraging or facilitating sexual offences against children.

94. Paragraph 1(a) criminalises the production of child pornography for the purpose
of distribution through a computer system. This provision was felt necessary to
combat the dangers described above at their source.

95. Paragraph 1(b) criminalises the “offering” of child pornography through a com-
puter system. “Offering” is intended to cover soliciting others to obtain child por-
nography. It implies that the person offering the material can actually provide it.
“Making available”is intended to cover the placing of child pornography on line for
the use of others e.g. by means of creating child pornography sites. This paragraph
alsointends to cover the creation or compilation of hyperlinks to child pornography
sites in order to facilitate access to child pornography.

96. Paragraph 1(c) criminalises the distribution or transmission of child pornogra-
phy through a computer system. “Distribution” is the active dissemination of the
material. Sending child pornography through a computer system to another person
would be addressed by the offence of “transmitting” child pornography.

97. Theterm“procuring for oneself or for another”in paragraph 1(d) means actively
obtaining child pornography, e.g. by downloading it.

98. The possession of child pornography in a computer system or on a data carrier,
such as a diskette or CD-Rom, is criminalised in paragraph 1(e). The possession of
child pornography stimulates demand for such material. An effective way to curtail
the production of child pornography is to attach criminal consequences to the
conduct of each participant in the chain from production to possession.

99. Theterm”“pornographic material”in paragraph 2 is governed by national stand-
ards pertaining to the classification of materials as obscene, inconsistent with pub-
lic morals or similarly corrupt. Therefore, material having an artistic, medical, scien-
tific or similar merit may be considered not to be pornographic. The visual depiction
includes data stored on computer diskette or on other electronic means of storage,
which are capable of conversion into a visual image.
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100. A “sexually explicit conduct” covers at least real or simulated: a) sexual inter-
course, including genital-genital, oral-genital, anal-genital or oral-anal, between
minors, or between an adult and a minor, of the same or opposite sex; b) bestiality;
¢) masturbation; d) sadistic or masochistic abuse in a sexual context; or e) lascivious
exhibition of the genitals or the pubic area of a minor. It is not relevant whether the
conduct depicted is real or simulated.

101. The three types of material defined in paragraph 2 for the purposes of com-
mitting the offences contained in paragraph 1 cover depictions of sexual abuse
of a real child (2a), pornographic images which depict a person appearing to be a
minor engaged in sexually explicit conduct (2b), and finally images, which, although
“realistic’, do not in fact involve a real child engaged in sexually explicit conduct (2¢).
This latter scenario includes pictures which are altered, such as morphed images of
natural persons, or even generated entirely by the computer.

102. In the three cases covered by paragraph 2, the protected legal interests are
slightly different. Paragraph 2(a) focuses more directly on the protection against
child abuse. Paragraphs 2(b) and 2(c) aim at providing protection against behaviour
that, while not necessarily creating harm to the “child” depicted in the material, as
there might not be a real child, might be used to encourage or seduce children into
participating in such acts, and hence form part of a subculture favouring child abuse.

103. The term“without right” does not exclude legal defences, excuses or similar rel-
evant principles that relieve a person of responsibility under specific circumstances.
Accordingly, the term“without right”allows a Party to take into account fundamental
rights, such as freedom of thought, expression and privacy. In addition, a Party may
provide a defence in respect of conduct related to “pornographic material” having
an artistic, medical, scientific or similar merit. In relation to paragraph 2(b), the
reference to “without right” could also allow, for example, that a Party may provide
that a person is relieved of criminal responsibility if it is established that the person
depicted is not a minor in the sense of this provision.

104. Paragraph 3 defines the term“minor”in relation to child pornography in general
as all persons under 18 years, in accordance with the definition of a“child”in the UN
Convention on the Rights of the Child (Article 1). It was considered an important
policy matter to set a uniform international standard regarding age. It should be
noted that the age refers to the use of (real or fictitious) children as sexual objects,
and is separate from the age of consent for sexual relations. Nevertheless, recognis-
ing that certain States require a lower age-limit in national legislation regarding
child pornography, the last phrase of paragraph 3 allows Parties to require a differ-
ent age-limit, provided it is not less than 16 years.

105. This article lists different types of illicit acts related to child pornography which,
as in Articles 2-8, Parties are obligated to criminalise if committed “intentionally.”
Under this standard, a person is not liable unless he has an intent to offer, make
available, distribute, transmit, produce or possess child pornography. Parties may
adopt a more specific standard (see, for example, applicable European Community
law in relation to service provider liability), in which case that standard would gov-
ern. For example, liability may be imposed if there is “knowledge and control” over

the information which is transmitted or stored. It is not sufficient, for example, that
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a service provider served as a conduit for, or hosted a website or newsroom contain-
ing such material, without the required intent under domestic law in the particular
case. Moreover, a service provider is not required to monitor conduct to avoid
criminal liability.

106. Paragraph 4 permits Parties to make reservations regarding paragraph 1(d) and
(e), and paragraph 2(b) and (c). The right not to apply these sections of the provision
may be made in part or in whole. Any such reservation should be declared to the
Secretary General of the Council of Europe at the time of signature or when depos-
iting the Party’s instruments of ratification, acceptance, approval or accession, in
accordance with Article 42.

Title 4 — Offences related to infringements of copyright
and related rights

Offences related to infringements of copyright and related rights
(Article 10)

107. Infringements of intellectual property rights, in particular of copyright, are
among the most commonly committed offences on the Internet, which cause con-
cern both to copyright holders and those who work professionally with computer
networks. The reproduction and dissemination on the Internet of protected works,
without the approval of the copyright holder, are extremely frequent. Such protected
works include literary, photographic, musical, audio-visual and other works. The
ease with which unauthorised copies may be made due to digital technology and
the scale of reproduction and dissemination in the context of electronic networks
made it necessary to include provisions on criminal law sanctions and enhance
international co-operation in this field.

108. Each Party is obliged to criminalise wilful infringements of copyright and related
rights, sometimes referred to as neighbouring rights, arising from the agreements
listed in the article, when such infringements have been committed by means of a
computer system and on a commercial scale”. Paragraph 1 provides for criminal
sanctions against infringements of copyright by means of a computer system.
Infringement of copyright is already an offence in almost all States. Paragraph 2 deals
with the infringement of related rights by means of a computer system.

109. Infringement of both copyright and related rights is as defined under the law
of each Party and pursuant to the obligations the Party has undertaken in respect
of certain international instruments. While each Party is required to establish as
criminal offences those infringements, the precise manner in which such infringe-
ments are defined under domestic law may vary from State to State. However,
criminalisation obligations under the Convention do not cover intellectual property
infringements other that those explicitly addressed in Article 10 and thus exclude
patent or trademark-related violations.

110. With regard to paragraph 1, the agreements referred to are the Paris Act of 24
July 1971 of the Bern Convention for the Protection of Literary and Artistic Works,
the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS), and
the World Intellectual Property Organisation (WIPO) Copyright Treaty. With regard
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to paragraph 2, the international instruments cited are the International Convention
for the Protection of Performers, Producers of Phonograms and Broadcasting
Organisations (Rome Convention), the Agreement on Trade-Related Aspects of
Intellectual Property Rights (TRIPS) and the World Intellectual Property Organisation
(WIPO) Performances and Phonograms Treaty. The use of the term “pursuant to the
obligations it has undertaken”in both paragraphs makes it clear that a Contracting
Party to the current Convention is not bound to apply agreements cited to which it
is not a Party; moreover, if a Party has made a reservation or declaration permitted
under one of the agreements, that reservation may limit the extent of its obligation
under the present Convention.

111. The WIPO Copyright Treaty and the WIPO Performances and Phonograms Treaty
had not entered into force at the time of concluding the present Convention. These
treaties are nevertheless important as they significantly update the international
protection for intellectual property (especially with regard to the new right of “mak-
ing available” of protected material “on demand” over the Internet) and improve the
means to fight violations of intellectual property rights worldwide. However it is
understood that the infringements of rights established by these treaties need not
be criminalised under the present Convention until these treaties have entered into
force with respect to a Party.

112. The obligation to criminalise infringements of copyright and related rights
pursuant to obligations undertaken in international instruments does not extend
to any moral rights conferred by the named instruments (such as in Article 6bis of
the Bern Convention and in Article 5 of the WIPO Copyright Treaty).

113. Copyright and related rights offences must be committed “wilfully”for criminal
liability to apply. In contrast to all the other substantive law provisions of this
Convention, the term “wilfully”is used instead of “intentionally”in both paragraphs
1 and 2, as this is the term employed in the TRIPS Agreement (Article 61), governing
the obligation to criminalise copyright violations.

114. The provisions are intended to provide for criminal sanctions against infringe-
ments “on a commercial scale” and by means of a computer system. This is in line
with Article 61 of the TRIPS Agreement which requires criminal sanctions in copyright
matters only in the case of “piracy on a commercial scale”. However, Parties may wish
to go beyond the threshold of “commercial scale” and criminalise other types of
copyright infringement as well.

115. The term“without right”has been omitted from the text of this article as redun-
dant, since the term“infringement”already denotes use of the copyrighted material
without authorisation. The absence of the term “without right” does not a contrario
exclude application of criminal law defences, justifications and principles governing
the exclusion of criminal liability associated with the term“without right” elsewhere
in the Convention.

116. Paragraph 3 allows Parties not to impose criminal liability under paragraphs 1
and 2 in“limited circumstances” (e.g. parallel imports, rental rights), as long as other
effective remedies, including civil and/or administrative measures, are available.
This provision essentially allows Parties a limited exemption from the obligation to

Page 78 » CONVENTION ON CYBERCRIME



impose criminal liability, provided that they do not derogate from obligations under
Article 61 of the TRIPS Agreement, which is the minimum pre-existing criminalisation
requirement.

117. This article shall in no way be interpreted to extend the protection granted to
authors, film producers, performers, producers of phonograms, broadcasting organi-
sations or other right holders to persons that do not meet the criteria for eligibility
under domestic law or international agreement.

Title 5 — Ancillary liability and sanctions

Attempt and aiding or abetting (Article 11)

118. The purpose of this article is to establish additional offences related to attempt
and aiding or abetting the commission of the offences defined in the Convention.
As discussed further below, it is not required that a Party criminalise the attempt to
commit each offence established in the Convention.

119. Paragraph 1 requires Parties to establish as criminal offences aiding or abetting
the commission of any of the offences under Articles 2-10. Liability arises for aiding
or abetting where the person who commits a crime established in the Convention is
aided by another person who also intends that the crime be committed. For example,
although the transmission of harmful content data or malicious code through the
Internet requires the assistance of service providers as a conduit, a service provider
that does not have the criminal intent cannot incur liability under this section. Thus,
there is no duty on a service provider to actively monitor content to avoid criminal
liability under this provision.

120. With respect to paragraph 2 on attempt, some offences defined in the Convention,
or elements of these offences, were considered to be conceptually difficult to attempt
(for example, the elements of offering or making available of child pornog
raphy). Moreover, some legal systems limit the offences for which the attempt is
punished. Accordingly, itis only required that the attempt be criminalised with respect
to offences established in accordance with Articles 3, 4, 5, 7, 8, 9(1)(a) and 9(1)(c).

121. As with all the offences established in accordance with the Convention, attempt
and aiding or abetting must be committed intentionally.

122. Paragraph 3 was added to address the difficulties Parties may have with para-
graph 2, given the widely varying concepts in different legislations and despite the
effort in paragraph 2 to exempt certain aspects from the provision on attempt. A
Party may declare that it reserves the right not to apply paragraph 2 in part or in
whole. This means that any Party making a reservation as to that provision will have
no obligation to criminalise attempt at all, or may select the offences or parts of
offences to which it will attach criminal sanctions in relation to attempt. The reserva-
tion aims at enabling the widest possible ratification of the Convention while permit-
ting Parties to preserve some of their fundamental legal concepts.
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Corporate liability (Article 12)

123. Article 12 deals with the liability of legal persons. It is consistent with the current
legal trend to recognise corporate liability. It is intended to impose liability on cor-
porations, associations and similar legal persons for the criminal actions undertaken
by a person in a leading position within such legal person, where undertaken for
the benefit of that legal person. Article 12 also contemplates liability where such a
leading person fails to supervise or control an employee or an agent of the legal
person, where such failure facilitates the commission by that employee or agent of
one of the offences established in the Convention.

124. Under paragraph 1, four conditions need to be met for liability to attach. First,
one of the offences described in the Convention must have been committed. Second,
the offence must have been committed for the benefit of the legal person. Third, a
person who has a leading position must have committed the offence (including
aiding and abetting). The term “person who has a leading position” refers to a natu-
ral person who has a high position in the organisation, such as a director. Fourth,
the person who has a leading position must have acted on the basis of one of these
powers — a power of representation or an authority to take decisions or to exercise
control — which demonstrate that such a physical person acted within the scope of
his or her authority to engage the liability of the legal person. In sum, paragraph 1
obligates Parties to have the ability to impose liability on the legal person only for
offences committed by such leading persons.

125. In addition, Paragraph 2 obligates Parties to have the ability to impose liabil-
ity upon a legal person where the crime is committed not by the leading person
described in paragraph 1, but by another person acting under the legal person’s
authority, i.e., one of its employees or agents acting within the scope of their author-
ity. The conditions that must be fulfilled before liability can attach are that (1) an
offence has been committed by such an employee or agent of the legal person,
(2) the offence has been committed for the benefit of the legal person; and (3) the
commission of the offence has been made possible by the leading person having
failed to supervise the employee or agent. In this context, failure to supervise should
be interpreted to include failure to take appropriate and reasonable measures to
prevent employees or agents from committing criminal activities on behalf of the
legal person. Such appropriate and reasonable measures could be determined
by various factors, such as the type of the business, its size, the standards or the
established business best practices, etc. This should not be interpreted as requiring
a general surveillance regime over employee communications (see also paragraph
54). A service provider does not incur liability by virtue of the fact that a crime was
committed on its system by a customer, user or other third person, because the
term“acting under its authority” applies exclusively to employees and agents acting
within the scope of their authority.

126. Liability under this Article may be criminal, civil or administrative. Each Party
has the flexibility to choose to provide for any or all of these forms of liability, in
accordance with the legal principles of each Party, as long as it meets the criteria of
Article 13, paragraph 2, that the sanction or measure be “effective, proportionate
and dissuasive” and includes monetary sanctions.

127. Paragraph 4 clarifies that corporate liability does not exclude individual liability.
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Sanctions and measures (Article 13)

128. This article is closely related to Articles 2-11, which define various computer- or
computer-related crimes that should be made punishable under criminal law. In
accordance with the obligations imposed by those articles, this provision obliges
the Contracting Parties to draw consequences from the serious nature of these
offences by providing for criminal sanctions that are “effective, proportionate and
dissuasive” and, in the case of natural persons, include the possibility of imposing
prison sentences.

129. Legal persons whose liability is to be established in accordance with Article 12
shall also be subject to sanctions that are “effective, proportionate and dissuasive’,
which can be criminal, administrative or civil in nature. Contracting Parties are com-
pelled, under paragraph 2, to provide for the possibility of imposing monetary
sanctions on legal persons.

130. The article leaves open the possibility of other sanctions or measures reflecting
the seriousness of the offences, for example, measures could include injunction or
forfeiture. It leaves to the Parties the discretionary power to create a system of
criminal offences and sanctions that is compatible with their existing national legal
systems.

Section 2 - Procedural law

131. The articles in this Section describe certain procedural measures to be taken
at the national level for the purpose of criminal investigation of the offences estab-
lished in Section 1, other criminal offences committed by means of a computer
system and the collection of evidence in electronic form of a criminal offence. In
accordance with Article 39, paragraph 3, nothing in the Convention requires or
invites a Party to establish powers or procedures other than those contained in this
Convention, nor precludes a Party from doing so.

132. The technological revolution, which encompasses the “electronic highway”
where numerous forms of communication and services are interrelated and inter-
connected through the sharing of common transmission media and carriers, has
altered the sphere of criminal law and criminal procedure. The ever-expanding
network of communications opens new doors for criminal activity in respect of both
traditional offences and new technological crimes. Not only must substantive crim-
inal law keep abreast of these new abuses, but so must criminal procedural law and
investigative techniques. Equally, safeguards should also be adapted or developed
to keep abreast of the new technological environment and new procedural powers.

133. One of the major challenges in combating crime in the networked environment
is the difficulty in identifying the perpetrator and assessing the extent and impact
of the criminal act. A further problem is caused by the volatility of electronic data,
which may be altered, moved or deleted in seconds. For example, a user who is in
control of the data may use the computer system to erase the data that is the subject
of a criminal investigation, thereby destroying the evidence. Speed and, sometimes,
secrecy are often vital for the success of an investigation.
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134. The Convention adapts traditional procedural measures, such as search and
seizure, to the new technological environment. Additionally, new measures have
been created, such as expedited preservation of data, in order to ensure that tradi-
tional measures of collection, such as search and seizure, remain effective in the
volatile technological environment. As data in the new technological environment
is not always static, but may be flowing in the process of communication, other
traditional collection procedures relevant to telecommunications, such as real-time
collection of traffic data and interception of content data, have also been adapted
in order to permit the collection of electronic data that is in the process of commu-
nication. Some of these measures are set out in Council of Europe Recommendation
No. R (95) 13 on problems of criminal procedural law connected with information
technology.

135. All the provisions referred to in this Section aim at permitting the obtaining or
collection of data for the purpose of specific criminal investigations or proceedings.
The drafters of the present Convention discussed whether the Convention should
impose an obligation for service providers to routinely collect and retain traffic data
for a certain fixed period of time, but did not include any such obligation due to lack
of consensus.

136. The procedures in general refer to all types of data, including three specific
types of computer data (traffic data, content data and subscriber data), which may
exist in two forms (stored or in the process of communication). Definitions of some
of these terms are provided in Articles 1 and 18.The applicability of a procedure to
a particular type or form of electronic data depends on the nature and form of the
data and the nature of the procedure, as specifically described in each article.

137. Inadapting traditional procedural laws to the new technological environment,
the question of appropriate terminology arises in the provisions of this section. The
options included maintaining traditional language (“search”and “seize”), using new
and more technologically oriented computer terms (“access”and “copy”), as adopted
in texts of other international fora on the subject (such as the G8 High Tech Crime
Subgroup), or employing a compromise of mixed language (“search or similarly
access’, and “seize or similarly secure”). As there is a need to reflect the evolution of
concepts in the electronic environment, as well as identify and maintain their tra-
ditional roots, the flexible approach of allowing States to use either the old notions
of “search and seizure” or the new notions of “access and copying”is employed.

138. All the articles in the Section refer to “competent authorities” and the powers
they shall be granted for the purposes of specific criminal investigations or proceed-
ings. In certain countries, only judges have the power to order or authorise the
collection or production of evidence, while in other countries prosecutors or other
law enforcement officers are entrusted with the same or similar powers. Therefore,
“competent authority” refers to a judicial, administrative or other law enforcement
authority that is empowered by domestic law to order, authorise or undertake the
execution of procedural measures for the purpose of collection or production of
evidence with respect to specific criminal investigations or proceedings.
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Title 1 — Common provisions

139. The Section begins with two provisions of a general nature that apply to all the
articles relating to procedural law.

Scope of procedural provisions (Article 14)

140. Each State Party is obligated to adopt such legislative and other measures as
may be necessary, in accordance with its domestic law and legal framework, to
establish the powers and procedures described in this Section for the purpose of
“specific criminal investigations or proceedings.”

141. Subject to two exceptions, each Party shall apply the powers and procedures
established in accordance with this Section to: (i) criminal offences established in
accordance with Section 1 of the Convention; (ii) other criminal offences committed
by means of a computer system; and (iii) the collection of evidence in electronic
form of a criminal offence. Thus, for the purpose of specific criminal investigations
or proceedings, the powers and procedures referred to in this Section shall be applied
to offences established in accordance with the Convention, to other criminal offences
committed by means of a computer system, and to the collection of evidence in
electronic form of a criminal offence. This ensures that evidence in electronic form
of any criminal offence can be obtained or collected by means of the powers and
procedures set out in this Section. It ensures an equivalent or parallel capability for
the obtaining or collection of computer data as exists under traditional powers and
procedures for non-electronic data. The Convention makes it explicit that Parties
should incorporate into their laws the possibility that information contained in
digital or other electronic form can be used as evidence before a court in criminal
proceedings, irrespective of the nature of the criminal offence that is prosecuted.

142. There are two exceptions to this scope of application. First, Article 21 provides
that the power to intercept content data shall be limited to a range of serious offences
to be determined by domestic law. Many States limit the power of interception of
oral communications or telecommunications to a range of serious offences, in rec-
ognition of the privacy of oral communications and telecommunications and the
intrusiveness of this investigative measure. Likewise, this Convention only requires
Parties to establish interception powers and procedures in relation to content data
of specified computer communications in respect of a range of serious offences to
be determined by domestic law.

143. Second, a Party may reserve the right to apply the measures in Article 20 (real-
time collection of traffic data) only to offences or categories of offences specified in
the reservation, provided that the range of such offences or categories is not more
restricted than the range of offences to which it applies the interception measures
referred to in Article 21. Some States consider the collection of traffic data as being
equivalent to the collection of content data in terms of privacy and intrusiveness.
The right of reservation would permit these States to limit the application of the
measures to collect traffic data, in real-time, to the same range of offences to which
it applies the powers and procedures of real-time interception of content data. Many
States, however, do not consider the interception of content data and the collection
of traffic data to be equivalent in terms of privacy interests and degree of intrusive-
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ness, as the collection of traffic data alone does not collect or disclose the content of
the communication. As the real-time collection of traffic data can be very important
in tracing the source or destination of computer communications (thus, assisting
in identifying criminals), the Convention invites Parties that exercise the right of
reservation to limit their reservation so as to enable the broadest application of the
powers and procedures provided to collect, in real-time, traffic data.

144. Paragraph (b) provides a reservation for countries which, due to existing limita-
tions in their domestic law at the time of the Convention’s adoption, cannot intercept
communications on computer systems operated for the benefit of a closed group
of users and which do not use public communications networks nor are they con-
nected with other computer systems. The term “closed group of users” refers, for
example, to a set of users that is limited by association to the service provider, such
as the employees of a company for which the company provides the ability to com-
municate amongst themselves using a computer network. The term“not connected
with other computer systems” means that, at the time an order under Articles 20 or
21 would be issued, the system on which communications are being transmitted
does not have a physical or logical connection to another computer network. The
term“does not employ public communications networks” excludes systems that use
public computer networks (including the Internet), public telephone networks or
other public telecommunications facilities in transmitting communications, whether
or not such use is apparent to the users.

Conditions and safeguards (Article 15)

145. The establishment, implementation and application of the powers and proce-
dures provided for in this Section of the Convention shall be subject to the conditions
and safeguards provided for under the domestic law of each Party. Although Parties
are obligated to introduce certain procedural law provisions into their domestic law,
the modalities of establishing and implementing these powers and procedures into
their legal system, and the application of the powers and procedures in specific
cases, are left to the domestic law and procedures of each Party. These domestic
laws and procedures, as more specifically described below, shall include conditions
or safeguards, which may be provided constitutionally, legislatively, judicially or
otherwise. The modalities should include the addition of certain elements as condi-
tions or safeguards that balance the requirements of law enforcement with the
protection of human rights and liberties. As the Convention applies to Parties of
many different legal systems and cultures, it is not possible to specify in detail the
applicable conditions and safeguards for each power or procedure. Parties shall
ensure that these conditions and safeguards provide for the adequate protection
of human rights and liberties. There are some common standards or minimum
safeguards to which Parties to the Convention must adhere. These include standards
or minimum safeguards arising pursuant to obligations that a Party has undertaken
under applicable international human rights instruments. These instruments include
the 1950 Convention for the Protection of Human Rights and Fundamental Freedoms
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and its additional Protocols Nos. 1,4, 6, 7 and 12 (ETS Nos. 5,49, 46, 114, 117 and
177), in respect of European States that are Parties to them. It also includes other
applicable human rights instruments in respect of States in other regions of the
world (e.g. the 1969 American Convention on Human Rights and the 1981 African
Charter on Human Rights and Peoples'Rights) which are Parties to these instruments,
as well as the more universally ratified 1966 International Covenant on Civil and
Political Rights. In addition, there are similar protections provided under the laws of
most States.

146. Another safeguard in the convention is that the powers and procedures shall
“incorporate the principle of proportionality.” Proportionality shall be implemented
by each Party in accordance with relevant principles of its domestic law. For European
countries, this will be derived from the principles of the 1950 Council of Europe
Convention for the Protection of Human Rights and Fundamental Freedoms, its
applicable jurisprudence and national legislation and jurisprudence, that the power
or procedure shall be proportional to the nature and circumstances of the offence.
Other States will apply related principles of their law, such as limitations on over-
breadth of production orders and reasonableness requirements for searches and
seizures. Also, the explicit limitation in Article 21 that the obligations regarding
interception measures are with respect to a range of serious offences, determined
by domestic law, is an explicit example of the application of the proportionality
principle.

147. Without limiting the types of conditions and safeguards that could be applica-
ble, the Convention requires specifically that such conditions and safeguards include,
as appropriate in view of the nature of the power or procedure, judicial or other
independent supervision, grounds justifying the application of the power or proce-
dure and the limitation on the scope or the duration thereof. National legislatures
will have to determine, in applying binding international obligations and established
domestic principles, which of the powers and procedures are sufficiently intrusive
in nature to require implementation of particular conditions and safeguards. As
stated in Paragraph 215, Parties should clearly apply conditions and safeguards such
as these with respect to interception, given its intrusiveness. At the same time, for
example, such safeguards need not apply equally to preservation. Other safeguards
that should be addressed under domestic law include the right against self-
incrimination, and legal privileges and specificity of individuals or places which are
the object of the application of the measure.

148. With respect to the matters discussed in paragraph 3, of primary importance
is consideration of the “public interest”, in particular the interests of “the sound

4. The text of the Convention had been amended according to the provisions of Protocol No. 3 (ETS
No. 45), which entered into force on 21 September 1970, of Protocol No. 5 (ETS No. 55), which entered
into force on 20 December 1971 and of Protocol No. 8 (ETS No. 118), which entered into force on 1
January 1990, and comprised also the text of Protocol No. 2 (ETS No. 44) which, in accordance with
Article 5, paragraph 3 thereof, had been an integral part of the Convention since its entry into force
on 21 September 1970. All provisions which had been amended or added by these Protocols are
replaced by Protocol No. 11 (ETS No. 155), as from the date of its entry into force on 1 November 1998.
As from that date, Protocol No. 9 (ETS No. 140), which entered into force on 1 October 1994, is repealed
and Protocol No. 10 (ETS No. 146) has lost its purpose.
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administration of justice”. To the extent consistent with the public interest, Parties
should consider other factors, such as the impact of the power or procedure on“the
rights, responsibilities and legitimate interests” of third parties, including service
providers, incurred as a result of the enforcement measures, and whether appropri-
ate means can be taken to mitigate such impact. In sum, initial consideration is given
to the sound administration of justice and other public interests (e.g. public safety
and public health and other interests, including the interests of victims and the
respect for private life). To the extent consistent with the public interest, considera-
tion would ordinarily also be given to such issues as minimising disruption of con-
sumer services, protection from liability for disclosure or facilitating disclosure under
this Chapter, or protection of proprietary interests.

Title 2 - Expedited preservation of stored computer data

149. The measures in Articles 16 and 17 apply to stored data that has already been
collected and retained by data-holders, such as service providers. They do not apply
to the real-time collection and retention of future traffic data or to real-time access
to the content of communications. These issues are addressed in Title 5.

150. The measures described in the articles operate only where computer data
already exists and is currently being stored. For many reasons, computer data rel-
evant for criminal investigations may not exist or no longer be stored. For example,
accurate data may not have been collected and retained, or if collected was not
maintained. Data protection laws may have affirmatively required the destruction
of important data before anyone realised its significance for criminal proceedings.
Sometimes there may be no business reason for the collection and retention of data,
such as where customers pay a flat rate for services or the services are free. Article
16 and 17 do not address these problems.

151. “Data preservation” must be distinguished from “data retention”. While sharing
similar meanings in common language, they have distinctive meanings in relation
to computer usage. To preserve data means to keep data, which already exists in a
stored form, protected from anything that would cause its current quality or condi-
tion to change or deteriorate. To retain data means to keep data, which is currently
being generated, in one’s possession into the future. Data retention connotes the
accumulation of data in the present and the keeping or possession of it into a future
time period. Data retention is the process of storing data. Data preservation, on the
other hand, is the activity that keeps that stored data secure and safe.

152. Articles 16 and 17 refer only to data preservation, and not data retention. They
do not mandate the collection and retention of all, or even some, data collected by
a service provider or other entity in the course of its activities. The preservation
measures apply to computer data that “has been stored by means of a computer
system’, which presupposes that the data already exists, has already been collected
and is stored. Furthermore, as indicated in Article 14, all of the powers and procedures
required to be established in Section 2 of the Convention are “for the purpose of
specific criminal investigations or proceedings, which limits the application of the
measures to an investigation in a particular case. Additionally, where a Party gives
effect to preservation measures by means of an order, this order is in relation to
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“specified stored computer data in the person’s possession or control” (paragraph
2).The articles, therefore, provide only for the power to require preservation of exist-
ing stored data, pending subsequent disclosure of the data pursuant to other legal
powers, in relation to specific criminal investigations or proceedings.

153. The obligation to ensure preservation of data is not intended to require Parties
to restrict the offering or use of services that do not routinely collect and retain
certain types of data, such as traffic or subscriber data, as part of their legitimate
business practices. Neither does it require them to implement new technical capa-
bilities in order to do so, e.g. to preserve ephemeral data, which may be present on
the system for such a brief period that it could not be reasonably preserved in
response to a request or an order.

154. Some States have laws that require that certain types of data, such as personal
data, held by particular types of holders must not be retained and must be deleted
if there is no longer a business purpose for the retention of the data. In the European
Union, the general principle is implemented by Directive 95/46/EC and, in the par-
ticular context of the telecommunications sector, Directive 97/66/EC. These directives
establish the obligation to delete data as soon as its storage is no longer necessary.
However, member States may adopt legislation to provide for exemptions when
necessary for the purpose of the prevention, investigation or prosecution of criminal
offences. These directives do not prevent member States of the European Union
from establishing powers and procedures under their domestic law to preserve
specified data for specific investigations.

155. Data preservation is for most countries an entirely new legal power or procedure
in domestic law. It is an important new investigative tool in addressing computer
and computer-related crime, especially crimes committed through the Internet.
First, because of the volatility of computer data, the data is easily subject to manip-
ulation or change. Thus, valuable evidence of a crime can be easily lost through
careless handling and storage practices, intentional manipulation or deletion
designed to destroy evidence or routine deletion of data that is no longer required
to be retained. One method of preserving its integrity is for competent authorities
to search or similarly access and seize or similarly secure the data. However, where
the custodian of the data is trustworthy, such as a reputable business, the integrity
of the data can be secured more quickly by means of an order to preserve the data.
For legitimate businesses, a preservation order may also be less disruptive to its
normal activities and reputation than the execution of a search and seizure of its
premises. Second, computer and computer-related crimes are committed to a great
extent as a result of the transmission of communications through the computer
system. These communications may contain illegal content, such as child pornog-
raphy, computer viruses or other instructions that cause interference with data or
the proper functioning of the computer system, or evidence of the commission of
other crimes, such as drug trafficking or fraud. Determining the source or destination
of these past communications can assist in identifying the identity of the perpetra-
tors. In order to trace these communications so as to determine their source or
destination, traffic data regarding these past communications is required (see further
explanation on the importance of traffic data below under Article 17). Third, where
these communications contain illegal content or evidence of criminal activity and
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copies of such communications are retained by service providers, such as e-mail,
the preservation of these communications is important in order to ensure that
critical evidence is not lost. Obtaining copies of these past communications (e.g.,
stored e-mail that has been sent or received) can reveal evidence of criminality.

156. The power of expedited preservation of computer data is intended to address
these problems. Parties are therefore required to introduce a power to order the
preservation of specified computer data as a provisional measure, whereby data will
be preserved for a period of time as long as necessary, up to a maximum of 90 days.
A Party may provide for subsequent renewal of the order. This does not mean that
the data is disclosed to law enforcement authorities at the time of preservation. For
this to happen, an additional measure of disclosure or a search has to be ordered.
With respect to disclosure to law enforcement of preserved data, see paragraphs
152 and 160.

157. 1t is also important that preservation measures exists at the national level in
order to enable Parties to assist one another at the international level with expe-
dited preservation of stored data located in their territory. This will help to ensure
that critical data is not lost during often time-consuming traditional mutual legal
assistance procedures that enable the requested Party to actually obtain the data
and disclose it to the requesting Party.

Expedited preservation of stored computer data (Article 16)

158. Article 16 aims at ensuring that national competent authorities are able to order
or similarly obtain the expedited preservation of specified stored computer-datain
connection with a specific criminal investigation or proceeding.

159. “Preservation” requires that data, which already exists in a stored form, be pro-
tected from anything that would cause its current quality or condition to change or
deteriorate. It requires that it be kept safe from modification, deterioration or dele-
tion. Preservation does not necessarily mean that the data be “frozen”(i.e. rendered
inaccessible) and that it, or copies thereof, cannot be used by legitimate users. The
person to whom the order is addressed may, depending on the exact specifications
of the order, still access the data. The article does not specify how data should be
preserved. It is left to each Party to determine the appropriate manner of preserva-
tion and whether, in some appropriate cases, preservation of the data should also
entail its “freezing"

160. The reference to “order or similarly obtain”is intended to allow the use of other
legal methods of achieving preservation than merely by means of a judicial or
administrative order or directive (e.g. from police or prosecutor). In some States,
preservation orders do not exist in their procedural law, and data can only be pre-
served and obtained through search and seizure or production order. Flexibility is
intended by the use of the phrase “or otherwise obtain” to permit these States to
implement this article by the use of these means. However, it is recommended that
States consider the establishment of powers and procedures to actually order the
recipient of the order to preserve the data, as quick action by this person can result
in the more expeditious implementation of the preservation measures in particular
cases.
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161. The power to order or similarly obtain the expeditious preservation of specified
computer data applies to any type of stored computer data. This can include any
type of data that is specified in the order to be preserved. It can include, for example,
business, health, personal or other records. The measures are to be established by
Parties for use “in particular where there are grounds to believe that the computer
data is particularly vulnerable to loss or modification.” This can include situations
where the data is subject to a short period of retention, such as where there is a
business policy to delete the data after a certain period of time or the data is ordi-
narily deleted when the storage medium is used to record other data. It can also
refer to the nature of the custodian of the data or the insecure manner in which the
datais stored. However, if the custodian were untrustworthy, it would be more secure
to effect preservation by means of search and seizure, rather than by means of an
order that could be disobeyed. A specific reference to “traffic data”is made in para-
graph 1 in order to signal the provisions particular applicability to this type of data,
which if collected and retained by a service provider, is usually held for only a short
period of time. The reference to “traffic data”also provides a link between the meas-
ures in Article 16 and 17.

162. Paragraph 2 specifies that where a Party gives effect to preservation by means
of an order, the order to preserve is in relation to “specified stored computer data in
the person’s possession or control”. Thus, the stored data may actually be in the
possession of the person or it may be stored elsewhere but subject to the control
of this person. The person who receives the order is obliged “to preserve and main-
tain the integrity of that computer data for a period of time as long as necessary, up
to a maximum of 90 days, to enable the competent authorities to seek its disclosure.”
The domestic law of a Party should specify a maximum period of time for which
data, subject to an order, must be preserved, and the order should specify the exact
period of time that the specified data is to be preserved. The period of time should
be as long as necessary, up to a maximum of 90 days, to permit the competent
authorities to undertake other legal measures, such as search and seizure, or similar
access or securing, or the issuance of a production order, to obtain the disclosure of
the data. A Party may provide for subsequent renewal of the production order. In
this context, reference should be made to Article 29, which concerns a mutual assis-
tance request to obtain the expeditious preservation of data stored by means of a
computer system. That article specifies that preservation effected in response to a
mutual assistance request “shall be for a period not less than 60 days in order to
enable the requesting Party to submit a request for the search or similar access,
seizure or similar securing, or disclosure of the data.”

163. Paragraph 3 imposes an obligation of confidentiality regarding the undertaking
of preservation procedures on the custodian of the data to be preserved, or on the
person ordered to preserve the data, for a period of time as established in domestic
law. This requires Parties to introduce confidentiality measures in respect of expe-
dited preservation of stored data, and a time limit in respect of the period of confi-
dentiality. This measure accommodates the needs of law enforcement so that the
suspect of the investigation is not made aware of the investigation, as well as the
right of individuals to privacy. For law enforcement authorities, the expedited pres-
ervation of data forms part of initial investigations and, therefore, covertness may
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be important at this stage. Preservation is a preliminary measure pending the taking
of other legal measures to obtain the data or its disclosure. Confidentiality is required
in order that other persons do not attempt to tamper with or delete the data. For
the person to whom the order is addressed, the data subject or other persons who
may be mentioned or identified in the data, there is a clear time limit to the length
of the measure. The dual obligations to keep the data safe and secure and to main-
tain confidentiality of the fact that the preservation measure has been undertaken
helps to protect the privacy of the data subject or other persons who may be men-
tioned or identified in that data.

164. In addition to the limitations set out above, the powers and procedures referred
toin Article 16 are also subject to the conditions and safeguards provided in Articles
14 and 15.

Expedited preservation and partial disclosure of traffic data (Article 17)

165. This article establishes specific obligations in relation to the preservation of
traffic data under Article 16 and provides for expeditious disclosure of some traffic
data so as to identify that other service providers were involved in the transmission
of specified communications. “Traffic data” is defined in Article 1.

166. Obtaining stored traffic data that is associated with past communications may
be critical in determining the source or destination of a past communication, which
is crucial to identifying the persons who, for example, have distributed
child pornography, distributed fraudulent misrepresentations as part of a fraudulent
scheme, distributed computer viruses, attempted or successfully accessed illegally
computer systems, or transmitted communications to a computer system that have
interfered either with data in the system or with the proper functioning of the system.
However, this data is frequently stored for only short periods of time, as laws designed
to protect privacy may prohibit or market forces may discourage the long-term
storage of such data. Therefore, it is important that preservation measures be under-
taken to secure the integrity of this data (see discussion related to preservation,
above).

167. Often more than one service provider may be involved in the transmission of
a communication. Each service provider may possess some traffic data related to
the transmission of the specified communication, which either has been generated
and retained by that service provider in relation to the passage of the communica-
tion through its system or has been provided from other service providers. Sometimes
traffic data, or at least some types of traffic data, are shared among the service
providers involved in the transmission of the communication for commercial, secu-
rity, or technical purposes. In such a case, any one of the service providers may
possess the crucial traffic data that is needed to determine the source or destination
of the communication. Often, however, no single service provider possesses enough
of the crucial traffic data to be able to determine the actual source or destination of
the communication. Each possesses one part of the puzzle, and each of these parts
needs to be examined in order to identify the source or destination.

168. Article 17 ensures that where one or more service providers were involved in
the transmission of a communication, expeditious preservation of traffic data can
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be effected among all of the service providers. The article does not specify the means
by which this may be achieved, leaving it to domestic law to determine a means
that is consistent with its legal and economic system. One means to achieve expedi-
tious preservation would be for competent authorities to serve expeditiously a
separate preservation order on each service provider. Nevertheless, obtaining a
series of separate orders can be unduly time consuming. A preferred alternative
could be to obtain a single order, the scope of which however would apply to all
service providers that were identified subsequently as being involved in the trans-
mission of the specific communication. This comprehensive order could be served
sequentially on each service provider identified. Other possible alternatives could
involve the participation of service providers. For example, requiring a service pro-
vider that was served with an order to notify the next service provider in the chain
of the existence and terms of the preservation order. This notice could, depending
on domestic law, have the effect of either permitting the other service provider to
preserve voluntarily the relevant traffic data, despite any obligations to delete it, or
mandating the preservation of the relevant traffic data. The second service provider
could similarly notify the next service provider in the chain.

169. As traffic data is not disclosed to law enforcement authorities upon service of
a preservation order to a service provider (but only obtained or disclosed subse-
quently upon the taking of other legal measures), these authorities will not know
whether the service provider possesses all of the crucial traffic data or whether there
were other service providers involved in the chain of transmitting the communica-
tion. Therefore, this article requires that the service provider, which receives a pres-
ervation order or similar measure, disclose expeditiously to the competent author-
ities, or other designated person, a sufficient amount of traffic data to enable the
competent authorities to identify any other service providers and the path through
which the communication was transmitted. The competent authorities should
specify clearly the type of traffic data that is required to be disclosed. Receipt of this
information would enable the competent authorities to determine whether to take
preservation measures with respect to the other service providers. In this way, the
investigating authorities can trace the communication back to its origin, or forward
to its destination, and identify the perpetrator or perpetrators of the specific crime
being investigated. The measures in this article are also subject to the limitations,
conditions and safeguards provided in Articles 14 and 15.

Title 3 — Production order

Production order (Article 18)

170. Paragraph 1 of this article calls for Parties to enable their competent authorities
to compel a person in its territory to provide specified stored computer data, or a
service provider offering its services in the territory of the Party to submit subscriber
information. The data in question are stored or existing data, and do not include
data that has not yet come into existence such as traffic data or content data related
to future communications. Instead of requiring States to apply systematically coer-
cive measures in relation to third parties, such as search and seizure of data, it is
essential that States have within their domestic law alternative investigative powers
that provide a less intrusive means of obtaining information relevant to criminal
investigations.
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171. A“production order” provides a flexible measure which law enforcement can
apply in many cases, especially instead of measures that are more intrusive or more
onerous. The implementation of such a procedural mechanism will also be beneficial
to third party custodians of data, such as ISPs, who are often prepared to assist law
enforcement authorities on a voluntary basis by providing data under their control,
but who prefer an appropriate legal basis for such assistance, relieving them of any
contractual or non-contractual liability.

172. The production order refers to computer data or subscriber information that
are in the possession or control of a person or a service provider. The measure is
applicable only to the extent that the person or service provider maintains such data
or information. Some service providers, for example, do not keep records regarding
the subscribers to their services.

173. Under paragraph 1(a), a Party shall ensure that its competent law enforcement
authorities have the power to order a person in its territory to submit specified
computer data stored in a computer system, or data storage medium that is in that
person’s possession or control. The term “possession or control” refers to physical
possession of the data concerned in the ordering Party’s territory, and situations in
which the data to be produced is outside of the person’s physical possession but
the person can nonetheless freely control production of the data from within the
ordering Party’s territory (for example, subject to applicable privileges, a person who
is served with a production order for information stored in his or her account by
means of a remote online storage service, must produce such information). At the
same time, a mere technical ability to access remotely stored data (e.g. the ability
of a user to access through a network link remotely stored data not within his or her
legitimate control) does not necessarily constitute “control” within the meaning of
this provision. In some States, the concept denominated under law as “possession”
covers physical and constructive possession with sufficient breadth to meet this
“possession or control” requirement.

Under paragraph 1(b), a Party shall also provide for the power to order a service
provider offering services in its territory to “submit subscriber information in the
service provider’s possession or control”. As in paragraph 1(a), the term“possession
or control”refers to subscriber information in the service provider’s physical posses-
sion and to remotely stored subscriber information under the service provider’s
control (for example at a remote data storage facility provided by another company).
The term “relating to such service” means that the power is to be available for the
purpose of obtaining subscriber information relating to services offered in the order-
ing Party’s territory.

174. The conditions and safeguards referred to in paragraph 2 of the article, depend-
ing on the domestic law of each Party, may exclude privileged data or information.
A Party may wish to prescribe different terms, different competent authorities and
different safeguards concerning the submission of particular types of computer data
or subscriber information held by particular categories of persons or service provid-
ers. For example, with respect to some types of data, such as publicly available
subscriber information, a Party might permit law enforcement agents to issue such
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an order where in other situations a court order could be required. On the other
hand, in some situations a Party might require, or be mandated by human rights
safeguards to require that a production order be issued only by judicial authorities
in order to be able to obtain certain types of data. Parties may wish to limit the
disclosure of this data for law enforcement purposes to situations where a produc-
tion order to disclose such information has been issued by judicial authorities. The
proportionality principle also provides some flexibility in relation to the application
of the measure, for instance in many States in order to exclude its application in
minor cases.

175. A further consideration for Parties is the possible inclusion of measures con-
cerning confidentiality. The provision does not contain a specific reference to con-
fidentiality, in order to maintain the parallel with the non-electronic world where
confidentiality is not imposed in general regarding production orders. However,
in the electronic, particularly on-line, world a production order can sometimes be
employed as a preliminary measure in the investigation, preceding further measures
such as search and seizure or real-time interception of other data. Confidentiality
could be essential for the success of the investigation.

176. With respect to the modalities of production, Parties could establish obligations
that the specified computer data or subscriber information must be produced in
the manner specified in the order. This could include reference to a time period
within which disclosure must be made, or to form, such as that the data or informa-
tion be provided in “plain text’, on-line or on a paper print-out or on a diskette.

177. “Subscriber information”is defined in paragraph 3. In principle, it refers to any
information held by the administration of a service provider relating to a subscriber
to its services. Subscriber information may be contained in the form of computer
data or any other form, such as paper records. As subscriber information includes
forms of data other than just computer data, a special provision has been included
in the article to address this type of information.“Subscriber”is intended to include
a broad range of service provider clients, from persons holding paid subscriptions,
to those paying on a per-use basis, to those receiving free services. It also includes
information concerning persons entitled to use the subscriber’s account.

178. In the course of a criminal investigation, subscriber information may be needed
primarily in two specific situations. First, subscriber information is needed to identify
which services and related technical measures have been used or are being used
by a subscriber, such as the type of telephone service used (e.g., mobile), type of
other associated services used (e.g., call forwarding, voice-mail, etc.), telephone
number or other technical address (e.g., e-mail address). Second, when a technical
address is known, subscriber information is needed in order to assist in establishing
the identity of the person concerned. Other subscriber information, such as com-
mercial information about billing and payment records of the subscriber may also
be relevant to criminal investigations, especially where the crime under investigation
involves computer fraud or other economic crimes.

179. Therefore, subscriber information includes various types of information about
the use of a service and the user of that service. With respect to the use of the service,
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the term means any information, other than traffic or content data, by which can be
established the type of communication service used, the technical provisions related
thereto, and the period of time during which the person subscribed to the service.
The term “technical provisions” includes all measures taken to enable a subscriber
to enjoy the communication service offered. Such provisions include the reservation
of a technical number or address (telephone number, web site address or domain
name, e-mail address, etc.), as well as the provision and registration of communica-
tion equipment used by the subscriber, such as telephone devices, call centres or
LANSs (local area networks).

180. Subscriber information is not limited to information directly related to the use
of the communication service. It also means any information, other than traffic data
or content data, by which can be established the user’s identity, postal or geographic
address, telephone and other access number, and billing and payment information,
which is available on the basis of the service agreement or arrangement between
the subscriber and the service provider. It also means any other information, other
than traffic data or content data, concerning the site or location where the com-
munication equipment is installed, which is available on the basis of the service
agreement or arrangement. This latter information may only be relevant in practical
terms where the equipment is not portable, but knowledge as to the portability or
purported location of the equipment (on the basis of the information provided
according to the service agreement or arrangement) can be instrumental to an
investigation.

181. However, this article should not be understood as to impose an obligation on
service providers to keep records of their subscribers, nor would it require service
providers to ensure the correctness of such information. Thus, a service provider is
not obliged to register identity information of users of so-called prepaid cards for
mobile telephone services. Nor is it obliged to verify the identity of the subscribers
or to resist the use of pseudonyms by users of its services.

182. As the powers and procedures in this Section are for the purpose of specific
criminal investigations or proceedings (Article 14), production orders are to be used
in individual cases concerning, usually, particular subscribers. For example, on the
basis of the provision of a particular name mentioned in the production order, a
particular associated telephone number or e-mail address may be requested. On
the basis of a particular telephone number or e-mail address, the name and address
of the subscriber concerned may be ordered. The provision does not authorise
Parties to issue a legal order to disclose indiscriminate amounts of the service pro-
vider's subscriber information about groups of subscribers e.g. for the purpose of
data-mining.

183. The reference to a“service agreement or arrangement” should be interpreted
in a broad sense and includes any kind of relationship on the basis of which a client
uses the provider’s services.
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Title 4 — Search and seizure of stored computer data

Search and seizure of stored computer data (Article 19)

184. This article aims at modernising and harmonising domestic laws on search and
seizure of stored computer data for the purposes of obtaining evidence with respect
to specific criminal investigations or proceedings. Any domestic criminal procedural
law includes powers for search and seizure of tangible objects. However, in a num-
ber of jurisdictions stored computer data per se will not be considered as a tangible
object and therefore cannot be secured on behalf of criminal investigations and
proceedings in a parallel manner as tangible objects, other than by securing the
data medium upon which it is stored. The aim of Article 19 of this Convention is to
establish an equivalent power relating to stored data.

185. In the traditional search environment concerning documents or records, a
search involves gathering evidence that has been recorded or registered in the past
in tangible form, such as ink on paper. The investigators search or inspect such
recorded data, and seize or physically take away the tangible record. The gathering
of data takes place during the period of the search and in respect of data that exists
at that time. The precondition for obtaining legal authority to undertake a search is
the existence of grounds to believe, as prescribed by domestic law and human rights
safeguards, that such data exists in a particular location and will afford evidence of
a specific criminal offence.

186. With respect to the search for evidence, in particular computer data, in the new
technological environment, many of the characteristics of a traditional search remain.
For example, the gathering of the data occurs during the period of the search and
in respect of data that exists at that time. The preconditions for obtaining legal
authority to undertake a search remain the same. The degree of belief required for
obtaining legal authorisation to search is not any different whether the data is in
tangible form or in electronic form. Likewise, the belief and the search are in respect
of data that already exists and that will afford evidence of a specific offence.

187. However, with respect to the search of computer data, additional procedural
provisions are necessary in order to ensure that computer data can be obtained in
a manner that is equally effective as a search and seizure of a tangible data carrier.
There are several reasons for this: first, the data is in intangible form, such as in an
electromagnetic form. Second, while the data may be read with the use of computer
equipment, it cannot be seized and taken away in the same sense as can a paper
record. The physical medium on which the intangible data is stored (e.g., the com-
puter hard-drive or a diskette) must be seized and taken away, or a copy of the data
must be made in either tangible form (e.g., computer print-out) or intangible form,
on a physical medium (e.g., diskette), before the tangible medium containing the
copy can be seized and taken away. In the latter two situations, where such copies
of the data are made, a copy of the data remains in the computer system or storage
device. Domestic law should provide for a power to make such copies. Third, due
to the connectivity of computer systems, data may not be stored in the particular
computer that is searched, but such data may be readily accessible to that system. It
could be stored in an associated data storage device that is connected directly to the
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computer, or connected to the computer indirectly through communication systems,
such as the Internet. This may or may not require new laws to permit an extension of
the search to where the data is actually stored (or the retrieval of the data from that
site to the computer being searched), or the use traditional search powers in a more
co-ordinated and expeditious manner at both locations.

188. Paragraph 1 requires Parties to empower law enforcement authorities to access
and search computer data, which is contained either within a computer system or
part of it (such as a connected data storage device), or on an independent data
storage medium (such as a CD-ROM or diskette). As the definition of “computer
system” in article 1 refers to “any device or a group of inter-connected or related
devices’, paragraph 1 concerns the search of a computer system and its related
components that can be considered together as forming one distinct computer
system (e.g., a PC together with a printer and related storage devices, or a local area
network). Sometimes data that is physically stored in another system or storage
device can be legally accessed through the searched computer system by establish-
ing a connection with other distinct computer systems. This situation, involving
linkages with other computer systems by means of telecommunication networks
within the same territory (e.g., wide area network or Internet), is addressed at para-
graph 2.

189. Although search and seizure of a “computer-data storage medium in which
computer data may be stored” (paragraph 1 (b)) may be undertaken by use of tra-
ditional search powers, often the execution of a computer search requires both the
search of the computer system and any related computer-data storage medium
(e.g., diskettes) in the immediate vicinity of the computer system. Due to this rela-
tionship, a comprehensive legal authority is provided in paragraph 1 to encompass
both situations.

190. Article 19 applies to stored computer data. In this respect, the question arises
whether an unopened e-mail message waiting in the mailbox of an ISP until the
addressee will download it to his or her computer system, has to be considered as
stored computer data or as data in transfer. Under the law of some Parties, that e-mail
message is part of a communication and therefore its content can only be obtained
by applying the power of interception, whereas other legal systems consider such
message as stored data to which article 19 applies. Therefore, Parties should review
their laws with respect to this issue to determine what is appropriate within their
domestic legal systems.

191. Reference is made to the term “search or similarly access”. The use of the tradi-
tional word “search” conveys the idea of the exercise of coercive power by the State,
and indicates that the power referred to in this article is analogous to traditional
search.”Search” means to seek, read, inspect or review data. It includes the notions
of searching for data and searching of (examining) data. On the other hand, the word
“access” has a neutral meaning, but it reflects more accurately computer terminol-
ogy. Both terms are used in order to marry the traditional concepts with modern
terminology.
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192. The reference to “in its territory” is a reminder that this provision, as all the
articles in this Section, concern only measures that are required to be taken at the
national level.

193. Paragraph 2 allows the investigating authorities to extend their search or
similar access to another computer system or part of it if they have grounds to believe
that the data required is stored in that other computer system. The other computer
system or part of it must, however, also be “in its territory”

194. The Convention does not prescribe how an extension of a search is to be per-
mitted or undertaken. This is left to domestic law. Some examples of possible condi-
tions are: empowering the judicial or other authority which authorised the computer
search of a specific computer system, to authorise the extension of the search or
similar access to a connected system if he or she has grounds to believe (to the
degree required by national law and human rights safeguards) that the connected
computer system may contain the specific data that is being sought; empowering
the investigative authorities to extend an authorised search or similar access of a
specific computer system to a connected computer system where there are similar
grounds to believe that the specific data being sought is stored in the other computer
system; or exercising search or similar access powers at both locations in a co-
ordinated and expeditious manner. In all cases the data to be searched must be
lawfully accessible from or available to the initial computer system.

195. This article does not address “transborder search and seizure”, whereby States
could search and seize data in the territory of other States without having to go
through the usual channels of mutual legal assistance. This issue is discussed below
at the Chapter on international co-operation.

196. Paragraph 3 addresses the issues of empowering competent authorities to seize
or similarly secure computer data that has been searched or similarly accessed under
paragraphs 1 or 2. This includes the power of seizure of computer hardware and
computer-data storage media. In certain cases, for instance when data is stored in
unique operating systems such that it cannot be copied, it is unavoidable that the
data carrier as a whole has to be seized. This may also be necessary when the data
carrier has to be examined in order to retrieve from it older data which was overwrit-
ten but which has, nevertheless, left traces on the data carrier.

197. In this Convention, “seize” means to take away the physical medium upon which
data or information is recorded, or to make and retain a copy of such data or infor-
mation.“Seize"includes the use or seizure of programmes needed to access the data
being seized. As well as using the traditional term “seize”, the term“similarly secure”
is included to reflect other means by which intangible data is removed, rendered
inaccessible or its control is otherwise taken over in the computer environment.
Since the measures relate to stored intangible data, additional measures are required
by competent authorities to secure the data; that is, “maintain the integrity of the
data’, or maintain the “chain of custody” of the data, meaning that the data which is
copied or removed be retained in the State in which they were found at the time of
the seizure and remain unchanged during the time of criminal proceedings. The
term refers to taking control over or the taking away of data.
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198. The rendering inaccessible of data can include encrypting the data or otherwise
technologically denying anyone access to that data. This measure could usefully be
applied in situations where danger or social harm is involved, such as virus programs
orinstructions on how to make viruses or bombs, or where the data or their content
areillegal, such as child pornography. The term“removal”is intended to express the
idea that while the data is removed or rendered inaccessible, it is not destroyed, but
continues to exist. The suspect is temporarily deprived of the data, but it can be
returned following the outcome of the criminal investigation or proceedings.

199. Thus, seize or similarly secure data has two functions: 1) to gather evidence,
such as by copying the data, or 2) to confiscate data, such as by copying the data
and subsequently rendering the original version of the data inaccessible or by
removing it. The seizure does not imply a final deletion of the seized data.

200. Paragraph 4 introduces a coercive measure to facilitate the search and seizure
of computer data. It addresses the practical problem that it may be difficult to access
and identify the data sought as evidence, given the quantity of data that can be
processed and stored, the deployment of security measures, as well as the nature
of computer operations. It recognises that system administrators, who have particu-
lar knowledge of the computer system, may need to be consulted concerning the
technical modalities about how best the search should be conducted. This provision,
therefore, allows law enforcement to compel a system administrator to assist, as is
reasonable, the undertaking of the search and seizure.

201. This power is not only of benefit to the investigating authorities. Without such
co-operation, investigative authorities could remain on the searched premises and
prevent access to the computer system for long periods of time while undertaking
the search. This could be an economic burden on legitimate businesses or customers
and subscribers that are denied access to data during this time. A means to order
the co-operation of knowledgeable persons would help in making searches more
effective and cost efficient, both for law enforcement and innocent individuals
affected. Legally compelling a system administrator to assist may also relieve the
administrator of any contractual or other obligations not to disclose the data.

202. The information that can be ordered to be provided is that which is necessary
to enable the undertaking of the search and seizure, or the similarly accessing or
securing. The provision of this information, however, is restricted to that which is
“reasonable”. In some circumstances, reasonable provision may include disclosing
a password or other security measure to the investigating authorities. However, in
other circumstances, this may not be reasonable; for example, where the disclosure
of the password or other security measure would unreasonably threaten the privacy
of other users or other data that is not authorised to be searched. In such case, the
provision of the “necessary information” could be the disclosure, in a form that is
intelligible and readable, of the actual data that is being sought by the competent
authorities.

203. Under paragraph 5 of this article, the measures are subject to conditions and
safeguards provided for under domestic law on the basis of Article 15 of this
Convention. Such conditions may include provisions relating to the engagement
and financial compensation of witnesses and experts.
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204. The drafters discussed further in the frame of paragraph 5 if interested parties
should be notified of the undertaking of a search procedure In the on-line world it
may be less apparent that data has been searched and seized (copied) than that a
seizure in the off-line world took place, where seized objects will be physically miss-
ing. The laws of some Parties do not provide for an obligation to notify in the case
of a traditional search. For the Convention to require notification in respect of a
computer search would create a discrepancy in the laws of these Parties. On the
other hand, some Parties may consider notification as an essential feature of the
measure, in order to maintain the distinction between computer search of stored
data (which is generally not intended to be a surreptitious measure) and interception
of flowing data (which is a surreptitious measure, see Articles 20 and 21). The issue
of notification, therefore, is left to be determined by domestic law. If Parties consider
a system of mandatory notification of persons concerned, it should be borne in mind
that such notification may prejudice the investigation. If such a risk exists, postpone-
ment of the notification should be considered.

Title 5 — Real-time collection of computer data

205. Articles 20 and 21 provide for the real-time collection of traffic data and the
real-time interception of content data associated with specified communications
transmitted by a computer system. The provisions address the real-time collection
and real-time interception of such data by competent authorities, as well as their
collection or interception by service providers. Obligations of confidentiality are also
addressed.

206. Interception of telecommunications usually refers to traditional telecommuni-
cations networks. These networks can include cable infrastructures, whether wire
oroptical cable, as well as inter-connections with wireless networks, including mobile
telephone systems and microwave transmission systems. Today, mobile communi-
cations are facilitated also by a system of special satellite networks. Computer net-
works may also consist of an independent fixed cable infrastructure, but are more
frequently operated as a virtual network by connections made through telecom-
munication infrastructures, thus permitting the creation of computer networks or
linkages of networks that are global in nature. The distinction between telecom-
munications and computer communications, and the distinctiveness between their
infrastructures, is blurring with the convergence of telecommunication and informa-
tion technologies. Thus, the definition of “computer system” in Article 1 does not
restrict the manner by which the devices or group of devices may be inter-connected.
Articles 20 and 21, therefore, apply to specified communications transmitted by
means of a computer system, which could include transmission of the communica-
tion through telecommunication networks before it is received by another computer
system.

207. Articles 20 and 21 do not make a distinction between a publicly or a privately
owned telecommunication or computer system or to the use of systems and com-
munication services offered to the public or to closed user groups or private parties.
The definition of “service provider”in Article 1 refers to public and private entities
that provide to users of their services the ability to communicate by means of a
computer system.

Explanatory Report to the Convention on Cybercrime » Page 99



208. This Title governs the collection of evidence contained in currently generated
communications, which are collected at the time of the communication (i.e., “real
time”). The data are intangible in form (e.g., in the form of transmissions of voice or
electronic impulses). The flow of the data is not significantly interfered with by the
collection, and the communication reaches its intended recipient. Instead of a
physical seizure of the data, a recording (i.e., a copy) is made of the data being com-
municated. The collection of this evidence takes place during a certain period of
time. A legal authority to permit the collection is sought in respect of a future event
(i.e, a future transmission of data).

209. The type of data that can be collected is of two types: traffic data and content
data. “Traffic data” is defined in Article 1 d to mean any computer data relating to a
communication made by means of a computer system, which is generated by the
computer system and which formed a part in the chain of communication, indicat-
ing the communication’s origin, destination, route, time, date, size and duration or
the type of service.”Content data”is not defined in the Convention but refers to the
communication content of the communication; i.e., the meaning or purport of the
communication, or the message or information being conveyed by the communica-
tion (other than traffic data).

210. In many States, a distinction is made between the real-time interception of
content data and real-time collection of traffic data in terms of both the legal pre-
requisites required to authorise such investigative measure and the offences in
respect of which this measure can be employed. While recognising that both types
of data may have associated privacy interests, many States consider that the privacy
interests in respect of content data are greater due to the nature of the communica-
tion content or message. Greater limitations may be imposed with respect to the
real-time collection of content data than traffic data. To assist in recognising this
distinction for these States, the Convention, while operationally acknowledging that
the data is collected or recorded in both situations, refers normatively in the titles
of the articles to the collection of traffic data as “real-time collection”and the collec-
tion of content data as “real-time interception”.

211. In some States existing legislation makes no distinction between the collection
of traffic data and the interception of content data, either because no distinction
has been made in the law regarding differences in privacy interests or the techno-
logical collection techniques for both measures are very similar. Thus, the legal
prerequisites required to authorise the undertaking of the measures, and the offences
in respect of which the measures can be employed, are the same. This situation is
also recognised in the Convention by the common operational use of the term“col-
lect or record” in the actual text of both Articles 20 and 21.

212. With respect to the real-time interception of content data, the law often pre-
scribes that the measure is only available in relation to the investigation of serious
offences or categories of serious offences. These offences are identified in domestic
law as serious for this purpose often by being named in a list of applicable offences
or by being included in this category by reference to a certain maximum sentence
of incarceration that is applicable to the offence. Therefore, with respect to the
interception of content data, Article 21 specifically provides that Parties are only
required to establish the measure “in relation to a range of serious offences to be
determined by domestic law”.
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213. Article 20, concerning the collection of traffic data, on the other hand, is not so
limited and in principle applies to any criminal offence covered by the Convention.
However, Article 14, paragraph 3, provides that a Party may reserve the right to apply
the measure only to offences or categories of offences specified in the reservation,
provided that the range of offences or categories of offences is not more restricted
than the range of offences to which it applies the measure of interception of content
data. Nevertheless, where such a reservation is taken, the Party shall consider restrict-
ing such reservation so as to enable the broadest range of application of the meas-
ure of collection of traffic data.

214. For some States, the offences established in the Convention would normally not
be considered serious enough to permit interception of content data or, in some
cases, even the collection of traffic data. Nevertheless, such techniques are often
crucial for the investigation of some of the offences established in the Convention,
such as those involving illegal access to computer systems, and distribution of viruses
and child pornography. The source of the intrusion or distribution, for example, can-
not be determined in some cases without real-time collection of traffic data. In some
cases, the nature of the communication cannot be discovered without real-time
interception of content data. These offences, by their nature or the means of trans-
mission, involve the use of computer technologies. The use of technological means
should, therefore, be permitted to investigate these offences. However, due to the
sensitivities surrounding the issue of interception of content data, the Convention
leaves the scope of this measure to be determined by domestic law. As some coun-
tries legally assimilate the collection of traffic data with the interception of content
data, a reservation possibility is permitted to restrict the applicability of the former
measure, but not to an extent greater than a Party restricts the measure of real-time
interception of content data. Nevertheless, Parties should consider applying the two
measures to the offences established by the Convention in Section 1 of Chapter I,
in order to provide an effective means for the investigation of these computer
offences and computer-related offences.

215. The conditions and safeguards regarding the powers and procedures related to
real-time interception of content data and real-time collection of traffic data are
subject to Articles 14 and 15. As interception of content data is a very intrusive
measure on private life, stringent safeguards are required to ensure an appropriate
balance between the interests of justice and the fundamental rights of the indi-
vidual. In the area of interception, the present Convention itself does not set out
specific safeguards other than limiting authorisation of interception of content data
to investigations into serious criminal offences as defined in domestic law.
Nevertheless, the following important conditions and safeguards in this area, applied
in domestic laws, are: judicial or other independent supervision; specificity as to the
communications or persons to be intercepted; necessity, subsidiarity and propor-
tionality (e.g. legal predicates justifying the taking of the measure; other less intru-
sive measures not effective); limitation on the duration of interception; right of
redress. Many of these safeguards reflect the European Convention on Human Rights
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and its subsequent case-law (see judgements in Klass,* Kruslin,® Huvig,” Malone2
Halford,’ Lambert'® cases). Some of these safequards are applicable also to the col-
lection of traffic data in real-time.

Real-time collection of traffic data (Article 20)

216. Often, historical traffic data may no longer be available or it may not be relevant
as the intruder has changed the route of communication. Therefore, the real-time
collection of traffic data is an important investigative measure. Article 20 addresses
the subject of real-time collection and recording of traffic data for the purpose of
specific criminal investigations or proceedings.

217. Traditionally, the collection of traffic data in respect of telecommunications
(e.g., telephone conversations) has been a useful investigative tool to determine the
source or destination (e.g., telephone numbers) and related data (e.g., time, date
and duration) of various types of illegal communications (e.g., criminal threats and
harassment, criminal conspiracy, fraudulent misrepresentations) and of communica-
tions affording evidence of past or future crimes (e.g., drug trafficking, murder,
economic crimes, etc.).

218. Computer communications can constitute or afford evidence of the same types
of criminality. However, given that computer technology is capable of transmitting
vast quantities of data, including written text, visual images and sound, it also has
greater potential for committing crimes involving distribution of illegal content (e.g.,
child pornography). Likewise, as computers can store vast quantities of data, often
of a private nature, the potential for harm, whether economic, social or personal,
can be significant if the integrity of this data is interfered with. Furthermore, as the
science of computer technology is founded upon the processing of data, both as
an end product and as part of its operational function (e.g., execution of computer
programs), any interference with this data can have disastrous effects on the proper
operation of computer systems. When an illegal distribution of child pornography,
illegal access to a computer system or interference with the proper functioning of
the computer system or the integrity of data, is committed, particularly from a dis-
tance such as through the Internet, it is necessary and crucial to trace the route of
the communications back from the victim to the perpetrator. Therefore, the ability
to collect traffic data in respect of computer communications is just as, if not more,
importantas itis in respect of purely traditional telecommunications. This investiga-
tive technique can correlate the time, date and source and destination of the sus-
pect’s communications with the time of the intrusions into the systems of victims,
identify other victims or show links with associates.

219. Under this article, the traffic data concerned must be associated with specified
communications in the territory of the Party. The specified “communications”are in

ECHR Judgment in the case of Klass and others v. Germany, A28, 06/09/1978.

ECHR Judgment in the case of Kruslin v. France, 176-A, 24/04/1990.

ECHR Judgment in the case of Huvig v. France, 176-B, 24/04/1990.

ECHR Judgment in the case of Malone v. United Kingdom, A82, 02/08/1984.

ECHR Judgment in the case of Halford v. United Kingdom, Reports 1997 - Ill, 25/06/1997.
0. ECHR Judgment in the case of Lambert v. France, Reports 1998 -V, 24/08/1998.
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the plural, as traffic data in respect of several communications may need to be col-
lected in order to determine the human source or destination (for example, in a
household where several different persons have the use of the same telecommuni-
cations facilities, it may be necessary to correlate several communications with the
individuals” opportunity to use the computer system). The communications in
respect of which the traffic data may be collected or recorded, however, must be
specified. Thus, the Convention does not require or authorise the general or indis-
criminate surveillance and collection of large amounts of traffic data. It does not
authorise the situation of “fishing expeditions” where criminal activities are hopefully
sought to be discovered, as opposed to specific instances of criminality being inves-
tigated. The judicial or other order authorising the collection must specify the com-
munications to which the collection of traffic data relates.

220. Subject to paragraph 2, Parties are obliged, under paragraph 1(a) to ensure that
their competent authorities have the capacity to collect or record traffic data by
technical means. The article does not specify technologically how the collection is
to be undertaken, and no obligations in technical terms are defined.

221. In addition, under paragraph 1(b), Parties are obliged to ensure that their com-
petent authorities have the power to compel a service provider to collect or record
traffic data or to co-operate and assist the competent authorities in the collection
or recording of such data. This obligation regarding service providers is applicable
only to the extent that the collection or recording, or co-operation and assistance,
is within the existing technical capability of the service provider. The article does
not obligate service providers to ensure that they have the technical capability to
undertake collections, recordings, co-operation or assistance. It does not require
them to acquire or develop new equipment, hire expert support or engage in costly
re-configuration of their systems. However, if their systems and personnel have the
existing technical capability to provide such collection, recording, co-operation or
assistance, the article would require them to take the necessary measures to engage
such capability. For example, the system may be configured in such a manner, or
computer programs may already be possessed by the service provider, which would
permit such measures to be taken, but they are not ordinarily executed or used in
the normal course of the service provider’s operation. The article would require the
service provider to engage or turn-on these features, as required by law.

222. As this is a measure to be carried out at national level, the measures are applied
to the collection or recording of specified communications in the territory of the
Party. Thus, in practical terms, the obligations are generally applicable where the
service provider has some physical infrastructure or equipment on that territory
capable of undertaking the measures, although this need not be the location of its
main operations or headquarters. For the purposes of this Convention, it is understood
that a communication is in a Party’s territory if one of the communicating parties
(human beings or computers) is located in the territory or if the computer or telecom-
munication equipment through which the communication passes is located on the
territory.

223. In general, the two possibilities for collecting traffic data in paragraph 1(a) and
(b) are not alternatives. Except as provided in paragraph 2, a Party must ensure that
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both measures can be carried out. This is necessary because if a service provider does
not have the technical ability to assume the collection or recording of traffic data
(1(b)), then a Party must have the possibility for its law enforcement authorities to
undertake themselves the task (1(a)). Likewise, an obligation under paragraph 1(b)
(ii) to co-operate and assist the competent authorities in the collection or recording
of traffic data is senseless if the competent authorities are not empowered to collect
or record themselves the traffic data. Additionally, in the situation of some local area
networks (LANs), where no service provider may be involved, the only way for col-
lection or recording to be carried out would be for the investigating authorities to
do it themselves. Both measures in paragraphs 1 (a) and (b) do not have to be used
each time, but the availability of both methods is required by the article.

224. This dual obligation, however, posed difficulties for certain States in which the
law enforcement authorities were only able to intercept data in telecommunication
systems through the assistance of a service provider, or not surreptitiously without
at least the knowledge of the service provider. For this reason, paragraph 2 accom-
modates such a situation. Where a Party, due to the “established principles of its
domestic legal system”, cannot adopt the measures referred to in paragraph 1 (a), it
may instead adopt a different approach, such as only compelling service providers
to provide the necessary technical facilities, to ensure the real-time collection of
traffic data by law enforcement authorities. In such case, all of the other limitations
regarding territory, specificity of communications and use of technical means still
apply.

225. Like real-time interception of content data, real-time collection of traffic data
is only effective if undertaken without the knowledge of the persons being investi-
gated. Interception is surreptitious and must be carried out in such a manner that
the communicating parties will not perceive the operation. Service providers and
their employees knowing about the interception must, therefore, be under an obli-
gation of secrecy in order for the procedure to be undertaken effectively.

226. Paragraph 3 obligates Parties to adopt such legislative or other measures
as may be necessary to oblige a service provider to keep confidential the fact of
and any information about the execution of any of the measures provided in this
article concerning the real-time collection of traffic data. This provision not only
ensures the confidentiality of the investigation, but it also relieves the service pro-
vider of any contractual or other legal obligations to notify subscribers that data
about them is being collected. Paragraph 3 may be effected by the creation of
explicit obligations in the law. On the other hand, a Party may be able to ensure
the confidentiality of the measure on the basis of other domestic legal provisions,
such as the power to prosecute for obstruction of justice those persons who aid
the criminals by telling them about the measure. Although a specific confidenti-
ality requirement (with effective sanction in case of a breach) is a preferred pro-
cedure, the use of obstruction of justice offences can be an alternative means to
prevent inappropriate disclosure and, therefore, also suffices to implement this
paragraph. Where explicit obligations of confidentiality are created, these shall be
subject to the conditions and safeguards as provided in Articles 14 and 15. These
safeguards or conditions should impose reasonable time periods for the dura-
tion of the obligation, given the surreptitious nature of the investigative measure.
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227. As noted above, the privacy interest is generally considered to be less with
respect to the collection of traffic data than interception of content data. Traffic data
about time, duration and size of communication reveals little personal information
about a person or his or her thoughts. However, a stronger privacy issue may exist
in regard to data about the source or destination of a communication (e.g. the visited
websites). The collection of this data may, in some situations, permit the compilation
of a profile of a person’s interests, associates and social context. Accordingly, Parties
should bear such considerations in mind when establishing the appropriate safeguards
and legal prerequisites for undertaking such measures, pursuant to Articles 14 and 15.

Interception of content data (Article 21)

228. Traditionally, the collection of content data in respect of telecommunications (e.g.,
telephone conversations) has been a useful investigative tool to determine that the
communication is of an illegal nature (e.g., the communication constitutes a criminal
threat or harassment, a criminal conspiracy or fraudulent misrepresentations) and to
collect evidence of past or future crimes (e.g., drug trafficking, murder, economic crimes,
etc.). Computer communications can constitute or afford evidence of the same types
of criminality. However, given that computer technology is capable of transmitting
vast quantities of data, including written text, visual images and sound, it has greater
potential for committing crimes involving distribution of illegal content (e.g., child por-
nography). Many of the computer crimes involve the transmission or communication of
data as part of their commission; for example, communications sent to effect an illegal
access of a computer system or the distribution of computer viruses. It is not possible to
determine in real-time the harmful and illegal nature of these communications without
intercepting the content of the message. Without the ability to determine and prevent
the occurrence of criminality in progress, law enforcement would merely be left with
investigating past and completed crimes where the damage has already occurred.
Therefore, the real-time interception of content data of computer communications is
just as, if not more, important as is the real-time interception of telecommunications.

229. “Content data”refers to the communication content of the communication; i.e., the
meaning or purport of the communication, or the message or information being con-
veyed by the communication. It is everything transmitted as part of the communication
that is not traffic data.

230. Most of the elements of this article are identical to those of Article 20. Therefore,
the comments, above, concerning the collection or recording of traffic data, obligations
to co-operate and assist, and obligations of confidentiality apply equally to the inter-
ception of content data. Due to the higher privacy interest associated with content
data, the investigative measure is restricted to“a range of serious offences to be deter-
mined by domestic law".

231. Also, as set forth in the comments above on Article 20, the conditions and safe-
guards applicable to real-time interception of content data may be more stringent than
those applicable to the real-time collection of traffic data, or to the search and seizure
or similar accessing or securing of stored data.
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Section 3 - Jurisdiction

Jurisdiction (Article 22)

232. This Article establishes a series of criteria under which Contracting Parties are
obliged to establish jurisdiction over the criminal offences enumerated in Articles 2-11
of the Convention.

233. Paragraph 1 littera a is based upon the principle of territoriality. Each Party is
required to punish the commission of crimes established in this Convention that are
committed in its territory. For example, a Party would assert territorial jurisdiction
if both the person attacking a computer system and the victim system are located
within its territory, and where the computer system attacked is within its territory,
even if the attacker is not.

234. Consideration was given to including a provision requiring each Party to estab-
lish jurisdiction over offences involving satellites registered in its name. The drafters
decided that such a provision was unnecessary since unlawful communications
involving satellites will invariably originate from and/or be received on earth. As
such, one of the bases for a Party’s jurisdiction set forth in paragraph 1(a) - (c) will
be available if the transmission originates or terminates in one of the locations
specified therein. Further, to the extent the offence involving a satellite communica-
tion is committed by a Party’s national outside the territorial jurisdiction of any State,
there will be a jurisdictional basis under paragraph 1(d). Finally, the drafters ques-
tioned whether registration was an appropriate basis for asserting criminal jurisdic-
tion since in many cases there would be no meaningful nexus between the offence
committed and the State of registry because a satellite serves as a mere conduit for
a transmission.

235. Paragraph 1, litterae b and c are based upon a variant of the principle of terri-
toriality. These litterae require each Party to establish criminal jurisdiction over
offences committed upon ships flying its flag or aircraft registered under its laws.
This obligation is already implemented as a general matter in the laws of many
States, since such ships and aircraft are frequently considered to be an extension of
the territory of the State. This type of jurisdiction is most useful where the ship or
aircraft is not located in its territory at the time of the commission of the crime, as a
result of which Paragraph 1, littera a would not be available as a basis to assert
jurisdiction. If the crime is committed on a ship or aircraft that is beyond the territory
of the flag Party, there may be no other State that would be able to exercise jurisdic-
tion barring this requirement. In addition, if a crime is committed aboard a ship or
aircraft which is merely passing through the waters or airspace of another State, the
latter State may face significant practical impediments to the exercise of its jurisdic-
tion, and it is therefore useful for the State of registry to also have jurisdiction.

236. Paragraph 1, littera d is based upon the principle of nationality. The nationality
theory is most frequently applied by States applying the civil law tradition. It provides
that nationals of a State are obliged to comply with the domestic law even when
they are outside its territory. Under littera d, if a national commits an offence abroad,
the Party is obliged to have the ability to prosecute it if the conduct is also an offence
under the law of the State in which it was committed or the conduct has taken place
outside the territorial jurisdiction of any State.
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237. Paragraph 2 allows Parties to enter a reservation to the jurisdiction grounds
laid down in paragraph 1, litterae b, ¢, and d. However, no reservation is permitted
with respect to the establishment of territorial jurisdiction under littera a, or with
respect to the obligation to establish jurisdiction in cases falling under the principle
of “aut dedere aut judicare” (extradite or prosecute) under paragraph 3, i.e. where
that Party has refused to extradite the alleged offender on the basis of his national-
ity and the offender is present on its territory. Jurisdiction established on the basis
of paragraph 3 is necessary to ensure that those Parties that refuse to extradite a
national have the legal ability to undertake investigations and proceedings domes-
tically instead, if sought by the Party that requested extradition pursuant to the
requirements of “Extradition”, Article 24, paragraph 6 of this Convention.

238. The bases of jurisdiction set forth in paragraph 1 are not the exclusive. Paragraph
4 of this Article permits the Parties to establish, in conformity with their domestic
law, other types of criminal jurisdiction as well.

239. In the case of crimes committed by use of computer systems, there will be
occasions in which more than one Party has jurisdiction over some or all of the
participants in the crime. For example, many virus attacks, frauds and copyright
violations committed through use of the Internet target victims located in many
States. In order to avoid duplication of effort, unnecessary inconvenience for wit-
nesses, or competition among law enforcement officials of the States concerned, or
to otherwise facilitate the efficiency or fairness of the proceedings, the affected
Parties are to consult in order to determine the proper venue for prosecution. In
some cases, it will be most effective for the States concerned to choose a single
venue for prosecution; in others, it may be best for one State to prosecute some
participants, while one or more other States pursue others. Either result is permitted
under this paragraph. Finally, the obligation to consult is not absolute, but is to take
place “where appropriate.” Thus, for example, if one of the Parties knows that con-
sultation is not necessary (e.g., it has received confirmation that the other Party is
not planning to take action), or if a Party is of the view that consultation may impair
its investigation or proceeding, it may delay or decline consultation.

Chapter Il - International co-operation

240. Chapter Il contains a number of provisions relating to extradition and mutual
legal assistance among the Parties.

Section 1 - General principles

Title 1 — General principles relating to international
co-operation
General principles relating to international co-operation (Article 23)

241. Article 23 sets forth three general principles with respect to international co-
operation under Chapter Il

242. Initially, the article makes clear that international co-operation is to be provided
among Parties “to the widest extent possible."This principle requires Parties to pro-
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vide extensive co-operation to each other, and to minimise impediments to the
smooth and rapid flow of information and evidence internationally.

243. Second, the general scope of the obligation to co-operate is set forth in Article
23: co-operation is to be extended to all criminal offences related to computer sys-
tems and data (i.e. the offences covered by Article 14, paragraph 2, litterae a-b), as
well as to the collection of evidence in electronic form of a criminal offence. This
means that either where the crime is committed by use of a computer system, or
where an ordinary crime not committed by use of a computer system (e.g., a murder)
involves electronic evidence, the terms of Chapter Ill are applicable. However, it
should be noted that Articles 24 (Extradition), 33 (Mutual assistance regarding the
real time collection of traffic data) and 34 (Mutual assistance regarding the intercep-
tion of content data) permit the Parties to provide for a different scope of application
of these measures.

244, Finally, co-operation is to be carried out both “in accordance with the provisions
of this Chapter” and “through application of relevant international agreements on
international co-operation in criminal matters, arrangements agreed to on the basis
of uniform or reciprocal legislation, and domestic laws."The latter clause establishes
the general principle that the provisions of Chapter Il do not supersede the provi-
sions of international agreements on mutual legal assistance and extradition, recip-
rocal arrangements as between the parties thereto (described in greater detail in
the discussion of Article 27 below), or relevant provisions of domestic law pertaining
to international co-operation. This basic principle is explicitly reinforced in Articles
24 (Extradition), 25 (General principles relating to mutual assistance), 26 (Spontaneous
information), 27 (Procedures pertaining to mutual assistance requests in the absence
of applicable international agreements), 28 (Confidentiality and limitation on use),
31 (Mutual assistance regarding accessing of stored computer data), 33 (Mutual
assistance regarding the real-time collection of traffic data) and 34 (Mutual assistance
regarding the interception of content data).

Title 2 — Principles relating to extradition

Extradition (Article 24)

245. Paragraph 1 specifies that the obligation to extradite applies only to offences
established in accordance with Articles 2-11 of the Convention that are punishable
under the laws of both Parties concerned by deprivation of liberty for a maximum
period of at least one year or by a more severe penalty. The drafters decided to insert
a threshold penalty because, under the Convention, Parties may punish some of the
offences with a relatively short maximum period of incarceration (e.g., Article 2 —
illegal access — and Article 4 — data interference). Given this, the drafters did not
believe it appropriate to require that each of the offences established in Articles 2-11
be considered per se extraditable. Accordingly, agreement was reached on a general
requirement that an offence is to be considered extraditable if — as in Article 2 of the
European Convention on Extradition (ETS N° 24) — the maximum punishment that
could be imposed for the offence for which extradition was sought was at least one
year's imprisonment. The determination of whether an offence is extraditable does
not hinge on the actual penalty imposed in the particular case at hand, but instead
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on the maximum period that may legally be imposed for a violation of the offence
for which extradition is sought.

246. At the same time, in accordance with the general principle that international
co-operation under Chapter lll should be carried out pursuant to instruments in force
between the Parties, Paragraph 1 also provides that where a treaty on extradition
or an arrangement on the basis of uniform or reciprocal legislation is in force between
two or more Parties (see description of this term in discussion of Article 27 below)
which provides for a different threshold for extradition, the threshold provided for
in such treaty or arrangement shall apply. For example, many extradition treaties
between European countries and non-European countries provide that an offence
is extraditable only if the maximum punishment is greater than one year’s imprison-
ment or there is a more severe penalty. In such cases, international extradition
practitioners will continue to apply the normal threshold under their treaty practice
in order to determine whether an offence is extraditable. Even under the European
Convention on Extradition (ETS N° 24), reservations may specify a different minimum
penalty for extradition. Among Parties to that Convention, when extradition is sought
from a Party that has entered such a reservation, the penalty provided for in the
reservation shall be applied in determining whether the offence is extraditable.

247. Paragraph 2 provides that the offences described in paragraph 1 are to be
deemed extraditable offences in any extradition treaty between or among the
Parties, and are to be included in future treaties they may negotiate among them-
selves. This does not mean that extradition must be granted on every occasion on
which a request is made but rather that the possibility of granting extradition of
persons for such offences must be available. Under paragraph 5, Parties are able to
provide for other requirements for extradition.

248. Under paragraph 3, a Party that would not grant extradition, either because it
has no extradition treaty with the requesting Party or because the existing treaties
would not cover a request made in respect of the offences established in accordance
with this Convention, may use the Convention itself as a basis for surrendering the
person requested, although it is not obligated to do so.

249. Where a Party, instead of relying on extradition treaties, utilises a general
statutory scheme to carry out extradition, paragraph 4 requires it to include the
offences described in Paragraph 1 among those for which extradition is available.

250. Paragraph 5 provides that the requested Party need not extradite if it is not
satisfied that all of the terms and conditions provided for by the applicable treaty
or law have been fulfilled. It is thus another example of the principle that co-
operation shall be carried out pursuant to the terms of applicable international
instruments in force between the Parties, reciprocal arrangements, or domestic law.
For example, conditions and restrictions set forth in the European Convention on
Extradition (ETS No. 24) and its Additional Protocols (ETS Nos. 86 and 98) will apply
to Parties to those agreements, and extradition may be refused on such bases (e.g.,
Article 3 of the European Convention on Extradition provides that extradition shall
be refused if the offence is considered political in nature, or if the request is consid-
ered to have been made for the purpose of prosecuting or punishing a person on
account of, inter alia, race, religion, nationality or political opinion).
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251. Paragraph 6 applies the principle “aut dedere aut judicare” (extradite or pros-
ecute). Since many States refuse extradition of their nationals, offenders who are
found in the Party of which they are a national may avoid responsibility for a crime
committed in another Party unless local authorities are obliged to take action. Under
paragraph 6, if another Party has sought extradition of the offender, and extradition
has been refused on the grounds that the offender is a national of the requested
Party, the requested Party must, upon request of the requesting Party, submit the
case to its authorities for the purpose of prosecution. If the Party whose extradition
request has been refused does not request submission of the case for local investi-
gation and prosecution, there is no obligation on the requested Party to take action.
Moreover, if no extradition request has been made, or if extradition has been denied
on grounds other than nationality, this paragraph establishes no obligation on the
requested Party to submit the case for domestic prosecution. In addition, paragraph
6 requires the local investigation and prosecution to be carried out with diligence;
it must be treated as seriously “as in the case of any other offence of a comparable
nature” in the Party submitting the case. That Party shall report the outcome of its
investigation and proceedings to the Party that had made the request.

252.In order that each Party know to whom its requests for provisional arrest or
extradition should be directed, paragraph 7 requires Parties to communicate to the
Secretary General of the Council of Europe the name and address of its authorities
responsible for making or receiving requests for extradition or provisional arrest in
the absence of a treaty. This provision has been limited to situations in which there
is no extradition treaty in force between the Parties concerned because if a bilateral
or multilateral extradition treaty is in force between the Parties (such as ETS N° 24),
the Parties will know to whom extradition and provisional arrest requests are to be
directed without the necessity of a registration requirement. The communication
to the Secretary General must be made at the time of signature or when depositing
the Party’s instrument of ratification, acceptance, approval or accession. It should
be noted that designation of an authority does not exclude the possibility of using
the diplomatic channel.

Title 3 — General principles relating to mutual assistance

General principles relating to mutual assistance (Article 25)

253. The general principles governing the obligation to provide mutual assistance
are set forth in paragraph 1. Co-operation is to be provided “to the widest extent
possible” Thus, as in Article 23 (“General principals relating to international co-
operation”), mutual assistance is in principle to be extensive, and impediments
thereto strictly limited. Second, as in Article 23, the obligation to co-operate applies
in principle to both criminal offences related to computer systems and data (i.e.
the offences covered by Article 14, paragraph 2, litterae a-b), and to the collection
of evidence in electronic form of a criminal offence. It was agreed to impose an
obligation to co-operate as to this broad class of crimes because there is the same
need for streamlined mechanisms of international co-operation as to both of these
categories. However, Articles 34 and 35 permit the Parties to provide for a different
scope of application of these measures.
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254, Other provisions of this Chapter will clarify that the obligation to provide mutual
assistance is generally to be carried out pursuant to the terms of applicable mutual
legal assistance treaties, laws and arrangements. Under paragraph 2, each Party is
required to have a legal basis to carry out the specific forms of co-operation described
in the remainder of the Chapter, if its treaties, laws and arrangements do not already
contain such provisions. The availability of such mechanisms, particularly those in
Articles 29 through 35 (Specific provisions - Titles 1, 2, 3), is vital for effective co-
operation in computer related criminal matters.

255. Some Parties will not require any implementing legislation in order to apply
the provisions referred to in paragraph 2, since provisions of international treaties
that establish detailed mutual assistance regimes are considered to be self-executing
in nature. It is expected that Parties will either be able to treat these provisions as
self executing, already have sufficient flexibility under existing mutual assistance
legislation to carry out the mutual assistance measures established under this
Chapter, or will be able to rapidly enact any legislation required to do so.

256. Computer data is highly volatile. By a few keystrokes or by operation of auto-
matic programs, it may be deleted, rendering it impossible to trace a crime to its
perpetrator or destroying critical proof of guilt. Some forms of computer data are
stored for only short periods of time before being deleted. In other cases, significant
harm to persons or property may take place if evidence is not gathered rapidly. In
such urgent cases, not only the request, but the response as well should be made
in an expedited manner. The objective of paragraph 3 is therefore to facilitate accel-
eration of the process of obtaining mutual assistance so that critical information or
evidence is not lost because it has been deleted before a request for assistance could
be prepared, transmitted and responded to. Paragraph 3 does so by (1) empowering
the Parties to make urgent requests for co-operation through expedited means of
communications, rather than through traditional, much slower transmission of writ-
ten, sealed documents through diplomatic pouches or mail delivery systems; and
(2) requiring the requested Party to use expedited means to respond to requests in
such circumstances. Each Party is required to have the ability to apply this measure
if its mutual assistance treaties, laws or arrangement do not already so provide. The
listing of fax and e-mail is indicative in nature; any other expedited means of com-
munication may be used as would be appropriate in the particular circumstances
at hand. As technology advances, further expedited means of communicating will
be developed that may be used to request mutual assistance. With respect to the
authenticity and security requirement contained in the paragraph, the Parties may
decide among themselves how to ensure the authenticity of the communications
and whether there is a need for special security protections (including encryption)
that may be necessary in a particularly sensitive case. Finally, the paragraph also
permits the requested Party to require a formal confirmation sent through traditional
channels to follow the expedited transmission, if it so chooses.

257. Paragraph 4 sets forth the principle that mutual assistance is subject to the
terms of applicable mutual assistance treaties (MLATs) and domestic laws. These
regimes provide safeguards for the rights of persons located in the requested Party
that may become the subject of a request for mutual assistance. For example, an
intrusive measure, such as search and seizure, is not executed on behalf of a request-
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ing Party, unless the requested Party’s fundamental requirements for such measure
applicable in a domestic case have been satisfied. Parties also may ensure protection
of rights of persons in relation to the items seized and provided through mutual
legal assistance.

258. However, paragraph 4 does not apply if “otherwise specifically provided in this
Chapter." This clause is designed to signal that the Convention contains several
significant exceptions to the general principle. The first such exception has been
seen in paragraph 2 of this Article, which obliges each Party to provide for the forms
of co-operation set forth in the remaining articles of the Chapter (such as preserva-
tion, real time collection of data, search and seizure, and maintenance of a 24/7
network), regardless of whether or not its MLATs, equivalent arrangements or mutual
assistance laws currently provide for such measures. Another exception is found in
Article 27 which is always to be applied to the execution of requests in lieu of the
requested Party’s domestic law governing international co-operation in the absence
of an MLAT or equivalent arrangement between the requesting and requested
Parties. Article 27 provides a system of conditions and grounds for refusal. Another
exception, specifically provided for in this paragraph, is that co-operation may not
be denied, at least as far as the offences established in Articles 2 — 11 of the Convention
are concerned, on the grounds that the requested Party considers the request to
involve a “fiscal” offence. Finally, Article 29 is an exception in that it provides that
preservation may not be denied on dual criminality grounds, although the possibil-
ity of a reservation is provided for in this respect.

259. Paragraph 5 is essentially a definition of dual criminality for purposes of mutual
assistance under this Chapter. Where the requested Party is permitted to require
dual criminality as a condition to the providing of assistance (for example, where a
requested Party has reserved its right to require dual criminality with respect to the
preservation of data under Article 29, paragraph 4 “Expedited preservation of stored
computer data”), dual criminality shall be deemed present if the conduct underlying
the offence for which assistance is sought is also a criminal offence under the
requested Party’s laws, even if its laws place the offence within a different category
of offence or use different terminology in denominating the offence. This provision
was believed necessary in order to ensure that requested Parties do not adopt too
rigid a test when applying dual criminality. Given differences in national legal sys-
tems, variations in terminology and categorisation of criminal conduct are bound
to arise. If the conduct constitutes a criminal violation under both systems, such
technical differences should not impede assistance. Rather, in matters in which the
dual criminality standard is applicable, it should be applied in a flexible manner that
will facilitate the granting of assistance.

Spontaneous information (Article 26)

260. This article is derived from provisions in earlier Council of Europe instruments,
such as Article 10 of the Convention on the Laundering, Search, Seizure and
Confiscation of the Proceeds from Crime (ETS N° 141) and Article 28 of the Criminal
Law Convention on Corruption (ETS N° 173). More and more frequently, a Party pos-
sesses valuable information that it believes may assist another Party in a criminal
investigation or proceeding, and which the Party conducting the investigation or
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proceeding is not aware exists. In such cases, no request for mutual assistance will
be forthcoming. Paragraph 1 empowers the State in possession of the information
to forward it to the other State without a prior request. The provision was thought
useful because, under the laws of some States, such a positive grant of legal author-
ity is needed in order to provide assistance in the absence of a request. A Party is
not obligated to spontaneously forward information to another Party; it may exercise
its discretion in light of the circumstances of the case at hand. Moreover, the spon-
taneous disclosure of information does not preclude the disclosing Party, if it has
jurisdiction, from investigating or instituting proceedings in relation to the facts
disclosed.

261. Paragraph 2 addresses the fact that in some circumstances, a Party will only
forward information spontaneously if sensitive information will be kept confidential
or other conditions can be imposed on the use of information. In particular, confi-
dentiality will be an important consideration in cases in which important interests
of the providing State may be endangered should the information be made public,
e.g., where there is a need to protect the identity of a means of collecting the infor-
mation or the fact that a criminal group is being investigated. If advance inquiry
reveals that the receiving Party cannot comply with a condition sought by the
providing Party (for example, where it cannot comply with a condition of confiden-
tiality because the information is needed as evidence at a public trial), the receiving
Party shall advise the providing Party, which then has the option of not providing
the information. If the receiving Party agrees to the condition, however, it must
honour it. It is foreseen that conditions imposed under this article would be consist-
ent with those that could be imposed by the providing Party pursuant to a request
for mutual assistance from the receiving Party.

Title 4 — Procedures pertaining to mutual assistance requests in the
absence of applicable international agreements

Procedures pertaining to mutual assistance requests in the absence of
applicable international agreements (Article 27)

262. Article 27 obliges the Parties to apply certain mutual assistance procedures and
conditions where there is no mutual assistance treaty or arrangement on the basis
of uniform or reciprocal legislation in force between the requesting and requested
Parties. The article thus reinforces the general principle that mutual assistance should
be carried out through application of relevant treaties and similar arrangements for
mutual assistance. The drafters rejected the creation of a separate general regime
of mutual assistance in this Convention that would be applied in lieu of other appli-
cable instruments and arrangements, agreeing instead that it would be more prac-
tical to rely on existing MLAT regimes as a general matter, thereby permitting mutual
assistance practitioners to use the instruments and arrangements they are the most
familiar with and avoiding confusion that may result from the establishment of
competing regimes. As previously stated, only with respect to mechanisms particu-
larly necessary for rapid effective co-operation in computer related criminal matters,
such as those in Articles 29-35 (Specific provisions - Title 1, 2, 3), is each Party required

Explanatory Report to the Convention on Cybercrime » Page 113



to establish a legal basis to enable the carrying out of such forms of co-operation if
its current mutual assistance treaties, arrangements or laws do not already do so.

263. Accordingly, most forms of mutual assistance under this Chapter will continue
to be carried out pursuant to the European Convention on Mutual Assistance in
Criminal Matters (ETS N° 30) and its Protocol (ETS N° 99) among the Parties to those
instruments. Alternatively, Parties to this Convention that have bilateral MLATs in
force between them, or other multilateral agreements governing mutual assistance
in criminal cases (such as between member States of the European Union), shall
continue to apply their terms, supplemented by the computer or computer-related
crime-specific mechanisms described in the remainder of Chapter Ill, unless they
agree to apply any or all of the provisions of this Article in lieu thereof. Mutual assis-
tance may also be based on arrangements agreed on the basis of uniform or recip-
rocal legislation, such as the system of co-operation developed among the Nordic
countries, which is also admitted by the European Convention on Mutual Assistance
in Criminal Matters (Article 25, paragraph 4), and among members of the
Commonwealth. Finally, the reference to mutual assistance treaties or arrangements
on the basis of uniform or reciprocal legislation is not limited to those instruments
in force at the time of entry into force of the present Convention, but also covers
instruments that may be adopted in the future.

264. Article 27 (Procedures pertaining to mutual assistance requests in the absence
of applicable international agreements), paragraphs 2-10, provide a number of rules
for providing mutual assistance in the absence of an MLAT or arrangement on the
basis of uniform or reciprocal legislation, including establishment of central author-
ities, imposing of conditions, grounds for and procedures in cases of postponement
or refusal, confidentiality of requests, and direct communications. With respect to
such expressly covered issues, in the absence of a mutual assistance agreement or
arrangement on the basis of uniform or reciprocal legislation, the provisions of this
Article are to be applied in lieu of otherwise applicable domestic laws governing
mutual assistance. At the same time, Article 27 does not provide rules for other issues
typically dealt with in domestic legislation governing international mutual assistance.
For example, there are no provisions dealing with the form and contents of requests,
taking of witness testimony in the requested or requesting Parties, the providing of
official or business records, transfer of witnesses in custody, or assistance in confis-
cation matters. With respect to such issues, Article 25, paragraph 4 provides that
absent a specific provision in this Chapter, the law of the requested Party shall
govern specific modalities of providing that type of assistance.

265. Paragraph 2 requires the establishment of a central authority or authorities
responsible for sending and answering requests for assistance. The institution of
central authorities is a common feature of modern instruments dealing with mutual
assistance in criminal matters, and it is particularly helpful in ensuring the kind of
rapid reaction that is so useful in combating computer- or computer-related crime.
Initially, direct transmission between such authorities is speedier and more efficient
than transmission through diplomatic channels. In addition, the establishment of
an active central authority serves an important function in ensuring that both incom-
ing and outgoing requests are diligently pursued, that advice is provided to foreign
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law enforcement partners on how best to satisfy legal requirements in the requested
Party, and that particularly urgent or sensitive requests are dealt with properly.

266. Parties are encouraged as a matter of efficiency to designate a single central
authority for the purpose of mutual assistance; it would generally be most efficient
for the authority designated for such purpose under a Party’s MLATs, or domestic
law to also serve as the central authority when this article is applicable. However, a
Party has the flexibility to designate more than one central authority where this is
appropriate under its system of mutual assistance. Where more than one central
authority is established, the Party that has done so should ensure that each author-
ity interprets the provisions of the Convention in the same way, and that both
incoming and outgoing requests are treated rapidly and efficiently. Each Party is to
advise the Secretary General of the Council of Europe of the names and addresses
(including e-mail and fax numbers) of the authority or authorities designated to
receive and respond to mutual assistance requests under this article, and Parties are
obliged to ensure that the designation is kept up-to-date.

267. A major objective of a State requesting mutual assistance often is to ensure
that its domestic laws governing the admissibility of evidence are fulfilled, and it
can use the evidence before its courts as a result. To ensure that such evidentiary
requirements can be met, paragraph 3 obliges the requested Party to execute
requests in accordance with the procedures specified by the requesting Party, unless
to do so would be incompatible with its law. It is emphasised that this paragraph
relates only to the obligation to respect technical procedural requirements, not to
fundamental procedural protections. Thus, for example, a requesting Party cannot
require the requested Party to execute a search and seizure that would not meet
the requested Party’s fundamental legal requirements for this measure. In light of
the limited nature of the obligation, it was agreed that the mere fact that the
requested Party’s legal system knows no such procedure is not a sufficient ground
to refuse to apply the procedure requested by the requesting Party; instead, the
procedure must be incompatible with the requested Party’s legal principles. For
example, under the law of the requesting Party, it may be a procedural requirement
that a statement of a witness be given under oath. Even if the requested Party does
not domestically have the requirement that statements be given under oath, it
should honour the requesting Party’s request.

268. Paragraph 4 provides for the possibility of refusing requests for mutual assis-
tance requests brought under this Article. Assistance may be refused on the grounds
provided for in Article 25, paragraph 4 (i.e. grounds provided for in the law of the
requested Party), including prejudice to the sovereignty of the State, security, ordre
public or other essential interests, and where the offence is considered by the
requested Party to be a political offence or an offence connected with a political
offence. In order to promote the overriding principle of providing the widest meas-
ure of co-operation (see Articles 23, 25), grounds for refusal established by a
requested Party should be narrow and exercised with restraint. They may not be so
expansive as to create the potential for assistance to be categorically denied, or
subjected to onerous conditions, with respect to broad categories of evidence or
information.
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269. In line with this approach, it was understood that apart from those grounds set
outin Article 28, refusal of assistance on data protection grounds may be invoked only
in exceptional cases. Such a situation could arise if, upon balancing the important
interests involved in the particular case (on the one hand, public interests, includ-
ing the sound administration of justice and, on the other hand, privacy interests),
furnishing the specific data sought by the requesting Party would raise difficulties so
fundamental as to be considered by the requested Party to fall within the essential
interests ground of refusal. A broad, categorical, or systematic application of data
protection principles to refuse cooperation is therefore precluded. Thus, the fact the
Parties concerned have different systems of protecting the privacy of data (such as
that the requesting Party does not have the equivalent of a specialised data protec-
tion authority) or have different means of protecting personal data (such as that the
requesting Party uses means other than the process of deletion to protect the privacy
or the accuracy of the personal data received by law enforcement authorities), do
not as such constitute grounds for refusal. Before invoking “essential interests” as a
basis for refusing co-operation, the requested Party should instead attempt to place
conditions which would allow the transfer of the data. (see Article 27, paragraph 6
and paragraph 271 of this report).

270. Paragraphs 5 permits the requested Party to postpone, rather than refuse, assis-
tance where immediate action on the request would be prejudicial to investigations
or proceedings in the requested Party. For example, where the requesting Party has
sought to obtain evidence or witness testimony for purposes of investigation or trial,
and the same evidence or witness are needed for use at a trial that is about to com-
mence in the requested Party, the requested Party would be justified in postponing
the providing of assistance.

271. Paragraph 6 provides that where the assistance sought would otherwise be
refused or postponed, the requested Party may instead provide assistance subject
to conditions. If the conditions are not agreeable to the requesting Party, the
requested Party may modify them, or it may exercise its right to refuse or postpone
assistance. Since the requested Party has an obligation to provide the widest pos-
sible measure of assistance, it was agreed that both grounds for refusal and condi-
tions should be exercised with restraint.

272. Paragraph 7 obliges the requested Party to keep the requesting Party informed
of the outcome of the request, and requires reasons to be given in the case of refusal
or postponement of assistance. The providing of reasons can, inter alia, assist the
requesting Party to understand how the requested Party interprets the requirements
of this Article, provide a basis for consultation in order to improve the future effi-
ciency of mutual assistance, and provide to the requesting Party previously unknown
factual information about the availability or condition of witnesses or evidence.

273. There are times when a Party makes a request in a particularly sensitive case,
or in a case in which there could be disastrous consequences if the facts underlying
the request were to be made public prematurely. Paragraph 8 accordingly permits
the requesting Party to request that the fact and content of the request be kept
confidential. Confidentiality may not be sought, however, to the extent that it would
undermine the requested Party’s ability to obtain the evidence or information
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sought, e.g., where the information will need to be disclosed in order to obtain a
court order needed to effect assistance, or where private persons possessing evi-
dence will need to be made aware of the request in order for it to be successfully
executed. If the requested Party cannot comply with the request for confidentiality,
it shall notify the requesting Party, which then has the option of withdrawing or
modifying the request.

274. Central authorities designated in accordance with paragraph 2 shall commu-
nicate directly with one another. However, in case of urgency, requests for mutual
legal assistance may be sent directly by judges and prosecutors of the requesting
Party to the judges and prosecutors of the requested Party. The judge or prosecutor
following this procedure must also address a copy of the request made to his own
central authority with a view to its transmission to the central authority of the
requested Party. Under littera b, requests may be channelled through Interpol.
Authorities of the requested Party that receive a request falling outside their field
of competence, are, pursuant to littera ¢, under a two-fold obligation. First, they must
transfer the request to the competent authority of the requested Party. Second, they
must inform the authorities of the requesting Party of the transfer made. Under
littera d, requests may also be transmitted directly without the intervention of cen-
tral authorities even if there is no urgency, as long as the authority of the requested
Party is able to comply with the request without making use of coercive action.
Finally, littera e enables a Party to inform the others, through the Secretary General
of the Council of Europe, that, for reasons of efficiency, direct communications are
to be addressed to the central authority.

Confidentiality and limitation on use (Article 28)

275. This provision specifically provides for limitations on use of information or
material, in order to enable the requested Party, in cases in which such information
or material is particularly sensitive, to ensure that its use is limited to that for which
assistance is granted, or to ensure that it is not disseminated beyond law enforce-
ment officials of the requesting Party. These restrictions provide safeguards that are
available for, inter alia, data protection purposes.

276. As in the case of Article 27, Article 28 only applies where there is no mutual
assistance treaty, or arrangement on the basis of uniform or reciprocal legislation in
force between the requesting and requested Parties. Where such treaty or arrange-
ment is in force, its provisions on confidentiality and use limitations shall apply in
lieu of the provisions of this article, unless the Parties thereto agree otherwise. This
avoids overlap with existing bilateral and multilateral mutual legal assistance trea-
ties (MLATs) and similar arrangements, thereby enabling practitioners to continue
to operate under the normal well-understood regime rather than seeking to apply
two competing, possibly contradictory, instruments.

277.Paragraph 2 allows the requested Party, when responding to a request for
mutual assistance, to impose two types of conditions. First, it may request that the
information or material furnished be kept confidential where the request could not
be complied with in the absence of such condition, such as where the identity of a
confidential informant is involved. It is not appropriate to require absolute confi-
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dentiality in cases in which the requested Party is obligated to provide the requested
assistance, as this would, in many cases, thwart the ability of the requesting Party
to successfully investigate or prosecute crime, e.g. by using the evidence in a public
trial (including compulsory disclosure).

278. Second, the requested Party may make furnishing of the information or mate-
rial dependent on the condition that it not be used for investigations or proceedings
other than those stated in the request. In order for this condition to apply, it must
be expressly invoked by the requested Party, otherwise, there is no such limitation
on use by the requesting Party. In cases in which it is invoked, this condition will
ensure that the information and material may only be used for the purposes foreseen
in the request, thereby ruling out use of the material for other purposes without the
consent of the requested Party. Two exceptions to the ability to limit use were rec-
ognised by the negotiators and are implicit in the terms of the paragraph. First, under
fundamental legal principles of many States, if material furnished is evidence excul-
patory to an accused person, it must be disclosed to the defence or a judicial author-
ity. In addition, most material furnished under mutual assistance regimes is intended
for use at trial, normally a public proceeding (including compulsory disclosure). Once
such disclosure takes place, the material has essentially passed into the public
domain. In these situations, it is not possible to ensure confidentiality to the inves-
tigation or proceeding for which mutual assistance was sought.

279. Paragraph 3 provides that if the Party to which the information is forwarded
cannot comply with the condition imposed, it shall notify the providing Party, which
then has the option of not providing the information. If the receiving Party agrees
to the condition, however, it must honour it.

280. Paragraph 4 provides that the requesting Party may be required to explain the
use made of the information or material it has received under conditions described
in paragraph 2, in order that the requested Party may ascertain whether such condi-
tion has been complied with. It was agreed that the requested Party may not call
for an overly burdensome accounting e.g., of each time the material or information
furnished was accessed.

Section 2 - Specific provisions

281. The aim of the present Section is to provide for specific mechanisms in order
to take effective and concerted international action in cases involving computer-
related offences and evidence in electronic form.

Title 1 — Mutual assistance regarding provisional measures

Expedited preservation of stored computer data (Article 29)

282. This article provides for a mechanism at the international level equivalent to
that provided for in Article 16 for use at the domestic level. Paragraph 1 of this arti-
cle authorises a Party to make a request for, and paragraph 3 requires each Party to
have the legal ability to obtain, the expeditious preservation of data stored in the
territory of the requested Party by means of a computer system, in order that the
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data not be altered, removed or deleted during the period of time required to pre-
pare, transmit and execute a request for mutual assistance to obtain the data.
Preservation is a limited, provisional measure intended to take place much more
rapidly than the execution of a traditional mutual assistance. As has been previously
discussed, computer data is highly volatile. With a few keystrokes, or by operation
of automatic programs, it may be deleted, altered or moved, rendering it impossible
to trace a crime to its perpetrator or destroying critical proof of guilt. Some forms of
computer data are stored for only short periods of time before being deleted. Thus,
it was agreed that a mechanism was required in order to ensure the availability of
such data pending the lengthier and more involved process of executing a formal
mutual assistance request, which may take weeks or months.

283. While much more rapid than ordinary mutual assistance practice, this measure
is at the same time less intrusive. The mutual assistance officials of the requested
Party are not required to obtain possession of the data from its custodian. The pre-
ferred procedure is for the requested Party to ensure that the custodian (frequently
a service provider or other third party) preserve (i.e., not delete) the data pending
the issuance of process requiring it to be turned over to law enforcement officials
at a later stage. This procedure has the advantage of being both rapid and protective
of the privacy of the person whom the data concerns, as it will not be disclosed to
or examined by any government official until the criteria for full disclosure pursuant
to normal mutual assistance regimes have been fulfilled. At the same time, a
requested Party is permitted to use other procedures for ensuring the rapid preser-
vation of data, including the expedited issuance and execution of a production order
or search warrant for the data. The key requirement is to have an extremely rapid
process in place to prevent the data from being irretrievably lost.

284. Paragraph 2 sets forth the contents of a request for preservation pursuant to
this article. Bearing in mind that this is a provisional measure and that a request will
need to be prepared and transmitted rapidly, the information provided will be sum-
mary and include only the minimum information required to enable preservation
of the data. In addition to specifying the authority that is seeking preservation and
the offence for which the measure is sought, the request must provide a summary
of the facts, information sufficient to identify the data to be preserved and its loca-
tion, and a showing that the data is relevant to the investigation or prosecution of
the offence concerned and that preservation is necessary. Finally, the requesting
Party must undertake to subsequently submit a request for mutual assistance so
that it may obtain production of the data.

285. Paragraph 3 sets forth the principle that dual criminality shall not be required
as a condition to providing preservation. In general, application of the principle of
dual criminality is counterproductive in the context of preservation. First, as a mat-
ter of modern mutual assistance practice, there is a trend to eliminate the dual
criminality requirement for all but the most intrusive procedural measures, such as
search and seizure or interception. Preservation as foreseen by the drafters, however,
is not particularly intrusive, since the custodian merely maintains possession of data
lawfully in its possession, and the data is not disclosed to or examined by officials
of the requested Party until after execution of a formal mutual assistance request
seeking disclosure of the data. Second, as a practical matter, it often takes so long
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to provide the clarifications necessary to conclusively establish the existence of dual
criminality that the data would be deleted, removed or altered in the meantime. For
example, at the early stages of an investigation, the requesting Party may be aware
that there has been an intrusion into a computer in its territory, but may not until
later have a good understanding of the nature and extent of damage. If the requested
Party were to delay preserving traffic data that would trace the source of the intru-
sion pending conclusive establishment of dual criminality, the critical data would
often be routinely deleted by service providers holding it for only hours or days after
the transmission has been made. Even if thereafter the requesting Party were able
to establish dual criminality, the crucial traffic data could not be recovered and the
perpetrator of the crime would never be identified.

286. Accordingly, the general rule is that Parties must dispense with any dual crim-
inality requirement for the purpose of preservation. However, a limited reservation
is available under paragraph 4. If a Party requires dual criminality as a condition for
responding to a request for mutual assistance for production of the data, and if it
has reason to believe that, at the time of disclosure, dual criminality will not be
satisfied, it may reserve the right to require dual criminality as a precondition to
preservation. With respect to offences established in accordance with Articles 2
through 11, it is assumed that the condition of dual criminality is automatically met
between the Parties, subject to any reservations they may have entered to these
offences where permitted by the Convention. Therefore, Parties may impose this
requirement only in relation to offences other than those defined in the Convention.

287. Otherwise, under paragraph 5, the requested Party may only refuse a request
for preservation where its execution will prejudice its sovereignty, security, ordre
public or other essential interests, or where it considers the offence to be a political
offence or an offence connected with a political offence. Due to the centrality of this
measure to the effective investigation and prosecution of computer- or computer-
related crime, it was agreed that the assertion of any other basis for refusing a request
for preservation is precluded.

288. At times, the requested Party will realise that the custodian of the data is likely
to take action that will threaten the confidentiality of, or otherwise prejudice, the
requesting Party’s investigation (for example, where the data to be preserved is held
by a service provider controlled by a criminal group, or by the target of the investi-
gation himself). In such situations, under paragraph 6, the requesting Party must
be notified promptly, so that it may assess whether to take the risk posed by carry-
ing through with the request for preservation, or to seek a more intrusive but safer
form of mutual assistance, such as production or search and seizure.

289. Finally, paragraph 7 obliges each Party to ensure that data preserved pursuant
to this Article will be held for at least 60 days pending receipt of a formal mutual
assistance request seeking the disclosure of the data, and continue to be held fol-
lowing receipt of the request.

Expedited disclosure of preserved traffic data (Article 30)

290. This article provides the international equivalent of the power established for
domestic use in Article 17. Frequently, at the request of a Party in which a crime was
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committed, a requested Party will preserve traffic data regarding a transmission that
has travelled through its computers, in order to trace the transmission to its source
and identify the perpetrator of the crime, or locate critical evidence. In doing so, the
requested Party may discover that the traffic data found in its territory reveals that
the transmission had been routed from a service provider in a third State, or from a
provider in the requesting State itself. In such cases, the requested Party must exped-
itiously provide to the requesting Party a sufficient amount of the traffic data to
enable identification of the service provider in, and path of the communication from,
the other State. If the transmission came from a third State, this information will
enable the requesting Party to make a request for preservation and expedited mutual
assistance to that other State in order to trace the transmission to its ultimate source.
If the transmission had looped back to the requesting Party, it will be able to obtain
preservation and disclosure of further traffic data through domestic processes.

291. Under Paragraph 2, the requested Party may only refuse to disclose the traffic
data, where disclosure is likely to prejudice its sovereignty, security, ordre public or
other essential interests, or where it considers the offence to be a political offence
or an offence connected with a political offence. As in Article 29 (Expedited preser-
vation of stored computer data), because this type of information is so crucial to
identification of those who have committed crimes within the scope of this
Convention or locating of critical evidence, grounds for refusal are to be strictly
limited, and it was agreed that the assertion of any other basis for refusing assistance
is precluded.

Title 2 — Mutual assistance regarding investigative powers

Mutual assistance regarding accessing of stored computer data
(Article 31)

292. Each Party must have the ability to, for the benefit of another Party, search or
similarly access, seize or similarly secure, and disclose data stored by means of a
computer system located within its territory — just as under Article 19 (Search and
seizure of stored computer data) it must have the ability to do so for domestic pur-
poses. Paragraph 1 authorises a Party to request this type of mutual assistance, and
paragraph 2 requires the requested Party to be able to provide it. Paragraph 2 also
follows the principle that the terms and conditions for providing such co-operation
should be those set forth in applicable treaties, arrangements and domestic laws
governing mutual legal assistance in criminal matters. Under paragraph 3, such a
request must be responded to on an expedited basis where (1) there are grounds
to believe that relevant data is particularly vulnerable to loss or modification, or (2)
otherwise where such treaties, arrangements or laws so provide.

Transborder access to stored computer data with consent or where
publicly available (Article 32)

293. The issue of when a Party is permitted to unilaterally access computer data
stored in another Party without seeking mutual assistance was a question that the
drafters of the Convention discussed at length. There was detailed consideration of
instances in which it may be acceptable for States to act unilaterally and those in
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which it may not. The drafters ultimately determined that it was not yet possible to
prepare a comprehensive, legally binding regime regulating this area. In part, this
was due to a lack of concrete experience with such situations to date; and, in part,
this was due to an understanding that the proper solution often turned on the
precise circumstances of the individual case, thereby making it difficult to formulate
general rules. Ultimately, the drafters decided to only set forth in Article 32 of the
Convention situations in which all agreed that unilateral action is permissible. They
agreed not to regulate other situations until such time as further experience has
been gathered and further discussions may be held in light thereof. In this regard,
Article 39, paragraph 3 provides that other situations are neither authorised, nor
precluded.

294. Article 32 (Trans-border access to stored computer data with consent or where
publicly available) addresses two situations: first, where the data being accessed is
publicly available, and second, where the Party has accessed or received data located
outside of its territory through a computer system in its territory, and it has obtained
the lawful and voluntary consent of the person who has lawful authority to disclose
the data to the Party through that system.Who is a person that is “lawfully authorised”
to disclose data may vary depending on the circumstances, the nature of the person
and the applicable law concerned. For example, a person’s e-mail may be stored in
another country by a service provider, or a person may intentionally store data in
another country. These persons may retrieve the data and, provided that they have
the lawful authority, they may voluntarily disclose the data to law enforcement
officials or permit such officials to access the data, as provided in the Article.

Mutual assistance regarding the real-time collection of traffic data
(Article 33)

295. In many cases, investigators cannot ensure that they are able to trace a com-
munication to its source by following the trail through records of prior transmissions,
as key traffic data may have been automatically deleted by a service provider in the
chain of transmission before it could be preserved. It is therefore critical for investi-
gators in each Party to have the ability to obtain traffic data in real time regarding
communications passing through a computer system in other Parties. Accordingly,
under Article 33 (Mutual assistance regarding the real-time collection of traffic data),
each Party is under the obligation to collect traffic data in real time for another Party.
While this article requires the Parties to co-operate on these matters, here, as else-
where, deference is given to existing modalities of mutual assistance. Thus, the terms
and conditions by which such co-operation is to be provided are generally those
set forth in applicable treaties, arrangements and laws governing mutual legal
assistance in criminal matters.

296. In many countries, mutual assistance is provided broadly with respect to the real
time collection of traffic data, because such collection is viewed as being less intrusive
than either interception of content data, or search and seizure. However, a number
of States take a narrower approach. Accordingly, in the same way as the Parties may
enter a reservation under Article 14 (Scope of procedural provisions), paragraph 3,
with respect to the scope of the equivalent domestic measure, paragraph 2 permits
Parties to limit the scope of application of this measure to a more narrow range of
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offences than provided for in Article 23 (General principles relating to international
co-operation). One caveat is provided: in no event may the range of offences be more
narrow than the range of offences for which such measure is available in an equiva-
lent domestic case. Indeed, because real time collection of traffic data is at times
the only way of ascertaining the identity of the perpetrator of a crime, and because
of the lesser intrusiveness of the measure, the use of the term “at least” in para-
graph 2 is designed to encourage Parties to permit as broad assistance as possible,
i.e., even in the absence of dual criminality.

Mutual assistance regarding the interception of content data (Article 34)

297. Because of the high degree of intrusiveness of interception, the obligation to
provide mutual assistance for interception of content data is restricted. The assistance
is to be provided to the extent permitted by the Parties’applicable treaties and laws.
As the provision of co-operation for interception of content is an emerging area of
mutual assistance practice, it was decided to defer to existing mutual assistance
regimes and domestic laws regarding the scope and limitation on the obligation to
assist. In this regard, reference is made to the comments on Articles 14, 15 and 21
as well as to N° R (85) 10 concerning the practical application of the European
Convention on Mutual Assistance in Criminal Matters in respect of letters rogatory
for the interception of telecommunications.

Title 3 — 24/7 Network

24/7 Network (Article 35)

298. As has been previously discussed, effective combating of crimes committed by
use of computer systems and effective collection of evidence in electronic form
requires very rapid response. Moreover, with a few keystrokes, action may be taken
in one part of the world that instantly has consequences many thousands of kilo-
metres and many time zones away. For this reason, existing police co-operation and
mutual assistance modalities require supplemental channels to address the chal-
lenges of the computer age effectively. The channel established in this article is
based upon the experience gained from an already functioning network created
under the auspices of the G8 group of nations. Under this Article, each Party has the
obligation to designate a point of contact available 24 hours per day, 7 days per
week in order to ensure immediate assistance in investigations and proceedings
within the scope of this Chapter, in particular as defined under Article 35, paragraph
1, litterae a) - ). It was agreed that establishment of this network is among the most
important means provided by this Convention of ensuring that Parties can respond
effectively to the law enforcement challenges posed by computer or computer-related
crime.

299. Each Party’s 24/7 point of contact is to either facilitate or directly carry out, inter
alia, the providing of technical advice, preservation of data, collection of evidence,
giving of legal information, and locating of suspects. The term “legal information”
in Paragraph 1 means advice to another Party that is seeking co-operation of any
legal prerequisites required for providing informal or formal co-operation.
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300. Each Party is at liberty to determine where to locate the point of contact within
its law enforcement structure. Some Parties may wish to house the 24/7 contact
within its central authority for mutual assistance, some may believe that the best
location is with a police unit specialised in fighting computer or computer-related
crime, yet other choices may be appropriate for a particular Party, given its govern-
mental structure and legal system. Since the 24/7 contact is to provide both technical
advice for stopping or tracing an attack, as well as such international co-operation
duties as locating of suspects, there is no one correct answer, and it is anticipated
that the structure of the network will evolve over time. In designating the national
point of contact, due consideration should be given to the need to communicate
with points of contacts using other languages.

301. Paragraph 2 provides that among the critical tasks to be carried out by the 24/7
contact is the ability to facilitate the rapid execution of those functions it does not
carry out directly itself. For example, if a Party’s 24/7 contact is part of a police unit,
it must have the ability to co-ordinate expeditiously with other relevant components
within its government, such as the central authority for international extradition or
mutual assistance, in order that appropriate action may be taken at any hour of the
day or night. Moreover, paragraph 2 requires each Party’s 24/7 contact to have the
capacity to carry out communications with other members of the network on an
expedited basis.

302. Paragraph 3 requires each point of contact in the network to have proper equip-
ment. Up-to-date telephone, fax and computer equipment will be essential to the
smooth operation of the network, and other forms of communication and analytical
equipment will need to be part of the system as technology advances. Paragraph 3
also requires that personnel participating as part of a Party’s team for the network
be properly trained regarding computer- or computer-related crime and how to
respond to it effectively.

Chapter IV - Final provisions

303. With some exceptions, the provisions contained in this Chapter are, for the most
part, based on the“Model final clauses for conventions and agreements concluded
within the Council of Europe” which were approved by the Committee of Ministers
at the 315th meeting of the Deputies in February 1980. As most of the Articles 36
through 48 either use the standard language of the model clauses or are based on
long-standing treaty-making practice at the Council of Europe, they do not call for
specific comments. However, certain modifications of the standard model clauses
or some new provisions require some explanation. It is noted in this context that
the model clauses have been adopted as a non-binding set of provisions. As the
Introduction to the Model Clauses pointed out “these model final clauses are only
intended to facilitate the task of committees of experts and avoid textual divergences
which would not have any real justification. The model is in no way binding and
different clauses may be adapted to fit particular cases.”
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Signature and entry into force (Article 36)

304. Article 36, paragraph 1, has been drafted following several precedents estab-
lished in other conventions elaborated within the framework of the Council of
Europe, for instance, the Convention on the Transfer of Sentenced Persons (ETS No.
112) and the Convention on Laundering, Search, Seizure and Confiscation of the
Proceeds from Crime (ETS No. 141), which allow for signature, before their entry into
force, not only by the member States of the Council of Europe, but also by non-
member States which have participated in their elaboration. The provision is intended
to enable the maximum number of interested States, not just members of the Council
of Europe, to become Parties as soon as possible. Here, the provision is intended to
apply to four non-member States, Canada, Japan, South Africa and the United States
of America, which actively participated in the elaboration of the Convention. Once
the Convention enters into force, in accordance with paragraph 3, other non-mem-
ber States not covered by this provision may be invited to accede to the Convention
in conformity with Article 37, paragraph 1.

305. Article 36, paragraph 3 sets the number of ratifications, acceptances or approv-
als required for the Convention’s entry into force at 5. This figure is higher than the
usual threshold (3) in Council of Europe treaties and reflects the belief that a slightly
larger group of States is needed to successfully begin addressing the challenge of
international computer or computer-related crime. The number is not so high,
however, so as not to delay unnecessarily the Convention’s entry into force. Among
the five initial States, at least three must be Council of Europe members, but the two
others could come from the four non-member States that participated in the
Convention’s elaboration. This provision would of course also allow for the Convention
to enter into force based on expressions of consent to be bound by five Council of
Europe member States.

Accession to the Convention (Article 37)

306. Article 37 has also been drafted on precedents established in other Council of
Europe conventions, but with an additional express element. Under long-standing
practice, the Committee of Ministers decides, on its own initiative or upon request,
to invite a non-member State, which has not participated in the elaboration of a
convention, to accede to the convention after having consulted all contracting
Parties, whether member States or not. This implies that if any contracting Party
objects to the non-member State’s accession, the Committee of Ministers would
usually not invite it to join the convention. However, under the usual formulation,
the Committee of Ministers could — in theory - invite such a non-member State to
accede to a convention even if a non-member State Party objected to its accession.
This means that - in theory — no right of veto is usually granted to non-member
States Parties in the process of extending Council of Europe treaties to other non-
member States. However, an express requirement that the Committee of Ministers
consult with and obtain the unanimous consent of all Contracting States — not just
members of the Council of Europe - before inviting a non-member State to accede
to the Convention has been inserted. As indicated above, such a requirement is
consistent with practice and recognises that all Contracting States to the Convention
should be able to determine with which non-member States they are to enter into
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treaty relations. Nevertheless, the formal decision to invite a non-member State to
accede will be taken, in accordance with usual practice, by the representatives of
the contracting Parties entitled to sit on the Committee of Ministers. This decision
requires the two-thirds majority provided for in Article 20.d of the Statute of the
Council of Europe and the unanimous vote of the representatives of the contracting
Parties entitled to sit on the Committee.

307. Federal States seeking to accede to the Convention, which intend to make a
declaration under Article 41, are required to submit in advance a draft of the state-
ment referred to in Article 41, paragraph 3, so that the Parties will be in a position to
evaluate how the application of the federal clause would affect the prospective Party’s
implementation of the Convention (see paragraph 320).

Effects of the Convention (Article 39)

308. Article 39, paragraphs 1 and 2 address the Convention’s relationship to other
international agreements or arrangements. The subject of how conventions of the
Council of Europe should relate to one another or to other treaties, bilateral or mul-
tilateral, concluded outside the Council of Europe is not dealt with by the Model
Clauses referred to above. The usual approach utilised in Council of Europe conven-
tions in the criminal law area (e.g., Agreement on lllicit Traffic by Sea (ETS N° 156)) is to
provide that: (1) new conventions do not affect the rights and undertakings derived
from existing international multilateral conventions concerning special matters; (2)
Parties to a new convention may conclude bilateral or multilateral agreements with
one another on the matters dealt with by the convention for the purposes of supple-
menting or strengthening its provisions or facilitating the application of the principles
embodied in it; and (3) if two or more Parties to the new convention have already
concluded an agreement or treaty in respect of a subject which is dealt with in the
convention or otherwise have established their relations in respect of that subject,
they shall be entitled to apply that agreement or treaty or to regulate those relations
accordingly, in lieu of the new convention, provided this facilitates international
co-operation.

309. Inasmuch as the Convention generally is intended to supplement and not sup-
plant multilateral and bilateral agreements and arrangements between Parties, the
drafters did not believe that a possibly limiting reference to “special matters” was
particularly instructive and were concerned that it could lead to unnecessary confu-
sion. Instead, paragraph 1 of Article 39 simply indicates that the present Convention
supplements other applicable treaties or arrangements as between Parties and it
mentions in particular three Council of Europe treaties as non-exhaustive exam-
ples: the 1957 European Convention on Extradition (ETS N° 24), the 1959 European
Convention on Criminal Matters (ETS N° 30) and its 1978 Additional Protocol (ETS N°
99). Therefore, regarding general matters, such agreements or arrangements should
in principle be applied by the Parties to the Convention on cybercrime. Regarding
specific matters only dealt with by this Convention, the rule of interpretation lex
specialis derogat legi generali provides that the Parties should give
precedence to the rules contained in the Convention. An example is Article 30, which
provides for the expedited disclosure of preserved traffic data when necessary to
identify the path of a specified communication. In this specific area, the Convention,
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as lex specialis, should provide a rule of first resort over provisions in more general
mutual assistance agreements.

310. Similarly, the drafters considered language making the application of existing
or future agreements contingent on whether they “strengthen” or “facilitate” co-
operation as possibly problematic, because, under the approach established in the
international co-operation Chapter, the presumption is that Parties will apply relevant
international agreements and arrangements.

311. Where there is an existing mutual assistance treaty or arrangement as a basis
for co-operation, the present Convention would only supplement, where necessary,
the existing rules. For example, this Convention would provide for the transmission
of mutual assistance requests by expedited means of communications (see Article
25, paragraph 3) if such a possibility does not exist under the original treaty or
arrangement.

312. Consistent with the Convention’s supplementary nature and, in particular, its
approach to international co-operation, paragraph 2 provides that Parties are also
free to apply agreements that already are or that may in the future come into force.
Precedent for such an articulation is found in the Transfer of Sentenced Persons
Convention (ETS N° 112). Certainly, in the context of international co-operation, it
is expected that application of other international agreements (many of which offer
proven, longstanding formulas for international assistance) will in fact promote co-
operation. Consistent with the terms of the present Convention, Parties may also
agree to apply its international co-operation provisions in lieu of such other agree-
ments (see Article 27(1)). In such instances the relevant co-operation provisions set
forth in Article 27 would supersede the relevant rules in such other agreements.
As the present Convention generally provides for minimum obligations, Article 39,
paragraph 2 recognises that Parties are free to assume obligations that are more
specific in addition to those already set out in the Convention, when establishing
their relations concerning matters dealt with therein. However, this is not an absolute
right: Parties must respect the objectives and principles of the Convention when so
doing and therefore cannot accept obligations that would defeat its purpose.

313. Further, in determining the Convention’s relationship to other international
agreements, the drafters also concurred that Parties may look for additional guid-
ance to relevant provisions in the Vienna Convention on the Law of Treaties.

314. While the Convention provides a much-needed level of harmonisation, it does
not purport to address all outstanding issues relating to computer or computer-
related crime. Therefore, paragraph 3 was inserted to make plain that the Convention
only affects what it addresses. Left unaffected are other rights, restrictions, obliga-
tions and responsibilities that may exist but that are not dealt with by the Convention.
Precedent for such a“savings clause” may be found in other international agreements
(e.g., UN Terrorist Financing Convention).

Declarations (Article 40)

315. Article 40 refers to certain articles, mostly in respect of the offences established
by the Convention in the substantive law section, where Parties are permitted to
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include certain specified additional elements which modify the scope of the provi-
sions. Such additional elements aim at accommodating certain conceptual or legal
differences, which in a treaty of global ambition are more justified than they per-
haps might be in a purely Council of Europe context. Declarations are considered
acceptable interpretations of Convention provisions and should be distinguished
from reservations, which permit a Party to exclude or to modify the legal effect of
certain obligations set forth in the Convention. Since it is important for Parties to
the Convention to know which, if any, additional elements have been attached by
other Parties, there is an obligation to declare them to the Secretary General of
the Council of Europe at the time of signature or when depositing an instrument
of ratification, acceptance, approval or accession. Such notification is particularly
important concerning the definition of offences, as the condition of dual criminal-
ity will have to be met by the Parties when applying certain procedural powers. No
numerical limit was felt necessary in respect of declarations.

Federal clause (Article 41)

316. Consistent with the goal of enabling the largest possible number of States to
become Parties, Article 41 allows for a reservation which is intended to accommodate
the difficulties federal States may face as a result of their characteristic distribution
of power between central and regional authorities. Precedents exist outside the
criminal law area for federal declarations or reservations to other international
agreements."" Here, Article 41 recognises that minor variations in coverage may
occur as a result of well-established domestic law and practice of a Party whichis a
federal State. Such variations must be based on its Constitution or other fundamen-
tal principles concerning the division of powers in criminal justice matters between
the central government and the constituent States or territorial entities of a federal
State.There was agreement among the drafters of the Convention that the operation
of the federal clause would only lead to minor variations in the application of the
Convention.

317. For example, in the United States, under its Constitution and fundamental
principles of federalism, federal criminal legislation generally regulates conduct
based on its effects on interstate or foreign commerce, while matters of minimal or
purely local concern are traditionally regulated by the constituent States. This
approach to federalism still provides for broad coverage of illegal conduct encom-
passed by this Convention under US federal criminal law, but recognises that the
constituent States would continue to regulate conduct that has only minor impact
or is purely local in character. In some instances, within that narrow category of
conduct regulated by State but not federal law, a constituent State may not provide
for a measure that would otherwise fall within the scope of this Convention. For
example, an attack on a stand-alone personal computer, or network of computers
linked together in a single building, may only be criminal if provided for under the
law of the State in which the attack took place; however the attack would be a fed-

11.  E.g. Convention Relating to the Status of Refugees of 28 July 1951, Art. 34; Convention Relating to
the Status of Stateless Persons of 28 September 1954, Art. 37; Convention on the Recognition and
Enforcement of Foreign Arbitral Awards of 10 June 1958, Art. 11; Convention for the Protection of
World Cultural and Natural Heritage of 16 November 1972, Art. 34.
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eral offence if access to the computer took place through the Internet, since the use
of the Internet provides the effect on interstate or foreign commerce necessary to
invoke federal law. The implementation of this Convention through United States
federal law, or through the law of another federal State under similar circumstances,
would be in conformity with the requirements of Article 41.

318. The scope of application of the federal clause has been restricted to the provi-
sions of Chapter Il (substantive criminal law, procedural law and jurisdiction). Federal
States making use of this provision would still be under the obligation to co-operate
with the other Parties under Chapter lll, even where the constituent State or other
similar territorial entity in which a fugitive or evidence is located does not criminal-
ise conduct or does not have procedures required under the Convention.

319. In addition, paragraph 2 of Article 41 provides that a federal State, when mak-
ing a reservation under paragraph 1 of this Article, may not apply the terms of such
reservation to exclude or substantially diminish its obligations to provide for meas-
ures set forth in Chapter Il. Overall, it shall provide for a broad and effective law
enforcement capability with respect to those measures. In respect of provisions the
implementation of which come within the legislative jurisdiction of the constituent
States or other similar territorial entities, the federal government shall refer the
provisions to the authorities of these entities with a favourable endorsement, encour-
aging them to take appropriate action to give them effect. .

Reservations (Article 42)

320. Article 42 provides for a number of reservation possibilities. This approach stems
from the fact that the Convention covers an area of criminal law and criminal pro-
cedural law which is relatively new to many States. In addition, the global nature of
the Convention, which will be open to member and non-member States of the
Council of Europe, makes having such reservation possibilities necessary. These
reservation possibilities aim at enabling the largest number of States to become
Parties to the Convention, while permitting such States to maintain certain
approaches and concepts consistent with their domestic law. At the same time, the
drafters endeavoured to restrict the possibilities for making reservations in order to
secure to the largest possible extent the uniform application of the Convention by
the Parties. Thus, no other reservations may be made than those enumerated. In
addition, reservations may only be made by a Party at the time of signature or upon
deposit of its instrument of ratification, acceptance, approval or accession.

321. Recognising that for some Parties certain reservations were essential to avoid
conflict with their constitutional or fundamental legal principles, Article 43 imposes
no specific time limit for the withdrawal of reservations. Instead, they should be
withdrawn as soon as circumstances so permit.

322. In order to maintain some pressure on the Parties and to make them at least
consider withdrawing their reservations, the Convention authorises the Secretary
General of the Council of Europe to periodically enquire about the prospects for
withdrawal. This possibility of enquiry is current practice under several Council of
Europe instruments. The Parties are thus given an opportunity to indicate whether
they still need to maintain their reservations in respect of certain provisions and to
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withdraw, subsequently, those which no longer prove necessary. It is hoped that
over time Parties will be able to remove as many of their reservations as possible so
as promote the Convention’s uniform implementation.

Amendments (Article 44)

323. Article 44 takes its precedent from the Convention on Laundering, Search,
Seizure and Confiscation of the Proceeds from Crime (ETS N° 141), where it was
introduced as an innovation in respect of criminal law conventions elaborated
within the framework of the Council of Europe. The amendment procedure is mostly
thought to be for relatively minor changes of a procedural and technical character.
The drafters considered that major changes to the Convention could be made in the
form of additional protocols.

324. The Parties themselves can examine the need for amendments or protocols
under the consultation procedure provided for in Article 46. The European Committee
on Crime Problems (CDPC) will in this regard be kept periodically informed and
required to take the necessary measures to assist the Parties in their efforts to amend
or supplement the Convention.

325. Inaccordance with paragraph 5, any amendment adopted would come into force
only when all Parties have informed the Secretary General of their acceptance. This
requirement seeks to ensure that the Convention will evolve in a uniform manner.

Settlement of disputes (Article 45)

326. Article 45, paragraph 1, provides that the European Committee on Crime
Problems (CDPC) should be kept informed about the interpretation and application
of the provisions of the Convention. Paragraph 2 imposes an obligation on the Parties
to seek a peaceful settlement of any dispute concerning the interpretation or the
application of the Convention. Any procedure for solving disputes should be agreed
upon by the Parties concerned. Three possible mechanisms for dispute-resolution
are suggested by this provision: the European Committee on Crime Problems (CDPC)
itself, an arbitral tribunal or the International Court of Justice.

Consultations of the Parties (Article 46)

327. Article 46 creates a framework for the Parties to consult regarding implementa-
tion of the Convention, the effect of significant legal, policy or technological devel-
opments pertaining to the subject of computer- or computer-related crime and the
collection of evidence in electronic form, and the possibility of supplementing or
amending the Convention. The consultations shall in particular examine issues that
have arisen in the use and implementation of the Convention, including the effects
of declarations and reservations made under Articles 40 and 42.

328. The procedure is flexible and it is left to the Parties to decide how and when to
convene if they so wish. Such a procedure was believed necessary by the drafters of
the Convention to ensure that all Parties to the Convention, including non-member
States of the Council of Europe, could be involved - on an equal footing basis - in
any follow-up mechanism, while preserving the competences of the European
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Committee on Crime Problems (CDPC). The latter shall not only be kept regularly
informed of the consultations taking place among the Parties, but also facilitate those
and take the necessary measures to assist the Parties in their efforts to supplement
or amend the Convention. Given the needs of effective prevention and prosecution
of cyber-crime and the associated privacy issues, the potential impact on business
activities, and other relevant factors, the views of interested parties, including law
enforcement, non-governmental and private sector organisations, may be useful to
these consultations (see also paragraph 14).

329. Paragraph 3 provides for a review of the Convention’s operation after 3 years of
its entry into force, at which time appropriate amendments may be recommended.
The CDPC shall conduct such review with the assistance of the Parties.

330. Paragraph 4 indicates that except where assumed by the Council of Europe it
will be for the Parties themselves to finance any consultations carried out in accord-
ance with paragraph 1 of Article 46. However, apart from the European Committee
on Crime Problems (CDPC), the Council of Europe Secretariat shall assist the Parties
in their efforts under the Convention.
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4. Twenty years later:
Parties, signatories and
States invited to accede

Parties as at 31 December 2021
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Signatories or States invited to accede
as at 31 December 2021
Signatories: Invited to accede:
1. lreland 1. Benin 8.  Trinidad and
2. South Africa 2. Brazil Tobago
3. Burkina Faso 9.  Tunisia
4. Mexico 10. Vanuatu
5. New Zealand 1. Fiji
6.  Niger 12.  Guatemala
7. Nigeria
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