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No More Ransom (NMR)
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Oops?! Your files have been encrypted.

If you see this text, your files are no longer accessible.

You might have been looking for a way to recover your files.

Don’t waste your time. No one will be able to recover them without our
decryption service.

RANSOMWARE

ZMCOKDgX70RoxrakfBMXAloeBtBMcH7HI X5 1 +r jJDB8hzuEDPpYhNONC iv jHBEGX3W
yduwZX6Vd irzbsD7s IeuREndRDeez+FLaoE1 fxGsGO2qUOC4Aaxd7KS8T301clig
Mc1AVUY+r71X60c1BZe31i17gqNTh 1AyKqUR94dANMs I 7hllcrC16q2HnxR jH4rF7e
3sFUWaJH+iwUbY9M+L jnoMgb5zUJzVU3yZs j7VUCo j4bHTrM093a9pGuyhB58uPY21
2LgEcudkJOFS jUMb8FN7EB8pSy020F4 jZSKROMSESNRt6hBBxUB0o3Geb15KBE jUIY
g iRdOda IPSunlMB IJASGkfccbgTUX?7R jg==

If you have already got the password, please enter it below.
Password#1: _



Your options?

To pay
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... SO here we came!

25 July 2016 = EUR—POL
° E D3| e cybercrime
<®@/> NO MORE RANSOM
PGLITIE
Powered by
powered by Private industry
amazon
webservices leaders
LI Barracuda
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Guiding principles

OPERATIONAL REMEDIATION

Encourage reporting of ransomware ——= National links to LEAs
Disrupt the criminal business model
Arrest and prosecute suspects

Assist victims (free tools)
Educate and raise awareness

ENGLISH
Arabic
Bulgarian
Chinese (Simplified & Traditional
Croatian
Czech Indonesian
Danish Japanese
STRATEGIC Dutch Korean
Estonian Latvian
Public-Private Partnership Finnish Lithluanian
- Mala
Law enforcement driven French e
. German Norwegian
Non-commercial goal Greek Papiamentu
Not-political interests Hebrew Persian
Hungarian Polish
Italian Portuguese
= EUR™POL
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Romanian
Russian
Spanish
Slovenian
Slovak
Swedish
Tamil

Thai
Turkish
Ukrainian




Main functionality

1

UPLOAD
Two encrypted files

3

ASSESSMENT
Match against the available tools

UPLOAD
Ransomware note

2

SOLUTION
Tool available?

4

Z EURTPOL



Decryption tools

140
/\ Tools

downloaded

Tools [ Ransomware families Ransomware

families +10M

covered times
000

000000 33 7 . -
- o ooy Y St

Emsisoft Kaspersky Trend Micro Avast Bitdefender Bleeping Cisco
Computer
5 4 4 3 3 3 2 1 1 1
—ixxe — —iax —ax —ax —ax — — —a —
Tesorion KISA McAfee ESET Check Point CERT-PL Telefénica French F-Secure CyCraft
(Trellix) (Eleven National (WhiteSecure)
Paths) Police
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Types of partnership
N IS
SN
\ T 4 \ T4

£

DECRYPTION TOOLS COMMUNICATION
Legal Agreement Consent Form
Only decryptors allowed Translation

17 169

Message amplification




EC3 Advisory Groups
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EC3 Advisory Groups

Communication
Providers

f(telenor _——
GsSmA.
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aconite
OX
Telefonica 6.9

amsix

_
é vodafone b 3
] Wi BTQ
.RIPENCC 7=
RIPE NETWORK COORDINATION CENTRE OB RORME.
"

pro3imus dﬁ?’ ERICSSON
O©nNrT H T..

w LIBERTY GLOBAL TelekomSlovenije

-

= EURTPOL

Financial Services

Betaalvereniging % UBS
g FINANCIAL | rfometer g e
&G q}

'::' AMERICAN|
Bankof America. o EXBRESS
/\\~
€MA 7 Standard
Chartered &
Lab s
X nsae 8,

EUROPEAN CENTRAL BANK

7T EUROSYSTEM

2 cifibank

- " ERSTES
COIﬂbase Bank ING &

?‘
BNP PARIBAS * BARC[AYS
' PayPal VISA

Internet Security

cccccc © BROADCOM' @ er

(\,-\
W cybereason ( E
i CLOUDFLARE’

A
\\‘~ ©Ehsdnm |||l|l|ll
CROWDSTRIKE CISCO.

" GCheckPoint /T H

Bitdefender - -
“~Z Fraunhofer

FKIE

anubisnetworks™

aBITSIGHT company IGHDUP|iBl e ].C
mnciy 1l

TrellX  rfavast Q:.p’-ntel
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