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No More Ransom (NMR) 



RANSOMWARE



To pay To lose

Your options?



… so here we came!

25 July 2016
https://www.nomoreransom.org

Powered by

Private industry 
leaders



Guiding principles

National links to LEAsEncourage reporting of ransomware
Disrupt the criminal business model

Arrest and prosecute suspects

OPERATIONAL

Assist victims (free tools)
Educate and raise awareness

REMEDIATION

Public-Private Partnership
Law enforcement driven

Non-commercial goal
Not-political interests

STRATEGIC

ENGLISH

38
Arabic
Bulgarian 
Chinese (Simplified & Traditional) 
Croatian
Czech
Danish 
Dutch 
Estonian 
Finnish 
French 
German
Greek
Hebrew 
Hungarian
Italian  

Romanian 
Russian 
Spanish 
Slovenian
Slovak 
Swedish 
Tamil 
Thai 
Turkish
Ukrainian

Indonesian
Japanese
Korean
Latvian
Lithuanian 
Malay 
Norwegian
Papiamentu
Persian
Polish
Portuguese



Main functionality

The Crypto Sheriff

2

Ransomware note
UPLOAD

1
UPLOAD

Two encrypted files

4

Tool available?
SOLUTION

3
ASSESSMENT
Match against the available tools



Decryption tools

Tools Ransomware families

Website visits

Emsisoft

68 68

Kaspersky

33

5

Trend Micro

2

27

Bitdefender

1113

Avast

1718

Bleeping
Computer

810

Cisco

36

Tesorion

45

McAfee
(Trellix)

34

ESET

33

Check Point

33

CERT-PL

33

Telefónica
(Eleven
Paths)

22

KISA

44

French
National

Police

11

F-Secure
(WhiteSecure)

11

CyCraft

11

167
Ransomware

families
covered

Tools
downloaded

+10M
times

Tools 139
168

140

14 12



Types of partnership

DECRYPTION TOOLS

Legal Agreement

ASSOCIATE

Only decryptors allowed

17

COMMUNICATION

Consent Form

SUPPORTING

Translation

169
Message amplification
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www.europol.europa.eu

Any 
questions?

Thank you for your 
attention


