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Cyberattacks - LEA and the victims

* Good cooperation between LEA and the victims is very
important

e The victims attitude can be crucial
* LEA must prioritize

* Protecting important public functionalities
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INTERNATIONAL COOPERATION

The importance of reporting the crime to the police.

Cooperation initiated early

Europol and Eurojust
 5th Element

e J-CAT liaisons
o JIT

Identifying perpetrators and bringing them to justice ;\\\
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SUSPECTS

 Malware development

* Botnet service(Trojans/RAT)
Setting up infrastructure
Selling logincredentials

 Money Laundering
Krypto currency swapping
Mixing services
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ACTIONS WEEK

Tuesday 26th October 2021

55 foreign law enforcement officers in Ukraine

Coordinated action in Switzerland

Targets
e 14 in Ukraine
1 in Switzerland

Searches and seizures
e Several addresses
* Vehicles
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LESSONS LEARNED

* Go for the perpetrators not the ransomware
e Continuous and trustful international cooperation

* Need for easily accessible, and quick communication
channels

e Europol JCAT has important role

 Joint work shops/ Sprint is a success
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Thank you for your attention!

Knut Jostein Saetnan
Policeprosecutor

Kripos — NCIS Norway
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