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The problem of cybercrime …



… and e-evidence re all types of crime
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The mechanism of the Convention on Cybercrime

Budapest Convention on Cybercrime (2001):

1. Specific offences against and by means of computer 

systems

2. Procedural powers with safeguards to investigate 

cybercrime and collect electronic evidence in relation 

to any crime

3. International cooperation on cybercrime and e-

evidence

+ 1st Protocol on Xenophobia and Racism via Computer 

Systems

+ Guidance Notes

+  2nd Protocol on enhanced cooperation on cybercrime 

and electronic evidence (opened for signature 12 May 2022)

By October 2022: 67 Parties and 16 Observer States



150+
Indicative map only

Reach of the Convention on Cybercrime

Parties: 67

Signed: 2 Other States with substantive laws broadly in line with Budapest Convention: 45+

Invited to accede: 14 Further States drawing on Budapest Convention for legislation: 30+

= 83 = 75+
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The Convention on Cybercrime: Backed up by capacity building

Cybercrime Programme Office of the Council of Europe (C-PROC)  in 

Romania:

• Support processes of change towards stronger criminal justice capacities 

on cybercrime and e-evidence in line with the Budapest Convention and 

with rule of law safeguards

• 5 ongoing projects with a cumulative budget of EUR 38+ million

• 38 staff

• Some 400 activities per year

• Capacity for virtual capacity building

• Cooperation with 120+ countries in 2021/2022

• Joint projects with the European Union

• Voluntary contributions by Canada, Hungary, Italy, Japan, UK and USA in 

2021/2

• Support to T-CY 

Current projects:

► GLACY+

► CyberEast

► CyberSouth

► iPROCEEDS-2

► Octopus



Content of the Budapest Convention

Criminalising

conduct
▪ Illegal access

▪ Illegal interception

▪ Data interference

▪ System interference

▪ Misuse of devices

▪ Fraud and forgery

▪ Child pornography

▪ IPR-offences

Procedural tools
▪ Expedited 

preservation

▪ Production orders

▪ Search and seizure

▪ Interception of 

computer data

Limited by safeguards 

International 

cooperation
▪ Extradition

▪ MLA

▪ Spontaneous 

information

▪ Expedited 

preservation

▪ MLA for accessing 

computer data

▪ MLA for interception

▪ 24/7 points of contact

+ +

Procedural powers and international cooperation for any criminal 

offence involving evidence on a computer system!
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Problem:

▪ Proliferation of cybercrime

▪ Any type of crime now involving e-

evidence

▪ Evidence somewhere in foreign,

multiple, shifting or unknown

jurisdictions

▪ Effective means not available to obtain

the disclosure of e-evidence

► Less than 0.1% of offences in

cyberspace lead to prosecutions and

convictions

► Do victims obtain justice?

Cybercrime: Threat to

► Human rights

► Democracy

► Rule of law

Positive obligations:

► Provide the means to 

protect the rights of 

individuals, also 

against crime

2nd Protocol to 

help address 

these 

challenges  

Challenges



2nd Additional Protocol to the Convention on Cybercrime:  content

Preamble

Chapter I: Common provisions

Article 1 Purpose

Article 2 Scope of application

Article 3 Definitions

Article 4 Language

Chapter II: Measures for enhanced cooperation

Article 5 General principles applicable to Chapter II

Article 6 Request for domain name registration information

Article 7 Disclosure of subscriber information

Article 8 Giving effect to orders from another party for expedited production of

subscriber information and traffic data

Article 9 Expedited disclosure of stored computer data in an emergency

Article 10 Emergency mutual assistance

Article 11 Video conferencing

Article 12 Joint investigation teams and joint investigations

Chapter III – Conditions and safeguards

Article 13 Conditions and safeguards

Article 14 Protection of personal data

Chapter IV: Final provisions

Article 15 Effects of this Protocol

Article 16 Signature and entry into force

Article 17 Federal clause

Article 18 Territorial application

Article 19 Reservations and declarations

Article 20 Status and withdrawal of reservations

Article 21 Amendments

Article 22 Settlement of disputes

Article 23 Consultations of the Parties and

assessment of implementation

Article 24 Denunciation

Article 25 Notification



2nd Additional Protocol to the Convention on Cybercrime: next

2nd Additional Protocol to the Convention on Cybercrime on enhanced cooperation 

and disclosure of electronic evidence (CETS 224)

Signatories (status 2 Nov 2022):

1. Andorra

2. Austria

3. Belgium

4. Bulgaria

5. Chile

6. Colombia

7. Costa Rica

8. Estonia

9. Finland

10. Iceland

11. Italy

12. Japan

13. Lithuania

14. Luxembourg

15. Montenegro

16. Morocco

17. Netherlands

18. North Macedonia

19. Portugal

20. Romania

21. Serbia

22. Spain

23. Sweden

24. USA

Next:

►Signature by other Parties

►Ratification (5 needed for entry into force)

►Capacity building



Does the Convention (with Protocols) cover ransomware-related offences?



Content of the Budapest Convention: example ransomware

Article Convention on Cybercrime

Art. 23-35 International cooperation

Article Budapest Convention on 

Cybercrime

Art. 2 Illegal access

Art. 3 Illegal interception

Art. 4 Data interference

Art. 5 System interference

Art. 6 Misuse of devices

Art. 7 Computer-related forgery

Art. 8 Computer-related fraud

Art. 11 Attempt, aiding, abetting

Art. 12 Corporate liability

Art. 13 Sanctions and measures

Article Convention on Cybercrime

Art. 14-21 Procedural powers Article 2nd Additional Protocol to Convention 

on Cybercrime

Art. 7 (Direct) Disclosure of subscriber 

information 

Art. 8 Giving effect to orders from another 

party for expedited production of 

subscriber information and traffic 

data 

Art. 9 Expedited disclosure of stored 

computer data in an emergency 

Art. 10 Emergency mutual assistance 

Art. 11 Video conferencing 

Art. 12 Joint investigation teams and joint 

investigations

Ransom-

ware 

offences



Conclusion

► The tools are there.

► Become a Party to the Budapest 

Convention on Cybercrime

► Sign, implement and ratify the 

Second Additional Protocol

► Engage in capacity building


