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LIST OF ACRONYMS USED

AG Attorney General

AML/CET Anti-Money Laundering and Combating the Financih@errorism

BA Banking Act

C Compliant

CBM Central Bank of Malta

CcC Criminal Code

CPA Certified Public Accountants

CDD Customer Due Diligence

CFT Combating the financing of terrorism

CIS Collective Investment Schemes

CO Criminal Offence

CSP Company Service Providers

DNFBP Designated Non-Financial Businesses and §siofies

DDO Dangerous Drugs Ordinance (Chapter 10, Lavidaita)

EEA European Economic Area

EAW European Arrest Warrant

EC European Commission

ECDD Enhanced Customer Due Diligence

EJN European Judicial Network

ETS European Treaty Series [since 1.1.2004: CET®uncil of Europe Treaty
Series]

EU European Union

FATF Financial Action Task Force

FIU Financial Intelligence Unit

FIAU Financial Intelligence Analysis Unit

FT Financing of Terrorism

FIA Financial Institutions Act (Cap. 376 of the Lawf Malta)

FSRB FATF Style Regional Bodies

GDP Gross Domestic Product

GPW Gross Premium Written (by companies)

IFSP Institute of Financial Services Practitioners

IMF International Monetary Fund
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INVCO Investment Company with Fixed Share Capital

ISA Investment Services Act (Cap. 370 of the Lafvslalta)

T Information Technology

LEA Law Enforcement Agency

LGA Lotteries and Gaming Authority

MER Mutual Evaluation Report

MFSA Malta Financial Services Authority

MIA Malta Institute of Accountants

MKPO Medical and Kindred Professions Ordinance (@31, Laws of Malta)
MLA Mutual Legal Assistance

ML Money Laundering

ML/ET Money Laundering and Financing of Terrorism

MLRO Money Laundering Reporting Office

MOU Memorandum of Understanding

N/A Non applicable

NAV Net Asset Value

NC Non compliant

NPO Non-Profit Organisation

OLAF European Anti-Fraud Office

PC Partially compliant

PEP Politically Exposed Persons

PIF Professional Investor Funds

PMLA Prevention of Money Laundering Act (Cap. 3#3he Laws of Malta)
PMLFTR Prevention of Money Laundering and Fundihderrorism Regulations
R Recommendation

SR Special Recommendation

SRO Self-Regulatory Organisation

STRs Suspicious transaction reports

SICAV Investment Company with Variable Share Cdpita

SWIFT Society for Worldwide Interbank Financial @ebmmunication
UCITS Undertakings for Collective Investments irafisferable Securities
UN United Nations

UNSCR United Nations Security Council Resolution
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1.

EXECUTIVE SUMMARY
Background Information

This report summarises the major anti-money latingeand counter-terrorist financing
measures (AML/CFT) that were in place in Maltarat time of the & on-site visit (29 May

to 4 June 2011) and immediately thereafter. It diees and analyses these measures and
offers recommendations on how to strengthen cert@spects of the system. The
MONEYVAL 4™ cycle of assessments is a follow-up round, in Whore and Key (and
some other important) FATF Recommendations have beassessed, as well as all those
for which Malta received non-compliant (NC) or ety compliant (PC) ratings in its"3
round report. This report is not, therefore, a faksessment against the FATF 40
Recommendations and 9 Special Recommendationssbutended to update readers on
major issues in the AML/CFT system of Malta.

Key findings

The Maltese authorities explained that the monepdaring and financing of terrorism risk
to which the jurisdiction is exposed has not changensiderably since the last evaluation
report. No specific national AML/CFT risk assessimbas been undertaken since then.
However, the Police and the FIAU have identifiechianber of risks and vulnerabilities,
derived mainly from drug trafficking and economiainmes, such as fraud and
misappropriation. Representatives of the finansedtor emphasised the risks related to
foreign investment, possibly for tax evasion pugsosnd the distinct risk of inward
investment by foreign PEPs from Eastern Europe Mmdh Africa. The overall economic
loss from crime is not routinely quantified. Thetarities consider the TF risk to be low.

Malta has a comprehensive legal structure to commbahey laundering. The money
laundering offences are broad, fully covering thements of the Vienna and Palermo
Conventions. The evaluation team welcomes the fgigni progress made by the Maltese
authorities in extending the mental element of iydaendering to cover ‘suspicion’ and in
the effective application of the legal provisiomaphasised by the convictions achieved in
practice, both in self and autonomous money laungeases since the third round.

The legislative base for the financing of terrorimrargely in place. FT is broadly in line
with the international standards. However, the ntelement of the terrorism financing
described in the Maltese legislation could leavanrdor interpretation in respect of financing
of “legitimate” activities furthering terrorism andn direct and indirect financing of
terrorism. Also, the financing of offences covemedhe annex to the TF Convention has, in
the Maltese law, an additional mental element mafuired by the TF Convention. The
existing legislative framework has not been testedhat the effectiveness of the system is
difficult to assess.

The legal requirements for provisional measures taedconfiscation regime are carefully
constructed in Malta. However, the lack of inforinaton freezing and confiscation orders
made in proceeds-generating predicate offencesrgfnecoupled with lack of evidence of
use of attachment orders in proceeds generatiregcegise doubts as to the effectiveness of
the freezing and attachment regime, and indeeddhfiscation regime overall.



Report on fourth assessment visit of Malta — Executive Summary

6.
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11.

12.

Malta has implemented the UN Security Council Retsohs (UNSCRs) by domestic and EU
legislation. However there is not any clear andliplyoknown procedure for de-listing and
unfreezing in appropriate cases in a timely manki¢hnile there is a system in place for
freezing the assets of EU internals, there is rideee that designations of EU internals
have been made under the Maltese legal framewdni.evaluation team found insufficient
guidance and communication mechanisms in respePNGBP and insufficient monitoring
of compliance in respect of DNFBP.

The FIU of Malta (FIAU) is an independent governmtnagency falling within the structure
of the Ministry of Finance, the Economy and Investim Although, the FIAU has limited
direct access to databases, the AML/CFT legislgtimvides indirect gateways to financial,
administrative and law enforcement information. le@er in respect to law enforcement and
administrative information no reference is madéaim or guidance which expressly provides
for law enforcement and administrative authoritesespond to the FIAU on a timely basis.

Overall progress has been made to strengthen tbeemtive AML/CFT system. The
Prevention of Money Laundering and Financing ofrdesm Regulations introduced the
concept of the risk-based approach and includésy, &dia, provisions catering for simplified
and enhanced customer due diligence measures. ugthehe reporting obligation for
suspicions of terrorism financing is now in placeMalta, the level of reporting STRs for
both ML and TF suspicions remains relatively lowhe PLMFTR oblige subject persons to
determine whether an applicant for business isliiqadly exposed person. There were some
difficulties by some categories of subject persarthe implementation of effective measures
when dealing with PEPs, especially in relationh® identification of clients who acquire the
status of a PEP in the course of the businessaesdtip. The FATF requirements regarding
correspondent relationships and professional/barsécrecy are fully implemented.

The ongoing practice of joint inspections carried oy MFSA and FIAU is a welcome step
that has certainly contributed towards strengthgnie supervisory regime. However, the
number of the on-site visits remains low and nohe®nsurate with the size of the financial
market. In addition, the absence of a national aiskessment to identify the most risky areas
for ML/FT give rise to concerns with regard to thfective implementation of risk based
supervisory activity.

The current Maltese legislation provides for broamtasures in terms of powers of
sanctioning of subject persons for non compliafitere is a range of sanctions in the Law
which are potentially effective, proportionate, ardissuasive (both criminal, and
administrative). However, the evaluators consitiat they have not been sufficiently used,
and that the financial penalties that have beerogag were not necessarily dissuasive. No
sanctions have been imposed on the financial inistits. The lack of publicity of sanctions
imposed is considered as a backward step fromrtheo8nd report.

With regard to DNFBP, a clear increase in the va@uwhreports is noticeable since the last
MER, due mainly to the modification of the legabyisions on reporting obligations and to
the efforts made in awareness-raising by the FIAJ some of the supervisory authorities.
However, the uneven level of awareness of repontibligations and procedures between
different parts of this sector could negatively aopon the overall reporting behaviour of
DNFBP. Enhancement of the resources involved ferotersight process is needed, together
with a formalised risk based approach in ordeetetage effectiveness.

The Maltese mutual legal assistance framework alldte judicial authorities to give
sufficient assistance in money laundering and temo financing cases, including the
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14.
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16.

execution of foreign criminal seizure or confisoatiorders related to laundered property,
proceeds, instrumentalities and equivalent valisetas The legal provisions regulating the
mutual legal assistance appear to be effectivgbliegbin practice by Maltese authorities.

Significant progress has been achieved since ttheodmd report, in order to address FATF
requirements related to NPOs on the legislatives,stiy the adoption of the Voluntary
Organisations Act. However, the registration of HfeOs is still not compulsory in Malta. No
specific risk assessment has been undertakenntifidpossible vulnerabilities to misuse of
NPOs for terrorist financing purposes. No awaremaising measures have been put in place
and public access to NPO information is impededhaylack of an electronic form of the
register. The office of the Commissioner for Volmt Organisations is understaffed for the
fulfilment of its obligations under this standard.

Legal Systems and Related Institutional Measures

At the time of the fourth round on-site visit, mgrlaundering continued to be criminalised
under the same principal laws as described in th@BR: Prevention of Money Laundering
Act, (PMLA), the Dangerous Drugs Ordinance (DDO)datihe Medical and Kindred
Professions Ordinance (MKPOJhe AML Law explicitly provides that a person might be
convicted of a ML offence even in the absence jpfdicial finding of guilt in respect of the
underlying criminal activity. In addition, the Make authorities have introduced further
statutory provision, in line with the Council of i&pe Convention on Laundering, Search,
Seizure and Confiscation of the Proceeds from Crame on the Financing of Terrorism
(Warsaw Convention), that it is also unnecessaryestablish precisely the underlying
criminal activity. Since the last MER (where thevere no final convictions), eight money
laundering cases were brought to court involvingenpersons and resulting in seven
convictions. The majority of investigations and wigtions of ML, relate to self laundering,
but recently a number of autonomous ML cases haen lprosecuted too. The Maltese
authorities indicated that the completed cases witiney laundering convictions should
encourage prosecutors to pursue serious autonoktioesses more frequently.

The offences that might be considered tasrbrism financing are provided in a series of
articles of the Criminal Code. Due to the broadjlaage used, it is clear that the terrorism
financing offence covers any funds whether fronegitimate or illegitimate source. The
material element of the terrorism financing desailin the Maltese legislation could leave
room for doubt in respect of two elements requltgdhe Terrorism Financing Convention.
In fact is not totally clear if the provisions covegitimate activities furthering terrorism and
if direct and indirect financing is covered. Alsm,difficulty arises from the language of
Article 328A which limits the financing of terroris acts covered by the annex to the TF
Convention, because of the three specific intestgat out in Article 328 A (1) a), b) and c).
Financing the specific offences covered in the aasehould not require any other intention
under Article 2 (1) (a) of the TF Convention. Due the absence of cases before the
prosecutors or the courts, it is not possible teess the effectiveness of the provisions.
Although the legislative base is largely in plafog,the avoidance of any doubt, the Maltese
authorities have indicated that they proposed aments to legislation to make it
unambiguous.

Malta has a generally comprehensive provisionalsmess and confiscation regime. The
main laws providing for the attachment, freezingl aonfiscation of proceeds of crime are
the Prevention of Money Laundering Act, Dangerousdd Ordinance, Medical and Kindred
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Professions Act and the Criminal Code. Seizura ggeventive measure is obtained by
means of an attachment order, whilst upon arraigmrtbe measure employed to block a
suspect’s funds and other property is referred doaafreezing order. Confiscation and
forfeiture can be enforced upon conviction. The emato identify and trace property that is
or may become subject to confiscation or is suggedf being the proceeds of crime
primarily turn on Article 4 of the PMLA. However, proper overall assessment of the
effectiveness of the freezing and confiscationmegis considerably impeded by the lack of
statistics. Moreover, the continued adequacy afett@feness of a court appointed expert to
search for property and other assets is questioned.

The UNSCRs are implemented in Malta by domestic Bddegislation. UNSCR 1267 and
1373 are enforceable in Malta by virtue of Legatib®214 of 1999 and Legal Notice 156 of
2002 respectively. They are also enforceable btueirof the European Union Council
Regulations 881/2002 and 2580/2001 which are bindintheir entirety and are directly
applicable. As regards EU internals, the evaluatecgived no sufficient evidence that the
designation of EU internals have been converted the Maltese legal framework. No
freezing measure has been applied in Malta in dméext of combating FT. At the same time
the authorities pointed out onsite that assets begh frozen on the basis of other EU
financial sanctions not involving UNSCRs 1267 ar&¥3. No clear and publicly known
procedure for de-listing and unfreezing is in plaEecezing measures at the request of
another party relies on judicial proceedings. e of supervision, the Sanctions Board and
the MFSA are responsible for the compliance witecgd Recommendation lll. The Maltese
authorities indicated that there is a mechanismsfamctioning breaches of the relevant
legislation; however it has never been used. Tlauation team found insufficient guidance
and communication mechanisms and insufficient nooimigg of compliance in respect of
DNFBP.

The FIAU was established as an administrative RIB002 and is composed of the Board of
Governors, the Director and its permanent stafe Phevention of Money Laundering Act
Part Il provides for the powers and functions & FHAU. The core function is the collection,
collation, processing, analysis and disseminatibmimrmation with a view to combating
money laundering and funding of terrorism. At tiraet of the on-site visit, the FIAU had
direct access to a very limited number of databa€esmsequently the authorities should
consider extending the direct availability of infwtion for the FIAU. The law provides
indirect access to information, but the access aw@ knforcement and administrative
information is not guaranteed by law or guidanceadimely basis. The supervisory function
of the FIAU has been significantly broadened by &imce the % evaluation, in the sense that
the number of entities subject to the PMLFTR haseased, thereby increasing the FIAU’s
compliance oversight. The FIAU exercises superyifanctions over all reporting entities in
the AML/CFT field.

Preventive Measures — financial institutions

The scope of preventive measures in the AML/CFR a@vers all financial institutions in
Malta. An important development since the last rmb&valuation report is that the PMLFTR
introduced the concept of the risk-based approatththe Maltese AML/CFT regime. The
2008 Regulations now includ@ter alia, provisions catering for simplified and enhanced
customer due diligence measures and provisiongXemptions from certain customer due
diligence measures, where financial activity isdusted (amongst others) on an occasional
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or very limited basis. The PMLFTR was amended faressly prohibit subject persons from
maintaining anonymous accounts or accounts irtibos names.

The beneficial owner is defined in the Regulatioof he PMLFTR and the expansion of the
definition provides further details for identifyinipe beneficial owner in case of a body
corporate or a body of persons and also the categaf entity or legal arrangement which
administers and distributes funds (and in the céselife-insurance policy).

All financial institutions in Malta appeared to lyenerally aware of the identification
obligations. They also appeared well aware of thabtigation to retain the relevant
documentation and the importance of a quick respémshe authorities in case of a request
for documentation. A series of effectiveness isdqum& been identified, including difficulties
in managing the risk based approach, in fully usiderding the distinction between CDD and
ECDD and in a clear perception of the conceptreptitable jurisdictions

PMLFTR requires subject persons to develop andkstiacustomer acceptance policies and
procedures that arejter alia, conducive to determine whether an applicant foinass is a
politically exposed person (including domestic PERs practice, only banks are applying
measures for establishing the source of wealthsancce of funds of PEPs.

The FATF standard concerning cross-border corredgogn banking relationships with
respondent institutions is fully met in Malta.

Financial institution secrecy laws do not appeaintobit the implementation of the FATF
Recommendations.

PMLFTR requires reporting entities to have recoeefing procedures in place and provides
details on their implementation, including procesfurfor keeping records: information
relating to the business relationship and to alhgactions (irrespective of whether these are
domestic or international) carried out by that parg the course of an established business
relationship or occasional transaction. The Reguiastates that such records shall be kept
for a period of five years commencing on the datembich all dealings taking place in the
course of the transaction in question were comgleRecords must be kept longer if
requested by a competent authority in specificxase upon proper authority.

Regulation (EC) No. 1781/2006 of the European Bamdint and of the Council of 15th
November 2006 provides rules on transactions mklededomestic or cross-border money
transfer or remittance, in amounts of €1,000 orend@his Regulation is directly applicable
as domestic law in view of Malta’'s membership of tlEuropean Union. National
implementation is therefore limited to establishsry appropriate monitoring, enforcement
and penalties regime and to applying certain deiags allowed for in the EU Regulation.
The monitoring of the implementation of the stanidby money remittance businesses is
checked by the MFSA during the on-site inspectigithough the level of fines appears to
be proportionate and dissuasive, the lack of samgtapplied does give rise to concerns over
effective application.

. A mandatory obligation for subject persons to régaspicious transactions of ML as well as

FT (without any threshold for reporting) is in ptagnd in the PLMFTR. The subject persons
should report suspicious transactions related to dilET regardless of the nature of the
underlying criminal activity which is defined asyagriminal offence. There are no provisions
in the AML/CFT legislation that could prohibit tf8TR reporting on grounds that tax matters
are involved. The evaluators considered the lefiegporting to be relatively low compared
with the size of the financial market. It has todmphasised that no national risk assessment
has been conducted in Malta and the authoritie® wet in the position to quantify the
approximate economic loss or damage from crimirffénoces of an economic nature.
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33.

Therefore, Maltese authorities are invited to caty a comprehensive assessment on the
general adequacy of the level of reporting, thgpeaaf reporting obligation in respect of TF
and the practice followed by subject persons.

. As regards the scope of reporting obligation theeuainty as to whether financing of

legitimate activities are covered in the definitiof terrorist financing might limit the
reporting obligation under R13, R16 and SRIV.

The reporting of suspicious transactions relatefinncing of terrorism regime is identical
to the one for ML and it is provided for by the samegulation. The examiners were
concerned that, in pursuance of their obligationdentify and report FT suspicions, most
interlocutors of the financial industry referreddblSCR 1267 and 1373 as the sole indicator
for suspicion. Given the size of the financial narin Malta, the number of STR on FT
submitted to the FIAU seems to be insufficient godstions arise regarding the effectiveness
of reporting system. Specific training and guidasbeuld be provided to subject persons on
terrorist financing suspicious transactions reporti including red flags/indicators of
suspicion and case studies.

The prohibition for the credit institutions fromtering into, or continuing correspondent
banking relationships with a shell bank was intiatl in PMLFTR following the
recommendations of thé*&valuation report. Though the requirement itseliow present in
the legislative acts, the evaluators noted an fitseiit understanding among market
participants as to how they can be able to veltifgt ttheir correspondent banks are not
servicing shell banks.

The requirement to pay special attention to coaestwhich do not, or insufficiently apply the
FATF Recommendations is provided in Malta by PMLFIRt make reference to the
concept of feputable jurisdictiot and require subject persons to pay special dttertb
countries that do not meet the criteria oéputable jurisdictioi. According to the said
provision, subject persons shall pay special atentto business relationships and
transactions with persons, companies and undegskircluding those carrying out relevant
financial business or a relevant activity from gagdiction that does not meet the criteria of a
reputable jurisdiction. Following the on-site intiews, the evaluators are of the opinion that
not enough practical assistance on the applicatidhe concept of non-reputable jurisdiction
is provided to financial institutions and hence fttigk arises that appropriate counter-
measures would not be applied.

The requirement for financial institutions to eresuthat their foreign branches and
subsidiaries observe AML/CFT measures consistetht Rome country requirements and the
FATF Recommendations is in place. At the time &f ¢im-site visit, there were no branches
of Maltese banks outside Malta.

The licensing and supervision of the financialitngibns is mainly regulated by means of a
number of legislative acts and subsidiary legishatissued thereunder. All financial

institutions must be licensed and supervised by MFBe AML/CFT supervision powers

are entrusted to the FIAU for all subject persdiss includes the authority of the FIAU to
conduct on-site inspections and carry out off-siénpliance monitoring. The FIAU has a
newly established compliance department in chafgie supervisory activity of the unit,

ranging from off-site supervision to on-site visiks 2010, 14 on site visits were performed
by the FIAU in cooperation with other supervisorgtteorities (MFSA and the Lottery and

Gaming Authority). At the time of the on-site vidihe FIAU did not have a written

methodology for supervisory activity (off site ar-gite).

1C
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37.

To ensure compliance monitoring and supervisiorHi#d) can enter into arrangements with
other supervisory authorities (such as the MFSA #mel LGA) to carry out on site
examinations regarding AML/CFT issues on its belitie monitoring process is carried out
both off-site and on-site to assure that the AMLT(Q#focedures of the subject persons are
being complied with appropriately. Should the MF8#d any AML/CFT breaches during
their supervisory work, the matter shall be reférte the FIAU in order to impose the
respective sanction. The absence of a nationlalagsessment to identify the most risky
areas for ML/FT, together with a low level of idiéied compliance infringements, give rise
to concerns with regard to the effective implemgoiteof the supervisory activity.

The sanctioning regime is contemplated under th&PINR. The offences and penalties are
applicable to all types of subject persons andedngm a fine not exceeding €50,000 or to
imprisonment for a term not exceeding two yearsdministrative penalities of not less than
€1,200 and not more than €5,000. A subject perduom fails to comply with the provisions
of customer due diligence set out under Regulafiar the provisions of Regulation (EC)
No. 1781/2006 shall be liable to an administrapieaalty of not less than €250 and not more
than €2,500. The number of sanctions applied irctipea by FIAU for infringements of
PMLFTR is quite low in proportion to the numberenftities subject to this law. The level of
the fines is not at all dissuasive. Moreover thedsed sanctions are not published on the
FIAU website. The evaluators recommend that thelFshould be given power to publish
sanctions which it imposes.

The recently adopted Implementing Procedures Rhgtlreplace the former Guidance Notes
issued by the prudential supervisory authoritieSROS, provide guidance to both financial
and non-financial sectors and are meant to assibfed persons in implementing,
understanding, interpreting and fulfilling their liglations under the PMLFTR. Specific
feedback is not provided to the reporting entipsntaneously. Upon request, the FIAU is
required by the Law and, in practice, does progase by case feedback. There is no formal
and transparent methodology on procedures forfélidback. The specific guidelines do not
contain feedback on general practical issues kleaeML/TF such as methods, trends,
examples and typologies.

Preventive Measures — Designhated Non-Financial Bumisses and Professions

The AML/CFT reporting obligations regarding finaalcinstitutions in Malta apply equally to
DNFBP. The reporting obligation set out in Recomdaion 13 applies also to DNFBP
which are defined as subject persons carrying el@vant activity. “Relevant activity” is
defined in the PMLFTR as the activity of the folliog legal or natural persons when acting
in the exercise of their professional activitiesl aovers: auditors, external accountants and
tax advisors, real estate agents, notaries anda ottiependent legal professionals, trust and
company service providers, nominee companies twldinvarrant under the Malta Financial
Services Authority Act, any person providing tresier any other fiduciary service, casino
licensee and other natural or legal persons tradiggods whenever payment is made in cash
in an amount equal to fifteen thousand euro (€15,00 more whether the transaction is carried
out in a single operation or in several operatiagch appear to be linked. Due to the
amendments to the legal provisions, a clear inergashe reporting volume of the DNFBP is
noticeable since the last MER. However, the uneleml of awareness of reporting
obligations and procedures among different partshef DNFBP sector could negatively
impact on the overall reporting behaviour of the RB¥.

11
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The LGA is responsible for licensing, regulatingdaupervising the activity of casinos in
Malta (including the ones that operate on the m#gr and in accordance with the
arrangement between the LGA and the FIAU in terimArticle 27 of the PMLA, it acts as
the agent of the FIAU regarding these entitiesrotento assure that they comply with their
AML/CFT obligations. The FIAU has the necessary pmwunder the PMLA to carry out
compliance monitoring functions, including the pok® impose sanctions. The compliance
department within the FIAU carries out both on affésite monitoring of the entities and in
the case of casinos a specific questionnaire hexs thafted in order to assist the compliance
staff in assessing the compliance of the entitiéithout prejudice to the steps undertaken to
increase the monitoring capabilities of the FIAbkg tauthorities are encouraged to consider
involving SROs in the oversight process while & #ame time formalising a risk based
approach in order to leverage the available ressurc

Legal Persons and Arrangements & Non-Profit Organiations

Since the 3rd round report, several steps have lhaleen in order to address FATF
requirements described in SR VIII, the most impartheing the adoption of Voluntary
Organisations Act, which regulates the procedureefoolment of VO and establishes the
position of Commissioner of VO, including his dgti@nd functions. Despite the adoption of
the new legislation, no domestic review of the\aiitis, size and relevant features of the non-
profit sector for the purpose of identifying thefieres and types of the NPOs that are at risk
of being misused for terrorist financing was cortddcby the authorities. Also, there are no
clear rules for the registration procedure andarmffor the constitutive deed and statute of
an organisation is required (even no authorizedasige is required). Any natural or legal
person based in Malta or abroad can be a foundawofuntary organisation. In practice, no
awareness-raising programme has been initiated hwisicdedicated to the NPO sector
covering the risks of terrorist abuse and the ab#l measures to protect against them. By
the time of the on-site visit, no training on AMLFT issues was provided for the NPOs.

National and International Co-operation

The PMLA sets out internal cooperation functionghe FIAU as a central authority in the
national AML/CFT system. The Board of Governors dsmposed of four members
nominated from the Office of the Attorney Genethk Central Bank of Malta, the Malta
Police Force and the Malta Financial Services Atityhhoespectively.

The PMLA also sets out the general responsibilitthe FIAU to co-operate and exchange
information with supervisory authorities, wheretthidormation is relevant to the processing
or analysis of information or to investigations aetjng financial transactions related to
ML/FT. The definition of ‘supervisory authoritiegicludes a wide range of entities such as
the Central Bank of Malta, the MFSA, the Registb€ompanies or the LGA. Additionally,
the FIAU is authorised to disclose any documennfarmation relating to the affairs of the
FIAU, or information on any person which the FIAdshacquired in the exercise of its duties
or its functions under the PMLA to supervisory awities, whether situated in Malta or
outside Malta.

Co-ordination and co-operation with the relevargrapors in the financial and non-financial
sectors in the AML/CFT regime is further achievédotigh the Joint Committee for the
Prevention of Money Laundering and Funding of Tesro (Joint Committee). The Joint

12
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Committee is an ad hoc committee set up to pro&ifterum for discussion and exchange of
views relating to the prevention of money laundgi@md funding of terrorism with a view to
developing common AML/CFT standards and practicesmpliance with the PMLFTR.

Malta signed and ratified the Vienna Conventiomr, Balermo Convention and the Terrorist
Financing Convention. The Council of Europe Conkenbn Laundering Search, Seizure
and Confiscation of the proceeds from Crime andhenFinancing of Terrorism was ratified

on 30" January 2008 and came into force ShMay 2008. Although the Palermo and TF
Conventions are in force, there are still reseorati about the effectiveness of
implementation in some issues. The United NatioasuBty Resolutions are implemented
through the subsidiary legislation by the Natioh#kerest Act (Enabling Powers). UNSC
Resolutions 1267 and 1373 are enforceable in Majtairtue of legal Notice 214 of 1999

and Legal Notice 156 of 2002. As mentioned undeilSRRe procedure of freezing of assets
is still not implemented satisfactorily.

Malta has a comprehensive legal system to meetetipgirements of the Recommendations
for mutual legal assistance. The main laws refgriinlegal assistance are the Criminal Code,
the Prevention of Money Laundering Act and the [mogs Drugs Ordinance. The legal
framework allows the judicial authorities to givefficient assistance in practice in money
laundering and terrorism financing cases, includhegexecution of foreign criminal seizure
or confiscation orders related to laundered prgpeproceeds, instrumentalities and
equivalent value assets. The system has proved &fféctive so far and assistance has been
granted in a timely manner.

The information exchange with foreign FIUs is regatl as one of the functions of the FIAU
and as an exemption from prohibition of disclosurkes. Furthermore, the FIAU plays an
active role in the field of overall internationaférmation exchange and can obtain financial,
law enforcement and administrative information ehddf of foreign counterparts. In respect
of law enforcement cooperation, the officers of thiernational Co-Operation in Criminal
Matters Unit of the Attorney General are contacinf® within the European Judicial
Network, and facilitate international co-operati®®rsonal contacts through participation in
conferences and plenary meetings of the networt edsitribute to the strengthening of
relations. The Maltese supervisory authorities camperate and exchange information with
overseas regulators including those cases conceANL issues but in practice it has never
been the case that a foreign supervisory authoeifpired AML/CFT related information
from MFSA. Therefore, there are no statistics anrtbmber of formal requests for assistance
made or received by the MFSA or Central Bank ne¢pto or including AML/CFT.

Resources and statistics

In general, the human, financial and technical ueses allocated by Maltese authorities for
AML/CFT matters are satisfactory. The need for wiiedl software in FIAU activity was
apparent as well as the need of more human resodeckcated to supervisory activities.

With regard to statistics, the FIAU and the finah@ector supervisors were able to provide
meaningful and comprehensive statistical data. Newe series of shortcomings were

identified, especially in relation to the number afnfiscation orders in general, criminal

proceedings, provisional measures and confiscaigmoceeds generating crimes other than
ML.
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Ratings of Compliance with FATF Recommendations

The rating of compliance vis-a-vis the FATF 40+ &cBmmendations is made according to the
four levels of compliance mentioned in the AML/CESsessment Methodology 2004 (Compliant
(C), Largely Compliant (LC), Partially Compliant @, Non-Compliant (NC)), or could, in
exceptional cases, be marked as not applicable)(N/A

italics and shaded.

The following table sets out the ratings of Comptia with FATF Recommendations which
apply to Malta. It includes ratings for FATF Recommendations fréva 8 round evaluation
report that were not considered during th® @ssessment visit. These ratings are set o

It in

Forty Recommendations

Rating

Summary of factors underlying rating*

Legal systems

1. Money laundering offence

C

2. Money laundering offence
Mental element and corporate
liability

Largely
Compliant

e A greater wilingness to draw
inferences from objective facts |[is
required for the intentional element.

e The evaluators have
regarding the concept
effectiveness of corporate
provisions.

concerns
and the
liability

3. Confiscation and
provisional measures

PC

e The lack of information on freezing
orders made in proceeds generating
predicate offences coupled with lack
of evidence of use of attachment
orders in proceed generating cases
raises doubts as to the effectivengss
of freezing and attachment regime.

» The lack of information on
confiscation orders on laundered
property raises doubts about the
effectiveness of the confiscation
regime overall.

» Effectiveness of attachment order
regime is questioned in domestic
cases.

Preventive measures

4. Secrecy laws consistent with

C

! These factors are only required to be set out vihemating is less than Compliant.
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the Recommendations

5.

Customer due diligence

LC

Effectiveness issues:

a) The perception of the concept
“reputable jurisdictioh  slightly
differs across the financial sectors 8
sometimes seems not to be appl
correctly in practice

b) Weak awareness among so
subject persons (financial institution
on FATF statements regarding t

of

nd
ied

me

S)
he

countries listed as undergoing regular

review.

c) The risk management proce
needs improvement.

d) Some financial institutions we
not entirely clear on the distinctig
between CDD and ECDD while the
was little recognition of reduced
simplified due diligence

SS

6.

Politically exposed persons

LC

Not all types of financial institution
are entirely certain regarding tk
practical application of th
requirement to identify the status
PEPs acquired in the course of
business relationship by an existi
customer.

Not all types of financial institution
are applying measures for establish
the source of wealth and source
funds of PEPs.

Correspondent banking

C

New technologies and
non face-to-face business

Compliant

Third parties and introducers

Compliant

10.

Record keeping

C

11.

Unusual transactions

Largely
Compliant

There are no specific requiremer
for financial institutions to set fort
their findings in writing_andto keep|
the findings available for at least fiy
years.

e

12.

DNFBP —R.5, 6, 8-11

Largely
Compliant

The same concerns in i
implementation of Rec. 5 app

ne
ly

equally to DNFBP.
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 No adequate implementation of R
6.
e The same concerns in t

19%
o

he

implementation of Rec. 11 apply

equally to DNFBP.

« Not all persons providing company

services are covered by Maltese

legislation.
13. Suspicious transaction PC «  Deficiencies in the incrimination of
reporting TF  might limit the reporting
obligations
e The scope of reporting requirements
relates to money laundering only, not
to proceeds from criminal activity
e Low number of STRs including
credit institutions gives rise to
concerns on reporting regime
(effectiveness)
14. Protection and no tipping-off | Compliant
15. Internal controls, compliance | compliant
and audit
16. DNFBP -R.13-15& 21 PC * Deficiencies in the incrimination of
TF might limit the reporting
obligations
*  The scope of reporting requirements
relates to money laundering only, not
to proceeds from criminal activity
» Effectiveness issues
a) Uneven level of awareness across
different sectors regarding the obligation
to file suspicious transaction reports.
b) Uneven application of the internal
auditing and inconsistent staff training by
DNFBP;
¢) Not enough practical assistance |on
application of the concept of nbn-
reputable jurisdiction”and hence the risk
that appropriate counter-measures wduld
not be applied.
17. Sanctions PC e Low number of sanctions imposed |in

practice on subject persons

* No pecuniary sanctions imposed o

financial institutions
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The sanctions have not been impo
in an effective and dissuasive mann

No sanctions imposed on Fls sen
management

sed

ior

18.

Shell banks

LC

Effectiveness issue:

Insufficient understanding amon
market participants in what way thg
can be able to verify that the
correspondent banks are not servic
shell banks.

g
3
ir

ing

19.

Other forms of reporting

Compliant

20.

Other DNFBP and secure
transaction techniques

Compliant

21.

Special attention for higher ris
countries

LC

Not enough practical assistance
application of the concept of no
reputable jurisdiction and hence t
risk that appropriate counter-measu
would not be applied.

on
‘]_
he
res

22.

Foreign branches and
subsidiaries

23.

Regulation, supervision and
monitoring

LC

Low number of on-site inspectior
performed by the supervisors

relation to AML/CFT in the financial

sector

No infringements identified 3
financial institutions as result of th
on-site inspections

1S
in

e

24.

DNFBP - Regulation,
supervision and monitoring

PC

Insufficient resources devoted
AML/CFT supervision of complianc
and reporting of lawyers, notarig
dealers in precious metals and sto
and real estates agents.

The risk based approach concern
the oversight of all the DNFBP is n
formalised

to

-

nes

ng

25.

Guidelines and Feedback

PC

No sector specific guidelines.

Difficulties in  assessing th
effectiveness of new provisions in t
Implementing Procedures Part | d
to recent adoption at the time of t
on-site visit.

The feedback mechanism is n
working effectively in practice.

ue
he

ot

Institutional and other measures
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26.

The FIU

eSS

Q n

|

C
27. Law enforcement authorities Largely There is a reserve on the effectiven
Compliant of money laundering investigatic
given that there are no convictions.
28. Powers of competent Compliant
authorities
29. Supervisors C
30. Resources, integrity and LC Lack of analytical software (FIAU)
training FIAU staff not sufficient for effective
AML/CFT supervision
Insufficient number of investigato
in the Police Anti-Money Launderin
Unit
Insufficient training for police an
judges
31. National co-operation C
32. Statistics LC No detailed statistic of the number

confiscations and confiscation ordé
in general.

Statistics for on-going supervision
financial institutions (other than creg
institutions) not  broken-up b
category

Effectiveness of maintaining statisti
on international exchange

information of supervisors impossib
to assess due to the lack of request

Insufficient review of the
effectiveness of the  Maltes
AML/CFT system as a whole; Th
experience and seniority of the Bog
members is not fully exploited in th
respect.

Insufficient statistical data is routine
collected on criminal proceeding
provisional measures and confiscat
in proceeds generating crimes otk
than ML

Statistics on police to police respor
times not available

of
'S

it

o
Of
le

D

ner

se

Statistics on customs to customs
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response to international requests
assistance not available

for

33. Legal persons — beneficial Compliant
owners
34. Legal arrangements — Compliant
beneficial owners
International Co-operation
35. Conventions LC « Although the Palermo and TF
Conventions are in force, there are still
reservations about the effectiveness of
implementation in some issues
(unclear provisions described under
SRII)
36. Mutual legal assistance (MLA C
37. Dual criminality Compliant
38. MLA on confiscation an¢ Compliant
freezing
39. Extradition Compliant
40. Other forms of co-operation C .
Nine Special
Recommendations
SR.I Implement UN LC e« The regime for freezing funds npt
instruments satisfactory implemented.

e There is a need for effective and
publicly known procedure for
unfreezing and de-listing.

SR.II Criminalise terrorist financing LC * Unclear whether the interpretation [of
A328F covers  financing af
“legitimate”  activities  furthering
terrorism

* No clear provision to cover direct and
indirect financing of terrorism.

« The financing of offences covered |in
the annex to the TF Convention has,
in the Maltese law, additional mental
element not required by TF
Convention for offences under A |2
1) (a).

SR.Ill Freeze and confiscate terrorist  pc « There is not any clear and publidly
assets known procedure for de-listing and
unfreezing.

» No evidence that designation of BEU
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internals have been converted into the
Maltese legal framework

Concerns over effectiveness [of
freezing system at the request |of
another country that relies on judicial
proceedings.

Insufficient guidance and
communication mechanisms  with
DNFBP (except Trustees) regardipng
designations and instructions
including asset freezing.

Insufficient monitoring for complianc
of the DNFBPs.

The effectiveness concerns pn
Recommendation 3 might affect the
effective application of criterion Il
11

1]

PC

=n

[72)

SR.IV Suspicious  transactic Deficiencies in the incrimination d
reporting TE might limit the reporting
obligations
Low level of awareness and
understanding on FT red flags and
indicators among reporting entities;
concerns related to the confusipn
among the reporting entities |n
relation to the implementation of SR
Il and the reporting obligation
under SR IV
Low level of reporting (effectiveness
issue)
SR.V International co-operation C
SR.VI AML requirements fq Compliant
money/value transfe
services
SR.VII Wire transfer rules C
SR.VIII Non-profit organisations PC The registration of VO according fo

the Voluntary Organisations Act |s
not compulsory. The only restrictign
in terms of non-registered VO is that
they cannot benefit from donations
from public sources (Maltese).

No risk assessment was conducted|for
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the sector.

No awareness raising programm
have been adopted or implemented

es

The public access to the data
contained in the Register is impeded

by the lack of electronic form of the

register and by the current fee to
paid for every NPO accessed.

The system of supervising and

monitoring hasn’'t been tested
practice yet.

The sanctions provided seem not
be dissuasive enough.

be

in

to

No controls and checks are envisaged

on the source of funds of

beneficiaries.

The office of the Commissioner
understaffed (effectiveness issue)

S

SR.IX Cross Border declaratig
and disclosure

Largely
Compliant

No clear power to stop and restr
where suspicions of money launder
below the reporting threshold or in t
case of suspicions of terrori
financing below the reportin
threshold.

n
ng
e
5t
Y

Gateways to Customs information for

the FIU need reviewing.
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