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|. PREFACE

This is the 8 report in MONEYVAL's 4" round of mutual evaluations, following up the
recommendations made in th& ®und. This evaluation follows the current versifrthe 2004
AML/CFT Methodology, but does not necessarily coa#irthe 40+9 FATF Recommendations
and Special Recommendations. MONEYVAL concluded the 4" round should be shorter and
more focused and primarily follow up the major necoendations made in thé®3ound. The
evaluation team, in line with procedural decisidaken by MONEYVAL, have examined the
current effectiveness of implementation of all kayd core and some other important FATF
recommendationé.e. Recommendations 1, 3, 4, 5, 10, 13, 17, 8329, 30, 31, 35, 36 and
40, and SRI, SRII, SRIII, SRIV and SR\Wyhatever the rating achieved in tHerdund.

Additionally, the examiners have reassessed theplimnce with and effectiveness of
implementation of all those other FATF recommeratetiwhere the rating was NC or PC in the
3rd round. Furthermore, the report also covers $e@arate annex issues related to the Directive
2005/60/EC of the European Parliament and of then€ibof 26 October 2005 on the prevention
of the use of the financial system for the purpotenoney laundering and terrorist financing
(hereinafter the “The Third EU Directive”) and Diteve 2006/70/EC (the “implementing
Directive”). No ratings have been assigned to the assessmerthefke issues.

The evaluation was based on the laws, regulatiodsagher materials supplied by Malta, and
information obtained by the evaluation team duitsgon-site visit to Malta from 29 of May to 4

June 2011, and subsequently. During the on-siig the evaluation team met with officials and
representatives of relevant government agenciestt@grivate sector in Malta. A list of the

bodies met is set out in Annex | to the mutual eabn report.

The evaluation was conducted by an assessment tehith consisted of 2 members of the
MONEYVAL Secretariat and MONEYVAL experts in cringh law, law enforcement and
regulatory issues and comprised: Ms Ivana Hrdliekqyudge, Regional Court Pardubice,
Czech Republic) who participated as legal evalydits Daina Vasermane (Head of Financial
Integrity Division, Supervision Department, Finaalcand Capital Market Commission, Latvia)
and Mr Agim Muslia (Head of Analysis and IT Depagimh General Directorate for the
Prevention of Money Laundering, Albania) who papated as financial evaluators, Mr. Gabor
Simonka (Head of the Financial Intelligence Unitundary) who participated as a law enforcement
evaluator and Mr John Ringguth and Ms Irina Taljamembers of the MONEYVAL Secretariat.
The experts reviewed the institutional framewottke trelevant AML/CFT laws, regulations,
guidelines and other requirements, and the regwylatiod other systems in place to deter money
laundering (ML) and the financing of terrorism (Rfjough financial institutions and Designhated
Non-Financial Businesses and Professions (DNFBP)well as examining the capacity, the
implementation and the effectiveness of all thgs¢esns.

The structure of this report broadly follows theusture of MONEYVAL and FATF reports in the
3rd round, and is split into the following sections

General information

Legal system and related institutional measures

Preventive measures - financial institutions

Preventive measures — designated non financiahbssés and professions
Legal persons and arrangements and non-profit ma@ons

National and international cooperation

Statistics and resources

NouaswdhpE
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Annex (implementation of EU standards).
Appendices (relevant new laws and regulations)

6. This 4th round report should be read in conjunctigi the 3! round adopted mutual evaluation
report (as adopted at MONEYVAL'’s ?4Plenary meeting — 10-14 September 2007), which is
published on MONEYVAL'’s websife FATF Recommendations that have been considertsin
report have been assigned a rating. For thosegeatitat have not been considered the rating from
the 3% round report continues to apply.

7. Where there have been no material changes frompadsion as described in the 3rd round report,
the text of the "8 round report remains appropriate and informatimvided in that assessment
has not been repeated in this report. This apfitietty to general and background information. It
also applies in respect of the ‘description andlyeisl section discussing individual FATF
Recommendations that are being reassessed ireffug iand the effectiveness of implementation.
Again, only new developments and significant changee covered by this report. The
‘recommendations and comments’ in respect of inldisl Recommendations that have been re-
assessed in this report are entirely new and teflee position of the evaluators on the
effectiveness of implementation of the particul@c8mmendation currently, taking into account
all relevant information in respect of the esséraial additional criteria which was available to
this team of examiners.

8. The ratings that have been reassessed in thistneglarct the position as at the on-site visit in
2011 or shortly thereafter.

! http://www.coe.int/moneyval
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II. EXECUTIVE SUMMARY

1. Background Information

1. This report summarises the major anti-money laundeand counter-terrorist financing measures
(AML/CFT) that were in place in Malta at the timetbe 4" on-site visit (29 May to 4 June 2011)
and immediately thereafter. It describes and aealyisese measures and offers recommendations
on how to strengthen certain aspects of the systaeMONEYVAL 4" cycle of assessments is
a follow-up round, in which Core and Key (and sootieer important) FATF Recommendations
have been re-assessed, as well as all those fahwWalta received non-compliant (NC) or
partially compliant (PC) ratings in its™3round report. This report is not, therefore, d ful
assessment against the FATF 40 Recommendations9aBdecial Recommendations but is
intended to update readers on major issues in ife/BFT system of Malta.

2. Key findings

2. The Maltese authorities explained that the monemdaring and financing of terrorism risk to
which the jurisdiction is exposed has not changeticlerably since the last evaluation report. No
specific national AML/CFT risk assessment has hewtertaken since then. However, the Police
and the FIAU have identified a number of risks amtherabilities, derived mainly from drug
trafficking and economic crimes, such as fraud arigappropriation. Representatives of the
financial sector emphasised the risks related teiga investment, possibly for tax evasion
purposes and the distinct risk of inward investmantforeign PEPs from Eastern Europe and
North Africa. The overall economic loss from cringenot routinely quantified. The authorities
consider the TF risk to be low.

3. Malta has a comprehensive legal structure to comtmatey laundering. The money laundering
offences are broad, fully covering the elementghef Vienna and Palermo Conventions. The
evaluation team welcomes the significant progreadarby the Maltese authorities in extending
the mental element of money laundering to covespgtion’ and in the effective application of
the legal provisions emphasised by the convictiankieved in practice, both in self and
autonomous money laundering cases since the thirtblr

4. The legislative base for the financing of terrorisnfargely in place. FT is broadly in line witheth
international standards. However, the material elg@nof the terrorism financing described in the
Maltese legislation could leave room for interptieta in respect of financing of “legitimate”
activities furthering terrorism and on direct andirect financing of terrorism. Also, the financing
of offences covered in the annex to the TF Conwenhas, in the Maltese law, an additional
mental element not required by the TF Conventidme €xisting legislative framework has not
been tested so that the effectiveness of the syistdifiicult to assess.

5. The legal requirements for provisional measures tred confiscation regime are carefully
constructed in Malta. However, the lack of inforroaton freezing and confiscation orders made
in proceeds-generating predicate offences generatlypled with lack of evidence of use of
attachment orders in proceeds generating cases,daubts as to the effectiveness of the freezing
and attachment regime, and indeed the confiscadigime overall.

6. Malta has implemented the UN Security Council Retsohs (UNSCRs) by domestic and EU
legislation. However there is not any clear andliplyb known procedure for de-listing and
unfreezing in appropriate cases in a timely manWérile there is a system in place for freezing

9
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10.

11.

12.

13.

the assets of EU internals, there is no evidenaedesignations of EU internals have been made
under the Maltese legal framework. The evaluatieant found insufficient guidance and
communication mechanisms in respect of DNFBP asdffitient monitoring of compliance in
respect of DNFBP.

The FIU of Malta (FIAU) is an independent governiagency falling within the structure of the

Ministry of Finance, the Economy and Investmenthalgh, the FIAU has limited direct access
to databases, the AML/CFT legislation providesriach gateways to financial, administrative and
law enforcement information. However in respect laov enforcement and administrative
information no reference is made in law or guidamnekich expressly provides for law

enforcement and administrative authorities to redgo the FIAU on a timely basis.

Overall progress has been made to strengthen éveqive AML/CFT system. The Prevention of
Money Laundering and Financing of Terrorism Redatet introduced the concept of the risk-
based approach and includes, inter alia, provistatsring for simplified and enhanced customer
due diligence measures. Although the reportinggaltilon for suspicions of terrorism financing is
now in place in Malta, the level of reporting STRs both ML and TF suspicions remains
relatively low. The PLMFTR oblige subject persoms determine whether an applicant for
business is a politically exposed person. Thereevgamme difficulties by some categories of
subject persons in the implementation of effectheasures when dealing with PEPs, especially in
relation to the identification of clients who acaquithe status of a PEP in the course of the
business relationship. The FATF requirements reggrccorrespondent relationships and
professional/banking secrecy are fully implemented.

The ongoing practice of joint inspections carried oy MFSA and FIAU is a welcome step that
has certainly contributed towards strengtheningstiygervisory regime. However, the number of
the on-site visits remains low and not commensuwath the size of the financial market. In
addition, the absence of a national risk assesstoadéentify the most risky areas for ML/FT give
rise to concerns with regard to the effective impdatation of risk based supervisory activity.

The current Maltese legislation provides for broaghsures in terms of powers of sanctioning of
subject persons for non compliance. There is agrafiganctions in the Law which are potentially
effective, proportionate, and dissuasive (both irélhy and administrative). However, the
evaluators consider that they have not been seiffilyi used, and that the financial penalties that
have been imposed were not necessarily dissuaSivesanctions have been imposed on the
financial institutions. The lack of publicity of setions imposed is considered as a backward step
from the 3rd round report.

With regard to DNFBP, a clear increase in the va@whreports is noticeable since the last MER,
due mainly to the modification of the legal prowiss on reporting obligations and to the efforts
made in awareness-raising by the FIAU and soméefsupervisory authorities. However, the
uneven level of awareness of reporting obligatiand procedures between different parts of this
sector could negatively impact on the overall répgrbehaviour of DNFBP. Enhancement of the
resources involved for the oversight process isdegetogether with a formalised risk based
approach in order to leverage effectiveness.

The Maltese mutual legal assistance framework alltve judicial authorities to give sufficient
assistance in money laundering and terrorism fiilmgncases, including the execution of foreign
criminal seizure or confiscation orders relatedatandered property, proceeds, instrumentalities
and equivalent value assets. The legal provisiegslating the mutual legal assistance appear to
be effectively applied in practice by Maltese auities.

Significant progress has been achieved since tderd@ind report, in order to address FATF
requirements related to NPOs on the legislativee,sidy the adoption of the Voluntary
10
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14.

15.

16.

Organisations Act. However, the registration of MROs is still not compulsory in Malta. No
specific risk assessment has been undertaken mifid@ossible vulnerabilities to misuse of
NPOs for terrorist financing purposes. No awaremassng measures have been put in place and
public access to NPO information is impeded byldle& of an electronic form of the register. The
office of the Commissioner for Voluntary Organisat is understaffed for the fulfilment of its
obligations under this standard.

Legal Systems and Related Institutional Measures

At the time of the fourth round on-site visit, mgriaundering continued to be criminalised under
the same principal laws as described in tHeMER: Prevention of Money Laundering Act,
(PMLA), the Dangerous Drugs Ordinance (DDO) and hhedical and Kindred Professions
Ordinance (MKPO)The AML Law explicitly provides that a person might be conwicoé a ML
offence even in the absence of a judicial findifiggoilt in respect of the underlying criminal
activity. In addition, the Maltese authorities ham&roduced further statutory provision, in line
with the Council of Europe Convention on Launderi8garch, Seizure and Confiscation of the
Proceeds from Crime and on the Financing of Tesnor{Warsaw Convention), that it is also
unnecessary to establish precisely the underlymgimal activity. Since the last MER (where
there were no final convictions), eight money lagnmtty cases were brought to court involving
nine persons and resulting in seven convictions. MAjority of investigations and convictions of
ML, relate to self laundering, but recently a numloé autonomous ML cases have been
prosecuted too. The Maltese authorities indicttatithe completed cases with money laundering
convictions should encourage prosecutors to purselgous autonomous ML cases more
frequently.

The offences that might be considered tasrbrism financing are provided in a series of articles
of the Criminal Code. Due to the broad languagedugeis clear that the terrorism financing
offence covers any funds whether from a legitinmatélegitimate source. The material element of
the terrorism financing described in the Malteggdlation could leave room for doubt in respect
of two elements required by the Terrorism Finandugvention. In fact is not totally clear if the
provisions cover legitimate activities furtheringrrorism and if direct and indirect financing is
covered. Also, a difficulty arises from the langaaof Article 328A which limits the financing of
terrorism acts covered by the annex to the TF Qatime, because of the three specific intentions
set out in Article 328 A (1) a), b) and c). Finarcithe specific offences covered in the annexes
should not require any other intention under Aeti2l (1) (a) of the TF Convention. Due to the
absence of cases before the prosecutors or th&scius not possible to assess the effectiveness
of the provisions. Although the legislative bastaigely in place, for the avoidance of any doubt,
the Maltese authorities have indicated that theyppsed amendments to legislation to make it
unambiguous.

Malta has a generally comprehensive provisionalsmes and confiscation regime. The main
laws providing for the attachment, freezing and fismation of proceeds of crime are the
Prevention of Money Laundering Act, Dangerous Drugslinance, Medical and Kindred
Professions Act and the Criminal Code. Seizura pgeventive measure is obtained by means of
an attachment order, whilst upon arraignment, teasuare employed to block a suspect’'s funds
and other property is referred to as a freezingmor@onfiscation and forfeiture can be enforced
upon conviction. The powers to identify and traceperty that is or may become subject to
confiscation or is suspected of being the proceddsrime primarily turn on Article 4 of the
PMLA. However, a proper overall assessment of ffectveness of the freezing and confiscation
regime is considerably impeded by the lack of stias8. Moreover, the continued adequacy and
effectiveness of a court appointed expert to sefancproperty and other assets is questioned.

11
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17.

18.

19.

20.

21.

The UNSCRs are implemented in Malta by domesticEddegislation. UNSCR 1267 and 1373
are enforceable in Malta by virtue of Legal Not®4 of 1999 and Legal Notice 156 of 2002
respectively. They are also enforceable by virtbiehe European Union Council Regulations
881/2002 and 2580/2001 which are binding in theitirety and are directly applicable. As
regards EU internals, the evaluators received fificient evidence that the designation of EU
internals have been converted into the Maltesel ieggmework. No freezing measure has been
applied in Malta in the context of combating FT. tAe same time the authorities pointed out
onsite that assets had been frozen on the basihef EU financial sanctions not involving
UNSCRs 1267 and 1373. No clear and publicly knowotedure for de-listing and unfreezing is
in place. Freezing measures at the request of anpd#rty relies on judicial proceedings. In terms
of supervision, the Sanctions Board and the MFS& rasponsible for the compliance with
Special Recommendation Ill. The Maltese authoritieficated that there is a mechanism for
sanctioning breaches of the relevant legislatiavwéver it has never been used. The evaluation
team found insufficient guidance and communicatiethanisms and insufficient monitoring of
compliance in respect of DNFBP.

The FIAU was established as an administrative FIL2002 and is composed of the Board of
Governors, the Director and its permanent stafé Phevention of Money Laundering Act Part Il

provides for the powers and functions of the FIAWle core function is the collection, collation,

processing, analysis and dissemination of inforomatvith a view to combating money laundering
and funding of terrorism. At the time of the oresiisit, the FIAU had direct access to a very
limited number of databases. Consequently the ati#®should consider extending the direct
availability of information for the FIAU. The lawrgvides indirect access to information, but the
access to law enforcement and administrative indion is not guaranteed by law or guidance on
a timely basis. The supervisory function of the Blhas been significantly broadened by law
since the % evaluation, in the sense that the number of estifubject to the PMLFTR has

increased, thereby increasing the FIAU's compliameersight. The FIAU exercises supervisory
functions over all reporting entities in the AML/THield.

Preventive Measures — financial institutions

The scope of preventive measures in the AML/CFR amvers all financial institutions in Malta.
An important development since the last mutual @atidn report is that the PMLFTR introduced
the concept of the risk-based approach into theddal AML/CFT regime. The 2008 Regulations
now include,inter alia, provisions catering for simplified and enhancedtomer due diligence
measures and provisions for exemptions from certastomer due diligence measures, where
financial activity is conducted (amongst others) am occasional or very limited basis. The
PMLFTR was amended to expressly prohibit subjeasgres from maintaining anonymous
accounts or accounts in fictitious names.

The beneficial owner is defined in the RegulationfZzhe PMLFTR and the expansion of the

definition provides further details for identifyinbe beneficial owner in case of a body corporate
or a body of persons and also the case of legdy emtlegal arrangement which administers and
distributes funds (and in the case of a life-inaaeapolicy).

All financial institutions in Malta appeared to generally aware of the identification obligations.
They also appeared well aware of their obligationdtain the relevant documentation and the
importance of a quick response to the authoritiesaise of a request for documentation. A series
of effectiveness issues have been identified, dioly difficulties in managing the risk based
approach, in fully understanding the distinctiontween CDD and ECDD and in a clear
perception of the concept afeputable jurisdictions

12
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22.

23.

24,

25.

26.

27.

28.

29.

PMLFTR requires subject persons to develop andbksttacustomer acceptance policies and
procedures that arénter alia, conducive to determine whether an applicant forinmss is a
politically exposed person (including domestic PERB practice, only banks are applying
measures for establishing the source of wealthsancce of funds of PEPs.

The FATF standard concerning cross-border corredgrarbanking relationships with respondent
institutions is fully met in Malta.

Financial institution secrecy laws do not appearinfoibit the implementation of the FATF
Recommendations.

PMLFTR requires reporting entities to have recoedging procedures in place and provides
details on their implementation, including procedtufor keeping records: information relating to

the business relationship and to all transactiimespective of whether these are domestic or
international) carried out by that person in tharse of an established business relationship or
occasional transaction. The Regulation statessinett records shall be kept for a period of five

years commencing on the date on which all dealiaiggig place in the course of the transaction
in question were completed. Records must be keygeloif requested by a competent authority in

specific cases and upon proper authority.

Regulation (EC) No. 1781/2006 of the European &audint and of the Council of 15th November
2006 provides rules on transactions related to dtimeor cross-border money transfer or
remittance, in amounts of €1,000 or more. ThisuRagn is directly applicable as domestic law
in view of Malta’s membership of the European Unidtational implementation is therefore
limited to establishing an appropriate monitorirggiforcement and penalties regime and to
applying certain derogations allowed for in the HRégulation. The monitoring of the
implementation of the standard by money remittanesinesses is checked by the MFSA during
the on-site inspections. Although the level of &rsppears to be proportionate and dissuasive, the
lack of sanctions applied does give rise to corcener effective application.

A mandatory obligation for subject persons to regaspicious transactions of ML as well as FT
(without any threshold for reporting) is in placedan the PLMFTR. The subject persons should
report suspicious transactions related to ML or rE@ardless of the nature of the underlying
criminal activity which is defined as any criminaffence. There are no provisions in the
AML/CFT legislation that could prohibit the STR @ting on grounds that tax matters are
involved. The evaluators considered the level pbreng to be relatively low compared with the
size of the financial market. It has to be emplegsithat no national risk assessment has been
conducted in Malta and the authorities were noth@& position to quantify the approximate
economic loss or damage from criminal offences mfegaonomic nature. Therefore, Maltese
authorities are invited to carry out a comprehensigsessment on the general adequacy of the
level of reporting, the scope of reporting obligatin respect of TF and the practice followed by
subject persons.

As regards the scope of reporting obligation theeutainty as to whether financing of legitimate
activities are covered in the definition of tersbrfinancing might limit the reporting obligation
under R13, R16 and SRIV.

The reporting of suspicious transactions relatefthemcing of terrorism regime is identical to the

one for ML and it is provided for by the same Regjoh. The examiners were concerned that, in
pursuance of their obligation to identify and rdpBil suspicions, most interlocutors of the

financial industry referred to UNSCR 1267 and 13%3he sole indicator for suspicion. Given the
size of the financial market in Malta, the numb&Sd®R on FT submitted to the FIAU seems to

be insufficient and questions arise regarding tffectiveness of reporting system. Specific

training and guidance should be provided to subpessons on terrorist financing suspicious
transactions reporting, including red flags/indicatof suspicion and case studies.
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30.

31.

32.

33.

34.

35.

The prohibition for the credit institutions fromtering into, or continuing correspondent banking
relationships with a shell bank was introduced MiLETR following the recommendations of the
3 evaluation report. Though the requirement itselihow present in the legislative acts, the
evaluators noted an insufficient understanding agnmarket participants as to how they can be
able to verify that their correspondent banks ateservicing shell banks.

The requirement to pay special attention to coestiwhich do not, or insufficiently apply the
FATF Recommendations is provided in Malta by PMLFR&t make reference to the concept of
“reputable jurisdictioi and require subject persons to pay special abtertb countries that do
not meet the criteria ofréputable jurisdictiof. According to the said provision, subject persons
shall pay special attention to business relatiggsshind transactions with persons, companies and
undertakings including those carrying out releviamdancial business or a relevant activity from a
jurisdiction that does not meet the criteria of eputable jurisdiction. Following the on-site
interviews, the evaluators are of the opinion ti@tenough practical assistance on the application
of the concept of non-reputable jurisdiction isypded to financial institutions and hence the risk
arises that appropriate counter-measures woulbeapplied.

The requirement for financial institutions to eresdinat their foreign branches and subsidiaries
observe AML/CFT measures consistent with home cgumequirements and the FATF
Recommendations is in place. At the time of thesiba-visit, there were no branches of Maltese
banks outside Malta.

The licensing and supervision of the financial itasbns is mainly regulated by means of a
number of legislative acts and subsidiary legishatissued thereunder. All financial institutions
must be licensed and supervised by MFSA. The AMIVGEpervision powers are entrusted to
the FIAU for all subject persons. This includes #hehority of the FIAU to conduct on-site
inspections and carry out off-site compliance nmammg. The FIAU has a newly established
compliance department in charge of the supervismtivity of the unit, ranging from off-site
supervision to on-site visits. In 2010, 14 on sitits were performed by the FIAU in cooperation
with other supervisory authorities (MFSA and thdtery and Gaming Authority). At the time of
the on-site visit the FIAU did not have a writtertimodology for supervisory activity (off site or
on-site).

To ensure compliance monitoring and supervisionRgJ can enter into arrangements with
other supervisory authorities (such as the MFSAtard_GA) to carry out on site examinations
regarding AML/CFT issues on its behalf. The moriitgrprocess is carried out both off-site and
on-site to assure that the AML/CFT procedures ef gbbject persons are being complied with
appropriately. Should the MFSA find any AML/CFT hokes during their supervisory work, the
matter shall be referred to the FIAU in order tpase the respective sanction. The absence of a
national risk assessment to identify the most rislgas for ML/FT, together with a low level of
identified compliance infringements, give rise toncerns with regard to the effective
implementation of the supervisory activity.

The sanctioning regime is contemplated under the.PNR. The offences and penalties are
applicable to all types of subject persons and eaingm a fine not exceeding €50,000 or to
imprisonment for a term not exceeding two yearsadministrative penalities of not less than
€1,200 and not more than €5,000. A subject perdon fails to comply with the provisions of
customer due diligence set out under Regulatiorr The provisions of Regulation (EC) No.
1781/2006 shall be liable to an administrative fignaf not less than €250 and not more than
€2,500. The number of sanctions applied in pradiicé-IAU for infringements of PMLFTR is
quite low in proportion to the number of entitiedect to this law. The level of the fines is nbt a
all dissuasive. Moreover the imposed sanctionsnatepublished on the FIAU website. The
evaluators recommend that the FIAU should be gigewer to publish sanctions which it
imposes.
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36.

37.

38.

39.

The recently adopted Implementing Procedures P#ratl replace the former Guidance Notes
issued by the prudential supervisory authoritieSBOs, provide guidance to both financial and
non-financial sectors and are meant to assist sulpersons in implementing, understanding,
interpreting and fulfilling their obligations undére PMLFTR. Specific feedback is not provided
to the reporting entities spontaneously. Upon refjube FIAU is required by the Law and, in
practice, does provide case by case feedback. Thaformal and transparent methodology on
procedures for this feedback. The specific gui@slido not contain feedback on general practical
issues related to ML/TF such as methods, trendsnpbes and typologies.

Preventive Measures — Designated Non-Financial Bussses and Professions

The AML/CFT reporting obligations regarding finaalcinstitutions in Malta apply equally to
DNFBP. The reporting obligation set out in Recomdsion 13 applies also to DNFBP which
are defined as subject persons carrying out reteagtivity. “Relevant activity” is defined in the
PMLFTR as the activity of the following legal ortoeal persons when acting in the exercise of
their professional activities and covers: auditesgernal accountants and tax advisors, real estate
agents, notaries and other independent legal miofeas, trust and company service providers,
nominee companies holding a warrant under the Nrattancial Services Authority Act, any person
providing trustee or any other fiduciary servicasino licensee and other natural or legal persons
trading in goods whenever payment is made in gasim amount equal to fifteen thousand euro
(€15,000) or more whether the transaction is chwid in a single operation or in several operation
which appear to be linked. Due to the amendmentietdegal provisions, a clear increase in the
reporting volume of the DNFBP is noticeable sinte kast MER. However, the uneven level of
awareness of reporting obligations and procedunesng different parts of the DNFBP sector
could negatively impact on the overall reportingpddgour of the DNFBP.

The LGA is responsible for licensing, regulatinglaupervising the activity of casinos in Malta
(including the ones that operate on the interned) ia accordance with the arrangement between
the LGA and the FIAU in terms of Article 27 of tHRMLA, it acts as the agent of the FIAU
regarding these entities in order to assure treat tomply with their AML/CFT obligations. The
FIAU has the necessary powers under the PMLA toycaut compliance monitoring functions,
including the power to impose sanctions. The coamgiée department within the FIAU carries out
both on and off-site monitoring of the entities andhe case of casinos a specific questionnaire
has been drafted in order to assist the compliataféin assessing the compliance of the entities.
Without prejudice to the steps undertaken to ireeehe monitoring capabilities of the FIAU, the
authorities are encouraged to consider involvin@Skh the oversight process while at the same
time formalising a risk based approach in orddetwerage the available resources.

Legal Persons and Arrangements & Non-Profit Organiations

Since the 3rd round report, several steps have tadéen in order to address FATF requirements
described in SR VIII, the most important being #doption of Voluntary Organisations Act,
which regulates the procedure for enrolment of \W@ astablishes the position of Commissioner
of VO, including his duties and functions. Despitee adoption of the new legislation, no
domestic review of the activities, size and relé¥aatures of the non-profit sector for the purpose
of identifying the features and types of the NPRt tare at risk of being misused for terrorist
financing was conducted by the authorities. Aldeere are no clear rules for the registration
procedure and no form for the constitutive deedstatlite of an organisation is required (even no
authorized signature is required). Any naturalegal person based in Malta or abroad can be a
founder of a voluntary organisation. In practice, awareness-raising programme has been
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40.

41.

42.

43.

44,

45,

initiated which is dedicated to the NPO sector ciongg the risks of terrorist abuse and the
available measures to protect against them. Bytithe of the on-site visit, no training on
AML/CFT issues was provided for the NPOs.

National and International Co-operation

The PMLA sets out internal cooperation functionstieé FIAU as a central authority in the
national AML/CFT system. The Board of Governor@nposed of four members nominated
from the Office of the Attorney General, the CehBank of Malta, the Malta Police Force and
the Malta Financial Services Authority respectively

The PMLA also sets out the general responsibilityth® FIAU to co-operate and exchange
information with supervisory authorities, wherettirformation is relevant to the processing or
analysis of information or to investigations regagdfinancial transactions related to ML/FT. The
definition of ‘supervisory authorities’ includesnade range of entities such as the Central Bank of
Malta, the MFSA, the Registrar of Companies orltl\. Additionally, the FIAU is authorised

to disclose any document or information relatingh® affairs of the FIAU, or information on any
person which the FIAU has acquired in the exerofgés duties or its functions under the PMLA
to supervisory authorities, whether situated int&lal outside Malta.

Co-ordination and co-operation with the relevaneragors in the financial and non-financial

sectors in the AML/CFT regime is further achievddotigh the Joint Committee for the

Prevention of Money Laundering and Funding of Tesma (Joint Committee). The Joint

Committee is an ad hoc committee set up to proaifteum for discussion and exchange of views
relating to the prevention of money laundering &mdling of terrorism with a view to developing

common AML/CFT standards and practices in compkanith the PMLFTR.

Malta signed and ratified the Vienna Conventiore thalermo Convention and the Terrorist
Financing Convention. The Council of Europe Conienibn Laundering Search, Seizure and
Confiscation of the proceeds from Crime and onRimancing of Terrorism was ratified on"30
January 2008 and came into force dhMay 2008. Although the Palermo and TF Conventions
are in force, there are still reservations aboetdfiectiveness of implementation in some issues.
The United Nations Security Resolutions are impletee through the subsidiary legislation by
the National Interest Act (Enabling Powers). UNS&s&utions 1267 and 1373 are enforceable in
Malta by virtue of legal Notice 214 of 1999 and hedlotice 156 of 2002. As mentioned under
SRIIl, the procedure of freezing of assets is soll implemented satisfactorily.

Malta has a comprehensive legal system to meetettpgirements of the Recommendations for
mutual legal assistance. The main laws referrinteg¢al assistance are the Criminal Code, the
Prevention of Money Laundering Act and the Dangemugs Ordinance. The legal framework
allows the judicial authorities to give sufficieassistance in practice in money laundering and
terrorism financing cases, including the executadnforeign criminal seizure or confiscation
orders related to laundered property, proceedsumentalities and equivalent value assets. The
system has proved to be effective so far and assisthas been granted in a timely manner.

The information exchange with foreign FIUs is reged as one of the functions of the FIAU and
as an exemption from prohibition of disclosure suleurthermore, the FIAU plays an active role
in the field of overall international informationxehange and can obtain financial, law
enforcement and administrative information on biebiforeign counterparts. In respect of law
enforcement cooperation, the officers of the Iratiomal Co-Operation in Criminal Matters Unit
of the Attorney General are contact points withie European Judicial Network, and facilitate
international co-operation. Personal contacts tiinoparticipation in conferences and plenary
meetings of the network also contribute to thergjtieening of relations. The Maltese supervisory
authorities can cooperate and exchange informatitinoverseas regulators including those cases
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46.

47.

concerning AML issues but in practice it has nelveen the case that a foreign supervisory
authority required AML/CFT related information frawiFSA. Therefore, there are no statistics on
the number of formal requests for assistance madeaeived by the MFSA or Central Bank
relating to or including AML/CFT.

Resources and statistics

In general, the human, financial and technical ueses allocated by Maltese authorities for
AML/CFT matters are satisfactory. The need for wiedl software in FIAU activity was
apparent as well as the need of more human resodeticated to supervisory activities.

With regard to statistics, the FIAU and the finahcsector supervisors were able to provide
meaningful and comprehensive statistical data. Wewa series of shortcomings were identified,
especially in relation to the number of confiscatiorders in general, criminal proceedings,
provisional measures and confiscation in proceedg@ting crimes other than ML.
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1

[ll. MUTUAL EVALUATION REPORT

GENERAL

1.1.General Information on Malta

To a large extent the information provided in Swmttll.1 of the Third Round Mutual Evaluation
Report still applies and is therefore not beingrogfuced. The information provided below includes
all the changes which have occurred since thedaatuation

1.

Malta is an island country which lies 93 km awagnfr Sicily to its north and 288 km from
Tunisia to its south. The Maltese archipelago &iasif three main inhabited islands Malta (the
largest), Gozo and Comino. These islands altogeticeupy an area of around 316 square
kilometres. Malta hosts a total population of 408,02010 figures), and is one of the most
densely populated countries in the European Unigratso in the world (1,307 people per’m
with a higher rate on the main island).

Malta became a member of the EU with nine othenttaes on 1 May 2004 and is the smallest
Member State of the European Union. On 1 Janu2®g 2Malta adopted the euro and the Central
Bank of Malta (CBM) became a member of the Eurasyst

A parliamentary democracy, Malta has been an intidga state since 1964 and a constitutional
Republic within the commonwealth since 1974. ThesRkient is the Head of State and has
executive authority. He is elected by the Housepresentatives for a period of five years. The
President is responsible for appointing the Chistide and the judges who sit on the independent
Constitutional Court and the Court of Appeal.

The Constitution of Malta provides for the estdibient of a Cabinet for Malta which shall

consist of the Prime Minister and such number dfeotMinisters as may be appointed in
accordance with the provisions of the Constitutibhe Cabinet has the general direction and
control of the Government of Malta and is colleetjwresponsible therefor to Parliament.

The Maltese economy is a very small open econongbsolute terms, with a nominal GDP of
EUR 6.2 billion and contributes only 0.05% of EU BI2010). Malta nonetheless enjoys a high
standard of living, with a GDP per capita in PP8nteof EUR 19,000, which is equivalent to
81% of the EU average (2009).

In recent years, economic developments in Maltaweavily driven by those abroad. Real GDP

contracted by 3.4% in 2009. The economy, howeedunded during 2010 and grew by 3.7%

in real terms. Annual real GDP growth rates avedal} 9% between 2001 and 2010, surpassing
those of the euro area and the EU, which stood2&b And 1.4%, respectively.

With very few natural resources, the economy islyiglependent on foreign trade. Imports and
exports, in fact, are each equivalent to more 9%% of domestic output. While the EU sitill
remains Malta’s main trading partner, accountingdmund 56% of Malta’s foreign trade, trade
with Asia has increased.

The Maltese economy remains largely service-babed®010, agriculture and other primary
activities, direct production and services eacloanted, respectively, for 2%, 20% and 78% of
GDP. Within the manufacturing sector, the electeriector remains the main driver of growth.
The pharmaceuticals and rubber & plastic produst$oss also contribute positively.
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9.

In value added terms, growth remains largely dribgnvarious service sectors in particular,
financial intermediation, other community, social @ersonal services, which include remote
gaming and other recreational activities, and #a estate, renting & business activities sector.
Tourism still remains a significant contributor tioee Maltese economy. In 2010, total tourist
expenditure amounted to €1.1 billion, after a gjrimtrease over the previous year.

1.2.General Situation of Money Laundering and Financingof Terrorism

10.

11.

12.

13.

14.

15.

16.

17.

According to the Maltese authorities, the currésks and vulnerabilities of money laundering and
financing of terrorism have not changed considgrabice the date of the last evaluation. From
information available to the Police and the FIAtisiapparent that the major proceeds generating
offences remain drug trafficking and economic csnseich as fraud and misappropriation. The
proceeds generated through such offences are nsideved huge and are based on both domestic
and foreign predicate offences. The launderinguohsproceeds is generally carried out by the
offender himself although in a number of casegitbaey laundering is autonomous.

In the large majority of drug trafficking cases tperpetrators use the funds generated by the
criminal activity to finance an affluent lifestyl&nother case reveals the use of couriers who are
instructed to deliver and sell in Malta drugs framother country and subsequently physically
carry the proceeds of such sales to the countoyigin.

With respect to investigations of money laundenvitere the predicate offences were economic
crimes, the patterns which emerge differ signifttafrom those relating to drug trafficking.
Since in these cases the perpetrators have suffikiwledge of the financial industry, such
cases generally involve a number of complex tramsacto conceal the source and nature of the
illegally obtained funds.

The reporting patterns of reporting entities magogirovide some insight on the ML/FT situation
in Malta. In recent years reporting from credittitigions appears to have decreased slightly while
the diversity of categories of reporting entitigs§ a report with the FIAU has increased. In fact
an increase in reporting was noted by memberseoftitountancy profession, regulated markets,
investment services licence holders, real estadatagindependent legal professionals, casinos,
remote gaming licence holders and supervisory aiigm

Although no studies have been conducted on thess@and trends of reporting entities, a number
of observations may still be made. The reductiorthim number of STRs submitted by credit
institutions could be a direct consequence of atgrediligence in internal STR-filtering and
higher quality, but might also raise some conceegarding possible failure to report and
effectiveness of the supervisory activity.

The eventuality of a progressive tactical move iy tmoney launderers to distance themselves
from credit institutions cannot be discarded bu¢ #ituation should be properly analysed

indicating the alternative areas of money laundgrisk. The increase in the number of STRs

submitted to the FIAU from other sources than tharfcial sector could be just one indicator that
money launderers may be shifting their attentiomficredit institutions to other areas.

The increase in the number of STRs received frdmro$ubject persons is a positive signal that
awareness of the obligations of subject personsemuntide PMLFTR to report suspicious
transactions is on the increase.

Since the last evaluation three cases of suspi@bmsnding of terrorism were analysed by the
FIAU. In all instances the FIAU passed the casesht police; however following further
investigations no charges were brought by the paitd all three cases were closed.
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1.3.0verview of the Financial Sector and Designated NeRinancial Businesses and

Professions (DNFBP)

Financial Sector

18.
19.

20.

On December 31, 2010 there were 26 banks in Malta.

Banks remain the main players of the financial reaiik Malta, holding 49.5 billion euros in
assets as at the end of 2010. The total assetiid@ntire financial sector was 65.55 billion. The
bank percentage resulting is 75.5%.

As to the securities market there were differepesyof financial institutions operating in or from
Malta in terms of an Investment Services Licénneluding:

Cateqgory 1(a) and (b) Licence Holders - Total Numh8

These institutions provide investment servicessistimg of the receipt and transmission of orders
and the provision of investment advice in relatiortransferable securities and other investment
instruments, as well as the placement of instrusmesthout a firm commitment basis. They may
not hold or control clients’ money or customerssets. Whereas Category 1(b) Licence Holders
may only service Professional Clients and Eligifll®unterparties (nhon-retail customers),
Category 1(a) Licence Holders may service all tygfesustomers.

Cateqgory 2 Licence Holders — Total Number: 80

This category includes fund management companighere were 51 companies providing

collective (fund) management services. It also udek companies providing stockbroking

services. There were 12 companies providing stogkig services in relation to securities listed
and traded on the Malta Stock Exchange. It shoalddied that three of the Category 2 Licence
Holders are also licensed under Category 4.

Cateqgory 3 Licence Holders — Total Number: 7

These are institutions authorised to provide amgstment service (other than acting as Custodian
for collective investment scheme for which a Catggb Licence is required) and to hold and
control clients’ money and customers’ assets. Tdtegory is required for firms wishing to deal
on their own account in investment instrumentsshibuld be noted that two of the Category 3
Licence Holders are also licensed under Category 4.

Category 4 Licence Holders — Total Number: 6

The Licence Holders under this category are authdrito act as Custodians for collective
investment schemes. It should be noted that Hhef6t Category 4 Licence Holders are credit
institutions.

Collective Investment Schemes

Collective investment schemes (CISs) are set ugruktdiltese law and operate in/from Malta
in terms of a licence issued under Article 4 of {tha:

2 Unless otherwise indicated, statistics are a8at Rlarch, 2011.
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Table 1: Collective investment schemes

Type of CIS No. of funds (including subfunds)
PIFs 322
UCITS 46
Non UCITS 30
Total funds (including sub funds) 386

. Net Asset Value as at end December 2010:

NAV as at end December 2010

Euros
PIF 5,196,702,195
Non UCITS 934,896,451
UCITS 1,840,657,082
Total NAV 7,972,255,728

21. The following tables provide the number of insuencndertakings and
intermediaries that were authorised, enrolled gistered in terms of the Maltese insurance

legislation, as at December 2010.

Table 2: Number of insurance undertakings

Total licences at end

Total licences at end

Total licences at end

2008 2009 2010
Non-Life 26 30 33
Life 8 8 8
Composite 3 3 2
Reinsurance 4 4 7
Total 41 45 50

Table 3: Number of insurance intermediaries

Total licences at end
2008

Total licences at end
2009

Total licences at end
2010

Enrolled Insurance Managers

12

13

13

21

insurance
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22.

Enrolled Insurance Agents of:
Local Insurers 10 9 9
Foreign Insurers 11 10 10
Enrolled Insurance Brokers 28 28 28
Tied Insurance Intermediaries 529 500 507*
Registered Insurance Persons 117 120 115

*226 tied insurance intermediaries are enrolled to carry on long term insurance business.

In comparison with the situation at the time of #feround evaluation report financial system has
remained more or less the same in terms of numbers.

Designated Non-Financial Businesses and ProfessiqidNFBP)

23.

24,

25.

There have been no significant changes to the csitipo of the DNFBP sector since th& 3
mutual evaluation. Full details of the sector fraragk can therefore be found in th€ BIER. It
should, however, be noted that there has been anatedincrease in the number of casinos, real
estate agents, legal professionals, notaries, ataas and auditors operating in Malta.

It is also worth noting that, as a result of the@liementation of the Trusts and Trustees Act (Cap.
331 of the Laws of Malta), the 45 licensed nominaeder the old regime who were still in
operation at the time of th&3/ER, have been required to cease operating bgrieof 2006. As
from 1 July 2005, they have been prohibited frokinig on new business. By the end of 2006
they were obliged to surrender their licenses aqmlyato become authorised under the Trusts and
Trustees Act should they wish to carry on providsegvices as Trustees.

Although there is no distinct class of company ®eryproviders in Malta, subsidiary legislation

has recently been prepared and will soon be puddidb provide for their registration and a

degree of regulation. The number of practitionef®vihave in recent years started to provide
company services only accounts for a small pergenté providers of such services overall.

1.4.0verview of Commercial Laws and Mechanisms Governig Legal Persons and

Arrangements

26. There have been few significant changes to the aentiad laws since the®evaluation, and thus

much of the information contained in th€ BIER remains appropriate.

The NPO sector

27. Regarding the mechanisms in place governing legedoms and arrangements, the most notable

change is that associations, foundations, clubs @hér NPOs are now governed by the
provisions contained in Title Il of Schedule 2tbg Civil Code (Cap. 16 of the Laws of Malta).
These entities may acquire legal personality orggruregistration with the Public Registry.
However, the obligation to register only extendfotndations.
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28.

Whether or not such entities are registered, thay mow elect to enrol with the Commissioner of
Voluntary Organisations under the Voluntary Orgatichs Act (Cap. 492 of the Laws of Malta).
The Commissioner acts as a regulator for the NR@sdut enrolment is not compulsory.

Companies and other commercial partnerships

29.

30.

31.

The Companies Act 1995, which is compliant with Bl Company Directives, continues to
govern the registration of companies and other ceroia partnerships in Malta. The
Continuation of Companies Regulations 2002 contimoeprovide for re-domiciliation of

companies in and out of Malta.

The number of companies registered in Malta hase@sed from 37,050 at the time of tHé 3
evaluation report to 52,000 at the time of the MEe Maltese authorities estimate that
approximately 37,000 of these companies are cuyrantive. The number of branches of foreign
companies registered in Malta, as at the end otEMa6011, was 520.

Where shares are held by trustees, they hold irEfttom on the beneficial ownership. The
Companies Act also allows the Registrar of Commatoaequest such information where there is
good reason to conduct investigations into the ti@akownership of shares.

1.5.0verview of Strategy to Prevent Money Laundering ad Terrorist Financing

a.

32.

33.

34.

35.

36.

AML/CFT Strategies and Priorities

The 3rd MER described and analysed the AML/CFT mnessin place in Malta at the beginning
of 2005, and provided recommendations on how cer&spects of the system could be
strengthened. After the adoption of tH& MER at the 24 MONEYVAL Plenary meeting on 13
September 2007, the Maltese authorities have gregisideration to the recommendations and
have taken measures to ensure the compliance Mahese AML/CFT regime with international
standards.

However, no specific national AML/CFT risk assesstmavas undertaken since the last
evaluation.

The Maltese authorities have informed the evalgatioat they continue to give great importance
to the country’s AML/CFT regime. To reflect the @ééspments taking place on an international
level, legislation has been amended on numerowssaots. Malta has implemented the Third EU
Directive by introducing the new PMLFTR, which canmto force on 31 July 2008. The old
Regulations were repealed.

In order to assist subject persons in the impleatemt of the changes, the FIAU has issued
Implementing Procedures as guidance. The PreveotidMoney Laundering Act (Cap. 373 of the
Laws of Malta) (‘PMLA"), which criminalises ML, an8ub-Title IVA of Part Il of Book First of
the CC, which criminalises the financing of tersom, have also been amended.

Action has also been taken on an institutional lleSance the last evaluation, both the staff and
the budget of the FIAU have been increased. ThéJHAs set up a compliance section to enable
it to take a more active role in monitoring subjgersons’ compliance with the PMLFTR,
particularly in relation to those entities whicle aot subject to any specific supervisory authority
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37. There is now a greater awareness of the featulgh. @mong judges in the criminal courts. Since
the 3° evaluation, 8 final judgments of ML were deliverieg the courts. In 7 of these cases the
prosecution was able to secure convictions. Theschave concerned both domestic and foreign
predicate offences. In 2011, 4 new ML prosecutioernge commenced. In relation to FT, 3 STRs
have been filed, all of which were forwarded to Bwdice for further investigation. In each case
the investigations were completed and no charges breught.

b. The institutional framework for combating mondgundering and terrorist financing

38. As there have been various changes within thetitisthal framework since the last evaluation, it
is necessary to provide a brief overview.

The Financial Intelligence Analysis Unit (FIAU)

39. The FIAU remains the central authority for AML/CFalated reporting. However, since tHé 3
evaluation, the scope of its activities has begniicantly broadened by law in the sense that the
number of entities subject to the PMLFTR increasgedeby increasing the FIAU’'s compliance
oversight. Now the FIAU exercises supervisory fiored over all reporting entities in the
AML/CFT field.

The Malta Financial Services Authority (MFSA)

40. The MFSA remains the single regulator for all bagkisecurities and insurance businesses in
Malta. In January 2010, a new internal structure @&edopted to strengthen the regulatory and
supervisory process. The new structure combine®rsggecific supervision with an integrated
approach to authorisation, regulatory developmadtresk-based supervision.

41. The regulatory structure of the MFSA now comprigesfollowing units:
- Authorisation Unit (processing of license applioat)
- Regulatory Development Unit (cross-sectoral issuesdevelopment)
- Supervisory Units (overseeing banking, securitien@kets and insurance & pensions)

42. As a supervisory authority, the MFSA must mainfiaternal reporting procedures. These include
the appointment of a ML reporting officer under Region 15 of the PMLFTR. The MFSA must
also disclose to the FIAU any facts or informatibobtains that could be related to ML or FT.

Ministry of Foreign Affairs/Sanctions Monitoring &al

43. The Sanctions Monitoring Board continues to montiber operation and implementation of all UN
Security Council Resolutions, EU Restrictive measuand regulations and administrative
measures issued under the National Interest (EngpBlowers) Act 1993 by the Prime Minister of
Malta.

44.Since the % evaluation report, the Sanctions Monitoring Boasd now composed of
representatives from the following entities:
* Ministry of Foreign Affairs (who shall be Chairman)
» Office of the Attorney General (or the AG himself)
» Defence Matters Directorate, Office of the Primenliglier
» Ministry responsible for Finance, the Economy ameekstment
* Central Bank of Malta (CBM)
* MFSA
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45,

» Ministry of Infrastructure, Transport and Commurica
e Ministry for Justice and Home Affairs

» Trade Services Directorate (MFEI)

e Customs Department

All UN Security Council sanctions, and restrictiveeasures of the EU imposing the freezing of
funds, are transmitted to the MFSA and placed en“bmplementation of Sanctions” section of
the MFSA website. This is done in accordance wistaamding arrangement with the Sanctions
Monitoring Board.

Joint Committee for the Prevention of Money Laumdpand Funding of Terrorism

46.

In order to reflect the introduction of TF into tmew PMLFTR, this Committee has been
renamed. Otherwise its duties and functions rerti@nsame as at the time of the &valuation
report.

The Malta Police Force

47.

The Police Money Laundering Unit remains part & BEconomic Crimes Unit. It now comprises
2 investigating teams, each consisting of 1 InspedtSergeant and 1 Constable.

The Customs Department

48.

49.

50.

51.

52.

53.

The Customs Department is responsibiger alia, for controlling the movements of cash at the
border. Since 2005 the Customs Intelligence Se¢@b8) has been responsible for the creation of
risk profiles and the targeting of passengers suiegdeof carrying narcotics and/or undeclared
money.

According to the MEQ, the CIS keeps records oflatilarations. At the time of th& 2valuation,
this information was regularly forwarded to the €ahBank, the Police and the Malta Security
Services. Since 2007, however, the informatiomaisdmitted weekly to the FIAU and every three
months to the EU Commission.

In addition to the above, the Cash Control Regotati('CCR’) (Legal Notice 149 of 2007) were
issued in June 2007 to give effect to the provsioh the European Union Regulation No.
1889/2005 laying down rules on the movement of aastentering or leaving the EU Territory.
The CCR impose obligations regarding the declamaiod movement of cash on entering or
leaving Malta. Persons travelling to or from the Eldmber States are also required to make such
declarations.

The Customs Class Uniformed Unit and the Enforcerdait (CEU) enforce the CCR at airports,
seaports and yacht marinas by carrying out search@assengers and their luggage. When a
passenger is found to exceed his cash allowancaseis lodged and passed to the Police, who
may bring charges against the persons involved.

In addition to the records kept by the CIS, allicd#$ at the airport and seaports keep an
independent record of declarations made. Thesede@re kept on a computerised system and
are available to station employees.

The Customs Department regularly assists and coatggewith the Economic Crimes Unit of the
Police, the Malta Security Service, Europol, Int¢ypOlaf and the Cash control group (DG
TAXAUD) within the European Commission.

25



Report on fourth assessment visit of Malta — 6 March 2012

The Quality Assurance Oversight Committee of thmatancy Board

54. An important development since th& @valuation report has been the establishment ®f th

55.

Quality Assurance Oversight Committee (‘QAOC’) biget Accountancy Board. The basic
function of the QAOC is to oversee, support anduata the work of the Quality Assurance Unit
(QAU). The QAOC also follows up the actions tak®naudit practitioners in response to any
recommendations given by the QAU following an iretjmn visit. The QAOC also acts as a
formal communication link between the QAU, the Agotancy Board and audit practitioners.

The QAU is the duly appointed agent of the QAOCe TPAU is responsible for delivering the
guality assurance service within the accountandyariting profession in Malta by carrying out
inspections of firms and preparing reports for adestion by the QAOC. The QAU also
monitors the Annual Returns submitted by practéisn

The Commissioner of Voluntary Organisations

56.

57.

58.

59.

60.
61.

62.

63.

The role of the Commissioner was established irv2}0the Voluntary Organisations Act (Cap.
492 of the Laws of Malta). The Commissioner morsitthre activities of the NPO sector. Its duty
is to ensure that voluntary organisations operaterading to the law. The Commissioner is also
responsible for providing guidelines and informatto persons performing voluntary work.

The approach concerning risk

Malta is an international business and financiaitree with a competitive tax regime. The
authorities are aware that increasing growth ia sieictor presents accompanying AML/CFT risks
which need guarding against.

The financial sector is conscious of the risks frimreign investment, possibly for tax evasion
purposes. A distinct risk of inward investment loyeign PEPs from Eastern Europe and North
Africa, which require constant vigilance in the Bpgtion of R6.

While many of the accountants and lawyers pragdidim financial services work in major
international firms with strong group-wide AML/CHIrocedures in place, the position was less
clear in respect of smaller firms and sole prawigrs. Formal AML/CFT supervision
arrangements for accountants and lawyers still teeéé put in place.

The overall economic loss from crime appears nbaige been routinely quantified.

No specific national AML/CFT risk assessment wadartaken since the last evaluation but the
authorities consider the TF risk to be low.

At the time of the § evaluation, the subsidiary legislation in the Ma& AML/CFT regime did
not provide for a risk-based approach in the egerof CDD. This approach has been included in
Regulation 7(8) of the PMLFTR, although its apgiica is not compulsory. Regulations 7 to 12
also provide for simplified CDD and enhanced CDDamees, as well as exemptions from CDD
in certain circumstances.

At the time of the 4th round evaluation report, ptiance monitoring is carried out by the FIAU
on a risk-based base. The main tool for the measntof the level of risk is the information
obtained by the FIAU in the course of its functiorscluding STR-related information,
information obtained through off-site monitoringdathe conclusions drafted by the prudential
supervisory authority (MFSA). However, the abseoica national risk assessment to identify the
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64.

65.

66.

most risky areas for ML/FT gives rise to concertithwegard to the effective implementation of
the risk based supervisory activity.

On the basis of the criteria found in Directive @0®/EC, the FIAU can determine additionally,
the entities which fall outside the scope of theLIFWIR. These are legal and natural persons who
engage in financial activity on an occasional awJanited basis and where there is little risk of
ML or FT occurring. The FIAU has not yet exerciseid power.

With regard to AML procedures, some reporting ergitack a formal risk based approach and
perform the same level of customer due diligencalbrlients. Some shortcomings may also
relate to the ongoing review of CDD records.

In order to deal with the current risks, the scop¢he PMLFTR has been extended in 2009 to
include in the definition of ‘relevant financial &iness’ captive insurance licence holders and
protected cell companies. Although these entititesnat covered by the Third EU Directive, they

were included within the definition of ‘relevanhéincial business’ in the Regulations due to a risk
identified by the MFSA.

Progress since the last mutual evaluation

Developments in the legal framework

67.

68.

69.

70.

71.

72.

Money laundering remains criminalised under the esgumincipal laws as described in thd 3
round report: the Prevention of Money Laundering @&MLA), the Dangerous Drugs Ordinance
(DDO) and the Medical and Kindred Professions Cadae (MKPO). However, since 2005, there
have been major developments as a result of theusaamendments made to the PMLA and the
PMLFTR.

In Article 2 of the PMLA, the mental element of tML offence has been extended to cover
‘suspicion’, as well as knowledge, about the unidvdrigin of funds. Sub-paragraph (iii) of
Article 2 was also amended to include ‘possessod ‘use’, in addition to ‘acquisition’.

As noted in the 8 MER, Article 2(2)(a) of the PMLA provides that arson may be convicted of
money laundering even if he or she is not judigidlund guilty of the underlying criminal
activity. The existence of the predicate offence ba established on the basis of circumstantial
and other evidence, without any requirement orptsecution to prove a conviction in respect of
it. Since the 8 evaluation, Article 2(2)(a) has been amended ioghthe Maltese AML regime
into compliance with the Warsaw Convention. As sulg it is no longer necessary to establish
the precise nature of the predicate offence tha¢igeed the proceeds laundered.

In proceedings for ML under the PMLA, reverse opuavisions in terms of Article 3 (3)of the
PMLA which renders applicable Article 22(1c)(b) thie Dangerous Drugs Ordinance) are now
available to the prosecution. The burden of praisfon the defendant when the prosecution
provides evidence that the defendant has givereasonable explanation showing that money,
property or proceeds are not the proceeds of crime.

Sub-Article (2A) has been inserted into Articlef3tee PMLA, giving the AG the power to decide
before which criminal courts ML-related offences & be tried. Article 3(5), which deals with
forfeiture of property, has also been amended tmbaise it with similar provisions contained in
the CC and the DDO. Atrticle 3(5)(b) and (c) contagw provisions strengthening the forfeiture
of proceeds.

Article 4 PMLA, concerning penalties for breachddreezing and attachment orders, has been

amended. Article 4(10) has been inserted to sthemgthe effect of attachments orders. Article 4B

has been added to implement Article 19 of the CEB8. This extends the power to issue
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73.

74.

75.

76.

7.

78.

monitoring orders for ML offences (a regime whichsnalready in place under Article 35AA of
the CC).

Part 1l of the PMLA has been amended to vest th&UFith powers and functions over
transactions suspected to involve funding of tésror

In 2006 the PMLFTR 2003 were amended, by Legaldéofi2, to include an obligation to report
knowledge or suspicion of transactions that coeldddated to FT. Further developments occurred
in July 2008, when 2006 Regulations were repealed @placed by new Regulations to
implement the Third EU Directive and the Impleméiota Directive. The new PMLFTR were
then amended by Legal Notice 328 of 2009, to exteadcope of the regulations to cover captive
insurance licence holders and protected cell corepan

Regulation 7(12) of the PMLFTR reflects Regulati@@C) No. 1781/2006 of the European
Parliament and of the Council of 18November 2006, which provides rules on transastion
related to domestic or cross-border money trar@feemittance in amounts of €1,000 or more. In
any case, the Regulation is directly applicabl®aitese law due to EU membership.

Regulation 15(6) PMLFTR now requires subject pesstin report knowledge or suspicion of
transactions that could be linked to the fundingterfrorism. Since the introduction of this
obligation, 3 STRs have been filed.

A number of international conventions have beeffigdtsince the last evaluation. These include
the Convention on Mutual legal Assistance in CriahiMatters between the Member States of the
European Union; the Council of Europe Convention laaundering, Search, Seizure and
Confiscation of the Proceeds of Crime and of theafcing of Terrorism (CETS 198) and the
Convention on the Protection of the European Conitiesh Financial Instruments. As a result, a
number of amendments have been made to the CCtlaadlegislation. Malta signed the Merida
Convention on 12 May 2005 and ratified it on 11iAp008.

Finally, with regard to the Maltese NPO sector, Woduntary Organisations Act (Cap. 492 of the
Laws of Malta) and the Second Schedule of the @waitle (Cap. 16 of the Laws of Malta) came
into effect in 2007 and introduced a new regulat@gime. The VOA sets out the enrolment
procedure for voluntary organisations, althoughhseierolment is not currently compulsory. The
Act also provides for the appointment, as well s functions and responsibilities of, the
Commissioner of Voluntary Organisations.

Institutional developments

79.

80.

81.

In January 2010 the MFSA adopted a new internatgire, as described above, to strengthen the
regulatory and supervisory process. The Variouargial Services Laws (Amendment) Act 2010
also incorporated changes aimed at strengtheniagMRSA'’s investigative and supervisory
powers.

As a result of legislative amendments, the scopgbehctivities of the FIAU has been broadened.
The main change since the last evaluation repothénFIAU’s organisation is that it received
supervisory functions over additional reportingited in the AML/CFT area. As mentioned
previously, the FIAU’s responsibilities have beateaded to cover the financing of terrorism.

The Voluntay Organisations Act of 2007 establislzedegulatory framework for NPOs and
provides for the appointment of the Commissioner bluntary Organisations. The
Commissioner monitors the activities of the NPOt@eand ensures that organisations operate
according to the law, and is also responsible foriding guidelines and information to persons
performing voluntary work.
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2.LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES

Laws and Regulations

1.6. Criminalisation of Money Laundering (R.1)

1.6.1. Description and analysis

Recommendation 1 (rated LC in thé"3ound report)

Legal Framework

82.

83.

84.

85.

86.

87.

88.

Malta had signed and ratified both the United Nai€onvention (1988) against illicit Traffic in
narcotic Drugs and Psychotropic Substances (Vie@poavention) and the United Nations
Transnational Organised Crime Convention Palermov€ation), at the time of the third round
evaluation.

The deficiencies identified in the third round repaere related to the lack of final money
laundering convictions, although the legal basiprtmsecute money laundering was already quite
sound. There were then 10 cases before the cosdse of which were autonomous cases. The
evaluation team had also pointed out the need fyneater willingness to draw inferences from
objective facts and circumstances to secure mamdkxing convictions.

At the time of the fourth round on-site visit, mgriaundering continued to be criminalised under
the same principal laws as described in the 3rd MERvention of Money Laundering Act,
Chapter 373, Laws of Malta (PMLA), the Dangerousig® Ordinance (DDO) and the Medical
and Kindred Professions Ordinance (MKPO).

Articles 3 to 11 of PMLA regulate investigation apiebsecution of the general offences of money
laundering. ML is defined by reference to the laaggiof the Vienna and Palermo Conventions.

Overall, the major underlying predicate offencee amid to be drug trafficking, fraud and
misappropriation, which in fact reflect the repdrtmajor domestic proceeds-generating crimes.
The Maltese authorities accept, however, that thgnty of investigations of ML relate to self
laundering. However, as indicated in this repogtéhhave also been a number of autonomous ML
cases. (see paragraph 89) They also indicatedatisastantial number of the cases involved
foreign predicate offences, though precise figemsdd not be provided.

Since the last evaluation the mental element ofepdaundering has been extended to cover
‘suspicion’ as well as the pre-existing knowledg@ndard, which is anticipated to increase the
possibility of convictions. According to PMLA a @en can be prosecuted for money laundering
if he/she knows or suspects that the property iiveld directly or indirectly from, or the proceeds
of, criminal activity or from an act or acts of peipation in criminal activity. It could be noted
that the definition provided by Maltese legislatibas an even broader scope than the United
Nations Conventions, as it refers to knowledgeuspiion regarding the origin of the property.

Concerning the level of proof of the predicate offe in ML prosecutions and trials, as the
previous report noted, Art. 2 (2) (a) helpfully aegplicitly provided that a person might be
convicted of a ML offence even in the absence gidicial finding of guilt in respect of the
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89.

90.

underlying criminal activity the existence of whiamay be established on the basis of
circumstantial or other evidence without it beimgumbent on the prosecution to prove a
conviction in respect of the underlying criminatigity. However, since the last evaluation, the
Maltese authorities have also introduced furthezfulsstatutory provision, in line with the
Council of Europe Convention on Laundering, Sea8#izure and Confiscation of the Proceeds
from Crime and on the Financing of Terrorism (Warsaonvention), that it is also unnecessary
to establish precisely the underlying criminal atyi

Since the last evaluation, senior experts advieatithese legal provisions have been applied in
practice. Similarly in proceedings under PMLA foL.Meverse onus provisions are now available
to the prosecution. Thus, under the PMLA, Artic(8)3which cross-refers to Article 22 (1c) (b)
of the DDO) applies when the prosecution produsgdeace that no reasonable explanation was
given by the accused showing that money, properpraceeds was not the proceeds of crime the
burden of showing the lawful origin of the moneyoperty or proceeds falls on the accused.

Judicial decisions that draw inferences of undedypredicate criminality from other objective
facts in ML cases is an important step and confiamsarlier decision in a wholly autonomous
ML case.

Criminalisation of money laundering (c.1.1 — Phgsignd material elements of the offence)

91.

92.

93.

The article 2 of the PMLA, money laundering offemeeefined as:-

“(i) the conversion or transfer of property knowimg suspecting that such property is derived
directly or indirectly from, or the proceeds of,irninal activity or from an act or acts of

participation in criminal activity, for the purposaef or purposes of concealing or disguising the
origin of the property or of assisting any persanpersons involved or concerned in criminal
activity;

(i) the concealment or disguise of the true natw@urce, location, disposition, movement, rights
with respect of, in or over, or ownership of prageknowing or suspecting that such property is
derived directly or indirectly from criminal acttyi or from an act or acts of participation in
criminal activity;

(iif) the acquisition, possession or use of propekhowing or suspecting thdhe same was
derived or originated directly or indirectly fromriminal activity or from an act or acts of
participation in criminal activity;

(iv) retention without reasonable excuse of propdmowingor suspectinghat the same was
derived or originated directly or indirectly fromriminal activity or from an act or acts of
participation in criminal activity;

(v) attempting any of the matters or activitiesimed in the above foregoing sub-paragraphs (i),
(i), (iii) and (iv) within the meaning of articlé1 of the Criminal Code, Chapter 9 of the Laws of
Malta;

(vi) acting as an accomplice (aiding, abetting, ilitating and counselling the commission of
money laundering) within the meaning of articlegf2zhe Criminal Code in respect of any of the
matters or activities defined in the above foregauab- paragraphs (i), (ii), (iii), (iv) and (v).”

The physical elements of the offence comply with Balermo and Vienna conventions as they
refer tothe conversion or transfer/ the concealment or uisg/ acquisition, possession and use
go even beyond their requirements and inchadention without reasonable excuse.

Criminal Activity is defined in the Art.2 of PMLAsaany activity, whenever or wherever carried
out, which, under the law of Malta or any other J@awmounts to:d) a crime or crimes specified
in Article 3 (1) @) of the United Nations Convention Against llliditaffic in Narcotic Drugs and
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Psychotropic Substances adopted on the 19th Deceti88 in Vienna reproduced in the First
Schedule to this Act; ob) one of the offences listed in the Second Scheulieis Act.

94. Since the last MER, criminalisation of money laumag in the Maltese legislation has been
enhanced, and helpful judgements in the Courtsldhencourage prosecutors to pursue serious
autonomous ML cases more frequently. At the timeahef on-site visit there appeared to be a
considerable number of ongoing ML investigatiorsns of which have been quite protracted. 4
new money laundering prosecutions have commenc2dlit.

The laundered property (c.1.2) & Proving properithie proceeds of crime (c.1.2.1)

95. According to Maltese legislation, “property” is defd as follow:
 DDO and the MKPO define property as the things dpeiither movable or immovable,
* PMLA defines "property" as:

“property of every kind, nature and description, attier movable or immovable, tangible or
intangible and, without derogation from the gengyabf the foregoing, shall include

(a) any currency, whether or not the same is legalder in Malta, bills, securities, bonds,
negotiable instruments or any instrument capabl®daihg negotiable including one payable to
bearer or endorsed payable to bearer whether exg@e e euro or any other foreign currency;

(b) cash or currency deposits or accounts with bapk, credit or other institution as may be
prescribed which carries or has carried on businiesklalta;

(c) cash or items of value including but not lirdite works of art or jewellery or precious metals;
and

(d) land or any interest therein”

96. Article 3(5) PMLA defines “proceeds” as meaning agonomic advantage and any property
derived from or obtained, directly or indirectliiyough criminal activity and includes any income
or other benefit derived from such property whiclvers the definition required by the Palermo
Convention.

The scope of the predicate offence (c.1.3) & Tholeshpproach for predicate offences (c.1.4)

97. The predicate offences for money laundering areidened all activities within in the meaning of
“criminal activity” according the Art.2 (1) of th&@MLA. All serious offences, which are
designated categories of predicate offence, anttheltlesignated categories of offences based on
the FATF Methodology are covered by the nationgilslation (Annex 1).

Extraterritorially committed predicate offencesl(&)

98. As noted, under the PMLA the definition of "crimirectivity" means any activity, whenever or
wherever carried out, which allows the law enforeamauthorities to successfully prosecute,
judge and convict money laundering deriving from extraterritorially committed predicate
offence. Moreover, at the onsite visit it was iraded that the most ML cases were generated by
crimes committed abroad.

99. However, it was pointed out that in some situationestigation and prosecution of such cases
could be difficult and time consuming.
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Laundering one’s own illicit funds (c.1.6)

100. Article 2(2) (b) PMLA states that a person can égasately charged and convicted of both a
money laundering offence under this Act and of adeulying criminal activity from which the
property or the proceeds, in respect of which lehérged with money laundering, derived.

101. According to the available information presentedh® evaluation team, it seems that most
cases (convictions and prosecutions) are self-keumgl cases.

Ancillary offences (c.1.7)

102. Conspiracy is provided in article 48A of the Ma#igSriminal Code and extends to all crimes
carrying a punishment of imprisonment and thereégnglies to the ML offence.

103. The scope of complicity is stated in article 42tlo¢ Criminal Code: A person shall be
deemed to be an accomplice in a crime (a) commamisher to commit the crime; or (b)
instigates the commission of the crime by mearwibés, promises, threats, machinations, or
culpable devices, or by abuse of authority or pgveergives instructions for the commission of
the crime; or (c) procures the weapons, instrumemtsther means used in the commission of
the crime, knowing that they are to be so useddpnot being one of the persons mentioned in
paragraphs (a), (b) and (c), in any way whatsoeueowingly aids or abets the perpetrator or
perpetrators of the crime in the acts by meanshatiwthe crime is prepared or completed; or (e)
incites or strengthens the determination of anotteecommit the crime, or promises to give
assistance, aid or reward after the fact.”

Additional element — If an act overseas which du@sconstitute an offence overseas but would be a
predicate offence if occurred domestically leadariomffence of ML (c.1.8)

104. The PMLA defines "criminal activity" as any actiivhenever o wherever carried out which,
under the law of Malta or any other law, amounta faredicate offence. Thus, if the offence is a
predicate offence in Malta, it does not matter Whetit is a predicate offence in the country
where the conduct took place, it constitutes a mdauendering offence in Malta.

105. The Maltese authorities indicated that in practademoney laundering cases, irrespective of
the country where the predicate offence has beemmitted, are thoroughly investigated and
prosecuted.

106. Some of the convictions achieved concerned foregfionals with the predicate offence. In
the cases concerned, the predicate offences (dafiighing) had an international element in that
they were carried out by foreign individuals andugh they were partly carried out in Malta, they
were initiated outside Malta.

107. It was pointed out that a number of cases curranttjer investigation either concern foreign
nationals or are related to a predicate offencenaitted outside Malta. The main predicate
offences in these cases are fraud and/or misapatiopr:

108. The majority of investigations involving foreignqulicate offences were initiated as a result
of a report from the FIAU following the receiptaf STR.
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Recommendation 32 (money laundering investigatiamgecution data)

109. The Maltese authorities accept, however, that ta@mnty of investigations of ML relate to
self laundering. They also indicated that a sultistamumber of the cases involved foreign
predicate offences, though precise figures coutdagrovided.

110. According to part Il, art. 16 (f) of the PMLA, thEIAU maintains statistics on ML
convictions. Since the last MER, 8 money laundeages were sent to courts of which, in 7
cases the defendants were found guilty.

Table 4: Money laundering convictions

Date Conviction Court Imprisonment Fine Confiscation
29h March | Republic of Malta| Criminal Court 6 years - -
2007 vs Maria Abela
15" February| Republic of Malta| Criminal Court 2 years €5,679.34 Confiscation
2008 vs Carmen Butle suspended for 4 of thecorpus

and Stephanig years delicti
Butler amounting to
(Carmen  Butler| circa €57,500
was found guilty
of money
laundering
whereas
Stephanie Butle
was acquitted)
27" November| Police vs Ariam Court of 2 yearsand 9 - -
2008 Edilberto Lore Magistrates as a months
Court of Criminal
Judicature
21%May 2009 | The Police v$ Court of 2 years €50,000 Confiscation
Emmanuel Magistrates as a| suspended for 4 of the
Bajada Court of Criminal years laundered
Judicature proceeds,
amounting to
€4,200, as
well as all the
other movable
and
immovable
property of
the defendant
(on appeal)
12"  October| The Republic of Criminal Court 15 years €70,000 -
2009 Malta vs Noor (converted into &
Faizura Azura further 2 years
Binti Md Lias imprisonment in
default of
payment)
239 November| The Police vs Court of 6 years €42,000 -
2009 Dayang Sakienah Magistrates as a (converted into &
Binti Mat Lazin Court of Criminal further 18
Judicature months
imprisonment if
not paid within 6
months)
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16™ December| The Republic of Criminal Court | The jury found the defendant not guilty

2009 Malta vs
Vincenzo Stivala
5" November | The Police vs Court of 4 years €3,000 Confiscatior
2010 Elton Brincat Magistrate as a of the sum of
Court of Criminal €19,300
Judicature which were
found in the

possession of]
the accused

Statistics on prosecutions are maintained (thegouded cases are named “arraignments” in the table)

Table 5: On going prosecutions

FIAU Police Arraign | Arraignments Cases | Confiscations | Investigation | Attachment Frozen
reports | Initiated ments (Persons) Decided (cases) Orders Orders Assets
Investiga | (Cases) (value in €)
tions
2005 19 8 3 3 nil nil 4 2 €553 814
2006 21 6 4 9 nil nil 9 6 €279 525
2007 24 13 8 11 1 1 12 9 €759 9472
2008 41 5 2 3 2 1 8 4 €318 716
2009 17 4 9 10 3 1 7 7 €2 670 8111
2010 20 5 4 7 1 1 6 6 €2 278 09p
2011 €87 059
* 9 5 4 5 nil nil 3 3 186
* up till
31.05.2011

Statistics on on-going investigations are maintaipyg police units:
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Table 6: On-going money laundering investigations

2005 | 2006 | 2007 2008 2009 2010 2011
Pending Investigations 9 10 16 18 7 9 7
Suspect/ Entities away from Mdlta 5 5 11 14 6 7 4
No casé 10 8 7 9 4 6 3
Total 24 23 34 41 17 22 14

Statistics concerning the suspected predicate cffewere also available:
Table 7: Suspected predicate offences

Suspected Predicate
Criminality 2003 | 2004 | 2005/ 2006| 2007 2008 2009 Q01 Total
Drug Trafficking 2 4 0 4 5 7 1 2 25
Fraud 2 4 3 2 1 0 5 7 24
Forgery 0 1 1 3 0 0 0 0 5
Misappropriation 0 0 0 0 0 0 0 2 2
Corruption 0 0 0 0 0 0 1 0 1
Usury 1 2 2 5 1 4 0 0 15
Undeclared Income 0 2 4 0 0 4 0 0 1P
Unlicensed Financial
Services 4 4 1 0 3 3 0 3 18
General Crime 5 2 1 0 2 2 1 0 13
Human Trafficking 0 0 1 0 1 2 0 0 4
Theft 0 0 4 0 0 0 0 0 4
lllegal Gambling 0 0 1 2 0 1 0 1 5
Identity Theft 0 0 0 2 1 0 0 0 3
Living off the earnings
of Prostitution 0 0 0 2 0 0 1 0 3
Funding of Terrorism 1 0 1 0 1 0 1 0 4
Phishing 0 0 0 0 1 0 0 0 1
Not specified 2 1 3 1 6 16 7 5 41
Total 17 20 22 21 22 39 17 20 178

Effectiveness and efficiency

111. The national legislation is broadly in line withetternational standards.

3 “Pending investigations” means that the case/inigggion is not yet completely concluded. Pendissués might range
from obtaining information or evidence from foreigurisdictions through letters of request or on alipe to police
exchange basis, to interviewing persons currentlsnyafiom the country
4 "Suspect/Entities away from Malta" relates tothbbse cases/investigations in which either a siutgpec a company are
not physically or legally present in Malta but wiave effected suspicious transactions through ateédal financial
institution. For example, a foreign registered ca@mnyp having a local bank account and funds mightehasen directed to
this local account and out again, or as in the cagere a bank acts as a correspondent bank.
5 "No case" means that the case has been investigatddconcluded and an explanation and supportinigesice was
provided to explain the suspicious transactions. éValence of either money laundering or any typ®thér predicate
offence was unearthed.
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112. Article 2(2)(a) of the PMLA stipulates that a persnay be convicted of a money laundering
offence even in the absence of a judicial findifiggoilt in respect of the underlying criminal
activity, the existence of which may be establisbedhe basis of circumstantial or other evidence
without it being incumbent on the prosecution tover a conviction in respect of the underlying
criminal activity. A significant enhancement of tABML/CFT regime since the last MER is found
in the provision added to this article which go@sto say “and without it being necessary to
establish which underlying activity”. These are yweiseful statutory provisions, which reflect
Articles 9(5) and (6) of the Warsaw Convention, ethivere introduced to assist the prosecutorial
effort in ratifying countries. It is important thefore to see how the judiciary interpret and apply
these enhanced statutory provisions in practice.

113. The Maltese authorities drew attention to one paldr 2009 case where the defendant was
alleged to be a drug courier and part of an int@gnal organization which existed to traffic
drugs, based on circumstantial evidence. She wasgetli with being part of a criminal
organization, conspiracy and money laundering tiakproceeds out of Malta and sending
proceeds via Western Union). She was convicted Ibthiaee counts. The court found from
circumstantial evidence that the prosecution hédfeal its onus to establish such a link between
the money and the drug trafficking operation. TWias sufficient under Maltese law for the
burden of proof to shift to the defendant for leestiow the lawful origin of the money.

114. While money laundering was not the only charge teethe court, the Maltese authorities
point out the importance of a judicial decisionadnmoney laundering case without concrete
evidence of the underlying criminal activity butsked on objective facts and circumstances
surrounding the case. A similar case in 2009 okpoacy to traffic drugs and money laundering
resulted in a sentence, again in the round, ofedysyimprisonment. These cases confirmed the
earlier decision in 2008 in a wholly autonomousecakere a mother and a daughter were charged
with money laundering. In that case the jury fotimel mother guilty of ML in respect of proceeds
from illicit activities of her husband, even thougfe proceeds were not attributable to any
specific case. The effectiveness of the money laand offence since 2007 therefore appears,
now to have been well demonstrated.

115. However, the money laundering prosecutions andictioms remain in majority focused on
self laundering from crimes committed abroad.

116. Senior representatives of judiciary indicated &t tilme of the on-site visit that the next step
would be to prosecute without pointing out the atwriminal offence that generated the dirty

6

money.

117. Also, it was noted that since the last MER, thezeaigreater awareness on the money
laundering offence elements among judges in crihtoarts.

1.6.2. Recommendations and comments

Recommendation 1

118. A significant enhancement has been achieved ipeptsof Malta’s legislation concerning
money laundering since the last evaluation in glang that a person may be convicted of a ML
offence in the absence of a conviction for any jmagd offence.

119. As noted above, a person may be convicted of a yntaendering offence even in the
absence of a judicial finding of guilt in respe€tle underlying criminal activity, the existence o

® The Maltese authorities indicated that an autonos®IL conviction has recently been achieved on Appéere the
charge did not specify the predicate offence bait tthe Appeal Court accepted that the proceeds deone crime.
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which may be established on the basis of circuntislanr other evidence without it being
incumbent on the prosecution to prove a convidtiorespect of the underlying criminal activity.

120. The provision also goes on to say “and without éing necessary to establish which
underlying activity”, but this provision has notdsefully tested in practice yet.

121. The mental element of the ML offence (relevant ity to Recommendation 2, but
mentioned in the overall context of ML prosecutiargs extended to include suspicion about the
unlawful origin of the funds (the Art. 2 of the PM). The ML legislation can be considered as
broadly meeting the relevant international stanslard

122. In terms of effectiveness, since the last MER (whdrere were no final convictions), 9
money laundering cases were brought to courts Wwngl9 persons since 2007 and resulting in 7
convictions. The Maltese authorities indicated ttmat completed cases with money laundering
convictions should encourage prosecutors to purselgous autonomous ML cases more
frequently.

123. The length of sentences in the mentioned casessalggests a strict approach to money
laundering, which is encouraging to prosecutors.

124. Nonetheless, the length of the investigations awdqeutions in some of the cases has been
quite prolonged, and this impacts on the effectgsn

Recommendation 32

125. In general the statistics kept by the Maltese aittes are in line with the recommendation
32.

126. Collated and comprehensive statistics could bdnéurtised in the general risk assessment of
the country and in the analysis of the effectivpliaption of the AML/CFT provisions. The
collated statistic should be made available tagdincies involved in AML/CFT area.

1.6.3. Compliance with Recommendations 1 and 2

Rating Summary of factors underlying rating’
R.1 C

1.7. Criminalisation of Terrorist Financing (SR.II)

1.7.1. Description and analysis

Special Recommendation Il (rated LC in thé*3ound report)

Legal framework

127. Malta had ratified the International Convention ftve Suppression of the Financing of
Terrorism (the Terrorist Financing Convention) e time of the '8 round report. The Act VI of

" Note to assessors: for all Recommendations, therigésn and analysis section should include thealgsis of
effectiveness and should contain any relevantssiedi data
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2005 introduced a new sub-title in the Criminal Edldat deals with “Acts of Terrorism, Funding
of Terrorism and Ancillary Offences”.

128. The evaluators of the previous round pointed oat tMaltese legislation should clearly
include in the definition of terrorism financingeticollection of funds for any purpose (including a
legitimate activity) for a terrorist group. It alsmted a level of uncertainty as to how the courts
would interpret the legal provisions concerninggfitenate” activities furthering terrorism and if
provision or collection of funds can be done digeand indirectly.

129. The offences that might be considered &srbrism financing are provided in a series of
articles of the Criminal Code.

Criminalisation of financing of terrorism (c.Il.1)

130. Article 328B(3) of the Criminal Code, added in JuB@05 provides thatwWhosoever
promotes, constitutes, organises, directs, finances terrorist group knowing that such
participation or involvement will contribute towasdhe criminal activities of the terrorist group
shall be liable - (a) where the said participationinvolvement consists in directing the terrorist
group, to the punishment of imprisonment not exoegethirty years: Provided that where the
activity of the terrorist group consists only ofetlacts mentioned in article 328A(2)(j) the
punishment shall be that of imprisonment for a getmot exceeding eight years; (b) in any other
case, to the punishment of imprisonment not exogezight years

131. Article 328F of the Criminal Code providesvliosoever receives, provides or invites another
person to provide, money or other property integdia be used, or which he has reasonable
cause to suspect that it may be used, for the papof terrorism, shall, on conviction, and unless
the fact constitutes a more serious offence undgrather provision of this Code or of any other
law, be liable to the punishment of imprisonmentafterm not exceeding 4 years or to a fine not
exceeding 11.646,87 euro or to both such fine emutisonmerit

132. Article 328G may also have relevance since it stétat Whosoever uses money or other
property for the purposes of terrorism shall, onneation, be liable to the punishment of
imprisonment not exceeding twelve years. It adus, whosoever is in possession of money or
other property intending it to be used, or haviegsonable cause to suspect that it may be used,
for the purposes of terrorism shall, on convictiba,liable to the punishment laid down in article
328F(1).

133. Further to the above, Article 328H provides thathtsoever (a) enters into or becomes
concerned in an arrangement as a result of whicheyar other property is made available or is
to be made available to another, and (b) knowsaw reasonable cause to suspect that the money
or other property will or may be used for the pusps of terrorism, shall on conviction be liable
to the punishment laid down in article 328F(1)

134. Moreover Article 328I, provides thatwhosoever enters into or becomes concerned in an
arrangement which facilitates the retention or e¢ohtby or on behalf of another person of
terrorist property -

(&) by concealment,

(b) by removal from the jurisdiction,
(c) by transfer to nominees, or

(d) in any other way,

shall, on conviction, be liable to the punishmed down in article 328F (.

135. For the purpose of the above articles, "act ofot&gm" is referred to in Article 328A(1) as
“any act listed in sub-article (2), committed wiljy which may seriously damage a country or an
international organization where committed with the of:
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(a) seriously intimidating a population, or
(b) unduly compelling a Government or internationagjanization to perform or abstain from
performing any act, or
(c) seriously destabilising or destroying the fumdatal political, constitutional, economic or
social structures of a country or an internatiomaanization.

(2) The acts to which reference is made in sutlarfl) are the following:

(a) taking away of the life or liberty of a persqiiy) endangering the life of a person by bodily
harm; (c) bodily harm; (d) causing extensive dedian to a state or government facility, a public

transportation system, an infrastructure facilitycluding an information system, a fixed platform
located on the continental shelf, a public placegovate property likely to endanger the life or to

cause serious injury to the property of any otherspn or to result in serious economic loss; (e)
seizure of aircraft, ships or other means of publigoods transport; (f) manufacture, possession,
acquisition, transport, supply or use of weapomgpl@sives or of nuclear, biological or chemical

weapons; (g) research into or development of bigollgand chemical weapons; (h) release of
dangerous substances, or causing fires, floodsxptosions endangering the life of any person;
(i) interfering with or disrupting the supply of ve&, power or any other fundamental natural

resource endangering the life of any person; (j)e#ltening to commit any of the acts in

paragraphs (a) to (i).”

136. Analysing the legal provisions, it can be obserilet the material element of the terrorism
financing described in the Maltese legislation dolglave room for interpretation in one respect
required by the Terrorism Financing Convention.

137. The articles of the Criminal Code make referenceetieiving, providing, financing, using,
entering into or becoming concerned in an arrangeirend inviting another to providéd.he
Maltese authorities consider that this languageide enough to encompass all acts of collection.
Nonetheless for the clarification the Maltese aritles have indicated that they are prepared to
propose amendments to the legislation to makeetrés clearer

138. It is still unclear if this provision also coveegitimate activities furthering terrorism.

139. Due to the broad language used, it is clear thatteéhrorism financing offence covers any
funds whether from legitimate or illegitimate soairc

140. Also, the terrorist financing offences, as desaibg Maltese legislation, do not require that
the money or property is actually used to carry auerrorist act or to attempt to carry out a
terrorist act nor is it necessary for the moneymmperty to be linked to a specific terrorist act.
Article 328F and 328H merely refer to the possilde of the money or property for the generic
purposes of terrorism.

141. However, the concerns related to the legitimat#legitimate purpose of the funds remain, as
considered by the evaluators in the 3rd MER. TNauators’ noted that, as the mental element is
knowledge that the involvement (financing) “willmoibute towards the criminal activities of the
terrorist group”, the language of the law may netide enough to properly cover contributions
used for any purpose (including a legitimate atjvby a terrorist group or an individual terrorist
(such as supporting families while a member ofgiwip is in prison). The quoted article appears
to exclude the use of the financing for legal pggm

142. The Maltese authorities maintain that in this respArticle 328B(3), which amongst other
things, criminalises the financing of a terrorisbup, is broad enough and merely requires such
financing to contribute towards activities of thegp and therefore any financing which in any
manner whatsoever would help, assist or supposrm@rist group is criminalised under this
Article.

143. The Maltese authorities, considered that the couotsld interpret it this way. It should also
be noted that the general autonomous offence ahdéimg of terrorism in A.328F might also be
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used to prosecute a person who provides moneyher groperty for legitimate activities which

may further “terrorism” generally (either by an angsed group or by an individual terrorist).
There have been no FT investigations and thus sesca which either of the above provisions
could be tested in practice.

144. In any event, the evaluators were advised that dments are being considered to ensure that
the wording of the law does not leave any roonefdifferent interpretation. At the time of the on
site visit those amendments were not in place8.

145. As to the provision relating to whether or not firevision of funds can be done directly or
indirectly, at the time of the 3rd round reporte tixaminers accepted that there were arguments
that went both ways and the comment in the mutualuation report was that “it would be
helpful if it was clarified that this could be dodeectly or indirectly”. The Maltese authorities
pointed, understandably, to A.328F which includke tanguage ‘“invites another person to
provide”, though whether this covers all possibkareples of indirect provision is debateable.
They also point out the offence in A.328H (fundargangements) noted above which carries the
same penalties as the general FT offence (fundintgramrism) in A.328F. While either of these
Articles might be apt for some types of indireab\ypsion, the Maltese authorities had prepared a
draft amendment 9 to add “directly and indireciiyto A.328F.

146. Regarding the definition of “property”, the Malte€€ defines it in the Article 23B(3) as
“assets of every kind, whether corporeal or incogph movable or immovable, tangible or
intangible, and legal documents or instrumentsenathg title to, or interest in, such assets” and
therefore, the scope is broad enough and meestahdards set out in the Convention.

147. The provisions regulating attempts also apply tootést financing since Article 41 of the
Criminal Code speaks of offences in general and #tso embraces offences under the terrorism
and terrorist financing sub-title.

148. Articles 5(a) and (b) of the Convention are covdrgdhe offence of complicity under Article
42 of the Criminal Code. Article 5(c) of the Contien is covered by Article 83A of the Criminal
Code.

Predicate offence for money laundering (c.11.2)

149. The PMLA predicate criminal activity covers alimmal offences and terrorism financing
offences are also predicate offences for moneydeuing.

Jurisdiction for Terrorist financing offence (c3).

150. For the purposes of the offences of terrorist fairag, Maltese law does not require that the
terrorist act should have been committed or thetist organisations should be in the same place
where the financing of terrorism took place. MoregvArticle 328M of the Criminal Code
provides that without prejudice to the general @iows on jurisdiction, the courts in Malta shall
also have jurisdiction over the offences of tesariand funding of terrorism when:

“(a) the offence is committed even if only in parthe territory of Malta or on the sea in any péac
within the territorial jurisdiction of Malta;
(b) the offender is a Maltese national or permarrestdent in Malta;

8 A Bill has since been tabled in parliament with ragmsed amendment to A.328.B, which reads “whosogs@notes,
constitutes, organises, directs, finances, suppiigermation or materials to a terrorist group, kwing that such
participation or involvement will contribute towardsy activity, being criminal or otherwise, of therteist group”.
¥ A Bill has since been tabled in parliament withragpsed amendment to A.328.F, to expressly indluelevords “direct”
and “indirect” funding
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(c) the offender is a person suspected or conviofedn offence laid down in this sub-title and
whose surrender or extradition to another counwy $uch an offence is refused by Malta even if
there is no provision according to the laws of Mattther than the present provision in virtue of
which the criminal action may be prosecuted in lagainst that person;

(d) the offence is committed for the benefit adgal person established in Malta;

(e) the offence is an offence under article 328Buorffence under article 328D which involves a
terrorist group even if the terrorist group is basar pursues its criminal activities outside Malta;

(H the offence is committed against the institugi or people of Malta or against an institutiontiod
European Union or a body set up in accordance tithTreaties and based in Malta.”

The mental element of the FT (applying c.2.2 i R.2

151. The mental element of the TF is expressed in thiel&r328F, 328H of the Maltese Criminal
Code (whosoever has a reasonable cause to suspeontdney or property provided by him is to
be used for the purposes of terrorism, shall biygoi an offence).

152. A difficulty arises from the language of Article & which limits the financing of terrorism
acts covered by the annex to the TF Conventiorgumex of the three specific intentions set out in
Article 328 A (1) a), b) and c). Financing the spewoffences covered in the annexes should not
require any other intention under Article 2 (1) ¢dthe TF Convention.

Liability of legal persons (applying ¢.2.3 & c.A2mR.2)

153. There is a criminal liability of legal persons undee Maltese law, explicitly expressed in the
Article 328J of the Criminal Code.

Sanctions for FT (applying ¢.2.5 in R.2)

154. The sanctions for terrorism financing relating @égdl persons are stated in the Article 328K
and 328L of the Criminal Code:

328K: “Without prejudice to any other punishment to whiuh offence may be liable under this
Code or any other law, where the offender is a bodsporate liable to punishment under the
provisions of article 328J the Court may, at thguest of the prosecution, order -
(a the suspension or cancellation of any licensgmit or other authority to engage in any trade,
business or other commercial activity;
(b the temporary or permanent closure of any eshbient which may have been used for the
commission of the offence;
(c) the compulsory winding up of the body corparate

328L. “(1) an offence under any of articles 328F to 328hy make a forfeiture order in
accordance with the provisions of this article.
(2) Where a person is convicted of an offence undaries 328F or 328G the court may order the
forfeiture of any money or other property -
(a) which, at the time of the offence, he had snduissession or under his control and,
(b) which, at that time, he intended should be ysedvhich he knew or had reasonable cause to
suspect would or might be used, for the purposésriarism.
(3) Where a person is convicted of an offence uadéere 328H the court may order the forfeiture of
the money or other property -
(a) to which the arrangement in question related] a
(b) which, at the time of the offence, he knewast teasonable cause to suspect would or might be
used, for the purposes of terrorism”

155. Given the variety of offences with different sanos from which a prosecutor can choose
depending on the gravity of the situation and im @ilvsence of cases, the evaluators consider the
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sanctions concerning natural and legal persondategliby the Articles 328B, 328F, 328H, 328l
(as the text is mentioned above) broadly propoatiermnd dissuasive and potentially effective.

Recommendation 32 (terrorist financing investigatiprosecution data)

156. There were 4 suspicious transaction reports relatdel at the time of the on site visit, 3 of
which had been passed to the police for furtheestigation.

157. The statistics show the police investigating: 1 ¢abe (with 2 persons) in 2007 and 2008,
though it is unclear whether these are the sanesgasd 1 case with 1 person in 2010.

158. The investigations by the police were completedlirtases. Since the police concluded that
the persons concerned were not involved in fundirtgrrorism, no charges were brought.

Additional elements

159. The existing legislative framework has not yet bé&sted before judiciary (not even at the
level of the prosecutors), but if the situation wbwccur, there are sufficient grounds for
believing that an efficient system of statisticauwaobe available.

Effectiveness and efficiency

160. Due to the absence of cases before the prosearttrs courts, it is not possible to assess the
effectiveness of the procedures. However, apan filte points made below, the legislative base
is largely in place.

161. The evaluators are of the view that collectively tagal provisions Article 328B, 328F of the
CC still do not exhaustively cover all the essdntidgeria, though accept that in some cases this
may be a matter of interpretation for the courtdeoide.

1.7.2. Recommendations and comments

162. The main development since the last evaluatiomesextension of the scope of the mental
element of terrorist financing fronkhowledgéto “suspiciofi.

163. The evaluators are not completely satisfied withdlarity of the legal provisions concerning
the criminalisation as terrorist financing offerame act of financing regardless of the licit orcilli
purpose of the property. Clearer legal provisiomguédd be adopted to clarify that the terrorism
financing offences cover contributions used for paypose (including a legitimate activity) by a
terrorist group.

164. While the courts may interpret the provision widetywould assist if this were clarified in
order that the prosecution is in a position to pooge this type of activity in the context of
terrorist groups with the possibility of the lengtentences available under this provision.

165. Express provision stating that of terrorism finagccan be dondirectly or indirectly should
be introduced into the legislation.
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166. Professional continuous training at the judiciang g@rosecutorial level on terrorist financing
cases is recommended.

1.7.3. Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SRL.II LC * Unclear whether the interpretation of A328F coverancing of
“legitimate” activities furthering terrorism

« No clear provision to cover direct and indirectaficing of
terrorism.

e« The financing of offences covered in the annex he TF
Convention has, in the Maltese law, additional rakrtement
not required by TF Convention for offences undet @) (a).

1.8. Confiscation, Freezing and Seizing of Proceeds Gfime (R.3)

1.8.1. Description and analysis

Recommendation 3 (rated LC in thé"3ound report)

Legal framework

167. The four main laws providing for the attachmengefring and confiscation of proceeds of
crime are the Prevention of Money Laundering AcinBerous Drugs Ordinance, Medical and
Kindred Professions Act and the Criminal Code.

168. Under Maltese Law, seizure as a preventive medsuwbtained by means of an attachment
order, whilst upon arraignment, the measure empldyeblock a suspect's funds and other
property is referred to as a freezing order. Ceafisn and forfeiture are enforced upon
conviction.

169. The Criminal Code regulates the general regimeonfiscation.

170. The Criminal Code defines property as assets afyekind, whether corporeal or incorporeal,
movable or immovable, tangible or intangible arghledocuments or instruments, evidencing title
to or interest in such assets.

171. The PMLA definition of property also includes curcg, securities, bonds, negotiable
instruments, cash or currency deposits, cashmisitef value and land or any interest.

172. The DDO distinguishes property as being either rhtevar immovable.

173. The amended Article 23 of the CC states, that:
“(1) The forfeiture of the corpus delicti, of thastruments used or intended to be used in the
commission of any crime, and of anything obtaingdsbch crime, is a consequence of the
punishment for the crime as established by lawn ¢éveugh such forfeiture be not expressly stated
in the law, unless some person who has not pastiegh in the crime, has a claim to such
property.
(2) In case of contraventions, such forfeiture kbaly take place in cases in which it is expressly
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stated in the law.

(3) In the case of things the manufacture, useryoag, keeping or sale whereof constitutes an
offence, the forfeiture thereof may be ordered h®y ¢ourt even though there has not been a
conviction and although such things do not belanthe accused.”

174. An attachment order may be issued upon an apmicafi the Attorney General to that effect.
Upon being issued, the order attaches in the hahdsird parties (garnishees) all moneys and
other movable property (including negotiable instemts, cash or currency deposits or accounts
with any bank, credit or other institution) due mertaining or belonging to the suspect and
prohibits the suspect from transferring or otheewmiisposing of any movable or immovable
property. This order is served on the garnisheelstiae suspect and is valid for a period of 30
days which can be extended further for another @@ df new evidence comes to light. If the
suspect person is away from Malta the period ofl&@s is held in abeyance and the attachment
order continues indefinitely.

175. When an investigation or an attachment order has beade or applied for, whosoever,
knowing or suspecting that such an order has besterar applied for, makes a disclosure likely
to prejudice the effectiveness of the said ordeamy investigation connected with it, shall be
guilty of an offence which carries a punishmeningbrisonment of up to 12 months and/or a fine
of five thousand liri (12,000 Euros circa) (Articd85A(1), Criminal Code; Section 4 Prevention
of Money Laundering Act; Section 24A Dangerous Br@ydinance).

Confiscation of property (c.3.1)

176. Articles 23, 23B and 23C of the Criminal Code andictes 3(5) and 7 of The PMLA and
Article 22 (3A) of the DDO regulate the confiscatiof proceeds of crime.

177. Confiscation is not considered as an alternativéhéoapplicable penalty but is imposed in
addition as a means to deprive the offender obtrefit of the crime. Forfeiture in favour of the
government takes effect on the proceeds of or o guoperty the value of which corresponds to
the value of such proceeds.

178. In the Criminal Code forfeiture of the instrumeittas used in or intended to be used in the
commission of a crime is covered under Article @Bjlst in terms of article 23B provision is
made for the forfeiture in favour of the Governmenhtthe proceeds of the offence or of such
property the value of which corresponds to the e/adfi such proceeds whether such proceeds
have been received by the person found guilty omlyody corporate for whose benefit the
offence may have been committed by virtue of &ti1D of the Criminal Code.

179. Additionally, Article 23C states that, where itastablished that the value of the property of
the person found guilty of a relevant offence, isprbportionate to his lawful income and the
court, based on specific facts, is fully convindbdt the property in question has been derived
from the criminal activity of that person, that pesty shall be liable to forfeiture.

180. "Relevant offen¢emeans any offence not being one of an involuntaature other than a
crime under the Ordinances or under the Act, liabléhe punishment of imprisonment or of
detention for a term of more than one year.

181. Article 3(5) (b) PMLA defines forfeiture of procesdwhere the proceeds of the offence have
been dissipated or for any other reason whatsdei&not possible to identify and forfeit those
proceeds or to order the forfeiture of such proptme value of which corresponds to the value of
those proceeds, the court shall sentence the peosmicted or the body corporate, or the person
convicted and the body corporatesolidum as the case may be, to the payment of a fimdt§)
which is the equivalent of the amount of the prdseef the offence. The said fine shall be
recoverable as a civil debt and for this purpose shntence of the court shall constitute an
executive title pursuant to the Code of Organizatind Civil Procedure.
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182. Article 3(5)(c) of the same act defines forfeiturieproperty derived from criminal activity
where it is established that the value of the prgpef the person found guilty of a relevant
offence is disproportionate to his lawful incomedahe court based on specific facts is fully
convinced that the property in question has beenatbfrom the criminal activity of that person,
that property shall be liable to forfeiture.

183. The term “proceeds” here means economic advantageaay property derived from or
obtained, directly or indirectly, through crimiredtivity and includes any income or other benefit
derived from such property.

Provisional measures to prevent any dealing, transf disposal of property subject to confiscation
(c.3.2)

184. The important provisional measures are considdnedattachment and freezing orders (as
noted above).

185. Furthermore by virtue of article 4(10) and arti@eof the PMLA, if any person acts in
contravention of an attachment order (issued upgpision) or a freezing order (i.e. issued once
a person/s is/are arraigned under that Act) hé Baajuilty of an offence and shall, on conviction,
be liable to a finerfiulta) not exceeding eleven thousand and six hundredathdsix euro and
eighty-seven cents (11,646.87) or to imprisonmenafperiod not exceeding twelve months, or to
both such fine and imprisonment, and any act scentadontravention of such court order shall
be null and without effect at law.

186. Any property transferred as a result of such aatld/then be liable to confiscation. The same
provision applies to persons charged with a releadfience under the Criminal Code. Articles
22A and 22B, DDO contain similar provisions by pding that the Court may order the person
found guilty to deposit in a bank to the creditlué accused the amount of moneys or the value of
other movable property paid or delivered in corgraion of that court order.

187. Moreover if the said transfer was used to concealisguise the origin of that property in
such a manner that the transfer qualifies as a ynlaadering act, then the transferees if proven
to have acted knowingly, may also be found guiftynoney laundering.

Initial application of provisional measures ex-paudr without prior notice (c.3.3)

188. The attachment order is obtainex partewithout prior notice during the investigatory peti
but once granted must be notified in writing to saspect so as not to dispose of the property.

189. The attachment order prohibits the suspect fromsfearing or otherwise disposing of any
movable or immovable property by virtue of Articlé6)(c) of the PMLA. A freezing order is
requested upon arraignment in proceedings ands gtardperate in respect of a person charged
with a ML offence.

190. The defendant is present during such proceedingishenfreezing order prohibits the accused
from transferring, pledging, hypothecating or othise disposing of any movable or immovable
property. The court shall in such an order deteemitat money may be paid to or received by
the accused during the subsistence of such an,@pecifying the sources, manner and other
modalities of payment, including salary, wages,si@mand social security benefits payable to the
accused to allow him and his family a decent liviimgerms of article 5 of the PMLA.

Adequate powers to identify and trace property tharr may become subject to confiscation (c.3.4)

191. The powers to identify and trace property thatrisnay become subject to confiscation or is
suspected of being the proceeds of crime primauwitg on Article 4 of the PMLA. Under this
provision, where the Attorney General has reasenedlise to suspect that a person is guilty of an
offence of money laundering, he may apply to thartcfor an “investigation order” requiring the
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person named in the order who appears to be irepsissm of material which is likely to be of
substantial value to the investigation of, or immection with the suspect to produce or grant
access to such material. An attachment order caacaested at the same time in accordance with
Article 4 PMLA and Article 24A of the DDO.

192. The investigation order enables access to matehiih is likely to be of substantial value to
the investigation. This order enables the pol@®verride all confidentiality and professional
secrecy provisions. The order is issued by theni@al Court after the application of the Attorney
General. The Criminal Court will issue such ordiér@g concurs with the Attorney General's
request.

193. The investigation order can be issued in relatorany relevant offence, to any offence
subject to more than one year imprisonment (thelard35A of the CC).

194. The evaluation team understood that these regofatiad not been changed since the last
evaluation. There are wide rules regulating thachtnent and investigation order regime.

Protection of bona fide third parties (c.3.5)

195. Article 7 of the PMLA regulates special court predings as follow:
“(1) Where an order of forfeiture is made undetidde 3(5), the person found guilty and any
other person having an interest may bring an adibora declaration that any or all of the
movable or immovable property so forfeited is naifips or proceeds from the commission of
an offence under article 3 or is otherwise involwedhe offence of money laundering, nor
property acquired or obtained, directly or indihgdby or through any such profits or proceeds.
(2) Such action shall be brought not later thaadgimonths from the date on which the sentence
ordering the forfeiture shall have become defintitg,an application in the Civil Court, First
Hall.
(3) The applicant shall attach to the applicattirsuch documents in support of his claim as it
may be in his power to produce and shall indicatehis application the names of all the
witnesses he intends to produce, stating in resgezich the proof which he intends to make.
(4) The court shall, without delay, set down tippleation for hearing at an early date,
which date shall in no case be later than thirtygsdeom the date of the filing of the application.
(5) The application and the notice of the date diXer hearing shall be served on the
Commissioner of Police without delay, and the sagmmissioner shall file his reply thereto
within fifteen days after the date of the servit¢he application.
(6) The court shall hear the application to a caesidn within twenty working days from the
date fixed for the original hearing of the applicat and no adjournment shall be granted
except either with the consent of both partiesoorain exceptional reason to be recorded by the
court, and such adjourned date shall not be Iater that justified by any such reason.
(7) Saving the preceding provisions of this artickee provisions of the Code of Organization
and Civil Procedure relating to proceedings betbee Civil Court, First Hall, shall apply in
relation to any such application.
(8) Any decision revoking the forfeiture of immovelproperty shall be deemed to transfer
the title of such property back from the Governmenthe party in favor of whom it is given,
and such party may obtain the registration of Suasfer in the Public Registry.

196. Article 8 of the same law states that when the tcallows the demand for a declaration in
respect of any property forfeited, such propertglistease to be forfeited and shall revert to the
applicant in virtue of the judgment upon its becogndefinite, and the applicant shall thereupon
be entitled to the recovery of the income receibgdhe Government from such property during
the period of its forfeiture.

197. The same regulation contains the Article 22C ofDO.

198. The evaluation team was informed that there ar@roblems with the fixed period of time
mentioned in the Articles, as the Court always olesethe time limit.
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Power to void actions (c.3.6)

199. Article 4(10) of the PMLA states thafhy person who acts in contravention of an attaaitme
order shall be guilty of an offence and shall, amwction, be liable to a fine (multa) not
exceeding eleven thousand and six hundred anddottguro and eighty-seven cents (11,646.87)
or to imprisonment for a period not exceeding twelwmonths or to both such fine and
imprisonment: Provided that where the offence @tasn the payment or delivery to any person
by the garnishee of any moneys or other movablperty attached as provided in subarticle
(6)(a) or in the transfer or disposal by the sugpecany movable or immovable property in
contravention of subarticle (6)(c), the fine shallivays be at least twice the value of the money or
property in question: Provided further that any act made in contravention of that court order
shall be null and without effect at law and the tanay, where such person is the garnishee,
order the said person to deposit in a bank to tealit of the suspect the amount of moneys or the
value of other movable property paid or delivered¢ontravention of that court order.”

200. Article 6 of the PMLA stipulates thagty person who acts in contravention of a courteord
mentioned in article 5 shall be guilty of an offerend shall, on conviction, be liable to a fine
(multa) not exceeding eleven thousand and six faghend forty-six euro and eighty-seven cents
(11,646.87) or to imprisonment for a period noteeding twelve months, or to both such fine and
imprisonment, and any act so made in contravergfasuch court order shall be null and without
effect at law and the court may, where such peisde garnishee, order the said person to
deposit in a bank to the credit of the person ckdrthe amount of moneys or the value of other
movable property paid or delivered in contraventadrihat court order

201. Article 22B of the DDO stipulates the same regime.

Additional elements (c.3.7)

202. Maltese law applies generally to property of pessoannvicted of a crime as stated in the
preceding replies.

203. Civil forfeiture apart from a conviction is not pided for by law.

204. Article 3(3) of the PMLA provides:Ih proceedings for an offence of money launderimgden
this Act the provisions of article 22(1C)(b) of tBangerous Drugs Ordinance shall mutatis
mutandis apply.

205. Article 22(1C)(b) states’In proceedings for an offence under paragraph (ajere the
prosecution produces evidence that no reasonalgtaeation was given by the person charged
or accused showing that such money, property ocgeds was not money, property or proceeds
described in the said paragraph, the burden of shguhe lawful origin of such money, property
or proceeds shall lie with the person charged arused.”

206. Article 3(5) of the PMLA,nter alia, states thatany property of the person found guilty shall
unless proved to the contrary be deemed to be etbfrom the offence of money laundering and
liable to confiscation or forefeiture by the coenten if in the case of immovable property such
property has since the offender was charged paisgedhe hands of third parties and even if the
proceeds of property, moveable or immoveable aat&d in any place outside Malta.”
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Recommendation 32 (statistics)
207. The statistics on attachment orders are kept bytteeney General Office:

Table 8: Statistics on attachment orders

2005 | 2006| 2007 | 2008 | 2009| 201(
AO in domestic ML cases nl 1 1 nil 1 3
AO followed by Freezing Orders nil  nil 1 nil nil 1
Freezing Orders in ML cases 3 9 11 2 10 7
AO in proceeds generating crime nil il nil nil nil nil
AO issued on foreign request 2 5 8 4 6 3

Postponement order statistics:
208. The evaluators have not been provided with detatatstic of the number of confiscations
and confiscation orders in general.

Effectiveness and efficiency

209. The main progress on effectiveness of the providiomeasures and confiscation regime in
Malta since the last MER appear to be its applbcaith practice in prosecuted ML cases.

210. However, some issues still raise concerns sucthasxtent to which the confiscation is
applied beyond drugs and ML cases.

211. At the time of the on-site visit, several seniotentocutors with whom the team met
considered confiscation underused, particularfyand and economic crimes.

212. The procedures for quantification, realisation amebrdination of the follow-up of those
confiscation orders which are currently made, apggeto be fragmented and ad-hoc and require
an overhaul.

213. A proper overall assessment of the effectivenesth@ffreezing and confiscation regime is
considerably impeded by the lack of statistics #mas the continued adequacy of the court
appointed expert to search for property and othesets is questioned. This parallel law
enforcement financial investigation in major prate@enerating cases and modern system used
by other jurisdictions for effective assets tracioguld usefully be explored to improve the

effectiveness of the system.

1.8.2. Recommendations and comments

214. The Maltese legal regime for provisional measured aonfiscation is very carefully
constructed. It is expressed in mandatory termsagmdies to all proceeds generating offences.
The terms property and proceeds are properly difine

215. The main progress since the last MER consistsemagiplication of provisional measures on
money laundering cases.

216. Value confiscation is possible and in some casepitbvision on the reversal of the burden of
the proof was used in practice. According to thdtdss authorities, there were cases where the
defendant was required to demonstrate in courativful origin of the alleged proceeds and since
he/she failed to do so, the proceeds were conéidcat
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217. The attachment order procedures allows for promaioneasures to be taken ex parte pre
charge for 30 days, with the possibility of an asien for a further 30 days where there is
substantially new information, and can apply indiéély where the suspect is outside Malta. It
appears to the evaluators that it is likely thauificient time periods are a factor in the uséhef
attachment order in domestic cases.

218. That said, due to its short duration in most domoestses, an application for such an order is a
difficult tactical decision. Though it has been dise some ML and other cases, the extent of its
use pre charge or on arraignment was unclear éoetaluating team. It is not considered by the
evaluators that this provides an adequate basss fidly effective freezing regime.

219. Freezing orders on charge were said to be routimalge in some proceeds- generating cases
but the only statistics received apply to ML casesthese assertions could not be tested in
practice. It would assist if there was clearer poogorial guidance on this point. No statistics on
confiscations were made available for the assedste@m.

220. As noted above, the extent to which confiscationapplied beyond drugs and money
laundering cases was unclear. While shortcomingsmaintaining statistics on confiscation
negatively affects the system, the problem is moply lack of statistics but a real concern that
the freezing and confiscation regime is underused.

221. The examiners consider that a review of the adggofthe legislative base for provisional
measures in domestic cases and of the use andateali of confiscation orders (including the
continued adequacy of the court appointed expese&och for property and other assets) needs to
be undertaken to ensure a more effective assevepcatrategy for proceeds generating crime

generally.

2.3.3 _Compliance with Recommendation 3

Rating Summary of factors underlying rating

R.3 PC » The lack of information on freezing orders maderioceeds generating
predicate offences coupled with lack of evidences# of attachmer
orders in proceed generating cases raises doubigtas effectivenes
of freezing and attachment regime.

* The lack of information on confiscation orders anridered property
raises doubts about the effectiveness of the cmtfen regime
overall.

» Effectiveness of attachment order regime is questioin domestic
cases.

U =

1.9. Freezing of Funds Used for Terrorist Financing (SRII)

1.9.1. Description and analysis

Special Recommendation Il (rated LC in thé“dound report)
Freezing assets under S/Res/1267 (c.lll.1) and u@tRes/1373 (c.l11.2)

222. The UN Security Council Resolutions (UNSCRs) arplamented in Malta by domestic and
EU legislation. Domestic legislation constitutesseparate (not complementary) system of
implementation that works alongside the EU impletaton.
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223. Within the domestic legislation, subsidiary regioias®® were issued under the National
Interest (Enabling Powers) Act. These regulatiorseffected by Legal Notices.

224. UNSCR 1267 and 1373 are enforceable in Malta byeiof Legal Notice 214 of 1999 and
Legal Notice 156 of 2002 respectively. They are alsforceable by virtue of the European Union
Council Regulations N° 881/2002 and N° 2580/2001ictvlare binding in their entirety and are
directly applicable.

225. On the basis of both domestic and EU legislati@eZing would be automatically applied
without any additional national measures.

226. Compliance with Legal Notice 214 is mandatory aaitlfe to comply constitutes a criminal
offence subject to the imposition of a fine or impnment. Article 5 of Legal Notice 214 of 1999
states that any person found guilty of an offengairest the regulations, shall on conviction be
liable to fine not exceeding 116,468.67 EUR or ttelan of imprisonment not exceeding five
years, or to both such fine and imprisonment. Hamethere are no enforcement provisions in
place dealing with infringements and penalties espect of obligations emanating from EU
Council Regulations and 156/2002 Legal Notice camniog UNSCR 1373.

227. The evaluation team was advised that no freezingsore has been applied in Malta in the
context of combating FT as no assets were idedtdre belonging to listed persons. At the same
time the authorities referred onsite that assete vi®zen on the basis of other UN and EU
financial sanctions that have no FT subject. Hagngh assets frozen indicates that the financial
sanctions regime in Malta has already been tested.

UNSCR 1267 (1999)

228. The EU has implemented UNSCR 1267 (1999) and itxessor resolutions under EU
Regulation 881/2002, which provides for measuresinsg Al-Qaeda and the Taliban. The EU
Regulations have direct effect and applicabilitytlie jurisdiction of the EU. EU Regulation
881/2002 requires the freezing of funds and ecoooesources belonging to, owned or held by
listed individuals or entities and prohibits makengailable any funds or economic resources to, or
for the benefit of listed individuals or entitiéghe lists (annexes) are updated regularly by the EU
via Commission regulations.

229. Albeit the EU implementation follows the listing gmedure of Sanctions Committee of
UNSCR 1267, a certain delay of time is apparenvéen the UN listing and the subsequent EU
implementation. In this regard it must be noted th& domestic subsidiary legislation (Legal
Notice 214 of 1999) against the Taliban, providdsgal basis for more timely freezing of funds
and economic resources in compliance with the atamg UN list. As a consequence the time
gap between the listing of UN and the subsequstitdj of EU Commission has — in theory —no
relevance in Malta.

230. Similarly, the fact that EC Regulation 881/2002 sloet expressly extend to funds and assets
that are owned and controlled indirectly by a desfgd individual, entity or organisation is less
relevant in practice here as Legal Notice 214/1@®®lementing UNSCR 1267 in its entirety) is
wider.

10 SUBSIDIARY LEGISLATION 365.07 UNITED NATIONS SANCTIONS IBAN) REGULATIONS 21st
December, 1999 LEGAL NOTICE 214 of 1999, as amehygddegal Notices 22 of 2001, 72 and 212 of 2008, 425 of
2007.; SUBSIDIARY LEGISLATION 365.14 SECURITY COUNCIEQREJTIONS (TERRORISM) REGULATIONS, 21st
June, 2002, LEGAL NOTICE 156 of 2002.
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UNSCR 1373 (2001)

231. The UNSCR 1373 provides a general obligation fatest to freeze funds and economic
resources of terrorists. The UNSCR 1373 itself o a targeted financial sanction (no list is
annexed), but it obliges states to adopt domestigeted financial sanctions, or to have
appropriate mechanisms for adopting such domestieted sanctions.

232. Turning to the relevant EU legislation, the obligatof UNSCR 1373 to freeze the assets of
terrorists and terrorist entities is implementedntlg by Council Common Positions
2001/930/CFSP and 2001/931/CFSP, and EU Reguld®80/2001. The EU Regulation
2580/2001 requires the freezing of all funds andnemic resources that belong to the listed
terrorists and prohibits making available any fuedssconomic resources for listed individuals
and entities. The definition of funds, financialsets and economic resources determined by
directly applicable EU Regulation 2580/2001 is @ampliance with the scope of UNSCR 1373.

233. The Council of the EU has the authority for destgpindividuals or entities. Any member
state may put forward names for the list and thenCib ascertains, amends and reviews this
autonomous EU list. This list does not include pess groups and entities having their roots,
main activities and objectives within the EU (Eleimals).11 Domestic legislation is required to
deal with European Union internals.

EU internals

234. As noted above, the EU implemented UNSCR 1373 bguywing a list of persons and entities
known or suspected to be involved in terroristvatidis. With respect of non EU internals the EU
Regulation 2580/2001 requires the freezing of asJéte EU internals who are only covered by
the extended list of Common position 2001/931/Ce&Pmarked with an asterisk indicating that
they are not subject to freezing obligations urteldrmeasures, but only by increased police and
judicial co-operation between the member states.ifEérnals therefore have to be dealt with
through domestic measures.

235. On the 18 January 2002 the MFSA issued a circular to aéilie holders, (available on the
MFSA website) referring to another circular issusviously on 28 September 2001, in
connection with Malta’s alignment with anti-terstrimeasures adopted by the EU. This circular
referred to the Common Position 2001/931/CFSP, itb Fegulation 2580/2001 and to the
UNSCR 1373. Licence holders were required to imatetiy verify their records for the names of
the individuals and entities on the list or for amformation, transactions or connection
whatsoever, in whatever form, whether direct oirgat, relating to the individuals and entities in
guestion. Licence holders were also required torinfwithout delay the MFSA should they
identify any information held by them known or sested to be connected or related in any
manner whatsoever with any of the mentioned indiaigl or entities. The MFSA is then bound to
pass the relevant information to the Sanctions kdoinig Board, set up the Sanctions (Monitoring
Board) Regulations 2010

236. In addition to the above, UNSCR 1373 was implengimeMalta by virtue of Legal Notice
156 of 2002 thereby introducing into Maltese lawe thbligations arising out of this Security
Council resolution, including the freezing withodélay of funds and economic resources of
terrorists. This Legal Notice does not provide &anctions in relation to breaches of the

1 EU internals are still listed in an Annex to ther@oon Position 2001/931/CFSP, where they are markddamitasterisk,
showing that they are not covered by the freezingsomes but only by an increased police and judic@bperation by the
member states.
12 SUBSIDIARY LEGISLATION 365.08 SANCTIONS (MONITORING FRE)AREGULATIONS, 31st December 2010,
LEGAL NOTICE 562 of 2010.
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obligations arising under UNSCR 1373. It is, of is® recalled that UNSCR 1373 does not have
lists of persons and entities attached to it.

237. UNSCR 1373 requires the freezing of assets ofraid or suspected terrorists. The EU lists
clearly indicates the names of individuals andtestiwhich are involved in terrorism (including
EU internals) and therefore Maltese authoritiesesthat in Malta there is a legal obligation to
freeze (by virtue of Legal Notice 156 of 2002 whiofplements UNSCR 1373) the assets of the
persons and entities on the EU list, including Btérinals.

238. All updates of the EU list have been communicatgthie MFSA to licence holders by means
of notices and circulars and also published onatbbsite of the MFSA. Furthermore, the MFSA
has regularly issued notices to licence holdersimgimg them of their ongoing duties under
UNSCRs and the various EU instruments, includirgrtbuty to identify any terrorist assets, to
freeze such assets and to report accordingly tVteA.

239. Further to the above, the Maltese authorities eteid that the freezing of terrorist assets as
required under UNSCR 1373, particularly the aseétEU internals, can also be achieved by
means of legal notices issued under the Nationardst (Enabling Powers) Act, which legal
notices would include lists of EU internals ideietif as being related to terrorism. Penalties for
breaches of freezing obligations can also be pealidr in such legal notices. Concerning any
freezing of funds under the National Interest (HingbPowers) Act, the situation has changed
since the 3rd round report. The above mentionedwawld constitute the legal basis for freezing
of assets without the need to apply for a coureoréiowever, no EU internals have been the
subject of legal notices under the National IntefEsabling Powers) Act.

240. The Maltese authorities also referred to the powfethe MFSA in Article 16(1)(a) of the
MFSA Act which,inter alia, provides the following:

“The Authority shall also have the right to issualers for the freezing of funds and, or other
assets including bank accounts in the name of itemde holder or any other third party or
parties as may be indicated and for such time amdku such conditions as the Authority may set
out in writing. The order may also prohibit a liamnholder from transferring, disposing or losing
possession of any such funds or assets. Thesesordsr also be issued at the request of a foreign
enforcement or supervisory authority”.

241. Thus this additional power of the MFSA could bedufa the freezing of funds and accounts
held by license holders of the MFSA, though thisvsion would not cover the wider obligations
addressed to persons generally prohibiting the mgakvailable of economic resources or other
related services to persons associated with temori

242. The Maltese authorities also noted that the abosrtioned legal possibilities do not exclude
the use of judicial procedures to freeze the assfeEJ internals or any other person or entity
should the Maltese authorities have reason to\melieat such EU internals, persons or entities
are involved in any terrorist-related activitieshel Maltese authorities indicated that the
identification by the EU or by the authorities afyaState, of any person or entity as being
involved in terrorist-related activities is enoughtrigger the judicial procedure for freezing (see
below).

Procedures

243. When tracing whether assets of any persons ordlistheld in Malta, enquiries are made with
the following entities: financial and non-financiadstitutions, public and land registries, the
inland revenue department, the VAT and Customs eyats, Malta Transport (compromising
the maritime, aviation and land transport regisjiiethe social services department, the
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Employment Corporation, the Trade and Commerce rttapats, Malta Financial Services
Authority and the Malta Stock Exchange.

244. In practice, the relevant UNSC lists are sent leyNhnistry of Foreign Affairs, which is also
responsible for the updating of lists, to the MF&#d the Central Bank of Malta.

245. The MFSA, as part of its responsibilities as thegk financial regulator, issues and
communicates notices to all its license-holderading to their attention the entry into force of
the EU regulations, their most relevant provisiansl obligations, including lists of designated
persons and requires all license holders to cortipyewith. The EU regulations including the
lists, as well as the notices, are published orMR8A website.

246. The UNSC Resolution listings and the EU Regulalisimgs are coordinated by the Ministry
of Foreign Affairs and sent to all Ministries andtides concerned amongst which are the
Immigration Police and the Central Visa Unit. Allifiktries represented on the Sanctions
Monitoring Board have the opportunity to send fes#bin this regard. This is also forwarded to
the Permanent Representation to the EU. The Sasdiitonitoring Board is also copied with all
updates.

247. The evaluators were informed that there is an &skenl administrative practice and
procedure for all the other requests for listingl @elisting under the EU and UN mechanisms
which is always followed

Freezing actions taken by other countries (c.111.3)

248. In practice, most EU member states would genexgityto propose a specific person or
entity for EU wide designation through EU regulaiprather than propose a person or entity to
Malta for designation. As noted above, Malta haslégal mechanisms to designate EU internals
through the National Interest (Enabling Powers), Axtt has not done so. Similarly, that Act
could be used for non EU residents not integrated the lists under the EU Regulations.

249. As also noted above, the Maltese authorities atotgd to court-based mechanisms. The
procedure applicable to requests to freeze as$egsrorists is the same as for any requests for
mutual legal assistance request to freeze assdtwlia of an offender being proceeded against
for criminal proceedings in third countries.

250. For persons and entities that do not appear onEdhyist, but for which Malta receives a
direct freezing request from other jurisdictionsald advised it could also use a judicial-based
mechanism for seizure and confiscation of terrdtists, though this has not yet been tested in
practice in the context of UNSCR 1267 and 1373 jUdeial procedure was successfully used in
relation to criminal cases related to financialct@ms associated with the recent events in Tunisia
and Libya.

251. In such cases, seizure and confiscation of tetrfuisds can be applied according to the
criminal procedures as described under Recommamdatiln case of national proceedings such
procedure would be initiated under the Criminal €qdocedures or mutual legal assistance, as
described under Recommendation 36. The evaluatiesirin this regard, however, that if the
attachment order procedure is used, the attachamdet, once granted, can remain in abeyance
for as long as the person remains outside of M&kait is understood that this may be of some
practical utility in certain circumstances whereep is of the essence, but it is unlikely to previd
a permanent solution to the freezing of assetsrudSCRs 1267 and 1373.

252. Consequently, applying judicial-based mechanismghifv the criminal procedures) in
executing foreign requests of freezing the fundeamomic resources of certain individuals or
entities, which are either EU internals, or non€gidents, but not listed by EU or UN, does not
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correspond with the FATF Interpretative Note to G@eRecommendation Ill. And in any event
may be too slow.

Extension of c.111.3 to funds or assets controllgddesignated persons (c.111.4)

253.The third round evaluation report identified thia¢ tscope of EU Regulation 881/2002 does not
extend to funds or other assets that are ownedwiratled jointly by designated persons or
entities and to those funds or other assets ndtia¢rare derived or are generated from funds or
other assets owned or controlled by such personsntties. In the third round report the
evaluators indicated thathé definitions of terrorist funds and other assatgect to freezing and confiscation
contained in the regulations do not cover the=kiént of the definitions given by the SecuriynCildfer FATF) —in
particular the notion of control of the funds doesfeature in Regulation 881/2002, in particulag European Union
Regulations implementing S /RES/1267(1999) siirgalt/tte freezing of all funds and economic resaUnelonging to,
or owned or held by, a natural or legal personugror entity designated on the list [ Article 2)(1)

254. The examiners noted that the Council of the EU tibthe EU Regulation 1286/206%0
widen the scope of the freezing measures to amd§uand economic resources belonging to,
owned, held or controlled’ by designated individuar entities. Hence, this evaluation team
concluded that funds and economic resources ownedrirolled jointly by a designated and a
non-designated person, entity or organization B® subject to freezing measures due to directly
applicable EU regulations.

255. Authorities pointed out that in respect of companighere some of the shareholders
(owners) are designated individuals or entities,fthezing by all means would cover their shares,
but not necessarily the entire assets of the comptine effect of the freezing measure on a
company would be considered on a case-by-case basis

256. UNSCR 1267 explicitly requires the freezing of fenol other assets owned or controlled
directly or indirectly by designated persons oiites®. The EU legislation (neither EU Regulation
881/2002, nor the amending EU regulations) doesengticitly cover indirect ownership or
control over funds or economic resources that npgavent the application of freezing measures
under EU legislation in these particular cases. dilbeless this particular gap appears to be
covered by Legal Notice 214/1999 since the freemmegisure of Article 4 para 4 explicitly refers
to ‘funds either derived or generated from property esvor controlled directly or indirectly by
Usama bin Laden and individuals and entities asged with him’(as designated by the 1267
Sanctions Committee of UNSCR 1267). In additionhiat, domestic legislation also implements
UNSCR 1267 (1999) by Article 4 para 4-5 and thiplementation appears to have similar
domestic effect as the EU Regulation 881/2002.

257. The definition of funds, financial assets and ecnigoresources determined by directly
applicable EU Regulation 2580/2001 is in complianitd the scope of UNSCR 1373.

Communication to the financial sector (c.l11.5)(t8)

258. The Sanctions Monitoring Board is established bycBans (Monitoring Board) regulations
— Legal Notice 562 of 2010. The Maltese authoriéegressed the view that the Board’s functions
are not restricted to the implementation of UNSQ@R7, but that it carries out a key co-ordination
role in the field of restrictive measures generalhgluding financial sanctions, economic
embargos or travel bans. The Sanctions Monitoriogr& is composed of a representative of the
Ministry of Foreign Affairs who shall be Chairmahg Attorney General or his representative, a
representative of the Office of the Prime Minisgergpresentative of the Ministry responsible for

13 COUNCIL REGULATION (EU) No 1286/2009 of 22 Decemt2909 amending Regulation (EC) No 881/2002 imppsirtain specific
restrictive measures directed against certain psrand entities associated with Usama bin LadenAl®Qaida network and the Taliban
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Home Affairs, a representative of the Ministry ressible for Finance, the Economy and
Investment, a representative of the Ministry resjifala for Trade Services, a representative of the
Customs Department, a representative of the CeBanak of Malta, representative of the Malta
Financial Services Authority and a representativehe Ministry of Infrastructure, Transport and
Communications.

259. Any regulations issued under the National Inte(Esiabling Powers) Act are published in
the Government Gazette. Moreover, Legal Notices rédulations and notices issued in relation
to sanctions are posted on the website of the MFA3®%. MFSA brings to the attention of the
financial sector (licence holders) any changes inectly applicable EU regulations through
notices and circulars. The MFSA communicates wite financial services licence holders
concerning guidance on freezing and other obligatilmder the regulations.

260. As the third round evaluation also pointed outjsitstill unclear whether there is any
communication between the authorities and DNFBRytber persons and the public at large, on
their obligations in this area. Some of the categoof reporting entities met on the occasion of
the on site visit did not seem to be very cleatl@nobligations deriving from the legal provisions
implementing the UNSCR resolutions, or the manneavhich the lists could be consulted. Not all
the reporting entities had instruments to verifytlair clients against the lists in a timely manne

261. There is no Guidance Note issued by the authoffiliethe subject persons which constitute
most DNFBP (other than the Trustees), or to thdipab large to explain their obligations in this
area.

De-listing requests and unfreezing funds of dedigiersons (c.II1.7)

262. As a member state of the EU Malta relies on then&brde-listing procedures which exist
under the European Union mechanisms, both in oglad funds frozen under UNSCR 1267 and
UNSCR 1373. EU Regulation 881/002 provides that @menmission may amend the list of
persons on the basis of a determination by theedritations Security Council or the Sanctions
Committee (Article 7). EU Regulation 2580/2001 pdas that the competent authorities of each
member state may grant specific authorizationsnoeeze funds after consultations with other
member states and the Commission (Article 6). brctice, therefore a person wishing to have
funds unfrozen in Malta would have to take the eratip with the Maltese competent authorities
who, if satisfied, would take the case up with @@mmission and/or the United Nations.

263. Relevant EU Regulations do not provide for a nai@utonomous decision for considering
de-listing requests and unfreezing as a whole. Ut ,sany freezing shall remain in effect until
otherwise decided by the EU. Common Position 2@IWEFSP of the European Union along
with the EU Regulation 2580/2001 implements UNSC3R3L(2001) and provides for a regular
review of the sanctions list which it has estaldihMoreover, listed individuals and entities are
informed about the listing, its reasons and legaisequences. If the EU maintains the person or
entity on its list, the latter can lodge an apgeHbre the European Court of First Instance inorde
to contest the listing decision. Delisting from tB€ Regulations may only be pursued before the
EU courts.

264. The authorities indicated that Malta does not issndateral sanctions which involve
national listings. In view of this, the need foetbetting up of listing and de-listing proceduras h
not arisen.

265. However, in order to ensure procedural fairnessitaMshould have a publicly-available
procedure in place for any individual or entity apply for a review of the designation The
Maltese authorities were not able to advise théuatars about the existence of any effective and
publicly-known procedures for considering de-ligtirequests and for unfreezing the funds or
other assets of de-listed persons or entities immaly manner consistent with international
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standards. At the time of the on-site visit, thbagl not been any cases in Malta requesting de-
listing.

266. The evaluators are concerned that there is no Makese authority responsible for advising
individuals as to the procedures necessary forastng delisting or related matters.

267. However, there is no procedure for domestic d@tistequests and for unfreezing the funds
or other assets of de-listed persons with regafltanternals. In light of the above, it was not
clear to the evaluators that there are procedurgaidance at the disposal of a Maltese resident
or citizen who finds himself erroneously listed\Maltese authority to which such an individual
could refer. Therefore, essential criterion c.llshot met.

Unfreezing procedures of funds of persons inaduadptaffected by freezing mechanisms (c.111.8)

268. Essential criterion 111.8 requires that countridmowld have effective and publicly-known
procedures for unfreezing, in a timely manner, filneds or other assets of persons or entities
inadvertently affected by a freezing mechanism wgnification that the person or entity is not a
designated person. The freezing as such would tmmatically applied without any national
measures. Financial institutions, which hold thed&ior other assets, are required to inform the
MFSA about the freezing applied.

269. Some interviewees indicated that they would propéild an STR on FT, if the customer’s
data seemed to be a close hit with the data airistilist.

270. The Maltese authorities stated that in practicée@zing procedures should be initiated by a
person wishing to unfreeze his/her frozen fundsubh the court, if the court had issued the
freezing as part of judicial proceedings. That stidre is no specific procedure which deals with
unfreezing in a timely manner of funds or otheretssf persons or entities inadvertently affected
by a freezing mechanism upon verification that pleeson or entity is not a designated person.
Reference to the court is a general human right iandot sufficient of itself to meet this
requirement.

271. If such a situation arose as a result of sanctiomsosed under the National Interest
(Enabling Powers) Act, the evaluators were advibed this issue could be dealt with by the
competent authority — the Sanctions Monitoring Bloarhich would seem to the evaluators to be
more appropriate.

272. Examiners could not identify any mechanisms foreegding of the funds of those persons,
who are inadvertently affected by the freezing maeasTherefore, essential criterion c.l11.8 is not
met.

Access to frozen funds for expenses and other pesp@.11.9)

273. With regard to releasing funds that are necessary bfsic expenses (humanitarian
exemptions), the UNSCR 1452 (2002) provides thaftiezing measures under UNSCR 1267 do
not apply to funds and economic resources that haga determined by the relevant state (Malta)
necessary for basic expenses, including paymenteddstuff, rent, etc.

274. Neither EU Regulation 881/2002, nor the subsidi@gulation against Taliban provides
specific provisions on humanitarian exemptions.réhe a specific procedure in EU Regulation
2580/2001 for humanitarian exemptions and appbocatnust be made to the competent authority
of the member state in whose territory the fundgeehaeen frozen. The competent authority in
Malta is understood to be the Sanctions MonitoBogird (as notified by Malta to the European
Commission).
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Review of freezing decisions (c.l11.10)

275. The Maltese authorities stated that unfreezing gaoes should be initiated by a person
wishing to unfreeze his/her frozen funds through ¢burt, if the court had issued the freezing as
part of judicial proceedings. On the basis of sasfitd handling of the matter at the court, the
Maltese authorities understand that the decisiothefcourt shall further be delivered to the
Commission to deal with the matter at the EU level.

276. However, it is unclear what kind of procedure wobkl applied in those cases, where the
freezing is not part of judicial proceeding, butamatically applied freezing without any national
measures.

Freezing, seizing and confiscation in other circtanses (applying ¢.3.1-3.4 and 3.6 in R.3, c.1l).11

277. The Criminal Code criminalises all terrorist rethtgctivities and all measures applicable to
the criminal offences under the CC are applicable.

278. If a person has been prosecuted for terrorist &imay) the Maltese authorities indicated that
they would follow the provisions described earlierespect of freezing, seizing and confiscating.
Attachment orders would apply during the investigastage, with all the attendant difficulties of
the 30 day period before extension on the basiewf evidence. On arraignment freezing orders
could be obtained. So far as confiscation / fasfeitis concerned, given that terrorist funds may
be from a lawful origin, it is insufficient thatehe is in place a system to confiscate “proceeds” a
the term is defined in Maltese Law. If the fundsrevaot proceeds, then the Maltese authorities
indicated that they would rely on Article 23 (1) @@ich requires forfeiture of the corpus delicti,
or the instruments used or intended to be usdtkicdmmission of any crime.

279. Maltese law relating to confiscation and seizuee@frgeneral application; consequently, the
measures in place pursuant to Recommendation 3/ dppfunds or other assets relating to
terrorism other than those targeted by Resolutt®2&7 and 1373. The loopholes identified in
Recommendation 3 therefore concern freezing, seiand confiscation of funds or other assets
relating to terrorism cascade on the applicatioR@dolutions 1267 and 1373.

Protection of rights of third parties (c.111.12)

280. Third parties can use civil legislation rules femredy. But in the absence of jurisprudence,
it is difficult to assess whether freezing ordeas de sustained or maintained for any length of
time in the absence of criminal proceedings agansérson whose assets are frozen. While the
Best Practices Paper contemplates the adopticudafigl, as well as executive or administrative
procedures for freezing funds under the UNSCRsMalkese authorities may wish to consider, as
they develop these procedures and in the lightxpEeence with the court based system, the
merits of a more general administrative procedorehfandling SR.III in its entirety, subject to
proper safeguards (especially with regartidgoa fidethird parties).

Enforcing obligations under SR.III (c.I11.13)

281. The Sanctions Board and the MFSA are responsiblsupervising the compliance with the
Special Recommendation Ill. The Maltese authoritiedicated that there is a mechanism for
sanctioning breaches of the relevant legislatimwedver it has never been used as no breaches
have been indentified. It was also stated thatShections Monitoring Board does monitor the
compliance with the legislation (which provides faiiminal sanctions in cases of breaches),
nevertheless the evaluation team does not congidee procedure to be effective enough. The
Maltese authorities did not provide any examplespacific procedure.
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282. In terms of sanctioning, the Maltese Implementinggél Notice 214/1999 provides
sanctions for breaching UNSCR 1267.

283. Concerning UNSCR 1373, Legal Notice 156/2002 da#scantain an offence for breaches
and penalties. MFSA could sanction the licence éwldnder the general compliance and
sanctioning regime.

284. Where a regulation enacted under the National dstefEnabling Powers) Act requires a
person or an entity to carry out the identificatioh funds or assets belonging to or in the
possession of persons or entities as may be igahtf identifiable under the regulation, or where
a regulation requires the freezing or blocking wélsfunds or assets, any person or entity whose
activities are subject to a license, shall withdeiy notify in writing any relevant information in
hand to its licensing authority. Such licensinghauity is then bound to pass such relevant
information to the Sanctions Monitoring Board efithied under the National Interest (Enabling
Powers) Act.

285. On the occasion of the on-site visit Maltese adutiesr stated that there were no sanctions
imposed to the subject persons for breaching thesdihttioning regime as no breaches were
identified.

Additional element — Implementation of measure8dést Practices Paper for SR.II (c.lll.14) &
Implementation of procedures to access frozen f(mds 15)

286. The authorities need to give the non-financialifagons, DNFBP and the general public
guidance as to the obligations under these pravdsibhe mechanisms for unfreezing relating to
the basic living expenses, which exist within therdpean Union framework, need clear and
detailed explanation.

Recommendation 32 (terrorist financing freezing dat

287. There were no freezing of assets in Malta basedJNSCRs as no terrorist assets were
identified.

Effectiveness and efficiency

288. According to the Maltese authorities, there has yettbeen a case of freezing of assets
under the UNSC Resolutions. The fact that theres mavfreezing of assets under SRIII makes
it difficult for the assessors to evaluate the @ffeness of the system. The evaluators were
advised that the MFSA had not found examples ofawnpliance by their licence holders.

2809. Authorities pointed out that no freezing measurs baen applied yet in the field of
combating financing of terrorism. It was also engibad that Malta’s financial sanctions
regime is operational and financial restrictive sw@as not subject to FT have been applied
efficiently.

290. The examiners perceived onsite that practitionexsewmot clear with regard to the procedure
that has to be followed in order to freeze ideatiffunds on the basis of UNSCR 1267 or 1373. A
number of interlocutors pointed out that in casa dit against UN or EU lists they would block
the account/transfer and file an STR to the FIAU.
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2.4.2 Recommendations and comments

291. Implementation of SR.III appears to be formally da@s Malta has basic legal provisions for

292.

implementing action against European Union intern@lder domestic procedures.

While there is a system in place for freezing thsets of EU internals, the circulation of the
EU lists pursuant to Common Position 2001/931/CR8th asterisked names on them (not
requiring freezing to be instituted) may not befisignt for financial institutions and others to
recall the terms of Legal Notice 156 of 2002 gelermplementing UNSCR 1373 which has no
lists attached to it. Furthermore, as no interrdighations have been made against EU internals
under the National Interest (Enabling Powers) Acis unclear whether any EU internals who
should have had assets frozen may have slippedghriine net. It is advised that the procedures
which are available under the National Interestfiting Powers) Act should be used in the future
in respect of EU internals and that the need teziethe assets of identified EU internals should

be clarified for financial institutions and DNFB&hd the public at large.

293. The sanctioning mechanism in respect of UNSCR 126é&t out in Legal Notice 214/1999
and provides for criminal sanctions. There is nonfal sanctioning provision in relation to
UNSCR 1373 under Legal Notice 156/2002 or underathgr legal act.

294. The Maltese authorities need to develop guidanak @mmunication mechanisms with
DNFBP (other than Trustees) and a clear and pybkdown procedure for de-listing and
unfreezing in appropriate cases in a timely manner.

295. Currently, except for the financial sector and teas, there is no monitoring for compliance
regarding these obligations.

243 Compliance with Special Recommendation SR.III
Rating Summary of factors underlying rating
SR PC * There is not any clear and publicly known procedarede-listing

and unfreezing.

* No evidence that designation of EU internals hasenbconverted
into the Maltese legal framework

» Concerns over effectiveness of freezing systenhatréquest of
another country that relies on judicial proceedings

* Insufficient guidance and communication mechanismwigh
DNFBP (except Trustees) regarding designationsimstductions
including asset freezing.

* Insufficient monitoring for compliance of the DNF&P

» The effectiveness concerns on Recommendation 3trafgct the
effective application of criterion 11l. 11
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Authorities

1.10. The Financial Intelligence Unit and its functions(R.26)

1.10.1. Description and analysis

Recommendation 26 (rated C in th&'3ound report)

Legal framework

296. The FIAU was established as an administrative RIR002 and is composed of the Board of
Governors, the Director and its permanent stafir(foancial analysts, three compliance officers,
one legal & international relations officer and tedministration/support officer$) The law also
provides for a police liaison officer to enable it to gain access to police information and
intelligence but he does not form part of the stafhplement of the FIAU

297. The powers and functions of the FIAU are set owennPart Il of the PMLA. The core
function of FIAU is ‘the collection, collation, pcessing, analysis and dissemination of
information with a view to combating money laundgrand funding of terrorism’.

298. Since the 3 evaluation, the scope of the FIAU activities hasmsignificantly broadened by
law in the sense that the number of entities stltgethe PMLFTR increased thereby increasing
the FIAU’s compliance oversight. The FIAU exercisegpervisory functions over all reporting
entities in the AML/CFT field.

Establishment of an FIU as national centre (c.26.1)
299. The core functiors of the FIAU are as follows:

» to receive STRs, to supplement STRs by requestidifianal information, to analyse STRs
and the demanded additional information, to dravam@nalytical report on the result of such
analysis;

* to disseminate analytical reports (including subsed dissemination of information) to the
Police for investigation;

» to exchange information with any foreign body, awitty or agency which it considers to have
functions equivalent or analogous to functions ®AU; and to conclude MoUs, if it is
required by the other party;

* to report to the Police any activity which it susgseinvolves money laundering or funding of
terrorism and of which it may become aware in tberse of the discharge of any of its
functions.

300. The functions of the FIAU connected to supervigasks® are as follows:

* to act as a supervisory authority for AML/CFT pwspe (to monitor compliance) and to
cooperate and liaise with supervisory authoriteesrisure the compliance of subject persons;

14 Additional recruitment is underway
15 Article 16(1) points (a); (b); (d); (K); (I) of PMA
18 Article 16(1) points (c); (k) of PMLA
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« to exchange information with any supervisory autkioin Malta or with any supervisory
authority outside Malta which it deems to have egl@nt or analogous functions as a
supervisory authority in Malta, and to conclude Mo it is required by the other party.

301. The functions of the FIAU as a central authorityAMIL/CFT systenl’ are:

* to instruct any subject person to take such stepsraay deem appropriate to facilitate any
money laundering or funding of terrorism investigatin general or the investigation of any
particular suspicious transaction report;

* to gather information on the financial and commaraictivities in the country for analytical
purposes with a view to detecting areas of activifyich may be vulnerable to money
laundering or funding of terrorism;

» to compile statistics and records, to disseminateriation, to make recommendations, to
issue guidelines and advice the Minister on alltematand issues relevant to the prevention,
detection, investigation, prosecution and punishme@hmoney laundering or funding of
terrorism offences;

* to promote the training of, and to provide trainfiog, personnel employed with any subject
person in respect of any matter, obligation orvégtirelevant to the prevention of money
laundering or funding of terrorism;

* to consult with any person, institution or orgati@a as may be appropriate for the purpose
of discharging any of its functions;

* to advise and to assist persons, whether physicégal, to put in place and to develop
effective measures and programs for the prevertiomoney laundering and funding of
terrorism.

Guidance to financial institutions and other repog parties on reporting STR-s (c.26.2)

302. Applying Article 16(1)(g) of PMLA and Article 17 dPMLFTR, with the support of relevant
supervisory authorities, the FIAU issued the Imgatng Procedures Part I, a binding document
consisting in general mandatory procedures relef@nboth the financial and the non-financial
sectors. This document is meant to assist subjecsops in implementing, understanding,
interpreting and fulfilling their obligations undghe PMLFTR (including the manner of
reporting).

303. During the on site interviews, the authorities aapresentatives of private sector advised the
evaluation team that the Implementing Proceduré Paill be followed by the sector-specific
implementing procedures documents which shall lepared by all bodies and/or associations
representing subject persons and shall be endbystae FIAU. The sector-specific implementing
procedures will be annexed to Part | and form pad comprehensive Implementing Procedure
document.

304. The Implementing Procedure Part | document waesuweek before the onsite visit. The
authorities have clarified that the Implementingpd&dures Part | document incorporates all
previous Guidance Notes issued by the supervisattyoaties (which were considered as other
enforceable means for the purposes of the&luation) into the new document and updates them
accordingly in terms of the new PMLFTR, taking ameb of practices. In spite of the
comprehensive rules of these procedures, assessimgeffective implementation of new
provisions in this document is difficult if not irapsible.

17 Article 16(1) points (e); (f); (g); (h); (i); (ipf PMLA
18 Since the on-site visit, Part Il of the ImplemegtProcedures containing sector-specific implenmenprocedures for
banks has been published

61



Report on fourth assessment visit of Malta — 6 March 2012

305. The examiners noted that the former Guidance Nptesso-called sector specific guidance)
were no longer in force at the time of the onsiisitvas they were replaced by the new
Implementing Procedures Part | document.

306. The Implementing Procedures Part | document has lieied under Article 17 of the
PMLFTR and they are therefore binding and manda®umpject persons who fail to comply with
the Implementing Procedures Part | will be lialdean administrative penalty under PMLFTR.
Additionally, the court shall take into consideoatithe Implementing Procedures in determining
whether a subject person has complied with thegatitins emanating from the PMLFTR.
Consequently, for the purposes of this evaluatimse procedures should be considered as other
enforceable means.

Access to information on timely basis by the FIL2&c3); obtaining additional information from
reporting parties (c.26.4)

Analytical work

307. The analytical work of the FIAU is generally regeld by the PMLA and PMLFTR. At the
time of the on site visit no written internal medlodogy/procedures for financial analysis were in
place although this is being done in practice. TWaltese authorities stated that such a
methodology was still under preparation documentirgy practices developed and applied since
the establishment of the Unit.

308. The assessment team was advised that in praaticgder to start an analysis in a case, the
FIAU does not necessarily require to be in recefpatn STR sent by one of the subject persons,
but may also carry out an analysis where it is asggssion of information which indicates
knowledge or suspicion of ML or FT. AccordinglyetiRFIAU can commence the analytical work
on the basis of an STR received, or on the basagfinformation in the FIAU’s possession, if
the FIAU suspects that any subject person may baea used for any transaction suspected to
involve ML or FT. The latter way of starting anabgl work extends to FIAU generated cases as
well as cases generated by the request of a foFéign

309. Examiners were informed onsite that the analytreatk lasts approximately 2-3 weeks. The
financial analyst in charge with a certain casevdrap a preliminary report that is presented to
the ‘Financial Analysis Committee’ an internal boclynposed of the director of the FIAU, the
members of the Financial Analysis Section and #uall and international relations officer. The
Committee’s ultimate task is assessing the comtitite report and reaching a determination as to
whether a reasonable suspicion of ML/FT subsisteims of law in which case the analytical
report is transmitted to the police for investigati

Access to information

310. The FIAU has direct access to a very limited numberdatabases. Authorities advised
examiners onsite that the FIAU has direct acces$g tonits own STR database and two open
source databases: company registry and risk/bsiimgslligence database (such as World
Check]®.

¥ The FIAU gained access to the Common Governmerdatiaae (civil registry database) after the on-sgi. v
This database contains civil data such as officehes, address, ID card number, civil and familyust of
physical persons.
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- The STRs are received in paper format and inputieal the STR database. The STR database
contains the incoming STR (including the CDD ddt#he customer, information on the product, the

detailed description of the case and the suspictachments, financial information) as well as the

copy of the analytical report made by the FIAU.

- The commercial databases structure up-to-date sperce business intelligence and information.
- The company registry contains data on the congsaand commercial partnerstfbsAuthorities
referred that the access having disposal at théJfifovides a broader availability than the service

available for the general public since the FIAU saarch for both companies and persons.

Table 9: Statistical data on STRs (ML&FT) receivedby the FIAU

First
five
2005 2006 2007 2008 2009 2010
months
of 2011

Credit Institutions 40 38
(Commercial Banks) 39 43 38 (1 FT) 26 (LFT) 9
Financial Institutions 10
(Currency Exchange) 18 13 (1 FT) 13 6 4 3
Investment Services Licensees - - 4 2 2 2 2
Insurance Licensees 10 2 - - 1 4 1
Lawyers - - 1 1 2 3 -
Notaries - - - - 1 - -
Remote Gaming Companies - - - 2 3 4 5
Casino Licensees - - - 1 2 3
Trustees & Fiduciaries 1 5 2 2 2 4 2
Real Estate Agents - 1 - - 2 - -
Accounting Professionals
(Accountants, Auditors) 1 2 4 i 4 3 i
Regulated Markets - - - - 3 - -
Company Service Providers - - - - 3 5 1
Supervisory Authorities 6 12 2 - 3 3 2
Others - - - - 4 1 -
Total 75 78 61 60 63 73 28

311. As far as the indirect gateways to information @sacerned, the Article 30 and 30A provide
the legal basis for obtaining indirectly (upon regt) information. On the basis of Article 30(1)
the FIAU may demand (in relation to suspicion of BILFT) any additional information from
» subject person that submitted the STR;

» subject person which is suspected of having beed der any transaction suspected to
involve ML or FT;

e any other subject person;

« any authoritie¥; or

* any other physical or legal person.

2 The company registry covers the names, addressesofiicial identification document numbers of ahareholders,
partners, directors and company secretaries. Indase of legal entities acting as shareholdersirEs or directors, the
name, registered address, registration number alsth @ copy of the certificate of registration orrtificate of good
standing is submitted to the Registrar of Compamidistransfers of shares, changes in shareholddiectors, company
secretaries and legal representation occurring tigbout the lifetime of a company or partnership al®o notified to the
Registrar of Companies by means of prescribed fammotices.

21 police, Government Ministry, department, agenapgesvisory authority or other public authority (Adfe 30 of PMLA)
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312. In addition to Article 30, Article 30A provides tlgeneral authority for the FIAU to demand
any information from the abovementioned personf)aiiies and entities that is deemed by the
FIAU relevant and useful for the purpose of purguits functions under Article 16 of PMLA.
Examiners noted that this latter authorisationoislimited to analytical work.

313. Responding to such requests is exempted from hirepcny secrecy or confidentiality
rules?® In addition to the fact that the Professional 8egrAct shall not apply when a request for
information is made by the FIAU, the disclosuresath information shall also be considered to
be a disclosure to a public authority compelledavy as stated under Article 257 of the CC.

314. Requests for information sent by the FIAU to thpbgsical and legal persons that are not
subject persons, and are therefore not subjediggtovisions on prohibition of disclosure laid
down in the PMLFTR, are subject to confidentiatityligations. In this respect authorities referred
to the applicability of Professional Secrecy Actitidle 5 of the Professional Secrecy Act
stipulates that any person who receives or acqageset information by virtue of any enactment
which requires information to be communicated [sashthe Article 30(1) of PMLA] shall be
deemed to have become the depositary of such iatmby virtue of his calling, profession or
office. Under Article 257 of Criminal Code any pems who by reason of his calling, profession
or office, becomes the depositary of any secretided in him, shall, except when compelled by
law to give information to a public authority, bailty of an offence if he discloses such secret..
At the same time it also has to be mentioned thatRIAU sent only one request to a person
(Maltapost Plc.) other than subject persons iragsessed period.

315. The requested subject person is required to resploadrequest ‘as soon as reasonably
practicable but not later than five working da$/sHowever, the five working days deadline does
not apply to requests sent by the FIAU to authesithaving disposal of administrative and law
enforcement information.

316. Nevertheless, the essential criterion 26.3 demdmaisFIU should have access, directly or
indirectly, on a timely basis to the administratifieancial and law enforcement information that
it requires to properly undertake its functionglirling the analysis of STR. As it was described,
the FIAU has indirect access to additional finahitibormation, as well as law enforcement and
administrative information. The FIAU collects sstits on domestic request for information
broken down by receiving entities/authorities. Tlrable 9 illustrates the volume of requests for
administrative and law enforcement information. éwlingly, 189 requests were forwarded to
different Maltese authorities in 2010 (out of whig® were sent to the Police) and 55 (24 to the
Police) in the first five months of 2011. Appargnénormous numbers of requests are posted to
subject persons (where timeframe is in place bjueirof the PMLA). At the same time, the
figures of requests sent towards the Police andratlithorities are also considered relatively
significant.

317. The absence of any reference in law or guidancéhéoneed for law enforcement and
administrative authorities to respond on a timedgib was noted by the evaluators. The Maltese
authorities indicated that this was not a problempractice, but the evaluators nonetheless
consider that this issue should be taken into denation by the Maltese authorities. This concern
was noted in the context of the low number of dasals to which the FIAU has direct access.

318. The recent connection to FIU-Net has increasedldfiel and the speed of access to the
information from the EU FIUs.

22 Article 30(2) and 30A(2) of PMLA, Article 257 betCriminal Code, Article 15(12) of PMLFTR
2 Article 15(11) of PMLFTR
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Access to law enforcement information, liaisonceffi

319. Turning in particular to the access to law enforeetinformation ‘the Commissioner of
Police shall detail a police officer not below tlamk of Inspector to act as liaison officer todii
with the FIAU? FIAU representatives outlined that the liaisoriceff constitutes a physical link
between the FIAU and the Police, whereby the kndgédeon police information is brought into
the FIAU. Pursuant to the PMLA the primary funcsoof liaison officer are to provide and to
facilitate access to law enforcement information tiee FIAU and to serve as a channel for
dissemination. The evaluation team was informed ti@ liaison officer does not work in the
premises/offices of the FIAU, but he is locatethat Police.

320. Law enforcement authorities informed the evaluatieam that the designated (detailed)
liaison officer is the Assistant Commissioner ofi€oin charge of administration. It has to be
noted that the Board member appointed by the Cosionier of Police is the Assistant
Commissioner in charge of criminal investigation&Jthorities explained that the reason for
appointing the Assistant Commissioner in chargadshinistration as the liaison officer was the
high rank he has as police official, authorisedléonand information from all of the units of the
Police in order to gain relevant information fosasring requests made by the FIAU.

321. The examiners were advised onsite that the Pdlice two centralised databases: the first one
contains information on convictions (database wohicral records) and the second one stores data
on ongoing criminal investigatiofisThere is no list of types of information that tered in the
second database. The information on criminal ingasbns does not extend to that intelligence
that is stored by the Malta Security Service. Auties explained that all available information
for the Malta Police Force can be transmitted éoRRAU upon request.

322. Whenever the FIAU needs to obtain law enforcemefdrimation, it sends a request to the
liaison officer (Assistant Commissioner of Policecharge of Administration). After receiving the
information request, the liaison officer ordersemrsh in the two databases. Subsequently he
spreads the FIAU request to the police officerspwiave detailed information on ongoing
criminal investigations at their disposal. It waated by the Maltese authorities that obtaining ful
written information from the police forces in suehy is a matter of a few weeks.

323. It was also pointed out that — depending on theireaand the pressure of the case — the
analysts of the FIAU may communicate directly witle officer of Money Laundering Unit of
Police who makes a preliminary search in the twaliigses and sends a preliminary answer on
the basis of the result of the search.

324. No legal provisions or other procedural rules betwéhe FIAU and the Police provide time
limits for answering the FIAU request. In the viek the examiners the establishment of the
liaison officer position (as a physical link) sglaloes not assist as a safeguard for the access to
law enforcement information on a timely basis.

Table 10: Statistical data on domestic requests fanformation sent by the FIAU from 2010 to
31" May 2011

Type of requested party 2010 2011 to 31st May
Subject persons

Credit Institutions 1272 293
Financial Institutions 131 11
Investment Services Licensees 22 -
Insurance Licensees - 1

24 Article 24 of PMLA
% The powers of the Police are laid down in Book Sdc®art |, Title 1 of Criminal Code.
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Regulated Markets 1 -
Remote Gaming Companies 6 248
Accounting Professionals 3 -
Trustees & Fiduciaries 1 110
Company Service Providers 1 -
Independent Legal Professionals 1 1
Maltapost Plc. - 1
Total: 1438 665
Law enforcement and administrative authorities

Police 69 24
MFSA — Supervisory Authority 39 11
Commissioner of Inland Revenue 21 2
Employment & Training Corporation (ETC) 17 7
Transport Malta — Vehicles 12 3
VAT Department 12 1
Transport Malta — Maritime 8 1
Land Registry 5 2
LGA — Supervisory Authority 3 1
Comptroller of Customs 1 2
Commissioner of Voluntary Organisations 1 -
Attorney General 1 -
Passport Office - 1
Total: 189 55
Grand total: 1627 720

325. Most frequently, the FIAU requested informationnfraredit and financial institutions. The

Police and MFSA were also approached constantlgrdow to the statistical data. Concerning
the figures of requests sent to remote gaming camapaand trusts & fiduciaries, the authorities
explained that the high numbers in 2011 are theltseesf certain complex case-analysis carried
out by the FIAU.

326. The examiners noted the high volume of requestsaddlitional information sent to subject

persons — in particular credit institutions — in@tnd in the first 5 months of 2011 if compared
with the low volume of STRs. 73 STRs (37 from ctedstitutions) were sent in 2010, and 33
STRs (9 from credit institutions) were sent in flist 5 months of 2011. Whilst in 2010, 1627
requests were sent to subject persons (1272 tdt anstitutions) and in the first five months of

2011 the number of request reached 720 (293 tat énatitutions). The analysis of these figures
is elaborated under Recommendation 13.

Information on Customs cross border cash declamtio

327. Pursuant to the subsidiary legislation on cashrobrggulations (Legal Notice 149 of 2007, as

amended by Legal Notice 411 of 2007) any persoerigt or leaving Malta, or transiting through
Malta and carrying a sum equivalent to 10 000 EWRhore is obliged to declare it. The Customs
Authority compiles and maintains a database comgithe details of the cash declarations and
details of breaches of these regulations. The Gwsthuthority sends the information registered
in the database to the FIAU on a weekly basis.

328. The FIAU utilizes the custom’s information in theutcse of its analytical work as well as by

reviewing it and assessing the potential suspiociokIL or FT. It has to be mentioned that such
proactive assessments are not carried out regulatdtistics provided by the FIAU show that
annual assessments were conducted in 2006 and 20G8e time of the onsite visit a new
assessment on cross border was carried out fos 268i7-2010.
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329. Following the analysis performed on customs’ crossder cash declarations, only 3 cases
were disseminated to the Police.

Table 11: Statistical data on FIAU’s assessments @ustoms cross border cash declarations

Assessed year(s) 0 Number of Disseminated to  No further actions  Ongoing analysis
cross border cash individuals Police (no reasonable
declarations analysed suspicion on ML
or FT)

Annual assessment 8 i 1 )

covering 2006
Annual assessmen{

covering 2009 21 3 18 i
Annual assessmen{

covering 2007- 33 - 10 23

2010

330. Since 2005 the Customs Intelligence Section (CE Ibeen responsible for the creation of
risk profiles and the targeting of passengers siuiegdeof carrying narcotics and/or undeclared
money. The representatives of Customs Authoritiaed that the controls are performed based
on the risk based approach/assessment. It wasraationed that Customs Authorities had few
cases where Malta Customs assisted in investigatidncarousel frauds (customs procedure
4200), but in these cases the VAT fraud was corathitt a foreign jurisdiction and ML was not
investigated in Malta.

Monitoring order

331. The FIAU has the tool of issuing monitoring ordeit suspects that
» any subject person may have been used for anyatthois suspected to involve ML or FT; or
» the property is being held by a subject person haaae derived directly or indirectly from, or
constitutes the proceeds of criminal activity, oconfi an act of participation in criminal
activity.

332. The monitoring order appears to be an effectivé fimothe FIAU and to facilitate obtaining
structured financial information for a longer periof time. When the monitoring order is issued,
the subject person is required to monitor for acHjee period the transaction or banking
operations and to transmit the information obtaidadng the monitoring activity to the FIAY.
The monitoring order is a relatively new provisiaithe PMLA and at the time of the on-site visit
it has not been tested in pracfice

Dissemination of information (c.26.5)

333. According to PMLA and PMLFTR the FIAU is authoristm disseminate information to the
Police.

334. On the basis of Article 31 of PMLA the FIAU shalkseminate information to the Police for
further investigation, if the FIAU is of the opimidhat a reasonable suspicion of ML or of FT

*®Article 30B of PMLA
%" The FIAU has since issued a number of monitorintps.
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persists. The dissemination does not require tisesmce of a prior STR submitted by a subject
person: information without having any STR-link cha also disseminated provided that the
suspicion of ML or FT persists in the opinion ofAEL.?®

335. It has to be pointed out that the information dised under the PMLFTR (the FIAU's
analysis based on STRs sent by subject persondl) lshaused only in connection with
investigations of ML and, or FT activities. Authoes informed the evaluation team that in case
the Police launch a criminal investigation on tlasib of the disseminated FIAU analytical report,
the criminal investigation must involve investigatiin ML or FT offences.

336. The FIAU runs comprehensive statistics on the tesfuits analysis until the dissemination.
The Table 11 on the outcome of STRs and casesda®¥he number of STRs and cases subject
to dissemination, the STRs and cases where nonablsosuspicion have been established during
the analysis, the STRs which were not analysedtdute lack of ML/FT suspicion and the
STRs/cases where the analysis has not been finygted

Table 12: Statistical data on outcomes of STRs arwhses

2005 2006 2007 2008 2009 2010 First five
months of 2011

STRs | Cases| STRs | Cases| STRs ! Cases| STRs ! Cases| STRs | Cases| STRs | Cases| STRs | Cases

to the Police

Dosernated | 28 ¢ 22 | 24} 21| 247 22| 41 39 20 16 34 19 10

No further
actions (no :
reasonable 42 34 36 34 26 25 305 29 2]% 2( 4Q 37 ZTG
suspicion on . ; . ; ; : :
ML or FT)

STRs
unrelated to ' ' ' ' ! : :
ML or FT (no - 0 - 1 1 4 . 4 2 2 - - - - - -
analysis : : l | |
carried out)

Ongoing : : :
analysis 24 © 21| 23: 21| 30} 27| 270 25 48 41 47 39 40

337. According to the statistics, the number of dissextdid cases in the period of 2005-2007 was
constantly 21-22. However, a significant incre&& dases) in 2008 is evident. That was followed
by a drop in 2009 and 2010 (16 cases and 19 cases).

338. The FIAU pointed out that no particular factor abube attributed to the decrease in
disseminated cases. Cases are discussed andidetkon a case-by-case basis, and the decision
on their outcome is not in any way influenced by previous unrelated cases or statistics.

2 Article 31(2) of PMLA
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Table 13: Statistical data on suspected predicatdfences (ML) and FT in disseminated cases

. First % of

Skspected predicate 2005 | 2006 | 2007 | 2008 | 2000 | 2010 | M | 7ol grang
of 2011

Drug trafficking - 4 5 7 1 2 - 19 12,759
Fraud 3 2 1 - 5 6 2 19 12,75%
Forgery 1 3 - - - - - 4 2,68%
Usury 2 5 1 4 - - 1 13 8,72%
Undeclared income 4 - - 4 - 1 3 12 8,05%
lsJenrlxi/(i:ceenSEd financial 1 _ 3 3 _ 3 . 10 6.71%
Organised crime 1 - 2 2 1 1 - 7 4, 7%
Human trafficking 1 - 1 2 - - - 4 2,68%
Theft 4 - - - - - 1 5 3,36%
lllegal gambling 1 2 - 1 - - - 4 2,68%
Identity theft - 2 1 - - - - 3 2,01%
Phishing - - 1 - - - - 1 0,67%
Corruption - - - - - 1 - 1 0,67%
Unknown 3 1 6 16 7 4 3 40 26,85%
Total 21 21 21 39 15 18 10 145 | 97,32%
Financing of Terrorism 1 - 1 - 1 1 - 4 2,68%
Grand total 22 21 22 39 16 19 10 149 100%

339. The Table 12 demonstrates the figures of dissemimdiroken down by the suspected
predicate offences concerning ML. It also shows dieseminated cases relating to TF. In the
assessed period the most frequent predicate crivezs drug trafficking (12,75%), fraud
(12,75%), usury (8,72%), undeclared income (8,05%licensed financial services (6,71%) and
organised crime (4,7%). The FIAU can also forwardlgtical reports without indicating the
possible underlying criminal activity (‘'unknownJhis figure was the highest in the year of 2008.
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340. There are cases in which the suspected predicftacef which gave rise to the alleged
proceeds of funds is either unknown, has not yenhdentified specifically or where suspicion
may lie on more than one predicate offence. Themago often arises when either the suspected
subject is known to be involved in numerous illiadtivities or where the provenance of funds

could not be identified.

341. As it was highlighted above, the FIAU can genecatses on the basis of any information in
the FIAU’s possession other than an STR, if theUFBuspects that any subject person may have
been used for any transaction suspected to inWlver FT. The Table 13 gives figures on FIAU
generated cases broken down by their procedutaksta

Table 14: Statistical data on cases generated byelFIAU from 2006 to 31" May 2011

Year Total Disseminated to Closed cases Ongoing analysis
Police (no reasonable
suspicion of ML or
FT)

2005 6 0 5 1

2006 10 4 6 -

2007 13 4 9 -

2008 3 - 3 -

2009 13 5 - -

2010 8 2 3 3
2011 to 3 May 5 - - 5

342. FIAU generated cases can be initiated on the bai;xformation gained from other
authorities (Police, Attorney General, supervisaythorities), media reports, intelligence
received from foreign FIUs. Authorities referredcathin a number of cases the FIAU came to
know information from media reports on predicatéentes that triggered a financial analysis
within the FIAU. The cases generated by the FIA&r@ot included neither in the figures of Table
11 on outcome of STRs and cases nor in the Tablenl@uspected predicate offences in ML

cases.

343. The following data refers to the number of casesgeed by the FIAU which resulted from
an international request for information or thevismn of spontaneous information from FIUs:

Table 15: Statistical data on money laundering casegenerated by an international request for
information or the provision of spontaneous informadion from FIUs

2006 2007 2008 2009 2010 2011

Cases 1 1 - 1 4 2

Table 16: Statistical data on money laundering crirmal investigations led by the Police

ML investigations | ML investigations Arraignments Arraionments
generated by the | generated by the 9 9
FIAU Police (cases) (persons)
2005 19 8 3 3
2006 35 6 4 9
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2007 24 13 8 11
2008 41 5 2 2
2009 17 4 9 10
2010 20 5 4 7
2011 to 3% May 9 5 4 5

344. The Police statistics reveal the dominance of erahiinvestigations of ML that were
generated by the FIAU. The year of 2007 shows ghsithange of this general tendency. The
most cases were launched in 2008, when the higbksne of disseminated cases was forwarded
by the FIAU for criminal investigations.

345. As regards statistics, there is a clear link betwthe statistics of FIAU on disseminated cases
and the statistics of the Police on ML criminaléstigations.

Table 17: Statistics on disseminated cases by théA®) and ML investigations resulted from
FIAU dissemination

Disseminated cases by Disseminated cases in| ML investigations of the
the FIAU with STR-basis FIAU generated cases Police resulted from
; FIAU dissemination

2005 22 - 19

2006 21 4 35

2007 22 4 24

2008 39 2 41

2009 16 5 17

2010 19 2 20

2011 33 1 9

Table 18: Statistics on arraigned ML cases in Courbroken down by predicate offences (Police

statistics)

First five

Suspected Predicate Criminality| 2005 | 2006 | 2007 | 2008 | 2009 | 2010 cr)?grtl)tﬁ Total
Drug Trafficking 6 2 2 10
Fraud 2 3 1 2 8
Misappropriation 1 1 1 3
Corruption 2 2
Usury 1 1
Undeclared Income 1 1 2 1 5
Unlicensed Financial Services 1 1
Human Trafficking 1 1 2
Theft 2 1 3
Not specified 1 1
Total 3 4 8 2 9 4 6 36
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Table 19: Statistics on convictions on ML cases bken down by the predicate offences (Police
statistics)

First five
2005 2006 2007 | 2008 | 2009 | 2010 | months of
Suspected Predicate Criminality 2011
Drug Trafficking 1 2 1
Human Trafficking 1
Theft 1 1
Total 0 0 1 2 3 1 0

346. Evaluators noted that besides the common relatedfithes tax related offences (undeclared
income) also appear in statistics on disseminalocouple of cases also have been disseminated
to the Police referring to FT. On these cases iigatons were carried out and no charges were
brought by the Police.

347. When the FIAU disseminates its analytical report ttee Police forces for criminal
investigation, the FIAU is required to inform sirtarleously the supervisory authority, provided
any subject person is involved into the dissemihatese?

348. Following the dissemination the FIAU is obliged $end thereafter any further relevant
information in respect of the disseminated case.

Delay of the execution of a suspicious transaction

349. According to the PMLA subject persons are requi@dend an STR and to request for a
postponement order from the FIAU, if they are awarsuspect that the transaction may be linked
to ML or FT. In such cases subject persons shditéte the period within which the transaction
shall be executed. The FIAU within this period iohé may issue a postponement order — if it
considers it necessary — against the transactistaké. The postponement order lasts 24 hours.
Within the 24 hours the FIAU promptly disseminathe STR to the Police, if it establishes
reasonable suspicion of ML. Moreover, the 24 hgersod has to be sufficient for the application
for an attachment order by the Police before thetcand for issuing the attachment order by the
court.

Dissemination of information to foreign FIUs

350. The information exchange with foreign FIUs is redged as one of the functions of the FIAU
and as an exemption from prohibition of disclosudes. The PMLA gives the authority for the
FIAU — as a function — to exchange information AL/CFT purposes either upon request or on
its own motion with any foreign body, authority @agency which it considers to have equivalent
or analogous functions to the FIAU. The exchangmfofmation is not restricted to the existence
of international agreement or MoU, but the FIAU hd&®e authority to conclude such an
agreement, if the other party requires or the Fthddides so.

351. Approaching the FIU-FIU co-operation as an exemmpfimm prohibition of disclosure the
PMLA stipulates that FIAU might disclose any infation or document to an organisation
outside Malta which has functions similar to FIAUisctions and has similar duties of secrecy
and confidentiality as FIAU’s duties. This provisidoes not use the same wording as it is laid

2 Article 31(3) of PMLA
%0 Article 31(4) of PMLA
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down in previous provisions (‘similar’ instead ofcuivalent or analogous’), but authorities
confirmed that this difference has no legal or ficatimpact on information exchange.

352. No express references are made to the Egmont GZbager or the Principles of Information
Exchange in legal texts due to their informal natuut authorities stated that members of the
Egmont Group are considered as organisations hadquog/alent or analogous/similar functions
and duties of secrecy and confidentiality.

Table 20: Statistical data on international request received and sent by the FIAU

Year Request received by the FIAU Requests sent by the FIAU
2005 37 41
2006 23 43
2007 29 29
2008 44 28
2009 46 83
2010 45 75
First five months of 2011 43 43

353. The figures demonstrate the active participationth&f FIAU in the field of international
information exchange. Nevertheless, in 2007 thebmirof requests sent by the FIAU was halved
and remained the same volume until 2009. In thas ylee number of outgoing requests grew to
four times larger number than in the previous year.

354. According to Maltese authorities, the increasehef mumber of requests for information sent
in 2009 was not due to any changes in trends orettitence of new threats. Rather, it is
attributable to the fact that the majority of caaaealysed during that year necessitated the request
of information from multiple jurisdictions. Anothdactor influencing such increase was the
decision at management level to be more proactiveséeking information from foreign
counterparts.

355. It has to be noted that the FIAU has statisticseguests that were denied by the FIAU. In one
case, the request was denied as the requestinéafidd to explain the connection of the request
to an ML/FT case. In another case, the requestiblg which was not a member of the Egmont
Group, failed to satisfy the FIAU that it had dstief secrecy and confidentiality similar to those
of the FIAU.

Operational independence and autonomy (c.26.6)

356. The FIAU is an independent government agency astedudl on the basis of the PMLA. It has
separate legal personality. It is capable of emgerhto contracts, of acquiring, holding, and
disposing of properties for the purposes of itcfioms, of suing and being sued.

357. The FIAU falls within the structure of Ministry dfinance, Economy and Investment. The
FIAU is required to submit a report to the Ministar its activities in general on an annual basis
and a copy of its annual accounts certified by tauslialong with a report on the operations of the
FIAU. The report is then laid on the table of theude of Representatives by the Minister.

358. The FIAU is composed of the Board of GovernorseBior and its permanent staff.

The Board

359. The Board is appointed by the Minister from a pasfepersons nominated by the Attorney
General, the Governor of the Central Bank of Mdla, Chairman of the Malta Financial Services
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Authority and the Commissioner of Police respedyiveThe Minister might appoint two
additional members upon the request of the Boamyeker no additional members were
appointed at the time of the onsite visit.

360. Board-members are appointed for a term of threesyaad can be re-appointed on the basis of
the same procedure. The Chairman and Deputy Chaiara appointed by the Prime Minister
from the members of the Board after consultatioth whe Minister. The Attorney General was
appointed as a member of the Board and is the @hairThe Deputy Chairman is a Director of
the MFSA, the Police representative is the Assis@ammissioner of the Police in charge of
criminal investigations, and the Central Bank igresented in the Board by a senior lawyer. The
legal and judicial representation of the FIAU vastshe Chairman (in his absence in the Deputy
Chairman). The remuneration of Board members isrdéhed by the Minister.

361. According to the detailed incompatibility rulesdailown by PMLA a person shall not be

qualified to be appointed, or to hold office, as@mber of the Board if he/she:

* s legally incapacitated;

* has been declared bankrupt or has made a compositischeme of arrangement with his
creditors;

» has been convicted of specific offences;

* is not a salaried official by the authority by whom is/was recommended for appointment; or

» is employed with a subject person or is in any othanner professionally connected to a
subject person.

362. After consulting with the nominating official, tidinister may relieve the Board-member of
its office (1) on the ground of inability to perforthe Board functions (due to infirmity of mind,
of body or to any other cause) or (2) on the groofnchisbehaviour. The PMLA specifies that the
‘repeated unjustified non-attendance of Board megseti may be deemed to amount to
misbehaviour’. The member of the Board may alsmgnelsy addressing a letter to the Minister.

363. According to Article 19(5) of PMLA the members bietBoard shall discharge their duties in
their own individual judgement and are not subtecatlirection or control of any other person or
authority.

364. The Board meets as often as may be necessary leaisaten times in each year. In 2010 the
Board had ten meetings. The meetings are calldddZhairman or at the request of at least two
other members of the Board or the Director. Deoisimking requires the presence of three
members (one of them being the Chairman or the ®ePbairman). Decisions are adopted by
simple majority voting. In the event of equality wbtes the member chairing the meeting
exercises a second vote. The Director is entitteattend meetings, to take part in discussions, but
has no voting right. The absence of the DirectomfrBoard meeting does not invalidate the
proceedings of the meetifi.

Division of powers between the Board and the Daect

365. The Board is responsible for FIAU policy-making agnksuring the execution of the adopted
policy. The Board members have no direct accetiset& TR database and do not decide upon the
case by case dissemination. According to PMLA anfbrination gathered from Maltese
authorities at the time of the on-site visit, theaBl's responsibilities covers general policies on
staffing, training, financial and budgetary issustgps for IT developments, security measures,
decisions on representation in international faczepting a foreign organisation as a foreign FIU
and other cases that might arise as policy issues.

SlArticle 21(5) of PMLA
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366. The decision to consider a foreign FIU as an edeinta=IU and to conclude on MoU is taken
by the Board of Governors on the basis of reseanchinformation provided by the Director and
the officers of the FIAU. The decision upon sendi@gdback to a subject person is taken by the
Director of the FIAU.

367. The evaluation team was advised that the Directoy also acts as secretary to the Board is
involved in preparing the Board’s agenda in coltation with the Chairman. It is not excluded
that the Director himself can propose to discusséds like new trends, reports from specific
sectors, cases disseminated to police for invdgiigavith the concurrence of the Chairman.

368. According to the PMLA the Board acts also as anisaaty body for the Ministerdn all
matters and issues relevant to the prevention, ctietg investigation, prosecution and
punishment of money laundering or funding of tesmroffences®

369. By virtue of the PMLA, the Chairman (or in his abse the Deputy Chairmanghall be the
Head of the Unit however the meaning ohéad is not defined in the law. Authorities statedttha
the Board was very close to executive matters enpidsst, but at present it remains as the policy-
making body of the FIAU itself that is open to diss issues presented by the Director without
being involved into operational work. Decision assgmination or sending feedback to subject
persons belongs to executive decisions along wehsures applied in the course of the analysis.
However, subsequent coverage on disseminated frastbe Board is common. Nevertheless, as
far as cases of emergency are concerned the PMplaes that decisions shall be taken by at
least two members of the Board one of whom shathbeChairman or the Deputy Chairman.

370. The Director and the officials of the FIAU are neited by the Board. The procedure of
recruitment is determined by the Board. The Directothe FIAU carries out operational works
and makes executive decisions.

Protection of information held by the FIU (c.26.7)

371. The FIAU and its staff as well as its agents shatl disclose any information relating to the
affairs of the FIAU and its cases. The PMLA perntiisdisclose such information, when the
PMLA authorises, or for the purpose of carrying thet functions of the FIAU, or when the
specifically and expressly required to do so urtdermrovisions of any other law.

372. Nevertheless, the FIAU is authorised to refuse diselosure in the following cases: such
disclosure could lead to causing prejudice to aicl investigation in course in Malta; such
disclosure would be clearly disproportionate to légitimate interest of Malta or of a natural or
legal person; such disclosure would not be in atawre with fundamental principles of Maltese
law.

373. The FIAU's staff and its Board of Governors arejsabto the provisions of the Professional
Secrecy Act (Cap. 377 of the Laws of Malta). Angdwrh of the non-disclosure obligations by an
officer or employee of the FIAU gives rise to anunal offence punishable by a fine not
exceeding €116,468.67 or to imprisonment for a teotnexceeding five years or to both such fine
and imprisonment.

374. A number of security measures have been implemebiedhe FIAU to protect the
information held within its premises. The secuniteasures include physical control on the
windows, doors, intruders’ alarms, CCTV with theorling module protected in a safe. In
addition, there is a special safe for particularsge/e documents in a separate room. IT security,
e-mail encryptions, and firewalls are also put iacp. Only the Director of the FIAU and the
financial analysts have access to STR databasemniEnabers of the Board of Governors of the

32 Article 16(1)(g) and Article 18(2) of PMLA
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FIAU have no access to any of the databases dflthid. The rights to access the segments of the
FIAU's server that contain intelligence and STRoimfiation have only been conferred to the
financial analysts and the Director.

375. Weekly back-ups are performed for the informatidored by the FIAU on hard-disks
deposited on different location. The FIAU has npldti servers dedicated for external
communication (Egmont secure web) and for intedadh bases.

Publication of periodic reports (c.26.8)

376. The FIAU produces annual reports including inforioraton its operations and activities,
comprehensive statistics and typologies. At theetioh the onsite visit (May 2011), the 2010
Annual Report had not been issued yet. Past repoesfound on the website of the FIAU
(http://www.fiumalta.org/Annual-Report

Membership of Egmont Group & Egmont Principles g€ltange of Information among FlUs (c.26.9
& 26.10)

377. The FIAU has been a member of the Egmont Groupesime 2003. On the basis of the
respective provision of PMLA and the informatiorirgal from authorities, it was determined that
the FIAU adheres to the Principles of Informatiottlzange in international information exchange
with foreign FIUs. See detailed description andlysis under para 348-353 and 1048-1063. The
international information exchange of the FIAU rieged by the PMLA and EU Council Decision
2000/642/JHA is in line with the Egmont Principlafsinformation Exchange. The PMLA gives
the authority for the FIAU to exchange informatiimn AML/CFT purposes, either upon request
or on its own motion with any foreign body, auttyror agency which it considers to have
equivalent or analogous functions to the FIAU. Auitties indicated that the members FIUs of the
Egmont Group are considered as equivalent autbsrilihe law does not require the existence of
an international agreement or an MoU.

Recommendation 30 (FIU)
Adequacy of resources to FIU (c.30.1)

378. At the time of the third round evaluation onsitsitvthe FIAU consisted of the Director, two
analysts and one support officer.

379. Since the third round report, the FIAU has goneugh a thorough restructuring exercise with
a new compliance section being set up which is fudly operational. The developments do also
include the enhancing of financial analysis andiadtrative capacity.

Table 21: Figures on the changes of FIAU's staff

2006 2007 2008 2009 2010 2011 (forecast

Total number

of staff® 4 4,5 5,5 7 10 13

380. An increase is apparent in the total number of FRABtaff, which provides relatively
adequate human resources in the context of the Fdksonsibilities.. On the supervisory side,
although the FIAU has two MoUs in place for the esysion of the financial sector (with the

33 Average number of persons employed by the FIAhgthne financial period
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MFSA) and for Casinos (with the Gaming Authoritgdditional staff dedicated to supervisory
duties would be useful.

381. The FIU staff is assigned by means of a selectimegss that includes a public application
process. The Director is responsible for operatiomanagement. The permanent staff is
structured into four section: 1. Financial AnalySisction (four financial analysts), 2. Compliance
Section (three compliance officers), 3. Legal antkrnational Relations Section (one legal &
international relations officer), 4. Administraticemd IT Section (two administration/support
officers).

382. The FIAU receives funding from the Ministry of Fimze, the Economy and Investment which
allocates an annual budget for the operationseofIAU as stipulated in the agency performance
agreement between the FIAU and the Minister. The.RNays down detailed provisions on the
revenue of FIAU, the power of the FIAU in respeétfinancial management as well as the
budgetary planning.

383. A separate budget covers the salaries of the Direntd the permanent staff as well as the
remuneration payable to the Board. Additionallyyda are allocated for the running of the FIAU,
training of staff, and other operational matters.

384. The budget of the FIAU has also increased condatiesance 2006. The growth of salaries is
in line with the expansion of the staff. Since 20@8vant resources were afforded to training
expenditures.

385. However, the FIAU has not had any analytical sofevsince its establishment. Authorities
outlined that the objective of the FIAU is to puask an integrated software that was developed
under the umbrella of an international organisathma involves inter alia STR database, case
management, analysis function, statistics produapglications. The current STR database
appears to adequately fulfil the demands of thelUFigith the exception of the software based
analysis. Although the FIAU receives relatively lowmber of STRs, in the opinion of examiners,
the volume of incoming information might become néigantly higher. [In particular the
financial information sent by subject persons apoads to FIAU requests remarkably exceeded
in 2010 and 2011]. Thus, the examiners considdrititraducing either a separate analytical tool
into the current procedures of the FIAU, or a @nghtegrated, analytical software would
contribute to exploit the incoming information ma#ectively.

386. On the financial analysis side, the FIAU appearsa@dequately staffed and funded. As far as
the technical resources are concerned, introdwiladytical software is highly recommendéd

387. With regards to the newly introduced supervisorg aantrol duties, the FIAU still needs to
adjust the number of staff members within the cdndé its co-operation with the MFSA and the
LGA.

Integrity of FIU authorities (¢.30.2)

388. Article 23 of the PMLA provides for the terms onialinthe Director of the unit and its staff
will be recruited by the Board.

3809. The process shall guarantee that each employegisied for the respective position and it
also includes a vetting process by the NationaluftgcAuthority. The law does also provide for
reasons of disqualification. The permanent stathefFIAU, except for the administrative support
officer, is required to be in possession of a Ursitg Degree or equivalent qualification in an
appropriate area of expertise and/or experienéeMh/CFT related work.

34 Following the on-site visit, the FIAU purchased Buigal software which was installed
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390. The staff seems to be generally young with differprofessional backgrounds and skill
(including three lawyers, a graduate in econondag;aduate in forensic accounting, a graduate in
banking and finance with experience in AML/CFT adtency, a graduate in business
administration with vast experience in the banlgegtor and a former superintendent of police In
accordance with the Article 23 of PMLA the Directord other officers and staff of the Unit shall
be appointed or recruited by the Board on suchgeand conditions and in such numbers as the
Board may determine. Confidentiality rules of PMLtéver the officials, employees and agents of
the FIAU and the police liaison officét.

Training of FIU staff (¢.30.3)

391. FIAU employees have attended regular training hotMalta and overseas in order to stay
abreast of the latest developments in the AML/Cpliese.

392. During 2010 the two senior financial analysts eaitended a training course organised by the
United Kingdom National Policing Improvement Agen&ne of these courses consisted of a
training programme intended to assist financialestigators in the use of the Internet as an
effective intelligence gathering and investigatigeearch tool. The other course provided training
in advanced financial intelligence gathering.

393. The two newly-recruited analysts of the FIAU attetida basic financial analysis training
course organised by the Egmont Group. The aimeotturse was to assist analysts in developing
knowledge and skills to improve the analysis ofpgtisus transaction reports that are received by
an FIU, and to produce both written and oral assenss. The compliance, legal and international
sections regularly attend training courses whieharganised by supervisory authorities and other
entities in Malta.

394. Additionally, two compliance officers attended aitiing seminar on AML/CFT compliance
issues and supervision organized by the Centrak B&Cyprus in collaboration with the Central
Bank of Netherlands.

395. The evaluation team consider that the range of ddmand international trainings provided
for FIAU staff on combating money laundering anddest financing, seems to be adequate.

Recommendation 32 (FIU)

396. The Article 14 of PMLFTR requires comprehensivetistigal data to be maintained on
matters relevant to the effectiveness of the natisgstem. The FIU presently collects available
statistics on inter alia, incoming STRs, domeséquests, disseminated cases and STRs, and
international information exchange.

397. However, insufficient statistical data is routinelyollected on criminal proceedings,
provisional measures and confiscation in proceesiseigting crimes other than ML. Having
mentioned that the FIAU plays a key role in AML/CEYstem, it has also specific duty on
collecting statistics in accordance with the PMLThis duty is not restricted to FIAU statistics
that is regarded appropriate, but as an overardhsigit covers the whole AML/CFT regime.

398. Taken into account the relatively small size of tdakollecting more reliable and accurate
statistics on criminal proceedings, provisional sugas and confiscation in proceeds generating
crimes other than ML would enable and motivate auties (in particular the FIAU) to review
the effectiveness of the national system.

35 Article 24, 33, 34 of PMLA
78



Report on fourth assessment visit of Malta — 6 March 2012

399. The Board members cover a wide range of portfadibsvery senior levels and therefore
comprise an important national resource for assgsiie threats to the Maltese AML/CFT
system. The evaluators were advised that the Bi@ed initiate major policy discussions (such as
on the appropriate levels of control on the useash). Equally, the Maltese authorities indicated
that the Board does regularly assess the effe@sgenf the system, based on available statistics.
The evaluators nonetheless found problems in dbtactomplete and comprehensive statistics on
money laundering cases and the use of confiscaliom.evaluators consider that the expertise of
the Board should be employed in the future desfghestatistical data that needs to be regularly
kept and routinely analysed in order to betterlitaté the Board’s overview of the effectiveness
of the system. Similarly, the evaluators experiena#fficulties in obtaining meaningful
information on gross financial loss from economioe. It is noted, with approval, that a national
risk assessment is to be undertaken in 2012. Talkaers strongly advise that the Board should
be directly involved in the construction of the Medology for this risk assessment in order to
ensure that the results of it will meet the BoardEeds to review the system as a whole
effectively. In this way it appears there is gtilbm to further exploit the experience and senjorit
of the Board members in the analyses of the etfeéss of the Maltese system as a whole.

Effectiveness and efficiency

400. The FIAU issued mandatory procedures for the ramprtentities (the Implementing
Procedures Part I) replacing the former Guidanced®@ week before the onsite visit and thus, in
spite of the comprehensive rules of these procsdassessing the effective implementation of the
new provisions in this document is difficult if niodpossible.

401. The financial analysis on ML/FT cases seems toffeetese and well conducted. The FIAU
can start the analytical work on the basis of aR &ceived, but also based on any information in
its possession, if there is a suspicion that artyjesti person may have been used for any
transaction suspected to involve ML or FT, inclugihe request of a foreign FIU.

402. Examiners were informed onsite that the analytieaitk lasts approximately 2-3 weeks and
the procedure of the decision on the case isrstilimal.

403. The FIAU has direct access to its own database pthicly available company registrar
database and to a commercial public database. Vakiators consider that the number of
databases to which the FIAU has direct access limited. However, the PMLA empowers the
FIAU to request and obtain various types of finahand non financial information upon request.

404. As far as the suspected predicate criminality sbeiminated cases are concerned the most
frequent predicate crimes were drug traffickingguit, usury, undeclared income, unlicensed
financial services and organised crime. The FIAW a#so forward analytical reports without
indicating the possible underlying criminal actyiby classifying predicate offences of these
cases as ‘unknown’. Statistical data collected Hwy Police on arraigned ML cases show the
preponderance of drug trafficking and fraud cakasdre followed by the undeclared income and
the theft predicate crimes.

405. The evaluation team welcomed that 4 final convitdian ML out of the total 8 final
convictions were initiated by the FIAU on the ba#iSTR analysis

406. Examiners noted that the tool of postponing certeansaction is bound to a request for a
postponement order submitted by the subject pefidum procedure provides a period of 24 hours
following the postponement order issued by the Fl&U disseminating the information to the
Police, for applying to an attachment order by Budice before the court, and for issuing the
attachment order by the court. Authorities notégt in postponement cases the analysis starts
immediately by examining the factors justifying timgency, conducting a preliminary analysis by
searching in the STR database, the World Checlcamanunication promptly with the Police, in
some cases with foreign FlUs.
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407. As regards the statistics in this respect 7 regufsst postponement were sent by subject
persons in the period from 2006 untif3flay 2011 out of which the FIAU applied postponeien
order in 5 cases and the court issued attachmdatom 4 cases. It has to be pointed out that two
requests for postponement orders were filed by estibpersons in 2010-2011, but no
postponement order was issued by the FIAU.

408. The FIAU transmitted 4 FT related cases, but dfterinvestigation no charges were brought
by the Police.

409. The monitoring order is a relatively new provisiafrthe PMLA and it has not been tested yet.

410. On the financial analysis side, the FIAU appeatseé@dequately staffed and funded. As far as
the technical resources are concerned introduciatytical software is highly recommended.

411. With regards to the newly introduced supervisorg aantrol duties, the FIAU still needs to
adjust the number of staff members and to demdestffectiveness.

1.10.2. Recommendations and comments

Recommendation 26

412. At the time of the on-site visit, the FIAU has diteaccess to its STR database, the publicly
available company registry database and commetatabases such as World Ch&ckowever,
the law empowers it to request case by case infosm&rom any source it may deem necessary.
The evaluators consider that the number of datab@se/hich the FIAU has direct access to is

limited, therefore, the authorities should consieetending the direct availability of information
for the FIAU.

413. As regards indirect gateways, the legislation piesisolid basis for demanding additional
information. Examiners positively regarded thasthuthorisation goes beyond the criteria 26.3,
26.4 since the FIAU may demand information from gutyysical or legal persons in the
jurisdiction. However, the absence of any refereimcéaw or guidance to the need for law
enforcement and administrative authorities to raedpon a timely basis was noted by the
evaluators. The Maltese authorities indicated that was not a problem in practice, but the
evaluators nonetheless consider that this issuealgihe taken into consideration by the Maltese
authorities. This concern was noted in the contéxhe low number of databases to which the
FIAU has direct access.

414. The monitoring order appears to be an effective toothe FIAU and to facilitate gaining
structured financial information but the provisioas not been yet tested in practice.

415. The legal provisions specify explicitly the opeoatl independence and autonomy of the
FIAU. The evaluation team considers these provssgificient for ensuring that the FIAU is free
from any undue influence or interference.

Recommendation 30

416. The resources for the FIAU have been increasethenpast years. The staff is trained and
motivated.

36 At present, the FIAU also has access to the rgistry database
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417. Introducing analytical software is highly recommedd.

Recommendation 32

418. The FIAU should put an emphasis on collecting stiag on the whole AML/CFT system in
accordance with the legal requirements.

419. Maltese authorities indicated that the Board daggilarly assess the effectiveness of the
system. Nevertheless, it appears there is stilinrém further exploit the experience and seniority
of the Board members in the analyses of the effextss of the Maltese system as a whole.

1.10.3. Compliance with Recommendation 26

Rating Summary of factors relevant to s.2.5 underlying ov@ll rating
R.26 C

37 Following the on-site visit, the FIAU purchased Butigal software which was installed
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2. PREVENTIVE MEASURES - FINANCIAL INSTITUTIONS

Customer Due Diligence and Record Keeping

2.1. Risk of money laundering / financing of terrorism

420. The evaluators were not informed that there was spgcific national AML/CFT risk
assessment undertaken since the last evaluation.

421. From the authorities with whom the issue was disedsit was not clear if they are fully
aware of the overall AML/CFT risk specifics in MaltSome of the interviewees mentioned
increase of foreign investments with possible tesen purposes as presenting some AML/CFT
risk to Malta.

422. The evaluators did not receive an answer to questio the estimations on the overall
economic loss or damage from all proceeds gengratifences that might have impacted the
Maltese economy. The Maltese authorities considredisk of money laundering to be low but
it was not clear on what assessment this statewesitmade.

2.2. Customer due diligence, including enhanced or redied measures (R.5, R.6 and
R7)

2.2.1. Description and analysis

Recommendation 5 (rated LC in thé"3ound report)

423. In the 3 round evaluation report it was noted that thegattions under the PMLR, did not
address the risk based approach and that this vgasiesupposed to be included in the amended
version of the Regulations. The evaluators alse@ddhat in Regulation 8 there were some
exemptions from customer identifications providetiich could put the system at risk.

424. The possible misinterpretation of obligation toritiy trust principals and beneficiaries was
another deficiency identified on th& 81ER. It was noted that for life and other investinénked
to insurance, the beneficiary under the policy wiastified but not verified. Besides, the general
identification limit of MTL 5000 (Euro 11 650) apetl to occasional wire transfers which was
higher than the exception for the purposes of SRBiro 1000).

425. Among other deficiencies mentioned in thér8und evaluation report was the absence of the
requirement for ongoing scrutiny of transactionshar requirement to ensure the CDD process is
kept up to date.

426. Following the recommendations formulated in tH& ®und evaluation report, Maltese
authorities have introduced a new set of regulatiorduly 2008.

427. An important development is that the PMLFTR introeld the concept of the risk-based
approach into the Maltese AML/CFT regime. The 2@&julations now include, inter alia,
provisions catering for simplified and enhancedt@mer due diligence measures and provisions
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for exemptions from certain customer due diligemoeasures, where financial activity is
conducted (amongst others) on an occasional orlieited basis.

428. Thus Regulation 7(8) of the PMLFTR states thatettipersons may determine the extent of
the application of CDD requirements on a risk-siresibasis, depending on the type of customer,
business relationship, product or transaction.

429. The Implementing Procedures introduced on May 20,12now dedicate a whole chapter to
the risk-based approach to assist subject persdtsimplementation. The risk-based approach is
not compulsory and subject persons may chooseply #pe mandatory risk procedures only.

430. Customer Due Diligence obligations are now set wouder Regulations 7 to 12 of the
PMLFTR, which include measures on identificatior dhe verification of identity of applicants
for business and beneficial owners, the requirenterdbtain information on the purpose and
intended nature of the business relationship, amwganonitoring, simplified due diligence
measures, enhanced due diligence measures, speafisures to be applied by casinos and
measures on reliance on third parties for speceatis of the CDD process.

Anonymous accounts and accounts in fictitious ngm8sl)

431. As noted in the 3rd Round Evaluation Report, custoitientification obligation requires that
no business relationship can be established artthnsaction can be carried out unless a proper
customer identification process was in place. Altjio there was no explicit prohibition of
operating anonymous accounts or accounts in Gastinames in the PML Regulations 2003, the
Maltese authorities considered that it was a ldgmansequence of the said act and that
anonymous/fictitious accounts cannot be kept. Thaméners were advised that numbered
accounts have not been used in Maltese banks, lhingge was no explicit prohibition on this
point.

432. At the time of the % round evaluation, the PMLFTR was amended and thield 7(4)
expressly prohibits subject persons from maintaiminonymous accounts or accounts in fictitious
names.

Customer due diligence

When CDD is require€c.5.2%)

433. Customer Due Diligence obligations are set out uitegulations 7 to 12 of the PMLFTR,
which include measures on identification and thefication of identity of applicants for business
and beneficial owners, the requirement to obtaiarmation on the purpose and intended nature
of the business relationship, ongoing monitoririgypdified due diligence measures, enhanced
due diligence measures, specific measures to Heedgyy casinos and measures on reliance on
third parties for specified parts of the CDD praces

434. In accordance with Regulation 4(1)(a)(i) and (b) tbé PMLFTR, subject persons are
forbidden to establish a business relationshipanrycout an occasional transaction unless subject
persons apply customer due diligence measures.

435. In accordance with Regulation 7(5), customer duigedice measures are deemed to be in
accordance with the provisions of the PMLFTR iflfsmeeasures are applied in relation to Cases 1
to 4 as defined in Regulation 2.

436. Case 1 covers the obligation to undertake the Cdasures when establishing a business
relationship:
“Case 1 (negotiations) means any case where negmis take place between the parties with a
view to the formation of a business relationshiwieen them.”
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437. Case 2 obliges for undertaking the CDD measuresnwthere is a suspicion of money
laundering or terrorist financing:

“Case 2 (suspicion) means any case where, regasdésany exemption or threshold, in respect
of any transaction, any person handling the tratisscknows or suspects that the applicant for
business may have been, is, or may be engagedriaynmt@undering or the funding of terrorism,
or that the transaction is carried out on behalfasfother person who may have been, is, or may
be engaged in money laundering or the fundingrobtism”.

438. Case 3 covers the situations for undertaking th® @i2asures when carrying out occasional
transactions above the applicable designated thicesand when carrying out occasional
transactions that are wire transfers in the cir¢antes covered by the Interpretative Note to SR
VII. This provision includes situations where thansaction is carried out in a single operation:

“Case 3 (single large transaction) means any caber&, in respect of any transaction, payment
is to be made by or to the applicant for busindsth® amount of €15,000 or more and where an
occasional transaction involves a money transferemnittance of the amount of €1,000 or more.
Money transfers or remittances of the amount 0@l are subject to the provisions of Regulation
(EC) No. 1781/2006 of the European Parliament afithe Council of 15th November 2006 on

information on the payer accompanying transferuoids. This Regulation is directly applicable in

Malta, since Malta is a member of the European Wriio

439. Case 4 in its turn covers series of transactiodsagplies to situations whéa) it appears at
“the outset to a person dealing with any of thensactions that (i) the transactions are carried
out by the same person and are of a similar charaend (ii) the total amount in respect of all of
the transactions, which is payable by or to thel@ppt for business is €15,000 or more or; (b) at
any later stage it appears to such a person thatglovisions of paragraph (a)(i) and (ii) are
satisfied”.

440. When the financial institution has doubts about Yesacity or adequacy of previously
obtained customer identification data it is obligedepeat the CDD measures as provided in the
Regulation 7(7):

“where following the application of customer dudigbnce measures doubts have arisen about
the veracity or adequacy of the previously obtairetomer identification information, or
changes have occurred in the circumstances surriogritiat business relationship, then customer
due diligence measures shall be repeated in acemelavith these regulations”.

Identification measures and verification source$ @)

441. Regulation 7(1)(a) of the PMLFTR obliges the finahanstitutions to identify the applicant
for business and verify his/her identity on thei®ad documents, data or information obtained
from a reliable and independent source.

442. The PMLFTR define an applicant for business agaller natural person, whether acting as
principal or agent, who seeks to form a businedatioaship, or carries out an occasional
transaction with a subject person.

443. Regulation 7(1) (a) of the PMLFTR requires identfion of the applicants for business and
the verification of such identification against @pendent sourced documents both for natural
persons as well as legal persons, in accordanteonterion 5.3 The Implementing Procedures,
which are considered other enforceable means fuetkigain the details on the information and
verification documents that should be obtainedspect to all applicants for business.

444. During the on-site interviews, the representatiobfinancial institutions stated that they are
usually verifying natural person’s identity accomglito passport, identification card or driver's
licence. For legal persons they verify power obrey of the natural person/persons who

84



Report on fourth assessment visit of Malta — 6 March 2012

represent the company, incorporation documents athdrs (such as international databases,
publicly available company registers...).,

Identification of legal persons or other arrangerns(t.5.4)

445. Identification requirement for the applicant forsimess is provided in the Regulation 7(1)(a)
of the PLMTFR along with the verification obligatidor such persons.

446. Requirement to verify that any person purportingatd on behalf of the customer is so
authorised is set forth in the Regulation 7(3)fa) éb) of the PMLFTR.

“where an applicant for business is or appearsh® acting otherwise than as principal, in
addition to the identification and the verificatiaf identity of the applicant for business, subject
persons shall ensure that the applicant for businesduly authorised in writing by the principal
and shall establish and verify the identity of gegson on whose behalf the applicant for business
is acting”.

447. The verification procedures of a body corporatealybof persons, or any other form of legal
entity or arrangement are set out in Regulatior), f{8ragraphs (c) to (e) and complemented by
the Implementing Procedures Section 3.1.3 of Chahtdhat includes verification of the legal
status of the legal perstwy viewing one or more of the following documeasthe case may be:

a. the certificate of incorporation;

b. a company registry search, including confirmatibattthe public company has not
been, and is not in the process of being dissobtedck off, wound up or terminated,;

c. the most recent version of the Memorandum and l&stiof Association or other
statutory document.

448. The Implementing Procedures also provide furthélance for identification and verification
of all the directors including the case of direstrho are natural persons or directors who are
corporate directors. In the first case it is advise be done byeferring to the list of directors
contained in the most recent version of the Menuawan and Articles of Association, by
performing a company registry search provided thatofficers of the company are listed therein
or by obtaining a copy of the directors’ registdrtbe companyldentification of the directors
who are corporate directors is done referring to the list of directors contained in timeost
recent version of the Memorandum and Articles sb8ition, by performing a company registry
search provided that the officers of the comparey lmted therein or by obtaining a copy of the
directors’ register of the company

Requirement to identify beneficial owners (c.5.5)

449. A beneficial owner is defined in the Regulationf2lee PMLFTR aghe natural person or
persons who ultimately own or control the customed, or the natural person or persons on
whose behalf a transaction is being conducted

450. The expansion of the definition in Regulation 2vpdes further details for identifying the
beneficial owner in case of a body corporate oco@ylof persons and also the case of legal entity
or legal arrangement which administers and disteibdunds (and in the case of a life-insurance

policy).

451. Regulation 2(1) defines the beneficial owner in t@se of body corporate or a body of
persons as “any natural person who owns or contmlgether through direct or indirect
ownership or control, more than 25% of the sharagting rights in that body corporate or body
of persons or who exercise control over the managérof that body corporate or body of
persons. In the case of other legal entities cang@ment when the beneficiaries have been
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determined, the beneficial owner is a natural pessbo is the beneficiary of or controls at least

25% of the property of the legal entity or arrangaim In cases where the beneficiaries have not
been determined, the class of persons in whose imairest the legal entity or arrangement is set
up is considered the beneficial owner.

452. Al of the above include natural persons actingoehalf of beneficial owners who themselves
are natural persons and therefore the definitioBenfeficial Ownership is broad enough to be in
line with the FATF Glossary.

453. As regards the requirement for financial institnicto determine whether the customer is
acting on behalf of another person, Regulation @(8yides for necessity to identify the situations
where an applicant for business is or appears to be arctotherwise than as principal
Furthermorejn addition to the identification and the veriftaan of the identity of the applicant
for businesdinancial institutions are required &stablish and verify the identity of the person on
whose behalf the applicant for business is acfidggulation 7(3)(b)).

454. For customers that are legal persons or legal geragnts, financial institutions in Malta are
required by Regulation 7(3)(c) to establish the emship and control structure in addition to the
verification of the legal status of the principadahe identification of all directors.

455. In addition to the above, PMLTFR contains provisidar situationsvhere the principal is a
body corporate, a body of persons, trust or anyepthrm of legal entity or arrangement in which
there is a shareholding, or any other form of ovefgp interest or assets held under a trustee or
any other fiduciary arrangement a subject persoallshot undertake any business with or
provide any service to the applicant for busineskess that applicant for business discloses the
identity of the beneficial owners, his principahdathe trust settlor as the case may be and
produces the relevant authenticated identificatimcumentation and such disclosure procedures
shall also apply where there are changes in beiafmwvnership or principal Further on, the
Implementing Procedures advises on the manner inhwgubject persons are expected to meet
the requirements of this obligation, which includeeasures to be adopted in relation to public
companies, partnerships, foundations, trusts, etc.

456. Therefore the obligation to take reasonable meagoranderstand the ownership and control
structure of the customer as well as to determine are the natural persons that ultimately own
or control the customer is in place and includess¢hpersons who exercise ultimate effective
control over a legal person or arrangement.

Information on purpose and nature of business i@tethip (c.5.6)

457. The requirement to obtain information on the puepasd intended nature of the business
relationship is provided by Regulation 7(1)(c) aoatains obligation to obtainformation on the
purpose and intended nature of the business relsitip, such that a subject person is able to
establish the business and risk profile of the austr

458. In addition to the above, more detailed guidanceprigvided in Section 3.1.4 of the
Implementing Procedures.

Ongoing due diligence on business relationship.7¢,%.7.1 & 5.7.2)

459. As regards the requirement to conduct ongoing diligedce on business relationship,
PMLTFR sets forth the requirement in the Regulaffgh)(d) stating that as part of the CDD
measures, the subject person shall conduct ongwmiogitoring of the business relationship.
Further on, the Regulation 7(2) defines this precas includingthe scrutiny of transactions
undertaken throughout the course of the relatignstd ensure that the transactions being
undertaken are consistent with the subject perskmsvledge of the customer and of his business
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and risk profile, including, where necessary, tharse of fund@ndensuring that the documents,
data or information held by the subject person lkept up to date

460. The Implementing Procedures provide practical engdians on the manner in which the
obligation of ongoing monitoring set out in the PWIR is to be undertaken by subject persons.
The document also includes an explanation on theeran which the source of funds and source
of wealth are to be identified.

461. It should also be noted that in addition to thevahdregulation 7(6) and Regulation 7(7)
require the ongoing or repeated customer due ditiggrocess to ensure that applied to all new
customers and, at appropriate times, to existirsgorners on a risk-sensitive basis as well as to an
already established business relationship whentddwdye arisen about the veracity or adequacy
of the previously obtained customer identificatioformation.

462. At the meetings held on the on-site visit, the espntatives of the financial institutions
showed a broad knowledge of the practical appbicadif the above described provisions.

Risk — enhanced due diligence for higher risk ausis (c.5.8)

463. Financial institutions should be required to perfoenhanced due diligence for higher risk
categories of customer, business relationshipamsaction.

464. Regulation 7(9) of the PMLTFR requires subject passto have in place a customer
acceptance policy, based on a number of specifigeria, in order to determine whether the
applicant for business is a politically exposedsparor is likely to pose a higher risk of ML/FT.

465. The Implementing Procedures in Section 4.1 inclpdaevisions for applying risk based
approach and suggest four main risk areas whicluldhibe taken into consideration when
identifying and assessing its ML/FT risks, incluglicustomer risk, product/service risk, interface
risk and geographical risk. Where higher risk diares arise it is required to apply enhanced
customer due diligence in accordance with the gioms of Regulation 11 both generally and for
a number of specific instances where enhancedlitigence is to be applied which include: non
face-to-face customers, PEPs, cross-border comdspo banking relationships and in relation to
new and developing technologies or from productsamsactions that might favour anonymity.

466. The application of the ECDD is further explained Section 3.5 of the Implementing
Procedures where these different higher risk sdoatare explained and include applicable
enhanced due diligence measures for each of them.

467. Due to the fact that the Implementing Procedures IRaere put in force shortly before the
evaluation visit, the possibility to evaluate thH#eetiveness of the new provisions in this
document related to ECDD is quite limited.

Risk — application of simplified/reduced CDD mea&suwmvhen appropriate (¢.5.9)

468. Where there are low risks, countries may decidefthancial institutions can apply reduced
or simplified CDD measures.

469. PMLTFR in Regulation 10 provides a comprehensisedf applicants for business in relation
to which simplified due diligence may be appliedbfgct persons are obliged to gather sufficient
information to establish that the applicant foribhass qualifies accordingly. It is not disclosed
anywhere what should be understood by "sufficiefdrmation” but the authorities explained that
such information includes information obtained ke tsubject persons which proves that the
applicant for business qualifies under one of itegories set out in Regulation 10.
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470. Regulation 10 also provides that in determining tiwaethe applicant qualifies for simplified
due diligence where there is information that sstgthat the risk of ML/FT may not be low such
applicant shall not qualify for simplified due diénce.

471. At the same time, it is provided by the PMLTFR tbéatrequirements of Regulation 7 and
Regulation 8(1) are not to be applied in certaisesaas set forth by Regulation 10. That includes
customer due diligence measures (Reg. 7) and diblgto verify the identity of the applicant for
business and, where applicable, the identity ofttieeficial owner, before the establishment of a
business relationshifiReg. 8(1)).

472. The application procedures for simplified due dilige is further explained in the
Implementing Procedures in Section 3.4 whereiiter alia stated that t#ject persons are only
required to maintain a minimal amount of informatiabout the applicant for business or the
beneficial owner as explained hereunder”

473. In the mentioned section of the Implementing Pracesl Part | it is also explained that in
some specific circumstances, subject persons dwet to apply any CDD measures beyond
simple identification nor the verification of them@icant for business or beneficial owner, do not
need to obtain information relating to the purposéntended nature of the business relationship
and do not need to carry out ongoing monitoringhaft relationship. This does not explain the
mere concept of the simplified or reduced due dilige, but rather provides for the possibility not
to apply all CDD measures beyond mere identificatidowever, this particular provision is in
line with the EU Directive.

474. Customers who qualify for simplified due diligenzeder Regulation 10 are exempt from on-
going monitoring. However, the Implementing ProgedPart I, Section 3.4.2 requires the
carrying out of periodical monitoring to ensure ttlihey continue to qualify as such. The
Implementing Procedures do not explain how oftechsperiodical monitoring is to be carried
out.

Risk — simplification/ reduction of CDD measurelgtiag to overseas residents (€.5.10)

475. Where financial institutions are permitted to appisnplified or reduced CDD measures to
customers resident in another country, this shbeltimited to countries that the original country
is satisfied are in compliance with and have efNety implemented the FATF
Recommendations.

476. The limitation to the countries that are not in gliance with and have not effectively
implemented the FATF Recommendations is based ercémcept of feputable jurisdictiof
introduced in PMLTFR in Regulation 2(1) and is defi as:

“reputable jurisdiction” means any country havingpropriate legislative measures for the
prevention of money laundering and the fundingeaforism, taking into account that country’s

membership of, or any declaration or accreditatyn any international organisation recognised
as laying down internationally accepted standamtstiie prevention of money laundering and for
combating the funding of terrorism, and which supsrs natural and legal persons subject to
such legislative measures for compliance therewith.

477. As regards the application of the concept nbri-reputable jurisdiction (as opposed to
“reputabl€), the authorities are invited to continue prowigliguidance to the subject persons as
practice shows that the perception of this conshgltly differs across the sectors and sometimes
seems not to be applied correctly.

478. The definition of the feputable jurisdictiofl is provided by the Guidance Note prepared by
the Financial Intelligence Analysis Unit (“FIAU") sing the interpretation provide by the
Prevention of Money Laundering and Funding of Tesra Regulations. The Guidance Note was
released pursuant to the issuance by the Comnatidbe Prevention of Money laundering and
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Financing Terrorism of a Common Understanding adid tharty equivalence on 18th April 2008.
This Guidance Notes has now been incorporatedmitta text of the newly issued Implementing
Procedures — Part I.

479. The list of "equivalent countriésprovided by FIAU has not been updated since 2808he
Maltese authorities clarified that only definitigchanges agreed upon in CPMLTF are reflected in
the Implementing Procedures.

480. Turning to the countries that FATF has listed aslemgoing regular review, some of
interviewees from private sector (financial indiitns) were not aware of such statements.
Country risk should be recognized as one compaofenigk assessment mechanism.

481. In accordance with Regulation 10(7), if the Finahdntelligence Analysis Unit determines
that a particular jurisdiction does not meet thieeda of a ‘reputable jurisdictioh as defined in
regulation 2, or where the Financial Intelligencealysis Unit is otherwise informed that a
jurisdiction is not considered as meeting the datef a ‘Teputable jurisdictiof, it shall, in
collaboration with the relevant supervisory auttiesi, prohibit subject persons from applying the
provisions for simplified customer due diligencadanthis regulation to all business relationships
and transactions from that particular jurisdiction.

Risk — simplified/ reduced CDD measures not to wpphen suspicions of ML/FT or other risk
scenarios exist (¢.5.11)

482. Simplified CDD measures are not acceptable whendkiere is suspicion of money
laundering or terrorist financing or specific highisk scenarios apply.

483. Regulation 10(5) states that the provisions dealiitfy simplified due diligence shall not
apply where regardless of any exemption or threshnlrespect of any transaction, any person
handling the transaction knows or suspects thatgpdicant for business may have been, is, or
may be engaged in money laundering or the fundirigroorism, or that the transaction is carried
out on behalf of another person who may have beepny may be engaged in money laundering
or the funding of terrorism.

484. Regulation 10(6) states that in determining whe#veapplicant for business or a product or
related transactions represent a low risk of mdaagdering or the funding of terrorism, subject
persons shall pay special attention to the aaivitif that applicant for business or to any type of
product or transaction that, by its nature, mayubed or abused for money laundering or the
funding of terrorism, and where there is informattbat suggests that this risk may not be low,
that applicant for business or that product andteel transactions shall not be considered as
representing a low risk of money laundering orftiveding of terrorism.

485. Thus it can be concluded from the above Regulatibas criterion 5.11 seems to be fully
covered by these obligations.

Risk Based application of CDD to be consistent witldelines (c.5.12)

486. Where financial institutions are permitted to detere the extent of the CDD measures on a
risk sensitive basis, this should be consistertt gitidelines issued by the competent authorities.

487. The FIAU in its Implementing Procedures has inctudechapter (Chapter 4 “Mandatory risk
procedures and the risk based approach”) contapriogedures for application of the risk-based

% The relevant Annex to the Implementing Procedwas updated in July 2011 as result of discussidhimvi
the CPMLTF.
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approach. This document provides guidance for applyisk assessment procedures which
should be adequate and appropriate to prevent Mt should at least include identification
and assessment of customers risk, product/seriske interface risk and geographical risk in
relation to every business relationship or occadidransaction. This chapter also provides
explanations on the manner in which customersaabe tclassified as high or low risk.

488. The Implementing Procedures state that where ihasessary to apply the risk-based
approach, subject persons should implement a framewhe manner in which such framework
is to be implemented is explained in detail in dleapter. Additionally, the Implementing
Procedures state that subject persons should bet@lhow that reasonable business judgement
has been exercised with respect to its customelrshendeterminations reached in the application
of the risk-based approach are justified in thitligf the ML/FT risks identified.

489. The manner financial institutions apply Chapterf 4he Implementing Procedures is difficult
to assess due to recent adoption of the said puoegd

Timing of verification of identity — general rule.%.13)

490. Financial institutions should be required to vetifig identity of the customer and beneficial
owner before or during the course of establishingousiness relationship or conducting
transactions for occasional customers.

491. Regulation 8(1) of the PMLFTR requires subject passto verify the identity of the applicant
for business and, where applicable, the identitthefbeneficial owner, before the establishment
of a business relationship or the carrying outrobecasional transaction.

492. Additionally, Regulation 7(5) states that custondwe diligence measures, including
verification of identity, shall be considered to imeaccordance with the PMLFTR if subject
persons require their application to all new ampits for business when contact is first made
between the subject person and the applicant feinbss concerning any business relationship or
occasional transaction.

Timing of verification of identity — treatment ofceptional circumstances (¢.5.14 & 5.14.1)

493. Countries may permit financial institutions to cdeip the verification of the identity of the
customer and beneficial owner following the estditient of the business relationship.

494, Regulation 8(2) of the PMLFTR states that subjemtspns may complete the verification
during the establishment of a business relationgbhpre this is necessary for the continued
normal conduct of business provided that the rfskoney laundering or the funding of terrorism
is low and, provided further, that the verificatiprocedures be completed as soon as is reasonable
practicable.

495. Regulations 8(3) and (4) of the PMLFTR provide otleceptions to the general rule set out
in Regulation 8(1). Regulation 8(3) states thatelation to life insurance, subject persons may
complete the verification of the identity of theneéciary under the policy after the business
relationship has been established but prior tat dheatime of payout or at or before the time the
beneficiary intends to exercise any of his rigtgsted under the policy.

496. Regulation 8(4) states that subject persons may apeank account as may be required by
the applicant for business provided that adequa¢@sores are put in place such that no
transactions are carried out through the accoutit thre verification procedures have been
satisfactorily completed.

497. The Implementing Procedures deals with this mattedter Section 3.2.1. This document
provides particular guidance for exceptions wherDGhay be carried out after the establishment
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of a business relationship including exceptionselation to life insurance business, certain legal
entities and legal arrangements which administer distribute funds as well as possible other
situations, particularly in the area of trusts amdilar legal arrangements.

498. Where a customer is permitted to utilise the bussineelationship prior to verification,
financial institutions should be required to adoigk management procedures concerning the
conditions under which this may occur.

499. PMLTFR prescribes as one of the conditions for ¥eefication to take place after the
establishment of the business relationship isttit@fissessment of money laundering or terrorism
financing risk results in being low. The prerequisifor determining such situations are referred
to in regulation 4(1)(c) and 7(9) and as furthetlioed in section 4.1 of Chapter 4 of the
Implementing Procedures.

Failure to satisfactorily complete CDD before conmgieg the business relationship (c.5.15) and
after commencing the business relationship (c.5.16)

500. The PMLTFR in Regulation 8(5) prohibits starting @sntinuing business relationship in
cases when a customer fails to provide informatordocuments necessary for completion of
CDD measures. In such cases a subject personigedlb consider making a report to the FIAU.
In case of an occasional customer it is prohibttedarry out any transaction and report to the
FIAU should be filed.

501. Notwithstanding the clear obligations set forthtire legislative acts in this regard, the
particular interviewees from private sector tol@ #wvaluation team that up to the on-site visit,
they had not filed any such reports to the FIAWAtStics provided do not clearly distinguish such
reports, but the authorities explained that themgehbeen instances where such reports were
received.

Existing customers — (c.5.17 & 5.18)

502. Financial institutions should be required to appD requirements to existing customers on
the basis of materiality and risk and to conduat diligence on such existing relationships at
appropriate times.

503. Regulation 7(6) of the PMLFTR states that custochar diligence measures shall be applied
to all new customers and, at appropriate timesxisting customers on a risk-sensitive basis.

504. This provision is further elaborated in the Implenimeg Procedures where an obligation to
review all customer files on a risk-sensitive basiset forth. That includes those being present
upon the entry into force of the PMLFTR. At the satime the meaningat appropriate timesis
explained as not imposing an obligation on sulpecsons to update all CDD documentation of
all existing customers prior to 31st July 2008 wHemPMLFTR came into force.

505. However, the evaluators were told that since the.PMR require subject persons to update
documentation of existing clients at appropriatees on a risk-sensitive basis, subject persons are
required to update the documentation of high rigkt@mers, determined on the basis of the
subject persons’ procedures for risk-assessmentiskithanagement referred to in Section 4.1 of
the Implementing procedures or as soon as reagopediticable.

506. With respect to other customers, subject personsldhupdate CDD documentation when
certain trigger events occur, such as when aniegistustomer applies to open a new bank
account or to establish a new relationship, or wlar existing relationship changes. Moreover, it
should be noted that ongoing monitoring obligatishsuld assist subject persons in identifying
the instances where additional or updated CDD decutation is needed.
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507. Furthermore, if a lower risk customer wishes toustega high-risk product, his risk-profile
will change accordingly. In such circumstances, ghbject person would be required to obtain
additional information from the respective customer to update the CDD documentation
maintained, in order to satisfy the standards @ethie new risk level associated to the client due
to the acquisition of a high-risk product.

508. Financial institutions should be required to parfdDD measures on existing customers if
they are customers to whom Criterion 5.1 (anonynmame®unts or accounts in fictitious names)
applies.

509. As stated under Criterion 5.1, regulation 7(4)ted PMLFTR imposes a blanket prohibition
on subject persons from maintaining anonymous adsar accounts in fictitious names.

510. Evaluators were assured that there are no anonyatmasints or accounts in fictitious names
exist in Malta.

Effectiveness and efficiency

511. All financial institutions in Malta appeared to lgenerally aware of the identification
obligations. They also appeared well aware of tbieligation to retain the relevant documentation
and the importance of a quick response to the atid®in case of a request for documentation.

512. The CDD regulation system is broadly very sound. #nks including investment banks
impressed as knowledgeable on the preventive stdsda

513. However, understanding of the standards differesacthe financial sector and it appeared that
sometimes the practical application of the starglants unclear to some financial sector
participants, particularly foreign exchange howsss money remitters.

514. Financial sector representatives showed a cerael bf understanding of the concept, if not
the application of the recently introduced and dbsd by Implementing Procedures, risk based
approach. While there is some understanding of higk situations in practice, the risk
management process was generally weak.

515. Though Regulation 8 (5) of the PMLFTR clearly statteat subject persons shall not establish
a business relationship if among other things, #reyunable to identify and verify the beneficial
owner, a number of interviewed institutions expeesslifficulties in identifying and verifying
such owners and they were uncertain as to the tetdewvhich they are required to delve in order
to establish who the beneficial owners are. Duthng onsite visit, some of the interviewees in
certain specific sectors appeared not to be entocldar on the distinction between CDD and
ECDD while there was little recognition of reduaadsimplified due diligence. The latter related
to the exemption granted by the PMLTFR in respéttw-risk customers.

516. In order to ensure that AML/CFT obligations arengeadhered to by subject persons, the
FIAU has drawn up a detailed checklist to be used guide in the course of on-site compliance
visits, which includes reference to the customer diligence measures set out in the PMLFTR.
The part in the checklist dealing with customer diligence reflects every measure which is set
out under Recommendation 5.

517. The FIAU compliance officer conducting the on-srisit makes reference to such checklist
when interviewing the MLRO, to ensure that nonghaf measures set out in the PMLFTR are
overlooked. The MLRO is required to explain in detae manner in which CDD obligations are
adhered to and an affirmative or negative answerotssufficient. The replies provided by the
MLRO are recorded and the compliance officer camgithe validity of such replies by inspecting
client files, examining systems and conducting rineavs with the employees of the subject
person.

92



Report on fourth assessment visit of Malta — 6 March 2012

518. Apart from the compliance check-list subject pessare required to provide a copy of their
procedures manual including the customer due ditigemeasures adopted by the subject person,
as well as an annual compliance report on the pwowes and activities of the subject person.
These two documents further assist the FIAU in enguthat customer due diligence
requirements are being implemented effectivelyudyjexct persons.

Recommendation 6 (rated PC in th&'3ound report)

Risk management systems, senior management appregairement to determine source of wealth
and funds and on-going monitoring

519. Regulation 7(9) requires subject persons to develng establish customer acceptance
policies and procedures that ameter alia, conducive to determine whether an applicant for
business is a politically exposed person (thisuides also domestic PEPS).

520. The aforementioned regulation sets forth a minimreguirements for such situations
including:

(a) a description of the type of customer thatksly to pose higher than average risk;

(b) the identification of risk indicators such dsetcustomer background, country of origin,
business activities, products, linked accounts otivdies and public or other high profile
positions; and

(c) the requirement for an enhanced customer diigedice for higher risk customers.

521. Section 3.5.3 of the Implementing Procedures pewithat in determining whether the
applicant for business or a beneficial owner i€® Psubject persons are required to request such
information directly from the applicant for busiseand, on the basis of the mandatory risk
procedures, determine whether the use of commedztdbases to confirm the information
provided by the applicant for business is necessary

522. It is advised in the Implementing Procedures thajuastionnaire can be developed with
specific reference to criteria that identify PERaIch questionnaire could be required to be
completed accordingly by the applicant for busiresd the beneficial owner, where applicable,
and could serve as a basis for identifying PEPSs faestionnaire should be signed by the
applicant for business and the beneficial owneeretapplicable.

523. For the cases when PEPs are residing outside Kéatkeer in a EU Member state or outside
EU) Regulation 11(6)(a) states that subject persamgertaking transactions or establishing
business relationships with such persons must iedhbe approval of senior management for
establishing such business relationships.

524. In accordance with Regulation 7(7) where followitng application of the CDD measures
changes have occurred in the circumstances surrguride established business relationship
(such as changes in customer’s status, which makiaér a PEP), then the CDD measures are to
be repeated.

525. It was explained to the evaluators that shouldépeated CDD conclude that the customer or
the beneficial owner is a PEP residing outside d)atibject persons would then be required to
apply the provisions of Regulation 11(6) on enhdndge diligence, including the requirement to
obtain senior management approval.

526. During the onsite visit, some of the intervieweesertain specific sectors seemed not to be
entirely certain regarding the practical applicatad the requirement to identify the status of PEPs
acquired in a course of a business relationshigrogxisting customer. Though there was a broad
understanding regarding the identification of PE#Rsthe beginning of a business relation,
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concerns remain regarding the verification procesiand thus ongoing monitoring of customers
gaining PEP status at a later stage. The autledtéified that in the course of the on-site sisit
carried out in respect of different subject persor®uld be confirmed that on-going monitoring
was actually being carried out through checks dolipuavailable databases that would indicate
any change of status for PEPs.

527. Regulation 11(6)(b) states that subject persondl smsure that the internal procedures
include adequate measures to establish the sotirgeatth and funds that are involved in these
business relationships or transactions. Howeveimgihe on-site visit it was unclear whether all
financial institutions (other than banks) were gpu adequate measures for establishing the
source of wealth and source of funds of PEPs.

528. In addition to the Regulation 11 (6)(b), sectioh.8.of the Implementing Procedures provides
further detailed explanations on the manner in twhtee source of funds and wealth may be
established. As the Implementing Procedures Plaaislentered into force shortly before the on-
site visit, it was impossible to assess the effectess of the application in practice of the rehéva
provisions of the new document.

529. Regulation 11(6)(c) states that subject personk straduct enhanced ongoing monitoring of
the business relationships conducted in relatigrotitically exposed persons.

530. At the same time section 3.5.3 of the Implementirgcedures explains the meaning of
enhanced monitoring as to be conducted more rdgutard more thoroughly, and a closer
analysis should be undertaken on the transactindstteeir origin. This section cross-refers to
section 3.1.5 which deals with ongoing monitoring.

Additional elements
Domestic PEP-s - Requirements

531. While the definition of PEPS in Regulation 2 of tABMILFTR does not distinguish between
domestic and foreign PEPs and in terms of Reguat{@) subject persons should have in place
CDD procedures that are conducive to determine lvenean applicant for business is a PEP,
Regulation 11(6) and (7) on enhanced due diligayppdy only to PEPs residing outside Malta.

Ratification of the Merida Convention

532. The Convention has been signed by Malta on 12th R0&@% and ratified on 11th April 2008.

Effectiveness and efficiency

533. The on-site interviews indicated some difficultigssome categories of subject persons in the
implementation of effective measures when dealinth WEPs, especially in relation to the
identification of clients who acquire the statusadPEP in the course of the business relationship
and in determining the source of wealth. Howevie, foreign-owned institutions had a better
understanding of their responsibility as a restifroup-wide procedures.

Recommendation 7 (rated NC in th&'3ound report)
Require to obtain information on respondent insiiin & Assessment of AML/CFT controls in

Respondent institutions (c. 7.1 & 7.2)
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534. Under the PMLFTR, cross-border correspondent bankilationships with respondent
institutions from non-EU country are regulated ggRlation 11(3). It sets forth requirements for
credit institutions to ensure that they fully urétand and document the nature of the business
activities of their respondent institution includimnformation obtained from publicly available
sources on the reputation of the respondent béekguality of supervision carried out on that
institution and whether that institution has beahjact to an ML/FT investigation or regulatory
measures (Reg.11 (3) (a)).

535. Regulation 11(3)(b) requires credit institutionsagsess the adequacy and effectiveness of the
respondent institutions’ internal controls for ghrevention of ML/FT.

536. Further guidance is set out in the section 3.5.theflmplementing Procedures and explains
how to fulfil this requirement by obtaining a cop¥ the procedures manual of the respondent
institution, developing a brief questionnaire wéiecific questions covering the legal obligations
and the internal procedures applied or requestidgctaration from the respondent institution on
the adequacy of its internal controls. Thus criter7.2 is covered.

537. During the interviews it was confirmed that banker@vaware of an overall need to carry out
some form of research on respondent banks, butithisot always include an assessment of the
supervisory regime on those respondents and whethast the respondent had been subject to a
ML/TF investigation in their country of origin. Thdaltese authorities however confirmed that
during the on-site examinations, evidence of thees@ment of the supervisory regime of the
foreign institutions was obtained.

Approval of establishing correspondent relationship.7.3)

538. Regulation 11(3)(c) requires credit institutionsetasure that they obtain prior approval of
senior management for the establishment of nevespandent banking relationships.

539. The banks that were met during the on-site visiitdta confirmed that approval of senior
management is required before establishing correlpu relationships.

Documentation of AML/CFT responsibilities for eaastitution (c.7.4)

540. Regulation 11(3)(d) requires credit institutionseiesure that they document the respective
responsibilities for the prevention of ML/FT.

541. It was confirmed during the interviews in Malta thaitten agreements would be established
between themselves and respondent institutionsréeftarting a correspondent relationships,
including AML/CFT responsibilities.

Payable through Accounts (c.7.5)

542. Regulation 11(3)(e) requires credit institutionsetesure that with respect to payable-through
accounts, they are satisfied that the respondewiitdnstitution has verified the identity of and
performed ongoing due diligence on the customewinpadirect access to the accounts of the
respondent institution and that it is able to pdevielevant customer due diligence data to that
subject person upon request.

543. In relation to this obligation, Section 3.5.2 oktlmplementing Procedures, provides that
credit institutions should either refuse to opechsaccounts due to the higher ML/FT risks posed
or, if accepted, obtain written confirmation froimetrespondent institution that it will assume
responsibilities for CDD on such persons.
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544. During the interviews it was confirmed by the barikat they do not maintain payable-
through accounts, and thus this activity appeatrsaioe carried on in Malta.

Effectiveness and efficiency

545. During the interviews it was confirmed that banksrevaware of the overall requirements
regarding the correspondent relationship includiregneed to carry out some form of research on
respondent banks, but this did not always includeassessment of the supervisory regime in
which those respondents operate or whether theomespt had been subject to a ML/TF
investigation.

2.2.2. Recommendations and comments

546. Although requirements under Recommendation 5, 67anave been in place for a number of
years in previous Regulations, the third round lteshowed some shortcomings. At the time of
the on-site visit to Malta it was obviously diffituto evaluate the practicability of the
Implementing Procedures as they have come in fatoartly before, while the previous
Guidelines were not in force any more.

547. As regards PEPs due to the lack of understandirftpanto apply the requirement to find out
if a customer has become PEP later in the courbegifiess relationship, there is a risk that when
a customer becomes a PEP in the course of businesald not be recognized at all or at a later
stage. Though there was broad understanding regatte identification PEP, the evaluation
team express concerns with regards to verificgbimtedures and ongoing monitoring of PEPs
which seems not to be fully implemented in practice

548. Lack of direct requirement for the customers thetdme PEP during the course of business
relationship to obtain senior management appravairder to continue relationship, raises also
concerns. The existing obligation to repeat CDD suness in such cases it does not necessarily
include senior management approval.

549. In practice only banks are applying measures fabéishing the source of wealth and source
of funds of PEPs.

2.2.3. Compliance with Recommendations 5, 6 and 7

Rating Summary of factors underlying rating

R.5 LC » Certain categories of low risk businesses can leepted from CDD
and/or ECDD instead of requiring simplified or redd measures.

+ Effectiveness issues:

a) the perception of the concept oéputable jurisdictioh slightly differs
across the financial sectors and sometimes seerngonte applied
correctly in practice

b) Weak awareness among some subject personsqffhamstitutions) on
FATF statements regarding the countries listed madergoing regular
review.

¢) the risk management process needs improvement.
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d) Some financial institutions we not entirely clear on the distinctic
between CDD and ECDD while there was little rectagniof reduced o
simplified due diligence.

R.6 LC * Not all types of financial institutions are entyradertain regarding th
practical application of the requirement to identifie status of PERs
acquired in the course of a business relationshipab existing
customer.

1)

« Not all types of financial institutions are applginmeasures fo
establishing the source of wealth and source addwi PEPs.

=

R.7 C

2.3. Financial institution secrecy or confidentiality R.4)

2.3.1. Description and analysis

Recommendation 4 (rated C in thé*3ound report)

Inhibition of implementation of FATF Recommendagion

550. Concerning the legal provisions stating the secesy confidentiality obligations imposed to
financial institutions, situation hasn’t changednsiicantly since the last MER. The laws stating
the confidentiality and secrecy requirement areRtefessional Secrecy Act (Cap. 377), Banking
Act (Cap. 371), Financial Institutions Act (Cap 37/@surance Business Act (Cap 487), Insurance
Intermediaries Act (Cap. 403) and Investment Sesvikct (Cap. 370).

551. The access of the authorities to information predy confidentiality and secrecy privileges
is described in those laws and with regards to isigss of money laundering, in PMLA.
According to article 30 of the PMLA, the FIAU, ndthstanding other provisions in any other
law, may likewise demand form any person, authatgntity, as is referred to in article 30, any
information it deems relevant and useful for theppse of pursuing its functions under article 16.
The above mentioned provisions of shalltatis mutandisapply where any information is
demanded by the FIAU under this article.

552. Article 30(2) further states that notwithstandingything contained in the Professional
Secrecy Act (Cap. 377 of the Laws of Malta) and abligation of secrecy or confidentiality
under any other law the financial institution frammom information is demanded by the FIAU
shall communicate the information requested and saroh disclosure shall be deemed to be a
disclosure of information to a public authority quelled by law.

553. In addition to the explicit obligation set out imet PMLA to provide information, Regulation
15(12) of the PMLFTR states that amyna fidecommunication or disclosure made by a financial
institution or by any employee or by a directoraofinancial institution in accordance with the
PMLFTR shall not be treated as a breach of the diitprofessional secrecy or any other
restriction (whether imposed by statute or othegjvigoon the disclosure of information and shall
not involve that financial institution or the ditecs or employees of such an institution in any
liability of any kind.
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554. This Regulation is strengthened by similar provisigconfidentiality gateways) contained in
the legislative acts regulating financial servicgsch provisions may be found in Article 34(3) of
the Banking Act, Article 25(3) of the Financial titstions Act, Article 59(6) of the Insurance
Business Act and Article 46(6) of the Insurancesimtediaries Act, which state that disclosures
made by the officers of a financial institutiondocordance with the PMLFTR shall not constitute
a breach of confidentiality.

555. The PMLFTR lays down equivalent obligations to theet out in R.7, R.9 and S.R.VII with
which financial institutions must comply irrespeetiof financial institution secrecy.

556. At the time of the on site visit the Maltese auities as well as the representatives of the
private sector didn't emphasised any difficultieec@untered in practice in applying the legal
provisions on access to information on money latingecases nor internally or on the course of
international cooperation.

Sharing of information between financial institutgowhere this is required by R.7, R.9 or SR. VII

557. There are no obstacles for the financial instingito share the information on their customers
and their beneficiaries for the need of R.7, R® &R.VII with which financial institutions must
comply irrespective of financial institution secyec

Effectiveness and efficiency

558. The system and practise appears to be effective.

2.3.2. Recommendations and comments

559. There are no reported practical restrictions in Mhatese legislative framework limiting
competent authorities from implementing the FATFE&amendations and performing their anti-
money laundering functions. The FAIU is able, ir ttourse of analyzing reports, to access
further information from the reporting entity antther reporting entities.

2.3.3. Compliance with Recommendation 4

Rating Summary of factors underlying rating
R.4 C

2.4. Record Keeping and Wire Transfer Rules (R.10 and . VII)

2.4.1. Description and analysis

Recommendation 10 (rated C in th& 8ound report)
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560. Although Recommendation 10 was rated “Compliantthia 34 round report it needs to be
reassessed in accordance with the requirementsitofatrevaluation procedure for this assessment
round.

Record keeping & Reconstruction of Transaction Réx¢c.10.1 and 10.1.1)

561. Regulation 4(1) (a)(i) of the PMLFTR requires dastto have record-keeping procedures in
place. Regulation 13(2) in its turn provides dethirequirements regarding record-keeping
procedures. That includes procedures for keepiogrds with details relating to the business
relationship and to all transactions (irrespectifevhether these are domestic or international)
carried out by that person in the course of anbéisteed business relationship or occasional
transaction. Regulation 13(3)(b) states that seclords shall be kept for a period of five years
commencing on the date on which all dealings takitage in the course of the transaction in
guestion were completed.

562. As regards keeping the records longer if requelsyed competent authority in specific cases
and upon proper authority, PMLTFR in its Regulatidb8(4)(b) provides such prolongation
possibility only under request of the FIAU.

563. Financial institutions indicated that, in practickey keep all documents in customer files
including those related to transactions for a meab least 5 years. Some entities indicated that
they would keep transaction documents (as weltlastification data) longer — for 10 years after
the business relationship has ended.

Record keeping of identification data, files aldrespondence (c.10.2)

564. Financial institutions are required to maintainarels of documents obtained under customer
due diligence process, including copy of documergsd for identification of client and its
beneficial owner (Regulation 13(2)(a)).

565. The minimum record keeping period is five yearsnfrthe date of the termination of the
business relation (or last transaction in casecofasional client), or longer if requested by the
FIAU. The FIAU stated that, so far, there have beemrases in which it was deemed necessary to
request an extension of the record keeping obtiggieriod.

566. For every business relationship established orsioeal transaction carried out, Regulation
13(2)(a) requires subject persons to maintain ardeimdicating the nature of the evidence of the
customer due diligence documents required and raddaiunder procedures maintained in
accordance with the PMLFTR, comprising a copy ofnar reference to the evidence required for
the identity and providing sufficient information enable the details as to a person’s identity
contained in the relevant evidence to be re-obthine

567. With respect to the requirement to maintain a r@adrbusiness correspondence, Regulation
13(2)(b) of the PMLFTR requires subject persongdep a record containing details relating to
the business relationship and all transactionsezhaut. These records should be maintained for a
period of at least five years after the last tratisa in case of occasional client (Regulation
13(3)(b)). The five-year period may, in accordamagéh Regulation 13(4)(b), be extended as
required by the FIAU when there is a suspicion &fffivT.

Availability of Records to competent authoritiesitimely manner (c.10.3)

568. The requirement to keep data available to domasticorities is also specifically addressed by
Regulation 13(6) stating that subject persons namsure that, upon request, all customer
identification, due diligence records and transectiecords and other relevant information are
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made available on a timely basis to the FIAU ardmay be allowed by law, to other relevant
competent authorities, for the purposes of thegmon of ML/FT.

569. Additionally, Regulation 13(7) requires entitiesrrgang out relevant financial business to
establish systems that enable them to respondesitiz to enquiries from the FIAU or from
supervisory or other relevant competent authoriflégey include responding to enquiries as to:
(a) whether they maintain or have maintained durithg previous five years a business
relationship with a specified natural or legal persor persons; an¢b) the nature of that
relationship.

570. At the on-site visit it was no indication that FIAWould have encountered problems in
obtaining the required information and data from dbliged entities.

Effectiveness and efficiency

571. The financial institutions confirmed during the site visit that they keep the data concerning
customer identification for more than five years niost cases in an electronic format (scanned
documents).

572. In order to ensure that AML/CFT obligations arengeadhered to by subject persons, the
FIAU has drawn up a detailed checklist to be used guide in the course of on-site compliance
visits, which includes reference to the record-kegmeasures set out in the PMLFTR. The part
in the checklist dealing with record-keeping refte@very measure which is set out under
Recommendation 10.

Special Recommendation VIl (rated PC in th& 8ound report)

573. Regulation (EC) No. 1781/2006 of the European Badint and of the Council of 15th
November 2006 provides rules on transactions rl@telomestic or cross-border money transfer
or remittance, in amounts of €1,000 or more. Ruegulation is directly applicable as domestic
law in view of Malta’s membership of the Europeanidh Community. National implementation
is therefore limited to establishing an appropriaenitoring, enforcement and penalties regime
and to applying certain derogations allowed fathia EU Regulation.

574. Regulation 7(12) of the PMLFTR imposes administagpenalties for non compliance with
the EU Regulation 1781/2006.

575. According to Article 3 of the EU Regulation, it digs to transfers of funds, in any currency,
which are sent or received by a payment serviceigeo established in the EU. The Regulation
does not apply to:

» transfers of funds carried out using a credit dsitdeard under specific conditions (Article 3,
paragraph 2), electronic money up to a threshoRILd)00 (Article 3(3));

» transfers of funds carried out by means of a mophene or similar device (Article 3,
paragraphs 4 and 5);

» cash withdrawals, transfers related to certaintdedmsfer authorisations, truncated cheques,
transfers to public authorities for taxes, finaspiher levies within a member state;

» transfers, where both the payer and the payee amgnt service providers acting on their
own behalf (Article 3, paragraph 7).

576. According to Article 5 of the Regulation, providesball ensure that transfers of funds are
accompanied by complete information on the payéis Tomplete information on the payer
includes name, address and account number of terar (Article 4). In cases when both
payment services providers (that of a payer andaha payee) are situated in European Union
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transfers of funds should be accompanied only byatttount number of the payer or a unique
identifier (Article 6).

577.The payment service provider of the payer shalfpregetransferring the funds, verify the
complete information on the payer on the basis atfudhents, data or information obtained
from a reliable and independent source (Articl@). (n the case of transfers of funds not made
from an account, the payment service provider efgayer shall verify the information on the
payer only where the amount exceeds EUR 1,000ssirlee transaction is carried out in
several operations that appear to be linked anetheg exceed EUR 1,000 (Article 5 (4) of the
Regulation). General rules set out in the AML/CFat Apply for this verification.

578.1t is expected that payment services providers ledfextive procedures in place in order to
detect whether in the messaging, payment or seaitiersystem used to effect a transfer of

funds, the fields relating to the information ore thayer are complete in accordance with
Articles 4 and 6.

579.However, the EU Regulation also provides for som&ngtions of the verification
requirements if:

* a payer’s identity has been verified in connectath the opening of the account and the
information obtained by this verification has bestored in accordance with the obligations set
out in the 8 EU AML Directive; or

» the payer is an existing customer whose identity toabe verified at an appropriate time as
described under Article 9(6) of th& EU AML Directive.

Obtain Originator Information for Wire Transfers.\@dl.1)

580. According to the FATF methodology, transfers betwedalta and other EU member
countries are considered as domestic for the pagpokthe assessment of SR. VII, wire transfers
between Malta and non-EU member states are coesi@ercross-border.

581. Article 5 of Regulation 1781/2006 requires the peagmservice provider of the payer to
ensure that transfers of funds are accompaniedbplete information on the payer. Article 4
states that complete information shall consist isf frame, address and account number. The
address may be substituted with the date and ptdceirth of the payer, his customer
identification number or national identity numb&vhere the payer does not have an account

number a payment service provider of the payer shdistitute it by a unique identifier which
allows a transaction to be traced back to the payer

582. With respect to occasional transactions that invodv money transfer or remittance, the
identification the definition of ‘Case 3’ (singlarbe transaction) under Regulation 2 (1) of the
PMLTFR sets the threshold at €1,000 and deemedid Gbligations as stated in Regulation 7-
11.

583. At the on site visit, the money exchange and moarg value transfer representatives
confirmed that in case of wire transfers they dmidy customers regardless of any threshold.

Inclusion of Originator Information in Cross-Bordewire Transfers (c. VII.2); Inclusion of

Originator Information in Domestic Wire Transfers ¥/11.3); Maintenance of Originator Information
(c.VIL.4)

584. Article 7(1) of Regulation 1781/2006 states thabssrborder wire transfers shall be
accompanied by complete information on the payer.

585. Article 7(2) states that in the case of batch fitem a single payer to different payees, need
not be accompanied by complete information on #gep provided that the batch file contains
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that information and the individual transfers catfmg account number of the payer or a unique
identifier.

586. Under Article 6 of Regulation 1781/2006 transfers fonds shall be required to be
accompanied only by the account number of the payerunique identifier when both payment
services providers (that of a payer and that ohyep) are situated in European Union allowing
the transaction to be traced back to the payer.avew if so requested by the payment service
provider of the payee, the payment service provafethe payer shall make available to the
payment service provider of the payee completerinétion on the payer within three working
days of receiving that request.

587. Article 12 of Regulation 1781/2006 states thatrimexdiary payment service providers shall
ensure that all information received on the palat accompanies a transfer of funds is kept with
the transfer.

588. At the on site visit, the representative of the myoremitters stated that in case of transactions
over 500 euro the information related to the trensfis registered in the system and for
transactions over 4000 euro they keep a copy addcement.

589. Article 8 states that the payment service proviolethe payee shall detect whether in the
messaging or payment and settlement system usederute a transfer of funds, the fields
relating to the information on the payer have beempleted using the characters or inputs
admissible within the conventions of that messagingayment and settlement system.

590. Such provider shall have effective procedures iacelin order to detect whether the
information on the payer is complete. In terms ofidde 9, where information is missing or
incomplete the payment service provider of the pagfeall either reject the transfer or ask for
complete information on the payer. Thus it is siggabthat payment services providers should
adopt a policy defining their reaction on becomimgare of an incomplete transfer or with
meaningless information.

591. However, it should be kept in mind that it is velifficult for a standard filter to be able to
assess the completeness of all messages and #hat whll be instances where the payer
information fields are completed with incorrect anagless information, where the payment will
pass through the system. Thus it is advisableatthtorities provide assistance to the industry in
terms of advisory for application Article 9 of th&J Regulation.

592. Where a payment service provider regularly failstpply the required information on the
payer, the payment service provider of the payedl thke steps which may initially include the
issuing of warnings and setting of deadlines bettieer rejecting any future transfer of funds
from that payment service provider or deciding Wiketor not to restrict or terminate its business
relationship with that payment service providereTdayment service provider of the payee shall
report that fact to the authorities responsibleclimbating ML/FT.

Risk Based Procedures for Transfers Not Accompédmyjedriginator Information (c. VII.5)

593. According to the representatives of the industryt e site, the missing or incomplete
information on the payer will be one of the facttwde taken into consideration by the payment
service provider in order to assess whether thesfuransfer is suspicious and in that it case it
must be reported to the FIAWHowever, no training on the application of the Ratjan
1781/2006 has been provided.

594. Apart from training it is advisable to provide alsmlditional supervisory assistance in
application of this requirement of the EU Regulatio
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595. Furthermore, continuous failure of the payment isenprovider to provide the relevant
information on the payee will consider issuanceaofarning, restriction or termination of the
business relationship as well as the notificatibthe FIAU.

596. It was reiterated during the interviews that momegnittance businesses do adopt internal
procedures concerning AML/CFT risks and that the¥8Hs checking those procedures during
the on-site inspections.

Monitoring of Implementation (c. VII.6) and Applian of Sanctions (c. VII.7: applying ¢.17.1 —
17.4)

597. Regulation 7(12) of the PMLFTR imposes an admiaiste penalty of not less than €250 and
not more than €2,500 for non compliance with Retijutal 781/2006. This administrative penalty
shall be imposed by the FIAU without recourse tmart hearing.

598. During the on-site visit the examiners were adviged MFSA carried out on-site inspections
where documents and transactions were verifiedthBytime of the on-site visit, no sanctions
were imposed for non-observance of the SRVII piiowts.

599. Although the level of fines appears to be propodie and dissuasive the lack of sanctions
applied does give rise to concerns over effectigsené application.

Additional elements — Elimination of thresholds\(d.8 and c. VII1.9)

600. For transfers of funds where the payment serviogiger of the payer is situated outside the
EU (incoming cross-border wire transfers), the pagtrservice provider of the payee shall have
effective procedures in place in order to detectétivr the complete information on the payer as
referred to in Article 4 (complete information ohetpayer) is missing (Article 8 (b) of the
Regulation). If this is not the case, the paymeamvise provider has to follow the procedures
described above, regardless of any threshold.

601. For transfers of funds where the payment serviogiger of the payee is situated outside the
area of the EU (outgoing cross-border wire trarsdfehe transfer shall always be accompanied
by complete information on the payer, regardlesbhethreshold.

Effectiveness and efficiency

602. The requirements of SR. VII are clearly stated e tEU Regulation, and there are
administrative sanctions provided under the PLMHT Bis regards.

603. All representatives of providers of payment sersioceet during the on-site visit appeared to be
aware of their obligations when conducting trarstgrfunds.

604. The evaluation team noted that as at the time efai-site visit, no sanctions have been
imposed on MSB for failure to observe the SRVIluegments which gives rise to concerns over
effectiveness of application. There were no cirdamses brought to the attention of the
evaluation team that could by any way undermineptioper functioning of the supervision over
wire transfer system in Malta.

605. The lack of specific training or any other assistadedicated to MSB might affect the proper
compliance with the Regulation 1781/2006.
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2.4.2. Recommendation and comments

Recommendation 10

606. Malta has implemented all the requirements of thedRmendation 10 in its legislative acts.

Special Recommendation VII

607. The Maltese authorities are encouraged to condpetific training or other assistance
dedicated to MSB in application of the EU Regulatio

2.4.3. Compliance with Recommendation 10 and Special Resmmdation VII

Rating Summary of factors underlying rating
R.10 C
SR.VII C

2.5. Suspicious Transaction Reports and Other ReportingR. 13 and SR.IV)

2.5.1. Description and analysts

Recommendation 13 (rated PC in th& 8ound report) & Special Recommendation IV (ratedNn
the 3° round report)

Requirement to Make STR-s on ML/FT to FIU (c. 1813.2 & I1V.1)

608. In the third round R 13 was rated partially complisince the attempted transactions were not
explicitly covered and no reporting obligation oh was in place.

609. Article 15(6) of PMLFTR provides the reporting ajdtions set out for the subject person that
knows, suspects or has reasonable grounds to stigaec

a) a transaction may be related to money laundeanthe funding of terrorism; or
b) a person may have been, is or may be connedtednmmney laundering or the funding of

terrorism; or
¢) money laundering or the funding of terrorism Hzeen, is being or may be committed or
attempted,;

that subject person shall, as soon as reasonaldgtimable, but not later than five working days
from when the suspicion first arose, disclose thdbrmation, supported by the relevant
identification and other documentation, to the FIAU

%9 The description of the system for reporting suepi transactions in s.3.7 is integrally linked witte description of the

FIU in s.2.5, and the two texts need to be compléamgand not duplicative.
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610. According to the above mentioned, mandatory olibigato report suspicious transactions of
ML as well as FT (without applying any threshold feporting) is in place and it is laid down by
regulation.

611. Asregards attempted transactions by virtue ofchati5(6) of PMLFTR, attempted ML or FT
are covered. Notwithstanding ‘attempted transastias such are not literally explicitly covered
by the PMLFTR, the evaluation team is of the opirtieat this wording constitutes a broader legal
coverage than the requirement of covering expficittempted transactions. Authorities indicated
that the FIAU received STRs on attempted transastio

612. Regulation 15 (6) of the PMLFTR sets out the basithe reporting requirements. According
to 16 (1) of the PMLA, among the other functiortsg tFIAU is entitled: to receive reports of
transactions suspected to involve money laundeyinfginding of terrorism made by any subject
person in pursuance of any regulation made undgclérl2, to supplement such reports with
such additional information as may be availablé& tw as it may demand, to analyze the reports
together with such additional information and tawdup an analytical report on the result of such
analysis.

613. The subject persons should report suspicious tctinga related to ML or FT regardless of
the nature of the underlying criminal activity whiis defined as any criminal offence.

614. The Implementing Procedures Part | approved iff ®ay 2011 do also specify the
requirement in those cases where the MLRO knovepesais or has reasonable grounds to suspect
that a transaction may be related to ML/FT; or espe may have been, is, or may be connected
with ML/FT; or ML/FT has been, is being, or may temmitted or attempted, the MLRO shall
submit a report to the FIAU. In addition, the Implenting Procedures specify in a detailed
manner the steps that should be followed in thertem process: (1) internal reporting obligation
and (2) external reporting obligation.

615. However, interviewed representatives of subjectsqes stated that they report those
transactions and circumstances that are suspiciodsot necessarily make distinctions among
the abovementioned three categories (knowledgegicsos, reasonable ground to suspect) of
mental elements.

616. The PMLFTR stipulates that the STR has to be seihé FIAU “as soon as is reasonably
practicable, but not later than five (5) workingysldrom when the suspicion first arose.” The
Implementing Procedures Part | document furthdvcekstes that the suspicion shall be deemed to
have first arisen when any person within the stmgctof the subject person first suspects the
existence of ML/FT and thus submits an internabrefo the MLRO. With regard to the form of
the STR, it is to be noted that an appendix ischtd to the Implementing Procedures Part |
document in which the MLRO has to provide as muetaitias possible together with the relevant
identification and other supporting documentatibhen the completed STR shall be delivered,
preferably by hand, to the FIAU premises. Morea¥er Implementing Procedures also regulate
the possibility of making initial disclosure as lfals: “In cases of great urgency an initial
disclosure may be made by telephone on the numbeided below, but a written report will also
be required immediately thereafter.

617. The reporting obligation under PMLFTR does not rédefunds that are proceeds of criminal
offenses, but transactions that may be relatedt@MFT, or persons that may have been or may
be connected with ML or FT. Authorities explaindéatta 'person’ constitutes both physical and
legal persons. In those cases, where the custaraatually a trust that has no legal personality
the settler and/or the trust beneficiary alwayshgough CDD measures.

618. However, the referral in the legal text tguspicions of money launderingnstead of
“proceeds of criminal offences{as worded by FATF standard) might limit the scapethe
reporting obligations and set a higher standardHersubject persons, restricting their reporting
activity.
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619. By virtue of the essential criterion 13.2 the ohtign to make a STR also applies to funds
where there are reasonable grounds to suspeayath suspected to be linked or related to, or to
be used for terrorism, terrorist acts or by testoorganizations or those who finance terrorism. As
described under SR Il, a difficulty arises from taeguage of Article 328A of the Criminal Code
which limits the financing of terrorism acts cowerday the annex to the TF Convention, because
of the three specific intentions set out in Arti@28 A (1) a), b) and c). Financing the specific
offences covered in the annexes should not reguiyeother intention under Article 2 (1) (a) of
the TF Convention. Furthermore, it was uncleartii@er examiners whether the criminalization of
FT covers financing of legitimate activities funthng terrorism and indirect financing of
terrorism. These deficiencies identified under $Rnight limit the compliance with essential
criterion 13.2.

620. To illustrate the reporting regime and the FIAUablytical work authorities provided some
sanitised cases that were triggered by STRs aseémdisated to the Police. In a couple of cases
the subject persons referred in their STR to arpimiggcriminal proceeding conducted overseas
for the predicate offence along with the fact thatds stemming from that offence (which was
investigated overseas) were transferred by suspectifferent companies to Malta. However, in
the other cases the reporting entities do not tefgrarticular underlying criminal activities, just
purely the suspicion of ML. On the basis of theeieed cases the examiners established that high
level of evidences/knowledge on committed predicaitee appear not to be required by subject
persons.

621. Supervisory authorities are also obliged to diselt® information supported by the relevant
documentation to the FIAU where, either in the seuof their supervisory work or in any other
way, discover facts or obtain any information thauld be related to money laundering or the
funding of terrorism. The information shall be sestsoon as is reasonably practicable, but not
later than five working days from when facts argcdivered or information obtained.

Table 22: Statistical data on STRs (ML&FT) receivedby the FIAU

First
2005 | 2006 | 2007 | 2008 | 2009 | 2010 | fve
months
of 2011
Credit Institutions 40 38
(Commercial Banks) 39 43 38 (1 FT) 26 (L FT) 9
Financial Institutions 10
(Currency  Exchange  and 18 13 13 6 4 3
. aFT)

money remitters)
Investment Services Licensees - - 4 2 2 2 2
Insurance Licensees 10 2 - - 1 4 1
Lawyers - - 1 1 2 3 -
Notaries - - - - 1 - -
Remote Gaming Companies - - - 2 3 4 5
Casino Licensees - - - - 1 2 3
Trustees & Fiduciaries 1 5 2 2 2 4 2
Real Estate Agents - 1 - - 2 - -
Accounting Professionals
(Accountants, Auditors) 1 2 4 i 4 3 i
Regulated Markets - - - - 3 - -
Company Service Providers - - - - 3 5 1
Supervisory Authorities 6 12 2 - 3 3 2
Others - - - - 4 1 -
Total 75 78 61 60 63 73 28
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Table 23: Statistical data on STRs sent by subjeqtersons and supervisory authorities, and
FIAU generated cases

First
2005 | 2006 | 2007 | 2008 | 2009 | 2010 | fve

months

of 2011

STRs sent py subject persons 75 78 61 60 63 73 28

and supervisory authorities

FIAU generated cases 5 10 13 3 13 8 5
Total 80 88 74 63 76 81 33

No Reporting Threshold for STR-s (c. 13.3 & c. 8R)I

622. Article 15(6) of PMLFTR includes the requirementrgport suspicious transactions which
may be committed or attempted. (see criterion 13\D) reference is made in the AML/CFT
legislation to any threshold or amounts that cargyer STR reporting.

Making of ML/FT STR-s Regardless of Possible Irnrabnt of Tax Matters (c. 13.4, c. IV.2)

623. There are no provisions in the AML/CFT legislatitwat could prohibit the STR reporting on
grounds that tax matters are involved. Subject qrersare required to report suspicious
transactions irrespective of the nature of the dyithg criminal activity which is defined as any
criminal offence and irrespective of whether theyolve tax matters or not. Statistics on
suspected predicate offences in disseminated dmm®g 9 cases with undeclared income as a
suspected predicate crime. Some interlocutors linddrthe threat of tax and VAT frauds as
predicate crimes.

Delay of execution of transaction (postponement)

624. By virtue of Article 28 of PMLA, subject personsearequired to delay the execution of a
transaction and to send an STR to the FIAU, whiohsttutes effectively a request for a
postponement order, if they are aware or suspattlle transaction may be linked to ML or FT.
Both authorities and representatives of the bankimdustry described the provisions on
postponement of the execution of a transaction ggeaial way of reporting. (The next article of
PMLA regulates the situation where delaying thegeation is not possible due to its nature or for
the sake of effective investigation or prosecuti@eading the aforementioned provisions in the
context of PMLFTR that regulates the reporting gdifion the transaction must not be executed
unless an STR was filed by the subject person eefdowever, the transaction can be executed
before the submission of an STR, if the delay i$ passible. Examiners assume that these
provisions are the results of the implementatiothefThird EU AML/CFT Directive.)

625. The FIAU may oppose the execution of the transactiithin the period indicated by the
subject person in its request, which ‘opposing’cically means the issue of a postponement
order against the transaction at stake. In suckescaise FIAU within 24 hours promptly
disseminates the STR to the Palice, if it estabbsteasonable suspicion of ML. Moreover, the 24
hours period has to be sufficient for the applaratior an attachment order by the Police before
the court, and for issuing the attachment ordethbycourt?’

40 Article 28 of PMLA
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626. According to the statistical data provided by tHAUW subject persons forwarded 7 requests
for postponement order in the period from 2006181 May 2011. Out of the 7 requests the
FIAU effectively postponed the transactions in Sesaand the court issued attachment orders in 4
cases. It is worth mentioning that no request fostponement order has been submitted by
subject persons in 2008, when the FIAU was the mctste in dissemination. In 2010-2011 two
requests for postponement orders were filed byestijersons, but no postponement order was
issued by the FIAU. All of the requests were sgntiedit institutions.

Table 24: Number of postponement orders

Number of | Transactior] Period of time| Period of time within| Attachment Attachment
requests for § postponed| within which | which FIAU issued | order issued order
Year | nostponemer to execute | postponement order, (Lifted/Elapsed
order transaction etc...)
. . Lifted/expired
2006 1 N immediately same day as request N ifted/expire
was made
o same day as request Pending (still in
2007 1 Y not specified was made \ force)
2008 nil n/a n/a n/a n/a n/a
same day as request Lifted
2009 1 \ 1 day was made \
2009 1 \ same day same day as request N Lifted
was made
X
2009 1 \ not specified same day as request X
was made
2010 1 X not specified n/a X X
2011 1 X not specified n/a X X

Additional Elements — Reporting of All Criminal &¢t. 13.5)

627. Under the PMLA the requisite ‘criminal activity’ maes any activity wherever carried out
which, under Maltese or any other law, amounts ¢drainal offense or crime specified in Article
3 (1) @ of the United Nations Convention Against llliciiraffic in Narcotic Drugs and
Psychotropic Substances adopted on the 19th DecetfiB8 in Vienna, or any criminal offence.
Therefore, subject persons are required to repsgisious transactions notwithstanding that the
predicate offence was committed outside Malta.

628. It can therefore be concluded that the subjectomsrare required to report STRs to the FIU in
all cases that the predicate offence was commiitgde or outside of Malta.

Effectiveness and efficiency

629. The provisions of the PMLA as well as the PMLFTRggipower to the FIAU to collect
suspicious transactions filed by the subject pergbat are stored in properly secured facilities
and are processed, analyzed and disseminatedfteeteghe Police.

630. As to statistics on final convictions, the evalaatiteam positively regarded that 4 final
convictions in ML out of the total of 8 final cortions were made on the basis of STRs received
from subject persons [1 in 2007, 2 in 2008 and 2009].
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631. During 2005-2010 the lowest number of STRs was BRsSin 2008, whilst the most STRs
(78) were registered in 2006. Thus, it can be dtttat the total number of STRs on a yearly basis
looks relatively steady. As to the reporting medkians of financial sector it is worth analysing
the statistical data on STRs submitted and theestquor additional information sent to subject
persons in 2010 and in the first five months of 201

Table 25: Statistical data on number of STRs sentybsubject persons and the FIAU's request to
subject persons in 2010 and in the first five monthof 2011 broken down by subject persons

STRs FIAU’s request to subject persons
; First five ; First five
Al  months of 2011 Al  months of 2011
Credit Institutions 38 ' i
(Commercial Banks) (1 FT) 9 1272 i 293
Financial Institutions !
(Currency  Exchange  and 4 3 131 E 11
money remitters) !
Investment Services Licensees 2 2 22 -
Insurance Licensees 4 1 - 1
Lawyers 3 - 1 1
Notaries - - -
Remote Gaming Companies 4 5 6 248
Casino Licensees 2 3 - -
Trustees & Fiduciaries 4 2 1 110
Real Estate Agents - - - -
Accounting Professionals 3 i 3 )
(Accountants, Auditors)
Regulated Markets - - 1 -
Company Service Providers 5 1 1 -
Supervisory Authorities 3 2 - -
Others 1 - - 5 -
Total 73 28 1438 ; 664

632. The evaluation team considered the legal conteits ianalysis of these figures. By virtue the
Article 30 (1) of PMLA when the FIAU receives an BTor when from information in its
possession the FAIU suspects that any subject persay have been used for any transaction
suspected to involve money laundering or fundingeoforism the FIAU may demand from any
subject persons any additional information thateiems useful for the purpose of integrating and
analysing the report or information in its possassi

633. There is a large difference in the volume of theRSEent by the subject persons and the
requests by the FIAU for additional information. Wéhonly 38 STRs were filed by credit
institutions in 2010, 1272 requests for additian&rmation were issued by the FIAU.

634. This disparity raises two issues: on one handpeaps to emphasise the proactive approach of
the FIAU in following up STRs. On the other handile taking into account that one STR may
generate numerous requests to several financiather institutions (some of which will generate
negative returns)., the evaluators consider thiat uinlikely that these types of general enquiries
would account for all the FIAU domestic requestsifidormation.

635. The authorities indicated that the difference betwthe number of STRs received and the
number of FIAU requests is partially accounteddgrforeign FIU requests. They indicated that a
part of the overall domestic requests sent by ti&Fare triggered by foreign FIU requests.
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636. The remaining difference in the numbers of domeasguest may also be the results of the
FIAU proactively searching the databases and sopmgiéing them with further information from
reporting entities in the absence of STRs.

637. It was also noted that the statistics show a censlile decrease in the number of STRs sent
by credit institutions in the first five months 2011. It has to be added that only 2 STRs were
filed by credit institutions in the first three ntbs of 2011

638. Albeit that 7 additional STRs came from credit itagions in April and May 2011, the total
number of STRs (9) generated by credit institutimstill low by comparison with previous
years. Authorities stated that according to th&pegience, no steady level of reporting occurs
within one examined year and the fact that 7 STRseweceived in the last two months
underlines the varying nature of reporffnigNonetheless, it has to be emphasised that the FIA
sent 293 requests to credit institutions in theesgrriod, which raises concerns in the minds of
the evaluators about the possibility of underrapgrt

639. While the Maltese authorities indicated that theyl lof course discussed and analysed the
figures in 2011, no measures were taken at that &imthe authorities believe that a period of a
few months is not sufficient for corrective action.

640. Commenting on the low number of STRs, the autlexigxplained that a threshold-based
reporting procedure had been considered severed yg@, but after analysing the issue, a strong
consensus was reached not to introduce a threslaskeld reporting system alongside the STR
regime. Doubtless the Maltese authorities will wistkeep the earlier decision under review in
their ongoing monitoring of the numbers of STRs.

641. The Maltese authorities also indicated that thehhimmber of requests submitted for
additional information could also be the resultref small number of databases at their disposal.

642. The discrepancy between the figures of STRs redeawel the requests submitted to subject
persons for additional information has to be takda consideration in the course of evaluating
the adequacy of the volume of STR statistics.

643. As regards the statistics of international coopenatthe statistics on requests sent by foreign
FIUs could constitute a point of reference in asisgsthe effectiveness of the reporting system.
According to the international standards the suspiof ML or FT is the condition of carrying
out information exchange with counterpart FIU. Tdwaluation team welcomed the proactive
approach of the FIAU in international cooperatiblowever the requests received by the FIAU
from foreign counterparts constitute at least gisimn of ML or FT with relevant links to Malta.
The figures show that more than 40 requests werelseforeign FIUs towards the FIAU on a
yearly basis between 2008 and 2010, which is abalifiof the total STRs sent by subject persons
in a year. Moreover, the number of requests prapatly ran high in the first five months of
2011: 43 requests were registered in that peritichwis the level of requests registered entirely
in the previous years. It has to be emphasisedstiigiect persons sent 28 STRs out of which 9
were sent by credit institutions during the sameoge In other words, the Maltese subject
persons recognised the suspicion of ML/FT in 2&sawhile foreign FIUs had information on
suspicions of ML/FT with a possible link with Majtan 43 cases. The Maltese authorities
indicated that only two analyses were initiateditioyy FIAU due to suspicions raised on the basis
of foreign FIUs requests.

“1 Statistical data on number of STRs sent in ths¢ fimee months of 2011 were provided in the MEQ.
42 By the end of 2011 the total number of STRs walibof which 26 were forwarded by credit institusion
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Table 26: Statistical data on international request received by the FIAU

Year Request received by the FIAU
2005 37
2006 23
2007 29
2008 44
2009 46
2010 45
First five months of 2011 43

644. A national ML/FT threat assessment was not conductélalta, and the authorities were not
in a position to quantify the approximate econotogs or damage from criminal offences of an
economic nature. In the absence of figures itfigcdit to have a point of reference in the debate
on the number of STRs received by the Maltese FHdm the table in the introduction it can be
seen that the number of offences of an economigr@aire not negligible, but in the absence of
guantification of the damage, conclusions aredliffito draw.

645. Furthermore, examiners were informed by some afessmtatives of financial sector subject
persons onsite that the FIAU gives feedback upquoest, but the value of the information is not
considered sufficient.

646. With regard to transaction postponement the sizistiustrate that the FIAU applied the
procedure on postponing transactions with a radbtisatisfying rate of efficiency since it
postponed the transactions in 5 cases out of 7estgfor postponement order, and the court
thereafter issued 4 attachment orders in the eteluperiod. As regards the recent years, 2
requests were sent by subject persons in 2010-20t ho postponement order was issued by the
FIAU. It has to be emphasised that in order forEh&U to issue a postponement order, a subject
persons’ request is required. the FIAU has no aitthto issue postponement order on its own
motion or on the basis of a foreign request. Thamérers remained doubtful whether the 24
hours period is sufficient on one side for the Flftarry out a proper analysis in each cases and
establish whether the reasonable suspicion exsighe other side for the Police to provide
sufficient evidences for an attachment order. Adties noted that the close and productive
cooperation between the Police and the FIAU couteidh the result showed by statistics.

647. Nonetheless, the low number of postponement regumstsubject persons questions the
effective implementation in the context of the ngjmg regime. It is unclear, whether such low
numbers of subject persons in applying the postpené request (which is a type of STR) is the
result of insufficient training or deficienciessapervision.

Special Recommendation 1V

648. Malta was rated NC in the third round report dueght® absence of mandatory obligation to
report suspicion of FT.

649. By virtue of the 2006 amendments of the Maltese ABHET regime, the obligation to report
knowledge or suspicion of transactions that cowddrélated to the funding of terrorism was
introduced.

650. Article 15(6) of PMLFTR stipulates the obligatioarfthe reporting parties to inform within
five working days the FIAU in all cases when a g@stion may be related to money laundering or
the funding of terrorism or a person may have begmngr may be connected with money
laundering or the funding of terrorism as well aghose cases when money laundering or the
funding of terrorism has been, is being or may temitted or attempted. In this context it is
apparent that the legal framework is in place i@y with requirements of the recommendation.
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651. Furthermore the aforementioned regulation doescantain any threshold or exemptions of
any sort and therefore is in line with c.IV.1.

652. Moreover the definition of “suspicion” provided IRMLFTR comprises all cases where,
regardless of any exemption or threshold, relatednty transaction that the person carrying out
the transaction knows or suspects that the applicairbusiness may have been, is, or may be
engaged in money laundering or the funding of tesnas, or that the transaction is carried out on
behalf of another person who may have been, imjay be engaged in money laundering or the
funding of terrorism. The subject persons are @ditp report suspicious transactions regardless
irrespective of the nature of the underlying criatimctivity which is defined as any criminal
offence.

653. The criminal offence of financing of terrorism sett in Criminal Code serves as the definition
of FT which is applied for reporting obligation. Alescribed under SR I, a difficulty arises from
the language of Article 328A of the Criminal Codaieh limits the financing of terrorism acts
covered by the annex to the TF Convention, becatishe three specific intentions set out in
Article 328 A (1) a), b) and c). Financing the sfieoffences covered in the annexes should not
require any other intention under Article 2 (1) @d)the TF Convention. Furthermore, it was
unclear for the examiners whether the criminaloratof FT covers financing of legitimate
activities furthering terrorism and indirect finamg of terrorism. These deficiencies identified
under SR Il might limit the reporting obligation.

Table 27: Statistical data on STRs on FT

First five
2005 2006 2007 2008 2009 2010 months Total
of 2011
STRs (Cl (Cl . (Cl ) 3
- - urrenc ommercia - ommercia -
on FT Exchangg) Bank) Bank)

654. Since the introduction of the legal obligation ¢port FT suspicions, 3 STRs have been filed.
Two of them were sent by credit institutions ané amms sent by a currency exchange office.

655. During the on site interviews, the financial seatgpresentatives advised the examiners that
monitoring of transactions by using terrorist li@segularly carried out and in case of a hit, an
STR is immediately forwarded to the FIAU. Examingesrceived that, in pursuance of their
obligation to identify and report FT suspicions,shof interlocutors of financial industry refer to
legal notices implementing UNSCR 1267 and 1373n&sad the indicators of a suspicion.

656. The Implementing Procedures Part | cover both Mil. Eh. However this document was issued
only one week before the onsite visit so the affeness is impossible to be determined particularly
in relation to combating FT.

657. Prior to the issue of the Implementing Proceduses IPsector-specific Guidance Notes were in
place. With the exception of IFSP Guidance Notesu@d in 2010) none of the rest of the
Guidance Notes contained any reference to prevenfithe financing of terrorism.

658. The evaluators noted at the on-site interviews $keatral interlocutors were not clear of the
distinction between the obligations under SR IV amdier SR Ill. Although no indicators for
recognising unusual transactions related to TF heaen formally issued, authorities stated that
training has been provided to inform reporting teegi of known red-flag indicators on FT. The
evaluators were advised that subject persons egpariusual transactions that are only linked to
persons or geographical areas which were relateihtynational financial sanctions. The
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examiners had the impression that not all the lint¢ators had separate (distinct) systems in place
to identify/report suspicions of FT other than liseprovided under SRIII.

Effectiveness and efficiency

659. In the absence of a national risk/threat assessamehgiven the size of the financial market in
Malta, the number of STR on FT submitted to the Fldeems to be insufficient. Taking into
account that two of the reports were generatedhbyctedit institutions and one by a currency
exchange office, questions arise regarding theciffmess of reporting system from other
categories of financial institutions.

2.5.2. Recommendations and comments

Recommendation 13 & Special Recommendation IV

660. Maltese authorities are invited to carry out a coerhpnsive assessment on general adequacy
of level of reporting, the scope of reporting obtign and the practice followed by subject
persons.

661. It is unclear whether the low level of reportinglirding in the credit institution sphere is
negatively influencing the effectiveness of the 1leh&ML/CFT reporting system. The evaluators
consider that it is important for the authoritiescontinuously monitor the number of STRs in a
timely fashion.

662. In this context the evaluators welcomed the degigdoundertake a national risk assessment in
2012. In the evaluators’ view this is essential &nshould address the issue of the number of
STRs received. The evaluators have not attemptethke comparisons with other jurisdictions as
this is beyond their remit. But in the risk anatysiomparisons might usefully be made with
jurisdictions of a similar size and developed ficiah sector. Similarly a quantification of the
economic loss from crime may be helpful in the Hart development of Maltese AML/CFT
policies.

663. The low number of applications of requests for atponement order by subject persons gives
rise to concern. Maltese authorities should prowdming and fine-tune the supervision in order
to identify the possible reasons of under-using#ugiest for postponement order.

664. Specific training and guidance should be providedubject persons on terrorist financing
suspicious transactions reporting, including redslindicators of suspicion and case studies.

2.5.3. Compliance with Recommendations 13 and Special Remndation SR.IV

Rating Summary of factors underlying rating

R.13 PC » Deficiencies in the incrimination of TF might limihe reporting
obligations

*  The scope of reporting requirements relates to mémendering only
not to proceeds of criminal activity

*  Low number of STRs including from credit instituts gives rise tq
concerns on the reporting regime (effectiveness)
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SR.IV PC » Deficiencies in the incrimination of TF might limihe reporting
obligations

* Low level of awareness and understanding on FT flags and
indicators among reporting entities; concerns eelab the confusion
among the reporting entities in relation to the lenpentation of SR
IIl and the reporting obligations under SR IV

* Low level of reporting (effectiveness issue)

2.6. Shell banks (R.18)

2.6.1. Description and analysis

Recommendation 18 (rated PC in th& Bound report)
Not approve establishment or continuation of operet with shell banks (c.18.1)

665. As it was noted in theBround evaluation report, the requirements sehfortthe Banking
Act Section 7(1) regarding granting of a bankirgtice, prevent establishment of a bank in Malta
without a physical presence, a place of operatimhrmanagement with an independent board of
directors.

666. The approval of a banking licence is subject todhteria established by the Act itself and
Banking Directive No 01 on the licensing procedures

667. The evaluators were assured that there are nolsiréts operating in Malta.

668. The prohibition from entering into business relasbips with shell banks is set out in
Regulation 11(4) of the PMLFTR.

Not approve correspondent banking relationshipsstiell banks (c18.2)

669. Regulation 11(4)(a) of the PMLFTR prohibits credistitutions from entering into, or
continuing correspondent banking relationships wighell bank. This prohibition was introduced
after recommendations provided in tH&e¥aluation report.

670. Though the requirement itself is now present in kgislative acts, there is no further
guidance for financial institutions as to how apiblis in practice.

Satisfy that correspondent financial institutiorsrbt permit their accounts to be used by shelkban
(c.18.3)

671. Regulation 11(4)(b) requires credit institutionstéde appropriate measures to ensure that

they do not enter into or continue a correspondkmking relationships with a bank which is
known to permit its accounts to be used by a $faik.
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672. However, it seems that there is still lack of ustiending among market participants in what
way they can be able to verify that their corresfgam banks are not servicing shell bdfks

2.6.2. Recommendations and comments

673. Though Maltese authorities have taken into conatiter the recommendations of th& 3
round evaluation report and have introduced prtbiito enter into or continue a banking
relationships with shell banks as well as the atiian for financial institutions to satisfy
themselves that a respondent financial instituitioa foreign country does not permit its accounts
to be used by shell banks, the practical applicadiothese requirements could be complemented
by more guidance from the supervisory authorities.

2.6.3. Compliance with Recommendation 18

Rating Summary of factors underlying rating
R.18 » Effectiveness issue:

Insufficient understanding among market participantwhat way they
can be able to verify that their correspondent baarle not servicing
shell banks.

LC

2.7. Special attention for higher risk countries (R.21)

2.7.1. Description and analysis

Recommendation 21 (rated PC in th& Bound report)

674. In the 3 round evaluation report it was recommended tooihice a requirement to pay
special attention to business relationships anmséretions with persons from countries that do not
or insufficiently apply the FATF Recommendationstlasre was no such specific requirement at
that time. It was also recommended to considerlsupmting this by issuance specific guidance
for all financial institutions in relation to highdsk countries.

Special attention to business relationship and $eations and measures in place to ensure that
financial institutions are advised on AML/CFT rigks21.1 and 21.1.1)

675. In relation to the requirement to pay special ditbento countries which do not, or
insufficiently apply the FATF Recommendations, Ragan 15(2) of the PMLFTR makes
reference to the concept afeputable jurisdictiohh and requires subject persons to pay special
attention to countries that does not meet critefiareputable jurisdictiofi According to the said
provision, subject persons shall pay special atiertio business relationships and transactions
with persons, companies and undertakings incluthinge carrying out relevant financial business
or a relevant activity from a jurisdiction that dasot meet the criteria of a reputable jurisdiction

43 Further guidance on measures to insure that cqmeslent business relationship are not establisheihaany way
connected with shell banks is provided in the Impleing Procedures Part Il, issued by the FIAU in Blober 2011.
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676. A “reputable jurisdictioft is defined under Regulation 2 as any country hgwappropriate
legislative measures for the prevention of moneyndkering or terrorism financing taking into
account that country’s membership of or any detitamaor accreditation by any international
organisation recognised as laying down internatipreccepted standards for the prevention of
money laundering or terrorism financing and whigpeyvises natural and legal persons subject to
such legislative measures for compliance therewith.

677. The Implementing procedures is referring to a negment for the entities tpay special
attention to business relationships and transadiarnth persons, companies and undertakings,
including those carrying out relevant financial imess or a relevant activity, from a jurisdiction
that does not meet the criteria of a reputablegdiction Further in this document authorities
indicate that entities themselves establish whedh@rrisdiction is to be considered mefutable
jurisdiction”, as defined in Regulation 2 by referring to muteaaluation reports or public
statements on that country issued by the FATF, Meaideor other FSRBs.

678. In situations when such jurisdictions continue motapply measures equivalent to the
PMLFTR, subject persons are required to informRh&UJ which may require the subject person
not to continue such business relationship, naindertake a transaction or to apply any other
counter measures as may be adequate under thestemces (Regulation 15(3)).

679. At the time of the on site visit, the assessmemtavas informed that country warnings issued
by the FATF, MONEYVAL or other FSRBs, are circuldt® all financial institutions and posted
on the FIAU website. The underlying meaning for ¢idigors of such warnings would be that the
listed countries arenbn-reputable jurisdictioris as opposed toréputable jurisdictions

680. The evaluators perceived that the concept is utwarsslightly differently across the sectors
and sometimes seems not to be applied correctlys,Tihis obvious that industry representatives
need more assistance on the application of theeppn§o far the Implementing Procedures Part |
provide that “the onus remains on subject persortatry out their own assessment of particular
countries based on up-to-date information on thanhtry”.

681. The Implementing Procedures Part | in Chapter ‘8 he notion of reputable jurisdiction”
provides more information on application of the cgpt. However, it is considered that subject
persons themselves should establish that a cobagyappropriate legislative measures” in place
by referring to mutual evaluation reports or pulsliatements on that country issued by the FATF,
MONEYVAL or other FSRBs. European Union member edadre considered as meeting the
criteria of reputable jurisdiction automaticallyAE) has also provided a list of non-EU countries
that are recognized as having equivalent AML/CF$tays to the EU. The list of equivalent
countries provided in the Implementing Procedurest P assists subject persons with the
interpretation of the concept of “reputable juretidin”. It should be noted that the list itself has
not been updated since 268

Examination of the transactions with no apparerrexnic or lawful purpose (c.21.2)

682. Regulation 15(2) states that where transactiong Imavapparent economic or visible lawful
purpose and any other transaction which are péatigulikely by their nature to be related to
ML/FT, subject persons have to establish theirifigd in writing and make such findings
available to the FIAU and to the relevant supemyisuthority.

683. The Implementing procedures state thatdahsactions have no apparent economic or visible
lawful purpose, the background and purpose of dwahsactions should, as far as possible, be
examined, and written findings should be made abkl to the FIAU and to the relevant
supervisory authority to the extent required byti®ec3.1.5.1.In this section there is a request for

44 The relevant Annex to the Implementing Procedwassupdated in July 2011 as result of discussionimittre CPMLTF.
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subject persons to also implement specific proasifior this purpose. The findings from the
assessment of these transactions should serve asdditional element to be taken into
consideration in assessing the customer’s risklprof

Counter-measures

684. The basic principle for applying counter-measures lin the concept ofreputable
jurisdiction” which is further developed by Regulation 15(3) mha jurisdiction that does not
meet the requirements of a reputable jurisdictiontioues not to apply measures equivalent to
those laid down by the PMLFTR, subject persons havieform the FIAU which may require
such business relationship not to continue orrestetion not to be undertaken or apply any other
counter-measures as may be adequate under thetrespdrcumstances. The evaluators are of
opinion that it would be more effective if in casghen a country does not meet criteria of a
reputable jurisdiction continuously it should beABIl or other supervisory authority, which
provides such information to the subject persoatead of receiving it from them.

685. As regards FATF and MONEYVAL public statements adlas other relevant UNSC or EU
measures, they are brought to attention of then@iizh sector via the representatives sitting on the
Joint Committee for the Prevention of Money Lauivtgrand Funding of Terrorism. The
members of the Committee representing persons whtifyjas DNFBPs are asked to circulate
the documents to their members and bring theirezdstto their notice. Additionally, all FATF
and MONEYVAL statements are prominently placed loa EIAU’s website and circulated to all
financial institutions individually via email.

2.7.2. Recommendations and comments

686. As regards application of the concept afoii-reputablé jurisdiction, in practice more
assistance of the authorities would be desirabterims of guidance (e.g., providing information
on how the results of a country AML/CFT system aatibn disclosed in the mutual evaluation
report of the FATF or FSRB is to be treated or ather jurisdiction-specific advisory) as there is
a risk that subject persons might not be able tduate the risk level of a particular country on
their own and thus not applying appropriate counteasures.

2.7.3. Compliance with Recommendation 21

Rating Summary of factors underlying rating
R.21 * Not enough practical assistance on applicatiorhefdoncept of non-
LC reputable jurisdiction and hence the risk that appate counter
measures would not be applied.

2.8. Foreign branches (R.22)

2.8.1. Description and analysis

687. Itis required by the Regulation 6(1) of the PMLFIfat financial institutions do not establish
or acquire branches or majority-owned subsididriesjurisdiction that does not meet the criteria
for a reputable jurisdiction (see paragraph 676).
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688. Furthermore, in terms of the Banking Act and otfieancial services legislation, financial
institutions cannot establish an overseas branshifmsidiary unless so authorised by the regulator
(the MFSA) whose policy for such authorisationsludes the considerations of the AML/CFT
situation and legislative provisions in the jurtttn of establishment.

Recommendation 22 (rated NC in th& 8ound report)

Foreign branches and subsidiaries observe AML/CF8asures consistent with the home country
requirements, particular attention for branches gountries that insufficiently apply FATF
Recommendations and higher standard (c.221, c22.t22.1.2)

689. Financial institutions should be required to endbee their foreign branches and subsidiaries
observe AML/CFT measures consistent with home cgumequirements and the FATF
Recommendations, to the extent that local (i.et basntry) laws and regulations permit.

690. In the 3 round evaluation report it was noted that theres wa explicit requirement for
institutions in Malta to ensure that their oversbsasnches and subsidiaries follow AML/CFT
procedures, though as a part of approval procedeifeign branches and subsidiaries the MFSA
could require overseas entities to follow MFSA riegments for AML/CFT.

691. Now Regulation 6(2) of the PMLFTR requires finahanstitutions with overseas branches or
majority-owned subsidiaries to communicate to semfities their internal AML/CFT policies and
procedures. They are also required to apply in suahches and subsidiaries AML/CFT measures
that as a minimum are equivalent to the measureficaple in Malta under the PMLFTR.
Evaluators were told that in fact branches or slidases would be required to apply the higher
standard, whether it is the Maltese or the onéngie foreign jurisdiction.

692. As stated in the general part, Regulation 6(1) ipitshfinancial institutions from establishing
or acquiring branches or majority-owned subsid&ii a jurisdiction that does not meet the
criteria for a reputable jurisdiction (see paradrdf31l). This is further supported by the fact that
financial institutions require the authorisationtb& MFSA in order to establish or acquire such
entities.

693. Regulation 6(2)(b) requires institutions to apply such branches and majority owned
subsidiaries, where applicable, measures that,mamisnum, are equivalent to those under these
regulations regarding customer due diligence andrdekeeping. The emphasis of the provision
of this sub-regulation are the wortis a minimum” signifying that the overseas entity — be it a
branch or a subsidiary — is at least subject tivetgnt measures as its domestic parent entity.

694. At the time of the on-site visit there were no lotaes of Maltese banks outside Malta.

Inform home country supervisor (c22.2)

695. Regulation 6(2) further requires that in the evitwat the application of AML/CFT measures
which are at least equivalent to those in forc#adta is not possible, the subject person having
overseas branch or subsidiary in the respectivedigtion shall immediately notify the FIAU and
take additional measures to effectively handlertble of ML/FT. Should the subject person be
unable to take additional measures, the FIAU idabadlration with supervisory authority may
order the closure of such branches and subsidiaries

696. The Implementing Procedures provide examples ofype of additional measures that may
be applied. These include the application of enédriue diligence to all customers, transactions
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or products related to such jurisdiction, the imflas of limits on particular transactions or any
similar obligations.

697. As stated before in the report, the effective immatation of the provisions of the
Implementing Procedures is difficult to assesstduscent adoption of the document, just before
the on-site visit.

Additional elements

698. Financial institutions subject to the Core Prinegphre supervised on a consolidated basis by
the regulator in terms of Banking Directive BD/16rGolidated Supervision.

2.8.2. Recommendations and comments

699. Malta has implemented the Recommendation 22 iledislative acts as recommended in the
3" round evaluation report.

2.8.3. Compliance with Recommendation 22

Rating Summary of factors underlying rating
R.22 C

Reqgulation, supervision, guidance, monitoring andrgtions

2.9. The Supervisory and Oversight System - Competentuthorities and SROs / Role,
Functions, Duties and Powers (Including SanctiongR. 23, 29 and 17)

2.9.1. Description and analysis

Authorities/SROs roles and duties & Structure amsburces

Recommendation 23 (23.1, 23.2) (rated LC in tH&r8und report)

Regulation and Supervision of Financial Institusge. 23.1); Designation of Competent Authority (c.
23.2)

700. The licensing and supervision of the financialitngbns is mainly regulated by means of the
following legislative acts and subsidiary legishatiissued thereunder: Banking Act (Cap 371),
Malta Financial Services Authority Act (Cap. 33@®inancial Institutions Act (Cap 376),
Insurance Business Act (Cap. 403), Insurance Irediamnies Act (Cap. 487),, Investment Services
Act (Cap. 370), Special Funds (Regulation) Act (C&D), Financial Markets Act (Cap. 345) and
the Trust and Trustees Act (Cap 331).

701.  All financial institutions must be licensed and snpsed by MFSA. According to Article 26
of PMLA, the AML/CFT supervision powers are entagtto the FIAU. This includes the
authority of the FIAU to conduct on-site inspeciand carry out off-site compliance monitoring.
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Moreover Article 27 of the PMLA empowers the FIAQ enter into arrangements with a

supervisory authority to carry out inspections ehddf of the FIAU. The FIAU has had such an
arrangement with the MFSA since 2003.

702. PMLFTR includes all financial institutions listed the FATF Recommendations and by this
token they are obligors and subject to AML/CFT Ratjons and supervision in accordance with
the provisions of Articles 26 and 27 of the PMLAETFIAU jointly with MFSA (based on art.27
of the PMLA) is responsible for monitoring compleanwith of the financial institutions with the
provisions of the AML/CFT legislation. All types dihancial institutions require a license from
the MFSA to conduct their business in Malta and sakject to prudential supervision by the
MFSA in addition to the AML/CFT compliance oversidiy the FIAU.

703. MFSA inspectors perform periodic supervision of lisensed institutions based on their risk
level exposure. The examination reports cover argdated to credit, treasury, internal audit, risk
management, deposit accounts, prevention of maneydering, corporate governance etc.

704. With regards to inspections in AML/CFT risk area foredit and Financial institutions, the

on-site visits will take on average 2 inspectorgroa 10 working day period to complete the
review.

705. For Securities — Investment Services / Collectimeestment Schemes, on average the
duration of on-site compliance visits is betwedn 3 working days. In the case of focused on-site
visits the duration is 2 — 3 days. With regardswtmmber of staff involved, on average 2 — 3
compliance officials are present for the visit.

706. For the insurance sector the average duration ftervisits of MFSA in respect of on-site
reviews is 2 to 10 days for an insurance undertgkitepending on the complexity of the
inspection. A full review of an insurance interrizegl will take between 1-3 half days while a
focused review will take between 1-2 half days. Wiegards to the average number of staff
involved in full reviews and focused reviews, ireticase of a full review of an insurance
undertaking the average number of staff involved-& and in the case of a focused review the
number of staff is 2-4. The average number of stafblved in a full /focused review of an
insurance intermediary is 2-3 persons.

707. The MFSA is obliged, according to the PMLFTR toctlise to the FIAU in no more than 5
working days where, either in the course of thapesvisory work or in any other way, discover

facts or obtain any information that could be mdato money laundering or the funding of
terrorism.

708. The FIAU’s supervisory power is enabled through peformance by FIAU of on-site
examinations as well as desk reviews by meansfiitef supervision.

709. The FIAU has a newly established compliance departnin charge of the supervisory
activity of the unit, ranging from off-site supesion to on-site visits. In 2010, 14 on site visits
were performed by the FIAU in cooperation with otiseipervisory authorities (MFSA and
Lottery and Gaming Authority).

710. At the time of the on-site visit the FIAU didn’t Yxa a written methodology for supervisory
activity (off site or on-site). The on-site exantioas are based on the annual plan which is
drafted by the FIAU and MFSA. On-site compliancsitgi may also be triggered both by the
MFSA as well as the FIAU on the basis of informatip its possession retrieved through its off-
site monitoring function and through other funct@xercised by the FIAU.

711. The off-site supervision comprised mainly the sosubf the compliance procedures sent by
the obligors. Off-site and on-site monitoring aa@rieed out in accordance with an understood
procedure followed by the Compliance Section ofRh&U. Even though the procedure is not set
out in a written manual, a brief outline of suclogedure is provided in the Implementing
Procedures under Section 2.4.1
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712. For the off-site supervision the annual compliaregort is used, which is a very important
mechanism for the FIAU to assess compliance ofestifjersons. The information obtained from
the annual compliance reports includes the numibenternal reports, the reasons for non-
submission of an STR following an internal reptrg description of internal procedures, findings
of internal audit, changes in MLRO etc... The obligatto file an annual compliance report was
introduced in the implementing Procedures.

713. In addition to being subject to AML Regulationgydncial institutions are also subjectai
hoc laws which provide fit and proper checks that aesried out during the licensing or
authorisation process that is performed by the MFBML/CFT legislation alongside the
aforementioned ad-hoc laws does serve as a ddtéoreniminals attempting to acquire stakes in
financial institutions.

714. The PMLA caters for co-operation between the FlAid ather supervisory authorities, for
the financial sector this being the MFSA, thus eimguthat financial institutions are not used for
criminal purposes and therefore preserve the fiahntstitutions integrity. In fact, Article 27 of
the PMLA enables the FIAU to request any superyisoithority to do all or any of the following:

(a) to provide the FIAU with such information of whittte supervisory authority may become
aware of in the course of its supervisory functiand which indicates that a subject person
falling under the competence of the supervisonharitty may not be in compliance with
any requirements under the PMLA or the PMLFTR;

(b) to carry out, on behalf of the FIAU, on-site exaations on subject persons falling under
the competence of the supervisory authority with &lm of establishing that person’s
compliance with the provisions of the PMLA and BMLFTR and to report to the FIAU
accordingly.

Recommendation 30 (Resources supervisolsjequacy of Resources (c. 30.1); Professional
Standards and Integrity (c. 30.2); Adequate Trajrfn 30.3)

715. FIAU has three compliance officers dealing witheswsory activity of the agency both on-site
and off site, for all obligors (financial sector damon-financial). However, in view of the
arrangements entered into by the FIAU with othgresusory authorities for on-site visits to be
carried out on its behalf by officers of the swmary authorities, compliance monitoring for
AML/CFT purposes is being conducted by a sufficimmnber of officers working within the FIAU,
the MFSA and the LGA.

716. The staff complement of the Banking SupervisiontWhiMalta Financial Service Authorifg
made up of 21 persons. The Unit is headed by actdireand is subdivided into three
complementary Sections: On-Site, Off-Site and Ratgut and Compliance. There are 3 deputy
directors, each responsible for one of these Setibhe other members of staff are allocated as
follows: 7 to the On-Site, 6 to the Off-Site, 3ttee Regulation and Compliance, and 1 reports
directly to the Director.

717. The on-site review team may be augmented by additipersons from the other Sections
depending on the nature of their specialisatior@mkks currently being overseen.

718. The Insurance and Pensions Supervision Unit wMHSA hasl6 members of staff currently
engaged including the director. All staff is invetlzin different aspects of supervision, including
on-site and off-site work. While most of the ste#in be involved to varying degrees in off-site
supervision, 6 staff members are normally involiedon-site supervision. These are the 3
accountants and 3 technical persons.

719. The Securities and Markets supervision Unit withliESA has23 members of staff currently
engaged with the Securities and Markets Supervisioih These include the director of the Unit,
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two deputy directors responsible for overseeingkwetated to on-site supervision/listings and
off-site supervision and market oversight, and tegal Officer. There is 9 staff members
involved in off-site work, 8 staff members involvedon-site work and 2 support staff.

Authorities’ powers and sanctions

Recommendation 29 (rated LC in th&"3ound report)

Power for Supervisors to Monitor AML/CFT Requirein@gn 29.1); Authority to Conduct AML/CFT

Inspections by Supervisors (c. 29.2); Power foredupors to Compel Production of Records (c. 29.3

& 29.3.1); Powers of Enforcement & Sanction (c429.

720. Pursuant to Article 26 of the PMLA, the FIAU is tpd to ensure compliance by the

obligors with the provisions of the AML/CFT legisitan (PMLA and PMLFTR). This is enabled
through the performance by FIAU of on-site examored as well as desk reviews by means of
off-site supervision. In addition, FIAU can entertd arrangements with other supervisory
authorities (such as the MFSA and the LGA) to casgt on site examinations regarding
AML/CFT issues on its behalf.

721. According to the PMLA the FIAU maya] authorise any of its officers, employees or agent

on producing evidence of his authority, to requirg/ subject person to provide him forthwith
with such information or documents relating to tlsabject person’s internal procedures for
compliance and to answer any questions as the kY reasonably require for the performance
of its functions; 1) by notice in writing served on a subject persequire that person to produce,
within the time and at the place as may be spekifiethat notice, any documents as may be so
specified in the notice provided such documentsraasonably required by the FIAU for the
performance of its functions under PMLA.

722. FIAU pursuant to Article 26(2) is entitled to regtiefrom any obligor to provide

information or documents relating to internal prbaees for compliance with the AML/CFT
legislation (PMLA and the PMLFTR) and to respondittoqueries. Additionally, the FIAU

may require subject persons to produce such dodsrteat are required by the FIAU to fulfil
its compliance function.

723. The monitoring process is carried out both off-gitel on-site aiming to assure that the

AML/CFT procedures of the subject persons are beaiogplied with appropriately. The
submission of an annual compliance report by thikgaots is also an important part of
assessing the overall compliance.

724. The Maltese legislation by means of article 27 LA does also provide for the

cooperation among FIAU and oversight authoritiesonder to assure that the financial
institutions are not utilised for criminal purpos@&goreover the FIAU may also request the
supervisory authority to perform on behalf of thAl, on-site examinations on obligors
falling under the competence of the supervisonharitly with the aim of establishing that
person’s compliance with the legislation (PMLA ahd PMLFTR).

725. Malta Financial Supervisory Authority is empowerédy Malta Financial Services

Authority Act (CAP 330) to among other things to regulatenitor and supervise financial

services operating in Malta, promote the genemtdrests and legitimate expectations of
consumers of financial services, to monitor andpkeeder review trading and business
practices relating to the supply of financial seeg, to monitor the working and enforcement
of laws that directly or indirectly affect consursenf financial services in Malta, and to
undertake or commission such study, research estigation which it may deem necessary in
this regard.
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726. Should the MFSA find any AML/CFT breaches duringithsupervisory work, the matter
shall be refer the findings to the FIAU in ordelingose the respective sanction.

727. On-site examinations of the subject persons amedanut by the FIAU in order to determine
whether the provisions of the PMLFTR are being enpdénted in practice by the obligors. The
compliance officer of the entity is expected toyide explanations and supporting evidence of
the internal procedures of the subject person angroduce a number of customer files for
inspection, selected randomly by the officers dagyut the examination.

728. It is worth noting that PMLA empowers the FIAU tequest a supervisory authority of
particular subject persons, to carry out on-si@nRrations on behalf of the FIAU. MFSA fulfils
such responsibility for the financial institutiorend authorised trustees. Findings of the
examination carried out by the MFSA are reportetheoFIAU that in turn decides whether any
action is warranted in order to address the pakebtieaches of the PMLFTR by the subject
person. The MFSA as the financial sector superyisothority has extensive powers to require
any information and / or documentation from itgtice holders.

729. The sanctions contemplated under the PMLFTR apeilated by Regulation 4 (1), 5, 7(12),
15 (15), 16 (1) and 17 (2).

730.  An annual compliance plan is drawn by MFSA at theeption of every year which contains
the compliance visits that are to be carried ouinguthat year. Such plan is sent to the FIAU in
order for the latter to determine whether it willrficipate in any of them.

731. It should also be noted that shortcomings encoedtby the FIAU during the normal course
of its activity will be associated with additionalquests for information from the obliged entity as
well as a potential targeted examination.

Effectiveness and efficiency (R. 23 [c. 23.1, c.Z3R. 29, and R. 30 (all supervisors))

732. MFSA is the primary prudential supervisor in Malad in this framework is directly
responsible for the performance of the financiatt@e and the application of the Law and
regulations as well as other rules which may bé ¢eown as a result thereof. In this regard the
MFSA is charged with liquidity, solvency and op@atl risk supervision and within this remit it
is also empowered to address AML/CFT regulationsupkrvision.

733. The MFSA monitors compliance of all financial ihstions as part of its prudential
supervision. These entities upon licensing are aldgect of on-site inspections and off-site
reviews.

734. For the purpose of AML/CFT compliance, financiadtitutions are monitored by the FIAU
with the assistance of the MFSA, which is the $olgncial regulator, in terms of Article 27 of the
PMLA.

Recommendation 17 (rated LC in th&'3ound report)

Availability of Effective, Proportionate & Dissuasi Sanctions (c. 17.1); Range of Sanctions—Scope
and Proportionality (c. 17.4)

735. Article 12(3) of the PMLA states tharules or regulations made under this article may
impose punishments or other penalties in respeeingfcontravention or failure of compliance
not exceeding a fine (multa) of forty-six thousamdl five hundred and eighty-seven euro and
forty-seven cents (€46,587.47) or imprisonmentaféerm not exceeding two years or both such
fine and imprisonment”.
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736. The offences and penalties contemplated under khieFPR and applicable to all types of
subject persons are the stipulated in Regulatifi),%b, 7(12), 15 (15), 16 (1) and 17 (2).

737. According to the Regulation a subject person wihis ta maintain appropriate procedures for
CDD, record-keeping, reporting and training shallomnviction be liable to a fine not exceeding
€50,000 or to imprisonment for a term not exceeding years, or to both such fine and
imprisonment. Where such an offence referred ismoittad by a body or other association of
persons, be it corporate or unincorporate, or lyyparson within and for the benefit of that body
or other association of persons consequent toattle df supervision or control that should have
been exercised on him by that body or associatiqgresons, such body or other association of
persons shall be liable to an administrative pgnalitnot less than €1,200 and not more than
€5,000. Such penalty may either be imposed as dimeepenalty or on a daily cumulative basis
until compliance, provided that in the latter cabe accumulated penalty shall not exceed
€50,000.

738. Every person who at the time of the commissionhef offence was a director, manager,
secretary, any other similar officer, or a persompprting to act in any such capacity shall be
guilty of that offence and liable to the punishmentler Regulation 4(5), unless he proves that the
offence was committed without his knowledge and treaexercised all due diligence to prevent
the commission of that offence.

739. A subject person who fails to comply with the psiohs of customer due diligence set out
under Regulation 7 or the provisions of Regulaf{g€) No. 1781/2006 shall be liable to an
administrative penalty of not less than €250 andmare than €2,500.

740. A subject person who fails to comply with any oé throvisions of Regulation 15, including
the duty to report suspicious transactions, shallidble to an administrative penalty of not less
than €250 and not more than €2,500. Such penalyyeitizer be imposed as a one time penalty or
on a daily cumulative basis until compliance, pded that in the latter case the accumulated
penalty shall not exceed €50,000.

741. Any person who discloses to a person concerned arthird party that an investigation is
being or may be carried out or that information baen or may be transmitted to the FIAU shall
on conviction be liable to a fine not exceeding 80 or to imprisonment for a term not
exceeding two years or to both such fine and iroprigent.

742. A subject person who fails to comply with the psions of the Implementing Procedures
shall be liable to an administrative penalty of lests than €250 and not more than €2,500. Such
penalty may either be imposed as a one time pemaltpn a daily cumulative basis until
compliance, provided that in the latter case tloeianuilated penalty shall not exceed €50,000.

743. Other respective sector laws establish administratnd criminal sanctions for contraventions
as well as non compliance, including withdrawingsaspending a financial institution’s licence
for not observing AML/CFT obligations.

744. The evaluators were advised that the level of gamstimposed depends on a number of
factors such as the severity of the contraventibe,frequency and the degree of co-operation
with the competent authorities as well as the ua#terg of remedial action to address the
shortcomings. Pecuniary sanctions were imposedetwnly in 2010 (there were no financial
sanctions in the other years under review): oncdnfadequate CDD documents (1.000 EURO
imposed by the MFSA on a Trustee) and one for tHckeneficial ownership information on a
company kept by a company service provider (250 @8Rmposed by the FIAU). This was
followed up by the FIAU with an on-site visit togfCSP which demonstrated that this deficiency
and other potential deficiencies had been rectifiedre were also written and verbal warnings.
The sanction imposed by the MFSA was publishecherMFSA web-site as are all other sanction
imposed by the MFSA. The fine on the CSP was nblighed as there is no policy currently as to
the publication of the sanctions imposed by thelFIA
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Table 28: Sanctions

2007 2008 2009 2010 2011
for for
comparison comparison
Number of AML/CFT 1 - - 4
violations identified by the 1
supervisor
Type of measure/sanction*
Written warnings 1 1 1
Fines - - - 2 -
Removal of
manager/compliance - - - - -
officer
Withdrawal of license - - - - -
Other** 1 (verbal
i i i warning)

745. The number of sanctions applied by FIAU for infigmgents of PMLFTR is quite low in
proportion to the number of entities subject t thaiw the level of the fines hardly indicate that
the penalties are dissuasive enough.

Designation of Authority to Impose Sanctions (c217

746. The FIAU is empowered to impose a humber of adrnatise penalties for breaches of the
provisions of the PMLFTR, which may be imposed withrecourse to a court hearing. Pursuant
to Article 16 (1) (c) the FIAU is required to mamitcompliance by subject persons and to
cooperate and liaise with the supervisory authewitito ensure such compliance. The
aforementioned sanctions are applicable to findnaistitutions as well as all categories of
DNFBPs.

747. The MFSA as the financial services supervisory @iy also has broad powers to issue
orders, instructions its the entities that is |ee® and can impose a range of administrative
sanctions which include written warning, reprimamdposition of fines (including daily fines),
restriction of licence, suspension of licence amgbcation of a licence of a financial institutidn i
the financial institution fails to comply with thieence conditions.

Ability to Sanction Directors and Senior Managemaiinancial Institutions (c. 17.3)

748. Pursuant to Regulation 5 of the PMLFTR, every persdio was a director, manager,
secretary, any other similar officer, or a persampprting to act in any such capacity when the
offence was committed at the time of the commisgibithe offence, referred to in Regulation
4(5), shall be guilty of that offence and liablethe@ punishment under Regulation 4(5), unless he
proves that the offence was committed without mevidedge and that he exercised all due
diligence to prevent the commission of that offence

749. By the time of the on-site visit, this legal praweis was never used in practice by the FIAU or
by MFSA.
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Market entry

Recommendation 23 (rated LC in th&"3ound report)

Recommendation 23 (c. 23.3, c. 23.3.1, c. 23.23c7, licensing/registration elements only)
Prevention of Criminals from Controlling Institutis, Fit and Proper Criteria (c. 23.3 & 23.3.1)

750. Various measures are embedded into the local &igisl related to financial institutions
aiming at preventing criminals and their collaboratfrom holding or being the beneficial owners
of a significant or controlling interest or holdiagnanagement function.

751. With respect to market entry it should be noted #idocal legislation concerning the various
financial institutions contains measures deemegbravent criminals or their associates from
holding or being the beneficial owners of a sigufit or controlling interest or holding a
management function. The various financial busieegboth banking and non banking), besides
being subject to the AML Regulations are also sttbje ad hoclaws which provide for a
licensing or authorisation process (by the MFSAgluding checks and measures which only
allow that the relevant financial businesses asratpd by fit and propdrona fidepersons.

752. Financial market entry is subjected to licensingcpdure, but the Maltese membership in the
EU allows the market to be entered by financialituigons licensed in other EU Member States.
In this process the respective supervisor (the MASAormally notified by the home supervisory
authority of the fact that a financial institutiahall provide services on the territory of Malta.
Once a market participant enters the financialfielither licensed by the MFSA or under the
provision of the respective laws of the EU Membit&

753. According to Maltese authorities, upon submissmmafpproval by MFSA'’s of a new director
or senior manager of a Licence Holder, the presientaof a Personal Questionnairels a
prerequisite. Such questionnaire contains extertigdils on the person’s back-ground, work
experience, and qualifications, business interean track record and bankruptcy proceedings.
Following the submission of the questionnaire tHe3¥A undertakes comprehensive due diligence
enquiries with past employers, banks, professibodies, other regulators, including the FIAU,
and the police, in order to ensure that only pessirintegrity and good reputation who satisfy the
‘fit and proper’ test are approved.

754. In order to determine the integrity of the natupakrsons applying for authorization of a
financial institution, several criteria are utilzsuch as competence and solvency, as well as good
reputation. They should also prove that they pasdbe required competence to provide a
professional service, giving consideration to tippliaant’s relevant experience, training and
qualifications.

755. The applicant’s resources in terms of staff, knawmthsystems etc must also be appropriate to
the proposed business. Where the MFSA is of theiapithat a director or a controller is not a
suitable person, the MFSA may make an order regusuch a person to cease to be a controller
or director or to restrain such person from holdingh position.

756.  Additionally, provisions are in place to ensurattthe consent of the MFSA is obtained
where a significant change to the shareholdingfofaacial institution is to be carried out.

757.  All licensed institutions are subject to on-goingpervision by the MFSA inspectors. The
major banks are split down and supervisory visitsduicted according to the different risks to
which these are exposed. The different areas warehcovered during separate inspections
include credit, treasury, internal audit, risk mge@ent, deposit accounts, prevention of money
laundering, verification of statutory/regulatorypogting corporate governance and representative
offices amongst others.
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Licensing or Registration of Value Transfer/Exchaigrvices (c. 23.5)

758. All persons (natural or legal) providing a moneywalue transfer service or a money or
currency exchange service must be licensed by th€ Min terms of the Financial Institutions
Act (Cap. 376 of the Laws of Malta). All institatis so licensed under this Act are subject to the
PMLFTR 2008 and the FIAU, together with the MFSA,responsible for ensuring that such
entities are in compliance with their AML/CFT oladigpns.

Licensing of other Financial Institutions (c. 23.7)

759. According to Maltese authorities, all types of fical institutions require a license from the
MFSA to conduct their business in Malta and argemitio prudential supervision by the MFSA
in addition to the AML/CFT compliance oversight tye FIAU.

760. The following are the various legislative acts evhprovide for the licensing and supervision
of such entities: Insurance Business Act (Cap. A0%urance Intermediaries Act (Cap. 487),
Insurance Business (Companies Carrying on Busioksgdfiliated Insurance) Regulations (S.L.
403.11), the Companies Act (Cell Companies CarryingBusiness of Insurance) Regulations
(S.L. 386.10), Investment Services Act (Cap. 3Bpecial Funds (Regulation) Act (Cap. 450),
and Financial Markets Act (Cap. 345).

On-going supervision and monitoring

Recommendation 23&32 (c. 23.4, c. 23.6, c. 23.pesuision/oversight elements only & c. 32.2d)

Application of Prudential Regulations to AML/CFT 28.4)

761. According to Maltese authorities, MFSA inspectoesfprm periodic on-going supervision of
the licensed institutions based on their risk leagbosure. The examination reports cover areas
related to AML/CFT, credit, treasury, internal audiisk management, deposit accounts,
prevention of money laundering, corporate goveraaic.

762.  With regards to the other institutions whose bussrie more restricted and which do not take
deposits from Maltese customers, top-down inspestare carried out, where all risks inherent in
operations are analysed. Again, this is carriechmsgtly on a sample basis.

Statistics on On-Site Examinations (c. 32.2(d))

763. Statistics on number of on site visits performed’SA and FIAU were provide by Maltese
authorities:
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Table 29: Banking and financial institutions (otherthan securities and insurance)

BANKING AND FINANCIAL INSTITUTIONS
(other than securities and insurance)
ON-SITE EXAMINATIONS
. AML
FL.J” Reylew Review Other
Year (including b iewds
AML) y the Review
FIAU
Credit Institutions 5 - 8
2006
Financial Institutiong 3 - -
Credit Institutions 3 - 10
2007
Financial Institutiong 3 - -
Credit Institutions 4 - 5
2008
Financial Institutiong 2 - -
Credit Institutions 3 1 6
2009
Financial Institutiong 2 - -
Credit Institutions 4 1 6
2010
Financial Institutiong - - -
As at 3T | Credit Institutions - - 5
March
2011 Financial Institutiong 1 - -
* Excluding institutions falling under the supervisiof the Securities and
Insurance Units

764. With regard to credit and financial institutionsetMaltese Authorities stated that the duration
of on-site inspections differs according to theetygf review being conducted. Onsite reviews
constituting top-down analysis of licensed finah@atitutions and credit institutions deemed to
be low risk will normally take 2 inspectors betweto 12 working days to finalise.

765. For medium risk credit institutions, it would udyatake 10 to 15 working days for 2
inspectors to finalise their on-site work.

766. As regards credit institutions which might be dedrteebe at higher risk, these are normally
reviewed according to the different risks to whitley are exposed. Credit risk is the most
significant risk to the local retail banks and adit risk review will involve the whole inspection
team of 6 inspectors, who visit on-site accordm@vailability (average 3-4 persons), over a time
span of between 20 to 30 working days.

45 On-site prudential examinations without any linkAelL/CFT issues
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Table 30: On-site examinations on the insurance sec

INSURANCE
ON-SITE EXAMINATIONS
Insurance Companies

AML Review Specific

Year Full Review * (included as part pe
! Reviews

of the full review)

2006 2 0 0

2007 5 1 0

2008 4 2 1

2009 2 2 2

2010 6 2 1

Insurance Intermediaries

AML Review Specific

Year Full Review * (included as part pe
! Reviews

of the full review)

2006 25 2 4

2007 12 2 3

2008 24 4 1

2009 27 10 1

2010 16 1 2
* Includes reviews conducted on both life and noailisurance companies.

767. The average duration of on-site visits in respéaimsite reviews is between 5 -10 full days
for full review of an insurance undertaking whéefocused review will take between 2-5 full
days. A full review of an insurance intermediaryl wake between 1-3 half days while a focused
review will take between 1-2 half days.

768. For insurance intermediaries the most common shimittgs with regard to AML procedures
are the lack of written manuals and lack of a bsked approach. However the issue regarding
written manuals has improved considerably in 2011.
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Table 31: On-site examinations on investment comp#s

INVESTMENT
ON-SITE EXAMINATIONS
Full Review 46
Ve (including AML) O
Investment Services
2006 Companies 6 i
2007 Investment Intermediaries 32 -
Investment Intermediaries arjd 20 )
Regulated markets
2008
Collective Investment Schemes 8 -
2009 Investment Intermediaries 20 -
o 6 2
2010 Investment Intermediaries

769. On average the duration of on-site compliance isitbetween 3 to 5 working days. In the
case of focused on-site visits the duration isdays.

Monitoring and Supervision of Value Transfer/Exapaiservices (c. 23.6)

770. According to the legislation, all persons (natwellegal) providing money or value transfer
services or a money or currency exchange servicss bbe licensed by the MFSA in terms of the
Financial Institutions Act. All institutions sacknsed under this Act are subject to the PMLFTR
2008 and the FIAU, together with the MFSA, is respble for ensuring that such entities are in
compliance with their AML/CFT obligations.

771. The evaluation team was informed that the numbdiebn site visit is indicated in the table
27 above, but no exact breakdown on by categorfinahcial institution was provided were
provided. Also, no sanctions were imposed to titesegories.

Supervision of other Financial Institutions (c. 2.

772. According to Maltese authorities there are onlytBep financial institutions that carry out
activities which are not subject to core-principlEisese are licensed and supervised by MFSA. There
was one on-site visit to these entities (theyrekided in the Table 28) in 2011.

Statistics on Formal Requests for Assistance (&(8% all supervisors)

46 On-site prudential examinations without any linkAelL/CFT issues
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773.

MFSA didn't receive any requests for assistancenfforeign counterparts in the evaluated
period and it didn’t formulate any requests foisiaace.

Effectiveness and efficiency (market entry [c. 23¢3 23.3.1, c. 23.5, c. 23.7]; on-going superwsio

and

774

775.

776.

777.

monitoring [c. 23.4, c. 23.6, ¢. 23.7], ¢. 3d],2sanctions [c. 17.1-17.3])

. The FIAU carries out oversight and monitoring witgard to the compliance of reporting
entities with the obligations of the AML/CFT legisibn in Malta supported by the MFSA which
based on Article 27 of the PMLA carries out AML/CE®mpliance monitoring on behalf of the
FIAU.

The aforementioned article provides that the Uhillsbe responsible to ensure that subject
persons comply with the provisions of this Act @my pursuant regulations to the extent these are
applicable to them.

The provisions of MFSA Act (article 10(1)) empawtae supervisory authority to prevent
persons that an ineligible person may possess,htalkkof or participate in the administration or
the operation of an entity. In the licensing prece®mprehensive information is gathered
regarding the applicant’s back ground, professiemgkrience, integrity and convictions if any.

The evaluators were adequately informed duringitenvisit of the magnitude of due diligence
enquiries that MFSA undertakes including former kygrs, professional associations, regulators,
FIAU, and the police, aiming at assuring that pessof good repute that satisfy the ‘fit and
proper’ test are approved. It should also be eiphd that these criteria are continuous
requirements on the applicant that is responsibl@pprise the supervisor (MFSA) in those cases
that are directly related to the integrity of theykmanagement personnel.

778. The statistics on the on-site visits performed dy3¥ from 2006 to 2010 show an average of

less than 4 on-site AML/CFT examinations per year26 credit institutions and an average of 2
on-site visits for all other financial institutionsxcept the insurance undertakings (securities
intermediaries, MTS etc...). Similarly, less thanr2site AML/CFT examinations pr year were
performed for the insurance undertakings betwee®628nd 2010. Thus, it appears to the
evaluators that the number of on-site inspectiasn:idt commensurate with the size of the
financial market, especially in respect of otheaficial institutions, taking into considerationttha
(according to the figures provided by the Maltes¢harities) there are 111 various securities
intermediaries and 41 to 50 insurance undertakioggrating in Malta in the period under
evaluation.

779. According to the explanations provided on-site, wihikeciding upon the on-site visits, the

2

Maltese authorities target the higher risk situadiovhich compensate the low number of
inspections. However, the evaluators are of they tiet the absence of a national risk assessment
to identify the most risky areas for ML/FT, togativeith a low level of identified compliance
infringements, gives rise to concerns with regarthe effective implementation of the AML/CFT
supervisory activity.

.9.2. Recommendations and comments

Recommendation 23

780. The financial institutions are being examined wegard to the level of compliance with the

AML/CFT Legislation in Malta.
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781. The competence for supervision of financial institos compliance with AML/CFT
requirements in Malta lies with MFSA and FIAU. Thsupervisory mandate appears thorough
and encompasses powers for general regulation @mehssion, with instrumentalities such as
off-site surveillance and on-site inspections, ndbred access to all records, documents.

782. Based on the number of onsite examinations provildéble 28, it should be noted that the
MFSA is performing them in a consistent manner gklile ones conducted by FIAU are in years
2009 and 2010, a period that coincides with thearobment of the oversight capabilities of the
agency.

783. Insurance companies are also subject of onsite iegtions and the relevant data provided in
Table 29 shows that the number of on-site exananatiwhere a full AML/CFT review has
usually increased over the years with the exceptibr2010 were only 3 such reviews were
performed compared to a total of 22 examinatiors ihcluded both insurance companies and
insurance intermediaries.

784. The supervisory authorities interviewed during #ssessment visit were not cognizant of
problems concerning the oversight quality or tlp@wers to monitor and control activities of the
entities that are subject to AML/CFT regulations.

785. The number of the entities being supervised andjtiadity of such supervision appears to be
commensurate with the resources that the Maltetioidties have devoted to the supervision
activities.

786. The mechanism of coordinating supervision of Fimngrientities should be enhanced in order
to maximize the use of resources of the FIAU andSkF

787. Based on the number of on-site examinations peddrrin the evaluators opinion, the on-
site AML/CFT supervisory activity is not commenderavith the volume of the financial market
and the balance should gravitate more towardssfidpe AML/CFT examinations by the FIAU
by also continuing to make full use of the heretefeupport provided by MFSA.

Recommendation 17

788. During the discussions with the competent authesjtihe evaluators were informed that some
of the most prevalent violations encountered dutireginspections were related to lack of written
procedures, formal customer acceptance policy, emesngoing monitoring of the business
relationship, failure to undertake a thorough revief CDD documentation especially for
customers prior to the adoption of PMLTR and inadd¢g maintenance of statistics regarding the
training of the staff.

789. The offences and penalties contemplated under kheFPR and applicable to all types of
subject persons are the stipulated in Regulati¢h)45, 7(12), 15 (15), 16 (1) and 17 (2). The
administrative and criminal sanctions available emthe PMLFTR amount to €50,000 or to
imprisonment for a term not exceeding two years,torboth and are completed by other
respective sector laws establishing administratimd criminal sanctions for contraventions as
well as non compliance, including withdrawing osgending a financial institution’s licence for
not observing AML/CFT obligations. The legal progis seems to be dissuasive and
proportionate and refer also to natural personk asananagers of the subject persons.

790. There is a range of sanctions in the Law whichpotentially effective, proportionate, and
dissuasive, (criminal, and administrative sanchohtowever, the evaluators consider that they
haven’t been sufficiently used and that those farrpenalties that have been imposed were not
necessarily dissuasive. No sanctions have beensimpon the financial institutions.
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791. The evaluators noted that the penalty in respetiiehatural person who was a CSP imposed
by the FIAU was not published. The evaluators revemd that the FIAU should be given the
power to publish sanctions which it imposes, asuisently being done by the MFSA. This is of
particular importance as now the FIAU is respomsior all AML/CFT administrative sanctions
and in the past AML/CFT sanctions imposed by theSMFwould have been subject to a
publication policy.

792. Even though the authorities have available sanstionrelation to directors and senior
managers of the financial institutions, there wasesuch sanctions imposed in practice.

793. The imposing of sanctions for breaches of PMLFTRBudth also undergo further analysis in
order to empower the FIAU as the main supervisesyitution to introduce such sanctions.

Recommendation 29

794. The responsibility of supervising the financialtingions for AML/CFT purposes falls on
the FIAU. The unit is empowered to oversee compkawith the PMLFTR obligations and
Pursuant to Article 16(c) of PMLA, the FIAU is empered to monitor compliance by subject
persons and to cooperate and coordinate with sigoeyv authorities to ensure such
compliance. The details of monitoring process ateost in Articles 26 and 27 of the PMLA.
Article 26(1) of the PMLA states that the FIAU dhbé responsible to ensure that subject
persons comply with the provisions of the PMLA atiee PMLFTR. Desk-reviews of
information obtained by the obligors are an impair{zart of the off-site monitoring.

795. FIAU pursuant to Article 26(2) is entitled to reguefrom any obligor to provide
information or documents relating to internal prhaess for compliance with the AML/CFT
legislation (PMLA and the PMLFTR) and to respondttoqueries. Additionally, the FIAU
may require subject persons to produce such dodsriiest are required by the FIAU to fulfil
its compliance function.

796. The monitoring process is carried out both off-gitel on-site aiming to assure that the
AML/CFT procedures of the subject persons are beomplied with appropriately. The
submission of an annual compliance report by thigaots is also an important part of
assessing the overall compliance.

797. The Maltese legislation by means of article 27 LA does also provide for the
cooperation among FIAU and oversight authoritiesonder to assure that the financial
institutions are not utilised for criminal purposé&goreover the FIAU may also request the
supervisory authority to perform on behalf of thAl, on-site examinations on obligors
falling under the competence of the supervisonharitly with the aim of establishing that
person’s compliance with the legislation (PMLA atide PMLFTR). Malta Financial
Supervisory Authority is empowered by Malta Finah&ervices AuthorityAct (CAP 330) to
among other things to regulate, monitor and superfinancial services operating in Malta,
promote the general interests and legitimate egtieats of consumers of financial services, to
monitor and keep under review trading and busim@sstices relating to the supply of
financial services, to monitor the working andanément of laws that directly or indirectly
affect consumers of financial services in Maltad &m undertake or commission such study,
research or investigation which it may deem necgssahis regard.

798. In performing its supervisory tasks, MFSA may impaaministrative sanctions on all
persons subject to its supervision, as well as tbgal representatives and managers.
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Recommendation 30

799. The FIAU staffing dedicated to the supervisory \disti both on-site and off site, for all
obligors (financial sector and non-financial) isaly not enough for effective AML/CFT
supervision in Malta.

800. The staff complement of the Malta Financial Serviagthority (Banking Supervision Unit,
Insurance and Pensions Supervision Unit and Sexsiahd Markets supervision Unit) appears to
be adequate in size and functions in AML/CFT area.

Recommendation 32

801. During the on-site visit the evaluation team wasvpted with statistics concerning the off-
site supervision and on-site inspections perforrogdMFSA and FIAU. The statistics for
financial institutions are not broken-up on catggasf such intermediaries (securities
intermediaries, MTS...). No statistics on internasibooperation and requests for assistance
from foreign supervisory authorities were made labde by the authorities due to the lack of
requests.

2.9.3. Compliance with Recommendations 23, 29 & 17

Rating Summary of factors relevant to s.3.10. underlying\eerall rating
R.17 PC . Low number of sanctions imposed in practice onestbj
persons
. No pecuniary sanctions imposed on financial ing8ths

* The sanctions have not been imposed in an effeatide
dissuasive manner

. No sanctions imposed on Fls senior management
R.23 LC « Low number of on-site inspections performed bydigervisors in
relation to AML/CFT in the financial sector
. No infringements identified at financial institut® as result of

the on-site inspections

R.29 C

2.10. Guidelines and feedback (R.25)

2.10.1. Description and analysis

Recommendation 25 (rated PC in th& 8ound report)

802. Inthe 3 round MER, the absence of sector specific guidémcénancial institutions on CFT
issues was noted. The examiners strongly recomrdetadéhe competent authorities to establish
Guidelines that will assist financial institutiots implement and comply with their respective
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CFT requirements. At that time some industry secta@ceived more detailed guidance than
others. This deficiency was to a large extent sskir@ by Maltese Authorities in May 2011.

Guidelines for financial institutions to impleme&®IL/CFT requirements (c25.1)

803. At the time of the on-site visit, the FIAU had ratg adopted “The Procedures Implementing
the Provisions of the Prevention of Money Laundgramd Funding of Terrorism Regulations”
that replace the former instructions issued by ghedential supervisory authorities or SROs,
providing guidance to both financial and non-finahsectors.

804. These Procedures are issued by virtue of Reg. IieoPMLFTR and are meant to assist
subject persons in implementing, understandingypnéting and fulfilling their obligations under
the PMLFTR.

805. PMLFTR states that procedures are mandatory ardirigiron all subject persons and have
the force of law. Subject persons who fail to compith the Implementing Procedures will be
liable to an administrative penalty in terms of thes. Additionally, the PMLFTR (Regulation
4(6)) state that a court shall take into considenathe Implementing Procedures in determining
whether a subject person has complied with theyatitins emanating from the PMLFTR.

806. Part | of the Implementing Procedures Part | costaihe most important AML/CFT
principles and is of general application and appiteall subject persons. As stated by the Maltese
authorities, Part Il of the Implementing procedwshkall be prepared by all the bodies representing
subject persons and after having been reviewedeaddrsed by the FIAU but in the time frame
of the present evaluation, the sector specific ginds were not available.

807. The Implementing Procedures consist of a numbehapters which correspond to the main
obligations set out in the PMLFTR. These includeer alia, a chapter on customer due diligence,
record-keeping, reporting and awareness and tiamwell as mandatory risk procedures and
the risk based approach.

808. The Implementing Procedures Part | cover now botimey laundering and financing of
terrorism, The Implementing Procedures Part Il wahtain sector specific guidance but they were
under preparation at the time of the onsite visiso, the Implementing Procedures Part | was tsue
only one week before the on site visit so the &ffeness is impossible to be determined partigularl
in relation to CFT.

809. Prior to the issue of the Implementing Procedusas$ Psector-specific Guidance Notes issued
by MFSA, Malta Institute of Accountants (MIA) andhet Institute of Financial Services
Practitioners (IFSP) appeared to be used. The M§isdance notes applied to banking sector and
to investment services and life assurance busi(@ssarate guidance), MIA guidance notes
applied to accountants and auditors, while the I§@Bance notes applied to practitioners such as
lawyers, accountants, trustees and fiduciariesatipgr within the area of financial services to
implement the provisions of the PMLFTR. With theeption of IFSP guidance (issued in 2010)
none of the rest of the documents contained amgraete to prevention of the financing of
terrorism.

810. During onsite visit the evaluators were acquaintét the close cooperation of the FIAU and
MFSA with professional associations and organisatiof the obliged entities. In the framework of
this cooperation, the associations organise meefmgtheir members whereby they are informed
about relevant new legal regulations but also upegrohanges on both national and international
levels.

811. Particular attention is given to the financial segfiven the fact that it constitutes a sizeabkt pa
of the Maltese economy. The role of the organipatiwas of paramount importance also during the
drafting of the implementing procedures and it esras basis for the effective implementation in
practice.
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812. Though Maltese authorities have taken into conatiter the recommendations of th& 3
round evaluation report and have introduced legavipions in relation to the shell banks, the
practical application of these requirements cowddcbmplemented by more guidance from the
supervisory authorities.

Particularly FIU should provide adequate and appiafe feedback (c25.2)

813. The FIAU provides general feedback to obliged &#itin the annual reports that are
published by virtue of article 16 (2) of the PMLAhigh contain statistics on number of STRs
received with appropriate breakdowns in terms ¢égary of reporting entities and the outcome
of the financial analysis in terms of disclosurssspected predicate offences, etc... Also the
report contains ML methods and trends and saniéigasiples.

814. Specific feedback in not provided to the reporémgties spontaneously. Upon request, FIAU
is required by the Law and in practice does pravidase by case feedback But not all
interviewees confirmed its effectiveness. The asssswere left under the impression that some
reporting entities received more feed-back tharemsthThere is no formal and transparent
methodology on procedures for this feedback.

815. The specific guidelines do not contain general fieack on general practical issues related to
ML/TF such as methods and trends, examples, typsdodypologies are presented in the FIAU
annual report.

816. Authorities mentioned that three types of speddiedback might occur. Firstly information
by indicating that the analysis is ongoing, secgridformation by indicating that the analytical
report produced by the FIAU was not submitted t Blolice and the case was closed, thirdly by
indicating that the analytical report was submitiethe Police.

2.10.2. Recommendations and comments

817. The situation on feedback slightly improved sirfee last MER. General Guidance on ML/FT is
available but the effectiveness of certain new igiors (especially the ones relating to FT) cateot
assessed due to the recent adoption of the Imptamgdtrocedures.

818. The Maltese authorities should draft and approwicdéed guidelines which should include
description of sector specific ML/FT techniques anetthods and any additional measures that
financial institutions and DNFBP should take to westhat their AML/CFT measures are
effective.

819. FIAU should make efforts to ensure that subjectq@es are aware of the necessity to make a
request for feed-back if this is required by thigjsct persons.
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Compliance with Recommendation 25

Rating Summary of factors relevant to s.4.2
underlying overall rating

R.25 PC * No sector specific guidelines

« Difficulties in assessing the effectiveness of ngnevisions in
the Implementing Procedures Part | due to receoptazh at the
time of the on-site visit.

* The feedback mechanism is not working effectivalpiactice.

3. PREVENTIVE MEASURES - DESIGNATED NON FINANCIAL
BUSINESSES AND PROFESSIONS

Generally

820. The 3 round MER identified shortcomings in reportingeatpted transactions (not explicitly
covered) and lack of reporting obligations for scisps on financing of terrorism. Also, the Trust
Service Providers not being a nominee companygendied nominee, were not expressly covered. As
effectiveness issue, it was indicated that whig réporting duty was generally in place, there have
been few reports from DNFBPs.

821. At the time of the % round report, the AML/CFT reporting obligationgyaeding financial
institutions in Malta apply equally to DNFBPs artk tattempted transactions are covered by
legislation. No restrictions exist to the aforememed obligation and therefore such reporting is
obligatory for both ML and FT.

3.1.Suspicious transaction reporting (R. 16)
(Applying R.13 to 15 and 21)

3.1.1. Description and analysis

822. The third round report pointed out the very low fmemof STRs received by FIAU from
DNFBPs as one of the factor underlying the PC gatit the time of the A round on site visit,
the situation improved. The number of STRs senimogt of DNFBPs increased over the years.
The constant growth of STRs submitted by compangvice providers, remote gaming
companies, trustees and fiduciaries as well asdesvig evident. Authorities noted that this shift
in the reporting behaviour is due to intensive d@reness raising efforts resulting in increased
vigilance of these sectors.

823. The AML/CFT reporting obligations regarding finaalcinstitutions in Malta apply equally to
DNFBPs. No restrictions exist to the aforementionbtigation and therefore such reporting is
obligatory for both ML and FT.

824. The protection of the director, employees of thégors is laid out in Regulation 15(12) of
PMLTR which stipulates that “Any bona fide commuation or disclosure made by a supervisory
authority or by a subject person or by an emplayedirector of such a supervisory authority or
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subject person in accordance with these regulasbali not be treated as a breach of the duty of
professional secrecy or any other restriction (Wwleimposed by statute or otherwise) upon the
disclosure of information and shall not involvattlsupervisory authority or subject person or the
directors or employees of such supervisory authait subject person in any liability of any
kind”.

825. Moreover Regulation 15(14) PMLFTR provides addiibsafeguards related to protection of
the identity of the persons who report either imddly or to the FIAU, suspicions of money
laundering and funding of terrorism. This obligati@xtends as well to any investigating,
prosecuting, judicial or administrative authorityat is acquainted with such information.

Recommendation 16 (rated PC in th& 8ound report)

826. The STR reporting regime has already been desctibddr section 3.5 above. The identified
shortcomings related to the financial sector ase &hlid for DNFBP. Furthermore, it should be
emphasized that the provisions set out in the PMR_BTe applicable to all DNFBP due to the fact
that no distinctions are made in that respect.

827.  The reporting obligation set out in Recommendatich applies both to subject persons
carrying out relevant financial business. “Relevaativity” is defined in the PMLFTR as the
activity of the following legal or natural persowken acting in the exercise of their professional
activities:

auditors, external accountants and tax advisorgluding when acting as provided for in
paragraph (c);

real estate agents;

notaries and other independent legal professiondien they participate, whether by acting on
behalf of and for their client in any financial oeal estate transaction or by assisting in the
planning or execution of transactions for theiretlis concerning the (i) buying and selling of real
property or business entities; (i) managing ofoli money, securities or other assets, unless the
activity is undertaken under a licence issued urtter provisions of the Investment Services Act
(Cap. 370 of the Laws of Malta); (iii) opening oranmagement of bank, savings or securities
accounts; (iv) organisation of contributions ne@ggdor the creation, operation or management of
companies; (V) creation, operation or managemeirusts, companies or similar structures, or when
acting as a trust or company service provider;

(d) trust and company service providers not alreaalyered under paragraphs (a), (c), (e) and (f);

(e) nominee companies holding a warrant under tlataMFinancial Services Authority Act (Cap.
330 of the Laws of Malta) and acting in relationdissolved companies registered under the said
Act;

(f) any person providing trustee or any other fidung service, whether authorised or otherwise, in
terms of the Trusts and Trustees Act (Cap. 33ieofaws of Malta);

(g) casino licensee;

(h) other natural or legal persons trading in goaglsenever payment is made in cash in an amount
equal to fifteen thousand euro (€15,000) or moretiwr the transaction is carried out in a single
operation or in several operations which appeabédinked; and

(i) any activity which is associated with an adtivfalling within paragraphs (a) to (h).”

828. In addition to accountants, the reporting requineinaso applies to auditors and tax advisors
(see definition of ‘relevant activity’ in the PMLIRI).

829. Regulation 2 definestrust and company service providéras any natural or legal person
who, by way of business, provides any of the foltayservices to third parties:
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(a) forming companies or other legal persons;

(b) acting as or arranging for another person ta as a director or secretary of a company, a
partner of a partnership, or a similar positionfielation to other legal persons;

(c) providing a registered office, business addrasd other related services for a company, a
partnership or any other legal person or arrangemen

(d) acting as or arranging for another person td as a trustee of an express trust or a similar
legal arrangement;

(e) acting as or arranging for another person td as a nominee shareholder for another person
other than a company listed on an official stoclkchege that is subject to disclosure

requirements in conformity with the Financial Matkeé\ct (Cap. 345 of the Laws of Malta) or

subject to equivalent international standards.

Requirement to Make STR-s on ML/FT to FIU (c. 18dplying c. 13.1 & ¢.13.2 to DNFBP)

830. Regulation 15(6) of PMLTFR provides the reportingligations for all subject persons
(including DNFBP) that shall inform the FIU as samreasonably practicable, but not later than
five working days from when the suspicion first @oThe disclosure shall be supported by the
relevant identification and other documentation.

831. According to the statistics provided by the Maltasghorities a clear increase in the number
of the STRs filed by DNFBP is noticeable sinceltdst MER:

Table 32: STRs filed by DNFBP

STRs by DNFBP 2003 | 2004 2005| 2006 2007 | 2008 2009 | 2010 | 2011*| Total
Ind. Legal 1 - - - 1 1 3 3 - 9

professionals

Remote gaming - 1 - - - 3 3 4 5 16
companies

Casinos - - - - - - 1 2 2 5

Trustees & - - 1 5 2 3 2 4 2 19
Fiduciaries

Real Estate Agent - - - 1 - - 2 - - 3

Accounting 1 1 1 2 4 - 4 3 - 16

Professionals

Lawyers/Accountants - - - - - 2 3 5 - 10
acting as CSPs

Total 2 2 2 8 7 9 18 21 9 78

* figures as at 25.03.2011
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832. The MLRO designated by internal procedures of tloétdries and Gaming Authority, is
required to submit STRs (separate from the oned fily the casino itself) if in the course of the
inspections finds reasonable suspicion of Moneyndaung and/or Terrorist Financing activity.
At the time of the on-site visit, eight STR had bé&éd by the Authority between 2005-2010.

833. During the on-site interviews, the evaluators naadineven level of awareness on reporting
obligations and procedures among different segnudritee DNFBP.

No Reporting Threshold for STR-s (c. 16.1; applgn$3.3 to DNFBP)

834. The reporting obligation is suspicion based andiepprrespective of any threshold. This
obligation is applicable for all subject persomgliiding DNFBPs.

Making of ML/FT STR-s Regardless of Possible Irerabnt of Tax Matters (c. 16.1; applying c. 13.4
to DNFBP)

835. There are no provisions in the AML/CFT legislatitwat could prohibit the STR reporting on
grounds that tax matters are involved. Subject quersare required to report suspicious
transactions irrespective of the nature of the dyithg criminal activity which is defined as any
criminal offence and irrespective of whether theyolve tax matters or not.

Reporting through Self-Regulatory Organisation46c2)
836. According to the PMLFTR all reports are directlieél to the FIAU.

Legal Protection and No Tipping-Off (c. 16.3; appty c. 14.1 to DNFBP) Prohibition against
Tipping-Off (c. 16.3; applying c. 14.2 to DNFBP)

837. The protection of the director, employees of thégors is laid out in Regulation 15(12) of
PMLTR which stipulates thatAhy bona fide communication or disclosure made byervisory
authority or by a subject person or by an employedirector of such a supervisory authority or
subject person in accordance with these regulatsradl not be treated as a breach of the duty of
professional secrecy or any other restriction (Vileetimposed by statute or otherwise) upon the
disclosure of information and shall not involvattsupervisory authority or subject person or the
directors or employees of such supervisory authaoit subject person in any liability of any
Kind'.

838. Moreover, Regulation 15(14) PMLFTR provides additibsafeguards related to protection of
the identity of the persons who report either imddly or to the FIAU, suspicions of money
laundering and funding of terrorism. This obligati@xtends as well to any investigating,
prosecuting, judicial or administrative authorityat is acquainted with such information.

839. The prohibition not to disclose the fact that agitisus Transaction Report had been filed to the
FIU is stipulated under the Regulation 16 (1: subject person, a supervisory authority or any
official or employee of a subject person or a suary authority who discloses to the person
concerned or to a third party, other than as pra&ddor in this regulation, that an investigation is
being or may be carried out, or that informationsiaeen or may be transmitted to the Financial
Intelligence Analysis Unit pursuant to these regolas shall be guilty of an offence and liable on
conviction to a fine (multa) not exceeding fiftpakand euro (€50,000) or to imprisonment for a
term not exceeding two years or to both such firgtimprisonment.
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Establish and Maintain Internal Controls to PreveMt/FT (c. 16.3; applying c. 15.1, 15.1.1 &
15.1.2 to DNFBP)

840. The obligation to develop programs against monewdaring and terrorist financing and on
going employee training programmes is provided bgukation 4 (1) of the PMLFTR. The article
states that no subject person (including DNFBP) $ébian a business relationship or carry out an
occasional transaction with an applicant for bussnenless it establishes policies and procedures
on internal control, risk assessment, risk managéme&ompliance management and
communications that are adequate and approprigbeetent the carrying out of operations that
may be related to money laundering or the fundirtgmorism.

841. The Implementing Procedures Part | (Section 6.byides that the MLRO of the subject
person (including DNFBP) shall occupy a senior fiasiwithin the institution where effective
influence can be exercised on the AML/CFT policheTMLRO must have the authority to act
independently in carrying out his responsibiliteexd should have full and unlimited access to all
records, data, documentation and information ofsthigjiect person for the purposes of fulfilling
his responsibilities.

842. According to the quoted act, the MLRO is respomsibl the oversight of all aspects of the
subject person’s AML/CFT activities and is the flopaint for all activity relating to AML/CFT.
The senior management of the subject person mssatethat the MLRO has sufficient resources
available to him, including appropriate staff ardhnology, to be able to monitor the day to day
operations of the subject person to ensure cong@iaith the subject person’s AML/CFT policy.

843. In case of the casinos, during the on-site visiippeared that the compliance officers have
timely access to customer identification data atiterorelevant information. In case of other
DNFBP, questions remain with regard to awarenesb@fpowers and duties of the compliance
officer in practice due to recent adoption of thplementing Procedures Part 1.

Independent Audit of Internal Controls to Prevent/RT (c. 16.3; applying c. 15.2 to DNFBP)

844. Inthe 3 MER it was indicated that in Malta, a large pdrth® DNFBP sector is made up by
sole practitioners or small firms where in practités not possible to fully fledged internal
structures for compliance and audit.

845. At the time of the % round report the Implementing Procedures Parteciign 4.2.2.4)
provide for the obligation of the subject persows darry out periodic internal audits or
assessments to review the adequacy of the riskssamsat, the internal controls and the
compliance arrangements. Such audits or assessislienitd also review the effectiveness of
liaison between the different departments of tlganisation and the effectiveness of the balance
between technology-based and people-based systems.

846. The same document (Section 8.4) states that wineirgtexrnal audit department is not set up,
subject persons are expected to take other measswehl for instance assigning this task
internally to a person other than the MLRO or emggghe services of an external assessor, to
control and monitor policies and procedures.

847. Since the Implementing Procedures were issued |ghbefore the on-site visit, the
effectiveness of the provisions could not be agskss

Ongoing Employee Training on AML/CFT Matters (c.31@pplying c. 15.3 to DNFBP)

848. According to the PMLFTR the subject persons stadétappropriate measures (from time to
time) for the purpose of making employees awardhef internal CDD, record keeping and
internal control measures and procedures and amgr aelevant AML/CFT legal provisions.
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Reporting entities shall equally provide employa&th training in the recognition and handling
of transactions carried out by, or on behalf of; parson who may have been, is, or appears to be
engaged in money laundering or the funding of tesno.

849. The Lotteries and Gambling Authority organised ou$e training courses for the casinos,
where legal provisions, definitions of AML/CFT rebnt terms, reporting obligations and red
flags and indicators were emphasised. At the tifmg@ on-site visit it appeared that the casino
industry had a sufficiently high level of awarenessAML/CFT issues.

850. In 2010 specific training has been deliveredhsy EIAU in cooperation with the Institute of
Financial Services Practitioners and Chamber ofo&dtes to MLROs and prospective MLROs.

851. At the time of the on-site visit, the real estaigustry seemed to be less aware of the reporting
procedures and obligations and no STR had beahtlildhe FIAU in the last two years by this
sectof’.

Employee Screening Procedures (c. 16.3; applyirid et to DNFBP)

852. According to section 4 of the PMLFTR subject pessshall insure that they have in place
appropriate procedures for due diligence when diemployees. The term “employees” is
defined further on as “employees whose duties delthe handling of either relevant financial
business or relevant activity.

853. During the interviews on the on-site visit, assesseere advised by the representatives of the
Lotteries and Gaming Authority that in case of sasiall employees must have a licence from
authorities which is granted based on an applindtiom and there were cases where the licence
was denied. The on-going monitoring process isqgoeréd at the switch of functions of the
employees of otherwise every six months.

Additional Element—Independence of Compliance &ffic. 16.3; applying c. 15.5 to DNFBP)

854. The Implementing Procedures Part | (Section 6.@yides that the person occupying MLRO
position must have direct reporting line to the Bbaf Directors and should not be precluded
from posing effective challenge where necessary.

Applying Recommendation 21

Special Attention to Persons from Countries Nofi@ahtly Applying FATF Recommendations (c.
16.3; applying c. 21.1 & 21.1.1 to DNFBP)

855. According to PMLFTR subject persons (including DNBBshall pay special attention to
business relationships and transactions with persammpanies and undertakings, including those
carrying out relevant financial business or a rafgvactivity, from a jurisdiction that does not
meet the criteria of a reputable jurisdiction afirdel in regulation as described in the section
3.7.1 above.

856. The same shortcoming identified in relation to fmancial institutions apply also for the
DNFBP.

47 Following the on-site inspection the Maltese auities reported that AML/CFT training program was cantkd for the
MLROs of the real estate sector
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857. Most of the representatives of the DNFBPs met dudn site evaluation were vaguely or
insufficiently aware of the need to treat with dpka@ttention the transactions and business
relations with countries that do not apply or ifigigntly apply the FATF standards.

Examinations of Transactions with no Apparent Eenicoor Visible Lawful Purpose from Countries
Not Sufficiently Applying FATF Recommendationd §c3; applying c. 21.2 to DNFBP)

858. The PLMFTR makes no distinction between reportintties and so, the analysis performed
for the financial institutions above apply also RiXFBP.

Ability to Apply Counter Measures with Regard tou@mies Not Sufficiently Applying FATF
Recommendations (c. 16.3; applying c. 21.3 to DNFBP

859. The basic principle for applying counter-measuri&s lin the concept ofreputable
jurisdiction”. Where a jurisdiction that does not meet the respénts of a reputable jurisdiction
and continues not to apply measures equivalenhdset laid down by the PMLFTR, subject
persons have to inform the FIAU which may requirehsbusiness relationship not to continue or
a transaction not to be undertaken or apply angratbunter-measures as may be adequate under
the respective circumstances.

860. As regards FATF and MONEYVAL public statements aglas other relevant UNSC or EU
measures, the members of the Joint Committee eming persons who qualify as DNFBP are
asked by the FIAU to circulate the documents tar tiembers and bring their contents to their
notice. Such statements are also uploaded on theitewef the FIAU.

Additional Elements — Reporting Requirement ExténdeAuditors (c. 16.5)
861. According to PMLFTR the reporting requirement adgmplies to auditors and tax advisors.

Effectiveness and efficiency

Applying Recommendation 13

862. A clear increase in the reporting volume of the [BRHs noticeable since the last MER. It
appears that the improvement is due mainly to tloglification of the legal provisions on
reporting obligations and to the efforts made iragemess raising by the FIAU and part of the
supervisory authorities or/and SRO.

863. However, the uneven level of awareness on reporioiggations and procedures among
different segments of the DNFBP could negativelpact on the overall reporting behaviour of
the DNFBP.

Applying Recommendation 14

864. Evaluators could not detect any obstacles to tfect@fe and efficient implementation of the
requirements in place. No cases have come to thetiah of the Maltese authorities where the
fact that a STR has been reported has been didctwsehere anyone has been held liable for
breach of any restriction on disclosure when repgisuspicions in good faith to the FIAU.

Applying Recommendation 15
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865. While the Maltese legal provisions concerning trec&nmendation 15 appear to be quite
robust, in case of DNFBP (other than the casinasktijons remain with regard to the awareness
concerning the powers and duties of the compliarfiteer in practice.

Applying Recommendation 21

866. The shortcomings identified in relation to the deion used for the specific requirement to
pay special attention to countries which do not iosufficiently apply the FATF
Recommendations might negatively influence on répgprconduct of the DNFBP as Regulation
15(2) of the PMLFTR makes reference to the conoéptreputable jurisdictioft and requires
paying special attention to countries that doeswext criteria of feputable jurisdictioi

3.1.2. Recommendations and comments

Applying Recommendation 13

867. Specifically address through awareness raising @ahing sessions the lack of awareness of
certain categories of DNFBP related to detectibeuspicious transactions/activities, as well as
provide ongoing guidance regarding the transactisitt countries that do not apply (or
insufficiently apply) FATF standards.

868. Monitor on a continuous basis the impact of thenty adopted implementing procedures in
order to take measures to remedy eventual shomgEni

Applying Recommendation 14

869. The evaluators consider that the recommendatiiilysobserved.

Applying Recommendation 15

870. Ensure the effective implementation of the commppraach adopted in the Implementing
Procedures in furthering the heretofore off sipirction of the sector by paying special attention
to the robustness of the internal control and aglfunctions.

Applying Recommendation 21

871. For efficient and equivalent understanding and iapppbn of the concept ofnbn-reputablé
jurisdiction in practice, more involvement of thetlgorities in terms of guidance would be
desirable.
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3.1.3. Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2
underlying overall rating

R.16 PC » Deficiencies in the incrimination of TF might lintlie reporting

obligations
e The scope of reporting requirements relates to mone
laundering only, not to proceeds from criminal atyi
« Effectiveness issues
a) Uneven level of awareness across different seotgarding the
obligation to file suspicious transaction reports.
b) Uneven application of the internal auditing @amcbnsistent staff
training by DNFBP;

¢) Not enough practical assistance on applicatidheconcept of
“non-reputable jurisdiction’and hence the risk that appropriate
counter-measures would not be applied.

3.2. Regulation, supervision and monitoring (R. 24)

3.2.1. Description and analysis

Recommendation 24 (rated PC in th& Bound report)

Designated Authority for Regulation and SupervisiérCasinos (c. 24.1, ¢.24.1.1; applying R.17 to
casinos) & Licensing of casinos (c. 24.1.2)

872. The Lotteries and Gaming Authority (LGA) was setppsuant to the Lotteries and Other
Games Act (Cap. 438 of the Laws of Malta) and tk&aldishment of casinos is done in
accordance with the Gaming Act which contains theessary provisions for granting the licence.

The process includes a comprehensive due diligeramess in order to assure the integrity of the
persons involved in this industry.

873. The (LGA) is responsible for licensing, regulatimgd supervising the activity of casinos in
Malta (including the ones that operate in interrmtd in accordance with the arrangement
between the LGA and the FIAU in terms of Article @7the PMLA, it acts as the agent of the

FIAU regarding these entities in order to assurat tthey comply with their AML/CFT
obligations.

874. Furthermore casinos are also subject to Regul@imf PMLFTR which stipulates clear
obligation to be met by the entities during the reeuof their activity. The FIAU has all the

necessary powers under the PMLA to carry out itagdiance monitoring functions including the
powers to impose sanctions.

875. The compliance department within the FIAU carrigslaoth on and off-site monitoring of the

entities and in the case of casinos a specifictoue®ire has been drafted in order to assist the
compliance staff in assessing the compliance oéfitities.
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876. Pecuniary sanctions were imposed twice only in 2A@i€re were no financial sanctions in the
other years under review): once for inadequate @BBuments (1.000 EURO imposed by the
MFSA on a Trustee) and one for lack of beneficiahership information on a company kept by a
company service provider (250 EUROS imposed byRi#&J). This was followed up by the
FIAU with an on-site visit to the CSP which demaatdd that this deficiency and other potential
deficiencies had been rectified There were alsdtewriand verbal warnings. The sanction
imposed by the MFSA was published on the MFSA wibas are all other sanction imposed by
the MFSA. The fine on the CSP was not publishedhase is no policy currently as to the
publication of the sanctions imposed by the FIAU.

Prevention of Criminals from Controlling Institutie (c. 24.1.3)

877. The obliged entities that do carry out activitigegeribed in the in the law (PMLFTR) are
subject to oversight and monitoring by the FIAU éompliance with their AML/CFT obligations.
On the other hand the Lotteries and Gaming Auth@tiGA) are responsible for the licensing and
supervision of casinos (including the ones opegatimough internet) and duly act as the agent of
the FIAU.

878. The licensing of new entities involves a thorougbgess that includes robust safeguards
embedded in Part IV of the Gaming Act in order nswge that anyone presenting an application
for a licence is fit and proper for such an acfivit

Monitoring and Enforcement Systems for Other DNFEBE-24.2 & 24.2.1)

879. The FIAU is the authority responsible for monitgricompliance of subject persons with the
requirements set out under the PMLFTR, includindalFBPs.

880. There are 147 Real estate agents registered iralall for purposes of AML/CFT they are
subject to supervision by the FIAU.

881. More efforts should be directed to the real estsetor in order to increase the level of
awareness concerning the reporting obligations a as ongoing monitoring of business
relationships.

882. The dealers in precious metals and stones actifailta are subject to supervision by the
FIAU for purposes of AML/CFT. However, in practicat, the time of the on-site visit, no such
supervision was undertaken.

Effectiveness and efficiency

883. LGA has been designated as the Maltese supenasingrity for the casinos and the evaluators
were thoroughly informed by its representatives arel considered to be aware of their role with
regard to supervision. The authority is endoweth wrbfessional and other resources that allow it to
effectively carry out it legal obligations.

884. A robust licensing process is firmly embedded i@ @aming Act and it contains provisions
regulating the due diligence process that perspplyiag for a license should undergo. This aims
among others to assure the integrity of the perBased on the discussions held with casino
representatives it appears that they are awanacbpplying the AML/CFT rules in practice.

885. With respect to DNFBP sector, a general sectoraramess was noted regarding standards in
relation to politically exposed persons (PEPs).sfite the powers to sanction are included into
the Maltese legislation given the fact that theg aarely used raises questions about the
effectiveness of the system.
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886. The evaluators considered that efforts that aregoeiirected towards developing sector
specific guidance for the obligors including the EBPs as a positive development that will
further contribute to enhance the awareness cfehtor.

3.2.2. Recommendations and comments

887. Without prejudice to the steps undertaken to ireeg¢he monitoring capabilities of the FIAU,
the authorities should consider the involvemenSBIOs into the oversight process while at the
same time formalise a risk approach in order terage the available resources.

888.  The current practice of developing monitoring $o@r the off —site supervision that have
been developed by the FIAU in cooperation with L&¥uld be further enhance in order to allow
it to collect information more thoroughly. This @amfation should be used to better target the

entities that will undergo on site examinations.

3.2.3. Compliance with Recommendations 24

Rating Summary of factors relevant to s.4.3
underlying overall rating
* Insufficient resources devoted to AML/CFT supemwisof
compliance and reporting of lawyers, notaries, @sah precious
metals and stones and real estate agents
» The risk based approach concerning the oversigall die DNFBP
is not formalised

R.24 PC

3.3. Guidelines and feedback (R. 25)

3.3.1. Description and analysis

Recommendation 25 (rated PC in th& Bound report)

Guidelines for DNFBP to implement AML/CFT requiremsgc25.1)

889. The Procedures Implementing the Provisions have tesigned in pursuance of PMLFTR (art.
17) and were approved on May 20, 2011. They seincaitdetailed manner the requirements for all
the obligors and equally apply to FlIs as well asBRs.

890. Regulation 17 of the PMLFTR stipulates that:

"The Financial Intelligence Analysis Unit, with thencurrence of the relevant supervisory
authority, may issue procedures and guidance aslmagequired for the carrying into effect
of the provisions of these regulations, and whibkhllsbe binding on persons carrying out

relevant financial business or relevant activity.
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A subject person who fails to comply with the mimris of any procedures and guidance
established in accordance with sub-regulation (bplks be liable to the administrative
penalties as provided for under regulation 15(164§16). Cap. 373.

In fulfilling its compliance supervisory respondiiés under the Prevention of Money
Laundering Act, the Financial Intelligence Analykisit may monitor persons carrying out a
‘relevant activity’, with the exception of thoseden paragraph (g) and paragraph (i), on a
risk-sensitive basis

891. Regulation 4(6) of the PMLFTR clearly statés determining whether a subject person has
complied with any of the requirements of sub-refjota (1), a court shall consider:(a) any
relevant guidance or procedures issued, approvedadopted by the Financial Intelligence
Analysis Unit with the concurrence of the relevanpervisory authority, and which applies to
that subject person; and (b) in a case where nad@uie or procedures falling within the
provisions of paragraph (a) apply, any other reletvguidance issued by a body which regulates,
or is representative of, any trade, profession,itess or employment carried on by that subject
person”.

892. The Implementing Procedures replace the heret@oidance notes and assist the obligors in
implementing, carrying out and complying with thigligations of PMLFTR. At the time of on
site assessment the evaluators were informed tham @pproval of Part | of the aforesaid
procedures, which constitutes the core part, argkbstage would follow aimed at developing Part
[l containing some specific procedural issues tadoaccording to the operational features of each
and every one of the categories of obligors ineclgddDNFBPs. Such document will be reviewed
and afterwards endorsed by the FIAU but in the tiraee of the present evaluation, the sector
specific guidelines were not available.

893. The Implementing Procedures consist of a numbehapters which correspond to the main
obligations set out in the PMLFTR. These includeer alia, a chapter on customer due diligence,
record-keeping, reporting and awareness and tiaednwvell as risk based approach.

894. Annual reports are published periodically by thé&BFland in assessors opinion contribute
towards enhancing the awareness of the obligorrder to better comply with their relevant
AML/CFT requirements. The Implementing Proceduressist of a nhumber of chapters which
correspond to the main obligations set out in thieIPTR and provide specific guidance on CDD
measures, beneficial owners, ongoing monitoringhaf business relationship, simplified due
diligence as well as enhanced due diligence. Howekie two sector specific guidelines do not
contain practical issues related to ML/TF such athds and trends, examples, typologies.

895. The assessors were also informed about the comgncmmmunication that takes place among
the FIAU and the obligors. This interaction doesvte a platform to address general as well as
specific questions that obligors might have. Thésite also contains guidance as well as useful
links to relevant international and organizationshsas FATF, MONEYVAL, the Egmont Group,
OECD, IMF etc.

896. Additionally, Malta Institute of Accountants (MIAand the Institute of Financial Services
Practitioners (IFSP) have issued guidance notasdist their members. Before entering into force
of the Implementing Procedures Part |, those appie accountants and auditors as well as
practitioners such as lawyers, accountants, treisted fiduciaries that operate within the area of
financial services to implement the provisionsttd PMLFTR. These notes have been endorsed
by the FIAU.

Particularly FIU should provide adequate and apptiafe feedback (c25.2)

897. The FIAU provides general feedback to obliged &ditin the annual reports that are
published by virtue of article 16 (2) of the PMLAhigh contain statistics on number of STRs
received with appropriate breakdowns in terms ¢égary of reporting entities and the outcome
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of the financial analysis in terms of disclosusspected predicate offences etc... Also the report
contains ML methods and trends and sanitises exanpl

898. Upon reviewing the 2010 FIAU report, overall treuailysis of the STR is provided as well
as some typologies, but no sanitised cases andessily, the implementation of C.25.2 cannot be
deemed as complete.

899. Specific feed back in not provided to the reportmgities including DNFBPs spontaneously.
Upon request, FIAU might send case by case feedbadknot all interviewees confirmed its
effectiveness. The assessors were left under theeggion that some reporting entities received
more feed-back than others. There is no formalteamsparent methodology on procedures for
this feedback.

Rating Summary of factors relevant to s.4.2
underlying overall rating
R.25 |PC « No DNFBP specific guidelines

« Difficulties in assessing the effectiveness of nanevisions in
the Implementing Procedures Part | due to receoptamh at the
time of the on-site visit.

« The feedback mechanism is not working effectivalpiiactice.
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4. LEGAL PERSONS AND ARRANGEMENTS AND NON-PROFIT
ORGANISATIONS

4.1.Non-profit organisations (SR.VIII)

4.1.1. Description and analysis

Special Recommendation VIII (rated NC in thé®3ound report)

Legal framework

900. Since the last evaluation report, new legislatiegutating the Voluntary Organisations (VO)
has been adopted by Maltese authorities, namelyohetary Organisations Act (Cap. 492 of the
Laws of Malta) and the Second Schedule of the GBaode (Cap. 16 of the Laws of Malta)
introduced in 2007.

901. The VO Act regulates the procedure for enrolmentv@f and establishes the position of
Commissioner of VO, including his duties and fuast{part 11l of the Act).

902. The responsibility and duties of the Commissiorrer exhaustively listed in Article 7 of the
act providing that he shall (among others):

» Provide the enrolment facilities for organisatievtsich are eligible for enrolment;
* Monitoring the VO activities in order to ensure ebsnce of the provisions of the act;

» Providing voluntary organisations with informatiaout the benefits and responsibilities
deriving from registration;

* Providing information and guidelines to persondqreming voluntary work and to members
of voluntary organisations;

» Make recommendations to the Minister on legislatiomd policies in support of voluntary
organizations;

» Investigating any complaints relating to voluntarganisations or persons;

903. The Commissioner of VO is obliged to make and pretethe Minister an annual report that
shall contain the activities during the precediegty a general description of the circumstances of
the voluntary sector in Malta, any recommendatioegarding relevant legislation and the
accounts and financial records in respect of theratfwns of his office.

904. Additionally, the Commissioner should encourageeaxironment where the credibility and
good reputation of the voluntary sector is contiyu@nhanced through high standards of
operation, public awareness and proper accourttabilne Commissioner is also responsible for
making and presenting to the Minister responsibtesbcial policy an annual report which shall
include information on the circumstances of theuatdry sector in Malta and any developments
which may have affected such sector.

905. The new legislation regulates a Register of VO t(pdr Of the Act) and exhaustively lists
information which shall be contained in the Regisés the name, address, registration number of
the organization, the names and the addressesdidiministrators, a copy of the constitutive
deed including any amendments, annual reports mmagish accounts of the organizations.
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906. The registration of VO according to the Voluntarygg@nisations Act is not compulsorgny
voluntary organisation may apply for enrolmgtrt. 13 (1)). The only restriction in terms of
non-registered VO is that they cannot benefit fdonations from public sources (Maltese).

Review of adequacy of laws and regulations (c.Mlll.

907. Despite of the adopting of the new legislation,doonestic review on the activities, size and
relevant features of the non-profit sector for thepose of identifying the features and types of
the NPOs that are at risk of being misused footest financing was conducted by the authorities.

908. Also, there should be more detailed rules for #gstration procedure and a special form for
all the types of organisations. Any natural or lggerson based on Malta or abroad can be a
founder of a voluntary organisation.

Outreach to the NPO Sector to protect it from TastoFinancing Abuse (c.VIII.2)

909. The Commissioner of Voluntary Organisations shatfgrm the duties and exercise the
functions imposed by the Act, including providingr@ment facilities for organisations which are
eligible for enrolment in terms of the Act, monitay the activities of voluntary organisations,
providing information and guidelines to personsfaening voluntary work and to members of
voluntary organisations for the appropriate opagatf the voluntary sector.

910. The Commissioner shall establish systems for conration with volunteers, is responsible
for encouraging an environment where the credybditd good reputation of the voluntary sector
is continually enhanced, is responsible for thagparency and public awareness.

911. Notwithstanding the above mentioned legal provisjoim practice no awareness raising
program dedicated to the NPO sector about the asksrrorist abuse and available measures to
protect against it was conducted. By the time efdh-site visit no training on AML/CFT issues
was provided for the NPOs.

912. The transparency is limited by the lack of an et version of the Registry. The evaluation
team has been advised by the Commissioner, thatea® fee is required for the consultation of
the paper documents in the Commissioner officegfmh organisation. An appointment with the
Commissioner office is necessary in order to cdrthel files. This procedure makes the access to
the Register difficult to the public.

Supervision or monitoring of NPO-s that account $ggnificant share of the sector’s resources or
international activities (c.VIII.3)

913. According to the VO Act, the Commissioner is resgible for monitoring all the activities of
voluntary organisations, for co-ordinating and caminating with the Registrar for Legal
persons, co-operating with the Council of voluntasyganisations. The commissioner is
responsible for the maintaining the Register ofmtdry organisations.

914. However, the evaluation team was advised that obatrd monitoring procedures are carried
out unless a complaint is being forwarded to thenfdssioner. No checks in the financial
resources or beneficial owner are performed (efvgmsia foreign company).
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Information maintained by NPO-s and availabilitythe public thereof (c.VIII.3.1)

915. The Register of Voluntary Organisations, which kh& maintained by the Commissioner,
shall contain the following information: (as stiptés in the Article 12 of the VO Act)
(a) the name of the organisation;

(b) the address of the organisation;

() the registration number of the organisation giseered as a legal person, whether in Malta or
abroad,;

(d) the names and addresses of the administratting afrganisation;

€ in case of foreign or international organisatici® name and address of the representative
resident in Malta of such organisation;

() a copy of the constitutive deed of the organisaéind any amendments thereto;

(@) a copy of the annual accounts for the last fir@ngear prior to enrolment, if any, prepared
by the applicant;

(h) annual reports of the organisation;

() annual accounts of the organisation, together witeport of reviewers or auditors as may be
required under applicable law.

916. The Commissioner shall classify the organisatioosoading to the principal purpose for
which the organisation was set up.

917. When applying for enrolment together with an apmplicform voluntary organisations are
required to submit:
(@) an original or authenticated copy (by notary)thé constitutive deed or statute of the
organisation;

(b) the written consent of the administrators tadhaffice after enrolment;
(c) the enrolment fees, if any;
(d) information on the promoters, founders, admiatstrs, donors and beneficiaries;
(e) information on the assets and liabilities;
(f) information on the past, if any, present andrideal activities of the organisation;

(g) information on the purposes of the organisatiod the intended activities through which
they are to be achieved; and

(h) information on any other matter on which the Cassmoner may have reservations or
concerns in relation to the application.

918. Upon being satisfied that the organisation is blegfor enrolment, the Commissioner shall:
(a) enter the particulars of the voluntary organain the Register;

(b) issue a Certificate of Enrolment with the iddntifion number of the voluntary organisation;

(c) specify whether the voluntary organisation iscairfdation, an association, a trust or a
temporary organisation; and

(d) specify the voluntary organisation’s enrolmeiaissification.

919. It should be noted that on payment of the appledbk, any person may view and obtain
copies of the Register and any documentation whahbeen submitted to the Commissioner by
any voluntary organisation.
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920. However, since there is no electronic version o fRegister, in order to access the
information one should pay a 20 EURO fee for eachamisation checked, to make an
appointment with the Commissioner office and see ghper documents at the Commissioner
office.

921. The website Www.voluntaryorganisations.gov.jntstill does not provide all necessary
information required by the VO Act.

922. Voluntary organisations shall make the statuteuahreport and audited accounts available
for inspection, free of charge, by any founder, @dstrator or member of the voluntary
organisation as well as by any donor or beneficidng satisfies the administrators of an interest
in the information.

923. If a person is unjustifiably refused any informatiby a voluntary organisation such person
may complain, in writing, to the Commissioner whuals decide on whether such person is
entitled to the information or not in terms of tlidicle and inform the complainant in writing of
his determination, and reasons therefore, withimaaonable time.

924. The Commissioner shall present not later than ekevadter the end of each year an annual
report, according the requirements stated in AgtitD. The annual report as well as the
information contained in the Register shall be lade to the public.

Measures in place to sanction violations of ovdrsiglles by NPO-s (c.VII1.3.2)

925. The Commissioner may apply to the Board of Appeartier:ithe suspensiormf the activities
of an enrolled voluntary organisation by the isefi@ Suspension Order, for such period as shall
be specified in such order; tire cancellationof the enrolment of a voluntary organisation bg th
issue of a Cancellation Order, which shall come ieffect fifteen days from the date of
notification of such order, to all or any one o thidministrators, unless an appeal is filed poor t
such period, in which case such order shall hafexefrom the date established by the Board of
Appeal.

926. Such orders may be issuedttie voluntary organisation (@) is not pursuing harposes for
which it was established and in so doing it is edding the general public; (b) is carrying out
unlawful activities, including making public colteans without the necessary authorisation; (c) is
failing to comply with the provisions of its staubr of this Act or any regulations made
thereunder; (d) is misapplying funds, or is usingds or benefits received for purposes other
than those for which such funds or benefits weamigd; (e) appears to have continued operating
after it has been formally dissolved; (f) has notdtioned for a period which exceeds twenty four
consecutive months; (g) obtained enrolment on ts&sbof materially incorrect or incomplete
information that would have otherwise resulted inrefusal had the correct or complete
information been known to the Commissioner.

927. In case of a Cancellation Order based on the gmogpdcified in subarticles)( (b) and ¢),
the Board of Appeal shall have the power to ortierdrganisation to desist from carrying on any
further activities.

928. A fine (multa) of two hundred and thirty-two eurndaninety-four cents (232.94) and a fine
(multa) of eleven euro and sixty-five cents (11.65) feery day of default shall be imposed in the
event of cancellation of enrolment of a voluntargamisation, where the administrators fail to
surrender the certificate within the time statethim demand.

929. The offences provided by the VO Act are stated updet VII, Art. 31-33 and refers to:

e any person acts in breach of any of the provisadrthe Act or any regulations made there under,
and a specific penalty is not provided for the e under the Act or any regulations made there
under, such person shall, on conviction, be lidbla fine (ultd) of not less than one hundred
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and sixteen euro and forty-seven cents (€116.47)nbti more than two thousand and three
hundred and twenty-nine euro and thirty-seven c@#829.37) or to a term of imprisonment for
a period not exceeding six months, or to both $unehand imprisonment;

* any person who forges or alters a Certificate ofolnent of a voluntary organisation so as to
give the impression that he acts on behalf of aolkea voluntary organisation, or that an existing
organisation is a voluntary organisation when ihas, shall be guilty of an offence and shall be
liable to the same punishment as provided fortielarl83 of the Criminal Code. (forgery);

* any person who knowingly acts or purports to acamsdministrator of a voluntary organisation
without having been duly appointed or elected asdministrator of such organisation, shall be
guilty of an offence punishable as a contraventioless the actions of the said person constitute a
more serious offence under any other law, in wki$e it shall be punishable accordingly.

* any person who makes or attempts to make a publiection when not enrolled as a voluntary
organisation under this Act shall be guilty of dfence

930. According to those legal provisions, in case an NP®arrying out unlawful activities the
only penalty is suspension or cancellation of itfivities, which seems not to be dissuasive
enough. In addition, at the time of the on-sittithe assessment team was informed that no such
sanctions were imposed in practice.

Licensing or Registration of NPO-s and availabiliiythis information (c.VIII.3.3)

931. Voluntary organisations are enrolled in the Registe/oluntary organisations, established by
the Voluntary Organisations Act. The registratismot compulsory.

Maintenance of records by NPO-s, and availabil@yappropriate authorities (c.VII1.3.4)

932. The commissioner is obliged to maintain a copyhef latest financial statements of voluntary
organisations but no time frame is provided by\eAct*.

Measures to ensure effective investigation andegaty of information (c.VIIl.4)

933. The Commissioner is empowered to carry out invattgs in relation to the affairs of any
voluntary organisation at any time and may demamg r@levant information relating to the
operation of the organisation or any person inviblvethe activities of the organisation.

934. The assessment team was informed that in casewad indicators, the Commissioner shall
inform the Police, but no such cases were acteaibpountered.

Domestic co-operation, coordination and informatgiraring on NPO-s (c.VIIl.4.1);

Access to information on administration and managrgnof NPO-s during investigations (c.VI1l1.4.2);
Sharing of information, preventative actions andestigative expertise and capability, with resgect
NPO-s suspected of being exploited for terrorisarficing purposes (c.VIIl.4.3)

935. In the course of an investigation either the Comsiniser of Voluntary Organisations or the
police may demand any relevant information relatmghe operation of the organisation or any
person involved in the activities of the organisas.

“8 Following the on-site visit, the Maltese authasticonfirmed that the Voluntary Organisations (ahneturns
and annual accounts) Regulations had been appravedvill be published by Legal Notice. Among other
things this legal notice will impose a time framighin which financial statements are to be subrditte
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936. The FIAU may demand information from the commissionf voluntary organisations to
ensure that the voluntary sector is not being neidder FT purposes. Such information may be
demanded either in relation to specific suspicioh&T or in relation to the fulfilment of any
other function of FIAU.

Responding to international requests regarding N$*©Opoints of contacts and procedures (c.VIIL.5)

937. There are is no special mechanism given to the Uesiomer or any other body concerning
responding to international request regarding V0N but the police and AG are supposed to
use their mechanism for the VO, NPO sector as well.

Effectiveness and efficiency

938. Although there has been legal progress since tber@und report there is still a lack of
awareness of the FT risks within the NPO sectorsplcific risk assessment has been conducted
to identify those types of NPOs which are most gtdible to FT.

939. The supervision and the sanctions regimes’ effenggs are difficult to assess as they haven't
been tested in practice.

940. The registrar office is understaffed: 3 people only

941. There should be transparent rules for the enrolpesttedure, a guideline for administrators.
There is a need for clear rules for the administisiresponsibility.

942. The evaluation team was informed that the drafh €fode of good governance, practise and
ethics for Administrators of VO has been preparadiia now available on the website.

943. The annual report 2010 is available on the welsi@.voluntaryorganisations.gov.mt

4.1.2. Recommendations and comments

944. Considerable progress has been achieved sincedhreud report, in order to address FATF
requirements described on SR VIII, the most impurtheing the adoption of Voluntary
Organisations Act. However, further work is neettethake the regime operational according to
the standards.

945. The VO Act regulates the procedure for enrolmeri ©f lists the information which shall be
submitted to the Register and establishes theigosif Commissioner of VO, his duties and
functions.

946. However, the registration of VO according to theldntary Organisations Act is not
compulsory. The only restriction in terms of nogistered VO is that they cannot benefit from
donations from Maltese public sources.

947. More actions are needed for properly tackling &lthee SR.VIII requirements in terms of
reviewing the domestic NPOs’ activities, size ael@vant features for the purpose of identifying
the risk area and preventing their misuse for t&trdinancing. A specific risk assessment should
be conducted by the Maltese authorities.

948. It is necessary to identify the number and typedlBD that control significant parts of the
financial resources of the sector and the onesuatimdy international activities.

949. There have been no awareness-raising measures plaice by the Maltese authorities for the
NPO sector related to the risk of terrorist abuse the available measures to protect the sector
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against such abuse. The assessment team stromgignmeend the implementation of such a
campaign.

950. The public access to the data contained in thedRegis impeded by the lack of electronic
form of the register and by the fee to be paid deery NPO accessed. This issue should be
addressed.

951. The system of supervising or monitoring NPOs iscdbed in the VO Act but it hasn’t been
tested in practice yet. The sanctions provided seemto be dissuasive enough. A stronger
sanction regime should be put in place.

952. No controls and checks are performed by the Coniomies on the source of funds of on
beneficial owner. This issue should be address#ulolegal provision and in practice.

953. There is a considerable need for continuous trgifon the staff of the Commissioner office.
The Commissioner and his office have no capacitiulfil their duties required by the VO Act,
they are not aware of a potential risk for misugheyVVO for TF.

954. There is a considerable need for detailed rulesti®rcancelation of VO from the Register. A
specific procedure in this respect would be vecpnemendable.

955. The Chapter of foundation should have a form ofotary deed or at least an authorised
signature should be required.

956. The evaluators were provided with statistics on thenber of VO enrolled with the
Commissioner, including statistics on refusalstf@ enrolment.

4.1.3. Compliance with Special Recommendation VIII

Rating Summary of factors underlying rating

SR.VIiI PC « The registration of VO according to the Voluntary
Organisations Act is not compulsory. The only iiegtn in
terms of non-registered VO is that they cannot befrem
donations from public sources (Maltese).

* No risk assessment was conducted for the sector.

1%
o
o

« No awareness raising programmes have been adopt
implemented.

» The public access to the data contained in the sRagis
impeded by the lack of electronic form of the régisand by
the current fee to be paid for every NPO accessed.

« The system of supervising and monitoring hasn'nttested
in practice yet.

e The sanctions provided seem not to be dissuaswegtn

* No controls and checks are envisaged on the sadifteds
of beneficiaries.

« The office of the Commissioner is understaffed
(effectiveness issue)
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5. NATIONAL AND INTERNATIONAL CO-OPERATION

5.1.National co-operation and co-ordination (R. 31 & R32)

5.1.1. Description and analysis

Recommendation 31 (rated C in th&'3ound report)

Effective mechanisms in place to co-operate, ané@revtappropriate, co-ordinate domestically
concerning the development and implementation dfcipe and activities to combat money
laundering and terrorist financing (c.31.1)

957. The Board of Governors of the FIAU is of particutatevance in the context of national co-
operation and co-ordination. It is composed of fo@mbers nominated from the Office of the
Attorney General, the Central Bank of Malta, theltld@olice Force and the Malta Financial
Services Authority respectively. Accordingly, thejor actors of the Maltese AML/CFT system
are present in the Board.

958. The members of the Board are in a position to entluat a national AML/CFT policy is
implemented comprehensively across the entitiexlwithey represent. However, authorities
articulated that the Board is not the forum of orail co-ordination and co-operation but it is the
policy-setting organ of the FIAU.

959. Article 16 of PMLA sets out internal cooperatiométions of the FIAU as a central authority
in AML/CFT system that:

» instructs any subject person to take such stefs raay deem appropriate to facilitate any
money laundering or funding of terrorism investigatin general or the investigation of any
particular suspicious transaction report;

= gathers information on the financial and commeraictivities in the country for analytical
purposes with a view to detecting areas of activityich may be vulnerable to money
laundering or funding of terrorism;

= compiles statistics and records, to disseminatanmdtion, to make recommendations, to issue
guidelines and advice the Minister on all mattersl assues relevant to the prevention,
detection, investigation, prosecution and punishim&nmoney laundering or funding of
terrorism offences;

= promotes the training of, and to provide trainitg, fpersonnel employed with any subject
person in respect of any matter, obligation orvégtirelevant to the prevention of money
laundering or funding of terrorism;

= consults with any person, institution or organizatas may be appropriate for the purpose of
discharging any of its functions;

= advises and to assist persons, whether physicégad, to put in place and to develop
effective measures and programmes for the prevemtiononey laundering and funding of
terrorism.

960. In addition, the PMLA sets out the general respdlitsi of the FIAU to co-operate and
exchange information with supervisory authoritiggiere that information is relevant to the
processing or analysis of information or to invgations regarding financial transactions related
to ML/FT. The definition of ‘supervisory authorifieincludes a wide range of entities such as the
Central Bank of Malta, the MFSA, the Registrar anipanies, the LGA and the Controler of
Customs. Additionally, the FIAU is authorised tedose any document or information relating to
the affairs of the FIAU, or information on any pamswhich the FIAU has acquired on the
exercise of its duties or its functions under th&l R to supervisory authorities, whether situated
in Malta or outside Malta.
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961. In the situation where the analytical reports asaminated to the Police and involves a
subject person over whom a supervisory authorigyregulatory functions, the FIAU shall inform
the said supervisory authority of the action taken.

962. Article 27 of the PMLA also lays down a duty on tREAU to co-operate with supervisory
authorities to ensure that the financial and olystems are not used for criminal purposes and
thus safeguard their integrity. The supervisonhatrities are required to extend all assistance and
co-operation to the FIAU. In particular, the FIAUaynrequest supervisory authorities to provide
any information which may be relevant to the fumeti of the FIAU and to carry-out on-site
examinations on subject persons falling under t@petence of the supervisory authority on
behalf of the FIAU. Representatives of FIAU undezti that in practice, the FIAU co-operates
with the MFSA and the LGA on a regular basis.

963. The Customs Authority, which is entrusted with flumction of monitoring cross-border
transport of cash and monetary instruments, is r@goired to assist the FIAU by passing on the
records of cash declarations on a weekly basis.

964. According to the PMLA, the cooperation of the FIAdith the police authorities is done with
the assistance of the police officer who acts asdn officer. The main functions of liaison
officer are providing and facilitating law enforcent information for the FIAU and serving as a
channel for dissemination.

965. The evaluation team was informed onsite that afjhothe designated (detailed) liaison
officer is the Assistant Commissioner of Policechmarge of administration, in practice there is
also direct contact with the Money Laundering Uaft the police. The Maltese authorities
explained that the reason behind appointing theistes® Commissioner in charge of
administration as the liaison officer was his higrenk in the police structure, which authorises
him to ask information from all Police units in erdo provide any information requested by the
FIAU.

966. It has to be noted that one of the members of thard of Governors is the Assistant
Commissioner in charge of criminal investigatioitie Board member is nominated by the
Commissioner of Police and appointed by the Ministeponsible for finance.

Co-operation between the Police and the OfficdnefAttorney General

967. The Police and the Office of the Attorney Genem@operate on an operational level on a
daily basis. In the course of ML/FT investigatiotie Police authority is required to consult with
the Office of the Attorney General as it is the mia through which attachment, investigation,
freezing and monitoring orders are obtained.

Additional elements — Mechanisms for consultatietwleen competent authorities and the financial
sector and other sectors (including DNFBP)
Joint Committee

968. Co-ordination and co-operation with the relevargrapors in the financial and non-financial
sectors in the AML/CFT regime is further achievddotigh the Joint Committee for the
Prevention of Money Laundering and Funding of Tesma (Joint Committee). The Joint
Committee is an ad hoc committee set up to proaiftgum for discussion and exchange of views
relating to the prevention of money laundering &mtling of terrorism with a view to develop
common AML/CFT standards and practices in compganith the PMLFTR.

969. The Joint Committee is chaired by the Directorhed FIAU, with the Legal & International
Relations Officer of the FIAU acting as secretdirys made up of representatives from the Office
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of the Attorney General, the Police, the CentrahiBaf Malta, the MFSA, the LGA and other

associations and bodies representing persons subjgbhe PMLFTR. The latter include the

Institute of Financial Services Practitioners, Malta Banker’'s Association, the Malta Insurance
Association, the Malta Funds Industry Associatitme College of Stock Brokers, the Malta
Institute of Accountants, the Malta Stock Excharnfe, Chamber of Advocates, the College of
Legal Procurators, the College of Notaries, thetdhistitute of Taxation, the Federation of Real
Estate Agents and the Association of Licensed Fiaainstitutions.

970. In spite of its ad hoc nature, the Joint Committexets regularly to ensure co-ordination and
effective use of resources. The Committee has Imstrumental in suggesting the amendments to
AML/CFT laws and the Implementing Procedures. Meegahe forum serves a purpose of not
only keeping abreast with developments, policiesy hegislation, regulations and directives in
this arena, but also offers an efficient opporturdr bringing forward the different views and
didactic experience of the members in a bid to fdate comprehensive and all-inclusive
measures which serve as the very tools to curlzlatett money laundering activities.

971. Examiners noted that at the time of the on-sité, Mise customs authority was not member of
the Joint Committe'@

Sanctions Monitoring Board

972. The Sanctions Monitoring Board within the Ministif/ Foreign Affairs is responsible for the
implementation of UN resolutions concerning sami@and it co-ordinates its efforts in this
regard with the MFSA, being the single regulatothef financial sector.

Customs

973. Evaluation team noted that the Customs informadioicash declaration is transmitted directly
to the FIAU, which is in compliance with the recoemdation of the third round. The cooperation
between the FIAU and the Customs Authority in respd immediate and intelligence based
information exchange should be further strengthened

Review of the effectiveness of the AML/CFT syst@rasregular basis (Recommendation 32.1)

974. The Board and the Joint Committee provide firm fearark for discussing the effectiveness
of the AML/CFT regime on a regular basis.

975. Meetings with representatives of private sectoffiomed that the Joint Committee provided
valuable forum for discussing the draft Implemegti*frocedures. This committee is also involved
in the review of the various aspects of the efiectess of the AML/CFT regime.

976. The evaluators were advised that the Board do#ataimajor policy discussions (such as on
the appropriate levels of control on the use ohkasqually, the Maltese authorities indicated that
the Board does regularly assess the effectiverfab® system, based on available statistics. The
evaluators nonetheless found problems in obtaicmgplete and comprehensive statistics on
money laundering cases and the use of confiscallom.evaluators consider that the expertise of
the Board should be employed in the future desfghestatistical data that needs to be regularly
kept and routinely analysed in order to betterlitate the Board’'s overview of the effectiveness
of the system.

4% The Maltese Authorities confirmed that subseqterhe on-site visit, the Customs Authorities becameenbers of the
Joint Committee
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Effectiveness and efficiency

977. The stakeholders of the AML/CFT regime have a vareé mechanisms in place to facilitate
national co-operation and co-ordination.

978. Bearing in mind the relatively small size of theuntry more efficient mechanisms in practice
between the FIAU and Police would be desirable. &kisting relationship between the Police
and the FIAU appears not to be in conformity wita system laid down by the PMLA.

979. By virtue of the authorities’ responses during timsite visit the evaluation team concluded
that the role of the appointed liaison officer laasather imponderable nature since he constitutes
only as a focal point for receiving written requestnd the practical liaising work is carried out
informally via police officers of Money Launderirignit.

980. Furthermore, it remained unclear who advises tli¢JH investigative techniques and all law
enforcement issues. Having a single designatedcteadfficial with demanding providing law
enforcement information and intelligencas”a physical linkwithin the existing legal framework
would even more strengthen the efficient operatiaoaperation between FIAU and the Malta
police forces.

981. The provisions of the PMLA on the Board provideaaursd legal environment for the co-
ordination. The Board does initiate major policysdlissions and does regularly assess the
effectiveness of the system, based on availabléstita. However, some difficulties were
encountered in obtaining complete and compreherstatistics on money laundering cases and
the use of confiscation. The Board should be engulap the future design of the statistical data
that needs to be regularly kept and routinely asealyin order to better facilitate overview of the
effectiveness of the system. The evaluators styoadlvise that the Board should be directly
involved in the construction of the Methodology tais risk assessment. There is still room to
further exploit the experience and seniority of tBeard members in the analyses of the
effectiveness of the Maltese system as a whole.

982. The national cooperation between AG’s Office, poléaxd magistrates is operating mostly on
an informal base. The Maltese authorities pointetl that this way of cooperation is very
efficient in Malta and using a formal way of coogigsn could not be definitely more effective.
Maltese authorities consider more or less inforoa@peration to be most productive.

5.1.2. Recommendations and Comments

Recommendation 31

983. Full implementation of the existing legal provisiom the liaison officer in effect would
contribute to have a more efficient operationalpmration between the Police and the FIAU.

984. Maltese authorities should consider involving thestoms authority into the formal co-
operation among stakeholders.

Review of the effectiveness of the AML/CFT systamsa regular basis (Recommendation 32.1)

985. The authorities are encouraged to review the effeoess of the AML/CFT system on a
regular basis and scrutinise the collected stesisti the light of the effectiveness.

986. Itis recommended to further exploit the experieacd seniority of the Board members in the
national risk assessment and in the analyses @ftbetiveness of the Maltese system as a whole.
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Recommendation 30 (Policy makers — Resources, psifinal standards and training)

987. More investigators focused to ML cases in the dliait would be welcome. There is a need
for a specialized continuous training for Policegistrates and judicial staff.

5.1.3. Compliance with Recommendations 31 and 32 (crite8i®.1 only)

Rating Summary of factors underlying rating
R.31 C
R.32.1 LC » Insufficient review of the effectiveness of the késke AML/CFT

system as a whole; The experience and senioritlyeoBoard members
is not fully exploited in this respect.

5.2.The Conventions and United Nations Special Resoletis (R. 35 and SR.I)

5.2.1. Description and analysis

Recommendation 35 (rated LC in thé"3ound report) & Special Recommendation(fated LC in
the 3% round report)

Ratification of AML Related UN Conventions (c. R13%nd of CFT Related UN Conventions (c. SR
1.1)

988. The Vienna Convention was acceded to ofl R&8bruary 1996. The Palermo Convention was
signed on 1% December 2000 and ratified on"™2&eptember 2003. The Terrorist Financing
Convention was signed on"l0anuary 2000 and ratified on"INovember 2001.

989. The Council of Europe Convention on Laundering 8gaSeizure and Confiscation was
ratified on 1§ November 1999 and came into force on tHélarch 2000.

990. The Council of Europe Convention on Laundering 8eateizure and Confiscation of the
proceeds from Crime and on the Financing of Tesrorivas ratified on 30January 2008 and
came into force on*1May 2008.

Implementation of Vienna Convention (Articles 318,17 & 19, c. R. 35.1)

991. The main law to implement anti-terrorist-financimgasures required by UN resolutions is
the National Interest (Enabling Powers) Act of 1998der this law all the sanctions or measures
adopted by the United Nations Security Councilase being implemented in Malta.

992. The 1988 United Nations Convention on lllicit Tiaffn Narcotic Drugs and Psychotropic
Substances (Vienna Convention) was acceded to BR&&uary 1996.

993. The Article 3 of PMLA is in accordance with the Yiiea Convention (Investigation and
prosecution of the offences), Conspiracy to conanibffence is sanctioned under Article 48A of
the CC, the promotion, constitution, organisatiorfimancing of an organisation of two or more
persons with a view to commit criminal offencesrigninalised under article 83A of the CC. Both
of the provisions apply also to the offence of molaeindering.
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994. As mentioned concerning R3, the confiscation regisneot regulated satisfactory and the
measures are not fully in accordance with the V@er@onvention. Especially third party
provisions need to be developed. The limited peoibtime to 30 days for the attachment order is
also problematic in the light of the Vienna Convemt

Implementation of Palermo Convention (Articles 30516, 18-20, 24-27, 29-31 & 34, c. R 35.1)

995. The 2000 United Nations Convention against Tranmsnak Organised Crime (Palermo
Convention) has been ratified on™8eptember 2003. The Articles mentioned above baes
implemented to the Maltese legislation, as mostBntioned in the previous paragraphs. The
evaluators want to point out the reservation torgggme of confiscation and training related to
confiscation and investigation/prosecution of tfferces.

Implementation of the Terrorist Financing Convent{@drticles 2-18, ¢c. R 35.1 & c. SR. I.1)

996. The 1999 United Nations International Conventiontfee Suppression of the Financing of
Terrorism has been ratified on ™. November 2001. Financing of Terrorism is compietel
criminalized. The conventions were transposed i&tonal law mainly by the Criminal Code,
Dangerous Drug Ordinance (DDO), Medical and Kindiffessions Ordinance (MKPO),
Prevention of Money Laundering Act (PMLA) and thetriadition Act. The implementation is
sufficient.

Implementation of UNSCRs relating to Prevention &ogpression (c. SR.1.2)

997. The United Nations Security Resolutions are implet®e through the subsidiary legislation
by the National Interest Act (Enabling Powers). WN3Resolutions 1267 and 1373 are
enforceable in Malta by virtue of legal Notice 2141999 and Legal Notice 156 of 2002.

998. As mentioned in detail above (SRIIl), the procedufrfreezing of assets is not implemented
satisfactory. There are not transparent ruleshferfteezing order. Despite the Maltese authorities
stressed, that the practical application of thezmey order is not confusing or problematic, the
evaluation team would suggest to create transpeaggimhe.

999. There is also not effective and publicly known maare considering de-listing requests and
for unfreezing the funds or other assets of dedigiersons or entities. The Sanction Monitoring
Board also admitted a lack of such procedure.

Additional element — Ratification or Implementatmfrother relevant international conventions

1000. The Council of Europe Convention on Laundering 8eabeizure and Confiscation was
ratified on 18' November 1999 and came into force on thélarch 2000.

1001. The Council of Europe Convention on Laundering 8eaBeizure and Confiscation of the
proceeds from Crime and on the Financing of Tesrorivas ratified on 30January 2008 and
came into force on*1May 2008.
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5.2.2. Recommendations and comments

1002. The evaluators welcome the ratification of the Quluof Europe Convention on Laundering
Search, Seizure and Confiscation of the proceens €rime and on the Financing of Terrorism
(was ratified on 30 January 2008 and came into force 8riMiay 2008).

1003. The evaluators suggest to develop the procedurigdiering funds and to create an effective
and publicly known procedure for unfreezing andisiéng.

5.2.3. Compliance with Recommendation 35 and Special Regamdation |

Rating Summary of factors underlying rating

R.35 LC » Although the Palermo and TF Conventions are indpthere are stil
reservations about the effectiveness of implemiamadh some issues
(unclear provisions described under SRIl)

SR.I LC * The regime for freezing funds not satisfactory iempénted.
» There is a need for effective and publicly knowrogadure for
unfreezing and de-listing.

5.3. Mutual legal assistance (R. 36, SR.V)

5.3.1. Description and analysis

Recommendation 36 (rated C in th&'3ound report)

Legal framework

1004. The Attorney General’'s Office has been named asdiméral judicial authority in all major
agreements dealing with mutual legal assistancdtaMa party to the Strasbourg Convention
(1999) and several other major conventions progidan mutual legal assistance.

1005. Malta has a comprehensive legal system to meetetingirements of the Recommendations
for mutual legal assistance. The main laws refgrrinlegal assistance are:

» the Criminal Code (such as Articles 435 B - E, 828B, 647B, 649)
» the Prevention of Money Laundering Act (Articles B1)
» the Dangerous Drugs Ordinance (Articles 24 B - D).

1006. Even without a treaty, convention, agreement oewtdnding, Malta may still extend mutual
assistance on the basis of reciprocity, as provideth A.649 CC or provided that domestic law
provisions are satisfied. The local and internaticzo-operation is focused mainly to the fight
against international terrorism and transnatiomghoised crime. Malta has concluded a number
of bilateral agreements with other States relatmgo-operation in the fight against drugs and
organised crime.
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Table 33: Bilateral agreements

Country Signed Enter into force
United States of Americg  16/6/2004 10/03/2005
Albania 19/2/2002 19/2/2002
China 22/10/2001 22/10/2001
Cyprus 16/9/1999 18/3/2000
Egypt 13/2/1997 22/3/1998
France 9/3/1998 1/7/2998
Greece Co-operation between the Ministry| éfwaiting ratification

Home Affairs of Malta and th
Ministry of Public Order of the
Hellenic Rep. on Matter of thejr
competence - 24/5/2001

11%

Hungary 18/5/2000 18/12/2000
Israel 28/5/1999 1/8/2000
Libya 28/2/1991 28/2/1991

Amendments through Exchange |03/9/1996
Notes signed on 22 August

1996 and on 3 September 1996

Russia 21/4/1993 21/4/1993
Slovakia 16/5/2001 16/5/2001
Spain 28/5/1998 27/11/1998
Sweden 10/5/2001 10/5/2001
Tunisia 6/4/2001 6/4/2001
Turkey 29/11/1999 28/2/2000
United Kingdom 9/1/2003 9/1/2003

1007. According to the Maltese authorities, the majoofythe recent bilateral agreements cover
money laundering and terrorist financing, thougb #arlier ones do not necessarily explicitly
cover money laundering or terrorist financing, aitgh organised crime issues are featured.

165



Report on fourth assessment visit of Malta — 6 March 2012

1008. The legal framework allows the judicial authorities give sufficient assistance in money
laundering and terrorism financing cases, includimg execution of foreign criminal seizure or
confiscation orders related to laundered prop@rtyceeds, instrumentalities and equivalent value
assets.

1009. As mentioned above, the requirements on the bastheofUN Conventions have been
implemented satisfactory. The Attorney General'§id@fas the central judicial authority covers
all the international requests for the mutual legsdistance. The evaluation team was informed
that the Maltese authorities without any delay heatisfied all the legal assistance requests.

1010. Seizure and confiscation actions are coordinatethéyttorney General in his role of central
authority due to the provisions in the Criminal €ag@hd in international instruments to which
Malta is a party. Sharing of assets is possiblarbgngement on a case by case basis.

1011. When mutual legal assistance requests are beingutxk foreign officials can be present
from the requesting party and evidence can be takecordance with procedures required by
the requesting State, provided that they are nalrary to Maltese public policy.

Widest possible range of mutual assistance (c.36.1)

1012. The Maltese authorities pointed out that, in pmtMalta has not refused any assistance in
any request.

1013. The Article 649 of the CC amended several timedoses provisions for the execution of
letters of requests in general. This legislatiom&ant to assure that Malta provides a wide scope
of judicial assistance.

1014. The PMLA Act and the DDO legislation have the psions for dealing with the requests
related to dangerous drugs and psychotropic sutestaand money laundering.

1015. The procedure for requesting MLA related to seiang freezing the assets is regulated in the
Articles 435B, 435C, 649 of the CC, Articles 9 drlof the PMLA and the Article 24B, 24C of
the DDO.

1016. The Article 435D of the CC regulates mutual legssistance concerning confiscation as
follows:

“(1) A confiscation order made by a court outsidelM providing or purporting to provide for
the confiscation or forfeiture of any property ofilo the possession or under the control of any
person convicted of a relevant offence shall bereefible in Malta in accordance with the
provisions of article 24D(2) to (11) of the Ordircmn

(2) For the purposes of this article "confiscatiamder" includes any judgment, decision,
declaration, or other order made by a court whetb&criminal or civil jurisdiction providing or
purporting to provide for the confiscation or fatfege of property as is described in sub article

(1)."

Provision of assistance in timely, constructive afféctive manner (c. 36.1.1)

1017. The Article 628A and 628B of the CC regulate Mutleglal assistance as follow:

“(1) The Minister responsible for justice may makegulations to give effect to any

arrangement, including any treaty, convention, @gnent or understanding, to which Malta is
a party or is otherwise applicable to Malta and alihimakes provision for mutual assistance in
criminal matters.
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(2) Regulations made under this article may makevigion, as the Minister may deem
appropriate in the circumstances, including the laggtion, with any appropriate
modifications, of any of the provisions of this €Ead of any other law.”

628B.“(1) Without prejudice to the generality of the pawconferred on the Minister by article
628A the Minister may, in particular, make regubaits designating the competent person, body
corporate or unincorporated, authority or agency fbe purpose of providing the assistance
that may be requested under any arrangement reféoén article 628A(1) and prescribing the
conditions and procedures for the execution of imgest for such assistance for all or any of
the following purposes —

(@) the questioning of persons being investigategrosecuted for a criminal offence;
(b) the taking or production of evidence;

(c) the service of any document or act;

(d) the interception of communications;

(e) the temporary transfer of a prisoner for thegmses of identification or for obtaining
testimony or other assistance;

()  the entry into and search of any premises tlwedseizure of any item;

(g) the taking of fingerprints or of intimate oon- intimate samples;

h)  the exhumation of any body;

()  the provision of records and documents;

()  theinvestigation of proceeds of criminal offes;

(k)  the monitoring, freezing or seizing of assétany kind including bank accounts;

()  the verification of any evidence or other nmatke”

1018. In terms of Maltese law, the assistance affordey raage from the service of summons and

documents to enforcement of confiscation ordemnfthe hearing of witnesses to search and
seizure, from the production of documents to videonference. By means of investigation orders
or following testimony on oath (wherein one is epted from confidentiality/professional
secrecy obligations), any bars to the productiodaguments or the rendering of testimony which
would otherwise be bound by confidentiality areroidelen.

1019. In general, where the Attorney General communicties magistrate a request made by the

judicial, prosecuting or administrative authorifyamy place outside Malta for the examination of
any witness present in Malta, or for any invesiaga search or/and seizure, the magistrate shall
examine on oath the said witness on the interrogatdorwarded by the said authority or
otherwise, and shall take down the testimony intimgj or shall conduct the requested
investigation, or order the search or/and seizenequested, as the case may be.

1020. The order for search or/and seizure shall be emdchy the Police. The magistrate shall

comply with the formalities and procedures indidatethe request of the foreign authority unless
these are contrary to the public policy or thermd public law of Malta.

Clear and efficient processes (c. 36.3)

1021. When a request is received by the Attorney Geref3ffice, it is immediately processed to

ensure all formalities and legal requisites are. ke next step would be to decide on the best
course of action in order to give effect to thestaace being requested.
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1022. The request is then communicated to the policediaiofficer. When it is a request which
necessitates the compulsory hearing of witnessebegproduction of documents and the giving
of evidence otherwise ridden by obligations of pssional/banking secrecy, a request is
immediately sent to the courts for execution.

1023. There, the court registrar assigns the requestn® of the two purposely-designated
Magistrates (who deal with letters of request teuee specialisation in the field of mutual legal
assistance, albeit in addition to the domestic £ag®l inquiries) and soon after the Magistrate
appoints a date for the hearing and execution aif rdquest. Any delay which may result would
generally be due to the complexity of the evidemrpiested and difficulties (legal or practical) in
its production, the number of witnesses etc.

1024. The Maltese authorities stressed that the procedfilmutual legal assistance under the
Maltese law is effective enough. There are 2 lagyerthe AG Office, dealing exclusively with
the mutual legal assistance requests (some ofetheests need to go to the court, some of them
don’t).

1025. As the Maltese authorities stressed at the onviie this practice is effective enough, even if
there are no sanctions if the Court misses the Limié& The co-operation between AG and the
Court appears to be good.

Provision of assistance regardless of possibleliraraent of fiscal matters (c. 36.4)

1026. According to Maltese authorities, mutual legal stsgice is granted when the offence also
involves fiscal aspects. In practice there hadeen a case of refusal from Maltese authorities.

Provision of assistance regardless of existens®=ofecy and confidentiality laws (c. 36.5)

1027. Secrecy and confidentiality are lifted by the ceusthen granting the request and are not an
inhibiting factor

1028. The legal provisions concerning the disclosurehef professional secret is regulated in the
Article 257 of the CC as followif any person, who by reason of his calling, pregen or office,
becomes the depositary of any secret confidednn $hall, except when compelled by law to give
information to a public authority, disclose sucltret, he shall on conviction be liable to a fine
(multa) not exceeding forty-six thousand and fiuadrted and eighty-seven euro and forty-seven
cents (46,587.47) or to imprisonment for a term exateeding two years or to both such fine and
imprisonment.”

1029. The Article 6B of the Professional secrecy Act alsgulates the way of disclosing
information to the Maltese authorities.

1030. If the investigation order or attachment order ianged, then it will prevail over any
obligation of confidentiality or professional sexcyeand the provisions applicable to a domestic
investigation order or attachment order apply.

1031. When the request is for the temporary seizurelafrainy of the moneys or property, movable
or immovable, of a person charged or accused aicanr omission which if committed in Malta,
or in corresponding circumstances, would constituteffence carrying a maximum of over one
year imprisonment or a money laundering offence,Aktorney General applies to the Criminal
Court for a freezing order. (Article 435C Crimin@bde; Article 10, The Prevention of Money
Laundering Act, Article 24C, Dangerous Drugs Ordice).

Availability of powers of competent authorities §fing R.28, c. 36.6)
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1032. Investigation orders, attachment orders and weasrdmmtsearch and seizure are also used for
mutual legal assistance requests.

Avoiding conflicts of jurisdiction (c. 36.7)

1033. Malta is prepared to discuss, on a case by cass, epending on all relevant factors (e.g.
country where offence committed, where witnessesg@mbe found, location of evidence etc) the
most suitable place for prosecution to take place.

1034. Two examples were provided by Maltese authoritie®lation to one EU country. In one case
Malta was requested to undertake an investigatiom possible drug related and possession of
pornographic material. The investigation is stiilderway. Another case dealt with fraud.

1035. In another case, following the transmission by plaetner country’s Prosecutor General of
evidentiary material against a Greek/Austrian matidacing criminal procedures in Malta, it was
found that the Maltese courts had no jurisdictiorerothe case given that the offence was
perpetrated in the said other country.

Special Recommendation V (rated C in th€ Bund report)

1036. Terrorist acts and financing of terrorism are csnimder Maltese law punishable by over 1
year imprisonment, and by that within the scopdaaf concerning extraditable offences. As a
result, extradition for such offences of any persoaspective of nationality, shall be granted.

1037. All the legal provisions referring to MLA and memtied above are applicable for TF offences
as well. TF offences are considered as serioum@dfe which are subject to mutual legal
assistance, including coercive measures and theugee of foreign criminal seizure or
confiscation orders related to laundered prop@nrtyceeds, instrumentalities and equivalent value
assets.

1038. Basically, the dual criminality principle applieghis is deemed satisfied if under Maltese law
the conduct underlying the offence is punishabilespective of how the offence is qualified. Due
to Maltese law the description of the offence ie tiequest is not regarded as material if the
offence is substantially of the same nature akendomestic law. This requirement is interpreted
by the office of the Attorney General as centrahatity of the processing of requests for mutual
assistance as well as by the courts in Malta veogdiy.

Recommendation 30 (Resources — Central authorityr feending/receiving mutual legal
assistance/extradition requests)

1039. Malta has purposely designated a Unit which dedls mutual judicial assistance, including
also extradition requests and EAW requests. Regju@st processed immediately and a system
operated by the Unit allows the office to track firegress of each request. The Unit was also
assigned a police officer to act as liaison offiéer execution of request requiring police
intervention, (e.g. Search and seizure, serviceuaimons, arrest for purposes of interrogation,
court hearings etc.)...

1040. It is also worth mentioning that within this Unih@ also finds contact points within the
European Judicial Network (EJN). This was optedrioorder to enhance the assistance provided
by the Unit.
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1041. There are two purposely-designated Magistrates edad with letters of request to ensure
specialisation in the field of mutual legal assist albeit in addition to the domestic cases and
inquiries.

Recommendation 32 (Statistics — c. 32.2)

1042. The country authorities provided the following &tits concerning mutual legal assistance

Table 34: Request for Mutual Legal Assistance 20052011

Judicial Co-operation
Request for Mutual Legal Assistance 2005 — 2011

2005 2006 2007 2008 2009 2010 2011

(from

10ct

2005)
Malta as the Requesting| O 1 1 9 18 40
State
Malta as the Requested| 3 10 4 31 56 61
State
In General (i.e. not only
ML/FT related)
Requests dealing with| O 0 0 0 0 2
Money Laundering
(Malta as the Requesting
State)
Requests dealing with| O 3 1 3 6 10
Money Laundering
(Malta as the Requested
State)
Requests dealing with| O 0 0 0 0 0
FT or Aiding of
Terrorism (Malta as the
Requested State)

Table 35: Request for Mutual Legal Assistance fronMalta 2005 — 2011

Money Laundering Measures Requested dflalta under Mutual Legal Assistance (Investigation
Orders) 2004 — 2011

2005 2006 2007 2008 2009 2010 2011
Investigation 0 0 0 2 4 4 1
orders
Attachment 0 0 0 2 4 4 1
Orders
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Confiscation 0 0 0 1 1 1
Order

Statistics 01.01.2011-01.06.2011
Mutual Legal Assistance

European Arrest Warrants
Malta as requesting State 5
Malta as requested State 2

Freezing Orders
Malta as requesting State NIL
Malta as requested State 1 (money laundering et)

Transfer of Sentenced Persons
Malta as requesting State NIL
Malta as requested State 2

Requests for Legal Assistance
Malta as requesting State 4
Malta as requested State 38 (money laundering)

Effectiveness and efficiency

1043. The legal provisions regulating the mutual legaistance appear as effectively applied in
practice by Maltese authorities.

1044. The Maltese authorities also pointed out that retpuéhat are transmitted to the Court for
execution, or that require testimony or witnessiage performed within 2-3 months. Other
requests, which are executed by the Police, aferpezd within 3 weeks. The requests that have
to be executed by the AG (especially requestse@lad an investigation, attachment or freezing
order), are carried out within 2 weeks.

1045. According to Maltese authorities, any delay whichymesult in Court, would generally be
due to the complexity of the evidence requested difiitulties (legal or practical) in its
production, the number of witnesses etc.

1046. Assistance in the absence of dual criminality iy gpossible when there is no need for
coercive measures.

5.3.2. Recommendations and comments

Recommendation 36

1047. The mutual legal assistance framework, both in mdaendering and in terrorism financing
cases, is quite comprehensive. It has been eféestivfar and assistance has been granted in a
timely manner.
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Special Recommendation V
1048. The extradition provisions are comprehensive armbimpliance with international standards.
1049. No actual cases have been encountered in practice.

Recommendation 30

1050. It appears that Malta has sufficient resources Withdesignated Unit in order to processed
immediately the mutual judicial assistance requests

Recommendation 32

1051. The assessors consider that the statistics helgranvitle by the Maltese authorities on MLA
are comprehensive and in compliance with the iatiéwnal standards.

5.3.3. Compliance with Recommendations 36 to 38 and SbReeommendation V

Rating Summary of factors relevant to s.6.3.
underlying overall rating
R.36 C
SR.V C

5.4. Other Forms of International Co-operation (R. 40 aad SR.V)

5.4.1. Description and analysis

Recommendation 40 (rated C in th&'3ound report)

Wide range of international co-operation (c.40.Bypvision of assistance in timely, constructive and
effective manner (c.40.1.1); Clear and effectivaegays for exchange of information (c.40.2),
Spontaneous exchange of information (c. 40.3)

FlU

1052. The international information exchange of the Flislgoverned by the PMLA as well as the
EU Council Decision 2000/642/JHA. The standardsugeby the Egmont Group are also applied
by the FIAU. The FIAU has been a member of the Bgn@roup since 2003.

1053. The information exchange with foreign FIUs is regal as one of the functions of the FIAU
and as an exemption from prohibition of disclosutes.

1054. The PMLA gives the authority for the FIAU — as andtion — to exchange information for
AML/CFT purposes, either upon request or on its emation with any foreign body, authority or
agency which it considers to have equivalent ofagmas functions to the FIAU.
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1055. The exchange of information is not restricted te éxistence of international agreement or

MoU, but the FIAU has the authority to concludetsaa agreement, if the other party requires or
the FIAU decides so.

1056. The FIU-FIU co-operation is also considered as>amption from prohibition of disclosure.
Accordingly, the PMLA stipulates that FIAU mightsdiose any information or document to an
organisation outside Malta which has functions kinto FIAU’s functions and has similar duties
of secrecy and confidentiality as FIAU’s dutiesisThrovision does not use the same wording as
it is laid down in previous provisions (‘similarhstead of ‘equivalent or analogous’), but
authorities confirmed that this difference has megal or practical impact on information
exchange.

1057. No expressed references are made to the EgmontpG@harter or the Principles of
Information Exchange in legal texts due to theifoimal nature of Egmont documents, but
authorities stated that member FIUs of the Egmaoiu@® are considered as organisations having
equivalent or analogous/similar functions and dutiesecrecy and confidentiality.

1058. Effectively the exchange of information is conducteia secured channels: the Egmont
Secured Web and the FIU.NET (in respect to EU EIUs)

Table 36: Statistical data on international request received and sent by the FIAU

Year Request received by the FIAU| Requests sent by the FIAU
2005 37 41
2006 23 43
2007 29 29
2008 44 28
2009 46 83
2010 45 75
First five months of 2011 43 43

1059. The figures demonstrate the active participationthaf FIAU in the field of international
information exchange.

1060. FIAU collects statistics on those FIUs, with whithe FIAU had the most frequent
international cooperation. Table 35 demonstratesrtbst active foreign counterparts of the FIAU
in the context of both the outgoing and incominguesst. In addition, the table provides average
days of the answers of the requesting FIU.

Table 37: Statistics on the requests sent and reged by the FIAU in the context of the most
active counterparts

Requests sent by the FIAU
No. of Average

Requests Days
2006
Italy 6 28.6
Switzerland 3 4.7
Jersey 2 27.0
Netherlands 2 21.0
Romania 2 69.5
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Russia 2 180.0
Spain 2 88.5
USA 2 122.0
2007

Russia 3 82.0
UK 3 33.0
Switzerland 2 17.5
2008

Italy 4 101.3
Austria 3 32.0
UK 3 68.3
USA 3 46.7
Cyprus 2 80.0
Luxembourg 2 71.0
2009

UK 9 19.2
Russia 6 51.2
Spain 6 90.5
Italy 5 96.0
Hong Kong 4 10.8
Switzerland 4 2.0
2010

USA 8 31.4
Italy 5 48.6
Austria 5 3.6
UK 5 17.4
Germany 4 11.8

Requests Received by the FIAU

No. of Average
Requests Days
2006
Croatia 4 425
Italy 3 19.3
UK 3 5.3
USA 2 325

During 2006 there were 11 other requests fron

11 jurisdictions with one request each.

2007

Bulgaria 4 31.3
Croatia 3 27.0
Jersey 3 6.3
Poland 3 4.3

UK 3 35.3
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2008

Bulgaria 5 41.4
UK 4 23.3
Germany 2 8.5
Italy 2 23.5
Jersey 2 1.5
Macedonia 2 115
Russia 2 46.5
Taiwan 2 3.5
Ukraine 2 73.5
2009

UK 5 28.8
Finland 3 1.3
USA 3 31.7
Venezuela 3 10.3
Belgium 2 3.5
Costa Rica 2 11.0
Jersey 2 7.5
Slovakia 2 13.0
2010

Croatia 5 5.8
France 4 5.8
Spain 4 16.3
Luxembourg 3 15.0
UK 3 31.0

1061. Statistics are collected on number of cases gestetay the FIAU which resulted from an

international request for information or the praomms of spontaneous information from foreign
FlUs.

Table 38: The number of FIAU generated cases trigged by foreign FIUs

The first Five
2006 2007 2008 2009 2010 Months of
2011
Cases 1 1 - 1 4 2

1062. As it was outlined under Recommendation 26, thelFl# authorised to access to financial,
administrative and law enforcement information. TRAU is authorised to search its own
database and to request a search on the databasbeofdepartments/agencies on behalf of
foreign counterparts. Two conditions have to mekt:the foreign counterpart must have
equivalent or analogous functions; 2. the suspiofoL and FT must be referred.

1063. As regards essential criterion 40.7 co-operatiomas refused on the sole ground that the

request is also considered to involve fiscal mattbut treaty conditions may apply especially in
relation to extradition.
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1064. It has to be noted that the FIAU keeps statistitsenuests that were denied by the FIAU (2
cases). The FIAU may, in particular, refuse (danyjisclose any document or information if:
- Such disclosure could lead to causing prejudic@dominal investigation in course in Malta.
- Due to exceptional circumstances, such disclosuvaldvclearly disproportionate to the
legitimate interest of Malta or of a national ogaéperson.
- Such disclosure would not be in accordance witHuhdamental principles of Maltese law.

1065. Such refusal shall be clearly explained to the badguthority requesting the disclosure.

1066. With regard to the dissemination, if the FIAU disgeates a case to Police, the information
shall only be used for intelligence purposes amdrfeestigation of ML/FT. Accordingly, if the
disseminated case incorporates information stemnfiogn foreign FIU (that gives the
authorisation for disseminating it), the FIAU disgpates it also for intelligence purposes.

1067. Additionally, regular attendance of Egmont Groufl).NET and EU FIU-Platform meetings
assists the Director and officers of the FIAU istying a network of contacts even on a personal
level. This greatly facilitates co-operation withher FIUs, especially in the exchange of
information in urgent matters.

Office of Attorney General, Police

1068. The officers of the International Co-Operation irinGnal Matters Unit of the Attorney are
contact points within the European Judicial Netwofkcilitates international co-operation.
Personal contacts through participation in confeesrand plenary meetings of the network also
contribute to the strengthening of relations. Tdumes to good use when difficulties necessitating
the facilitation of letters of request or otherrfar of assistance, even of an informal nature, .arise
The Attorney General's Office, whose officer is negented in Eurojust, is also called upon to
assist other Eurojust national members in mattarsiving the co-ordination and facilitation of
organised crime cases of mutual concern.

1069. The Article 649 of the Criminal Code provides tlegdl basis for prosecutorial international
cooperation as follows:

“(1) Where the Attorney General communicates to gistrate a request made by
the judicial, prosecuting or administrative authtyriof any place outside Malta for
the examination of any witness present in Maltafarany investigation, search

or/and seizure, the magistrate shall examine onhodie said witness on the
interrogatories forwarded by the said authorityaherwise, and shall take down the
testimony in writing, or shall conduct the requesitevestigation, or order the search
or/and seizure as requested, as the case may leeortiler for search or/and seizure
shall be executed by the Police. The magistraté shmply with the formalities and

procedures indicated in the request of the foregthority unless these are contrary
to the public policy or the internal public law falta.

(2) The provisions of sub article (1) shall onlyphpwhere the request by the foreign
judicial, prosecuting or administrative authoritys imade pursuant to, and in
accordance with, any treaty, convention, agreenoeninderstanding between Malta
and the country from which the request emanatesvitich applies to both such

countries or to which both such countries are atpaA declaration made by or

under the authority of the Attorney General confitgnthat the request is made
pursuant to, and in accordance with, such treatpnwention, agreement or

understanding which makes provision for mutualstasice in criminal matters shall

be conclusive evidence of the matters containdgtancertificate. In the absence of
such treaty, convention, agreement or understanttiegprovisions of sub article (3)

shall be applicable.
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(3) Where the Minister responsible for justice camitates to a magistrate a request
made by the judicial authority of any place outshdalta for the examination of any
witness present in Malta, touching an offence cogvle by the courts of that place,
the magistrate shall examine on oath the said wgnen the interrogatories
forwarded by the said authority or otherwise, nttwwianding that the accused be not
present, and shall take down such testimony inmgrit

1070. Another common form of co-operation, often of afoimal nature, is that by the police via
Interpol, Europol and Sirene channels.

1071. The National Fraud Squad (Economic Crime Unit, ¢&)liis designated as a national asset
recovery office (AROY in Malta and communicates through the informaloek of Camden
Asset Recovery Inter-agency Network (CARIN).

1072. Such police to police co-operation is often sup@etad by formal international requests for
assistance being filed when the information or ewa#® thus obtained is required to be used in
judicial proceedings. The International Relationic® within the Police HQ of Malta Police
Force headed by a high ranking police officer seag&a focal point for direct communication via
Interpol and Europol channels. It was also poirdetthat a liaison officer is commanded to the
Europol in the Hague.

Table 39 - International co-operation - Money Launering Unit (requests received by the
Police in Malta)

International co-operation - Money Laundering Unit
Year Comm. Rogs. | Foreign Requests (Interpol, Europol) CARIN Total
2006 8 13 2 23
2007 4 7 nil 11
2008 9 10 nil 19
2009 10 4 1 15
2010 8 3 1 12
molr:gwsst 2}/2011 4 nil 8 /
Total 43 37 7 87

%0 Council Decision 2007/845/JHA of 6 December 2007cenning cooperation between Asset Recovery Offufethe
Member States in the field of tracing and idendifion of proceeds from, or other property relatgctime
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Table 40 - International co-operation - Money Launetring Unit (requests made by the Police to
foreign autorities)

International co-operation - Money Laundering Unit
Year Comm. Rogs. | Foreign Requests (Interpol, Europol) CARIN Total
2006 0 0 0 0
2007 4 2 0 6
2008 4 1 0 5
2009 0 1 0 1
2010 7 1 0 8
moI;Lrtht 2}/2011 4 8 0 !
Total 19 8 0 27

1073. The law enforcement authorities are able to condiegstigations on behalf of foreign
counterparts in appropriate circumstances and whemaitted by domestic law other competent
authorities will also conduct such investigatiop®m request.

1074. Mutual assistance in relation to Maltese custonhaity and foreign customs takes place
regularly through administrative channels as preditor in EC Regulation 515/1997 and on the
basis of the Naples Convention. Statistics on thaber of requests received and forwarded are
not available.

Supervisory authorities

1075. The Maltese supervisory authorities can cooperate exchange information with overseas
regulators including those cases that AML issuesancerned.
Article 4(2) CAP 330Malta Financial Services Authority Act states tMESA “For the better
performance of its functions, the Authority shalllaborate with other local and foreign bodies,
Government departments, international organizatioasd other entities which exercise
regulatory, supervisory or licensing powers undery daw in Malta or abroad or which are
otherwise engaged in overseeing or monitoring ai@agctivities in the financial services sector
and the registration of commercial partnershipsdaio make arrangements for the mutual
exchange of information and for other forms of stesice in regulatory and supervisory matters”

Article of 41 CAP Central Bank of Malta stateattkhe Bank fhay, on the basis of international
agreements or upon  reciprocity agreementr, otherwise in order to fulfill its
international obligations including in situationg imstability in the financial system , disaos
information in its possession to internaab and other bodies, authorities andr

organizations, when this is required to carry ots duties under the law or to fulfill its
international obligations including in situationsf dnstability in the financial system”Such

exchange of information is valid as long as th@oesibility of professional secrecy is respected.
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1076. In practice it has never been the case that agiorsiipervisory authority required AML/CFT
related information from MFSA. Therefore, there are statistics on the number of formal
requests for assistance made or received by theAMiFSCentral Bank relating to or including
AML/CFT.

1077. From the discussions held during the onsite visé evaluators were informed that no
disproportionate or unduly restrictive condition®e amposed by the Maltese regulators with
regard to the exchange of information with thenefgn counterparts.

1078. The evaluators were advised that the Maltese sigoeyauthorities cannot refuse the request
for information from foreign counterparts on theogmd that it is considered to involve fiscal
matters although some treaty conditions may apptgliation to extradition.

International co-operation under SR.V (applying 4040.9 in R.40, ¢.V.5) (rated C in thé3ound
report)

1079. All the provisions and practice applicable undercétemendation 40 also apply for
financing of terrorism.

Recommendation 32 (Statistics — other requests madereceived by the FIU, spontaneous
referrals, requests made or received by supervisors
1080. As presented above, the FIAU maintain statisticeceming international cooperation.

1081. However, due to the lack of requests for intermatiocooperation, no statistics were
maintained by of the supervisory authorities.

Additional elements

Effectiveness and efficiency

1082. The FIAU can obtain financial, law enforcement aabiinistrative information on behalf of
foreign counterparts. However, the absence of afgrence in law or guidance to the need for
law enforcement and administrative authoritiesdspond on a timely basis was noted by the
evaluators.

1083. The FIAU plays an active role in the field of imtational information exchange. Proper
statistics elaborated by FIAU show a good levelcobperation. The responses received to
MONEYVAL’s standard feedback on international co@i®n express no indications of
deficiencies.

1084. The statistics on requests sent by foreign FIUsthadrequests received by the FIAU from
foreign counterparts describe the activity of tHAU in FIU-FIU cooperation. The assessors
regarded positively the effort of measuring therage time of replying foreign requests.

1085. The figures of requests sent by the FIAU was halwe2l007 and remained the same volume
until 2009 when the number of outgoing requestdlywadacreased. As it was mentioned by
authorities, since that time the FIAU has carriedt @ more extensive international
communication with counterparts. Two requests fafrimation were sent in relation to FT.
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1086. The FIAU runs statistics on cases resulted froreifpr FIU's information. Although these
figures show that cases triggered solely by for&itygs in the FIAU operation are not dominant, a
relative growth can be seen since 2010.

1087. Since the tool of postponing transactions is relti to the request of subject persons, the
FIAU is not authorised to postpone transactionsghenbasis of its own motion or a foreign FIU
request.

5.4.2. Recommendation and comments

1088. The absence of any reference in law or guidancéhéoneed for law enforcement and
administrative authorities to respond on a timelgib was noted by the evaluators.

5.4.3. Recommendation and comments

1089. It appears that the human and technical resoureesufficient for effective application of the
recommendation.

5.4.4. Compliance with Recommendation 40 and SR.V

Rating Summary of factors relevant to s.6.5
underlying overall rating
R.40 C
SR.V C
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6. OTHER ISSUES

6.1. Resources and Statistics (R 30 and R32)

1090. The text of the description, analysis and recomragods for improvement that relate to
Recommendations 30 and 32 is contained in all¢leyant Sections of the report i.e. all of

Section 2, parts of Sections 3 and 4, and in Seéid here is a single rating for each of these
Recommendations, even though the Recommendatiersddressed in several Sections. Section 7.1
of the report contains only the box showing thenget and the factors underlying the rating.

Rating Summary of factors underlying rating
R 30 LC* « Lack of analytical software (FIAU)
(Composite » FIAU staff not sufficient for effective AML/CFT sgpvision
rating) * Insufficient number of investigators in Police AMbney Laundering
Unit
« Insufficient training for police and judges
R.32 LC*? * No detailed statistic of the number of confiscagi@amd confiscation
(composite orders in general.
rating) « Statistics for on-going supervision of financiaktitutions (other tham

credit institutions) not broken-up by category

« Effectiveness of maintaining statistics on inteioral exchange of
information of supervisors impossible to assesgaltige lack of requests

* Insufficient review of the effectiveness of the ale AML/CFT
system as a whole; The experience and seniorityeoBoard members
is not fully exploited in this respect.

« insufficient statistical data is routinely colledten criminal
proceedings, provisional measures and confiscaipnoceeds
generating crimes other than ML

» Statistics on police to police response times matlable

« Statistics on customs to customs response to atierral requests for
assistance not available

6.2. Other Relevant AML/CFT Measures or Issues
Not applicable
6.3. General Framework for AML/CFT System (see also sé¢ion 1.1)

Not applicable

*1 The review of Recommendation 30 has taken intowmidhose Recommendations that are rated in this
report. In addition it has also taken into accabetfindings from the 3rd round report on resouingsgrity and
training of law enforcement authorities and prosecuagencies.
*2The review of Recommendation 32 has taken intownicthose Recommendations that are rated in this
report. In addition, it has also taken into accabetfindings from the 3rd round report on statskept in
respect of SR.1X.
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IV. TABLES

TABLE 1. RATINGS OF COMPLIANCE WITH FATF RECOMMEND ATIONS

The rating of compliance vis-a-vis the FATF 40+ &cBmmendations is made according to the four
levels of compliance mentioned in the AML/CFT assesnt Methodology 2004 (Compliant (C),

Largely Compliant (LC), Partially Compliant (PC)oRCompliant (NC)), or could, in exceptional
cases, be marked as not applicable (N/A).

The following table sets out thratings of Compliance with FATF Recommendationscivtapply to Malta,
It includes ratings for FATF Recommendations frame t3* round evaluation report that were npt
considered during the™assessment visit. These ratings are set outlinstand shaded.

53 These factors are only required to be set out vihemating is less than Compliant.

182

Forty Recommendations Rating Summary of factors underlying rating®®

Legal systems

1. Money laundering offence C

2. Money laundering offence Largely |* A greater wilingness to draw inferences from
Mental element and corporate compliant objective facts is required for the intentional
liability element.

e The evaluators have concerns regarding |the
concept and the effectiveness of corporate
liability provisions.

3. Confiscation and PC * The lack of information on freezing orders made
provisional measures in proceeds generating predicate offences
coupled with lack of evidence of use |of
attachment orders in proceed generating cases
raises doubts as to the effectiveness of freeging
and attachment regime.

» The lack of information on confiscation orders jon
laundered property raises doubts about |the
effectiveness of the confiscation regime overall.

» Effectiveness of attachment order regime]| is
guestioned in domestic cases.

Preventive measures
4. Secrecy laws consistent with C
the Recommendations
5. Customer due diligence LC * Effectiveness issues:
a) The perception of the concept okputable
jurisdiction” slightly differs across the financial
sectors and sometimes seems not to be applied
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correctly in practice

b) Weak awareness among some subject persons

(financial institutions) on FATF statements

regarding the countries listed as undergd
regular review.

ing

c) The risk management process needs

improvement.

d) Some financial institutions were not entirely
clear on the distinction between CDD and ECPD

while there was little recognition of reduced
simplified due diligence

or

6. Politically exposed persons LC Not all types of financial institutions are entireg
certain regarding the practical application of the
requirement to identify the status of PBEPs
acquired in the course of a business relationship
by an existing customer.

Not all types of financial institutions are applgin
measures for establishing the source of wealth|and
source of funds of PEPs.

7. Correspondent banking C

8. New technologies and Compliant

non face-to-face business

9. Third parties and introducers Compliant

10. Record keeping C

11. Unusual transactions Largely There are no specific requirements for finangial

Compliant institutions to set forth their findings in writing
andto keep the findings available for at least fjve
years.

12.DNFBP - R.5, 6, 8-11 Largely The same concerns in the implementation of Rec.

Compliant 5 apply equally to DNFBP.
No adequate implementation of Rec. 6.
The same concerns in the implementation of Rec.
11 apply equally to DNFBP.
Not all persons providing company services are
covered by Maltese legislation.

13. Suspicious transaction reporting PC Wt

Deficiencies in the incrimination of TF mig
limit the reporting obligations

The scope of reporting requirements relates to

money laundering only, not to proceeds fr
criminal activity

Low number of STRs including credit

institutions gives rise to concerns on reporting

regime (effectiveness)
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14. Protection and no tipping-off Compliant
15. Internal controls, compliance Compliant
and audit
16.DNFBP - R.13-15 & 21 PC » Deficiencies in the incrimination of TF might
limit the reporting obligations
*  The scope of reporting requirements relates ta
money laundering only, not to proceeds from
criminal activity
» Effectiveness issues
a) Uneven level of awareness across different secto
regarding the obligation to file suspicious trarisarc
reports.
b) Uneven application of the internal auditing and
inconsistent staff training by DNFBP;
¢) Not enough practical assistance on applicatiop o
the concept offion-reputable jurisdiction’and hence
the risk that appropriate counter-measures woutd no
be applied.
17. Sanctions PC * Low number of sanctions imposed in practice| on
subject persons
* No pecuniary sanctions imposed on financial
institutions
* The sanctions have not been imposed in| an
effective and dissuasive manner
* No sanctions imposed on Fls senior management
18. Shell banks LC » Effectiveness issue:
Insufficient  understanding among market
participants in what way they can be able| to
verify that their correspondent banks are pnot
servicing shell banks.
19. Other forms of reporting Compliant
20. Other DNFBP and secure Compliant
transaction techniques
21.Special attention for higher rig LC * Not enough practical assistance on application of
countries the concept of non-reputable jurisdiction gnd
hence the risk that appropriate counter-measures
would not be applied.
22.Foreign branches and C
subsidiaries
23.Regulation, supervision and LC * Low number of on-site inspections performed|by
monitoring the supervisors in relation to AML/CFT in the

financial sector

No infringements identified at financi
institutions as result of the on-site inspections

A
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24. DNFBP - Regulation, PC Insufficient resources devoted to AML/CHET
supervision and monitoring supervision of compliance and reporting |of
lawyers, notaries, dealers in precious metals|and
stones and real estates agents.
The risk based approach concerning the oversight
of all the DNFBP is not formalised
25.Guidelines and Feedback PC No sector specific guidelines.
Difficulties in assessing the effectiveness of rnew
provisions in the Implementing Procedures Part |
due to recent adoption at the time of the on-site
Visit.
The feedback mechanism is not working
effectively in practice.
Institutional and other measures
26.The FIU C
27. Law enforcement authorities Largely There is a reserve on the effectiveness of money
Compliant laundering investigation given that there are|no
convictions.
28. Powers of competent Compliant
authorities
29. Supervisors C
30. Resources, integrity and LC Lack of analytical software (FIAU)
training FIAU staff not sufficient for effective AML/CFT
supervision
Insufficient number of investigators in the Police
Anti-Money Laundering Unit
Insufficient training for police and judges
31. National co-operation C
32. Statistics LC No detailed statistic of the number [of

confiscations and confiscation orders in genera

Statistics for on-going supervision of financ
institutions (other than credit institutions) n
broken-up by category

Effectiveness of maintaining statistics
international exchange of information
supervisors impossible to assess due to the la
requests

Insufficient review of the effectiveness of t
Maltese AML/CFT system as a whole; T
experience and seniority of the Board membe
not fully exploited in this respect.

al.

al
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on criminal proceedings, provisional measures

Insufficient statistical data is routinely colledii

and confiscation in proceeds generating crimes

other than ML

Statistics on police to police response times
available

Statistics on customs to customs responseg

not

(0]

international requests for assistance not availaple

33. Legal persons — beneficial Compliant

owners

34. Legal arrangements — Compliant

beneficial owners

International Co-operation

35. Conventions LC Although the Palermo and TF Conventions ar¢ in
force, there are still reservations about the
effectiveness of implementation in some issues
(unclear provisions described under SRIl)

36. Mutual legal assistance (MLA C

37. Dual criminality Compliant

38. MLA on confiscation an¢ Compliant

freezing
39. Extradition Compliant
40. Other forms of co-operation C
Nine Special
Recommendations
SR.I Implement UN LC The regime for freezing funds not satisfactory
instruments implemented.
There is a need for effective and publicly known
procedure for unfreezing and de-listing.

SR.1I Criminalise terrorist financing LC Unclear whether the interpretation of A328F
covers financing of “legitimate” activities
furthering terrorism
No clear provision to cover direct and indirect
financing of terrorism.
The financing of offences covered in the annex to
the TF Convention has, in the Maltese law,
additional mental element not required by [TF
Convention for offences under A 2 (1) (a).

SR.IIl Freeze and confiscate terrorist  pc There is not any clear and publicly known

assets

procedure for de-listing and unfreezing.

No evidence that designation of EU internals h
been converted into the Maltese legal framewq

ave
rk

Concerns over effectiveness of freezing system at
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the request of another country that relies
judicial proceedings.

Insufficient guidance and communication

on

mechanisms with DNFBP (except Trustegs)

regarding designations and instructions includ
asset freezing.

Insufficient monitoring for compliance of th
DNFBPs.

ing

The effectiveness concerns on Recommendatipn 3

might affect the effective application of criterion

. 11
SR.IV_ Suspicious  transactig PC Deficiencies in the incrimination of TF might
reporting limit the reporting obligations
Low level of awareness and understanding on FT
red flags and indicators among reporting entitjes;
concerns related to the confusion among |the
reporting  entites in relaton to the
implementation of SR Il and the reporting
obligations under SR IV
Low level of reporting (effectiveness issue)
SR.V International co-operation C
SR.VI AML requirements fq Compliant
money/value transfe
services
SR.VII Wire transfer rules C
SR.VIII Non-profit organisations PC The registration of VO according to the Voluntary
Organisations Act is not compulsory. The only
restriction in terms of non-registered VO is that

they cannot benefit from donations from pul
sources (Maltese).

No risk assessment was conducted for the sec

No awareness raising programmes have [
adopted or implemented.

The public access to the data contained in
Register is impeded by the lack of electronic fq
of the register and by the current fee to be paic
every NPO accessed.

The system of supervising and monitoring ha
been tested in practice yet.

The sanctions provided seem not to be dissue
enough.

lic

tor.

een

1sive
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* No controls and checks are envisaged on|the
source of funds of beneficiaries.

« The office of the Commissioner is understaffed
(effectiveness issue)

SR.IX ~ Cross Border declaratiq Largely |. No clear power to stop and restrain where
and disclosure Compliant suspicions of money laundering below the
reporting threshold or in the case of suspicions of
terrorist financing below the reporting threshold,

e Gateways to Customs information for the FIU
need reviewing.
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TABLE 2: RECOMMENDED ACTION PLAN TO IMPROVE THE AML /CFT
SYSTEM

AML/CFT System Recommended Action (listed in order of priority)

1. General No text required

2. Legal System and Related
Institutional Measures

2.1 Criminalisation of Money This recommendation is fully observed.
Laundering (R.1)

2.2 Criminalisation of Terrorist * Maltese authorities should adopt clearer legaligrons in
Financing (SR.II) the definition of terrorism financing offences tover
contributions used by a terrorist group for anypose,
including a legitimate activity.

* Maltese authorities should introduce clearer legal
provision to include direct and indirect collectiohfunds
for terrorist financing.

2.3 Confiscation, freezing and * The effectiveness of the attachment order reginoailgh
seizing of proceeds of crime (R.3) be reviewed.

e« The continued utility of the court appointed oféicito
trace assets should be reviewed and financial figpat®on
in major proceeds generating cases should be eathanc

* The effectiveness of the freezing and confiscategime
overall should be kept under active review by taeiar
national coordination mechanism.

2.4 Freezing of funds used for e Maltese authorities should provide an effective and

terrorist financing (SR.III) publicly known national procedure for the purposéde-
listing and unfreezing in appropriate cases inraely
manner.

¢ The authorities should ensure that EU internals | are
converted into Maltese legislation.

* Assess the effectiveness of freezing system atdteest
of another country which relies on judicial procesu

e Further guidance is required andevelopment of
communication mechanisms with DNFBP (except
Trustees), regarding designations and instructipns,
including asset freezing.

e« Take additional measures as necessary to manitor
effectively the implementation of SRIIl requiremeny
DNFBP.
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2.5 The Financial Intelligence Unit
and its functions (R.26)

A timeframe for law enforcement and administrative
authorities to respond to FIAU requests of infolioraton
a timely basis should be introduced.

3. Preventive Measures —
Financial Institutions

3.1 Risk of money laundering or
terrorist financing

3.2 Customer due diligence,
including enhanced or reduced
measures (R.5 and 6)

Guidance and training should be issued/performexstder
to clarify the concept ofréputable jurisdictioi

The authorities should further enhance the awaseofes
the subject persons in relation to the FATF stategme
regarding the countries listed as undergoing regula
review.

The authorities should improve the risk management
process.

Further clarify the distinction between CDD and HECD
and the recognition of reduced or simplified dugence

The authorities should enhance their efforts toersake
that financial institutions are certain about tiegtical
application of the requirement to identify the stabf PEP
when acquired in the course of a business reldtipns

Clarify that financial institutions should ascentéie
source of wealth and funds in all circumstances.

3.3 Financial institution secrecy or
confidentiality (R.4)

This recommendation is fully observed.

3.4 Record keeping and wire
transfer rules (SR.VII)

Further training and assistance for respectiveestibj
persons are needed

3.5 Suspicious transaction reports
and other reporting (R.13 & SR.IV

Further clarification in the definition of terronis
financing is required.

Encourage greater reporting of STRs (both for Md &
suspicions) by obliged persons by raising awareokgwe
reporting requirements and by providing sector sigec
guidance including red flags/indicators.

Encourage greater use of the postponement powers

Provide specific FT training and guidance, reddlagd
indicators for better understanding the differebegveen
the implementation of SRIII and the reporting obtigns
under SRIV.
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3.6 Shell banks (R18)

More emphasis should be placed on guidance from the
supervisory authorities to market participantsribance
their ability to verify that their correspondentika are not
servicing shell banks.

3.7. Monitoring of transactions and  The authorities should provide more assistance and

relationship (R21) guidance to ensure that the concept of non-repaitabl
jurisdiction is fully understood and the appropeiat
measures are taken in practice by subject persons.

3.8. Foreign branches amd This recommendation is fully observed.

subsidiaries (R22)

3.9. The supervisory and oversight *  Maltese authorities should enhance the on-going

system - competent authorities anfl  monitoring to ensure that the infringements ideégdifand

SROs. Role, functions, duties and the sanctions imposed are commensurate with thedial

powers (including sanctions) (R.23 ~ market size.

and 17)

« The authorities should take appropriate measuresaie
sure that the sanctions imposed in practice aset@fe
and dissuasive and that they can be applied al$tson
senior management.

e The FIAU should be able to publish the sanctions it
imposes.

e Authorities should enhance the on-site supervistgime
to ensure that all subject persons are properlgreal

3.10. Guidelines and feedback * Maltese authorities should draft and approve déelica

(R25) guidelines to include sector specific ML/FT techreq
and methods and any additional measures that fadanc
institutions and DNFBP should take to ensure theait t
AML/CFT measures are effective.

e The authorities should monitor and assess theteféec
implementation of Implementing Procedures Part I.

* FIAU should make efforts to ensure that the feekibac
mechanism is fully working in practice.

4. Preventive Measures — Non-

Financial Businesses and

Professions

4.1 Suspicious transaction reporting  Maltese authorities should place more emphasig®n t

(R.16)

awareness raising on AML/CFT obligations across
different DNFBP.

The authorities should ensure that applicatiomef t
internal auditing and staff training obligationg ar
observed by DNFBP.

Further assistance should be provided to clarigy th
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concept of “non-reputable jurisdiction” and thepstéo be
taken accordingly.

Further clarification in the definition of terrons
financing is required.

4.2 Regulation, supervision and
monitoring (R.24-25)

Maltese authorities should provide more resouraes t
AML/CFT supervision of compliance of lawyers, ni¢ar,
dealers in precious metals and stones and reéesta
agents.

The risk based approach on the oversight of the BINF
needs to be formalized.

5. Legal Persons and
Arrangements & Non-Profit
Organisations

5.3 Non-profit organisations
(SR.VII)

Maltese authorities should establish the compulsory
registration of Voluntary Organizations.

Maltese authorities should develop a targeted risk
assessment to determine the TF risks are in the NPO
sector.

The Maltese authorities should identify the nurndoeat
the types of NPOs that control significant partshef
financial resources of the sector and the onesuaxtimg)
international activities.

The Maltese authorities should identify the nurndoeat
the types of NPOs that control significant partshef
financial resources of the sector and the onesuaztimg
international activities.

Awareness-raising programs need to be adopted and
implemented in relation to the risks of terrorisghcing
abuse in the NPO sector.

Improve the access to public data contained iVthe
Register.

Maltese authorities should implement supervising an
monitoring systems.

A more dissuasive sanction regime should be adapted
order to increase effectiveness.

Controls and checks on the source of funds and
beneficiaries should be envisaged.
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« Ensure adequate staff resources for the VO Repistra
6. National and International
Co-operation
6.1 National co-operation and This recommendation is fully observed.
coordination (R.31)
6.2 The Conventions and UN e Malta should take additional measures in ordeully ind
Special Resolutions (R.35 & SR.1) effectively implement the Palermo and TF

« The freezing regime should be strengthened.

e Maltese authorities should provide an effective and

publicly known national procedure for the purposéde-
listing and unfreezing.

6.3 Mutual Legal Assistance (R.36
& SR.V)

These recommendations are fully observed.

6.4 Other Forms of Co-operation
(R.40)

This recommendation is fully observed.

7. Other Issues

7.1 Resources and statistics (R.
R32)

FIAU should implement analytical software in itgiaity.

Maltese authorities ensure that the staff dedicdted

supervision of subject persons is sufficient foleetive
supervision.

The authorities should increase the staff for thkcE Anti
Money Laundering Unit.

The authorities should ensure that police and jadic
have enough training on AML/CFT matt&rs

Statistics on confiscations and confiscation orddvsuld
be kept and made available.

Statistics on supervisory activity should be kept
category of financial institutions

Malta should conduct a review of the effectivenekghe
AML/CFT system as a whole and conduct a natiorsi
assessment based on comprehensive statistics.
experience and seniority of the Board members she
further exploited in this respect.

Additional statistical data should be routinelyleoted on

ri
The

criminal  proceedings, provisional ~measures

and

% This action point is related to a deficiency idéed under the '§ round report
%5 This action point is related to a deficiency idéedl under the 8 round report
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confiscations in proceeds generating crimes otiar ML

Statistics on police to police and customs to austp
information exchange should be made available.

7.2 Other relevant AML/CFT N/A
measures or issues

7.3 General framework — structural N/A
issues

TABLE 3: AUTHORITIES’ RESPONSE TO THE EVALUATION (I F

NECESSARY)

Relevant Sections| Country Comments
and Paragraphs
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V. COMPLIANCE WITH THE 3 "° EU AML/CFT DIRECTIVE

Malta has been a member country of the Europearorisince 2004. It has implemented
Directive 2005/60/EC of the European Parliament anaf the Council of 26 October 2005 on
the prevention of the use of the financial systenof the purpose of money laundering and
terrorist financing (hereinafter: “the Directive”) and tHeommission Directive 2006/70/E®f

1 August 2006 laying down implementing measures for Directive 208/60/EC of the
European Parliament and of the Council as regardshe definition of ‘politically exposed
person’ and the technical criteria for simplified austomer due diligence procedures and for
exemption on grounds of a financial activity conduted on an occasional or very limited
basis

The following sections describe the major differendetween the Directive and the relevant FATF
40 Recommendations plus 9 Special Recommendations.

1 Corporate Liability |

Art. 39 of the Directive | Member States shall ensure that natural and lesgyabps covered by the
Directive can be held liable for infringements bé tnational provision
adopted pursuant to this Directive.

Uy

FATF R. 2 and 17 Criminal liability for money laundering should ertto legal persons.
Where that is not possible (i.e. due to fundamegmiakiples of domestic
law), civil or administrative liability should appl

Key elements The Directive provides no exception for corporaiability and
extends it beyond the ML offence even to infringaetsewhich are
based omational provisions adopted pursuant to the DivectiVhat is
the position in your jurisdiction?

Description and| Regulation 5(1) of the Prevention of Money Laundgrand Funding
Analysis of Terrorism Regulations (PMLFTR) states that whaneoffence is
committed by a body or other association of persomsperson who
at the time was a director, manager, secretarytlmraimilar officer
of such body or association shall be guilty of thHence unless h
proves that the offence was committed without mswdedge and thg
he exercised all due diligence to prevent the cosion of that
offence. Also in terms of Regulation 5(2) when afferce is
committed by a body or other association of persorfer the benefit
of that body or association due to the lack of sug®n or control
such body or association shall be liable to an adhtmative penalty
imposed by the FIAU without recourse to a courtrimea

4%

D

Conclusion Criminal liability for money laundering extendslégal persons.
Recommendations and
Comments

2 Anonymous accounts |

Art. 6 of the Directive | Member States shall prohibit their credit and ficiah institutions
from keeping anonymous accounts or anonymous paksbo

FATFR. 5 Financial institutions should not keep anonymousoants or
accounts in obviously fictitious hames.
Key elements Both prohibit anonymous accounts but allow numbeaedounts

The Directive allows accounts or passbooks on tiocts names
butalways subject to full CDD measures. What is theitpgn in your
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jurisdiction regarding passbooks or accounts ditificis names?

Description and Regulation 7(4) of PLMFTR specifically states thatibject persons
Analysis shall not keep anonymous accounts or accountstitidus names”.
Conclusion The existing legislative provision regarding anowmus accounts and

accounts in fictitious names leaves question afigusiumbered accounts
open.

Recommendations
Comments

ar

dAuthorities may wish to introduce restrictive me@sufor maintaining

numbered accounts.

3

Threshold (CDD) |

Art. 7 b) of the Directive

The institutions and persons covered by the Dwecshall apply
CDD measures when carrying out occasional trarmastamounting
to EUR 15 000 or more.

FATF R. 5

Financial institutions should undertake CDD measwvlen carrying
out occasional transactions abdklie applicable designated thresho

Key elements

Are transactions and linked transactions of EURQ8® covered?

Description and

Analysis

Regulation 2(1) of the PMLFTR defines case 3 (srigltge transaction)
as any transaction, where payment is to be mader by the applicant
amounts to fifteen thousand euro (€15,000) or meuethermore Case 4
also includes transactions that are similar in @tt@r and are carried out
by the same person and together amount to fiftdéeusbnd euro
(€15,000) or more. Regulation 7(5) then goes ostate that in order tp
be in line with the regulations subject personstmaaduct customer due
diligence on new applicant in the above mentionesks amongst other
situations when contact is first made between thgest person and the
applicant for business concerning any particulairmss relationship ar
occasional transaction.
This is further explained in the Implementing Prha®s wherein it i$
explained that one type of applicant for businessthie prospectivg
customer who carries out an occasional transactiorihis case CDDO
should be applied when an occasional transactiwoivas “the payment
of fifteen thousand euro (€15,000) or more, whethwer transaction i
carried out in a single operation or in severalrapens which appear t
be linked”.

1%

o W

Conclusion

Transactions of €15,000 or more are covered.

Recommendations
Comments

ar

d

4

Beneficial Owner |

Art. 3(6) of the Directive
(see Annex)

The definition of ‘Beneficial Owner’ establishes nimum criteria
(percentage shareholding) where a natural perstm i@ considered
as beneficial owner both in the case of legal pegsnd in the case
legal arrangements

FATF R. 5 (Glossary)

‘Beneficial Owner’ refers to the natural personggho ultimately
owns or controls a customer and/or the person oaswtbehalf a
transaction is being conducted. It also incorparét®se persons who
exercise ultimate effective control over a legalrsp@ or legal
arrangement.

Key elements

Which approach does your country follow in its défon of
“beneficial owner’? Please specify whether theecid in the EU
definition of “beneficial owner” are covered in yoegislation.
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Description and

Analysis

Regulation 2(1) defines the beneficial owner in tbase of bod
corporate or a body of persons as “any naturalopessho owns o
controls, whether through direct or indirect owhgssor control, mor
than 25% of the shares or voting rights in thatyboakporate or body
persons or who exercise control over the manageroerihat body
corporate or body of persons. In the case of othgal entities of
arrangement when the beneficiaries have been detnthe beneficial
owner is a natural person who is the beneficiarprotontrols at least
25% of the property of the legal entity or arrangemIn cases where the
beneficiaries have not been determined, the clag®isons in whose
main interest the legal entity or arrangement tsugeis considered th
beneficial owner.

This is explained in the Implementing Procedurdsger 3, through th
use of a table and two examples of possible comptingtures.

[¢)

D

Conclusion

Maltese legislation coverghe criteria in the EU definition of
“beneficial owner” and thudollows the EU approach. The legal
definition of beneficial owner as included in thRIEFFTR corresponds t(
the definition of beneficial owner in the Third Bative.

o

Recommendations and

Comments

5. Financial activity on occasional or very limited bais |

Art. 2 (2) of thel Member States may decide that legal and naturabperwho engag

Directive in a financial activity on an occasional or vempited basis and where
there is little risk of money laundering or finangi of terrorism
occurring do not fall within the scope of Art. 3(by (2) of the
Directive.
Art. 4 of Commission Directive 2006/70/EC furtheefides this
provision.

FATF R. concerning When a financial activity is carried out by a persmr entity on an

financial institutions

occasional or very limited basis (having regardgt@antitative and
absolute criteria) such that there is little risk money laundering
activity occurring, a country may decide that thpplacation of anti-
money laundering measures is not necessary, dithigror partially
(2004 AML/CFT Methodology para 23; Glossary to B&TF 40 plus
9 Special Recs.).

Key elements

Does your country implement Art. 4 of Commissionregtive
2006/70/EC?

Description and

Analysis

Regulation 3 of the PMLFTR is dedicated to releviar@ncial activity on
an occasional or very limited basis. This Regutai@xplains that th
Financial Intelligence Analysis Units (FIAU) may tdamine that g
subject person who engages in financial activityaproccasional or ver,
limited basis and where there is little risk of ragriaundering shall ng
fall within the scope of the Regulations. This viié determined using
predetermined set of criteria as detailed in Agtidl of the Commissio
Implementation Directive. These include inter @hat the total turnove
of the activity does not exceed fifteen thousand €€15,000); eac
transaction or series of linked transactions pstaruer does not exceed
five hundred euro (€500), the financial activitynet the main activity
and does not exceed five percent of the total wenothe financia
activity is not directly related to the main adlyyithe main activity is not
an activity falling within the definition of ‘releant financial business’ g

4]
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‘relevant activity’ and the financial activity isnty provided to the
customers of the main activity.

Conclusion Art. 4 of Commission Directive 2006/70/EC is implented in
Maltese legislation.

Recommendations and

Comments

6 Simplified Customer Due Diligence (CDD) |

Art. 11 of the Directive

By way of derogation from the relevant Article tHairective
establishes instances where institutions and perswealy not apply
CDD measures. However the obligation to gatherigafit CDD
information remains.

FATF R. 5

Although the general rule is that customers shduddsubject to the
full range of CDD measures, there are instancesravheduced or
simplified measures can be applied.

A1

Key elements

Is there any implementation and application of Arbf Commission
Directive 2006/70/EC which goes beyond the AML/C
Methodology 2004 criterion 5.9?

Description and

Analysis

Regulation 10 of the PMLFTR, transposing Articlef3he Commissior
Implementation Directive, provides that subjectspas may not carr
out customer due diligence but shall establish tiatapplicant qualifie
according in the following circumstances; (a) whéne applicant for
business is a person who is authorised to underkeant financia
business; (b) in case of legal persons listed oagalated market, (¢
with respect to beneficial owners of pooled acceurld by notaries g
independent legal professionals; (d) domestic puwhithorities which
fulfil certain criteria; (e) legal persons who repent a low risk of mone
laundering and funding of terrorism in accordandth wertain criteria
listed in the Regulations. This Regulations alsavjates a list of product
or transactions in respect of which simplified ddidgence may be
applied.
It is not allowed to apply simplified customer diiegence in cases whe
there are reasons for suspicion of money laundeirigrrorist financing
(Reg 10(5)).

1°2)

~—

=

)

Conclusion

The regulations of the PMLFTR are broadly in linghvthe Article 3 of
Commission Directive 2006/70/EC.

Recommendations
Comments

ar

d

7

Politically Exposed Persons (PEPs) |

Art. 3 (8), 13 (4) of the
Directive
(see Annex)

The Directive defines PEPs broadly in line with FAZ0 (Art. 3(8)).
It applies enhanced CDD to PEPs residing in andfenber State o
third country (Art. 13(4)). Directive 2006/70/EC qwides a widet
definition of PEPs (Art. 2) and removal of PEPsafine year of the
PEP ceasing to be entrusted with prominent puhlitctions (Art.

2(4)).

1%

FATF R. 6 and Glossar)

Definition similar to Directive but applies to indduals entrusted
with prominent public functions in a foreign countr

Key elements

Does your country implement Art. 2 of Commissionrdative
2006/70/EC, in particular Art. 2(4), and does iplgpArt. 13(4) of the
Directive?
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D

—

Description and The definition of "Palitically Exposed Person" (PER provided in the

Analysis PMLFTR (Regulation 11(7) and 11(8)) and follows thefinition of the
Third Directive and the Implementation Directiveedrilation 11(6) of
the PMLFTR requires enhanced due diligence to bedwtted on
politically exposed persons residing in another Memstate of the
Community or in any other jurisdiction.

Conclusion Malta has implementedArticle 2(4) of Commission Directivs
2006/70/EC, and it applies Article 13(4) of the &aitive as well.

Recommendations and

Comments

8. Correspondent banking |

Art. 13 (3) of theg For correspondent banking, Art. 13(3) limits theplégation of

Directive Enhanced Customer Due Diligence (ECDD) to corredpaohbanking
relationships with institutions from non-EU memlgeuntries.

FATFR. 7 Recommendation 7 includes all jurisdictions.

Key elements Does your country apply Art. 13(3) of the Directive

Description and In this respect Malta applies Article 13 throughgBlation 11(3) of the

Analysis PMLFTR which limits the application of enhanced dlikgence to cross
border correspondent banking relationships and rottsémilar
relationships with institutions from a country ades the Europea
Union. This is the case because it is understoatl dh EU Member
States are bound to have implemented the EU Thividl Directive and
hence their AML/CFT obligations in this regard wiblle harmonised.

Conclusion The requirements included in the APMLFT are in limigh the Article
13(3) of the Directive.

Recommendations and

Comments

9. Enhanced Customer Due Diligence (ECDD) and anonynyit |

Art. 13 (6) of the The Directive requires ECDD in case of ML or TFehts that may

Directive arise from productsr transactionghat might favour anonymity.

FATF R. 8 Financial institutions should pay special attentitan any money

laundering threats that may arise from new or dsiab
technologieghat might favour anonymity [...].

Key elements

The scope of Art. 13(6) of the Directive is broatiean that of FATH
R. 8, because the Directive focuses on productdramsactiong
regardless of the use of technology. How are tlhesees covered i
your legislation?

Description
Analysis

and

The Maltese Regulations include both threats fromodpcts and

transactions that favour anonymity and from newtetogies. These are

provided in Regulation 11(5) which requires subjpetsons to “pay
special attention to any threat of money launderorgfunding of
terrorism that may arise from new or developinghietogies, or fron
products or transactions that might favour anonyaiitd take measure
prevent their use in money laundering and fundingmorism”.

(0]

Conclusion

Article 13(6) of Directive is applied by requirenteto pay specia
attention which aims at identifying cases where the riskigh and it
is required to carry out a risk analysis and toaldsth a risk
assessment for individual groups or customersnlegsirelationships
products or transactions with respect to their pibdt misuse for
money laundering or terrorist financing.

Py
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Recommendations
Comments

an

d

10.

Third Party Reliance |

Art. 15 of the Directive

The Directive permits reliance on professional, lifjea third parties
from EU Member States or third countries for thef@enance of
CDD, under certain conditions.

FATF R. 9

Allows reliance for CDD performance by third pastibut does no
specify particular obliged entities and professiartich can qualify
as third parties.

t

Key elements

What are the rules and procedures for reliance hord tparties?
Are there special conditions or categories of pesseho can qualify
as third parties?

Description and

Analysis

Under Regulation 12(5) of the PMLFTR reliance onCCheasures
may be placed on subject persons undertaking '@alefinancial
business" with the exception of those persons whogi@ business i
currency exchange or money transmission or rentitaervices.

"Relevant financial business" is defined in Regalat2 of the
PMLFTR as (a) any business of banking or electraminey transfer
(b) any activity of a financial institution, (c) dg term insurancg
business, (d) investment services, (e) adminisinatservices tg
collective investment schemes, (f) a collectiveesivnent schem
marketing its units or shares, (g) any activity esththan that of 3
scheme or a retirement fund registered under tobgigions of the
Special Funds (Regulation) Act, (h) any activityaofegulated marke
and that of a central securities depository, (y aativity under (a) -
(h) carried out by branches in Malta, (j) any atyi\associated with
business falling within paragraphs (a) — (i). Moreosubject person
may also rely on certain subject persons under diinition of
"relevant activity" being auditors external accamtand tax auditors
notaries, when performing particular duties relgtio real estate an
management of clients’ money or other assets, amd @erson
providing trustee or any other fiduciary servic®gith reference ta
cross border reliance auditors, external accousgtanbtaries ang
persons providing trustee or fiduciary services roaly rely on CDD
carried out by subject persons carrying out asisiequivalent to this
category. The question of who qualifies as a tipiadty is explained
in further detail in the Procedures and Guidanddéisection relating
to reliance to third parties.

Conclusion

Maltese legislative acts permit reliance on prdfesa, qualified
third parties from EU Member States or third coigstrfor CDD
purposes, under certain conditions.

Recommendations
Comments

an

d

D

D

7)) —

o -

)

D

11.

Auditors, accountants and tax advisors |

Art. 2 (1)(3)(a) of the
Directive

CDD and record keeping obligations are applicalde auditors,
external accountants and tax advisors acting inettexcise of thei
professional activities.

FATF R. 12

CDD and record keeping obligations
1. do not apply to auditors and tax advisors;

2. apply to accountants when they prepare for or caout
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transactions for their client concerning the foliogvactivities:
buying and selling of real estate;

managing of client money, securities or other asset
management of bank, savings or securities accounts;
organisation of contributions for the creation, @en or
management of companies;

creation, operation or management of legal persons
arrangements, and buying and selling of busined#iesn
(2004 AML/CFT Methodology criterion 12.1(d)).

Key elements

The scope of the Directive is wider than that af #ATF standard
but does not necessarily cover all the activitiésaccountants a
described by criterion 12.1(d). Please explaindgkent of the scop
of CDD and reporting obligations for auditors, ered accountant
and tax advisors.

"2 O B V2 BL"2J

Description
Analysis

and

In the definition of "relevant activity" this sectof DNFBPs is capture
as follows:

(a) auditors, external accountants and taxsads; including wher|
acting as provided for in paragraph (c).
Paragraph (c) of the definition refers to the legabfession unde
circumstances as defined under the FATF 40. lf binerefore, auditorg
external accountants and tax advisors are sulgjebetobligations unde
the PMLFTR both in their profession (as per EU Dinee) and wher
undertaking additional activities as for the legadfession (as per FAT
requirements)
(See also Sections on Rec. 5 and Rec. 10 andlBgc.

|

=

T

Conclusion

Maltese legislation extents the scope of the CDDO aeporting
obligations for auditors, external accountants taxdadvisors to all thei
activities including the ones defined by FATF stanis.

Recommendations and

Comments

12. High Value Dealers |

Art. 2(1)(3)e) of the The Directive applies to natural and legal perswading in goods

Directive where payments are made in cash in an amount of ERJBO0 or
more.

FATF R. 12 The application is limited to those dealing in poes metals and

precious stones.

Key elements

The scope of the Directive is broader. Is the beoagproach adopte
in your jurisdiction?

Description and Under Regulation 2(1) of the PMLFTR subject persdefined unde

Analysis "relevant activity" include "other natural or legarsons trading in good
whenever the payment is made in an amount equifteéen thousang
euro(€15,000) or more whether the transaction igezhout in a single
operation or in several operations which appedrettinked". Therefore
this includes all natural and legal persons tradinggoods where
payment is made in cash and amounts to €15,00000e @nd is no
limited to trading in precious metal as suggested the FATF
recommendation.

Conclusion Malta has adopted the broader approach.

Recommendations and

Comments
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13.

Casinos |

Art. 10 of the Directive

Member States shall require that all casino custenbe identified
and their identity verified if they purchase or Bange gambling
chips with a value of EUR 2 000 or more. This is$ regjuired if they
are identified at entry.

FATF R. 16

The identity of a customer has to be establishebvanified when he
or she engages in financial transactions equal &dove EUR 3 000.

Key elements

In what situations do customers of casinos havédoidentified?,
What is the applicable transaction threshold inrypuisdiction for
identification of financial transactions by casitustomers?

Description and

Analysis

In terms of Regulation 9 of the PMLFTR all persanso enter into a
casino must be identified. Also the casino mushtifie and verify the
identity of any person who exchanges cash, a chequmnk draft, of
makes a credit card payment in exchange for chipsokens for an
amount of two thousand euro (€2,000) and again wihah persons
exchanges chips or tokens after a game, for an @tnoiuwo thousand
euro (€2,000). This information should then be metcwith the identity
of the person who originally exchanged money fasthchips or token
and the casino shall further ensure that such ahiggekens are derive
from winnings made whilst playing a game or ganidse above shal
also apply in situations where a series of tramsastwhich in aggregat
equal or exceed such amount.

O —aAa nm

Conclusion

The scope of the Regulations covers all persoreriagtinto the casing
and also any persons who purchases or exchanges chia value o
€2,000 or more.

Recommendations and
Comments
14. Reporting by accountants, auditors, tax advisors, otaries and other

independent legal professionals via a self-regulatp body to the FIU

Art. 23
Directive

of the

(1)

This article provides an option for accountantsditmus and tax
advisors, and for notaries and other independegat lerofessionals to
report through a self-regulatory body, which stHahward STRs tg
the FIU promptly and unfiltered.

FATF Recommendation

The FATF Recommendations do not provide for sucbion.

Key elements

Does the country make use of the option as providedy Art. 23
(1) of the Directive?

Description and| Regulation 15(6) provides that in cases when sigscarise, subject

Analysis persons (including accountants, auditors and taxsars, and for
notaries and other independent legal professiomatg)ard reports ta
the FIU.

Conclusion The Maltese legislation does not make use of themwmprovided by the
European Directive.

Recommendations and

Comments

15 Reporting obligations |

Arts. 22 and 24 of th
Directive

The Directiverequires reporting where an institution knows, gasp or
has reasonable grounds to suspect money laundariegrorist financing
(Art. 22). Obliged persons should refrain from garg out a
transaction knowing or suspecting it to be relatethoney laundering
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or terrorist financing and to report it to the FlWhich can stog
the transaction. If to refrain is impossible or kbufrustrate an
investigation, obliged persons are required to mepgo the FIU
immediately afterwards (Art. 24).

FATF R. 13

A1

Imposes a reporting obligation where there is suigpithat funds aré
the proceeds of a criminal activity or relateddorarist financing.

Key elements

What triggers a reporting obligation? Does the llefyjamework
addres®x antereporting (Art. 24 of the Directive)?

Description and

Analysis

Reporting obligations of subject persons are ladml in Regulation
15(6) of the PMLFTR wherein any subject person wkrmows,
suspects or has reasonable grounds to susped thatsaction ma
be related to money laundering or the funding oforésm or that 3
person may have been, is or may be connected vatieynlaundering
or the funding of terrorism, or that money laundgror the funding
of terrorism has been, is being or may be commitedttempted
shall report to the FIAU, together with all suppogt documents by
not later than five working days from when the scigm first arose.
Furthermore with regards to transactions Regulati{7) specifically
prohibits subject persons from carrying out a taatisn that is
suspected or known to be related to money laungerirthe funding
of terrorism until they have informed the FIAU.

In particular circumstances where to refrain infrsacmanner is ng
possible or is likely to frustrate efforts of theispected mone
laundering or funding of terrorism operations, gabjpersons shal
inform the FIAU immediately after the transactierexecuted.

In terms of Article 28 of the PMLA the FIAU may dgl the
execution of the transaction for 24 hours.

—*

Conclusion

There is an obligation to report to the FIU whexasons for suspicio
of money laundering or terrorist financing existcionnection with the
customer or transaction included in the PMLTFR,vasdl as the
obligation to refrain from a transaction knowingsuspecting it to b¢
related to money laundering or terrorist financargl to report it tg
the FIU, which can stop the transaction.

S

19%

Recommendations
Comments

ar

d

16.

Tipping off (1) |

Art. 27 of the Directive

Art. 27 povides for an obligation for Member States to ecbt
employees of reporting institutions from being esgub to threats o
hostile actions.

=

FATF R. 14

No corresponding requirement (directors, officersd eemployees
shall be protected by legal provisions from crinhiaad civil liability
for “tipping off”, which is reflected in Art. 26 othe Directive)

Key elements

Is Art. 27 of the Directive implemented in yourigdiction?

Description and

Analysis

This is implemented in two separate sub-regulatibeisig Regulation
15(12) which states that disclosures in accordavite the Regulations
shall not involve that subject person, supervisapthority or their|
respective officers in any liability of any kindufhermore, and mor
specifically, Regulation 15(14) emphasises thaidpkatity of the person
and employee who report suspicions of money laungemnd funding of
terrorism shall be kept confidential.

[2N¢)]
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Conclusion

Article 27 of the Third Directive has been implermh by Regulation
15(12) and 15(14).

Recommendations an
Comments

d

17.

Tipping off (2) |

Art. 28 of the Directive

The prohibition on tipping off is extended to whege money
laundering or terrorist financing investigation bging or may be
carried out. The Directive lays down instances whtie prohibition
is lifted.

FATF R. 14

The obligation under R. 14 covers the fact thatSarR or related
information is reported or provided to the FIU.

Key elements

Under what circumstances are the tipping off ohiayes applied?
Are there exceptions?

Description and

Analysis

Regulation 16 of the PMLFTR specifically prohibiggy disclosures
made by a subject person, supervisory authorityamy official or
employee within that subject person or supervisahority.

However, in line with the EU AML Directive, the Ragtion provides a
series of circumstance when this obligation isetlft These includ
disclosures to the supervisory authority relevarthat subject person or
to law enforcement agencies, disclosures by the GIL&t a subject
person to an MLRO of another person who undertadgsivalent
activities, who form part of the same group of camgs, and is situated
in Malta or within another Member State of the Camnity or in a
reputable jurisdiction.

Disclosures by the MLRO of a subject person whoeutades activitie$
of auditor, external accountant, tax auditor oranptto the MLRO of
another person or persons undertaking equivaldivitaes, who perform
their professional activities whether as employeesot, but within the
same legal person or within a larger structure hickvthe subject persqg
belongs, whether situated in Malta, within anotheEmber State of th
Community or in a reputable jurisdiction are algorpissible.

Moreover other permissible disclosures includedldsires between the
same professional category of subject personsterklto the same
customer, the same transaction, that involve tweore institutions or
persons situated in Malta, within another MembexteSor in a reputabl
jurisdiction, provided that such subject persores @arbject to equivalent
obligations as regards professional secrecy ansbpal data protection
and, provided further that the information exchahghall only be use
for the purposes of the prevention of money laundeor the funding of
terrorism.

19%}
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D
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D
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Conclusion

The provisions of the PMLTFR correspond to the nements of Article
28 of the Third Directive.

Recommendations ar
Comments

d

18. Branches and subsidiaries (1) |
Art. 34 (2) of the The Directive requires credit and financial indtdns to communicats
Directive the relevant internal policies and procedures wiaggicable on CDD

11%4

reporting, record keeping, internal control, rislssessment, risk
management, compliance management and communidatibnanches
and majority owned subsidiaries in third (non EQYiatries.
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FATF R. 15 and 22

o

The obligations under the FATF 40 require a broaer higher standar
but do not provide for the obligations contemplabgdArt. 34 (2) of the
EU Directive.

Key elements

Is there an obligation as provided for by Art. 2% ¢f the Directive?

Description and| Article 34(2) of the Directive is interpreted in ¢Rdation 6(2) which

Analysis provides that subject persons should communicatealtotheir
branches the established policies and proceduréssach branches
must apply as a minimum procedures regarding custodue
diligence and record-keeping that are equivalerthéoobligations set
out in the PMLFTR.

Conclusion The obligation as provided in the Article 34 (2)tbé Third Directive
is broadly in place in Malta. Regulation 6(2) doest include
obligation tocommunicate the relevant internal policies and @doces
where applicable on risk assessment, risk managentempliance
management and communication to branches and tyajokned
subsidiaries in third (non EU) countries. It onlijoers opening branches
and subsidiaries in reputable countries, thus mang the application of
the Directive

Recommendations and

Comments

19. Branches and subsidiaries (2) |
Art.  31(3) of the The Directive requires that where legislation dhi&d country does nat
Directive permit the application of equivalent AML/CFT meassir credit and

financial institutions should take additional measu to effectively
handle the risk of money laundering and terrofisricing.

FATF R. 22 and 21

Requires financial institutions to inform their cpetent authorities in
such circumstances.

Key elements

What, if any, additional measures are your finanamstitutions
obliged to take in circumstances where the ledmtabf a third
country does not permit the application of equinbl@&ML/CFT
measures by foreign branches of your financialtunsbns?

Description
Analysis

and

In cases where the legislation of a particular tigudoes not permit th
application of equivalent AML/CFT measures Regolatb) of the
PMLFTR provides that subject persons must immelgiatgorm the
FIAU who will in turn inform the relevant domestisupervisory
authority, the relevant authority of other memitates and the European
Commission accordingly.
The subject person is also required to take additimeasures to handle
the risk of money laundering and funding of temori and if such
measures may not be applied the FIAU together \lig relevant
supervisory authority may require the closure @& kbinanch or majority
owned subsidiary.

D

Conclusion

Maltese legislation requires financial institutidnsinform the FIU about
situations where the legislation of the third countioes not allow
application of equivalent AML/CFT measures as séfmd by PMLTFR.
In the said circumstances, Regulation 6 includeolaligation for the
financial institutions to apply additional measuytest it is not quite clear
to what measures should be applied and to whahexte

No specific additional measures are set forth lierfinancial institutions
to be applied in circumstances where the legigiatib a third country
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does not permit the application of equivalent AMENC measures by
foreign branches of Maltese financial institutions.

Recommendations and
Comments
Supervisory Bodies |
Art. 25 (1) of the The Directive imposes an obligation on supervidoogies to inform
Directive the FIU where, in the course of their work, theg@mter facts that
could contribute evidence afoney laundering or terrorist financing.
FATF R. No corresponding obligation.
Key elements Is Art. 25(1) of the Directive implemented in ygurisdiction?
Description and Article 25(1) of the Directive is implemented thgtuRegulation 15(5
Analysis which places an obligation on a supervisory auti¢oi maintain interna
reporting procedures. Regulation 15(9) specificpligvides that when a
supervisory authority discovers facts or informattbat may be related
to money laundering or funding of terrorism it shdisclose that
information, together with the supporting documentshe FIAU by not
later than five working days from when the facts discovered.
Conclusion Art. 25(1) of the Directive is implemented in Malta
Recommendations and
Comments
20. Systems to respond to competent authorities |

Art. 32 of the Directive

The Directive requires credit and financial ingtias to have systems n
place that enable them to respond fully and pronptenquires from the
FIU or other authorities as to whether they maimtair whether during
the previous five years they have maintained, &kess relationship with
a specified natural or legal person.

FATF R.

There is no explicit corresponding requirementdudh a requirement
can be broadly inferred from Recommendations 232t 32.

Key elements

Are credit and financial institutionsequired to have such systems|in
place and effectively applied?

Description and

Analysis

In terms of Regulations 13(6) all subject personki¢h include both
financial and non financial institution) shall prde the FIAU or othe
supervisory authority with all customer identificet, due diligence
records and transaction records or other relevafdrmation upon
request.

Regulation 13(7) imposes on subject persons thigaildn to establish
systems that enable them to respond efficientherquiries from the
FIAU in relation to whether they maintain or havaimained during the
previous five years, a relationship with a spedifiegal or natural perso
and the nature of such relationship.

=]

Conclusion

Article 32 of the Directive can be considered inmpdated sufficiently in
Malta.

Recommendations and
Comments
21. Extension to other professions and undertakings |

Art. 4 of the Directive

The Directive imposes mandatoryobligation on Member States o
extend its provisions to other professionals andegaries of

undertakings other than those referred to in A.2(fl)he Directive,
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which engage in activities which are particulaikely to be used for

money laundering or terrorist financing purposes.

FATF R. 20

Requires countries only to consider such extensions

Key elements

Has your country implemented the mandatory requargnm Art. 4 of
the Directive to extend AML/CFT obligations to othgrofessionals
and categories of undertaking which are likely eoused for mone

laundering or terrorist financing purposes? Haslaassessment bee

undertaken in this regard?

~

Description
Analysis

and

In terms of Article 12(2) of the PMLA which is silar in concept ta
Article 4 of the Directive the PMLFTR have beenanded to apply th
AML/CFT obligations to affiliated insurance busises and to othe
business of insurance carried on by a cell compalsp the scope of th
regulations has been further extended to includelated markets an
central securities depository authorised underFihancial Markets Act
For ease of reference, Article 12(2) of the PMLatas$ that:

The Minister may by regulations extend the provisiof this Act in
whole or in part and of any regulations made toegaties Of
undertakings and to professions which engage mites which, in the
opinion of the Minister, are particularly likely tbe used for mone
laundering purposes or funding of terrorism.

O D =

Conclusion

Malta has implemented the mandatory requiremeniin 4 of the
Directive to extend AML/CFT obligations to otheropgssionals an
categories of undertaking which are likely to beedisfor money
laundering or terrorist financing purposes. In picac the AML/CFT
obligations under the PMLFTR have already beennthcextended tg
affiliated insurance business and protected cetipamies. However, n
formal risk assessment has been undertaken inethésd.

o

Recommendations

ar

drhe Maltese authorities should consider undertakingormal risk

Comments assessment of the professionals and categoriesdefrtaking which arg
likely to be used for money laundering or terrofiisancing purposes.
22. Specific provisions concerning equivalent third coatries? |
Art. 11, 16(1)(b), The Directive provides specific provisions concegiicountries
28(4),(5) of the which impose requirements equivalent to those kddvn in the
Directive Directive (e.g. simplified CDD).
FATF R. There is no explicit corresponding provision in tRATF 40 plus

9 Recommendations.

Key elements

How, if at all, does your country address the issuequivalent third
countries?

Description
Analysis

and

The PMLFTR introduces the notion of a "reputablésgliction” which is
defined as any country having appropriate legisatneasures for th
prevention of money laundering and funding of tésm and which
supervises subject persons for compliance with soebsures. Subje
persons are required to establish whether a jatisdiis considered to b
reputable on the basis of the information availai¢hat country and th
consideration of any FATF, MONEYVAL or other FSRB IMF/World
Bank evaluations wundertaken, membership of groumaiblic
announcements and other relevant factors. Thisiatiah is required fo
a number of reasons including risk assessment ofapplicant,
qualification for simplified due diligence or enftad due diligence, wit
respect to reliance to third parties, cross bobdanches and prohibitio

Ct
e

-5 =

of disclosure. The Implementing Procedures profimither detail in thig
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respect and also include the list in the Commonddstdnding issued by
the EU Member States considered as having equivaddlL/CFT
systems to the EU.

Conclusion Maltese AML/CFT provisions on equivalent third ctugs (including
the list of those countries) are broadly in linghamhose in the Third
Directive.

Recommendations and

Comments

Annex to Compliance with 3° EU AML/CFT Directive Questionnaire

Article 3 (6) of EU AML/CFT Directive 2005/60/EC @ Directive):

(6) "beneficial owner" means the natural persomd ultimately owns or controls the customer
and/or the natural person on whose behalf a tréiogagr activity is being conducted. The beneficial
owner shall at least include:

(a) in the case of corporate entities:

(i) the natural person(s) who ultimately owns ontcols a legal entity through direct or indirect
ownership or control over a sufficient percentagji¢he shares or voting rights in that legal entity,
including through bearer share holdings, other thasompany listed on a regulated market that is
subject to disclosure requirements consistent Witmmunity legislation or subject to equivalent
international standards; a percentage of 25 % @hgsshare shall be deemed sufficient to meet this
criterion;

(i) the natural person(s) who otherwise exercg®drol over the management of a legal entity:

(b) in the case of legal entities, such as foundati and legal arrangements, such as trusts, which
administer and distribute funds:

(i) where the future beneficiaries have alreadynbdetermined, the natural person(s) who is the
beneficiary of 25 % or more of the property of gdkearrangement or entity;

(i) where the individuals that benefit from theg& arrangement or entity have yet to be determined
the class of persons in whose main interest thed EEgangement or entity is set up or operates;

(i) the natural person(s) who exercises contreéro25 % or more of the property of a legal
arrangement or entity;

Article 3 (8) of the EU AML/CFT Directive 2005/60EC (3 Directive):

(8) "politically exposed persons” means naturalspes who are or have been entrusted with
prominent public functions and immediate family nters, or persons known to be close associates,
of such persons;

Article 2 of Commission Directive 2006/70/EC (Implmentation Directive):

Article 2
Politically exposed persons

1. For the purposes of Article 3(8) of Directive0BI60/EC, "natural persons who are or have been
entrusted with prominent public functions" shatilirde the following:
(a) heads of State, heads of government, miniateisieputy or assistant ministers;
(b) members of parliaments;
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(c) members of supreme courts, of constitutionairisoor of other high-level judicial bodies whose
decisions are not subject to further appeal, exicegtceptional circumstances;

(d) members of courts of auditors or of the boafdsentral banks;

(e) ambassadors, chargés d'affaires and high-rgquakiicers in the armed forces;

(f) members of the administrative, management pestisory bodies of State-owned enterprises.
None of the categories set out in points (a) tooffthe first subparagraph shall be understood as
covering middle ranking or more junior officials.

The categories set out in points (a) to (e) offttet subparagraph shall, where applicable, include
positions at Community and international level.

2. For the purposes of Article 3(8) of DirectiveOB060/EC, "immediate family members" shall
include the following:

(a) the spouse;

(b) any partner considered by national law as edent to the spouse;

(c) the children and their spouses or partners;

(d) the parents.

3. For the purposes of Article 3(8) of DirectiveOBIG0/EC, "persons known to be close associates"
shall include the following:

(a) any natural person who is known to have joiahddicial ownership of legal entities or legal
arrangements, or any other close business relatiotisa person referred to in paragraph 1;

(b) any natural person who has sole beneficial oghip of a legal entity or legal arrangement which
is known to have been set up for the benefit dfatthe person referred to in paragraph 1.

4. Without prejudice to the application, on a rigasitive basis, of enhanced customer due diligence
measures, where a person has ceased to be entwitited prominent public function within the
meaning of paragraph 1 of this Article for a perimidat least one year, institutions and persons
referred to in Article 2(1) of Directive 2005/60/E<ball not be obliged to consider such a person as
politically exposed.

209



Report on fourth assessment visit of Malta — 6 March 2012

VI. LIST OF ANNEXES

Annex 1

Designated categories of offences
based on the FATF Methodology

Offence in domestic legislation

Participation in an organised crimin
group and racketeering;

Jfirticle 83A of the Criminal Code (Cap. 9 of the Lswef
Malta)

Terrorism, terroris

financing

including

t Article 328A to 328M of the Criminal Code

(a)Trafficking in human beings and (
migrant smuggling;

(c) Sexual exploitation, includin
sexual exploitation of children;

bfa) Article 248A to E of the Criminal Code

(b) Article 337A of the Criminal Code and Articl@ ®f the
Immigration Act (Cap. 217 of the Laws of Malta)

g(c) Article 54C of the Criminal Code

lllicit trafficking in narcotic drugs ang
psychotropic substances;

y Dangerous Drugs Ordinance (Cap. 101 of the Laws
Malta)

Article 120, et seq. of the Medical and Kindred fBssions
Act (Cap. 31 of the Laws of Malta)

5 Of

lllicit arms trafficking

Article 5(2) and 51(3) of the Arms Act (Cap. 480 thie
Laws of Malta) and Exportation of Arms and Ammuuoriti
Regulations (Government Notice 65 of 1910)

lllicit trafficking in stolen and othe
goods

 Art 334 of the Criminal Code and Art 53e of the @4l
Heritage Act (Cap. 445 of the Laws of Malta)

(a) Corruption and (b) bribery

(a) Article 121 of the Criminal Code
(b) Article 115 of the Criminal Code

Fraud

Article 293 to 310 of the Criminal Code

Counterfeiting currency

Art 45 to 53 of the Central Bank of Malta Act (C&@4 of
the Laws of Malta)

(a) Counterfeiting and (b) piracy
products

hfArticle 298 of the Criminal Code

Environmental crime

Environment Protection Act (Cap. 435 of the Law$/alita)

(a) Murder, (b) grievous bodily injury

(a) Article 211 to 213 of the Criminal Code
(b) Article 216 of the Criminal Code

(@) Kidnapping, (b) illegal restrain

and (c) hostage-taking

t(a) Article 210 of the Criminal Code
(b) Article 86 of the Criminal Code
(c) Article 54D(e)(viii) of the Criminal Code

Article 261 to 288 of the Criminal Code

Robbery or theft;

Smuggling Art 60 to 64 of the Customs Ordinance (Cap. 3hefltaws
of Malta)

Extortion Article 113 of the Criminal Code

Forgery Article 166 to 188 of the Criminal Code

Piracy Article 328N to 3280 of the Criminal Code

Insider trading and marketPrevention of Financial Markets Abuse Act (Cap. 47&he

manipulation Laws of Malta)
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ANNEXES | - VIII
See MONEYVAL (2012) 3 ANN
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