COUNCIL OF EUROPE

CONSEIL DE LEUROPE

COMMITTEE OF EXPERTSN THE
EVALUATION OF ANTIMONEY
LAUNDERING MEASURESND THE
FINANCING OF TERRORSM
(MONEYVAL)

Report on Fourth Assessment Visit

Anti-Money Laundering and Combating
the Financing of Terrorism

GUERNSE

15 September 2015




Guernsey is a member of MONEYVAL. This evaluation was conducted by MONEYVAL and the
mutual evaluation report on the 4 t assessment visit of Guernsey was adopted at its 48t
Plenary (Strasbourg, 14-18 September 2015 )

© [2015] Committee of experts on the evaluation of anti -money laundering measures and the financing of
terrorism (MONEYVAL).

All rights reserved. Reproduction is authorised, provided the source is acknowledged, save where otherwise
stated. For any use for comm ercial purposes, no part of this publication may be translated, reproduced or

transmitted, in any form or by any means, electronic (CD -Rom, Internet, etc) or mechanical, including
photocopying, recording or any information storage or retrieval system witho ut prior permission in writing
from the MONEYVAL Secretariat, Directorate General of Human Rights and Rule of Law , Council of Europe

(F67075 Strasbourg or dghl.moneyval@coe.int )



mailto:dghl.moneyval@coe.int

Report on fourth assessment visit of Guernsey & 15 September 2015

TABLE OF CONTENTS

[ PREFACE. ... tteiiiei e e st eees ettt e e e e e e e s b s anansseeeeeeeeaeeaaassesseesamnnsseeeeeaeeee e e nnrteeeeeamnreeeeeeeeeeannnd 8
[I. EXECUTIVE SUMMARY ...ttt e ettt a e e e e e e ammme e e e s s e e e e e e e e e s smmneeessennssnneees 10
[II. MUTUAL EVALUATI ON REPORT ... .uttitiiiiiiiie i ieeens et s s ssieess bbb e e e e e e e s s nnnnnssanens 20
L GENERAL ..ottt et e ettt e aamt e e e e et r et e e e e e s smme e e e e e aaae 20
1.1 General Information on the United Kingdom Crown Dependency of Guernsey.................. 20
1.2 General Situation of Money Laundering and Financing of Terrorism............cccccoeecvvvvvieennnee. 21
1.3 Overview of the Financial Sector and Designated Nefinancial Businesses and
ProfeSSIONS (DNFBP) ......eeiiiiiiiiiiiitiee e rees e e e e e e e e s e anens s e e e e e e e e e e s annnneees 23
1.4 Overview of Commercial Laws and Mechanisms Governing Legal Persons and
F = g To =T 0 1= o PP PP PP 33
1.5 Overview of Strategy to PrevenMoney Laundering and Terrorist Financing ........................ 35
2. LEGAL SYSTEM ANDRELATED INSTITUTIONAL MEASURES..........cccoiiiiiiiiie e 40
2.1 Criminalisation of Money Laundering (R.1) ..........ooiiiiiiiiiiiiiiiieeeieee e 40
2.2 Criminalisation of Terrorist Financing (SR.I) ....coooiiiiiiii e 52
2.3 Confiscation, freezing and seizing of proceeds @fime (R.3)...........oociiiiiiiiiiiiiieecee e 60
2.4 Freezing of funds used for terrorist financing (SR.I)......ooooiiiiiiiiii e 76
2.5 The Financial Intelligence Unit and its fundibnNs (R.26)............ceieeiiiiiiiiii i 38
3. PREVENTIVE MEASURES - FINANCIAL INSTITUTIONS. ..ottt 106
3.1 Risk of money laundering or terrorist fINANCING ..........coueeiiiiiiiiiii e e 107
3.2 Customer due diligence, including enhanced or reduced measures (R.5 to R.8)............... 108
3.3 Financial institution secrecy or confidentialy (R.4) ........ccccuuiiiiiiiiieiiiiee e 138
3.4 Record keeping and wire transfer rules (R.10).........covvuiiiiiiiiiiiii e eeeeinaaanns 142
3.5 Suspicious transaction reports and other reporting (R.3and SR. IV) ............ccccciiiinninee, 145
3.6 The supervisory and oversight system competent authorities and SROs / Role,
functions, duties and powers (including sanctions) (R. 23,29 and 17)...................o e rveeevnnnnns 153
4. PREVENTIVE MEASURES T DESIGNATED NON FINANCIAL BUSINESSES AND
PROFESSIONS . ... et e e e e e ee e e e e et e e ettt e e e mmmeata e e eeataeeeetanaeeesrmmmrran s 172
4.1 Customer due diligence and recorleeping (R.12).........ccooiiiiiiiiiiiiiicceci e 174
5. LEGAL PERSONS ANDARRANGEMENTS AND NONPROFIT ORGANISATIONS................ 195
5.1 Legal persong Access to beneficial ownership and control inforration (R.33)............c....... 195
5.2 Legal arrangementd Access to beneficial ownership and control information (R.34)........ 212
5.3 Nonprofit organisations (SR.VID) ... 225
6. NATIONAL AND INTERNATIONAL CO-OPERATION.....ccuii i eeeme e 241
6.1 National ceoperation and ceordination (R. 31 and R.32)........cccccoviiiiiiiiiiiiieeeiiieeeee e 241
6.2 The Conventions and United Nations Special Resolutions (R. 35 and SR.D)..................... 246
6.3 Mutual legal assistance (R. 36, SR .....oooiiiiiii e 249
6.4 Other Forms of International Co-operation (R. 40 and SR.V)........uuuuuuiiiiiiiiiiiiccee e 266
7. OTHER ISSUES. ... et reet e e et e e e et e e e et it emne s e e e eat e e s et e e e erta e annnns 277
7.1 RESOUICES and StAtiSHICS.......iviiieiiiiiiiieietieeer i e e e et e et e e e e eeeer bbbt mnneeaaeeaaaeeees 277
7.2 Other Relevant AML/CFT MeasUures OF ISSUES........cccceeiieiiieiiie e 279
7.3 General Franework for AML/CFT System (see also section 1.1).......cccccceeeiiiieiiiiivenecceennns 279

8. TABLE 1. RATINGSOF COMPLIANCE WITH FATF RECOMMENDATIONS.........cccoiiiiie. 280



Report on fourth assessment visit of Guer nsey & 15 September 2015

9. TABLE 2:RECOMMENDED ACTION RAN TO IMPROVE THE AML/CFT SYSTEM.............. 287
10. TABLE 3: AUTHORIT | ES6 RE SP ORBVALUARTONTIHNECESSARY)......ccccconne 295
V. COMPLIANCE WITH THE F° EU AML/CFT DIRECTIVE ....c.cvvititieicteeeee e 296
VI LIST OF ANNEXES. ... ..ot e e e am e e s e e e n e e e e e e e e e eeeeeeas 322



Report on fourth assessment visit of Guer nsey & 15 September 2015

ACL
AGCC
AML/CFT
CDD
CETS
CFT
CTR
DL
DPMS
DTL
DNFBP
ETS
EU
FATF
FIS

FIU
FSB

FSB Handbook

FSB Regulation:

FSC Law
GCL

GBA

GBA FI Unit
GFSC

GPO

LIST OF ACRONYMS USED
Companies (Alderney) Law, 1994

Alderney Gambliag Control Commission

Anti-money laundering/combating the financing of terrorism
Customer Due Diligence

Council of Europe Treaty Series

Combating the Financing of Terrorism

Cash Transaction Reports

Disclosure(Bailiwick of Guernsey)lLaw, 2007

Dealers in Precious Metals and Stones

Drug Trafficking (Bailiwick of Guernsey) Law 2000
Designated Notfrinancial Businesses and Professions
European Treaty Series [since 1.1.2004: CETS = Council of Europe Beridy
European Union

Financial Action Task Force

Financial Intelligence Service

Financial Intelligence Unit

Financial Services Business

Handbook for Financial Services Businesses on Countering Financial Cril
Terrorist Financing

Criminal Justice (Proceeds of Crime) (Financial Services Businesses) (B:
of Guernsey) Regulations, 2007

Financial Services Commissi¢Bailiwick of Guernseyaw, 2007
Companies (Guernsey) Law 2008

Guernsey Border Agency

Guernsey Border Agency Financial Investigation Unit
Guernsg Financial Services Commission

General Prosect or 6 s Of fi ce



Report on fourth assessment visit of Guer nsey & 15 September 2015

IMF

ICC

LEA
LLP
MFA
ML
MLA
MLRO
MOU
NPO
NRFSB
PB

PB Handbook

PB Law

PB Regulatios

PCC
PCSG
PEP
POCL
PTC
SAR
SRO
STR
SWIFT

TCSP

International Monetary Fund
Incorporated Cell Compan
Information Technlogy

Law Enforcement Agency

Limited Liability Partnership

Ministry of Foreign Affairs

Money Laundering

Mutual Legal Assistance

Money Laundering Reporting Officers
Memorandum of Understanding
Non-profit organisation
Non-Regulated Financial Services Businesses
Prescribed Businesses

Handbook for Prescribed Businesses on Countering Financial Crime
Terrorist Financing

Prescribed Businesses (Bailiwick of Guernsey) Law, 2008

Criminal Justice (Proceeds of Crime) (Legal Professionals Accountant:
Estate Agents) (Bailiwick of Guernsey) Regulations, 2008

Protected Cell Company

Policy Council of the States of Guernsey

Politically Exposed Person

Criminal Justice (Proceeds of Crime) (Bailiwick of Guernsey) Law, 1999
Private Trust Company

Suspicious Activity Report

SeltRegulatory Organisation

Suspicious Transaction Report

Society for Worldwide Interbank Financial Telecommunication

Trust and Company Service Providers



Report on fourth assessment visit of Guer nsey & 15 September 2015

TF

TL

UK

UN

UNR

UNSCC

UNSCR

Terrorist Financing

Terrorism and Crime (Bailiwick of Guernsey) Law 2002
United Kingdom

United Nations

United Nations report

United Nations Security Council Committee

United Natbns Security Council Resolution



Report on fourth assessment visit of Guer nsey & 15 September 2015

|. PREFACE

1. This is the fourth report in MONEYVALG6Gs fourt|
the recommendations made in thst assessment report prepared leylthernational Monetary
Fund (MF). This evaluation follows the current version of the 2004 AML/CFT Methodology,
but does not necessarily cover all the 40+9 FATF Recommendations and Special
Recommendations. MONEYVAL concluded that th® rdund should beshorter and more
focused and primarily follow up the major recommendations made ilaghassessment report
prepared by the IMFThe evaluation team, in line with procedural decisions taken by
MONEYVAL, have examined the current effectiveness of implaat@n of all key and core
and some other important FATF recommendatigress Recommendations 1, 3, 4, 5, 10, 13,
17, 23, 26, 29, 30, 31, 32, 35, 36 and 40, and SRI, SRIl, SRIIl, SRIV and, $Ratever
the rating achieved in th@eviousassessment

2. Additionally, the examiners have reassessed the compliance with and effectiveness of
implementation of all those other FATF recommendations where the rating was NC or PC in the
previous assessmerih addition Recommendations 33 and 34 were reassessed.rifortae
the report also covers in a separate annex issues related to the Directive 2005/60/EC of the
European Parliament and of the Council of 26 October 2005 on the prevention of the use of the
financial system for the purpose of money laundering andrigrfinancing (hereinafter the
AiThe Third EU Directiveo) and DirectiNwe 2006/
ratings have been assigned to the assessment of these issues.

3.  The evaluation was based on the laws, regulations and other materialeduppthe
Bailiwick of Guernseyand information obtained by the evaluation team during Hsitervisit
to Guernsey from 5 to 11 October 201and subsequently. During tbasite visit, the
evaluation team met with officials and representatives of aetegovernment agencies and the
private sector in Guernsey. A list of the bodies met is set out in Ant@xhe mutual
evaluation report.

4.  The evaluation was conducted by an assessment team, which consisted of members of the
MONEYVAL Secretariat and MONEVAL experts in criminal law, law enforcement and
regulatory issues and comprised: Mr Lajos Korona (public prosecutor dfiétepolitan
Prosecutords Office Budapest, Hungary) who par
(Executive Officer, Legahnd International Affairs, Financial Market Authority, Liechtenstein
and Financial 8entific Expert to MONEYVAL) and Mr Radoslaw Obczynskh{ef specialist,
AML/CFT Unit, Banking, Paymentnstitutions and Cooperative Savings and Credit Unions
Inspectiorsd Department, Polish Financial Supervision Authority) who participated as financial
evaluators, Mr Vladimir NechaevDéputy General Director, International Training and
Methodology Centre for Financial Monitoring, Russian Federjtioho participated aa law
enforcement evaluator, Mr John Ringguth, (Executive Secretary to MONEYVAL) and Mr John
Baker, Ms lIrina Talianu and Ms Astghik Karamanukyan, members of the MONEYVAL
Secretariat. The experts reviewed the institutional framework, the relevant AML/QET la
regulations, guidelines and other requirements, and the regulatory and other systems in place to
deter money laundering (ML) and the financing of terrorism (FT) thrdungimcial institutions
and Designated NeRinancial Businesses and Professions (BR§), as well as examining the
capacity, the implementation and the effectiveness of all these systems.

5.  The structure of this report broadly follows the structure of MONEYVAL and FATF reports in
the 3° round, and is split into the following sections:

1. General information

! After the onsite visit Vladimir Nechaev was nominated as an Executive Secretary of the Eurasian Group on
Combating Money Laundering and Terrorist Financing.
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Legal system and related institutional measures

Preventive measuredinancial institutions

Preventive measurésdesignated nafinancial businesses and professions
Legal persons and arrangements andprofit organisations

National aml international cooperation

N o g~ w DN

Statistics and resources
Annex (implementation of EU standards).
Appendices (relevant new laws and regulations)

6.  This 4" round report should be read in conjunction with the IMF report (as published by the
IMF on its website inJanuary 211f. FATF Recommendations that have been considered in
this report have been assigned a rating. For those ratings that have not been considered the
rating from the IMF report continues to apply.

7.  Where there have been no material changes frormpdbition as described in the IMF report,
the text of the IMF report remains appropriate and information provided in that assessment has
not been repeated in this report. This applies firstly to general and background information. It
also applies in respec o f the O6description and analysi sd
Recommendations that are being reassessed in this report and the effectiveness of
implementation. Again, only new developments and significant changes are covered by this
reportecolnne n@rati ons and commentsé in respect
have been rassessed in this report are entirely new and reflect the position of the evaluators on
the effectiveness of implementation of the particular Recommendation curreskilyy into
account all relevant information in respect of the essential and additional criteria which was
available to this team of examiners.

8.  The ratings that have been reassessed in this report reflect the position as &ittgisitin
2014 or shdly thereafter.

9. References to Guernsey in thigport should be taken to mean the Bailiwick of Guernsey
unless otherwise stated.

2 hitps://www.imf.org/external/puft/scr/2011/cr1112.pdf
9
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Il. EXECUTIVE SUMMARY

1. Background Information

1.

This report summarises the major ambney laundering and countErroiist financing
measures (AML/CFT) that were in place in the United Kingdom Crown Dependency of
Guernsey (AGuernseyo or fi t 'AreundBoasitd visitv(5 tokld ) at
October 2014) and immediately thereafter. It describes and andhgsesmeasures and offers
recommendations on how to strengthen certain aspects of the system. The MONEYVAL 4
cycle of evaluations is a followp round, in which Core and Key (and some other important)
FATF Recommendations have beenassessed, asell as all those for which Guernsey
received partially compliant (PC) ratings in the last assessment report prepared by the
International Monetary FundMF). In addition Recommendations 33 and 34 were reassessed.
This report is not, therefore, a full assessnagyatinst the FATF 40 Recommendations 2003 and
9 Special Recommendations 2004, but is intended to update readers on major issues in the
AML/CFT system of Guernsey.

2. Key findings

2.

Guernsey is a major international finance centre with a mature legal andegulatory
system.The finance sector is the largest single contributor to GDP of the Bailiwick. While
deposits taken by the banking sector have almost halved since its highest peak in 2008, the
funds under management and administration by the colleatwestment fund sector have more
than doubled during the same period and stood at GBP 220 billion at the end ofié0ad,
Guernsey is globally one of the largest fund domiciles (especially private equity).
Anothersignificant amount of assets nsanagedand administered by the fiduciary sector.
Guernsey is also the fourth largest captive insurance domicile in the world with premium
written in excess of GBP 4.8 billion.

Though the legislative structure to prosecute ML cases remained as complex as it veas
the time of the previous assessment it reflects the international standards and does not
appear to have presented problems in practiceWhile the statistics show an undeniable
increase in the number of ML investigations, prosecutions and convictithms liast four years,
the figures are still disproportionately low.

The legal framework governing confiscation and provisional measures is comprehensive.
The overall number of restraint and confiscation orders and particularly those made in relation
to ML or other forms of economic crimes involving the financial industry is still relatively low

The financing of terrorism offence now applies to the funding of terrorist organizations
and individual terrorists in all cases.

Concerns remain with regardto the immediate communication of UN/EU designations to
the obliged entities and about the practical applicability of criminal procedural rules to
seizel/freeze assets in the interim period between an UN and an EU freezing designation.

The FIS is a unitwithin the Financial Investigation Unit of the Guernsey Border Agency.
Although the authorities are explicit in interpretation that the FIS has an adequate level of
operational independence, no legal safeguards have been introduced in this regard.

The Bailiwick has substantially strengthened the AML/CFT preventive measures to
which its financial institutions are subject. While the relevant Regulations and Rules
generally provide a sound basis for determining the situations requiring enhanced dueediligenc
and the methods for performing it, these requirements are not extem@echandatory basie
nonresident customers, private banking, or legal persons and arrangements that are personal
asset holding vehiclea further concern is thabe rules regaidg simplified or reduced CDD
provide for the discretion to refrain entirely from any of the mandatory CDD measures. The
requirementgor the DNFBPdor preventive measures are similar to those for financial services

10
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businessedn addition to the technitashortcomings identified above, the risk classifications
applied by obliged entities do not always sufficiently take into account that the accumulation of
risks (which appear to be relevant forsggnificant portion of the customer basé some
financial institutions and DNFBPSpresentoverarching ML/TF risks. Furthermore, the CDD
measures applied to certain customers do not appear adequate to mitigate their inherent risks.

9. The evaluation team remains concerned that due to the size and nature of thedircial
sector in the Bailiwick of Guernsey, the available maximum financial penalty for
AML/CFT breaches for legal persons is not considered sufficiently dissuasive and
proportionate. Furthermorethe use of financiabenaltiesfor legal persons cannot aas an
effective deterrent for neoompliance.

10. The reporting level by financial institutions appears to be adequateNo explicit
requirement to report attempted transactishgrescribed in the legislation although the
reporting obligation refers to susus activity reports to ensure that reports can be
made in situations where no actual transaction is involved.

11. Information on beneficial ownership of legal personand legal arrangements is obtainable
in the Bailiwick where licensed TCSPs are involvedni the formation, management or
administration of these entities. However, their involvement is not mandatory with few
exceptions.Insufficient measures are in plagtereno licensed TCSP is involvedccording
to the authorit i e stlieselegaltpersores tareossio 25%bokall Baiividk e r o f
legal personsNo such estimates exist with respect to legal arrangements. Insufficient measures
are also in face where financial institutions are allowed to undertake CDD on the intermediary
(e.g. foregn bank acting on the account of the ultimate investor) rather than on the beneficial
owner and underlying principal(s) for whom the intermediary is acfihis is of relevance in
the areaof authorised or registered opended or closednded investmerdompanies or legal
arrangements that ar@uthorised or registeredollective investment schemek. is also a
concern, that in the absence of a registration, reporting or a resident agent requirement, the
Guernsey authorities have no precise indicatiorthef total number of trusts and general
partnerships governed under Guernsey law, which inhibits a proper risk assessment of this area.

12. The Bailiwick has in place a range of measures to facilitate various forms of
international cooperation. Some issues weridentified with respect t&1S power to request
information only in cases when there was an initial STR. That might be important in view of the
international character of business in Guernsey.

13. Cooperation and coordination between competent authorities oa domestic level appears
to be conducted in an effective manner.

3. Legal Systems and Related Institutional Measures

14. As at the time of the previous evaluation, the ML offemascriminalised by three different
pieces of legislation, namely, the Criralnlustice (Proceeds of Crime) (Bailiwick of Guernsey)
Law 1999 (POCL) the Drug Trafficking (Bailiwick of Guernsey) Law 2000 (DTL) and the
Terrorism and Crime (Bailiwick of Guernsey) Law 2002 (TL) which equally apply to the whole
Bailiwick. The scope of th different ML offences regarding the respective predicate crimes has
not changed since the previous assessment. The POCL and the DTL operate in parallel, where
the respective legal provisions are formulated in a generally identical manner in both Laws and
therefore the scope and effect of the parallel provisions is the same in most of the cases.

15. The legislative structure to prosecute ML cases remained as complex as it was at the time of
the previous assessment. Notwithstanding that, the current legawaknis fully in line with
all the respective international standards and does not appear to have presented problems in
practice. However, although the disparity between the number of investigations and that of
prosecutions and convictions has reducedjesdiscrepancy in the statistics has remained. It
was noted that in approximately half of the cases where the investigation did not result in a

11
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prosecution for ML, proceedings for other forms of criminality were pursued including drug
trafficking cases, fiud, breaches of housing legislation, theft, and breach of the cash controls
legislation; and some of these cases have reportedly resulted in significant confiscation orders.
It is considered that, while the statistics show an undeniable increase innibernof ML
investigations, prosecutions and convictions beyond-telaged ML criminality in the last four

years, the figures are still disproportionately low both in terms of the property laundered and the
restrained or confiscated assetgien comparedvith the dimensions and complexity of the
financial sector and the volume of assets managed by or channelled through the industry also
with regard to the use of complex corporate structures.

The offences by which FT is criminalised can be found in the Sibhce the previous
assessment, the purposive el ement of the FT of
been redefined so that it extends to the provision of support for any purpose to any individual or
entity involved in terrorism. As a resuthe funding of terrorist organisations and individual
terrorists in all cases i s now covered by the
rai singo) covers the <collection and provision
purposes of terrism. While the provision of funds is expressly covered, the collection of funds
is addressed through the criminalisation of its two components, that is the solicitation of money
and other property (inviting another to provide) and the receipt of the Jdraeperpetrator
must either intend that the property should be used, or know or have reasonable cause to
suspect, that it may be used for the purposes of terronkioh brings the offence in line with
the material elements of the FT offence in the Trestd-inancing Convention. The main FT
offence is supplemented by two other offenoesriminalising the possession of funds with a
view to their use for terrorist purposesidthe actual use of funds for the same purpose as well
as the participation (¢ering and becoming concerned) in arrangements as a result of which
funds are (to be) made available to another for the purposes of terrorism. The eteenésmit
for the possession of funds and for the participation in-farging arrangements is the same
that applies for the main FT offence. There were no FT investigations, prosecutions or
convictions in the period under review.

Guernsey already had a comprehensive regime of criminal confiscation and provisional
measures at the time of the previous sssentNo significant changes have taken platike
law provides forconfiscation of proceeds of crime and instrumentalities in general as veell as
regime of provisional measures including restraint and charging orders both before and after
proceedings &ive commenced.

The statistics on confiscation orders and related provisional measures demonstrate an increase
in both in terms of the number of cases and the amounts restrained or confiscated. However, the
overall number of restraint and confiscationesdand particularly those made in relation to
ML or other forms of economic crimes involving the financial industry is still relatively low.

With regard to the freezing of assets of designated persons and entities new legislation was
adopted in 2011 toige direct effect in Guernsey law to designations made by the European
Union under Regulations that implement United Nations Security Council Resolutions
(UNSCRs) 1267 and 1373. Apart frahis legislativedevelopment, a number of measures have
been takerto facilitate the effective implementation of the new legal framework including the
establishment of a dedicated Sanctions Committee in 2010 to coordinate and ensure effective
compliance with the UNSCRs and other sanctions measures.

The current regime addministrative freezing can only cover assets that belong to persons or
entities that have already been designated by an EU Implementing Regulation but cannot be
applied before such a designation is made. There does, therefore, remain a concern ¢hat for th
time period between the UN and the EU designatiaty the rules of criminal procedural law
could be used to freeze or seize the assets of the designated person or entity. However, the rules
of criminal procedure cannot be applied without initiatingoarial criminal procedure, which
requires a criminal offence subject to the jurisdiction of the Bailiwddko, during the onrsite

12
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visit, the assessment team was advised of a number of instances where representatives of the
financial industry which were bBnches of companies overseas had been notified of the latest
updates to these lists through their respective communication channels within the group of
companies before receiving any official notification from the Policy Council via THEMIS or
otherwise. Insuch cases, the delay was not reported to be significant but in urgent cases even
hours count and the Bailiwick regime does not seem to be fully adapted to immediate action.

To date, no terrorist assets have been frozen in the Bailiwick in respegt péraons under
the legislation implementing UNSCR 1267 and UNSCR 1373.

The functions of the Financial Intelligence Unit are entrusted to the Financial Intelligence
Service (FIS) which is a division within the Financial Investigation Unit of the GueBm@ler
Agency. Amendments authorising the FIS to request additional information from third parties if
there was an initial disclosure were introduced in August 2014.

Although the authorities are explicit in interpretation that the FIS has an adequalteflev
operational independence, no legal safeguards have been introduced in this regard. The
evaluators were not aware of any indication that the operational independence of the FIS had
been breached so fddoweverthe lack of legal provisions @ny staute of the FISincluding
provisionson its structure and resources, together with comparatively low status ithe
hierarchy of the GBAraiseconcerns over its operatiorialependence

At the time of the ossite visit, the last annual report on tB8A website was for the year
2011. No more reports were available. Furthermore, the FIS data included into thengport
covereddata on the numbers of STRs, with no information on trends or typologies.

All STRs are subject to analysis to establishdfiminality, risk and priority. The FIS is the
authority to postpone the execution of suspicious transactions.

With regard to dissemination of informatiotine FIS frequently receives positive feedback
from other jurisdictions about the way in which timelligence it provides has been used.
However, while the FIS exchanges information freely, spontaneously and upon request with
foreign FlUs, regardless of their status, it is necessary for the FIS to have received an initial
disclosure in order to be a&bto request information from third partiesing otherwise round
about ways)This has th@otential to limit the possibilities for cooperation.

4. Preventive Measure$ financial institutions

27.

28.

29.

The Financial Services Businesses Regulatidt®R Regulating impose basic requirements
on financial services businesses (FSBs) to prevent money laundering and terrorist financing.
These obligations include corporate governance, risk assessment, CDD, monitoring of
transactions and activity, the reporting of sagm, employee screening, training, and record
keeping. Breaches are subject to criminal sanctions, including imprisonment not exceeding a
term of five years or a fine or both.

The CDD requirements are broadly in line with the FATF requirements. Howther
requirements for the application of enhanced C&P not extendedn a mandatory baste
nornresident customers, private banking, or legal persons and arrangements that are personal
asset holding vehiclegurthermore, tie FSB Regulations and the B-$landbook provide for
the discretion to refrain entirely from the application of certain CDD measures in defined
circumstances, whereas simplified CDD in terms of the FATF Recommendations only allows
for adjusting the amount or type of each or all of ®®D measures in a way that is
commensurate to the low risk identified.

The financial institutions met during the-eite visit clearly demonstrated that they are highly
knowledgeablen respectof their AML/CFT obligations.The major concern with regarnd
effectiveness was that customer risk assessments do not sufficiently take into account that the
accumulation of risks can present overarching ML/TF rigksthermore, the CDD measures
applied to certain customers appeared not always sufficient toatdgunitigate their inherent

13
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risks. For example, as for customers that are trusts the assessors noted that financial institutions
do not always request sight of the entire trust deed and (if applicable) letter of wishes, including
subsequent deeds of amements. Also, documentary evidence with respect to the source of
funds and wealtfor high risk customerss requested rather infrequently.

Although there is no law of financial institution secrecy in the Bailiwick, thereGeramon
Law principle of coriflentiality that applies to financial institutions. Nonetheless, financial
institutions did not report any concerns thiaey might be in breach of the Commoaw
principle d confidentiality by disclosing information to the FIS when filing a SAR. Although
the sharing of information between financial institutions, where this is required by R.7 and R.9,
is not clearly exempted from tf@ommon law principle of confidentiality this has not given
rise to any problems in practice.

The record keeping requiremeraiein line with theFATF standards. dlissues came to the
evaluatorsdé6 attention with regard to the abil:i
records when required by the Guernsey Financial Services Commission (GFSC), the FIS, or the
law enforcement agencies.

The reporting obligations require financial services businesses and prescribed businesses to
report to the FIS any knowledge, suspicion or reasonable grounds for knowledge or suspicion in
respect of money laundering or terrorist fingug that has been acquired in the course of their
business. At the time of the previous evaluation the reporting obligations were framed as
criminal offences for failure to report. The requirement has been amended so that the reporting
obligations are nw framed as positive duties to report which are subject to criminal sanctions
for breach, and they expressly now also extend to suspicion that certain property is or is derived
from the proceeds of criminal conduct or terrorist property, as the case midpwever, the
reporting of attempted transactions is not explicitly mandated in law or regulation; this has not
in practice given rise to any problems from reporting entities.

The number of reportsubmitted has largely remained consistent and is broadige with
reporting levels in comparable jurisdictions.

The GFSC is the designated supervisor for all financial services businesses and receives its
general powers of supervision and sanctioning through the Financial Services Commission Law.
In addition, the Proceeds of Crime Law provides for the GFSC to make givesnstructions
and issueguidance for the purposes of the FSB Regulations and sets out the pbwieess
GFSC to conduct eaite inspections, and to obtain information and documents glsuch
inspections.

The licensing powers are adequate to prevent criminals and their associates from holding
positions or responsibilitin, or otherwise controllingfinancial institutions.

It was the view of the evaluators that the GFSC has adequatrpand resources. GFSC
Staff are experienced and are subject to a comprehensive training programme. The GFSC
operates a risk based approach to supervision based on a model called PRISM. Each licensed
financial services business is allocated an impditg#ased on various metrics including one
for financial crime. The oite visit plan is drafted as a result of risk rating assigned by the
PRISM programme, although the GFSC c@ediscretion in planning additional dwc visits.
As a result of orsitevisits sanctions were levied, or supervisory actions have been taken.

The GFSC has aomprehensive range of sanctions that it can apply including fines and
suspending and revoking licences. However, taking into account the nature and scale of
business unettaken by financial institutions, it is considered that, with a maximum fine of
£200,000 available, the financial sanctions are not dissuasive and proportionate for legal
entities. Furthermore the use of financial penalties for legal persons cannotaacefsctive
deterrento norrcompliance and cases of nmporting of STRs are rarely fined or in any other
way sanctioned.
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38. Under the Registration of NeRegulated Financial Services Businesses Law a financial
services business carrying on or holdinglit®ut as carrying on business in or from within the
Bailiwick must be registered by the GFSC. The same law provides some exemptions from the
registration requirements. The evaluatemsre satisfied with the adequacy of the process to
determine exemptions

5. Preventive Measure$ Designated NoRrFinancial Businesses and Professions

39. In Guernsey, designated ninancial businesses and professions (DNFPBs) include the legal
profession, accountants, real estate agents, dealers in precious metals arfpBtd83sThese
businesses are designated as Prescribed Businesses (PB) and are subject to the Prescribed
Business Regulationand PB HandboaoKTrust and Company Service Providers (TC@RJ
bullion dealers are subject to the same requirements as finansigltions (i.e. FSB
Regulations and Handboolkguernsey does not have land based casinos but an eGambling
industry is present in Alderney. ECasinos are subject to preventive measures as outlined by the
Alderney Gambling Law and eGambling Regulations.

40. The Prescribed Business Regulaticansd PB Handbookequirements include obligations to
conduct customer due diligence, monitor transactions, keep records, develop policies and
procedures, screen employees, establish an audit function and train empldyedbhe FSB
Handbook, lhe PB Handbooksets out both, rules and guidance. H&B and PB Handbook
rules set out how the GFSC requires financial services businesses including ditkRion
dealersas well aPBsto meet the requirements set out in the latipns.

41. Persons acting in an individual capacity as a director of not more than six companies are not
subject to theFiduciaries Law and, as such are not licensed. Nevertheless, the activity is still
subject to the AML/CFT requirements under the Proced#d€rime Law. However, these
individuals appear not to beffectively supervisedind as a consequenoet monitored to
establish if they areffectively complying with the AML/CFT requirements

42. The requirements for preventive measuwpplicable to DNFBParevery similar to those for
financial institutions (for TCSPs they are the samA} such the concerns relating to the
omission of certain highisk categories for the application ehhanced due diligenceeasures
and the concernegardingthe applicabn of simplified due diligenceneasureslso apply to
the DNFBP sectorThe effectiveness concerns largely reflect those identified for financial
institutions.It is noted that the fiduciary services provided in Guernsey (i.e. primarily trust and
companyformation, management and administration) are still one of the key driver of business
flows into the Guernsey financial sectdhis sector is key from an AML/CFT perspective as
the fiduciaries form, manage and administer the legal persons and arrangeatestsount for
a significant share of the customer basesome Guernsey financial institutions. In their
capacity as trustees, foundations councils or company directors, they frequently represent these
customers vigrvis the financial institutions thaare servicing these legal persons and
arrangements. While the assessors recognize that many financial institutions have direct contact
with the underlying principal and/oultimate beneficial owners, many financial institutions
appear still to be depemateon the information obtained by the representatives of the fiduciary
sector when it comes to scrutinising transactions undertaken throughout the course of the
business relationship as part of thegming due diligenceThis is due to the fact that conta
with the underlying principal and/or beneficial owner is often maintained and managed by the
fiduciaries rather than by the financial institutions. As a consequence, the TCSP sector often
still has a direct impact on the quality of CDD measures apbliexther financial businesses

43. It is therefore reassuring, that fiduciariegemonstrated aery good understanding of their
AML/CFT obligations and a mature approach to applying customer due diligence measures
arising from theilongstanding andontinuow involvement irthe formation and administration
of legal entitles and arrangemeni&ased on internal AML/CFT policies reviewed byet
evaluatorstherearehoweverconcers that some fiduciaries are prepared to aceeggnificant
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amount of riskratherthan rejecting a business relationshijne assessors welcome that the

GFSC attaches increasing importance to the drafting of clearly defined risk appetite statements

by fiduciaries and other financial sectors that allow for an appropriate assessmientofd 6 r i s k
management resources.

6. Legal Persons and Arrangements & Noi#Profit Organisations
Legal persons

44. The range of legal persons available in the Bailiwick has been extended by the introduction of
the Foundations (Guernsey) Law 20&Rd the Limited_iability Partnerships (Guernsey) Law
2013.

45. Basic information(company name, incorporation details, status, address, list of dijeftors
all Bailiwick legal persons is submitted by each individual legal person to the Guernsey and
Alderney Registries ral registered accordingly. Registered information is largely publicly
available. Basic regulating powers are not publicly available for Guernsey LLPs and Guernsey
Foundationsinformation provided to the Registries is subject to an annual validation proces
Legal persons are required to report any changes in respect of registered information to the
Registry.

46. The register of all shareholders or membergecorded by each individual legal person and
kept at its registered offi¢eFor all legal persons (egpt for limited partnerships), information
on their shareholders or members (which might be legal persons or nominee shareholders) can
be accessed by third parties. Legal persons tmeenfirmto the Registrithat the register of
shareholders anemberswhich has to be kept at the registered office, is current as at the end of
the year to which the annual validation relates.

47. The beneficial ownership informatioof legal persons in the Bailiwick isbtainable where
TCSPs are involveih the formation managemenor administration of legal persansicensed
TCSPsare subject to the AML/CFT requirements, including the obligation to identify and
verify the beneficial owner of the respective compdnias to be stressed however, that their
involvement is nt mandatory after the incorporation stage.

48. Insufficient measures are in plaedere no licensed TCSP is involveghccording to the
authoritiesd estimates, the number of t hese
persons). Insufficient meass are also in placethere financial institutions are allowed to
undertake CDD on the intermediafg.g. foreign bank acting on the account of the ultimate
investor) rather than on the beneficial owner and underlying principal(s) for whom the
intermediaryis acting. This is of relevance in theesaof-authorised or registered opended or
closedended investment companies

49. The authorities have timely access to registration details and basic ownership information
available at the relevant Registriand he registers of shareholders or members held at the
registered office of legal persandgost information iselectronicallyavailable. Any additional
information that is not publicly available may be disclosed by the Registrar to the other
authorities on rguest, without the need for a court order.

Legal arrangements

3 pursuant to the Foundations (Guernsey) Law 20f@yadation may only be established by being entered on

the registry of foundations, and once established has legal personality separate from its Aouaplglication

forreg stration may only be made by a TCSP, who must
together with additional information including the names and addresses of the proposed councillors, the nhame
and address of the proposed guardian and resaganit if any, and the address of the registered office in
Guernsey.

* In the absence of shareholders or members, this requirement is not applicable to Foundations.
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As for legal persons, the availability of beneficial ownership information appears to be
obtainable where a licensed TCSP is involved in the formation, management or administration
of a legal aangement. Like for legal persons, the involvement of a TCSP is not mandatory
after the incorporation stage. Insufficiemieasures are in placghereno licensed TCSP is
involved

As for legal persons, the availability of beneficial ownership informatippears to be
warranted where a licensed TCSP is involved in the formation, management or administration
of a legal arrangemerithe involvement of a TCSP is not mandatory. Insufficreaasures are
in placewhereno licensed TCSP is involved

Trusts aregoverned by the Trusts (Guernsey) Law, 2007. There is no trust legislation in
Alderney andSark.Thus it is only possible to set up trusts there under customanAldeugh
formal documents are not essential for the establishment of a trust, in pnabgce,trusts are
created within the professional and fiduciary sectors this is invariably done in writing to provide
certainty, as the risk to a law firm or TCSP of creating a trust other than in writing would be
unacceptable.

Guernsey trusts are not sebj to a system of registration and there is no requirement to file
information with government authoritieShe general informaticgathering powers of the
authorities under the supervisory and criminal justice frameworks in respect of legal persons
applyequally in respect of all legal arrangements.

It is a major concern, that in the absence of a registration, reporting or a resident agent
requirement, Guernsey authorities have no precise knowledge of the total number of trusts and
general partnerships gerned under Guernsey law, which inhibits a proper risk assessment of
this area.

Given that the number of trusts and general partnerships with no link to a licensed TCSP cannot
be ascertained, the number of legal arrangements for which beneficial owneisimzation is
insufficient or unavailable, remains unknown.

As for legal persondgnsufficient mesures are also in plasghere financial institutions are
allowed to undertake CDD on the intermediéeyg. foreign bank acting on the account of the
ultimate investor) rather than on the beneficial owner and underlying principal(s) for whom the
intermediary is acting. This is of relevanfer legal arrangementthat areauthorised or
registerectollective investment schemes

Nonprofit organisations (NPOs)re required to register but only NPOs which have gross
assets and funds of £10,000 or more, or a gross annual income of £5,000 or more, must apply to
be placed on the Register and their registration must be renewed annually. Manumitted NPOs
are still genally exempted from the registration requirements. Furthermore, there is no
publicly available information on manumitted NPOs.

The Advisory Committee as a whole has continued to consider the effectiveness of the NPO
framework routinely at its meetings anddedicated working group has been established to
examine all aspects of the oversight of charities and NP®s.consultation documents have
been issued; one relating to the proposed extension of the registration framework to manumitted
organisations; anthe other relating to some proposed minor changes to the existing framework.

The Guernsey and Alderney Registrar of NPOs periodically reviews information on NPOs in
order to identify those that require greater scruthkg/the Charities and NPOs RegisimatLaw
permits the onward transmission of information to the law enforcement agencies, details of all
applications that are considered higgk or where adverse intelligence has been established are
passed to the FISThe FISthen reviews these detailganst law enforcement databases, and
provides the Registry witlany known relevant convictions or intelligenaecluding financial
intelligence The Registrar will then use this information to confirm the risk classification of any
NPO, or confirm whethe to proceed or suspend a registration/application. Although
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administrative sanctions are in place for fsompliance with registration requirements, these
are considered not to be effective or dissuasive.

7. National and International Co-operation

60.

61.

62.

63.

The famal national committee structure is headed by the AML/CFT Advisory Committee (or
Financial Crime Advisory Committee), which is made up of senior representatives of different
authorities and has a hidéwvel, strategic role. Since the previous evaluatite, Sanctions
Committee and the AntBribery and Corruption Committee have been created to ensure that
the Bailiwick has a properly coordinated response to emerging areas of particular international
concern.Cooperation and coordination at an operatioaaéll is achieved by both formal and
supplementary meetings. The law enforcement agencies work closely with members of the
prosecution team in the Attorney General 0s Cha
the economic crime prosecutor has baetively involved in assisting the FIU in the review and
preparation of cases on both a specific and a more general basis. There are also regular meetings
to review cases between the GBA and the member
work on mutublegal assistance. In addition, there are regular meetings between the FIS and the
GFSC at the Enforcement Case Review Committeeerall, he systems in place for
cooperation and coordination of the legal framework are considered to be effective and the
systems in place for the review of the effecti
considered to operate well.

The Bailiwick, as a dependency of the British Crown, cannot itself sign or ratify international
Conventions on its own. As it is the gomment of the UK that acts, by longstanding
constitutional convention, for the Bailiwick in any international matters, it is also the UK that
can extend its ratification of international Conventions to the Bailwich.e UK®&s rat i fi cz¢
of the Vienna Covention and the FT Convention had already been extended to the Bailiwick at
the time of the last evaluation. This was not the case in respect of the Palermo Convention due
to some outstanding issues that needed to be addressed in discussion withThe B&lermo
Convention has subsequently been extended to Guernsey. The date of entry into force of the
Convention for the Bailiwick was December 17 2014.

There is no single piece of legislation to generally regulate the provision of mutual legal
assistane (MLA) by the Bailiwick of Guernsey and therefore reliance is placed on the provision
of a number of laws relevant in the field of criminal procedtile wide range of investigatory
powers under these Laws is not limited to domestic investigations eydnty thus be, and are
regularly used to provide MLA as appropriaféhere is also secondary legislation in place
(meaning a range of ordinances issued upon authorization by the aforementioned laws)
specifically to permit the restraint and confiscationasfets and instrumentalities in criminal
cases at the request of other jurisdictions. C
found to be comprehensive and addressing all criteria under the FATF standard at the time of
the previous assessment, alhiis generally true for the present round of evaluation too. The
provision of MLA is not subject to any unreasonable, disproportionate or unduly restrictive
conditions and the statistics demonstrate the I

The Bailiwick has in place a range of measures to facilitate various forms of international
cooperation. The legal framework does not require reciprocity or MOUs before assistance can
be provided (the Income Tax Law requires that there be an internatgneément or
arrangement governing the exchange of tax information in place). However, the practice is to
sign MOUs if they are required or desired by a requesting state or an international instrument.
The only area of concern is the limitation for the ESequest information only in cases when
there was an initial STR; this means that if the request refers to a subject in relation to whom
there were no STRs the FIS has to find reabdut ways to obtain information. This is
considered of particular imp@ance in view of the international character of business in
Guernsey.
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8. Resources and statistics

64.

65.

Guernsey provided full and comprehensive statistics on matters relating to the criminalisation
of money laundering, the financing of terrorism, the opematiothe FIU (including receipt and
dissemination of STRs), the supervision of financial institutions and DNFBP, as well as on
national and international cooperation. It would appear that these statistics are routinely used to
monitor the effectiveness tie AML/CFT systems in operation in Guernsey.

All of the law enforcement and supervisory agencies appear to be adequately staffed with
experienced and welfained staff members.
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[ll. Mutual Evaluation Report
1. GENERAL
1.1 GeneralInformation on the United Kingdom Crown Dependency of Guernsey

1. The United Kingdom Crown Dependency od Guerns
located inthe English Channel, in the gulf of St. Malo off the newtst coast of Franc@he
major ethnicgroups comprise people of British and Norman desc&htk total population of
the Bailiwick of Guernseys 62,732. The Bailiwick of Guernsey comprises the three separate
jurisdictions of Guernsey, Alderney and Sark. The islands of Herm, Jethou and tehmarteof
Guernsey and the island of Brecghou is part of Sark.

2. Although geographically the islands form part of the British Isles, politically they do not form
part of the United Kingdom. Guernsey is a ggif/erning Crown Dependency. The United
Kingdomis responsible for Guerns@yinternational affairs and defendeh e Bai | i wi ckds 1
to raise its own taxes is a long recognized constitutional principle.

3.  The Bailiwick is not represented in the UK Parliaméts of Parliament do not apply in the
Bailiwick unless extended by Order in Council at the request of the island authdifitées.
extension to Guernsey of an Act of the Parliament by Order in Council is occasionally
requested, but t he wusual practi ce glativelyf or t he
independent from the United Kingdom with full
affairs, to enact its own legislation.

4, Guernseybs parliament is called 6éThe States
consists ofa PresidingOfficer, who is ex officio the Bailiff (or in his absence the Deputy
Bailiff, as Deputy Presiding Officer), the tw

Procureur (Attorne\Gener al ) and Her Maj e s-Gendérad), 4 8o mpt r ol
democraticallye | ect ed Guernsey me mber s (Peopl ebds Depu
representatives. There are no political parties in Guernsey. The States of Deliberation elect the

senior political office holder who is called the Chief Minister and chairs a Policyolonade

up of t he Deputies, c a 110 adinistrakiVe mammittex=s, safled wh o ¢
6Depart ment so.

5.  Alderney is seHgoverning, its constitutional legislation being the Government of Alderney
Law. Theisland is governed by the States of éddey, which consists of a President and 10
States members, all elected by universal suffrage. Under a 1948 agreement Guernsey has
responsibility for certain services in Alderney which extends, inter alia, to the airfield and
breakwater, immigration, pokg social services, health and educatidre States of Alderney is
responsible for initiating domestic legislation and the States of Deliberation (the Guernsey
assembly) has the power to enact criminal legislation in Alderney.

6. The government of Sark iglministered by th€hief Pleasof Satkik he Chi ef Pl eas i s
legislative body. It consists of 28 elected members (Conseilkss)ith Alderney, Guernséy
States of Deliberation has power to legislate for Sagriminal matters without the agreement
of Chief Pleas, but on any other matter with the agreement of the Chief Pleas.

International relations
7.  Guernsey, in partnership with Jersey, established the Channel Islands Brussels Office in 2011.

8. Guer ns eipnshp withetheaBU isgoverned byProtocol 3 to the 1973 Treaty of
Accession when the UK joined tiieuropean Economic CommunifiEEC). The effect of the
protocol is that the Bailiwick is within the Common Customs Area and the Common External
Tariff (i.e. it enjoys access to EU countries of physical exports without tariff barriers). Other EU
rules do not apply to the Bailiwick.

Economy
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Guernsey uses the British pound, although it produces its own notes andrbeimotes and
coins issued by the Bank of @and or by Jersey authorised body, can be used in the Bailiwick.

Total GDP for 2013 in Guernsey wadimatedat £2,186 million Finance is the mainstay of
the economy; of the approximately 31,000 people employed in the Island, around 6500 (21%)
are emjpyed in the finance sector itself, which at 37.3% is the largest contributor to GDP.

Non-Guernsey income (and Guernsey bank interest) accruing to trusts that have no Guernsey
beneficiary is not subject to Guernsey income tax and there is a zero retepfarate entities.
There is no withholding tax on dividends paid, no capital gains tax, no death duties or
inheritance taxes or VAT.

System of legal acts

12.

13.

14.

15.

Laws arethe equivalent of a UKct of Parliamenbr a French loi. A draft Law passed by the
States can have no legal effect until formally approved by Her Majesty

Ordinances (made by one or more of the Bailiwick parliaments) and Statutory inggumen
(regulations, orders or rules) are secondary legislation and do not require the approval of the
Queen in Council; unless there is some provision to the contrary they come into effect once they
have been approved by the States. Ordinances are of wgndas- they are made either under
the authority of an enabling Law or under inherent customary powers.

Some Laws or Ordinances give a States Department the power to make regulations, orders or
rules which have the force of law. These are called Statutstruments. They deal with
matters of detail relating to the operation of a Law (or Ordinance).

Decisions of the UK Supreme Court are not binding on Guernsey courts, but again insofar as
the Guernsey courts follow English decisions on the common ksisidns of the UK Supreme
Court carry considerable weight.

Transparency, good governance, ethics and measures against corruption

16.
17.

18.

19.

The UN Convention against Corruption is extended to Guernsey.

The AntiBribery and Corruption Committee was created in 2011lreftect increased
international focus in this area

Guernsey has signed 57 Tax Information Exchange Agreements (TIEAS) to date including
with 21 EU countries and 16 G20 countries.

To date Guernsey has signed 13 Double Taxation Agreements (DTAs) with khe U
Singapore, Malta, the Isle of Man, Jersey, Hong Kong, Monaco, Qatar, Luxembourg, Mauritius,
Cyprus, Liechtenstein and the Seychelles.

1.2 General Situation of Money Laundering and Financing of Terrorism

Money laundering

20.

21.

The Bailiwick is an internationalinance centre with no significant acquisitive domestic
criminality other than drug trafficking, as demonstrated by the crime statistics under Table 1.
indicated by the authoritiethe principal money laundering risks to the jurisdiction concern the
proceeds of foreign predicate offences and of domesticra@tated offences.

According to Guernsey authorities thevision oftrust and company servieand the private
banking sector are considered to be the sectors with the greatest vulneralhigyaondering
of foreign predicate offences because of the combinationhefcross border nature of the
business; the geographical diversity of the customers; the perceived attractiveness of company
and trust structures for money laundering purposedattighat wealth management structures
with the use of trusts and companies in several jurisdictions can be more complex than business
relationships in other sectors; the number and content of STRs; and the sectors covered by
mutual legal assistance regtee Money laundering is most likely to occur in the form of
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layering or integration to maximise investment performance and to spread risk in the same way
as legitimate investors. An analysis of STRs and mutual legal assistance requests conducted by
the adhorities indicates that the most likely predicate offences to be involved in this type of
laundering are fraud, including tax evasion, and corruption.

Domestic drug traffickers typically do not use sophisticated financial arrangements or
structures. Té community banking sector is considered to have the greatest vulnerability to the
laundering of the proceeds of domestic drug trafficking, which commonly involves the placement
of cash into current accounts by a series of small payments in an attenyatidoasousing
suspicion.

As reported by the authorities during the last few years there has been an increase in the number
of STRs and mutual legal requests made in relation to online gambling. The risks associated with
the regulated online gambling sectuve been reviewed by thdderney Gambling Control
Commission AGCC), and are considered to be low to medium.

A review of the grounds of suspicion for STRs #operiod of 4 years indicated that the
highest current trends for reportimgerein relation o tax fraud, whictconstitutes 40% of the
STRs filed.

Table 1 provides statistics on domestic predicate offences:
Table 1

Jani Jun

2010 2011 2012 2013 2014

Person Person Person Person
Cases s Cases s Cases s Cases s Cases | Persons

Sexual 1 1 9 9 1 1 5 5 1 8
exploitation,
including
sexual
exploitation
of children

Illicit 7 7 1 1 7 8 5 5 3 41
trafficking

in  narcotic
drugs and
psychotropic
substances

Illicit arms - - 1 1 - - - - - -
trafficking

Fraud

Counterfeiti - - - - - - 1 i - .
ng and
piracy of
products

Murder, 8 6 7 9 5 6 1 1 2 2
grievous
bodily
injury

Robbery or 6 8 1 1 2 2 - - 1 1
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theft

26. Although the number d¥IL investigations, prosecutions and convictions increased during the
period mentioned above, tlowerall level remains low and there is a discrepancy between the
numbers of investigated ML cases and final convictions.

27. To date, there have been 4 convictions involving autonomous laundering, 2 related to proceeds
of frauds committed abroad and 2 retat® drug trafficking. This does not seem to be
proportionate to tMehrdGleernseybds exposure to

Financing of Terrorism

28. As at the last evaluation, there have been no identified cases of terrorist activity or terrorist
financing within the Bailiwick.

29. Since2010 14 STRs related to TF were reported to the Guernsey FIU. However the submitted
STRs have not resulted in a case being opened or a notification being sent to law enforcement
agencies. No international requests for assistance relating to serfineincing have been
recorded during the last four years. There have been no prosecutions or convictions in the
period 20162014 related to TF.

30. The authorities consider the risk of TF to be low for the following reasons.

31. The Bailiwick comprises a numbef politically stable small island communities with very
low domestic crime rates and ethnically homogenous populations. It has no historical,
geographical or business links to parts of the world that are considered to present a high risk of
terrorist adivity. Neither does it operate an independent foreign policy. There are no military or
other installations such as major power stations that could be attractive for terrorist attacks. For
these reasons the risk of the Bailiwick being a target for teremiwvity is extremely low.

32. However he size and structure of the financial sector in the Bailiwick might unavoidably
attract funds of various sources including those that belong to designated persons or entities and
thus there is a potential vulnerabilio the terrorist financing threat despite the lack of concrete
cases. The lack oftelligence received and freezing orddiswever, appears to be consistent
with the opinion of the local authorities that the risk of TF has always been and remained
remakably low in the Bailiwick which can also be demonstrated by the absence of any MLA
requests and the low numbers of STRs in relation to terrorist financing in the last four years

1.3 Overview of the Financial Sector and Designated NeRinancial Busineses and Professions
(DNFBP)

Financial Sector

33. Guernsey has a mature legal and regulatory system, which has been enhanced over the years
by the introduction of modern legislation covering all important aspects of the finance industry.
Guer ns ey 0 sty, its éomg histeryuof fmantial and political stability, good banking and
professional infrastructure, GMT time zone and proximity to the UK and Europe, have ensured
that Guernsey remains a leading international financial centre.

34. The finance sector itHe is the largest single contributor to GDP of the Bailiwick. It is
generally considered that Guernsey has four distinct parts of its finance industry: Banking,
Fiduciary, Insurance and Investment Funds. There are a multiplicity of variations within each
sector with different business models, clients, and target markets. However those four sectors
remain the core of Guernseyb6s financial servi ce

35.  While deposits taken by the banking sector have almost halved since its highest peak in 2008,
the furds under management and administration by the collective investment fund sector has
more than doubled during the same time period. The size of the fiduciary and insurance sector
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has been largely stagnant during the past six years.

Table 2:Types of finagial institutions in the Bailiwick as &ecember 31, 2014

Acceptance of deposits Lendi@ranser of
moneydssuing and managing means of payment

Financial guarantees and commitméMsney and
currency changing

Underwriting and placement of life insurancelan
other investment related insuragcderwriting
and placement of nelife insurance

Individual and collective portfolio management,
investment advice and broki@garticipating in
securities issues and provision of services relatir
such issues

Non-bank lending and leasing

Money and currency changing, transfer of money
(see also MSB below)

Issuing and managing means of payment
Providing financial guarantees or commitméhts

Trading in money market instruments, foreign
exchange, exchange, interest rate or index
instruments or negotiable instruments

Participating in securities issues

Providing advice on capital structures, industrial

® Includingcompanies, PCCs (and cells) and ICCs (and cells).

797 insurers

20 insurance
manager®

46 insurance
intermediaries

622 licensed
institutions

812 Guernsey
collective
investment
schemes

1 stock exchange

36

(&)

4 Total

Depositsi
£83.7 billion

Gross assefis
£23.66 billion
Gross written
premiumsi
£4.94 billion

Assets nder
management or
administration
in Guernsey
fundsi £220
billion®

Gross assets
under
management
with asset
managers and
stockbrokers
£80 billion

no figures
available

® In addition at 31 Decembei024 there were 23Gon-Guernsey investment schemgith combined assets
under management @&44bn to which Guernsey investment firms provided management, administration or

custody services
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strategy, mergers or purchase of undenigs 1 53
Money broking and money changig
Portfolio management services

Safe custody services and safekeeping or
administration of cash or liquid securities 9

Accepting repayable funds, other than dep@sits

Investing, administering or managing funds or
money

Dealing in bullion or postage stamps
1

27 (22 included
in figures for

banks and 5
Money and currency changing included in no figures
Transfer of money registered non  available
regulated

financial services
businesses)

Banks

36. There are no domestically owned banks in Gueriisaly Guernsey banks are subsidiaries or
branches of banks from other jurisdictions. They represent a range ofriesuwith
concentrations of banks with head offices in the UK and Switzerland. Other banks are from for
example Bahrain, Belgium, Bermuda, Canada, Cyprus, France, Germany, Netherlands, South
Africa and the USA. The banking sector in Guernses in the ther Crown Dependenciés
has materially reduced over the past 6 years, primarily due to higher liquidity requirements in
home jurisdictions such as the UK against short term funding and due to globally low interest
rates (which primarady ddedpecittedo tthreomfsSwi tzer |l
almost halved from £157 billion at its highest peak in 2008 to £83.7 billion in 2014. There is no
data available on thetotal assets under managemég. the total value of assets managed or
admiristered for their customers arlkdemselves)The GFSC authorities state that the assets
managed by the Guernsey banking sector are included in the figure of the net asset value of total
funds under management and administration (at almost £219.4 billibe ahd of 2014) and
the gross assets under management in the area of asset management and stockbroking (£79.5
billion). The financial crisis has accelerated a shift from retail depalsitg towards private
banking for high net worth individuals and tagutral services to international companies.

Table3

82.2% 66,274  Take deposits from high net worn GFSC
individuals, trist and fiduciary companie
and the liquid uninvested balances of fu
administration companies
7 16.8% 13,618 Provide current accounts, overdraf
saving deposits, mortgages and te
lending to Guernsey residents and lo
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businesses

1 1.0% 776 Raise funding from retail savers al
institutional customers with liquid fund
and as well as gather deposits fr¢
expatriate savers around the world.

31 100% 80,668

There are 23 international private banks thae td&posits from high net worth individuals,
trust and fiduciary companies and the liquid uninvested balances of fund administration
companies. These international private banks account for approximately 82% of all deposits
with Guernsey banks. They alsoopide treasury servicgspecialised money market and
foreign exchange services) as well as custody services (asset management has been a mainstay
of Guernsey's banking sector). These services are provided to all other financial services sectors
on the Isand (Fiduciary, Insurance and Investment Funds).

The banking sector is liability driven and not a big credittre Nevertheless, the Bailiwick is
a major supplier of liquidity to other parts of groupghis is sometimes described as up
streaming. Lendig is primarily Lombard lending secured against securities portfolios, cash
backed lending or secured property lending. There is no proprietary trading and position taking.
Hence, there are only very small dealing rooms, catering for private client iimstsueind
employment of group liquidity portfolios.

There are also 7 community banks (principally U.K. clearing banks), which provide current
accounts, overdrafts, saving deposits, mortgages and term lending to Bailiwick residents and
local businesses. Artwtr depositaking bank raises funding from retail savers and institutional
customers with liquid funds and gathers deposits from expatriate savers around the world.

Insurance Sector

40.

344 Writing captive and commercial insurance, GFSC
(including 69 international life and employee benefits.
PcCcgand 7
ICCs)
8 Writing local insurance risks.
Writing business witin an EU Member Stafk.
39 Advising others on their insurance requireme

for direct or indirect reward.

391

The majority of the international insurance companies have beabligised by UK based
groups but 135 were established by 1t based groups from a wide range of jurisdictions.

7 These PCCs comprised 414 cells.

8 Insurers who have a psical presence in the Bailiwick (owing to the existence of a branch office or through
the presence of insurance agents in the Bailiwick).
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The Bailiwick is the leading captive insurance domicile in Europe in terms of numbers of
captives and is fourth in the world based on premiumits, premium written in excess of $5bn.
The primary purpose of a captive is to insure the exposures of the parent company and its
subsidiaries. Such captives are known as pure captives and these account for the majority of the
Bail i wi ck9ds Thkee@mre also @ numiger of snill. commercial insurers writing niche
general insurance products for the international market (predominantly the UK).

Specialist insurance management companies manage most of the international insurers. The
GFSC requires sudhsurance managers to be licensed.

As at 31 December 2013, of the 344 licensed international insurers there were 36 life and
employee benefits insurers, including 8 PCCs and 12 ICCs licensed in respect of life business,
operating in the Bailiwick. These @ride insurance for neresidents, for example expatriate
workers in overseas territories, many of them on gieom assignments, which mean that their
careers might embrace employment in several overseas countries. The main products offered in
the Bailinick include pensions, group life and other group employee benefit plans for
companies and single premium and other portfolio bonds.

Investment Sector

The most important subector of the investment sector is the collective investment funds
business, whiclhas been the driver of significant growth in the Guernsey finance industry over
the past decade. Guernsey is now the largest fund domicile in the Crown Dependencies. As the
end of 2014, the total value of funds under management stood at almost £2Xth4 billi

The geographical spread of clients is diverse. In the collective investment fund sector, the
trend over the past decade has been towards establishing funds for high net worth individuals
and institutions. Guernsey is one of the most important fundailesiior private equity, which
accounts for about £80bn of funds business. Other asset classes include funds of hedge funds as
well as property and infrastructure.

The majority of funds both by number and value @osedended fund$(636 closedended
investment schemes (of whi@® were umbrella schemes resulting in a totalld84 pools of
assets). A Guernsey closedded fund is not required to appoint a local custodian or a local
manager or adviser. Unlike a closended fund, evergpenended fundyenerally must appoint
a Guernsey licensed custodian to hold its assets on trust. Botteogen and closeended
funds are required to appoint a locally licensed administrator.

Amongst the opeended schemes, salled fiClass B schemes have proved to e tmost
popular because of their flexibility, and are utilised for various purposes, including hedge funds.
The rules that govern Class B schemes are designed to be relatively flexible, with reliance
placed on disclosure. The GFSC may derogate from arlgeofequirements of the Class B
scheme rules if satisfied that investor protection will not be compromised.

The POI Law further distinguishes between two categories of Guernsey fund: authorised
collective investment schemes; amgjisteredcollective investment schemes. Both opended
and closeeéended funds may be either authorised or registered schemes under the POI Law and
funds may take the form of companies, limited partnerships, unit trusts or other entities. The
most significant advantage that reégied schemes have over authorised schemes is the fast
track three day approval process for the fund. There are no restrictions on who can invest in a
registered fund and they are unlikely to be used as retail funds.

° Guernsey makes a fundamental distinction between-epéed funds and closehded funds. Open ended
collective inestment schemes are investment vehicles which offer for sale without limitation, or have
outstanding securities which investors are entitled to redeem on demand, subject to any applicable notice
period. A closed ended investment scheme is a scheme unitdr thl investors are not entitled under the

terms of the scheme to have their units redeemed or repurchased by, or out of funds provided by the scheme, or
to sell their units on an investment exchange, at a price related to the value of the propediy theytrelate.
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49. Authorised funds remain subject to tlengthier, traditional approval process. The relevant
rules are not prescriptive concerning the features of the fund (for example, in relation to
investment powers) but require full disclosure of all material matters and ongoing notification of

specific eents.

Table 5

Total of operended schemes 1293 128,514 £39,7 bn
of which authorised schemes 164
of which registered schemes 12
of which qualified investor fund$ 32

Total of closegended schemes 636 1234 84,803 £135,8 bn
of which authorised schemes 435
of which registeredchemes 201
of which qualified investor funds 151

Total of NonGuernsey schemes 236 573 84,780 £44.,6 bn
of which qualified investor funds 28

50. Other activities provided by the investment sector include discretionary argisooetionary
aset management, stock broking, investment advice as well as investment performance
monitoring. Clients of these licensees include local residents, overseas residents and local and
overseas institutions and professional firms.

NonRegulated Financial Senas Businesses

51. The Registration of NeRRegulated Financial Services Businesses (Bailiwick of Guernsey)
Law, 2008 and the Registration of NB®gulated Financial Services Businesses (Bailiwick of
Guernsey) Law, 2008 (Amendment) Ordinance, 2008 came inte éor80 July 2008.

52. The law creates a public register of megulated financial services businesses. Applications
for registration must be made to the GFSC, which will maintain the register on its website. The
law states that, except in circumstances whbeGFSChas notice of any grounds upon which
it could refuse an application for, or revoke, registration of a financial services business, the

1% protected cell companies are used extensively in collective investment schemes structures with nearly all
umbrella or multiclass corporate structures being established as such. Legal set up costs can be saved if a PCC
is used because ditcig a cell to an existing PCC is more cost effective than forming a new legal entity. There
might also be reduced operating costs because the company secretary, board of Directors and audit fees are
shared across the PCC rather than having separate lapdrdempany secretaries each time.

" The QIF approval process is only available to qualifying investors who are professional investors,
experienced investors and/or knowledgeable employees. An individual investor investing US$100,000 or more
is automaticlly deemed to be a qualifying investor.
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GFSC has no obligation to make any enquiries concerning an application for registration or the
continued regisation of any nofregulated financial services business.

Non-regulated financial services businesses are mainly providing lending, financial leasing,
financial guarantees or commitments, participating in securities issues and related financial
services ad other norCore Principle activities (see tat#dor further details).

Non-regulated financial services businesses are also permitted to provide money or value
transmission services as well as currency exchange (bureau de change) and cheque cashing (see
following paragraph).

Independent Money Service Sector

55.

56.

The independent (i.e. ndrank) money services sector in Guernsey is small. There is only
one substantial bureau de change and wire transfer provider outside the banking sector. In all
there are dy five independent money service providers. Some hotels offer limited exchange
services and fall within the exemption for registration. Other than through banks, money
transmission services are provided by three agents of MoneyGram. The large independent
provider offers MoneyGram and Cash2Account services. Outbound transmissions dominate,
with a major portion of the business being remittances to Latvia, Poland and Madeira by
nationals of those jurisdictions working in the Guernsey hospitality and kyseictors.

The abovementioned 5 firms are registered and supervised for AML/CFT purposes by the
GFSC under the Registration of NBegulated Financial Services Businesses (Bailiwick of
Guernsey) Law.

Designated NonrFinancial Businesses and ProfessioipNFBP)

57.

All the categories of DNFBPs determined as such in the FATF Recommendations are covered
under the Bailiwick legislation. On the one hand, the Bailiwick DNFBP sector consists of trust
and company service providefECSP)which are considered as fimzial services businesses
and therefore subject to the Financial Services Businesses Regulations and Handbook. On the
other hand, the DNFBP sector comprises entitidsrred to as prescribed businesses under the
Bailiwick legislationwhich are listed intte Table6. These sectors play an important role in the
Guernsey economy. The fiduciary sector is a key driver of business flows into the Guernsey
economy. Fiduciary business provides-gming benefits to all other sectors in the finance
industry, creatingdemand for banking and investment advisory services. Lawyers and
accountants provide support services to these activities. Guernsey has also taken a leadership
role in the emerging eCasinos sector.

Table6: Number of DNFBPs operating in Guernsey

fTrust and foundation formation, management i GFSC
(fuII and administration;
personal  § Company and partnership formation, management
fiduciaries)  administration;

i The provwsion of company directors and foundati

officials and;

9 The provision of executorship services.

22 9 The business of lawyer, notary or other independent | GFSC
professional, when they prepare for or -carry
transactions for a @nt in relation to the following
activities:

9 The acquisition or disposal of an interest in or in respec
real property;
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9 the management of client money, securities or other ass
1 The management of bank, savings or securities account
The organisation of contributions for the creatior
operation, management or administration of companies;
i The creation, operation, management or administratio
legal persons or arrangements, and the acquisitiol
disposal of business entities.
58 1 Business of auditor; GFSC
1 External accountant;
1 Insolvency practitioner or tax adviser.

29 I Acting, in the course of a business, on behalf of other GFSC
the acquisition or disposal of real property or any inte
therein for the purposef or with a view to effecting the
introduction to the client of a third person who wishes
acquire or (as the case may be) dispose of such an int
and after such an introduction has been effected in
course of that business, for the purposese€uring the
disposal or (as the case may be) the acquisition of

interest.
1 (bullion  Buying, selling or arranging the buying or selling of, GFSC
dealer) otherwise dealing in, bullion or buying or ke postage

stamps.
38 1 The Category 1 eGambling licenceoffering gambling, AGCC

traditional bookmaking and betting exchanges as wel
traditional casino games, bingo networks and poker rool

1 The Category 2 eGambling licem -providing appoved
games to customers, and effecting gambling transactior
behalf of the Category 1 eGambling licence, includ
striking the bet, housing and recording the outcome of
random element or gambling transaction, and operating
system of hardware drsoftware upon which the gamblir
transaction is conducted.

Trust and Company Service providers

58. Guernsey was one of the first jurisdictions to introduce a licensing and supervision system in
relation to trust and company service providers. Thecfaty services provided by this sector
principally relate to trust and foundation formation, management and administration, company
and partnership formation, management and administration, the provision of company directors
and foundation officials andp a much lesser degree, the provision of executorship services.

@)

9. The firms providing fiduciary services in the Bailiwick are varied and range from the bank and
institutionally owned trust companies to a number of independently owned trust companies.
There werel51 full fiduciariesand 37 personal fiduciaries on 31 December 2014 licensed by
the GFSC under the Regulation of Fiduciaries Law. Full fiducliegncesare available to
companies and partnerships. A personal fidudiagncecan be held by an dividual and is
restricted to acting as a director, trustee (except acting as a sole trustee), protector, or as
executor or administrator of estates. The settlors and beneficiaries of trusts and the beneficial
owners of companies come from all over theld.or

(o2}

0. Trusts remain the core offering of the fiduciary sector. Succession and inheritance planning,
often aimed at sidestepping forced heirship rules, is the most common reason for using
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Guernsey trusts according to industry representatives, followed l®y psstection. More
recently foundations have been introduced as a new offering. As with trusts they are marketed
for inheritance and tax planning, asset protection, philanthropy and investment fund structuring.

bfiduiary t@rovera20lp er cent a

61. The following Table7 provides an estimatef the originating geographical location of the

fiduciary |l icenseeds client

(based o annual reports submitted by the fiduciary secfbhe GFSC maintains data on the
value of assets undeérusteeship and management by TCSPs. However, because of the wide
range of types of assets (from easy to value cash and liquid assets, thrptigatéocompany
shares, commercial and private real estate, art, antiques and vehicles where the vadie3fluct
i n t he autithsmaot possible ® providd aemeaningful overall figure.
Table7

UK 37,2%

Europe 20,7%

Local 17,9%

Middle East 5,3%

South Africa 4,1%

USA 3,2%

Russia 2,9%

Asia 2,4%

Africa 1,6%

Australia and New Zealand 0,7%

Canada 0,5%

South America 0,5%

Bermuda, Caribbean and Latin America | 0,4%

China 0,3%

Sourcel Fiduciary Annual Return as at"30une 2014

Legal Professionals
62.

Lawyers are regulated for AML/CFT purposes under the PB Regulations made under the

Proceed of Crime Law.Advocates of the Royal Codrtare the only lawyers with general
rights of audience in their courSuernsey law firms offer a variety of legal services, including
litigation, corporate and commercial law, real estate law, will and estarmnipy, and
representation before the courts in criminal and civil cases. Some law firms are also licensed
fiduciaries and carry out trust and company services.

63.

Guernsey advocates are the only people eligible to qualify as notaries. The position of notary

in Guernsey is a very different position from that of notaries in civil law jurisdictions. Guernsey
notaries do not prepare transaction documents or contracts, assist with contracts for the sale of
land or manage conveyancing of real or personal propérhe Guernsey notary therefore does

not ever take in, collect, transfer or administer any client money, administer transactions or give
legal advice or opinions. In essence, the main function of the notary in Guernsey is physically
to authenticate documts and certify matters of fact.

64.

There are no notaries registered with the GFSC as their activities do not fall within the

requirements of the PB Regulations (i.e. the duties undertaken by notaries do not fall within the

FATFOs

definiti d¢casenwherdda\nbtdry dngds.not dlreadyakhow the person

making an oath or signing a document he must satisfy himself as to the identity of that person.

l denti fi

cati

on i s carried ou

t by the presentat

notary'soffice and the passport number recorded, often in the document which is being signed

or sworn and usually with a statement as to the method of identification in the fee note.

31

A



Report on fourth assessment visit of Guer nsey & 15 September 2015

notary will rarely conduct work for private clients; most work is generategdrsons or
regulated financial services businesses known to the notary.

Accountants

65. The audit and accountancy sector is regulated for AML/CFT purposes under the PB
Regulations made under the Proceeds of Crime Law. This includes work carried out gl extern
accountants, tax advisors, auditors and insolvency.

66. Some of the audit and accountancy firms in Guernsey carry out the activities detailed in the
FATF standards but a large majority do not undertake these activities, which is the reason for
the comparatiely small number of registrations with the GFSC. The majority of firms do not
handle client monies or assets and are also not involved in any facilitation or arrangements
involving their clients.

Real Estate Agent

67. The real estate market is controlled fabows: the controls work by splitting the Island's
housing stock into two categori€@pen Market and Local Market; and the Housing Control
Law governs which housing is Open Market. All Open Market housing is listed Hahging
Register There are no controls on who can buy or own property in Guernsey, but there are
controls on who can live in the Island’'s Local Market housing. Person not qualifResiaent
or the holder of the right type of housing license (or an immediate family member of one of
these), will be able to buy a Local Market property but will not be able to live in it.

68. Only the larger firms are significantly involved ipen market property sales and commercial
businessAll Open Market housing is listed in tii¢ousing Registerand the Housing Register
can be searched dime. Any housing not listed in thHousing Register is Local Market.

69. The Real Property (Transfer Tax, Charging and Related Provigiag) Law, 2007 (the
Real PropertysarkLaw) requires that relevant property transactions of an ownership interest in
real property and a long leasehaiterest (of 20 years or more) in real property be recorded in
writing and that the document recording the transaction be registered by the Court. The property
register is maintained in th®ark GreffeOffice. Property transactions that are not classed as
relevant property transactions have no statutory requirement to be placed before the Court or
registered in the island records. The way in which sales take pl&arkiis not governed by
any legislation; sales are normally made by private treaty alththegh is nothing to prevent
sales by auction or by share transfer. Estate agents and advocates do not have to attend the
Court.

Dealers in Precious Metals and Precious Stones

70. Dealers in precious metals and stones other than bullion dealers are prohibited
conducting cash transactions above £10,0B0lion dealers are considered as financial
institutions and are therefore subject to the FSB Regulations and Handbook.

Casinos

71. There are no lantlased casinos. Lafzhsed casinos are prevented from bestgldished in
Guernsey under the Hotel Casino Concession (Guernsey) Law, where it is illegal to operate a
casino unless a concession for a hotel and casino has been granted by the States of Guernsey.
The general prohibition against gambling under the Giamgb{Alderney) Law and the
Gambling(SarK Law prevents casinos from being established in those islands.

72. Alderney ecasinos are permitted under the Alderney eGambling Ordinance, 2009 and
eCasinos are permitted to locate their equipment in Guernsey uedeG#mbling (Operations
in Guernsey) Ordinance. The AGCC is responsible for the regulation of eCasinos.

73. There are two categories of eGambling licence in Alderney's online gambling sector: The
Category 1 eGambling licence enables the holder to conduchtimmer associated with the
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organising or promoting of eGambling transactions, including customer registration, the
management of customer funds and offering gambling. The types of gambling offered by
Category 1 eGambling licensees include both traditibnakmaking and betting exchanges as
well as traditional casino games, bingo networks and poker ro@ndy Category 1
eGambling licensees are eCasinbise Category 2 eGambling licensee or certificate holder
acts as the gaming platform provider, provideggproved games to customers, and effecting
gambling transactions on behalf of the Category 1 eGambling licence. This includes striking the
bet, housing and recording the outcome of the random element or gambling transaction, and
operating the system of ltware and software upon which the gambling transaction is
conducted.

74. As at the end of the fourth quarter of 2013, combined net profits in the online gambling sector
were £30.1 million. The total number of active players (defined as a registered custwmner
has logged in to their account within the preceding 12 months) registered with eCasinos was
approximately three million, with approximately 1.7 million being registered with the five
largest eCasinos. In 2013, the number of active players registéhedny one eCasino ranged
from 1,000 to 500,000 active players.

1.4 Overview of Commercial Laws and Mechanisms Governing Legal Persons and
Arrangements

75. As no major changes have been reported, the reader is referred t@pagd$e of the IMF
report(paragraphs 8®9) for more detail on this topic.

76. In January 2013 the Foundations Law came into force and introduced a statutory framework
for the establishment and operation of foundations in Guernsey, which have legal personality.
The legislation providesof the creation of a Registrar of Foundations and that office is held by
the Guernsey Registrar of Companies.

77. The Limited Liability Partnerships Law came into force in May 2014. It provides that limited
liability partnerships(LLP) are bodies corporate thilegal personality separate from that of
their members. The legislation provides for the creation of a Registrar of LLPs and that office is
held by the Guernsey Registrar of Companies.

78. The legal persons that may be formed in the BailiwicKisred in he following chart

Number as of end 2014 17695 434 400 12 22

Registration mandatory yes yes yes yes yes
TCSP mandatory after

incorporation? no no no no yes
Resident agent mandatory yes yes no yes yes?

79.

Guernsey companies can ésgtablished asell companies (protected cell companies (PCC) or

incorporated cell companies (ICCAs at January 2Ib, out of the total of 1894 companies
431 are cellular companies, of which 161 are incorporated cell companies with a total of 253

121n those situations where persons are involved in the formation, management or administration of these legal
personsby way of business, these persons must be licensed and supervised by the GFSC pursuant to the
Regulation of Fiduciaries Law and must also comply with the AML/CFT requiren{sats analysis under R.

33 for details);

3 Unless foundation officials are Guernsey liceniédciaries or authorised persons
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incorporated cells. The 270 protected cell companies account for a total of 1822 protected cells.
49% of these PCCs and%0of these ICCs are either licensed insurers or Guernsey regulated
funds. The remaining 51% of PCCs and 40% of ICCs are administered by TCSPs and are often
used as vehicles to hold pensions or for multiple property developments.

As illustrated in the tablabove, 8 Guernsey companies, limited partnerships, LLPs and
foundations must be registered at the Guernsey Registry. All Alderney companies must be
registered at the Alderney Registry.

As a result of amendments to the Companies (Alderney) Law whicle catm force in
January 2013, all Alderney companies (other than listed companies, closed or open ended
investment companies or their subsidiaries) are obliged to appoint a residenOadehimited
partnerships with legal personality are still not iegghito have a resident agent.

The measures to prevent the unlawful use of legal persons in relation to money laundering and
terrorist financing and the access by competent authorities to obtain or have access in a timely
fashion to adequate, accurate andent information on the beneficial ownership and control of
legal persons is analysed under Recommendation 33.

At the time of the assessment about 18,000 companies were registered in Guernsey.

Trusts, limited partnerships without legal personality aadegal partnerships are the only
legal arrangements that can be created under the law of Guernsey, and there is no equivalent
legislation in Alderney or Sark.

Table 8

85.

Current number not known 1229 not known
Registration mandatory no yes No
TCSP mandatory after

A .14 no no No
incorporation

Resident agent mandatory no no No

The measures to prevent the unlawful userudts and therlegal arrangementi relation to
money laundering and terrorist financing and the access by competent authorities to obtain or
have access in a timely fashion to adequate, accurate and current information on the beneficial
ownership and control of ¢l arrangements, and in particular the settlor, the trustee, and the
beneficiaries of express trustsanalysed under Recommendatidin 3

Nonprofit organisations

86.

At the time of the last evaluation, the only regime to govern this area was under thee£harit
and NPOs Registration Lawthe requirements of which only covered NPOs (that is to say, the
more significant and nemanumitted NPOSs) in the island of Guernsey, Herm and Jethou. In
2011 the same legislation was amended to extend the registrationtiobfiga NPOs located in
the island of Alderney as wéll Since then the Guernsey and Alderney Registrar of NPOs has

% n those situations where persons are involvethé formation, management or administration of these legal
arrangements by way of business, these persons must be licensed and supervised by the GFSC pursuant to the
Regulation of Fiduciaries Law and must also comply with the AML/CFT (see analysisRingiifor details);

15 Charities and Non Profit Organizations (Registration) (Guernsey) Law, 2008

16 Charities and Non Profit Organisations (Registration) (Guernsey and Alderney) (Amendment) Law, 2010
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administered the legal framework in relation to both islands. With effect from 30 June 2014, the
office of Guernsey and Alderney Registrafr NPOs was transferred from the Director of
Income Tax to the Guernsey Registrar of Companies. As for the island of Sark, a similar regime
for NPOs was introduced in 2010 by the Sark Charities and NPOs Registratibnabavthis
regime is administered lilie Sark Registrar of NPOs.

87. Under both the Guernsélderney and the Sark regimes, the NPOs are defined by the
aforementioned Laws as including charities @my other organisation established solely or
principally for a norfinancial benefit for socialfraternal, educational, cultural or religious
purposes or for the carrying out of any other types of good works.

88. Guernsey and Alderney legislation on NPOs provides an exemption from the requirement to
register for any charity or NPO where gross annualnmes less than £5,000 or whose gross
assets and funds are less than £10,000.

89. In Sark, all NPOs are required to be registered.

90. Manumitted NPOs, that is, Guernsey or Alderney organizations administered, controlled or
operated by a professional trusteediged by the GFSC under its regulatory legislation whose
dealings with the NPO are carried out in the course of his regulated activities and is subject to
the full requirements of the regulatory and AML/CFT frameworks, are generally exempted from
the registation requirements.

1.50verview of Strategy to Prevent Money Laundering and Terrorist Financing
a. AML/CFT Strategies and Priorities

91. The strategy which was in place in 2010 for addressing money laundering and terrorist
financing was setoutinadocumennt i t |l ed fABaili wick of Guernsey
It identified seven strategic imperatives, as follows:

1. to build knowledge and understanding about the cause and effects of financial crime on the
economy of Guernsey;

2. to increase the amouat criminal proceeds recovered and increase the proportion of cases in
which they are pursued,;

3. to make innovative use of the criminal and civil forfeiture legislation;

4. to continue to collaborate with international partners to ensure together tlutiveffe
prosecution of those responsible for financial crimes and/or recover the proceeds using criminal
or civil law;

5. to build upon the risk assessment culture which identifies the threats and vulnerabilities
posed by financial crime.

6. to maintain anappropriate overarching strategy to counter financial crime, involving all
partners, which enable sustained confidence an:ct

7. to support intelagency working and value the contribution of partners concerned with
mitigating the impact of financial crime within the Bailiwick.

92. Work is under way to create an updated strategy which will address additional areas of
concern such as proliferation financing and place greater emphasis on measuring outcomes by
including key peformance indicators. This work, which began after the publication of the new
FATF Methodology in 2013, is at an advanced stage. Initially, the intention was to create the
strategy around five pillars for dealing with financial crime, namely risk, legislgbrevention,
repression and cooperation. This approach was revised in 2014 in order to make it easier to
incorporate the outcomes for an effective AML/CFT framework in the FATF methodology
directly into the strategy.

" Charities and Non Profit Organisations (Registrat{@grk) Law, 2010
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93. The implementation of AML/CFT paly and systems are reviewed at a jurisdictiade level
by the Advisory Committee and the committees and working groups that report to it. In
addition, individual authorities review particular aspects for which they are responsible.

94. A development in thesetting and monitoring of AML/CFT policy objectives since the last
evaluation is the increasingly active participation of government, and specifically the States of
Guernsey Policy Council.

AML/CFT committees

95. The formal committee structure is headed by AML/CFT Advisory Committee, which is
made up of senior representatives of the different authorities and hasleveigistrategic role.
Below it are a number of smaller committees and working groups which report to the Advisory
Committee. Some of theseere in place at the last evaluation, but others such as the Sanctions
Committee and the AntBribery and Corruption Committee have been created since then to
ensure that the Bailiwick has a properly coordinated response to emerging areas of particular
international concern. Whilst the smaller committees are essentially specialist bodies with
distinct areas of responsibility, there is overlap in terms of membership and matters under
consideration which facilitates a consistent approach across the jimisdict

96. As well as committees that involve all of the AML/CFT authorities, there are structures in
place which involve only some of them in areas where there is a shared responsibility.

97. At a policy level, overall cooperation and coordination is achievedudgihrahe Bailiwick
AML/CFT Advisory Committee. It is chaired by the Attorney General and its other members
are the Director of Financial Crime Policy and International Regulatory Adviser to the Policy
Council, the Director General of the GFSC, the Head aiv LEnforcement, the Executive
Director of the AGCC, the Director of Income Tax, the Guernsey and Alderney Registrar of
NPOs (also present in his capacity as the Guernsey Registrar of Companies), the Sark Registrar
of NPOs and the Alderney Company Registiost of these representatives are supported at
meetings by key members of their respective senior personnel.

98. As indicated above, a number of other committees and working groups report directly to the
AML/CFT Advisory Committee. These are the Financiaht Working Group, the Sanctions
Committee and the AnBribery & Corruption Committee. The Sanctions Committee also
reports to the Policy Council. The Financial Crime Working Group has responsibility for
sharing and discussing appropriate tactical @merational information, ensuring that collective
effort is joined up; identifying financial crime risks to the Bailiwick, together with the
Bailiwickds exposure to those risks; identi fyi
addressing financialritne risk at the tactical and operational levels. It is chaired by the head of
the GBA FI Unit and its other members are representatives from law enforcement, the Attorney
General 6s Chamber s, t he GFSC and | ncoases, Tax. T
trends, and mutual eoperation and the identification of money laundering risks within the
Bailiwick. Terrorist financing issues are also discussed as necessary. Representatives from other
bodies whose responsibilities relate to AML/CFT issues asdhe AGCC are invited to attend
meetings of the Financial Crime Group, and the Terrorist Financing Team within it, when issues
relevant to their areas of responsibility are to be discussed.

99. The Sanctions Committee is chaired by the Director of FinhAnCiame Policy and
International Regulatory Adviser to the Policy Council. Its other members comprise an
additional Policy Council of ficial and repres
Chambersthe GFSCand the AGCClIts objectives are to coorditgacompliance with the UN
sanctions and other relevant sanctions issued by supranational or international bodies, and to
ensure effective compliance with UN and other relevant sanctions.

100. The AntiBribery and Corruption Committee is chaired by the heath@fGuernsey Border
Ageng Financial Investigation UnitGBA FI Unit). Its other members comprise additional
representatives from the GBA, together with representatives from the Policy Council, the
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Attorney General s Chamber ® toavesee taridecoorGifrate C . It s
compliance with relevant arbiribery and corruption standards or recommendations issued or
recommended by supranational or international bodies or, where appropriate, by governments or
committees in the British Isles, and tosere effective compliance with relevant dmibery

and corruption standards and measures. It aims to achieve its objectives in a similar way to the
sanctions committee, namely by actively assessing the threats and risks of bribery and
corruption to theBailiwick, monitoring international developments regarding bribery and
corruption, ensuring an effective response to -lmlbiery and corruption standards and
recommendations issued by the UN, other relevant supranational and international bodies and,
where appropriate, by governments or committees in the British Isles, and ensuring that
information relating to andoribery and corruption which has effect is widely available to the
public and that persons required to comply with the legislation are made afit

101. In addition, there is also a working group in place to deal with changes to the NPO regime. It
is chaired by Guernsey and Alderney Registrar of NPOs and its other members are the Sark
Registrar and representatives from the Policy Council, the GBAt he Attorney Ger
Chambers and the GFSC.

b. The institutional framework for combating money laundering and terrorist financing

102. The institutional framework remains broadly as it was at the time of the last evalUdt@n.
reader is referred to paraghs 108 to 122 of tH¥MF reportfor more detail on this topic.

103. The following are the main bodies and authorities involved in combating money laundering or
financing of terrorism on the financial side:

Political/Policy level

104. Overall political responsititly for the AML/CFT framework remains with the States of
Guernsey Policy Council. t has overal/l political responsi bi
strategy, with the assistance and advice of the Advisory Committee.

The Public Prosecution Service

105. There ae two Law Officers of the Crown in the Bailiwick of Guernsey. They are appointed by
the Crown. The senior Law Officer i s Her Maij e
junior Law Officer, Her Majestybs Comptroller (

106. All prosecutionsare brought in the name of the Law Officers of the Crown, on behalf of the
Crown, and the Law Officers (the Attorney General and the Solicitor General). The Attorney
General is designated authority for dealing with the requests for MLA.

Criminal justicepperational level

107. The GBA and the Guernsey Police now have a single Chief Officer and the Police
Commerci al Fraud team has relocated to the GB/
Commercial Fraud Department (PCFD) is responsible for investigatiaespect of domestic
financial crime. When the investigation uncovers criminal proceeds, they may deal with the
money laundering angle and consider laying additional charges.

Judiciary

108. The judicature of the island of Guernsey is divided into three padsme | vy , t he Magi st
Court (which has limited jurisdiction), the Royal Court (which has unlimited criminal
jurisdiction) and the Guernsey Court of Appeal. In Alderney, there is the Court of Alderney and
in Sark the Court of the Seneschal. They hawetdid jurisdiction. More serious cases from
these islands are tried in the Royal Court of Guernsey. Appeals lie from Alderney and Sark
cases to the Royal Court of Guernsey.

Financial Intelligence Unit (FIU)
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109. The Financial Intelligence Service (FIS), which jointly staffed by Guernsey Police and
Guernsey Border Agency (GBA) staff is the central point of contact for the reporting of all
STRs, receiving, (and as permitted, requesting), analysing and disseminating to the competent
authorities, disclosures ahfincial information:

i. Concerning suspected proceeds of crime and potential financing of terrorism, or

ii. Required by national legislation or regulation, in order to combat money laundering and
terrorism financing.

GFSC
110. Day to day responsibility for the relgtion of the finance sector rests with the GFSC.

111. In November 2012, the GFSC created the Miney Laundering Unit (the AML Unit)in
mid-2013, the GFSC underwent a further restructuring. This included the transformation in July
2013 of the AML Unit intathe Financial Crime and Authorisations Division. In June 2014, the
Division was fornally designated as a Supervision and Policy Division of the GFSC, renamed
and assumed responsibility for the AML/CFT supervision of prescribed businesses.

112. A dedicated Eforcement Division was created in the summer of 20Ie Division
commenced its work in earnest at the beginning of September 2013.

113. The GFSC conducML/CFT supervision and regulation of DNFBPs, except foasinos.
AGCC

114. E-Casinos are regulated angpsrvised by the AGCC.

Registrars

115. The Companies Registrar in Guernsey is responsible for the registry of Guernsey companies.
In Alderney, this function is performed by HM Greffier (senior court clerk).

116. A Registrar of NPOs for Sark was appointed followihg tntroduction of the Sark Charities
and Non Profit Organisations Registration Law in 2010. The office of Registrar of NPOs for
Guernsey and Alderney was transferred from the Director of Income Tax to the Guernsey
Registrar of Companies with effect fror@ 3une 2014.

c. The approach concerning risk

117. Work at a collective level has been informed since the summer of pI®llating and
analysng statistics from the aspects of the AML/CFT framework. In addition, the risks
presented by NPOs are under consiilenaby the NPOs working group and a separate risk
assessment of legal persons and legal arrangements is being done as part of an assessment of the
wider issue of beneficial ownership information.

118. Although at the time of the esite visit no national rislkassessment was conducted, the
authorities provided the assessment team with an updated version of the 2010 risk assessment
which includes information on NP&nd legal persons and legal arrangements, and a document
comprising the reviews that have beégretaof the effectiveness of mitigating measures.

119. The GFSC does not differentiate between prudential regulation and AML/CFT regulation, as
AML/CFT is viewed as part of the approach to risk management, corporate governance and
internal controls by each busiss. The GFSC adopts a risksed approach in the exercise of its
supervisory functions. Therisk basedpo pr oach i s applied to the GFSC
its ongoing supervisory activities, its -asite inspections and the Handbooks, Codes and
Guidarce that it has issued.

120. As part of the focus on risk, the trust and company service provider and banking sectors (as
wel | as other financi al service businesses) r
Financial Crime Supervision and Policy Divisionithw additional guidance in relation to
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understanding and mitigating risk. This suppl
2013.

121. As advised by the authorities all businesses that are assessed as high impact are visited
approximately once every I@onths.

122. As advised by the authorities all eCasinos are subject to at least one anstalimspection
where compliance with all AML/CFT issues is assessed. All eCasinos considered as high risk
for AML/CFT purposes by the AGCC are inspecteesda twiee at a minimum every year.

d. Progress since the last mutual evaluation

123. In 2011 new legislation was adopted giving direct effect in Guernsey law to designations made
by the European Union (EU) under Regulations that implement United Nations Security
Coungl Resolutions (UNSCRs) 1267 and 1373. The Charities and Non Profit (Registration)
(Sark) (Amendment) Ordinance, 2011 introduced administrative penalties which can be
imposed by the Sark Registrar in relation to Sark charities angbnodib organisationgNPO)
identical to those for charities and NPOs in the islands of Guernsey and Alderney.

124. In November 2012, GFSC created a dedicated unit responsible for conducting AML/CFT
enforcement.

125. As described above 2 new committees were created, theBAb&ry and Corruption
Committee and the Sanctions Committee.

126. In January 2013 the Companies (Alderney) (Amendment) Law and the Foundations
(Guernsey) Law 2012 came into force. The first law introduced a requirement for Alderney
companies (subject to limited exptions for listed companies and collective investment funds)
to have a resident agent who is either an individual resident in Alderney, or a corporate service
provider licensed by the GFSC. The second established a statutory framework for the
establishmenand operation of foundations in Guernsey. The Limited Liability Partnerships
Law came into force and established a statutory framework for the creation and operation of
LLPs in the island of Guernsey
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2.LEGAL SYSTEM AND RELATED INSTITUTIO NAL MEASURES
Laws and Regulations

2.1 Criminalisation of Money Laundering (R.1)

2.1.1  Description and analysis

Recommendation 1 (ratedC in the IMF report)

Summary of 2011 factors underlying the rating

127. The IMF Detailed assessment report criticitleel dfective application of the ML provisions
given the size of the Bailiwickods financi al S
centre.

Legal Framework

128. As atthe time of the previous evaluation, the ML offence is criminalised by three different
pieces of legislation, namely, the Criminal Justice (Proceeds of Crime) (Bailiwick of Guernsey)
Law 1999 (POCL) the Drug Trafficking (Bailiwick of Guernsey) Law 2000 (DTL) and the
Terrorism and Crime (Bailiwick of Guernsey) Law 2002 (TL) which equallyyafipthe whole
Bailiwick. The scope of the different ML offences regarding the respective predicate crimes has
not changedincethe previous assessment

129. TheML offences in the POCL cover the concealing or transferring of, assisting another person
toretah as wel | as the acquisition, possession or
ACr i mi nal as discasded delow, refers to all indictable offences and hence the
provisions of the POCL practically cogaviL related to all potential predicateies, except
for drug trafficking offences as provided in the DTL and elsewhere. The proceeds of drug
trafficking are specifically provided for by equivalent ML offences in the DTL and there is a
specific ML offence under the TL in respect of terroristgemdy including the proceeds of FT
and other acts of terrorism.

130. The relationship between the three Laws is as follows. Theoretically, the regimes provided
under the POCL and the DTL are similar and separated, varying only in terms of scope
depending on #hrespective predicate crime but not with respect to the material elements. In this
field, the POCL and the DTL operate in parallel, where the respective legal provisions are
formulated in a generally identical manner in both Laws and therefore the swheéect of
the parallel provisions is the same in most of the cases. lamesdyclarified in the previous
evaluationround® that a ML offense under the DTL would be applied only in cases that
exclusively involve drug trafficking and that cases inwdvboth drug trafficking and other
criminal offences would be prosecuted under the POCL. Furthermore, the ML offences in the
POCL can also be used in respect of the proceeds of drug trafficking in order to facilitate
prosecution in cases where the preciature of the predicate offence is uncertain. As for the
laundering of FT and other acts of terrorism, it is primarily covered by the ML offence under the
TL. Considering, however, t hat the FT offences
condet 6 in the POCL they are al/l potenti al predi

Criminalisation of money laundering (c.I.PPhysical and material elements of the offence)

POCL and DTL

131. Pur suant to Section 38(1) POLLd qfiComicmiahalngc @n
it is an offence for a person to conceal, disguise, convert, transfer or remove from the Bailiwick

18 See paragraph 155 on page 53 oflME report
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any property which is, or in whole or in part directly or indirectly represents, his proceeds of
criminal conduct. Section 38(2) PQrovides for a similar offence (concealment, disguise
etc.) in respect of a third party, that is, a person who knows or suspects that the property is, or in
whole or in part directly or indirectly represents, the proceeds of a criminal conduct committed
by another person. In the context of these offences, reference to concealing or disguising any
property includes references to concealing or disguising its nature, source, location, disposition,
movement or ownership or any rights in respect of it (Se&8)8]).

132. Acquisition, use and possession of proceeds are covered under Section 40 POCL
(AAcquisition, possession or use of proceeds o
offence knowingly to acquire, possess, or use property which is, or ile whan part directly
or indirectly represents the proceeds of criminal conduct. As explained by Section 40(6) POCL

fhaving possessiono of any property shal/l be 1t
133. Section 40(2) POCL, however, provides that it defence if the person charged acquired or

used the property or had possession of it for

consideration was not significantly | ess than

possession of tharoperty (Section 40[3]). The burden of proof for this defence lies on the
defendant, and the provision of goods or services which assist another person in criminal
conduct, or which the defendant knows or has reasonable grounds to believe may assist in
criminal conduct, does not amount to consideration (Section 40[4]).

134. As it was pointed out in théF report™ this exception goes beyond the international standard
as set forth in the Vienna and Palermo Conventions. Nonetheless, in the context diviliekBai
the assessors of the previous round found sufficient safeguards in place to ensure that they
cannot be abused for ML or FT purposes. As it wasviously explainedby Guernsey
authorities, this defence would not pose an obstacle to the applica@cton 40 considering
the rather | ow threshold of having Areasonabl e
reference to fAcriminal conduct o would not requ
offense is established (see more in detailthelMF repor). Evaluators of the present round
were not made aware of any divergence from this practice since the previous assessment.

135. The ML provisions discussed above are supplemented by a third offence in Section 39 of the
POCL (AAssirstpenrgsoannottcher etain the proceeds of
which it is an offence to enter into an arrangement which assists another person to retain or
control the proceeds of criminal conduct, or which permits those proceeds to be used to secure
funds or acquire investments for that personés
or has been engaged in criminal conduct or has benefited from criminal conduct. As it was
noted in the previous rep8tthis ML offence is targeting contraetuarrangements with the
predicate offender; for example, lawyers and TCSPs.

136. Sections 57 to 59 of the DTL provide for identical ML offences in respect of the proceeds of
drug trafficking that mirror those under Sections 38 to 40 of the POCL.

TL

137. Under sedbn 11(1) of the TL it is an offence to enter into or become concerned in an
arrangement which facilitates the retention or control by or on behalf of another person of
terrorist property (meaning proceeds of FT and acts of terrorism) by concealmenglréom
the jurisdiction, transfer to nominees or in any other way. Under section 11(2) it is a defence for
the person charged under section 11(1) to prove that he did not know and had no reasonable
cause to suspect that the arrangement related to sepavperty.

19 See paragraph 16161 page 54.
% See paragraph 162 page 54.
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138. As it was discussed more in details in the* report®* while this offence covers some of the
material elements of the ML offences as defined in the respective international conventions, it
also sets an evidentiary standard more demanding Wizt is required by the same
conventions. It is necessary to prove, for example, the existence of an arrangement and that it
facilitates the retention or control of anot he
additional prerequisites, woulibt permit the application of the provision to the full range of
situations required by the Conventions (examples for which can be foundIMRheportas
referred above). Considering however that FT and other acts of terrorism are considered as
crimind conduct under the POCL such situations would be covered by and could be prosecuted
under the POCL as indicated above.

The laundered property (c.1.2)

139. No changes have taken place, either in legislation or practice, regarding the scope of the
property thatcan be subject of ML. Both the general (POCL) and dratsed (DTL) ML
offences mentioned above equally apply to any property which is, or in whole or in part directly
or indirectly represents proceeds dsfo areif ea/sdrtuw
any property obtained (Section 4 POCL) or any payments or other rewards received (Section 4
DTL) by a person at any time, as a result of or in connection with criminal conduct/drug
trafficking carried on by him or another person

140 The teompmrfigw is then defined by both | aws (Se
include fAmoney and all ot her property, real o]
things in action and other intangibllavickor i ncor
or elsewhere. As it was explained by the Guernsey authorities in the MEQ the concepts of
intangible and incorporeal property are drawn from the property law of the UK which include
interests in property and legal instrumeatsl these types of assedre regularly included in
confiscation orders made by the cowtsenapplying Section 50 POCL.

141. Terrorist property is defined by Section 7(1) TL as money or other property which is likely to
be used for the purposes of terrorism, including any resoofcasproscribed organization as
well as proceeds of the commission of acts of terrorism or those carried out for the purposes of
terrorism. As to the | atter, Section 7(2) TL f
act o i ncl udeany mopertyewhieh vehollg @ partlp, and directly or indirectly,
represents the proceeds of the act (including payments or other rewards in connection with its

commi ssion) whil e r e resouecasincudes areferencefio@amygnaneyi s at i or
or other property which is applied or made available, or is to be applied or made available, for
use by the organisation. The scope of Apropert

with Sections 50 POCL and 68 DTL discussed above.

142. In addition,ttt concept of Aproceedsd clearly encompas
trafficking or terrorism) that is, any interest, dividend or other form of income or accrued value
deriving directly, or indirectly, from the proceeds (see Section 2[3] POOL/&1d Section
7[2]a TL as amended).

143. As explained in detail in théMF report®* whereas none of the aforementioned provisions
expressly refer to legal documents or instruments evidencing title to, or interest in such assets, it
had already been clarified ithe previous evaluatiomundt hat t he concept of fi
Aincorporeal 0o property would include interest
moveable property would include legal instruments evidencing title to assets and property. Both
concepts are generally accepted in the Bailiwick law and commentaries (examples referring to
relevant provisions of the Trusts Law and the Property Law can be foundIMRheportas

C

%L See paragraph 165 page 55.
#2 See paragraph 171 page 56.
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well as reference to a court case where insurance policies were atatiss proceeds of drug
trafficking based on the same argument&tjon

Proving property is the proceeds of crime (c.1.2.1)

144. As it was already noted in thiMF report none of the three relevant statutes require a
conviction for the predicate offence to peothat property constitutes proceeds of that cfime
The relevant term the POCL applies in thi

S

re:

Acri minal conducto is defined as any conduct

laws of the Bailvick or would constitute such an offence if committed in the Bailiwick (Section

1 POCL) but the law does not require the offender of this criminal conduct to have actually been

indicted or convicted. The drugelated ML offence in Section 57 DTL contaiaguivalent

provisions in respect of fiproceeds of drug
same Law. The relevant term for the terroisre | at ed ML of fence in Secti

propertyo which nei tréngoffencedsgasSeatiand TLA convi ct

145. At the time of the previous assessment, the authorities argued that the standard of proof

applicable to establish that property stems from an illegal source would be to establish beyond a

reasonable doubt that the propestgms from criminal conduct in general rather than from a

specific predicate offense. This aspect of the ML provisions, however, had not yet been

confirmed by the Royal Coudue to dack of any convictions for staralone ML offences and
clarification o this matter was expected from judgmeydsto be brought. In the meantime, a
number of convictions have been achieved for autonomous -fiaitgd) ML offences

confirming that the absence of a conviction for a predicate offence would not pose an obstacle

in practice, as it had already been foreseen by Guernsey authorities at the time of the previous

assessment.
The scope of the predicate offence (c.1.3; Threshold approach for predicate offences (c.1.4)
146. All offences that are indictable under the law of Bagliwick (including FT) as well as drug

trafficking offences had already been considered as predicate offences at the time of the

previous assessment and no changes have since taken place in this field.
147. Due to the complexity of the legal provisions bigigh ML is criminalized in the Bailiwick,

the scope of the predicate offences is defined, first, by applying the general threshold of

indictability for all criminal offences including FT but excluding drug trafficking offences (in
the POCL) and second, Histing certain offences as predicates separately, such as drug
trafficking (only in the DTL) or FT and acts of terrorism (alternatively in the TL) thus predicate
offences are defined by using a combination of a threshold and a list approach.

148. Section 1(1)POCL provides thaficriminal conductd (the term used to denote predicate

offences the proceeds of which can be subject of ML) extend to any conduct, other than drug

trafficking Awhich constitutes a cri mibepal

tried on indictmento or which would consti

Bailiwick. An offence is indictable if it can be tried by the Royal Court on a prosecutorial
indictment, in contrast to the procedure applicable to summaenads without the right to a
trial before juratga panel of lay justicesdnindictment. Offences triable both on indictment and
summarily (which refers to most criminal offences in the law of the Bailiwick) are threatened
with different ranges of punishent respectively (e.g. ML under Section 38 POCL can be

punished, on summary conviction, to imprisonment for a term not exceeding 12 months, while

on conviction on indictment, the maximum term for imprisonment is 14 yesg)eviously

% Law Officers of the Crown vs. Naylor 2006 as quoted in paragtBph The insurance policy was

of f e
tut e

considered as a legal instrument evidencing title to while the surrender value of the policy as an interest in

proceeds of crime.
% See paragraph 172 page 56.
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noted in thdMF report® and further explained bihe Guernsey authorities during the-site

visit, all Bailiwick offences are triable, either exclusively or as an alternative to summary
proceedings, on indictment except for those provided by the Summary Offenc&q\Which

are mainly public order offences) and certain breaches of road traffic regufatidnish can

only be tried summarily. In this context, the precondition of indictability serves as a threshold to
exclude less serious offences from the range of predicates

149. Drugrelated predicates are defined by a list approach in the DTL where Section 1(1) defines
Adrug traffickingd as actions that amount to s
Drugs Lavf® or a corresponding law in another country as defineSdation 1(4) DTL and
Section 31 of the Misuse of Drugs Law. The ML offence at Section 11 TL concerns the
laundering of terrorist property including proceeds of FT or other acts of terrorism.

150. The combination of the three ML offences had already coveratieaime of the previous
assessment, abf the 20 designated categories of offences in the Glossary to the FATF
Methodology and therefore the table indicating the categories and the corresponding criminal
offences in the Bailiwick lawsee in AnneX2) is practically identical to the one in tHMF
report’®. Some of these are statutory offences (applicable, either initially or by extension, to all
parts of the Bailiwick) while some are customary (common law) offences for which there is no
actual legislatiorbut case lavapplies

Extraterritorially committed predicate offences (c.1.5); Additional eleniefft an act overseas
which does not constitute an offence overseas but would be a predicate offence if occurred
domestically leads to an offence of ML (8)1.

151. Similarly to the previous assessment, all ML ofiemare punishablevithout respect to
whether the predicate offence was committed in the Bailiwick or in another jurisdiction.

152. The definition of #dAcriminal C 0 n Glueacompasses s ubpar
conducts committed outside the Bailiwick that would constitute an indictable offence if it were
to take place in the Bailiwick. The Law does not require that the conduct that occurred overseas
should also constitute an offence in the counw§ perpetration and therefore the dual
criminality test does not apply.

153. In the context of the FATF Methodology, the latter approach goes beyond the requirements of
EC 1.5 and meets the criteria of Additional Element 1.8 referring to situations if aneastas
which daes not constitute an offense overseas, but would be a predicate offense if occurred
domestically, leads to an offense of ML.

154. As far as ML cases involving tax evasion are concerned, the Guernsey authorities explained
that while the laundeang of taxrelated proceeds would by all means constitute a ML offence
the legal basis depends on whether the relevant activity was committed in the Bailiwick or
elsewhere A domestic prosecution for tax evasion may be brought on the basis of various
offences under the Income Tax L¥xand these offences also constitute predicate offences for
ML, because they agdl indictable and so come within the definition of criminal conduct within
the POCL. The language of these offences, however, makes them sgebif@athes of the
domestic taxation regime and therefore the Guernsey authorities take the view that they cannot
be relied on as predicate offences for tax evasion in cases where the predicate offending

% See paragraph 176 page 58.
% The Summary Offences (Bailiwick ofu@rnsey) Law, 1982
?"E.g. Sections 6 and 7 of the Road Traffic (Drink Driving) (Guernsey) Law, 1989

BMi suse of Drugs (Bailiwick of Guernsey) Law, 1974 (al
? See on page 57.
% Income Tax (Guernsey) Law, 197Fhe tax evasioroffences can be found under Section 204(4)(e)
subparagraphs (i) to (iv), Section 201(5)(a) to (b) and Section 201A(2).
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involves the evasion of tax in another jurisdictibonthose caseshe respectivéraud offences

are relied upon to meet the criminal conduct test under the PEax@ud offences are set out in

the Theft Law" as well as in the Fraud L&%andthe range of activity captured by the various
fraud offences is sificiently wide to cover all of the different ways in which tax evasion might
have been committed (whether making a false declaration, failing to make a tax declaration at
all, concealing income or assets or failing to pay tax properly assessed to be due).

155. Aibrug traffickingo as the predicate offence t
Section 1(1) of the said Law to cover different types of conduct committed in the Bailiwick or
elsewhere. The definition extends, by reference, to drug traffickingnads originally
stipulated by the Misuse of Drugs Law. If such an offence is committed abroad, it can only be
considered a drug trafficking offence in the sense of the DTL if, within the country where it
occurs, that conduct gi sl aomOn tpruarrsyu atna a of cScercrt d som
of Drugs Law (meaning a law issued in the respective foreign country that provides for the
control and regulation in that country of the production, supply, use, export and import of
drugs). The dial criminality test thus applies for these offences but not for the other drug
trafficking offences in Section 1(1) DTL that do not originate from the Misuse of Drugs Law
(e.g. manufacturing or supplying a scheduled substance within the meaning of Section 38 DTL)
whicha e subject to the same standard that applie
with Additional Element 1.8 as discussed above).

156. The definition of Aterrorismod at Section 1(1)
out in another cautry. Furthermore, if a person does anything outside the Bailiwick that would
have amounted to a FT offence under the TL had it occurred within the Bailiwick, that person is
guilty of the offence by virtue of Section 62 TL (see more in details below @RId).

157. Conspiracy to commit offences outside the Bailiwick is expressly covered by Section 8 of the
Attempts Law. Finally, as it was noted in théF report® (and now in the MEQ) there are also
no jurisdictional provisions that would require any conmectietween the Bailiwick and the
perpetrator, such as British citizenship or residence in the Bailiwick.

Laundering oneds own illicit funds (c.1.6)

158. The extent to which the | aundering of oneobs
legislation of the Bailick has not changed since the previous assessment. Some of the ML
offences in both the POCL and DTL expressly apply to the perpetrator of the predicate offence
providing that it is an offence for a person to conceal, disguise, convert, transfer or fiemove
the Bailiwick any property that is or represents his proceeds of criminal conduct/drug trafficking
(Section 38[1] POCL and Section 57[1] DTL).

159. On the other hand, the acquisition, possessior
covered bythe relevant legislation. Section 40 POCL and Section 59 DTL criminalize such acts
in general terms, with no regard to whether the respective property is derived from the money
|l aunderer6s own <cri mi nal Theevauators nottealesstlehratt o f an
that there is adequate case law to cover this issue, nameBothaille casé* where the
defendant was convicted, among other thifigsuse or possession of the proceeds of his ow
drug trafficking contrary to &tion 59DTL.

160. The wording 6 the terrorismrelated ML offence (Section 11 TL) does not cover situations
where the terrorist or terrorist financer himself conceals or transfers terrorist property in order to
conceal the source of funds or to maintain control over it as this provikany refers to

3L Theft (Bailiwick of Guernsey) Law, 1983 he fraud offences can be found under Sections 15, 16, 18 and 19.
% Fraud (Bailiwick of Guersey) Law, 2009The relevant fraud offences can be found under Sections 2 and 3.
% See paragraph 178 page 59.

3 Law Officers of the Crown v Domaillg2012)
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perpetrators who do so for or on behalf of another person. Nevertheless, such an act of self
laundering could still be subsumed under the ML provisions of the POCL.

Ancillary offences (c.1.7)

161.Attempts to commit any of the ML offences @ndthe POCL, DTL or TL are equally
criminalized by Section 1 of the Attempts L&which applies to any offence which, if it were
completed, would be triable in the Bailiwick as an indictable offence, while conspiracy to
commit such an offence is provideat by Sections 7 and 8 of the same Law.

162. As for the other ancillary offences mentioned in EC 1.7 the aiding, abetting, counselling or
procuring the commission of any criminal offence by another person (regardless whether the
offence is triable on indictmemtr summarily) are all covered by Section 1 of the Aiding and
Abetting Law’®.

163. All these provisions apply to the ML offences set out in any of the three relevant Laws.
Persons convicted of attempt or other ancillary offences under the provisions mentioned ab
are liable to the same penalties as could be imposed for the primary offence.

164. In addition to these general provisions, the definition of ML in subparagraphs (a) and (b) of
Section 41(7) POCL expressly includes attempt and other ancillary offencéationréo any
ML offences stipulated in Sections 38 to 40. Similarly, subparagraphs (e) to (g) of Section 1(3)
DTL provide for the same in relation to dragdated ML offences in Sections 57 to 59. The
range and scope of ancillary offences in these Lawdentical to that in the aforementioned
general legislation.

Recommendation 32 (money laundering investigation/prosecution data)

165. The assessors were provided with comprehensive and detailed statistics on the number of ML
investigations, prosecutions amwnvictions in the assessed period in the Bailiwick. These
statistics are broken down by several relevant characteristics as discussed below, to the extent
that they allow for a thorough analysis and drawing appropriate conclusions.

166. Starting with the totahumber of ML cases in the Bailiwick, the first table shows the total
number of ML investigations, prosecutions and convictions (where the figures for convictions
and prosecutions include cases where the proceedings started in the preceding year).

Table 9

Investigations  Prosecutions ~ Convictions

(2] (2] (2]

0 5 0 5 | o 5

@ o A 2 @ 7

o () o () o ()

o o o
2010 9 11 2 2 0 0
2011 15 21 3 3 3 3
2012 17 24 2 4 3 4
2013 10 11 1 2 1 1
JanJun 2 2 1 2 1 1

2014

167. As opposed to that, the following table contains ML investigati@aunched in a given year,
and then the number of prosecutions and convictions, with no regard when the relevant

% Criminal Justice (Attempts, Conspiracy and Jurisdiction) (Bailiwick of Guernsey) Law, 2006
% Criminal Justice (Aiding and Abetting etc.) (Bailiwick of Guernsey) Law, 2007
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prosecutionconfiscation etc. occurred (which in most cases was in a later year). While the
numbers of investigations are final, the figurelated to the subsequent stages of the respective
proceedings and particularly those referring to 2013 and 2014 are still subject to changes
according to the development of the respective cases.

Tablel0

Investigatons | Prosecubns = Convictions
(final)

2 g 2| £ e | £
@ 2 g 2 @ 2
[} [} (&) (0] (&) [}
o o o
2010 9 11 1 1 1 1
2011 15 21 3 4 3 4
2012 17 24 1 2 1 1
2013 10 11 1 2 1 1
Jan 2 2 - - -
Jun
2014

168. The figures above demonstrate a general increase in the number of ML investigations and
prosecutions in théast four and a half years as contrasted to the respective figures for the
preceding years as indicated in tHdF report*. Apart from the more than 50 ML
investigations initiated in this period, there were 8 prosecutions too, which led to the canvictio
of 8 persons in 7 cases. According to the Guernsey authorities, the decrease in ML
investigations in 2012014 is attributable to the decision to prioritise two extremely large,
complex and resource intensive ML investigations involving activity acrossinaber of
different jurisdiction®, which had an impact on the timeliness of investigating other, less
serious ML cases.

169. Further information can be inferred from the statistics on the number and other details of ML
cases unrelated to suspicious trarieacteports, that is, initiated without any prior input/SARs
from the FIS. In the table below, one can find the number of such ML investigations
commenced by law enforcement authorities in a given year, and then the number of
prosecutions and convictions liespect of those investigations, irrespective of when the relevant
prosecution or conviction occurred.

Tablell

Prosecutions Convictions (first Convictions (final)
ML/TF investigations by law commenced instance)
enforcement carried out

independently without prior SAR

3" See paragraph 199 page 63.

3 One has since resulted in a successful money laundering prosecution, in which 2 defendants were convicted
on a number of counts of both autonomous lavimdy and selaundering. This case concerned a local
corporate service provider who had been assisting in laundering the proceeds of a huge securities fraud in the
United States. His role was in facilitating the placement of nominee directors and klenehhich disguised

the true beneficial ownership of bank accounts connected to brokerage accounts for US stock. The US fraud
concerned circa $90m and the prosecution included evidence obtained from 6 different jurisdictions. After a 5
week trial he wasonvicted and sentenced to 7 years imprisonment.
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Natural Legal Cases Natural Cases Natural Cases | Natural

Cases persons | persons persons persons persons
2010 7 5 2 1 1 1
2011 10 9 2 2 2 2 2
2012 10 9 2 - -
2013 4 3 2 1 2
Jan 2 - - -
Jun
2014

170. The majority of the ML cases have thus been initiated by the law enforcement without the
involvement of the reporting regime and the FIS. There have been more than 30 ML
investigations, unrelated to SARs, launched by the first half of 2014 that led to 4 ML
prosecutions against 5 persons by the first half of 2014 and 3 of these prosecutions have already
resulted in convictions.

171. It can be known from other statistics provided by the Guernsey authorities that there were only
2 ML cases (one in 2010 and anotlmre in 2011) where the criminal investigation was
initiated and restraint orders were obtained on the basis of information resulting from the
reporting regime and the withholding of consent by the FIS in such cases. Nonetheless, the
investigation was follved by a conviction and a confiscation order in both cases. In another
case the withholding of consent was followed by account monitoring orders and production
orders being served during an investigation which resulted in a money laundering conviction.

172. A more profound analysis of the 8 ML convictions achieved in the relevant time period allows
for drawing further conclusions.

Tablel2

Total number
of ML
convictions

Number of
convictions for
selflaundering

Number of

third party
laundering

Number of

convictions for  convictions for

laundering
proceeds of
crime committed
abroad

Number of

convictions for
fiscal predicate

offences

Number of
convictions for
nonfiscal
predicate
offences

173. As

ac

a

it can be seen abie, the majority of the cases (5) were related to {béndy ML
(laundering by a person other than the author of the offence) as opposed to those related to the
laundering of own proceeds. The evaluators welcome the fact that convictions in autonomous
ML cases (third party laundering case not tried together with the underlying offence) have been
ng numbers whi
international finance centre where the only significant domestic qatedoffending is drug
related.Case practice has also proven that the absence of a conviction for a predicate offence is
not an obstacle to a conviction for ML (what is more, a drug relatedaseglflering case was
reported to have succeeded despite bseace of a conviction for a predicate offence, merely as
nferences dr awn

hi eved

resul

t

in

of

ncr

easi

from

ch

t he

appears a

defendant

174. The assessors noted with appreciation that foreign proceedsthweesabject of laundering
offencesin 2 cases which proved that in praeti the predicate offending in another jurisdiction
is not an obstacle to a conviction for ML. The same goes for the representation of fiscal proceeds

39 No conviction achieved in 2010 and in the first half of 2014.
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(i.e. those relating to offences in connection with taxes, duties, customs and exchange) among
the caseended up with a conviction, which confirms that, in practice, no distinction is drawn
between fiscal and other types of offences. Further analysis of the convictions shows that all of
the respective ML offences were related to drug trafficking and frateha#s where the
aforementioned fiscal offences were involweane of the fraud cases in 2012.

175. To date, only natural persons have been prosecuted and convicted for ML. Every case ended
with a conviction to date has involved a custodial sentence whishisvaome cases, an overall
sentence which also covered other offences. The length of sentence involved was consistent with
the sentences generally imposed for other types of financial crime, ranging from 24 to 84 months
of imprisonment in average (excefr one case where a-rBonths prison sentence was
suspended as the amounts involved had been very small). Interestingly, the courts did not apply
non-custodial sentences e.g. fines in either of the cases.

Effectiveness and efficiency

176. The legislative sucture to prosecute ML cases remained as complex as it was at the time of
the previous assessment. The evaluators understand that the current construction, which consists
of ML provisions from three different pieces of legislation, would deserve fudtianalisation
particularly as regards the practically identical parallel regimes in the POCL and the DTL as
well as the issue of terrorismlated ML which is addressed by two, partially overlapping sets
of provisions under the POCL and the TL respedgjivel

177. Notwithstanding that, the current legal framework is fully in line with all the respective
international standards and do not appear to have presented problems in practice. As far as
technical compliance with R.1 is concerned, the assessors will ngtntlake any critical
comments or recommendations, similarly to the previous evaluation which did not result in such
comments or recommendations either.

178. On the other hand, the effective application of the criminal provisions was a concern in the
IMF report At that time, the Bailiwick had a relatively low number of investigations resulting
in a prosecution and eventually a ML conviction. The discrepancy between the number of
investigations and that of the prosecutions and convictions was then explained layvth
enf orcement authoritiesb6 practice to initiate
cases involving proceedgenerating offences conduct.

179. As a result of the prosecutorial efforts foreseen inlktie report® the disparity between the
number of investigations and that of prosecutions and convictions was reduced but some
discrepancy in the statistics has however remained. In this context, the Guernsey authorities
emphasized that in approximately half of the cases where the investigatioot result in a
prosecution for ML, proceedings for other forms of criminality were pursued including drug
trafficking cases, fraud, breaches of housing legislation, theft, and breach of the cash controls
legislation. Some of these cases have repgrtediulted in significant confiscation orders. Of
the remaining cases, one has been referred to the Income Tax authorities for investigation and
three concern related investigations or proceedings in other jurisdistiorigch the Bailiwick
authoritiesare assisting.

180. Having said that, the number of ML prosecutions and convictions appear to have been
growing steadily since the last evaluation. There have been 8 convictions achieved in 7 cases
since the previous round of assessment, which is a signifieax@ilopment considering that
there had only been 2 convictions beforehand. Beyond the statistical figures, the evaluators also
note an evolution of the prosecutorial approach beyond delg®d ML to the pursuit of
autonomous ML in more serious finariataimes. Whereas the 2 convictions before 2010 were
selflaundering offences, the majority of the more recent convictions involve-gantg

0 See paragraph 202 page 64.
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laundering offences and the underlying predicates proportionally represent fraud and (at least in
one case) relad fiscal offences beside the traditionally predominant drug offences. Court
practice has been developed in achieving convictions related to foreign proceeds as well as in
relation to ML charges without a conviction for the predicate offence.

181. More detailsof some of the most prominent convictions already mentioned in the preceding
parts of this reports are provided below:

A Law Officers of the Crown v Taylof2011) where a professional from the insurance sector
was convicted for 9 counts of autonomous MLdabhen fraud predicateé. custodial sentence
of two and half years asupheld on appeal and £68,000 was confiscated. (The first conviction
in a major case of autonomous ML).

A Law Officers of the Crown v Luddef2012) where a client wealth manager at a pei@ank
was convicted of entering into an autonomous ML arrangement related to a tax evasion
scheme being operated in the UK over a 7 year period. He was given a custodial sentence of 5
years and £550, 000 was confiscated. (The first conviction relafisddbproceeds.)

A Law Officers of the Crown v Domailién 2012 a selfaunderer was convicted of a number of
counts of ML on the basis of inferences drawn from a series of financial transactions that he
was unable to explain; he received a custodiatoofl 4 years for these offences. (The case is
significant because it involved a conviction for ML without a conviction for the predicate
offence on an inferential basis.)

182. The evaluators welcome that the courts are willing to accept inferences drawfadtsrand
circumstances to establish elements of the ML offences, followingbimaling but persuasive
English jurisprudence in this area. Other major ML cases with international dimensions
requiring proactive MLA requests by the Guernsey authoritiesirarte prosecutorial or
investigative stages, with significant assets under restraint (see statistics under R.3 below). One
of the cases being investigated at the time of theitenvisit was related to autonomous ML
involving an unlicensed corporate sess provider who has been charged with several counts
of autonomous laundering in respect of large scale proceeds of securities fraud committed in
different jurisdictions by an individual who has been convicted foreign countrybut who
was based iarother country*

183. Considering the increase in statistical figures and the development of court practice in more
sophisticated autonomous ML cases, as describe
as an international finance centre in the regionthadsignificant volume of assets managed by
or channelled through the financial system of the Bailiwick, the following general remarks can
be made.

184. The IMF reportr at ed t he Bailiwick as iLargely Compl
statistics indicate@ good number of ML investigations if compared to other countries with a
similar GDP and population, a more profound analysis of the underlying cases demonstrated
that the number of cases involving third party ML by a financial sector participant was
dsppportionate taking into account the size of
other economic sectors coupled with its status as international financial"ceBgrecifically,
more emphasis was required on identifying financial crime witiendomestic financial sector,
including in cases where the predicate offense was committed abroad.

185. Experience gained in ML cases since the last evalugithcatesthat the Guernsey authorities
have put dedicated effort into bringing the approach ofdafercement and prosecution more
in line with the spirit of the recommendations above. With an overall increase in the number of
investigations and prosecutions for ML, the evaluators also noted an increase in cases relating to
predicates related to theomlestic financing sector instead of the traditional domestic drug

“I Since then the case has resulted in a successful prosesaiofootnote 39 above.
2 See paragraph 201 pag®@.
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trafficking scene. Gearing the AML regime towards the domestic financial sector resulted in the
occurrence of autonomous ML cases and those originally based on SARs from reporting entities
among the ML cases investigated and prosecuted. Cases mentioned above involve finance
sector professionals and third party laundering in respect of foreign predicates, which is all
appreciated by the evaluation team.

186. As far as laundering of fiscal proceeaatsd particularly thseof tax evasion are concerned, the
aforementioned Ludden case is to be considered a definite step forward in establishing a sound
basis of interpretation for future practice. According to the verdict, the money launderer
(Ludden) arraged with the author of the predicate crime to obtain cash for his use by managing
a bank nominee account in such a way that it would allow the author to introduce cash into the
banking system which the launderer knew or suspected had not been decléredUig
authorities or elsewhere, arising from their business dealings. By creating a false audit trail he
was able to deliver cash to the author upon request for the benefit of both the author and others.
This was therefore a classic thijpdrty ML schemen which no predicate offence was ever
proved as the source of the amounts deposited in the Guernsey account but the court was asked
to, and did, adopt the decisions in the English cases of

) AAnwoiro which supported t heasepon the msisuhieieon bei
was an irresistible inference that the deposits represented money not being declared for tax
purposes in the UK; and

i) AR and | Kd which establishes generally that
conduct.

187. By the adoption othis interpretation the court thus accepted, by application of the POCL
criminality standards (0éwhich is a crime here
conduct for the purposes of MEven if, from the Guernsey perspective, fraud (and not tax
evasion) was considered to be the predicate offence here, in line with the interpretation
generally followed in ML cases involving proceeds of tax evasion committed in another
jurisdiction.

2.1.2 Recommendations and comments
Recommendation 1

188. While the satistics show an undeniable increase in the number of ML investigations,
prosecutions and convictions beyond dra@ted ML criminality in the last four years, the
figures are stilldisproportionately low (apart from a limited number of outstanding cases
referred to above) both in terms of the laundered property and the restrained or confiscated
assets, as opposed to the dimensions and complexity of the financial sector and the volume of
assets managed by or channelled through the industry also with teghed use of complex
corporate structures. Whereas the convictions mentioned above are to be considered milestones
in developing court practice and a broad interpretation of the underlying legislation for future
cases, they should be followed by more amate high profile autonomous ML cases related
especially to the proceeds of tax evasion and corruption committed abroad, which also requires
a more effective cooperation with foreign counterpart authorities. The evaluators can therefore
see more room famprovement as far as effective application of the ML criminal provisions is
concerned and therefore they share the opinion of the previous assessment team in that the
authorities should continue to focus their attention on identifying ML crimes within the
domestic financial sector and take measures to overcome any identified obstacles in order to
oprotect the name of this island as a reputabl
Ludden verdict).

2.1.3 Compliance with Recommendations 1 and 2

Rating Summary of factors underlying rating
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R.1 LC TGiven the size of the Bail i wi
international financial centre, the relatively limited number of c:
involving third party ML by participants of the financialdinstry and the
amounts of property laundered and confiscated, despite the incre
overall statistics, still indicates room for a more effective application o
ML provisions.

2.2 Criminalisation of Terrorist Financing (SR.II)

2.2.1  Description ananalysis

Special Recommendation Il (rat€dn thelMF report)
Summary oR011factors underlying the rating

189. Despite some minor technical issues discussed below, the Bailiwick of Guernsey was found
Compliant with all criteria of SR.Il when assessed byIME in 2011. Nonetheless, the legal

provisions by which FT is c¢criminalized have s
to further increase compliance with the FATF standards.
Legal framework

190. Terrorist financing is dealt with under part 1l thfe Terrorism Law.

191. Ratification of the Terrorist Financing Convention was extended to the Bailiwick on 25
September 2008.

Criminalisation offinancing of terrorism (c.11.1)

192. The offences by which FT is criminalized can be found in Part Il of the TL iticBec8 to
10. At the time of the previous IMF assessment, there was another piece of legislation to
provide for FT offences, namely the Terrorism (United Nations Measures) (Channel Islands)
Order 2001 which covered the financing of terrorist organizatimasindividual terroristé. In
the meanti me, however, the purposive el ement
terrori smo) h athatibextends ta tleepmvisiomat slippartdfor any purpose to
any individual or entity involved in teorism. As a result, the funding of terrorist organizations
and individual terrorists in all cases is now covered by the FT offences in the TL whereas the
aforementioned Ordavas repealed in its application to the Bailiwick in 2811

193. Among the FT offencein the TL, as it is described more in details in IME report® the
main FT offence (Afund raisingodo) is provided

collection and provision of funds (money or other property) for the purposes of terrdrfsta

the provision of funds is expressly covered, the collection of funds is addressed through the
criminalization of its two components, that is the solicitation of money and other property
(inviting another to provide) and the receipt of the same.pEngetrator must either intend that

the property should be used, or know or have reasonable cause to suspect, that it may be used

for the purposes of terrorism which brings the offence in line with the material elements of the
FT offence in Article 2 oftte Terrorist Financing Convention.

194. Furthermore, the main FT offence is supplemented by two other offences in Sections 9 and 10
which go beyond the mere wording of Article 2 of the said Convention by criminalizing the
possession of funds with a view to ithese for terrorist purposes, the actual use of funds for the

same purpose as well as the participation (entering and becoming concerned) in arrangements as

a result of which funds are (to be) made available to another for the purposes of terrorism. The
mental standard for the possession of funds and for the participation inrdigi

*3See e.g. paragraphs 2201 page 66 of theMF report
* The said Order was replaced by the Terrorist ABse¢zing (Bailiwick of Guernsey) Law 2011.
> See paragraphs 206 to 208 page 65.
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arrangements is the same that applies for the main FT offence (see above). The range of these
offences issupportedby the terrorisnrelated ML offence in Section 11 (whicis not
considered a AFT offenceo under the FATF stand.
offences under Recommendation 1 above).

195. I n addition the TL also uses the <collective
Section 79 and compriseslong with the aforementioned offences in Sections 8 to 10, not only
the terrorisrrelated ML (Section 11) but also further offences provided by other pieces of
legislation relating to the freezing of terrorist assets (e.g. the Terrorist-Ass#ing law
2011) consisting of the contraventions of the respective regulations (e.g. the offence of making
funds or financial services available to designated persons in Section 9 of the said Law) which
cannot be considered FT offences in the sense of SR.Il.tiNdess, this broad definition of the
term Aterrori st financingo i s applied i n t he
(disclosure) obligations. Consequently, when it comes to the financing of terrorism, the present
assessment (similarly to thelF repor) will only focus at the FT offences in Sections 8 to 10
TL.

196. As discussed below, a complex system of broad and flexible definitions of the respective
terms and particularly that of the Apurposes
equally applicable to the financing of terrorist acts, terrorist organizations and individual
terrorists.

Financing of Terrorist Acts (EC 1l.1.a.i)

197. The main purposive el ement of the FT offences
At err or i sdefioed atisectoh 1 TiL & two parts, following the structure of Article 2 of
the FT Convention.

198. Under Section 1(1l)a Aterrorismo is defined, i n
the use or threat of act i amoffewdeiocihan éct, of @atydeves t h
described in any of the articles of the conven
which Schedule meticulously enumerates all treaty offences listed in the Annex to the FT
Convention.

199. Schedule 10 does notiminalize the treaty offences themselves and neither implements to any
extent the respective international treaties and protocols. It is rather a collection of the terrorist
offences provided by these treaties that serves for defining the scope oh Sétj@. This
approach provides for the direct coverage of financing related to acts that constitute any of the
treaty offences regardless whether and to what extent these treaties and protocols are actually
implemented and the respective offences areicalized by the domestic law in the Bailiwick.

(In practicetheyare since the laws by which these treaties had been implemented in the United
Kingdom were subsequently extended to the Bailiwick of Guernsey. For example, the
Convention on the Physical Regtion of Nuclear Material [Vienna 1979] was implemented in
the UK by the Nuclear Material [Offences] Act 1983 which was extended to the Bailiwick by
the Nuclear Material [Offences] Act 1983 [Guernsey] Order 1991 and so on.)

200. On the other hand, Section J§las amended by the 2014 amendment to the TL provides for
the generic definition of Aiterrorismod in accor
ATerrorismod is thus the wuse or threat of acti
listed bySection 1[2])

fit involves serious violence against a person,

1 or serious damage to property,

it endangers a persamlife (other than that of the person committing the action)

it creates a serious risk to the health or safety of the public or a sectieofthe

for it is designed seriously to interfere with, or seriously to disrupt an electronic system
provided that the use or threat of that action meets the following conjunctive criteria:

53



Report on fourth assessment visit of Guer nsey & 15 September 2015

fit is designed to influence the government or an international sajém or to intimidate the
public or a section thereof (except if the action involves the use of firearms or explosives in
which case it constitutes terrorism anyway) and

it is made for the purpose of advancing a political, religious, racial or idedlogicse.

201. Before the latest amendment to the TL in Z01He treaty offences in Schedule 10 were
subject to the same mental standards as the conducts that constitute the generic terrorist offence.
It meant that any of the offences listed in Schedule 10 @¢oohly meet the criteria of
iterrorismod (so that their funding would estab
influence the government etc. for the purpose of advancing a political, religious or other cause
mentioned above. This resulted anrestrictive implementation of the FT Convention Article
2(1)a of which requires countries to criminalise the financing of treaty offences without any
extra purposive element and hence it is inconsistent with the Conventions to require proof that a
partiaular treaty offence was done for any particular purpose. This deficiency was addressed by
the | atest amendment to the TL which modified
additional mental element in respect of the treaty offences in Scheduteud ®ringing the
definition more in line with the standards of the FT Convention.

202. Application of a purposive element is, however, acceptable for the offences that cover the
Agenericodo offence (see Article 2[ LHelobjectdd t he FT
in itself that the actions I|isted in Section 1
committed for specific purposes provided by the law. Notwithstanding that, as already noted by
the assessors of the 2011 IMF evaludtitine puposive element required by Section 1(1)b TL
to establish the commission (and thus the fina
permitted by the FT Convention. As discussed above, the required purpose consists of two
conjunctive parts the firsif which (Section 1[1]b subpara [i]) is largely in line with the wording
of the Convention (considering that the notion
enough to cover the term ficompel t ondgatofor t o al
the purposive element goes beyond the FT Convention.

203. At the time of the previous evaluation, only acts undertaken or threats made with the intention
of fadvancing a political, religious or i deol
which approach added an extra purposive element not set forth in the FT Convention and thus
restricted the potential applicability of the FT offences (particularly in cases where there is no
evidence for any political, religious or ideological motivatiohibd the offence that otherwise
meets the criteria of a terrorist act). While the evaluators of the previous round understood that
this approach had been adopted to ensure the generic definition was not used in circumstances
where it was not intended, theyged the authorities to assess its advantages in the domestic
context to ensure that the Bailiwickds ability
Convention would not be negatively impacted.

204. As a result of t hi s auhsriies slecided nat to abanden th8 extrd i wi c k
purposive element but to widen it, by the latest amendment to the TL, to include a fourth
fifcaused namely the racial cause among the moti\
of the perpetrator sothdti s act or threat meets the criterie
subpara (ii). Certainly, the totality of political, religious, ideological and now also the racial
causes appears to be wide enough to cover, from the aspect of the mental elemeatt th
majority of the potential acts of terrorism and thus provide for adequate compliance with the
FATF standards too. Notwithstanding that, the assessors still harbour some concerns about the
potential restrictiveness of this approach in cases witheadily definable political or other
motivation behind the terrorist act and therefore reiterate the recommendations madklin the
reportin this field.

“® Terrorism and Crime (Bailiwick of Guernsey) (Amendment) @agice, 2014 with effect from 30.07.2014
" See paragraph 216 page 66.
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Financing of a Terrorist Organization (EC Il.1.a.ii)

205. Financing of terrorist organizations has traditily been criminalized in the Bailiwick by
making a distinction between Aproscribed organi
TL and, on the other hand, those that have not
previous evalu@n, the provisions of the TL were primarily and directly targeting the
proscribed organizations with a rather implicit applicability to the others the financing of which
was, however, addressed by the provisions of the Terrorism (United Nations Measures)
(Channel Islands) Order also being in force at that*fivdes it was mentioned above, the legal
framework has since been amended and simplified, as a result of which the applicability of the
FT offences in Sections 8 to 10 TL to the funding of terrorighoizations is provided for as
follows.

206. The provision and collection of funds for terrorist organisations that are proscribed under the
TL is expressly dealt with as it was at the time of the previous evaluation. Schedule 1 to the TL
remairs the legal bas to proscribe terrorist organizations in the Bailiwick law pursuant to
Section 3(1) TL according to which an organi zz¢
Schedule or it operates under the same name as a listed organization (further ratesggtinee
proscription and droscription of an organization as well as criminalizing membership in and
nonHfinancial support provided to such organizations can be found in Section 3). Financing of
proscribed organizations is criminalized through therdéfit i on o f Apurposes of
Section 1(5) TL which provides that any reference to actions taken for the purposes of terrorism
Afincludes a reference to action taken for the
all three FT offences isections 8 to 10 apply to the provision or collection of funds for the
benefit of proscribed terrorist organizations.

207. By the repeal of the Terrorism (United Nations Measures) (Channel Islands) Order in its
application to the Bailiwick, the TL remainecetbnly legal basis to criminalize the financing of
terrorist organizations regardless of whether or not they are proscribed in Schedule 1 to the TL.
The latest amendment to the TL in 2014 inserted a new Section 1A into the definition of the
Apurposeoroktmbeextending it to the provision o
involved in terrorism (Section1A [1]).

208. | n this context a Aperson involved in terrori
group, organisation or entity, whetheroot pr oscri bed under the TLO w

() commits, or attempts to commit, acts of terrorism by any means, directly or indirectly,
unlawfully and wilfully,

(i) participates as an accomplice in acts of terrorism,
(i) organises or directs others to commit acts of terrorism

(iv) contributes to the commission of acts of terrorism by a group of persons acting with a
common purpose where the contribution is made intentionally and with the aim of
furthering an act of terrorism or with the knowledge of the intention of the gootEmmit
an act of terrorism,

together withanybodyor entity owned or controlled, directly or indirectly, by any of the
persons or entities mentioned above as well as those acting on or behalf of, or at the
direction of such persons or entities (Sectién[2]).

209Thi s definition is identical to the definitior
2004 FATF Methodology and hence it is broad enough to cover any possible terrorist
organizations (including the proscribed ones already dealt witBdgtion 1[5] TL) and thus

8 See more in details in paragraphs 218 to 220 page 67 bfiheeport
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provides an adequate legal basis for the criminalisation of the provision or collection of funds
for the benefit of such organizations.

Financing of an Individual Terrorist (EC II.1.a.iii)

210. At the time of the previous assessmehere was no legislation to expressly criminalize the
financing of individual terrorists and therefore reliance had to be placed on the broad
interpretation of Sections 8 to 10 TL as they extended to the collection or provision of funds
having areasondbe cause to suspect that the money @ may
that one who provides funds to an individual terrorist would be assumed to have reasonable
cause to suspect that the money may be used for terrorism). This argumentation watedebata
particularly as regards whether the provision of living and private expenses to an individual
terrorist would have also been covered. As another option, as in the caseprbsibed
terrorist organizations, the provision of funds to such indivilaalld be considered a criminal
offense under the Terrorism (United Nations Measures) (Channel Islands) Order.

211. The repeal of the latter in its application to the Bailiwick, however, made it unavoidable to
amend the TL so that it can expressly providetf@ criminalization of funding individual
terrorists for any purpose including living or other private expenses. This was achieved by the
new Section 1A with its definition of M@Apersons
above which encompasseamong others, any natural person who meets any of the criteria
|l isted in paragraph (2) and thus bringing this
the Glossary to the 2004 FATF Methodology.

212. Section 1A(3) TL provides that support toparson involved in terrorism (including, as
discussed above, both terrorist organisations and individual terrorists) includes the provision of
financi al support Afor any purposeodo which nec
terrorist activities ncluding living or other private expenses. Therefore any form of financial
support for whatever purpose to an individual terrorist or a terrorist organisation is criminalized.

213. In addition, the legislation is compliant with EC Il.1.c in not requiring that funds were
actually used to carry out or attempt a terrorist act or be linked to a specific terrorist act. This is
underlined by the last phrase of Section 1A(1) which provides that the provision of support to a
person involved in terrorismisto bé cmi nal i sed fAwhet her or not suc
relation to a specific act of terrorismo. I n ¢
purpose for which funds are solicited, collected, or provided, not the use to which they are
subsequenyl put. It need only be established that the funds are intended to be used for the
purposes of terrorism, or that there are reasonable grounds to suspect that the funds will or may
be used for the purposes of terrorism.

Definition of Funds (EC 11.1.b)

214. All the FT offences in the TL apply in respect of the collection or provision of money or other
property where the term fApropertyo is defined
situated and whether real or personal, hereditable or moveable,iagsl ith action or other
intangible or incorporeal property. This broad definition is supplemented, for the purposes of
the main FT offence at Section 8 TL that this offence equally applies to money or other property
that is given, lent or otherwise madeadable, whether or not for consideration.

215. This definition is al most in full compliance
FT Convention apart from some minor divergences, which had adequately been discussed in the
IMF report*® and have sire remained largely the same. First, the provision does not expressly
refer to legal documents or instruments evidencing title to, or interest in such assets but the
broad interpretation of intangible and immovable property in the Bailiwick law and
commentaes, as it was discussed above under R.1 does actually extend to these types of

9 See paragraphs 2224 page 68.
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property. Second, the definition is silent on whether it equally covers funds from a legitimate or
illegitimate source but it was already clarified in the previous evaluatiomdthat the language

of Section 79 TL is not limited to property that stems from illegitimate sources and therefore
this apparent technical deficiency would not impede its applicability to property from illegal as
well as legitimate sources.

Attempt ad Ancillary Offences (EC 1l.1.d and Il.1.e)

216. As discussed more in details under R.1 above, Section 1 of the Attempts Law criminalizes
attempt to commit any offence which, if it were completed, would be triable in the Bailiwick as
an indictable offence. Thapplies to any of the FT offences under the TL as well.

217. Among the ancillary offences set out in Article 2(5) of the FT Convention, the offences of
aiding and abetting, counselling and procuring the commission of an offence are provided by
Section 1 of th Aiding and Abetting Law with an applicability to any offence. Finally, the
conspiracy to commit an offense triable on indictment is covered by Sections 7 and 8 of the
aforementioned Attempts Law.

Predicate offene for money laundering (c.11.2)

218. As notedabove, all TF offences at Sections 8 to 10 TL are indictable by virtue of Section 17
so fall within the definition of criminal conduct in Section 1 POCL and thus constitute predicate
offences for the ML provisions under that law.

219. In addition, the terrorismelated ML offence contained in Section 11 TL is applicable with
respect to FT predicate offences in most cases. As discussed more in details under R.1 above,
this ML offence applies in respect of HAterrori
money or other property that is likely to be used for the purposes of terrorism. This broad
definition will obviously apply in almost every case to funds collected or provided with the
intention or reasonable cause to suspect that they will be used farrguses of terrorism. The
definition of Afiterrorist propertyo also includ
terrorism. Considering that the FT offences prescribed in Sections 8 to 10 TL are by definition
acts carried out for the purposafsterrorism, their proceeds will automatically be caught by the
ML offence in Section 11.

Jurisdiction for Terroist financing offence (c.l1.3)

220. The TL and other related legislation equally provide for the criminalization of FT in a
substantially intern&nal context where terrorist financing activities are rendered punishable
regardless to whether they were committed within or outside the Bailiwick and whether or not
the financing took place in the same country or a different country from the one im tivbic
terrorist organisation or individual terrorist is located or the terrorist act occurred or will occur.

221. This is achieved, first of all, by the broad ¢
above, where paragraph (4) expressly providesathhin this definition

fan Aactiond (a terrorist act to be financed) i
fa reference to any person or property is a reference to any person or property wherever
situated, including those outside the Bailikyic

fa reference to the public includes a reference to the public of a country or territory other than

the Bailiwick, and

fAithe governmento does not only refer to the S
Pleas of Sark but also to the governmentyf @untry or territory outside the Bailiwick.

222. Neither can one find any territorial restriction in the other provisions by which the scope of the
FT offences is defined. That is, when it comes to proscribed or other terrorist organizations, the
TL does no provide for any restriction in respect of the location of that organization or the area
in which it may be operating. Equally, the ter:
persons acting or located within the Bailiwick.
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223. From another aspecbection 62 TL provides that a person may be held criminally liable for
any act committed abroad that would have constituted a FT offence had it been committed in the
Bailiwick. As it was discussed above under R.1 neither are there jurisdictional pmevisio
require any connection between the Bailiwick and the perpetrator on the basis of citizenship or
residence.

The mental element tdfe FT (applying ¢.2.2 in R.2)

224. All FT offences under the TL equally require that the perpetrator either knows or ithends
the funds are being used for a terrorist act or has reasonable cause to suspect that they may be
used for terrorism purposes, including for the benefit of proscribed terrorist organizations. The
mental element of all of the FT offences can thus labbshed on the basis of reasonable
grounds for suspicion, which is an entirely objective test and can be based on inferences from
circumstantial evidence. As it was already noted inllthié reportand now confirmed by the
Guernsey authorities, while tfid is silent on whether the intentional element required for the
commission of the FT offence may be inferred from objective factual circumstances, it is a
fundamental principle of Bailiwick law, derived from both customary law and the common law
of Englard and Wales, that the requisite mental element of any offence (including FT, ML or
predicate crimes) may be inferred from the circumstances surrounding the offence and any other
evidence before the cotftt

Liability of legal persongapplying c.2.3 & ¢c.2.4n R.2)

225. Al | of the FT offences in the TL make referer
differentiating between natural and legal persons. Under Section 9 of the Interpretatiba Law
Apersond includes any cor p,dathanatwal and legal parsons)or por a
unless the contrary intention appears (but there is no contrary intention expressed in the
Terrorism Law).

226. As it was already noted in tHBIF report®® there is nothing in either the TL or the POCL or
under general principk of the law in the Bailiwick to preclude parallel criminal civil or
administrative proceedings against legal pershioswithstanding, no proceedings for FT have
been initiated with respect to a legal entity.

Sanctiondor FT (applying c.2.5 in R.2)

227. Similarly to the time of the previous evaluation, Section 17 TL sets out the criminal sanctions
in respect of the FT offences at Sections 8 to 10 TL. Legal and natural persons if convicted on
indictment are liable to an unlimited fine, and natural persons alf&y be sentenced to a
maximum of 14 years imprisonment. On summary conviction the maximum fine is £10,000 and
the maximum term of imprisonment is 6 months.

228. This range of punishment is comparable to what applies to ML offences. Terretated
ML offence in Section 11 TL itself falls under the scope of Section 17 but ML offences under
the POCL and DTL are equally threatened with very similar criminal sanctions. Furthermore,
according to the information provided to the assessment team, these crimirtednsaace
almost identical to those applied by the United Kingdom, the Isle of Man, and Jersey.

229. In addition, the criminal court has the power under Section 1 of the Compensatidhtd.aw
order a convicted terrorist financier, whether a legal or a natursbipeto pay compensation to

*0 reference was made to the court case Taylor v Law Officers of the Crown@80BER 207).

*L Interpretation (Guernsey) Law 1948. While the territorial scope of this Law is limited to Guernsey, its
provisions expressly apply to any Bailiwigkide criminal statute including the TL (Section 79[3]) as well as
the POCL (Section 51[2hnd the DTL (Section 69[2]).

2 See paragraph 233 page 70.
%3 Criminal Justice (Compensation) (Bailiwick of Guernsey) Law, 1990
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a victim of any crime (which could thus be relevant in cases where a victim was able to
demonstrate | oss or damage attributable to any
sanctions by both the GFSC and the AGCEeaually availabfé but, as the authorities pointed

out, criminal proceedings would take priority and there would be cooperation between the
authorities to ensure that such proceedings were not prejudiced by regulatory action. Having

said thatthere hasiever been a conviction for FT in the Bailiwick and thus no sanctions have

ever been imposed.

Recommendation 32 (terrorist financing investigation/prosecution data)

230. At the time of the orsite visit, there werao investigations or prosecutions for tersbri
financing offences.

Effectiveness and efficiency

231. To date there have been no investigations, and therefore no prosecutions or convictions, in
respect of FT offences, the effective applicability of which thus could not have been tested
before the courtsThe absence of FT cases is, however, consistent with the fact that there is no
evidence of activity in relation to terrorist acts or funding within the Bailiwick and therefore the
risk of terrorist financing is considered to be low.

232. The Guernsey authoris expressed that as at the last evaluation there is no significant risk to
the jurisdiction in this area. The Bailiwick comprises a number of small island communities
with very low domestic crime rates and no ethnical, religious or racial issues wighiatktter
homogenous populations. Neither historical, nor geographical or business links tie the Bailiwick
to parts of the world that are considered to present a high risk of terrorist activity. As such it is
unlikely to attract those who currently congiituthe principal threat of terrorist activity in
Europe or elsewhere.

233. According to the authorities, this view is supported by the fact that the number of STRs and
requests for assistance in relation to terrorism issues remains very low. The few ST relat
to FT that have been received since 2010 have all been analysed and in the majority of cases
intelligence reports were spontaneously disseminated to other competent authorities which,
however, did not lead to any folleup requests for assistance.

2.22 Recommendations and comments

Special Recommendation Il

234. Al t hough SR. I was rated as HAComplianto in t
nevertheless recommended to consider the impact of including in the FT offence the purposive
el ement o fo f i iandtveannt ciionng a political, religious
Bailiwickds ability to successfully prosecute
Convention.

235. This recommendation and other findings of the previous assessment team haveesince b
taken into consideration. Not only the purposive element was widened so as to address all
potential motives of a terrorist act but, as noted above, the legal provisions by which FT is
criminalized have generally been simplified and improved, which niagldegal framework
even more r1robust. The definition AFregotterrori s
concerning the removal of the additional ment a
the modification of the purposive element of thedffences so that it extends to the collection
and provision of funds for any purpose (thus including living and other private expenses) and to
any legal or natural person, group or entity involved in terrorism (thus extending to terrorist
organisations ahindividual terrorists).

2.2.3 Compliance with Special Recommendatibn

¥ See more in details in paragraph 235 page 70 dMRereport
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Rating Summary of factors underlying rating

SRu.II C

2.3 Confiscation, freezing and seizingof proceedsof crime (R.3)
2.31 Description and analysis

Recommendation §ratedLC in the IMF report)
Summary of 2011 factors underlying the rating

236. The Bailiwick of Guernsey was rated Largely Compliant for Recommendation 3 iMEe
report The IMF criticized that althougthe confiscation provisionsererobust, and theywere
used routiely in all prosecutions where they can be applied, thdynbabeen used in a fully
effective manner because of the few cases instituted in pregeadsating matters other than
drug trafficking.

Legal framework

237. The statutory basis for the confiscatiand provisional measures regime has not changed
since the time of the last assessment. The description and analysis of the legal framework for the
confiscation, freezing and seizure of the proceeds of crime, laundered property and
instrumentalities, as is provided in thdMF report(see references below) has thus remained
valid for the purposes of the present assessment as well.

Confiscation of property (c.3.1)

238. As with the criminalization of ML (see above under R.1) it is the POCL that provides for the
confiscation, restraint and realisation of proceeds derived from all indictable criminal offences,
including terrorism and FT offences but excluding drug trafficking which, however, is covered
by the technically equivalent provisions of the DTL that canapplied in respect of the
proceeds of drug trafficking offences. In both laws, the powers of confiscation and realisation
apply against a persavho has been convicted of a criminal offence (as well as third persons, if
applicable) while provisional mea®s (restraint and charging orders) are available already
from the investigatory stage of the criminal proceedings.

239. In addition to that, the TL contains a separate set of provisions applicable to confiscate (here:
to forfeit) property in possession or wmacontrol of persons who have been convicted of the FT
offences under Sections 8 to 11 of that Law or which is the subject of an arrangement under
Sections 10 and 11. Restraint provisions are also available from the beginning of the
investigation.

240. Confisation of the instrumentalities of all categories of criminal offences is dealt with in the
Police Property and Forfeiture Law as well as other pieces of legislation in relation to particular
categories of offences (e.g. the Misuse of Drugs Law or the @adtaw.

Confiscation of proceeds of crime (EC 3.1.1.a)
POCL

241. Rules that govern the confiscation of proceeds from criminal offences in general (but not from
drug trafficking) as well as the related provisional measures can be found in Part | of the POCL
wher Sections 2 to 12 provide specifically for the preconditions and legal effects of a
confiscation order.

242. Confiscation of proceeds is only possible in criminal cases tried by the Royal Court of
Guernsey. In all criminal cases where a defendant appean® libéo Royal Court, the court
may make a confiscation order at the written request of the Attorney General at sentencing
where a person has been found guilty of a criminal offence (Section 2[2]). The court first has to
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determine, on the balance of probdig$, whether the defendant has benefited from criminal

conduct i.e. he has directly or indirectly acquired or obtained property or pecuniary advantage as

a resul t of , or in connection with his or any
So, it also determines the amount to be recovered (Section 2[4]) which shall be equal to the
value of the defendantds proceeds of criminal
acquired a pecuniary advantage, he is to be treated as if he hagahbtatead a sum of money

equal to the value of the pecuniary advantage (Section 2[3]). The court then orders the
defendant to pay the amount to be recovered (Section 2[5]). Confiscation of proceeds is thus
mandatory but the court may also decide, aal@mnative, not to make a confiscation order if

satisfied that a victim of any relevant criminal conduct has instituted or intends to institute civil
proceedings against the defendant in connection with thatumr{Section 2[6]).

243. In determining whethethe defendant has benefited and the value of his proceeds of criminal
conduct, the court is required to assume that any property held by the defendant at the time of
his conviction, or transferred to him within 6 years before the proceedings wereedstitais
received as a result of his criminal conduct (i.e. it constitutes proceeds) and that any of his
expenditures was also met out of such proceeds (Section 4[3]). The court, however, will not
make such an assumption if it shows to be incorrect oeitthurt is satisfied that it would lead
to a serious risk of injustice in the defendan
unless the defendant can establish the lawful origin of the relevant property or can demonstrate
a serious risk of jjustice, a confiscation order will be made upon conviction and it will cover all
unexplained wealth as proceeds of crime (also including property unrelated to the criminal
of fence for which he was actually pegandalct ed) .
other property, real or personal, immovable or movable, including things in action and other
intangible or incorporeal property (Sections 50 POCL and 68 DTL).

244. If a confiscation order is not satisfied, the court may order the defendant to rioimeg for
terms not exceeding the maximum periods specified in Section 9(2). In the same circumstances
and upon the Attorney General 6s application, t
order whereby the Sheriff as receiver may take possesdsiany realisable property and the
court may order the transfer, grant or extinction of any interest in the property (Section 29).
Realisable property is defined by Section 6(2) as any property held by the defendant or by any
person to whom he has maalgift in the preceding 6 years.

DTL

245. Similar confiscation provisions can be found in the respective sections of the DTL as regards
proceeds of drug trafficking. As it was highlighted in th# report™ the main differences are
that, first, the confiscatn of proceeds can take place regardless whether it was requested by the
Attorney General (Section 2[1]b) and that special provisions related to the compensation of
victims are absent (as drug trafficking is a victimless crime).

TL

246. Although the proceedsf FT offences are covered, as noted above, by the confiscation regime
of POCL, the TL also provides for criminal forfeiture in FT cases. Pursuant to Section 18 of the
law, a forfeiture order may be made where a person is convicted of any of the FEwfiader
Sections 8 to 10 and the terroriselated ML offence in Section 11. (As it was explained in the
IMF report®®*t he term fAforfeituredo is used here becau
property the defendant actually possesses or contrdlseatme of the offence, rather than
relating to a sum equivalent to an illegal benefit.)

247. The court may order the forfeiture of any money or other property that the defendant had in
his possession or control at the time of the offence and which he idtehdeld be used, knew

% See paragraph 246 page 73.
% See paragraph 249 page 73.
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or had reasonable cause to suspect might be used, for the purposes of terrorism (Section 18[2]
and [3]) as well as the property related to arrangements under Sections 10 and 11 (Section 18[4]

and [5]). In addition, the court may ordiae forfeiture of any money or other property which

wholly or in part and directly or indirectly is received as a payment or other reward in
connection with the commission of a FT offence (Section 18[6]). These forfeiture orders, as

opposed to confiscatn orders under the POCL and DTL discussed above, may only be issue
upon the discretion of the court and do not require any prosecutorial application.

248. Further details regarding the implementation of the aforementioned provisions can be found

d

in

Schedule? to the TL including that the money or other property that is subject to a forfeiture

order must be paid over to the Sheriff, and that the court may make further orders in respect
the sale of property, appointment of a receiver and the dispersal efyroorany proceeds of
sale etc’

Property that has been laundered

249. As it was noted in théMF report® the laundered property is considered to be subject to
confiscation in all instances (including staamldne ML cases) because of the breadth of the
propery that is recoverable upon conviction, the scope of which extends to all benefits of th

of

e

criminal conduct including al/| property that

criminal conduct committed by any person (Section 2 POCL). Thissiwovwould therefore
cover situations where a staabne money launderer does not retain ownership of the property

derived from someone el sebds criminal of fence,

bank account.
250. At the time of the previousvaluation, the issue of recovery of laundered funds in a stand

alone ML prosecution had not been tested before the court and therefore reliance was placed on
UK case law based upon the same statutory language as the POCL (according to which this kind
ofpoperty is treated as fibenefitdo as | ong as
even if the financial reward he is receiving is much less than the amount transferred). This

interpretation has since been accepted and confirmed by case lenvBailiwick as a result of

third-party ML convictions achieved since the previous assessment (reference can be made to

the Taylor and Ludden cases in this respect).
Confiscation from a third party (EC 3.1.1.b)
251. As discussed above and more in details inMte reporf®, the confiscation regimes under the

relevant laws of the Bailiwick call for the full amount of proceeds to be recovered from any
property of the defendant. In this context, the POCL and the DTL require the court to assess the

extent to which adefendant has benefited from criminal conduct (or drug trafficking)
irrespective of whether any property that represents such a benefit is in his hands or the hand
third party.

252. Sections 6(2)b define fAreal i s a&feridant opanyotherr t

s of

y 0

person to whom the defendant has directly or indirectly made a gift caught by the respective
law. A gift is caught by the law if it was made up to six years before the proceedings were

instituted against the defendant, or a gift matdany time, consisting of property received by

the defendant in connection with criminal conduct or representing in his hands property
8[1])

received in such a connection (Sections
transactions (property tramsfed for inadequate consideration) by virtue of Sections 8(2)
according to which Athe circumstances in
include those where he transfers property to another person directly or indirectly for

" See more in details in paragraph 250 page 73 of\tfereport
%8 See paragraph 251 page 73.
%9 See paragraph 254 page 74.
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consideréion the value of which is significantly less than the value of the consideration
provided by the defendanto.

253. As a result, it will not matter whether the defendant or a 4béndy recipient of a gift is in
possession of the proceeds or property of eqeimavalue. In case the defendant does not
voluntarily pay the amount to be recovered, the court, as discussed above, may appoint the
Sheriff as a receiver to take possession of any realisable property in order to satisfy the
confiscation order. Since themcept of realisable property extends to any property held by the
defendant or by any person to whom he has made a gift caught by the law, the appointed
receiver can also seek to recover property, if so directed by the court, from -pattyrd
recipient unless the latter can establish his bona fide purchaser status by demonstrating to the

court that the property was transferred to him for an adequate consideration (see below under
EC 3.5)

Confiscation of Instrumentalities

254. As at the time of the previoussessment, the relevant legislation that allows, in a general
sense, for the confiscation of instrumentalities of a crime is the Police Property and Forfeiture
Law which provides that where a person is convicted of an offence, the court may make, upon
its discretion, an order for the confiscation of any property which has been lawfully seized from
the defendant or which was in his possession or control when he was apprehended, if the court
is satisfied that the property was used or was intended to be yideoh lfor the purposes of
committing or facilitating the commission of any offence (Section 3).

255. While this provision applies to all categories of criminal offences (including any sort of ML or
FT offences) there are specific additional provisions forcth@iscation of instrumentalities in
respect of certain crimes (e.g. drug traffickiyg Equally, as noted above, Sections 18 TL
provides for the forfeiture of money or other property in the possession or under the control of a
defendant at the time of theffence who has been convicted of an FT offence which he
intended, knew or had reasonable cause to suspect at the time of the offence would or might be
used for the purposes of terrorism.

Property of corresponding value

256. As it was noted in théMF report® the rather valudased than proceetigsed confiscation
regime, as set forth in the POCL and DTL, does incorporate the concept of equivalent value.
Confiscation orders under both laws require the payment of a sum that reflects the value of the
proceeds tat the convicted defendant has received. Such orders can be enforced against any
assets (prrcepadritsyad)l eo f a defendant regardl ess w
related to the respective offence and thus the confiscation regime is cleanglegkte assets
that correspond in value to the actual proceeds of crime.

257. Although the TL does not make specific provision for the forfeiture of assets of a
corresponding value to the money or other property that may be forfeited under Section 18 (see
thedi f ferentiation between Aconfiscationo and Af
within the definition of criminal conduct in the POCL, such assets can be confiscatedhender
confiscation regime discussed above. In such a case, as it wamedplaithe MEQ, the
required assumption of the court (by which any property the defendant possessed at the time of
the offence is considered to have been received as a result of or in connection with his criminal
conduct) could not be displaced either ase of funds received as payment for commission of
the offence or in respect of any funds that he intended, knew or had reasonable cause to suspect
would or might be used for the purposes of terrorism, even if the funds originated from a lawful
source corigering, that the receipt and possession of such funds is criminalized under the TL so
the funds are necessarily ficonnected to his cri

0 See paragraph 260 page 75 of W€ report
®1 See paragraph 262 page 75.
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Confiscation of Property derived from Proceeds of Crime (EC 3.1.1 applying EC 3.1)

258. By virtue of the 201Gamendments to the POCL and DTL, the concept of criminal proceeds
that is, the property or pecuniary advantage (payment etc.) acquired or obtained as a result of or
in connection with a c¢criminal conduct mexpress|
of income or accrued value deriving directly o
both laws). At the same time, TL was equally amended in an identical manner, as a result of
which the scope of proceeds of an act carried out for the pugbdeerorism (Section 7[1]a)
now clearly covers the same range of derived property. (However, as it was notedMif the
report®, interest, income and profits had already been assessed by the courts to be part of the
benefit anyway, even before the saidendment to the relevant laws was adopted.)

Provisional measures to prevent any dealing, transfer or disposal of property subject to confiscation
(c.3.2)

259. All three relevant laws provide for the same regime of provisional measures as it was
described in dails in thelMF report®®. Under the POCL and the DTL, the regime of measures
to preserve assets subject to eventual confiscation consists of restraint orders, realty charging
orders andoersonaltycharging orders, which are all available at each stagéiseofriminal
procedure namely (i) when court proceedings have been instituted against a defendant (ii) where
the court is satisfied that a person is going to be charged with an offence (iii) even where a
criminal investigation has been started with regardriminal conduct and, in all these cases,
there are reasonable grounds to believe that the alleged offender has benefited from his criminal
conduct (Sections 25 [1] to [2A]). Restraint or charging orders can only be made upon an
application by the Attmey General and the court may discharge or vary a restraint or a
charging order at any time, in relation to any property (Sections 25 [5] and [6]).

260. The restraint order is stipulated by Section 26 of both laws. Such a court order is to prohibit
any persorfrom dealing with any realisable property and it may equally apply to all realisable
property held by a specified person as well as to realisable property transferred to a specified
person after such an order has been made. Once the property is restnairglteriff may be
appointed by the court as a receiver to take possession of the property and to manage it
(Sections 26[4]) and the laws also permit the seizure by the Sheriff or by a police officer of any
realisable property to prevent its removal fribra Bailiwick (Sections 26[6]).

261. Realty charging orders can be made in respect of realisable property that consists of real
property within the Bailiwick. Such an order secures payment of an amount to be paid under a
confiscation order or of an amount efjio the full value of the real property charged if no
confiscation has yet been made (Sections 27). Similaggrsonaltycharging order is to secure
the payment of any amount that has been or may be ordered to be paid by the defendant under a
confiscdion order (Section 28). This order may apply to specified categories of realisable
property as listed under Sections 28(2) such as any interest in real property in the Bailiwick or
any interest in various forms of state or corporate securities, coll@riestment scheme units
or vessels registered in the Bailiwick.

262. While the provisional measures available through the POCL can also be applied to terrorism
related criminal conducts including FT offences, the TL contains specific powers to issue a
restrant order to prohibit any person from dealing with any property that is liable to forfeiture.
The latter is defined by paragraph 3(1) of Schedule 2 TL as any property in respect of which a
forfeiture order has been made, or any property in the possessiorder the control of a
person against whom proceedings for a FT offence have been instituted or who is under
investigation for such an offence. Further procedural rules are similar to those described above
under the POCL and the DTL including those relatethe discharge or variation of a restraint

%2 See paragraph 266 page 76.
%3 See paragraph 270 page 76 anwards.
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order and the possibility for seizing any property subject to a restraint order to prevent it from
being removed from the Bailiwick (paragraphs [4] and [5]).

263. As it was noted in théMF reporf* the Police Pows and Criminal Evidence L&Wgives a

general power to the police in the course of an authorized search to seize an item if there are
reasonable grounds for believing that it has either been obtained in consequence of the
commission of an offence or it &vidence in relation to an offence and if there is a necessity to
seize it in order to prevent it being concealed, lost, damaged, altered or destroyed (Section 14).
Criminal proceeds could fall under these categories inasmuch as the actual propertyatems t
constitute proceeds are concerned (while assets unrelated to the offence that only represent
equivalent value of the proceeds can only be addressed through the POCL/DTL/TL mechanisms
discussed above).

Initial application of provisional measures-parte or without prior notice (c.3.3)

264. The application to restrain and seize property in support of a confiscation/forfeiture order may
be made on aex parte basis under all three laws. fparte applications without notice are
expressly permitted under Sectigf(5)b of both the POCL and DTL as well as by paragraph
4(1)b of Schedule 2 to the TL. Such applications are made by, or on behalf of the Attorney
General to the Bailiff in chambers. Once an order is made and in effect, it must be provided to
any partiesffected by it.

Adequate powers to identify and trace property that is or may become subject to confiscation (c.3.4)

265. All three relevant laws (the POCL, DTL and TL) provide for a wide and practically identical
range of investigatory measures available tticBoofficers so as to obtain information and
evidence by which the proceeds of crime (including drugs proceeds and terrorist property) as
well as instrumentalities can be identified, traced and located so that they can be
restrained/seized with a view tioeir subsequent confiscation. As it was noted by the Guernsey
authorities, these powers also extend to Customs officers (that is GBA officers) under the
interpretation provisions of all three laifand are thus available to the FIS that makes part of
the GBA (and is jointly staffed by police officers too).

266. The first of such measures is the production order, which requires a certain person to deliver

up or provide access to specified materi al if ol
person hagngaged in or benefited from criminal conduct or into the extent or whereabouts of
the proceeds of <criminal conducto. The police

make an ex parte application for such an order to the Bailiff (Sections 45 BQC&3 DTL,
paragraph 4 to 7 Schedule 5 TL).

267. The Bailiff may also issue a warrant to enter and search specified premises and to seize
material to be found there, if a previous production order has not been complied with or other
conditions make it necemy to seize the particular materials instead of seeking for their
production. Application for such a warrant is governed by rules similar to those mentioned
above (Sections 46 POCL and 64 DTL, paragraph 1 to 3 Schedule 5 TL). Further, generally
applicablepowers of search and seizure can be found in Part Il of the Police PoweYs Law
applicable to all serious arrestable offences (meaning all offences the commission of which
involves actual or intended serious financial gain or loss to any person as wailichsare
likely to lead to a threat to the security and order of the public order or to cause death or serious
injury to any persoii Section 90).

% See paragraph 277 page 78.

% police Powers and Criminal Evidence (Bailiwick of Guernsey) Law, 2003

0 See e.g. Section 51(1) POCL.

%" police Powers and Criminal Evidence (Bailiwick of Guernsey) Law, 2003
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268. For the same purposes, the court may also make customer information orders upon the
application of the Attarey General or by a police officer (with the consent of the former) which
require either all or specified financial services businesses to provide specified information
related to a particular customer including his assets (existence, number and balaixe of
accounts etc.) (Section 48A POCL and 67A DTL, Schedule 6 TL). Another measure is the
account monitoring order that requires a specific financial business to provide, for the period
stated in the order but not exceeding 90 days, ongoing account ititornfier the police
(Section 48H POCL and 67H DTL, Schedule 7 TL). Substantial value to the investigation and
public interest standards must be met for both of the latter orders (e.g. Section 48C POCL).

269. Both production orders and account monitoring orele¥se reported to have been sought and
granted regularlyn the time period relevant to the assessment:

Table B
years production orders account monitoring orders
2011 18 8
2012 7 2
2013 13 -
2014 14 3

270. In the cases referred to above, all applicati@rspioduction or account monitoring orders
were successful and a high proportion of such orders were obtained in ML cases (particularly in
theFallacase where 11 production orders and 3 account monitoring orders were olptained

271. In addition to these, as Wwas also noted in th&/F report® the Attorney General is vested
with special investigatory powers without a court order in the case of investigations into serious
fraud, insider dealing and market abuse (includiMd. cases where the relevant conduct
constitutes both one or more of these offenaed ML) by virtue of the Fraud Investigation
Law®, Insider Dealing LaWw and the Protection of Investors Lawespectively The Attorney
General may without a court order require the person under investigatety ather person
whom he has reason to believe has relevant information to answer questions or to produce
specified documents, and may also seek a warrant from the court authorizing search and seizure.
As it was explained by the Guernsey authorities, ethere some limits on what may be
requested or seized and how it may be used, but essentially fiduciary or other duties of
confidence would not override a request from the Attorney General except in the case of legal
professional privilege.

272. As far as legaprofessional privilege is concerned, however, the assessment team needs to
note that the definition of Aitems subject to
see for example Section 46A) mi ght aithprear t oo

referred to in communicationso (i .e. communi ca

his client and to communications made in connection with or in contemplation of legal
proceedings and for the purposes of those proceedings which wodd bps ot ect ed) fiand
(i) in connection with the giving of legal advice, or (ii) in connection with or in contemplation

of legal proceedings and for the purposes of such proceedings, when they are in the possession
of a person who is entitled to possemsio o f them. 0 As a result

% See paragraph 284 page 79.
% Criminal Jistice (Fraud Investigation) (Bailiwick of Guernsey) Law, 1991
" Company Securities (Insider Dealing) (Bailiwick of Guernsey) Law, 1996
" Protection of Investors (Bailiwick of Guernsey), Law, 1987
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reachecdheither by production orders nor by search warrants under the legislation ifskece
Section 45 paragraph (4)(b)(ii) and (9)(a) as well as Section 46(5)).

273. The Guernsey authorities are confiddmat the privilege to enclosed iteriss not aimed at
thingsrelevant to the commission of an offencelftee the concealment of assets (eébgnk
record$ but at itemssuch as a written analysis of legal issues or expert reports (e.g. accountancy
evidene) commissioned by a defendant to assist his defence. In addition, Section 46A(4) of the
POCL stipulates thathe legal professional privilege exemption does not apply to items held
with the intention of furtering a criminal purpose (e.documents creatiefor the purposes of
thwarting an investigatioand/orto conceal the origin of funjis

274. Section 46A, however, is not limited to matters related to the defence of a defendant in a
criminal case as reference is madeprocielkedgalgsp
fact , the definition of Aitems subject to | eg
documentary or similar evidence on facts relevant to the commission of the crime or to the
actual volume, source or location of the criminadgareds e.g. in the form of records or notes
written and held by the perpetrator who claims that these are held in contemplation of and for
the purposes of legal proceedings. The preparation and possession of such documentary
evidence would not in itself pve the intention offurthering a criminal purpose (Section
46A[4]). Guernsey authorities added, however, that in the event of any dispute the perpetrator
would have to satisfy the court that legal privilege was applicable.

275. Consequently, even if this featuof the Bailiwick legislation has not yet been reported as
having caused an actual obstacle to the effective application of any investigatory measures, the
assessment team harbour some concerns that the breadth of this definition could potentially
impedethe effective identification and tracing of property subject to confiscation.

Protection of bona fide third parties (c.3.5)

276. As it was already noted in tH®IF report all the three relevant laws (POCL, DTL and TL)
contain mechanisms to protect thirdrtyarights at each stage of the confiscation/forfeiture
process.

277. In the practically identical confiscation regimes under the POCL and DTL, the rights of
creditors and other bona fide third parties are respected when assessing the value of realisable
propety by the court. Both the POCL and DTL define the amount that might be realised as the
total value of property held by the defendant excluding the total amount payable in respect of
any obligations having priority (Sections 6[1] and [4]). The latter ohed) among others, any
sum which, if the defendaist affairs had been declared to be in a state of désastre, would be
included among the fApreferred debtsodo within th
Law’? (debts in respect of rent of immovableoperty, wages and salaries to be paid by the
debtor and the related tax and social insurance obligations etc.) The value of that property is
defined as its market value but the value of any third party interest in any realisable property
(the amount requidd to discharge any encumbrance on that interest) must be deducted from
that, which means that the value of tharty interests will not technically be included in the
realisable property (Sections 7[1]). On the other hand, however, a gift caughtP@ieand
DTL (see above) is not considered a valid #pedty interest and thus it will be part of the
realisable property.

278. As for the procedural aspects, both laws require notice of a restraint or charging order to be
given to persons affected by it,aessarily including bona fide third parties (Sections 25[5]c)
who also have the right to apply for the discharge or variation of such orders (Sections 25[7]).
Under Sections 29(8) the realisation powers of the POCL or DTL shall not be exercised unless a
reasonable opportunity has been given for persons holding an interest in the property to make
representations to the court. Both laws provide that assets remaining after the payment in full of

2 preferred Debts (Guernsey) Law, 1983
67



Report on fourth assessment visit of Guer nsey & 15 September 2015

the confiscation order shall be distributed as the court diegotsg those who held property
which has been realised, after giving such persons an opportunity to make representations to the
court (Sections 30). In the case of realisable property held by a person to whom the defendant
has made a gift caught by the lapgwers of realisation shall be exercised with a view to
realising no more than the value of the gift for the time being but, on the other hand, also to
allowing any bona fide third parties to retain or recover the value of property held by the
recipient @ that gift (Sections 31 [3] and [4]).

279. In the case of forfeiture of terrorist property under the TL, a forfeiture order under Section 18
cannot be made without giving a third party who claims to be the owner or otherwise interested
in the relevant propertyhe right to be heard (Section 18[7]). Similarly to the POCL/DTL
regime described above, persons affected by a restraint order issued pursuant to the TL
(including bona fide third parties) have the right to be notified of such an order and to apply for
the order to be discharged (Schedule 2 paragraph 4[1]c and 4[4]).

280. The Police Property and Forfeiture Law protects third parties affected by the forfeiture of
instrumentalities enabling persons who claim to be entitled to any instrumentality or other
propery in the possession of the Police to apply to the court for return of the property (Section

1[1]).

281. In addition, as it was expressed by the host authorities, the law of the Bailiwick provides for a
general right for any third party who claims to be adugrsed wrongly affected by the
exercise of the powers of confiscation, forfeiture, restraint or realisation to ap@ydlmvant
administrative decision to be judicially reviewedThe legal basis for judicial review of
decisions taken by the authoritisscase law, beginning with the Guernsey Court of Appeal
decision in Bassington v HM Procureur (1988yhich has since been followed and applied by
the courts to review decisions taken in a wide range of circumstances.

Power to void actions (c.3.6)

282. As it was mentioned already in tidF report™ it is a common and customary law principle
that applies in the Bailiwick that contracts can be set aside on the grounds that they are illegal or
contrary to public policy, as it was raised in the case of Gaudidveardale Ltd. (1998)
25.GLJ.61.

283. Apart from that, the confiscation/forfeiture regimes in all three relevant laws, as discussed
above, are capable to deal with most property that is the subject of contractual or other
transactions, as a result of which gngthorities would be prejudiced in their ability to recover
property subject to confiscation. As it was explained by Guernsey authorities, such property
would I|ikely be treated both under the POCL
which is lased on a wide definition of property (Section 50 POCL and Section 68 DTL) and, as
noted above, includes any gifts made in six years prior to the commencement of the proceedings
(Sections 8). On this basis, the court can effectively void the transactmqrestion, as it has
the power to order any person holding an interest in realisable property to make a payment to
the Sheriff in respect of the defendant 6s
caught by the law, and can by order transfgant or extinguish any interest in the property
(Sections 29[6]). (Under the forfeiture regime of the TL, as it was pointed out by the authorities,
there is no need to set aside actions of this kind as Section 18 generally applies to property
under thecontrol of the defendant, irrespective of who possesses it.)

284. As it was already noted in tH®IF report’ a transaction intended to hinder obtaining of a
confiscation/forfeiture, restraint or realisation order would also itself constitute a ML or a FT

3 This case concerdethe successful challenge to a decision of the Attorney General to issue a Notice under
the Fraud Investigation Law (see above).
" See paragraph 293 page 80.
> See paragraph 295 page 80.
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offence or a related ancillary offence, so as to give rise to confiscation proceedings in respect of
the property in question.

Additional elements (c.3.7)
Property of Organisations Primarily Criminal in Nature (Additional Element 3.7.a)

285. Similarly to the time bthe previous assessment, the property of organizations criminal in
nature is subject to the general rules of criminal confiscation. That is, the confiscation
provisions in the POCL, DTL and the TL as well as those in the Police Property Law are
equally gplicable to a legal person as well as to a natural person, so they could be used either
through actions against criminal organizations that are legal persons or through actions against
its individual members. For organizations that are not legal perfumgroperty would be
accessed through civil or criminal proceedings against persons that are part of the organization.
In addition, the civil forfeiture provisions discussed below could also be used in respect of the
property of a criminal organisation ah represents the proceeds of unlawful conduct or
comprises terrorist cash. (See more in details in\tfereport)

Civil Forfeiture (Additional Element 3.7.b)

286. Civil forfeiture is available under Section 13 of the Civil Forfeiture Law in respect ofatakh
funds in bank accounts of £1,000 or more (see also Section 60[1]) collectively referred to as
Amoneyo by virtue of Section 12. I n this cont
currency, cheqgues, post al o r ghares,sand pdstage kteampd s dr a
from any jurisdiction (Section 3).

287. The civil forfeiture regime applies to all money or other property that, in whole or in part,
directly or indirectly represents the proceeds of unlawful conduct or is intended by any person
for use in wunl awful conduct (Section 59) wher e
occurring anywhere in the Bailiwick which is unlawful under the criminal law of that place, and
conduct occurring outside the Bailiwick which is unlawful under the crini@vain the country
where it occurs and which had it occurred anywhere within the Bailiwick, would be unlawful
under the criminal law of that place (Section 61) .

288. The civil forfeiture regime is underpinned by provisional measures and investigatory powers.
A Police or Customs officer may without a court order seize cash which he has reasonable
grounds to suspect is the proceeds of unlawful conduct or is intended for use in unlawful
conduct (Section 6) while the court may order the freezing of funds in lwaokirgts on the
same grounds (Section 10). The prosecutorial application for the freezing of funds may be made
ex parte and in chambers. Cash seized under Section 6 may be detained initially for 48 hours,
and funds may be frozen under Section 10 for a maxirof 4 months, but these periods are
extendable by court order for a further period of no more than 4 months, and thereafter on
further order for up to a maximum of 2 years in total, unless the court orders otherwise in the
interests of justice. Producticorders, customer information orders, account monitoring orders
and disclosure orders (which require a person to answer questions, provide information and to
produce specified documents) are available in civil forfeiture investigations under sections 20,
28, 35 and 41 of the law similarly to the respective measures applicable under the criminal
procedures envisaged by the POCL, DTL or TL.

289. There are also specific powers of civil forfei
any minimum threshdl (Section 19) which term denotes cash that is intended to be used for the
purposes of terrorism, consists of the resources of a proscribed organisation or is or represents
property obtained through terroriosmrdughlyi | e fca
in line with the definition of the same term in the Civil Forfeiture Law). Rules that govern the
seizure and forfeiture of terrorist cash under the same Schedule effectively mirror the respective
provisions in the Civil Forfeiture Law. Theseopisions are underpinned by the investigatory
powers in Schedules 5 to 7 to the TL.
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Offender to Demonstrate Lawful Origin (Additional Element 3.7.c)

290. It is a fundamental principle of the confiscation regime applicable in the Bailiwick and other
common lawjurisdictions that offenders who wish to escape a confiscation order on the grounds
that the property in question has a lawful origin, must demonstrate the lawful origin of that
property themselves under the confiscation provisions in the POCL and theASTit was
discussed above more in details, the confiscation regime thus has the effect of requiring a
defendant to demonstrate the lawful origin of the respective property in order to displace the
mandatory assumption of the court that assets held byeflemdant in the six years preceding
the institution of the proceedings represent the proceeds of crime.

291. The same principle applies to civil forfeiture procedure. Under the Civil Forfeiture Law, a
person has to demonstrate the lawful origin of the retepaoperty at a forfeiture hearing
(Section 13) or on appeal against a forfeiture order (Section 14).

Recommendation 32 (statistics)

292. The Guernsey authorities provided the following statistics on the performance of the
confiscation and provision measuregime specifically in ML cases.

293. None of the tables beloimclude information on property seized/confiscated on the basis of a
MLA request as such statistics are provided below under R.36. All figures in the tables indicate
property restrained/confiscateds proceeds of crime. Restraint orders are differentiated
depending on whether the order was issued when a person had already been charged with an
offence or before that, in the course of a criminal investigation where no charges had yet been
brought.

Table 14
Property restraint Property restraint | & From which: | & From which:
(Restraint when (Restraint during | property property
charged with an criminal confiscated recovered (paid)
offence) investigation) (Confiscationorder) | following
conviction
Cases Amount Cases | Amoun | Amount | Year of Amount
(Euro™®) t (Euro) | confisc (Euro)
(Euro) ation
1 850,067 83,350 2012 83,350
1 988,618| 667,450 2012 547,806
1 x fraud
1 x tax evasion

Property restraint Property restraint a From which: | @& From which:
(Regraint when (Restraint during property property
charged with an criminal confiscated recovered (paid)
offence) investigation) (Confiscation following
order) conviction
Cases Amount Cases Amount | Amoun | Year of Amount
(Euro) (Euro) t (Euro) | confisc (Euro)
ation
1 8,817 7,003 2013 7,003
A/ G rate at 1.21118 with rounding to 140.
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1 x money laundering

Property restraint Property restraint a From which: | & From which:
(Restraint when (Restraint during property property
charged with an criminal confiscated recovered (paid)
offence) investigation) (Confiscation following
order) conviction
Cases Amount Cases Amount | Amoun | Year of Amount
(Euro) (Euro) t (Euro) | confisc (Euro)
ation
1 3,512,422 (Charged with ML and pending trial)

1 x regulatory offences

Property restraint Property restraint a From which: a From which:
(Restraint when charged| (Restraint during property property recovered
with an offence) criminal confiscated (paid)
investigation) (Confiscationorder) | following conviction
Cases Amount Cases | Amount Cases | Amount Cases Amount
(Euro) (Euro) (Euro) (Euro)
(nong

JanJun 2014

Property restraint Property restraint a From which: | & From which:
(Restraint when (Restraint during property property
charged with an criminal confiscated recovered (paid)
offence) investigation) (Confiscation following
order) conviction
Cases Amount Cases Amount | Amoun | Year of Amount
(Euro) (Euro) t (Euro) | confisc (Euro)
ation
1 96,894 (Charged with ML and pending trial)

1 x drug trafficking

294. The following tableshows the total number of confiscation orders and funds recovered in ML
casesin the period subject tosaessmentincluding cases where the restralivatd beermade
before 2010) Confiscated and recovered amounts are given as opposed to the total benefit
obtained.

Tablel5

ML convictions Benefit amount
involving

confiscation

Property restraint
(in genera)

Property confiscated
(Confiscation order)

Property recovered
(paid) following
conviction
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291,725 850,067 83,350 83,350
1,786,422 988,618 667,450 547,806
222,915 595 595
254,420 - 1,817 1,817
34,919 8,817 7,003 7,003

295. The figures demonstrate that ML casesprovisional measures and confiscateme applied
in respect of proceeds derivdrom a variety of predicat®ffences (and thus not only drug
trafficking that has traditionally den the most prevalent acquisitive crime in the Bailijvick
Restraint orders were also made in preliminary stages of the proceedinge of thecase
where a restraint order was made prior to charge, the defendant was subsequently convicted of
drugrelated money laundering without a conviction for the predicate case and a confiscation
order was made on that basis. (Further details on these cases camdbenider R.1 above.)

296. On the basis of the first set of tables above (demonstrating the performance of the provisional
measures regimm ML casesper year and the outcome of the respective measures in further
stages of the proceedings) it can be conclutiat 41% of the assets restrained in 2010 were
subsequently made the subject of a confiscation order in the respectivamnadghat 8% of
the assets subject to confiscation were actually recov@red.evaluators could see no room for
a similar analysidor the following years as there had been no or only somestale ML
related restraint made in 2011 and 2013 while the cases with restraints made in 2011 and 2014

had not yet been concluded.)

297. The last table further demonstrates that most of the cotdiscassets have since been
successfully recovered. On the other hand, it can also be seen that the amount of confiscated
assets are significantly lower than that of the criminal benefit in the respective cases which
raises questions about the effectiver@dbe asset recovery measures taken by the authorities.

298. The evaluators were also provided with statistics indicating the total figures for restraint and
confiscation orders that have ever been applied in criminal cases in the Baitieligking the
aforementioned MLcase as well as thoseelated to other criminal conducts. The cumulated
figures are as follows:

Table 16
ea per o ase Re o e d a outo

0 a o Do o
2010 7 (ML: 2) 2,005,069 1,838,685
2011 5 (ML: 1) 20,737,554 8,817
2012 6 (ML:1) 3,889,725 3,512,422
2013 2 (ML: 0) 34,833 -
2014 (JanJun) 2 (ML: 1) 98,466 96,894

Table 17

Number of Cases

Confiscation Orders

a out of which:

(of which: ML cases) Amount ( U) | Confisc.in ML Cases
2010 5 (ML: 0) 339,756 -
2011 8 (ML: 0) 79,607 -
2012 7 (ML: 2) 803,375 750,800
2013 18 (ML: 3) 88,586 9,415
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| 2014 (Jarlun)

3 (ML: 0)

13,573]

299. As far as provisional measures are concerned, the evaluators note that the restraints made in
ML -related cases represent the vast majority of all restrained assets (except for 2011) despite the

relatively low number of ML cases as opposed to the totaldgyuiThe 2011 figures include
constituti

one nonML related restrainb ver 20 mi
the relevant period. The latter was a case of suspected fraud where there were related
proceedings in another jurisdiction and discussions with that jurisdiction about the possible

repatridgion of the restrained assets were still ongoing at the time of tsgeonisit)

on

a

ng

300. Notwithstanding the volume of Mtelated restraints, the cumulated figures on confiscated

assets are less convincing. There have only been 5 cases where the courteapfiscatds in

ML cases: twaook place in 2012 and three in 2013 while there are no records for the other
years.

t he

301. As for the performance of the confiscation and provisional measures in general, the analysis of
the respective cases (i.e. those in which r@fiscation order had already been issued) showed
that the ratio between, on the one hand, assets restrained and confiscated and, on the other,

confiscated and recovered assets was roughly the same dadékand in those related to other
criminal offences

302. Apart from the fact that the system is functional and that confiscation and restraint orders are
applied on a regular basis, however, the statistics above do not allow for drawing further, more
definite conclusions as to the effectiveness of these neashonetheless, there appears an
unexplainably sudden drop in the number and amount of restraint orders in 2013 as opposed to
the preceding years. For the year 2013 and the first half of 2014 the statistics only indicate 4
restraint orders, all issued dmug related cases (one with ML charges too) with amounts ranging
from 1,572 U
emphasis has been put on addressing drug trafficking by tackling it at source to betteth@otec
Bailiwick Borders. This has had the effect of reducing the number of drug trafficking related

money laundering cases, so as a result greater priority can be givenrdanugarlated financial
crime, but parallel financial investigations continued b® run alongside drug trafficking

to 96, 894

a

as

a

resul t

of

a

c hang

investigations. As far as financial crime is concerned, as it was explained by Guernsey
authorities and discussed under Recommendation 1 above, priority has been given to the 2 most
significant ML cases, one of which inved a restraint order made in 2012.

303. In addition, the evaluators learnt that the authorities frequently seize and forfeit, under the
Police Property and Forfeiture Law, ingnentalities that have contributed directly or materially
to the commission of threspective offence. Reference was also made to vehicles (cars, vessels,
jet-skis) forfeited as instrumentalitiasnder the Customs Law. Although this feature of the
confiscation regime does not seem to have had much relevance in the context of ML
investgations and prosecutions, one case was nonetheless mentioned from 2011 where cash was
forfeited as an instrumentality of crime on the basis that it was intended to be used to purchase
drugs, incircumstances where it could not be confiscated as the psoéedme.

304. Finally, the Guernsey authorities provided statistics in relation to the civil forfeiture regime as

follows:
Table 18
Year Number of Amount forfeited
cases (Euro)
2010 -
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2011 3 9,649.33
2012 - R

2013 2 51,237.99
Jani Jun 2014 1 11383.11

305. As it was explained by Guernsey authorities, all the cases involving the civil forfeiture process
concerned cash suspected to be the proceeds of domestic criminality, which meant in the
majority of the cases (4) drug crimes while the rest (2) wedated to burglary. Although these
do not appear high profile crimes and the sums involved have been relatively small, the cases
nevertheless demonstrate that the legal framework is functional (as it had not yet been tested at
the time of the previous ssssment) and the authorities are able to use it proactively as a way to
recover the proceeds of crime in circumstances where the criminal confiscation process cannot
be used (see below for further analysis).

Effectiveness and efficiency

306. The Bailiwick hada comprehensive regime of criminal confiscation and provisional measures
already at the time of the previous assessment in which area no significant changes have since
taken place. This refers to the existence and technical compliance of provisionsrgpteeni
confiscation of proceeds of crime and instrumentalities in general as well as the regime of
provisional measures including restraint and charging orders both before and after proceedings
have commenced. The substantially vabased confiscation sism facilitates addressing the
benefits of criminal activity even in absence of the actual proceeds and/or their respective
substitute assets as the authorities can rely on any assets of the defendant, including those he has
alienated, to recover the beitgf criminal activity.

307. Examiners of the previous round found that while these provisions, including those related to
the investigation, restraint and confiscation of proceeds and benefits appeared to work well in
practice, the then limited number ofsea did not allow for drawing larger conclusions as to
their effective applicability. They pointed out that the effective use of the provisions in the
preceding years, in terms of actual confiscation of assets in domestic criminal cases (i.e. those
unrelaed to foreign requests for MLA) had largely been limited to recovering benefits in drug
trafficking matters. It was therefore recommended that the authorities increase efforts to use
their robust framework in a more effective way to address criminal ctivithe financial
industry in addition to drug trafficking and use the confiscation provisions in such matters. In
order to that, a more careful review of the activities of the financial sector was recommended so
as to develop investigations and casesth ar e mor e consi stent with
financial centre.

308. As with the number of Mielated investigations, prosecutions and convictions in the last four
years, the statistics on confiscation orders and related provisional measures déenamstr
increase in the same period, both in terms of the number of cases and the amounts restrained or
confiscated.Whereas drug trafficking remains to be the most common form of proceeds
generating crime prosecuted in the Bailiwick and therefore suclk aeasestill predominant in
these statistics as well, the restraints and confiscations are no longer confined exclusively to
drugs cases. The increasing representation ofdnog related criminality in the statistics
appears to confirm that there has alljupeen a change of emphasis in the approach of the
Guernsey authorities with a greater focus on confiscating the proceeds of other forms of crime,
and economic crime in particular. In this respect, reference was made to new policies and
procedures govemng the way in which all law enforcement (Police and GBA) cases are
reviewed to establish whether criminal confiscation or civil forfeiture is appropriate. In addition,
the evaluators were informed about plans to establish a dedicated asset recoverg team b
resourced by law enforcement officers, dedicated financial investigators and supported through
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a dedicated lawyer with a mandate to assist the recovery of the proceeds of crime that have been
identified within the Bailiwick, which is highly favourable.

309. While the evaluators note and appreciate the aforementioned changes, they need to point out
that everything that has so far been achieved in the Bailiwick can only be taken as the first steps
towards a more effective confiscation regime. The overall nuwiberstraint and confiscation
orders and particularly those made in relation to ML or other forms of economic crimes
involving the financial industry is still relativejow and the representation of the latter
category of offences can only be consideexdarkable if contrasted to their total absence at the
time of the previous assessment. Whereas the overall figure for assets subject to restraint from
2010 to 2013 in domestic cases was approxi mat el
handfuud cases involving outstanding restraints (v
to a singlenonML relatedcase) which are perfect examples for the functionality of the system
but still cannot demonstrate a convincing trend, particularly in lighthe unexplainable
decrease in the number of cases and amounts in (and from) the year 2013. The rate of recovery
following the making of confiscation orders is very high indeed, but the same cannot be said
about the ratio between the restrained and owatisl assets.

310. The effectiveness of the civil forfeiture legislation could not be assessed in the previous round
as there were no cases at that time. However, there has been an increasing use of the Civil
Forfeiture Law in the last four years, resultingime f or fei ture of more t hat
of low level criminal conducts of drug trafficking and burglary. Despite the relatively modest
amounts, the functionality of the civil forfeiture regime has successfully been demonstrated
although it has notet proved its effective applicability in targeting more significant amounts of
funds derived from the proceeds of serious organized or economic crime.

311. Turning to the development in case law, the occurrence of significant criminal cases involving
convictions for autonomous ML by finance sector professionals is an unquestionable
achievement and so is the acceptance and application of guidelines from UK case law by the
court as a result of which successful restraint and confiscation orders in remarkabt®sligms
be made in these cases. Certainly, it involved in most of the cases the application of production
orders, customer identification or account monitoring orders or atkasures to identify and
trace property subject to confiscation. While these casesppreciated by the evaluators as a
demonstration of the overall applicability of the legislative framework and thus an appropriate
response to the challenges identified by the previous assessment team in 2010, the evaluators of
the present round hawte pose the guestion whether and to what extent the current regime is
capable to respond to other challenges resulting from some aspects of the rather complex
company law of Guernsey and specifically the existence and increasing popularity of protected
cel companies (PCC) (for details see the excursus on cellular companies in the analysis under
R.33). The authorities explained that because the definition of realisable property in the
legislation means that property in third party hands may be restrairmhfigscated, it would
not be possible to put assets beyond reach by transferring them to a cell in a cellular company
although this has not yet been tested in practice.

2.3.2 Recommendations and comments

312. The confiscation and provisional measures regisneompliant with all technical aspects of
R.3. Nonetheless, the results that the system has so far produced are not able to demonstrate that
proceeds of serious economic or other crimes related to or committed by making use of the
possibilities offered byhe financial industry are adequately addressed. Taking into account the
volume of assets managed or channelled through the financial sector of the Bailiwick every year
and, specifically, the enormous sums involved in the relatively few ML cases sodacymed,
it is not difficult to find an imbalance which implies that the actual volume of the proceeds
laundered through the sector must be significantly higher than what has so far been identified
(although it should be recognised that in some casegficagn assets which are not covered by
domestic restraint and confiscation proceedings and so are not relevant for the purposes of R.3
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are nonetheless restrained and confiscated at the request of other jurisdictions under the mutual
legal assistance prog®). The lack of more prosecutions, restraints and confiscations is thus
likely to be found in the low performance of the authorities in applying measures to identify and
trace property subject to confiscation (even if these measures are, again, tgchomaihte

and widely applicable). The Guernsey authorities should therefore examine and analyse why the
said measures have not been able to yield more results in tracing and identifying illicit proceeds
being introduced into the financial industry of fBailiwick and what measures can be taken,
either by increasing and further training of the staiffpy enhancing international cooperation.
Given that the Guernsey authorities have assured the evaluators that assets held in a separate
cell of a PCC woulde susceptible to confiscation the examiners only make a recommendation
on this whole issue in respect to lack of enforceable guidance to clarify that the administrating
FSB has to identify and to take reasonable measures to verify the identities ohéfieidle

owners of the cells.

2.3.3 Compliance with Recommendation 3

Rating Summary of factors underlying rating

R.3 LC Effectiveness

IWhile the confiscation and provisional measures regime is techn
compliant with R.3 and it is used with regulgrih criminal procedures, i
still has not been applied with full effectiven@sdvL -related casegiven
the dimensions and characteristics of the financial induatrgl the
moderate number of cases involving procegelserating economic crime
(and othe matters beyond drug trafficking).

2.4 Freezing offunds used for terrorist financing (SR.III)
2.4.1 Description and analysis

Special Recommendation Il (ratetC in the IMF repor)
Summary o011 factors underlying the rating

313. The Bailiwick of Guernseyvas rated Largely Compliant f@pecialRecommendatiotil in
the last Detailed AssessmedRéport compiled by the IMF based on the following conclusions:
It was not explicit in the legal framework that a designated person is not to receive prior notice
of a freeze action; convictions under Section 5 of the Terrorism Order may be difficult because
of a lack of clarity regarding who might fall under the category of a person who commits or
attempts to commit or participates or facilitates the commission robriten; Jalthough
guidance to financial sector and other persons on the import of the lists and in what manner; on
their obligation to locate and screen for funds; and on an obligation not to make funds available
that is irrespective of the STR process wabkanced in the period just after thesite visit, it
was too soon to assess the effectiveness of the new measures.

Legal framework

314. With regard to the freezing of assets of desighated persons and entities pursuant to SR.III the
assessment team notedwatppreciation that new legislation was adopted in 2011 to give direct
effect in the Bailiwick law to designations made by the European Union under Regulations that
implement United Nations Security Council Resolutions (UNSCRs) 1267 and 1373.

315. The former rgime, being effective in the Bailiwick of Guernsey until 2011, consisted of two
Ordersin-Council made originally in the UK and then extended to the Channel Islands, namely
the AlQaida and Taliban (United Nations Measures) (Channel Islands) Order 20@h (wh
implemented UNSCR 1267) and the Terrorism (United Nations Measures) (Channel Islands)
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Order 2001 (for the implementation of UNSCR 1373). The legal basis for an asset freeze under
this regime was an administrative freezing of funds notice issued bittitimey General, to

persons believed to be holding the assets of a designated person in the case of the UNSCR 1267
measures and persons involved in or suspected of involvement in terrorism under the UNSCR
1373 measures. Such a notice established an affirenobligation on the holders to freeze the

funds immediately and not to make them available to designated persons (or to those who fall
under the sanctions regime of UNSC 1373).

316. The strength of this regime was criticised by the previous assessmeribtgahimposing a
general obligation to freeze in the absence of a specific freezing notice, as a result of which the
obligation to freeze could only come into play once actual funds had already been identified and
located in the Bailiwick and a specifadministrative order had been issued. The system in
Guernsey thus required an intermediate step of first locating specific funds and then issuing a
targeted freezing notice, in contrast to the system applied in the European Union (including the
UK) where he regulations by which UNSCR 1267 and 1373 were implemented generally
required all persons and institutions to freeze funds of designated persons and entities.

317. In line with this opinion, a new legal framework was introduced in 2011. As a result, UNSCR
1267 (and the successor resolutions 1988 and 1989) are now implemented by a sgainfaAl
(Restrictive Measures) and Afghanistan (Restrictive Measures) Ordinances of 2011 which give
effect to the targeted asset freezes foreseen by the EU Regulations (E25)028and (EU)
753/2011 respectively. UNSCR 1373 is now implemented by the Terrorist Asset Freezing Law
that gives direct effect to EU Regulation (EC) 2580/2001 as well as to autonomous designations
made by the United Kingdom. In the current regime, thmpetent authority is the States of
Guernsey Policy Council (and not the Attorney General) which is empowered to make its own
designations apart from those on the aforementioned lists of designated entities (no domestic
designation has yet been made). Apased to the previous regime, the new legal framework
gives immediate effect to targeted financial sanctions without the need for specific
administrative actions within the jurisdiction.

Freezing Assets under UNSCR 1267 and its Successor Resolutiomis1(EC |

318. As noted above, UNSCR 1267 and its successor resolutions are now implemented by the
Afghanistan Ordinances of 2011 and thé& @hida Ordinances of 2013 which were introduced
using the power to give effect to EU measures on a voluntary basis undEurtbgean
Communities (Implementation) Law. These Ordinances were preceded by a single set of
Ordinances enacted in 2011 to give direct effect to EU Regulation (EC) 881/2002, which
implemented the targeted financial sanctions imposed under UNSCR 126péttref both
AliQaida and the Taliban. Later that year, the Afghanistan Ordinances were introduced
following the enactment of EU Regulation (EU) 753/2011 to implement Tatilared

designations (as a result ofiQadaandth&Takbansog par at i

the introduction of UNSCRs 1988 and 1989 as successor Resolutions to UNSCR 1267) while
the original Ordinances remained in place only to implement designations relatirig taidd.
Because the latter Ordinances continued to refdroth Al Qaida and the Taliban, they were
repealed in 2013 and replaced with the curreiiQ@ida Ordinances which clearly refer ta Al
Qaida only.

319. The Afghanistan and the A)aida Ordinances are practically uniform in their scope, structure
and terminoloy. In each case, Section 1 of the respective Ordinance provides that the relevant
Regulations are given effect within Guernsey (or Alderney or Sark, as the case may be) as if that
island were, mutatis mutandis, a member state of the European Union. dppéictbility of
the Regulations is provided through practical modifications to facilitate its domestic
implementation by declaring that all references to a Member State are to be construed as
including Guernsey (or Alderney or Sark) and by naming thecy@iouncil as the relevant
competent authority in this context (Section 2). As a result, the requirement in the EU
Regulations to freeze all funds and economic resources belonging to, owned, held or controlled
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by listed parties under the respective Regutais immediately effective in the Bailiwick, as is
the prohibition on making funds or economic resources available, directly or indirectly, to or for
the benefit of a designated party.

320. In the context of the Ordinances, the scope of listed/designatéesghts includes all natural
and legal persons, groups and entities listed in Annex | to Regulation (EC) 881/2002
(implementing UNSCR 1267 and 1989) and Annex | to Regulation (EU) 753/2011
(implementing UNSCR 1988) on the basis of designations made N &ecurity Council or
the Sanctions Committee in relation to the respective UNSCRs. Both Regulations provide that
whenever the UNSC or the Sanctions Committee lists a natural or legal person or other entity,
the Council/Committee shall include that oe tfst in Annex I. In this respect, Sections 9(2) of
the Afghanistan Ordinances and Sections 10(2) of tii€Qa&ida Ordinances provide that any

reference to the Regulation which they i mpl eme
time to time amendedepealed and renacted (with or without modification) extended or
appliedodo meaning that whenever new parties are

freeze, these additions shall automatically (and, obviously, without prior notice to #tk list
parties involved) be effective under the Ordinances.

Freezing Assets under UNSCR 1373 (EC I11.2)

321. UNSCR 1373 is now implemented by the Terrorist Asset Freezing Law which contains
various asset freezing and related measures that apply to a designated pecording to
Section 1 of the Law, a person may be designated in one of three ways including designations
by

1 the Policy Council (autonomous domestic designation) on an interim or final basis under
Sections 24

f  HM Treasury (autonomous UK designatiomn an interim or final basis under the
corresponding UK legislation (Terrorist Asset Freezing etc. Act 2010)

1 or by the EU under Atrticle 2.3 of Council Regulation (EC) No 2580/2001 as it may be amended
from time to time. The powers of designation of alleth bodies apply to the categories of
persons identified in UNSCR 1373.

322. Part | of the Terrorist Asset Freezing Law is the legal framework that gives authorisation to
and regulates the procedure for making domestic designations in the Bailiwick, in
correspodence with the respective powers of the UK HM Treasury under the Terrorist Asset
Freezing etc. Act. Pursuant to Section 2 of the Terrorist Asset Freezing Law, the Policy Council
may make an interim designation (for maximum 30 days) in respect of a pehson it
reasonably suspects to be or to have been involved in terrorist activity, to be owned or
controlled directly or indirectly by such a person, or to be acting on behalf of or at the direction
of such a person. The Policy Council must also considar ithis necessary for purposes
connected with protecting members of the public from terrorism that financial restrictions
should be applied in relation to the person. Subsequent to that, a final designation may also be
made under Section 4 applying thengacriteria, save that the Policy Council must have a belief
(rather than a reasonable suspicion) that a person falls within one of the required categories.
(Final designations are valid for maximum 12 months but are renewable.) Involvement in acts
of terrorism for the purposes of both interim and final designations is defined at section 4 as the
commission, preparation or instigation of acts of terrorism, conduct that facilitates or is intended
to facilitate the commission, preparation or instigation chsacts, and the provision of support
or assistance to persons who are known or believed by the person giving the support or
assistance to be involved in such conduct.

323. To date the Policy Council has not exercised its powers of designation but it hatupgeda
place to do this should the need arise. These procedures require the Policy Council to consult
the UK and domestic authorities before making a designation save in urgent or otherwise
exceptional cases.
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324. Sections 9 to 13 of the Terrorist Asset lziag Law impose an asset freeze and prohibitions
on making funds, financial services or economic resources available to, or for the benefit of a
designated person. These measures are immediately effective as soon as the Policy Council or
HM Treasury makes designation or the EU amends the list maintained under Article 2.3 of
Council Regulation (EC) No 2580/2001. Immediateness means that, theoretically, there should
be no delay in the process, and although under Section 6 the Policy Council has anmldigatio
notify a person that he has been designated, this only arises once a designation has already been
made and therefore no prior notice is given.

Freezing actions taken by other countries (c.l11.3)

325. The authorities expressed that the Policy Council mayiisspowers of designation under
Sections 2 and 4 of the Terrorist Asset Freezing Law to consider and give effect to actions
initiated under the freezing mechanisms of other jurisdictions. This fact would also be
publicised on the appropriate sanctionggpan the States of Guernsey website and the freezing
powers provided under the Terrorist Asset Freezing Law would likewise be applicable to the
person so designated.

326. In such a case, all that is necessary is that the Policy Council reasonably suspelitves
(as the case may be) that the targeted person meets the criteria at Sections 2 or 4 mentioned
above. The procedures for making designations, including the previous consultation with the
UK authorities would mutatis mutandis apply but, as it waphasised by the Guernsey
authorities, there are no additional processes or procedures to be followed where a designation
is made at the request of another jurisdiction and therefore it is possible to make a prompt
determination of whether the relevant erih are met. Notwithstanding that, the Guernsey
authorities have not yet received, either directly or through the official UK channels, a foreign
request of that kind.

Extension of c.111.3 to funds or assets controlled by designated persons (c.111.4)

327. The scope of the asset freezing regime under the various enactments is defined in broadly
similar terms. In the Regulation (EC) No 881/2002 (Art. 2[1]) as implemented by itigaidla
Ordinances, it applies to funds (financial assets and benefits of every aiddgconomic
resources fAbelonging to, owned or held by desi
(EU) 753/2011 (Art. 3[1]) as implemented by the Afghanistan Ordinances, with an additional
reference to assets controlled by designated partiesi{whimissing from the former). The
asset freeze in the Terrorist Asset Freezing Law likewise applies to funds or economic resources
owned, held or controlled by a designated person (Section 9[1]).

328. This wording remained silent on the issue of jointly owrmedcontrolled assets. It was
however explained by the Guernsey authorities that the legislation is interpreted in a
conservative manner and in the absence of any wording to exclude jointly owned or controlled
assets the authorities regard them as impligitcluded in the sanctions regime. Whereas this
issue has not yet arisen in the context of UNSCRs 1267 or 1373, the assessors made reference,
both in this round of evaluation and the previous one to jurisprudence developed in respect of
similarly-wordedEU Regulations implementing other targeted financial sanctions regimes (e.g.
in the case of Iran and Libya) the scope of which was clearly interpreted to include jointly
owned or controlled assets. In those cases, the Policy Council made it clear toetpeeties
that dealings with jointly owned or controlled assets is not permiffBais approach is
underlined by information on the States of Guernsey wébsitdich states that asset freezes
apply to jointly owned or controlled assets.) The Guernselyogities also made convincing
reference to the approach taken in different but similar contextheyourts, which have
frequently granted restraint orders pursuant to the POCL and the DTL against property jointly

" http://www.gov.gg/sanctions
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owned by a defendant and a third paggardless that these Laws are also silent on the issue of
jointly owned or controlled property.

3209. The definition of Afundso in Articles 1 of eac
the Al Qaida and the Afghanistan Ordinances as well as ind®e80 of the Terrorist Asset
Freezing Law equally includes fdinterest, di vi de
generated by assetso. The guidance provided on

that asset freezes include a freezénberest and other derived assets.
Communication to the financial sector (c.l11.5)

330. At the time of the previous assessment, when specific notices were to be issued to those who
held funds related to designated entities, the communication to the finamtial was limited
to ensuring that the Attorney General provided the holding institution or person the notice
immediately upon its issuance. The current regime is, however, based on the concept of general
notices to all institutions or persons to freeze &myds related to designated entities and
therefore notification of any changes to designations or other changes in respect of all sanctions
measures applicable in the Bailiwick, including those under UNSCRs 1267 and 1373 is
immediately provided by the FI8irectly to all ML reporting officers, at the request of the
Policy Council, by use of the online interface THEMIS and also by posting the notification on
the GFSC website. This practice was demonstrated to the assessment team through a number of
examples

331. If the Policy Council made any designations under the Terrorist Asset Freezing Law, it would
also be communicated in the same way. Generally, when new measures are introduced they are
posted on the States of Guernsey and GFSC websites and the Policyl @iso issues a media
release.

332. In addition, the aforementioned websites of the States of Guernsey and of the GFSC provide
links to the current lists under UNSCR 1267 and its successor resolutions, as well as to the
consolidated list of asset freezegirs maintained by the United Kingdom HM Treasury which
is kept up to date and which includes all persons designated under UNSCR 1267 or under the
legislation implementing UNSCR 1373. The Guernsey authorities added that they had also
publicised and encougad financial and other businesses (e.g. in the GFSC Handbooks) to
subscribe to a free financial sanctions update service offered by HM Treasury, which sends out
prompt information about changes to listings and other relevant information in respect of all
economic sanctions.

Guidance to financial institutions and other persons or entities (c. I11.6)

333. General guidance on the effect of targeted financial sanctions and the obligations they give
rise to is available on the States of Guernsey website and imftlhementioned GFSC
Handbooks. Detailed high level information can also be found under the Sanctions section of
the GFSC websitehttp://www.gfsc.gg/FCA/Pages/Sanctions.gsps was already the caae
the time of the previous assessment. As it was stated by the Guernsey authorities that the
Attorney General has also issued general guidance on the sanctions to the Guernsey Bar which
includes information on asset freezes. Apart from that, the ololigtdiscreen for the names of
designated parties, to freeze assets and to refrain from making funds or economic resources
available to designated persons is reiterated in every sanctions notice sent outltméelye
Laundering Reporting Office®ILRO) via THEMIS.

334. In addition, the evaluators learnt that the availability/provision of materials mentioned above
is supplemented by information on asset freezes provided in presentations given to industry by
members of the Sanctions Committee.

De-listing requestsind unfreezing funds of disted persons (c.l11.7)

335. In respect of designations made by other designating authorities (meaning the UN Security
Council, the European Union, the UK or other third countries) these designations cannot be
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amended or revoked ke Policy Council but contact points are provided on the States of

Guernsey website for anyone who wishes directly to challenge or seek a review of a designation

by the UN Sanctions committee, the EU or HM Treasury. Those who wish governmental
assistancéo do so are invited, on the same website, to contact the Policy Council which would

in such cases consult the UKOG6s Foreign and Com
(in line with the longstanding constitutional convention that the UK governmett for the

Bailiwick in international affairs).

336. There have so far been no requests to the Policy Council dgstitdg. There is nonetheless a
practical procedure in place which has not much changed since the previous round of
evaluation. It is not nessary for the person concerned to go through any legal process or to
provide information in any particular form as it is sufficient to contact the Policy Council and to
provide such information as the person considers relevant toistinig request, tgether with
such other information as the Policy Council may request. Requests are thus likely to be dealt
with swiftly and once the matter is referred t
own procedures for désting will be relied upon.

337. As regards domestic designations that might be made by the Policy Council under the
Terrorist Asset Freezing Law, these may be varied or revoked at any time by the Policy Council
(Section 7). The States of Guernsey webgitgp{//www.gov.gg/sanctionsadvises that anyone
wishing to apply for a designation to be revoked or varied should contact the Policy Council and
will be informed in writing on the decision made. Since the Policy Council has not yet made
any designabns it neither has received any applications for variation elistieg, but
procedures are there in place should the need arise. As with the procedures for making
designations, the variation or revocation procedures involve consulting the UK and domesti
authorities save in urgent or otherwise exceptional cases. The Guernsey authorities expressed
that these procedures are likely to lead to timely considerations of applications as there are
neither procedural nor formal obstacles (that is, no judiciattogr formal process is necessary,
and there is no requirement for information supporting an application for variation or revocation
to be in a particular form).

338. The assets of any disted person are to be unfrozen with immediate effect once thstide
has taken place, without the need for any further action. Information on sanctions that is sent out
through THEMIS includes updates aboutlidéngs as well.

Unfreezing procedures of funds of persons inadvertently affected by freezing mechanis8&)s (c.llI

339. Similarly to the case of handling disting requests, the Policy Council has procedures in
place to unfreeze funds related to persons or entities inappropriately or inadvertently affected by
the freezing mechanism. The procedure is published on #HiesStf Guernsey website (see
above).

340. Upon receipt of the necessary verification that an affected person or entity is not a designated
person, the Policy Council would inform any financial institution or other organisation within
the jurisdiction that haftozen the relevant assets of that fact, and would confirm that the assets
should be unfrozen with immediate effect (as discussed above under EC 111.7).

Access to frozen funds for expenses and other purposes [(é&ddl@onal element 111.1p

341. The PolicyCouncil may issue a licence authorising access to funds as required by UNSCR
1452 by virtue of the respective provisions of the EU Regulations implemented and modified by
the Ali Qaida Ordinances and the Afghanistan Ordinances. In this context, refemmdbe c
made to Article 2a (1) of Regulation (EC) 881/2002 and Article 5 of Regulation (EU) 753/2011
according to which the freezing mechanism shall not apply to funds or economic resources
where the competent authority (here: the Policy Council) has detdlmipon a request made
by an interested natural or legal person, that these funds or resources are
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fTnecessary to cover basic expenses, including payments for foodstuffs, rent or mortgage,
medicines and medical treatment, taxes, insurance premiums, diedupility charges

fintended exclusively for payment of reasonable professional fees and reimbursement of
incurred expenses associated with the provision of legal services;

Tor intended exclusively for payment of fees or service charges for the routirnaghold
maintenance of frozen funds or economic resources.

342. The Policy Council is also empowered to authorise access to assets frozen pursuant to the
Terrorist Asset Freezing Law. Section 15 provides that the prohibitions that stem from the
freezing mechanim do not apply to anything done under the authority of a licence granted by
the Policy Council in respect of a designated person. Such a licence granted under this section
may be general or granted to a category of persons or to a particular persomeutifsttise
acts authorised by it and may at any time be varied or revoked.

343. A specific guidancelocument oricence applications under these and other sanctions regimes
is available on the States of Guernsey website
(www.gov.gg/CHttpHandler.ashx?id=90496&p=0rhis guidance indicates that licences are
generally at the discretion of the Policy Council the power of which to issue a licence under the
Terrorist Asset Freezing Law is unlimited (agpoped to cases where an Ordinance gives effect
to an EU Regulation, and the Policy Council is unable to issue a licence beyond the prescribed
licensing grounds in the Regulations). Nonetheless, the guidance declares that the Policy
Council will only provice access to the frozen funds, including those frozen pursuant to UNSCR
1373 if it is necessary for one or other of certain specified reasons listed in the document, which
are practically identical to the licensing grounds in the EU Regulations (and inRINEE2) as
outlined above.

Review of freezing decisions (c.11.10)

344. Similarly to the time of the previous assessment, the law in the Bailiwick has procedures in
place for persons whose assets have been frozen as a sanction pursuant to a UNSCR to
challengete measure, by bringing an action for breach of contract or negligence as appropriate
against the party responsible in the Bailiwick courts.

345. Decisions of the Policy Council (i) to make or vary an interim or final designation of a person
(ii) to renew a final designation of a person, or (iii) not to vary or revoke an interim or final
designation of a person under the Terrorist Asset Freezing Law are subject to court review by
virtue of Section 24. Any person aggrieved by such a decision has a right dftapgbeaRoyal
Court of Guernsey on specific grounds listed in Section 24(1) including cases if the decision
was fAultra vireso or ot herwise erroneous, un
proportionality, etc. The same Section provides for a léetaet of procedural rules. As a result
of the appeal, the Court may either set the decision of the Policy Council aside (with an option
to remit the matter to the Policy Council with such directions as the Court thinks fit) or confirm
the decision, in wble or in part (Section [5]).

346. A right of appeal to the Royal Court is provided against a decision not to grant access to
frozen funds under Sections 3 of both th&é@4dida and the Afghanistan Ordinances practically
in line with the aforementioned Secti@d of the Terrorist Asset Freezing Law.

347. 1l n addition, there is an fiexternal o right of
against designations made by the EU or the UK respectively. Whoever wishes to challenge an
asset freeze based onlesignation made by the EU can do so at the European Court of Justice
which, as it was pointed out by the Guernsey authorities, applies even if the EU designation was
made to give effect to a UN designation as it was recently demonstrated by the Kaéi case.
person wishing to challenge an asset freeze based on a designation made by the HM Treasury
under the Terrorist Asset Freezing etc. Act, 2010 has a right of appeal under Section 26 of that
Act (which provides similarly to Section 24 of the Terrorist Adseezing Law as referred to
above).
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Freezing, seizing and confiscation in other circumstances (applying-248.and 3.6 in R.3,
c.l1.11)

348. As it was discussed already in thdF report the Bailiwick law provides for the freezing,
seizure and confiscatioof terroristrelated funds also in the general context of criminal law. As
mentioned under R.1 and SR.Il above, the FT and any other related offences in the TL, the
Terrorist Asset Freezing Law as well as thg @dida and the Afghanistan Ordinances are
indictable offences and therefore predicates for the purposes of freezing, seizure and
confiscation under both the POCL (as regards proceeds) and the Police Property and Forfeiture
Law (as regards instrumentalities). Terrorist related funds are also spécifiovered by
powers of freezing, seizure and forfeiture under the Terrorism Law and also constitute unlawful
conduct for the purposes of the Civil Forfeiture Law. That is, the provisions that apply generally
to (indictable) criminal offences in the Haiick apply equally to all terrorisanelated criminal
offences as outlined above.

Protection of rights of third parties (c.I11.12)

349. As noted above, the rights of appeal under the Terrorist Asset Freezing Law as well &s the Al
Qaida and the AfghanistanOnda nces may be invoked by any #dAaggr
a designated person. Third parties may thus have full access to court review if they believe their
rights have been infringed.

350. In a broader context, if the freezing of terrorist property isralgted to a UNSCR but takes
place in the course of an investigation of any terrofiskated offences under the provisions of
the TL and its Schedules (in which case EC Ill.12 is to be examined as it applies to EC
lll.11and thus to R.3) the rights of berfide third parties are protected by the following
provisions:

1 any person affected by a restraint order may apply for the order to be discharged (Schedule 2
paragraph 4[4]) and any person who claims that cash belonging to him has been detained under
Sectbn 19 may apply to the court for all or part of it to be released to him (Schedule 3
paragraph 9)

1 compensation may also be awarded to any person (including bona fide third persons) who
had an interest in the property affected by a restraint/forfeiture oradmse the defendant has

been acquitted (Schedule 2 paragraph 7) to owners of seized cash if no forfeiture order was
made (Schedule 3 paragraph 10) also to those who has suffered loss in connection with the
freezing order or its ancillary provisions (®clule 4 paragraph 9).

Enforcing obligations under SR.III (c.I11.13)
Monitoring compliance

351. Measures to monitor compliance with the legislation, rules and regulations relevant to the UN
sanctions regime has been improved since the previous round of as#esthe GFSC
continues to oversee compliance with the legal framework in the exercise of its supervisory
responsibilities but the scope and objectives of this exercise have been changed along with the
changes to the underlying implementing legislation.

352. As described by representatives of the GFSC in detall, thait@risit methodology includes
issuing a previsit questionnaire with questions about the policies, procedures and controls
which the business has in place to mitigate the risk of takingf a customer who is or is
controlled by a designated person as well as to ensure the timely identification of those
established business relationships in which such parties or individuals are subsequently
designated. There are also questions about thensystmployed during due diligence reviews
of new clients. Steps are taken by the teams during Hs@enisit to test the controls which the
business has identified in the questionnaire. This includes making enquiries with respect to the
use of automated y st e ms , the frequency of possible matc
are managed and the approach taken to assess those possible matches.
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353. The supervision teams also require that a test be undertaken of automated systems and manual
controls whenhey are orsite in order to verify that they are fit for purpose. They look for
confirmation that the business has reviewed notices disseminated from the GFSC and other
authorities and that their controls are effective in the identification of listecdepaBusinesses
are provided with a selection of names of individuals who have been identified as designated
persons on a sanctions list as at the time of the visit. They are then required to put the names in
to their system and to provide the-site teamwith a report of the outcome. This allows the
teams to verify that both the calibration and scope of sources monitored by the automated
system are appropriate and effective.

354. In addition, oversight of compliance is supported by a reporting obligatioreifTéhrorist
Asset Freezing Law as well as thei @aida and the Afghanistan Ordinances. This requires
financial services businesses to inform the Policy Council as soon as practicable if they know or
have reasonable cause to suspect, that a person igaatdediperson or has breached any of the
prohibitions in the legislation, together with the information or other matter on which the
knowledge or reasonable cause for suspicion is based. There is also an obligation to state the
nature and amount or quamgtibf any funds or economic resources held by them for the
customer at the time when they first had the necessary knowledge or suspicion.

Sanctions

355. Failure to comply with the requirements of thé @hida and the Afghanistan Ordinances (and
eventually with hat of the respective EU Regulations) is a criminal offence under Sections 1(2)
of each of the Ordinances. The offence can be committed by anyone who infringes, or causes or
permits any infringement of, any prohibition in, or requirement of, the respeEiive
Regulation. Similarly, Sections 9 to 13 of the Terrorist Asset Freezing Law provide for a range
of criminal offences of the same kind, criminalising the contravention of prohibitions related to:

1 dealing with funds owned etc. by a designated entitgt{&@e9)

1 making funds or financial services available to or for benefit of designated persons (Section
10-11)

1 making economic resources available to or for benefit of designated persons (Section 12
13).

356. All these offences carry prison sentences and fiviésh vary according to the severity of the
offence. In addition, failure to comply with a freezing order issued under Section 20 TL is also a
criminal offence, punishable with a maximum of 2 years imprisonment and an unlimited fine
(paragraph 7[2] of Scliele 4 to TL). Furthermore, the Guernsey authoritiesfirmed that
failure to comply with freezing orders could also be prosecuted, depending on the characteristics
of the case, as a FT offence or an ancillary offence and so attract the penalties gor thos
offences.

357. Apart from criminal sanctions, the regulatory powers of the supervisory authorities (GFSC and
AGCC) may also be used to impose sanctions for failing to comply with these measures.
Similarly to the time of the previous assessment, the rangbest tsanctions includes the
refusal to grant a licence, the revocation or suspension of a licence, and the imposition of
financial penalties.

Additional elemerit Implementation of measures in Best Practices Paper for SR.I1I (c.111.14)

358. The legislative frenework and procedures in place in Guernsey, as outlined above, reflect a
number of practices set out in the Best Practices Paper. This feature was already recognised in
the previous assessment report where the evaluation team gave a detailed account of all
characteristics of the system then in place which met one or more of the Best Practices.

359. These features of the system have since remained largely the same. The Guernsey authorities
made reference to a number of characteristics reflecting Best Praciiteassthe existence of
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designated accountable and competent authorities with responsibility for the freezing of funds,
and an effective framework for communication and cooperation among the various
governmental departments and agencies (as in Best r&jtithat the authorities regularly
enter into mutual exchange of information about frozen funds with other jurisdictions (Best
Practice 6) that information about designated persons is swiftly and effectively communicated
to the private sector via THEMISnd that information on the obligations of financial
institutions in freezing terrorigelated funds is readily available on the States of Guernsey and
the GFSC website (Best Practice 7). The reporting regime and regulatory framework ensures
compliance, cotrols and reporting in the private sector by use of measures referred to under
Best Practice 8. Finally, the Bailiwick has designated law enforcement, intelligence and security
authorities closely cooperating and coordinating among themselves and wtlivite sector

(Best Practice 9).

Implementation of procedures to access frozen funds (c.111.15)
360.See under c.lIl.9 above.
Effectiveness and efficiency

361. To date, no terrorist assets have been frozen in the Bailiwick in respect of any persons under
the legigation implementing UNSCR 1267 and UNSCR 1373. The lack of cases, however,
appears to be consistent with the opinion of the local authorities that the risk of TF has always
been and remained remarkably low in the Bailiwick which can also be demonstratied by
absence of any MLA requests and the low numbers of STRs in relation to terrorist financing in
the last four years (none of the few TF STRs has resulted in a case being opened or a
notification being sent to law enforcement agencies).

362. Notwithstandinghe lack of practice, the effective implementation of the legal framework can
be assessed by reference to its application in other circumstances. With regard to the legislation
implementing UNSCRs 1267 and 1373, the measures outlined above can be shavenkteen
successful in their application to other targeted financial sanctions regimes, for example in the
case of Iran and Libya (both covered by similasigrded EU Regulations). Therefore it is
likely that if assets targeted under UNSCRs 1267 and ®&78 located within the Bailiwick,
the measures that are in place to address this would be applicable with the same effectiveness,
also making use of practical experience gained from the implementation of similar sanctioning
regimes.

363. Apart from the develpment in legislation, a number of measures have been taken to facilitate
the effective implementation of the new legal framework including the establishment of a
dedicated Sanctions Committee in 2010 to coordinate and ensure effective compliance with the
UNSCRs and other sanctions measures. The committee is made up of representatives from the

Policy Council, the Attorney General és Chambe

implementation of sanctions measures at a legislative, strategic and operatiehdlH&sshas
resulted in measures both to improve the systems in place for giving effect to and enforcing
international sanctions within the jurisdiction, and to improve access to information from
external sources that may assist domestic implementatibaseT measures apply to the
implementation of UNSCRs 1267 and 1373 in the same way as to all other international
sanctions.

364. Within the jurisdiction, the process for introducing amendments to legislation has been
reviewed and streamlined so that any chamgesbe implemented faster, while the process for
providing guidance on the implementation of sanctions and the communication of changes in
the legislation or the listings has also been improved (reference can be made to THEMIS that is
used to send inforntian directly to MLROs or to the dedicated sanctions section on the States
of Guernsey website to provide comprehensive information on the different regimes in place).
Adequate guidance and monitoring mechanisms are likewise provided for. Compliance is
overseen by the supervisory authorities (GFSC and AGCC) including tigeassessment of
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the policies, procedures and controls that businesses have in place to meet the requirements of
targeted financial sanctions.

365. The assessment team was advised thaadtiee steps the Sanctions Committee have taken to
promote an increased understanding of the sanctions framework have had a marked effect. That
is, the number of sanctiomslated queries from businesses which the authorities receive has
increased since ¢hcreation of the Sanctions Committee and, as it was added by representatives
of the GFSC, their osite inspections show that businesses have heightened levels of
awareness, better procedures and a greater emphasis on providing training for stafmtoelat
sanctions. Indeed, the evaluators also experienced, in their meetings held duringsitee on
visit, a high degree of awareness of the issue among the various entities subject to the
AML/CFT regime which has clearly increased the likelihood of lesses detecting the
involvement of parties designated in respect of UNSCRs 1267 and 1373.

366. The authorities of the Bailiwick have established contacts to obtain information from external
sources to facilitate implementation of targeted financial sanctieference was made, first of
all, to the effective working relationship the Policy Council has developed with HM Treasury,
the UKOGsSs competent authority for asset freezir
given indirect access to intelligenbesed material and other sources of information for the
purposes of verifying information provided in support of applications for licences and
authorisations which would not otherwise be available to it. The Sanctions Committee has also
| i ai sed wi RoteigntahdeConuériwgalth Office in order to facilitate effective
implementation in cases where cooperation between the two jurisdictions is required, for
example in the context of disting requests.

367. Links have also been established, in cooperation th@&hJnited Kingdom, with the European
Commission, with the aim of raising awareness within the EU of the implementation of EU
Regulations by the Bailiwick to promote informatisharing with other competent authorities
as appropriate. In addition, praeticontacts have also been made with authorities outside the
EU such as the USA6s Office of Foreign Asset C
of Guernsey sanctions website now provides information, for awareness raising purposes, on
OFAC regulaibns (which however have not been given a direct effect in the Bailiwick).

368. As noted above, appropriate communication of lists and any relevant changes is provided for
under the current legislation and practices and the assessment team appreciates the
compehensiveness of the current regime by which designations are communicated to the
industry. Nawithstanding thatthe evaluators can see sone®m for improvement regarding,
first, the apparentegal uncertainty concerning measures to be taken within tne gap
between the designation of a person or entity by the UN and the making of the respective EU
designation and, secondlg,terms of timeliness.

369. As far as designati ons maeidaland TdlidareCotdmiitte&e c ur i t
are concerned,he Guernsey authorities (the Policy Council) receive direct notice of any
changes via information feeds from the UN website. The respective updates to the EU lists are
communicated to the Bailiwick via the Channel Islands Brussels Office (CIBO) (whicid@sov
advance notice) and the UK British and Commonwealth Office. The CIBO was established as a
joint Guernsey and Jersey initiative in April 2011 to promote the interests of the Channel
Islands in Europe, to represent their Governments and public awhdatihe EU institutions
and to advise them on EU policy issues. CIBO provides the Guernsey authorities with advance
notice of forthcoming Decisions and Regulations, including Implementing Regulations dealing
with changes to designations (both autonomdil$ designations and designations that
implement UN designations).

370. The current regime of administrative freezing would only cover assets that belong to persons
or entities that have already been designated by an EU Implementing Regulation but cannot be
appied before such a designation is made. This leads to an unavoidable delay usually of
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approximately 7 to 10 days. Because of this, as soon as the Guernsey authorities are notified of
any update to the original UN lists, an immediate online notice wouigsbed to all MLROs
alerting them to the UNO6s changes, advising
designations are expected imminently and warning them that if they release any relevant funds

in the meantime that will be regarded by the authoraigshe commission of a TF offence.
(Examples of this form of notice were provided to the evaluators.)

371. That is, for the time period between the UN and the EU designation, an administrative
freezing order made by the Policy Council under section 20 df¢herism Law or the rules of
criminal procedural law could only be used to freeze or seize the assets of the designated person
or entity. An administrative freezing order could be made in the event that the designated person
(who must be a resident of auntry or territory outside of the Bailiwick) had threatened or was
likely to threaten the economy of the Bailiwick, the life or property of UK nationals or the life
or property of residents of the Bailiwick. This power could therefore be used if, fopkxahe
designated person or entity in question was connected to kidnapping or hostage taking or other
forms of terrorist activity such as cybattacks in a way that meet these criteria. The rules of
criminal procedue cannot beapplied without initiatigp a formal criminalinvestigation, either
into the relevant assets themselves on an in rem basis under the Civil Forfeiture Law or the
Terrorism Law, or into the commission afcriminal offence subject to the jurisdictiontbke
Bailiwick. Certainly, if an FSB or any other obliged entity releases funds which they know
belongs to a designated person or entity, this act can be considered as a potential TF offence and
the funds can be frozen on this basis. It is a question, however, whether the same ikegal bas
could apply, in the same time period, to freeze or seize deposited funds without any attempt to
release them (considering thieie mere appearance of a name on any terrorist list does not
necessarily constitute a domestic criminal offenédoreover one a criminal procedure is
initiated, the freezing action would then dependt@outcome of the proceedings (which is not
the case with the administrative freezing) and the evaluators cannot see how a criminal seizure
or freezing could be converted to administrative one once the EU designation has also been
made. Nonetheless, there is no jurisprudence in this field: there have been no such procedures
initiated so the applicability of criminal procedure for such cases is yet to be tested before the
Court

372. During the onsite visit, the assessment team was advised of a number of instances where
representatives of the financial industry which were branches of companies overseas had been
notified of the latest updates to these lists through their respediaengnication channels
within the group of companies before receiving any official notification from the Policy Council
via THEMIS or otherwise. In such cases, the delay was not reported to be significant but in
urgent cases even hours count and the Baliwegime does not seem to be fully adapted to
immediate actionsThe Bailiwick authorities advise that they aim to issue the online notices to
the MLROs without any delay after they have been notified of any update to the UN or EU lists
(from the UN webde or via the CIBO, respectively). Nevertheless, the evaluators found more
than one instances where it appears to have taken one or more working days for the authorities
to issue the online notice. For example, UNSCR 1267 was updated“oBep8mber 2014
which was communicated in an online sanctions notice to all MLROs on 24 September (1 day
later). Again, the respective amendment to the EU list (by virtue of Reg. 1058/2014) was
published on the EurLex website on"08ctober and only notified to MLROs bgnline
sanctions notice on T@ctober (2 working days later).

2.4.2 Recommendations and comments
Special Recommendation Il

373. The size and structure of the financial sector in the Bailiwick might unavoidably attract funds
of various sources includirthose that belong to designated persons or entities and thus there is
a potential vulnerability to the terrorist financing threat despite the lack of concrete cases.
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374. The immediateness of the freezing actionsthiereforea key factorand the Guernsey
auttorities should strengthen their efforts to minimize delays in communicating UN and/or EU
designations to the financial sector and other obliged entities so as to ensormélikaiteness
of the freezing actions

375. While the evaluators appreciate that the Gaey authorities seek for solutions to reach
terroristrelated funds even before the designation is made by the.&Un(the interim period
between the UN and the EU designation) they harbour concerns whether the rules of criminal
procedure could be sound legal basis for this purpose particularly as the conversion from
criminal to administrative freezing is concerned. Uncertainty should ideally be eliminated by
adopting legislation either to extend the scope of administrative freezing to assetingeiong
persons or entities that had already been designated by the UN Security Council but their
respective EU designation has not yet taken place (e.g. by means of an interim domestic
designation) or to expressly provide for the applicability of crimpralisional measures for
the same time period

2.4.3 Compliance with Special Recommendatitin

Rating Summary of factors underlying rating
SR LC 1 Concerns about the practical applicability of criminal procedural rul
seizelfreeze assets in theteiim period between an UN and a B
designation

9 Further efforts are required to ensure the immediate communicati
UN/EU designations to the obliged entities and thus the effectiverig
the freezing actions

Authorities
2.5The Financial Intelligence Unit and its functions (R.26)
2.5.1 Description and analysis

Recommendation 26 (rateldC in the IMF repor)

Summary of 2Qifactors underlying the rating

376. In the 201 Det ai | ed Assessment Report R. 26 was
deficiencies were ated as limited effectiveness of the overall reporting system in terms of
domestic law enforcement results in respect of money launderingaandf effectiveness due
to a limited direct access to financial information.

Legal framework
9 Disclosure Law (DI, 2007;
Terrorism and Crime Law (TL);
FIS Handbook;
Disclosure (Bailiwick of Guernsey) Regulations, 2007,
Terrorism and Crime (Bailiwick of Guernsey) Regulations, 2007;
FSB Handbook;
PB Handbook;

377. The functions of the Financial Intelligence Unit are en&disn theBailiwick of Guernsey to
the Financial Intelligence Service (FIS) which is a division within the Financial Investigation

=A =4 =4 =4 4 =4
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Unit of the Guernsey Border Agency (GBA). Fitie sake of clarityin the analysisof this
Recommendati on, is hsed aa definechby the FAFA Nlethodology and the
Guernsey Border Agency Financial Investigation Unit (which is a law enforcement agency in
Guernseybut not the FIU asinderstood irthe FATF Recommendatigns abbreviated as GBA

FI Unit.

378. Although reports of suspicion are referréd as STRs for the purposes of consistewith the
language of the FATF Recommendations, the practice of the FIS is to refer to SARs, i.e.
Suspicious Activity Reports, to ensure that reports are made in situations where alo actu
transaction is involved. References to STRs in this document should therefore be read with this
in mind.

379. The major legal change since thdF evaluation relating to the FIS activities has been the
introduction to the DL (since #8of May 2014) and thélL (since 30" of July 2014) of
amendments introducing the notion of Aany ot h
prescribe the form and manner of provision of additional information. The necessary
amendments authorizing the FIS to request additiaf@mation from third parties if there was
an initial disclosure, were introduced into the Disclosure Regulations and Terrorism and Crime
Regulations (Terrorism Regulations) and came into forcé"af August 2014.

380. Since the last evaluation the Fl&shintroduced a computer facility known as THEMIS. As a
result themanner in which an STR must be submitted to the FIS has been changed, and the
Regulations now require reports using the prescribed form to be submitted through an online
reporting facility(i.e. via THEMIS) unless consent to submit the form by alternative means has
been given by an authorised officer. In practice virtually all STRs are now submitted via
THEMIS.

Establishment of an FIU as national centre (c.26.1)

381. The Guernsey FIU is the Rincial Intelligence Service (FIS). The FIS was established in 2001
as a joint service, headed by Police and Customs officers on a rotational basis. After several
changes to the structure of law enforcement and names of units, the FIS sits now within the
Financial Investigation Unit in the Guernsey Border Agency (GBA FI Unit) and is formed by
police andcustomsofficers.

382. The FIS competences for receiving ML related STRs from the obliged entities are set out in
Sections 1 (financial services business) afdoB-financial services business) of tbésclosure
Law (DL), which provides the obligation to report téian o mi n a t eodto afifpfriecsecrrd b e d
pol i ce.Toeddfinitioreofadi pr es cr i b e d isptipllated ia Seatiorf 1i7 of ®t 0
as a memér of the Financial Intelligence Service.

383. The role of the FIS is mentioned in the DL in Section 17 which introduced a definition as
foll ows: AAFIi nanci al Intelligence Servicedo meas
Unit, comprising those policefficers and other persons assigned to the division for the purpose
of the receipt, analysis and dissemination within the Bailiwick, and elsewhere, of disclosures
under Part 1, which are more commonly known or referred to as suspicious transaction reports
or suspiciousacti vity reportso. The composition of t
provided in any document but is left to the discretion of GBA.

384. An identical definition is included in the TL in Section 79. Similar obligations are set for TF
relaed STRs in the TL under Sections 15 (financial services business), 1Zinaocial
services business) and Section 79 (the definitionsffoaF i nanci al | ntardl | i gence
Aprescribed)police officero

385. The FIS itself was not established by lawregulation but its status is explicitly recognised
and enshrined in legislatioit.is mentioned in the DL and the TL as a division of the FI Unit
and in the Disclosure Regulations and the Terrorism Law Regulatdingf these pieces of
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legislation maket clear that STRs should be made to the FIS and that the FIS is responsible for
receiving, analyisg and disseminating STRs.

386. Thus the FIS is the competent authority for receiving reports of suspicion, analysing these
reports and disseminating the resutif that analysis. The analysis is carried out at both an
operational and a strategic level. The FIS also receives information from other sources that are
relevant to money laundering, associated predicate offences and terrorist financing. In addition,
it responds to requests for assistance from other domestic and international authorities.

387. The primary objective of the FIS is to receive, develop and disseminate financial intelligence
in association with other agencies, in order to combat crime and tefirmaiscing, both locally
and internationally.

388. The FIS is headed by a Senior Investigation Office and is subject to the ultimate oversight of
the Head of Law Enforcement in GuernSefirough reporting lines, as its head reports to the
Head of the GBA FI Uih, who then reports to the Deputy Chief Officer of the GBA, who in
turn reports to the Head of Law Enforcement.

389. The FIS receives STRs from a wide range of businesses both within and outside the financial
services sector. The FIS also receives repootsyfr t he Bai |l i wickbds two regu
GFSC makes reports relating to suspicions which have been identified dwsitg ersits or
from information provided by the financial services businesses and prescribed busifesses.

AGCC makes its own reypts in relation to its licensees.

390. Other than in exceptional cases where the consent of an authorised officer is required, the
STRs have to be submitted to the FIS via the THEMIS portal. They are automatically
acknowledged by THEMIS on receipt and giegeneric reference number.

Guidance to financial institutions and other reporting parties on reporting STRs (c.26.2)

391. The Disclosure Regulations and the Terrorism Regulations prescribe the manner in which
STRs must be made. Regulation 1(1) requires tegorbe made using the online reporting
facility. This involves the completion and submission of a prescribed form via THEMIS.
prescribed form requires the completion of a number of boxes covering a wide range of details,
and it provides further infanation about relevant supporting documentation.

392. The THEMIS can be accessed both from the FIS and from the BRAiit webpages. The
login is made based on credentials (name and password) given by the FIS to the reporting
entities. After receiving each SA&Bnh acknowledgement message is automatically sent to the
originator.

393. Detailed guidelines on how the electronic form should be submitted are availalite:on
description of the reporting processr equent |l y Asked Questions, 6di
on THEMIS and best practice information for submitting STRs

394. THEMIS also has the facility to provide financial institutions and other reporting entities with
specific notices which are sent via a generic email address to individualThsss.notices are
a mechanism through which the GBA FI Unit provides information to all THEMIS users or to
specificé t a r dlisttibationdgroups, dependent on the information or guidance that is being
issued. Notices sent via THEMIS relevant to STRs include updates oreshartfe legislative
framework and news of forthcoming presentations or seminars.

395. The FIS issued specific guidance on reporting attempted and proposed activity or transactions
that has been placed on the FIS webSike GFSC has also issued informataomd guidance on
reporting suspicion at Chapter 10 of the FSB Handbook and at chapter 8 of the PB Handbook.
The guidance outlines the statutory provisions concerning the reporting and disclosing of

"8 Head of the Law Enforcement post provides operational oversight of both the Police and the Guernsey Border Agency.
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suspicion to the FIS relating to a transaction or activigiuding an attempted or proposed
transaction or activity.

Access to information on timely basis by the FIU (c.26.3)

396. Al t hough there is no specific | egal provi sion
timely basis to the financial, admatiative and law enforcement information, the FIS is entitled
to use the provisions of Section 6 of the DL to have access to such information from the public
authorities, which stipulates that &na ut h o r i s”emdy disaosestmanpolice officer any
information held by a government department if the disclosure is made for the purpose of:

flany criminal investigation which is being or may be carried out, whether in the Bailiwick or
elsewhere,

flany criminal proceedings which have been or may be initiatedthehin the Bailiwick or
elsewhere,

fithe initiation or bringing to an end of any such investigation or proceedings,

fifacilitating a determination of whether any such investigation or proceedings should be
initiated or brought to an end;

fany civil forfeiture investigations within the meaning of section 18 of the Forfeiture of Money,
etc.in Civil Proceedings (Bailiwick of Guernsey) Law, 2007,

flany proceedings under that Law or under corresponding legislation in force in a country
designated under section 6Bthat Law.

397. However, the wordi may diissc|luwsseedd. The | anguage fAmay di sc
considered by the evaluation team. The provisions of Subsection (3) of Section 6 stipulate that
no disclosure of informahomwminsesdapéer en dmaidse uatl
making of the disclosure is proportionate to what is thereby sought to be achieeddnguage
imay discloseo rather than fAimust discloseo is

such as confidentiality deot impede disclosur@he reason why disclosure of information by a
government department under Section 6 of the DL is subject to the approval of an authorised
person is to ensure that the disclosure of potentially sensitive government information is deal
with by a reasonably senior member of sthiffs, therefore, an operational measure codified in
legislation. Information requested by the FIS from government departments has never been
refused in practice.

398. The provisions of Section 6 above do not coaay information in the possession of the
Director of Income Tax.

399. Disclosure of information by Director of Income Texregulated under Section 9 of the DL
which lifts the obligation to confidentiality or other restriction on the disclosure of information
imposed by statute to a police officer, in similar circumstances as in case of Section 6.

400. In addition to the limitation described above, Section 9 contains the following restrictions:
fthe disclosure is subject to the Director of Income Tax approval;

ftheinformation obtained shall not be further disclosed by a police officer (or the Commission)
except for a purpose mentioned in those subsections and with the consent of the Director of
Income Tax;

& "authorised persortheans: in Guernsey, a person employed in a department ofitkes 8t Guernsey who is authorised

by the chief officer of the department, or in the event that the department has no chief officer, the Chief Executive of the
States of Guernsey, to make disclosures under this Law; in Alderney, the Chief Executivétafah®f Alderney, and in
Sark, a person appointed by the Chief Pleas of Sark to make disclosures under this Law,
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fnothing in this section authorises a disclosure, in conttawe of any provisions of the Data
Protection (Bailiwick of Guernsey) Law, 2001, of personal data which are not exempt from
those provisions.

401. These requirements are included in the Disclosure Law as safeguards against abuse, for
example if a member of ¢hFIS were seeking to obtain or disclose to a third party sensitive
financial information about a person for purely personal reasonsditiahot relate to a
legitimate enquiry. The form of safeguard that is set out under Guernsey's legal system does not
impede the effectiveness of the FIS, and the Director of Income Tax has never refused a request
from the FIS.

402. According to the FIS Handbook, the FIS personnel have direct access to a number of law
enforcement and open source/subscription databases in ftardassist them with their
investigations. Concretely, FIS has access to:
fGuernsey Police Nominal (Linkworks);

1GBA Immigration database;
T THEMIS - Local GBA information;
T Police National Computer (PNC) databasgiminal convictions within UK;

fiIncome Tax engjries (restricted only to the officers who have taken the Oath of Secrecy
under the Income Tax Law and only to purely domestic matters but not to matters covered by
the international exchange of information for tax purpgses)

TJARD (ecords all cash seizs, restraints and criminal and civil asset recovery cases in
England and Walgs

fGuernsey Registry (Local company informatamd registered charities/ NPOSs)
i States of Guernsey Cadastre;

1 Experian and Equifax; (Credit checks)

fGuernsey vehicle registrati@md ownership details

Open sources (World Check, C6, Lexis Nexis)

403. The FIS access to domestic financial and administrative information held by different
authorities is further regulated through other legal gateways such as Section 21(2)(b) of the
Financial Services Commission Law (for information held by GFSC); Paragraph 12(2)(c) of
Schedule 1 of th&ambling (Alderney) Law (for information held by AGCC) and the MOU
concluded between the FIS and the IncomeOffige. Law enforcement has also signed MOUs
with the GFSC and the AGCC that cover sharing of information.

404. Information which the Attorney General has obtained under the Fraud Investigation Law may
be disclosed under section 2 of that Law to any person or body for the purposes of the
investigation of anffence or prosecution.

405. Information held by the Registrar of Charities and NPOs may be disclosed under paragraph
13(2) of the Schedule to the Charities and NPOs Registration Law for the purposes of the
prevention or detection of crime or for the purposeany criminal proceedings. Details of all
applications of Guernsey and Sark Charities and NPOs are passed to the FIS.

406. Information held by the Policy Council in relation to international sanctions, which includes
UNSCR 1267 and UNSCR 1373 on terrorist fiog, may be disclosed to the FIS to assist it
in its functions under section 10A of the DL.

407. The FIS may request ownership information on Guernsey companies, Alderney companies
and limited liability partnerships from resident agents by way of serviceeattificate from the
Chief Officer of Police or the Chief Officer of Customs under section 490 of the Companies
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Law, section 152H of the Companies (Alderney) Law and paragraph 7 of Schedule 2 to the
Limited Liability Partnerships Law respectively.

408. The FIShas access to the Joint Asset Recovery Database (JARD), which records all cash
seizures, restraints and criminal and civil asset recovery cases in England and Wales. This tool
identifies financial investigations and the results of any cases includirgwiosh result in an
acquittal.

409. The FIS also subscribes to a number of commercial databases which provide direct and
immediate information including information on UK companies, worldwide media reports and
credit history records for UK individuals i.e. perian, Equifax, Lexis Nexus, Companies
House, World Check, and C6.

410. In addition to these resources, the FIS may obtain further information under court order which
may be made on an urgent ex parte basis. The relevant orders are production orders (under
section 45 of the Proceeds of Crime Law, section 63 of the Drug Trafficking Law and Schedule
5 of the TL), customer information orders (under section 48A of the Proceeds of Crime Law,
section 67A of the Drug Trafficking Law and Schedule 6 of the TL), anduatanonitoring
orders (under section 48H of the Proceeds of Crime Law, section 67H of the Drug Trafficking
Law and Schedule 7 of the TL).

411. The relevant information from such databases is included into the disseminated files.

Additional information from regrting parties (c.26.4)

412. UnderRegulation? of the Disclosure Regulations and the Terrorism Regulations, the FIS may
serve a written notice on a person who has made an STR, requiring that person to provide such
additional information relating to the STR. ddrarily the information must be provided within
7 days, but the FIS may extend the 7 day period and may also reduce it to a reasonable lesser
period in urgent cases. Failure without reasonable excuse to comply with a notice in the
specified time frame ia criminal offence.

413. An amendmentRegulation2A) to the Regulations came into force on 7 August 2014. Its
effect is that if an STR has been matle FIS can request information relating to that STR
from a third party if it is satisfied that there are mrable grounds to believe that the third party
possesses such information, and also that there are reasonable grounds to believe that the
information is necessary to the FIS for the proper discharge of its functions.

414. According to the FIS Handbook, follomg a disclosure, FIS investigators will contact an
MLRO for clarification of matters within the disclosure, and on occasion, ask for some more
information.

415. Where an MLRO feels unable to provide the requested informatidarRegulation2 of the
Disclosue Regulationsperhaps due to his belief that it would be a breach of his @ient
confidentiality, a formal requirement for the information can be considered. If it is decided to
make such a requirement, it must be in writing to the person who madesthesdie. The
statutory period within which the additional information must be provided is seven days, but in
cases of urgency this can be reduced with the authority fsElavant officed, i.e. a Police
Inspector or a GBA Senior Investigating Officer.

416. It is to nota that the chapter of the FIS Handbaddr internal useyegulating the additional
information requests nda reference to the Guernsey AML Law from 1995 which was repealed
in 2010, and the chapter concerning the new (widened) powers to raddggmal information
was under constructioifhe Handbook was updated after thesite visit.
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417. At the time of the ossite visit the exercise of the widened powers was used in practice only
once and thus the evaluators cannot confirm the effective appliof the new provisiors.

418. In addition to using the powers conferred by the Regulations, the FIS makes enquiries to
reporting entities, often as a result of intelligence received from another jurisdiction. This will
only be doneafter an assessment pfoportionality has been carried out, in line with human
rights principles.The reference to proportionality and human rights is aimed at exceptional
situations, for example where a request from a foreign jurisdiction does not relate to prevention,
detecton or investigation of crime or the apprehension or prosecution of offenders, or where it
purports to meet these criteria but appears in fact to be politically motivated rather than a
legitimate enquirylnformation communicated by the FIS in the coursenaking an enquiry
may result in the reporting entity in question making an STR, in line with the GFSC Handbook
which stipulates that suspici@an arise from sources other thammaasaction or activity within
a business relationship. If so, the powerdanRegulation 2 will then be engaged.

419. However, this way of getting information depends on the suspicion of the reporting entities
with regard to the requested informatiéior that they should form or have reasonable grounds
for suspicion themselves othavi se t hey have the right to refu!
request. Another restriction in such case might be the second condition for making an SAR
which says that the information or other matter must come personin the course of the
business ofhe financial services busine®ut the authoritiegonfirmed that queries made by
the FIS to reportingntities are always made to the person concerned in his or her professional
capacity,not on a private basis, and therefore the grounds for suspieimgraged by an FIS
guery always come to that person in the course of a business (whether financial or otherwise) as
required by the legislation. The FIS also has powers to obtain information on behalf of third
parties undesection 490 of th&€ompany Lawihis power has been used on behalf of third
parties(and could use corresponding powers under section 152Hof the Alderney Company Law
and schedule 2 paragraph 7 of the Limited Liability Partnerships Law in appropriate tiases).
a matter of administrate convenience from the perspective of the FIS as to which legislative
approach it uses

420. STRs may also be made following the issue by the FIS of a Financial Liaison Notice to
registered users of THEMIS, requiring them to check all business recordsdradahamed
individuals who are charged with or suspected of involvement in criminal offences. Again, in
this case thpowers at Regulation 2 will be used if the issue of the Notice results in an STR.

Dissemination of information (c.26.5)

421. There is no spéiic legal provision regulating the power of the FIS to disseminate financial
information to domestic authorities for investigation or action. For dissemination, the authorities
use the provision of the DL which in its Section 8 provides that informatidaireed by a
i pol i c eundefthieiDt @ any other enactment, or in connection with the carrying out of
any of the office@s functions, may be disclosed to any other person if the disclosure is for any
purposes set out in subsection (2). Subsectidefide the purposes as:

fithe prevention, detection, investigation or prosecution of criminal offences, whether in the
Bailiwick or elsewhere;

fithe prevention, detection or investigation of conduct for which penalties other than criminal
penalties are progted under the law of any part of the Bailiwick or of any country or territory
outside the Bailiwick;

fithe carrying out by the GFSC, or by a body in another country or territory which carries out
any similar function to the Commission, of its functions;

8 The widened powers have been exercised on three further occasions within the evaluation period. The
answers were used by the FIS in ilslgsis
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{'thecarrying out of any functions of any intelligence service;

f'the conduct of any civil forfeiture investigations within the meaning of section 18 of the
Forfeiture of Money,etc. in Civil Proceedings (Bailiwick of Guernsey) Law 2007, or any
proceedings undehat Law or under corresponding legislation in force in a country designated
under section 53 of that Law;

{'the carrying out of any function which appears to the Home Department to be a function of a
public nature and which it designates as such by order.

422. However, the disclosure is not authorised if:

fIs in contravention of any provisions of the Data Protection (Bailiwick of Guernsey) Law,
20010f personal data which are not exempt from those provisions,

1Is prohibited by Part | of the Regulation of Investayg Powers (Bailiwick of Guernsey)
Law, 2003, or

fContains tax information which does not have the approval for dissemination by the
Director of Income Tax

423. The definition of ai p o | i ¢ eis wrdvifled M &Section 17 of the DL as a member of the
salared police force of the Island of Guernsey, a member of the special constabulary of the
Island of Guernsey, a member of any police force which may be established by the States of
Alderney, a member of the Alderney Special Constabulary and in Sark the llerssid the
Vingtenier. A fipolice officed includes a customs officelhe authorisation to disseminate
financial information to other domestic authorities under the Proceeds of Crime Law and the DL
covers a wide range of purposes which cover investigatiaction in respect of ML/FT.

424. Section 43(1) of the Proceeds of Crime Law permits the disclosure of information for the
purposes of the investigation of crime or criminal proceedings in the Bailiwick. There is
equivalent provision for purposes outside Bagliwick at section 44,

425. Section 10 of the DL permits a Police officer of the rank of inspector or above and a Customs
officer of the rank of senior investigation officer or above to disclose to the Director of Income
Tax information which he/she reasbha believes may assist the Director to carry out his
functions.

426. Section 10A of the DUifts any obligations of secrecy or confidence or others in case of
disclosure ofinformation relating to terrorist financing issues covered by UNSCR 1267 and
UNSCR 1373to the Policy Council and other authorities with responsibility for sanctions
measures.

427. Before dissemination, the intelligence from STRs is sanitised and evaluated. The THEMIS
system creates a generic intelligence report which adegkiation as set tun the UK
National 5x5x5 Intelligence Model a n d i s mar ked o6official 6 takir
government security classifications.

428. By using the National Intelligence Model 5x5x5 system to grade the reliability of the
intelligence and to place restions on its use, an initial assessment is made of the risks
attached to sharing the intelligence with other parties. Where this grading system is not
considered to be sufficient to convey the risks involved, taking into account the particular
circumstages of any individual case, an additional risk assessment form must be completed.
The identified risks should then be considered when deciding how to manage the intelligence
report.

429. The risk assessment process includes consideration of ethical, persbopéeational risks in
respect of the source, the information content, its use and dissemination. This process requires
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justification for the decisions made and is subject to authorization at the appropriate internal
authorization level. The person autlzim the intelligence report considers the proportionality,
accountability and necessity for recording, retaining and disseminating the information.

430. The dissemination process is ®oibjectto specific procedures as tehich beneficiary and in
which circunstances a FIS analytical product will be sent. In practice, the main beneficiaries of
the FI S6 work are foreign FI Us, t he GBA, t he
Guernsey Income TaRffice. The decision is taken on a case by case basis. Asaanple, the
evaluation team wasdvisedon-site that the SARs containing suspicions that a financial
institution (which issubjectto the SAR, not theriginator of the SAR) might be in AML/CFT
compliance breaclaredisseminated tthe GFSC.

431. The Intelligence Division of the GFSC has access to data on THEMIS and an officer from the
GFSC conducts monthly reviews of all incoming STRs (sanitised) to obtain information that
may assist the GFSC in the exercise of its functions. Access to THEMIS is available to
nominated officers within the Income T@Xfice and the FIS has access to the computer system
of the Income TaxOffice (having taken the oath of secrecy under the Income Tax Law), which
is controlled under the provisions thfe MoU between the two bodi€Rhe records available to
those FIS nominated officers exclude any records received for the purposes of the international
exchange of information for tax purposes.

432. The FIS can impose restrictions to the use of its information. In nontagéhe FIS report
contain any reference or personal detail of the individual that has submitted the STR.

433. The statistics provided show an increase of disseminations abroad while disseminations to
local authorities decline. Local disseminations include reports being diggdethto Guernsey
Law Enforcement (Police and Border), Law Officers, GFSC, States of Guernsey Income Tax,
States Housing Authority and the Policy Council.

434. According to the information received, 70% to 85% of all disclosures are disseminated, with
more tha two thirds of those being international disseminations. This inditad the SARs
refer mainly to activities abroad, which reflects the character of the business in Gu€hesey.
authorities confirmed that all domesticsseminationswhich comprisette remaining 15%r
so, are related to ML suspiciodpproximately 60% of these disseminations are made to law
enforcement and 40% to otheuthorities

Operational independence and autonomy (c.26.6)

435. The FIS is a Division of the FIU which in turn is a dran of the GBA and as such the Head
of the FIS reports to the Head of the GBA FI Unit who reports to the Deputy Chief Officer of
the GBA, who in turn reports to the Head of Law Enforcement in Guernsey.

436. The FIS has its own allocated budget (see Recomatiend30), from which payments are
authorised by the Head of the FIU.

437. While located within the GBA FI Unit the FIS made it clear during the discussion that they do
not act under the orders or instructions of the Head of the GBA FI Unit in the exerdisdr of t
functions and that they enjoy complete independence in their work. The Head of the GBA FlI
Unit confirmed the operational independence of the T evaluation team saw no evidence
to contradict this confirmation

438. Howeverthe FIS is not established bgw or regulationalthough its core functionand
responsibilities are stated in tB& and TL. TheFIS Handbook which was issued by the GBA
FI Unit in 2002 and which should be updated on a regular batisthe roles and functions of
the FIS The orgargational structure of the FIS is left at the decision of the Head @G B#eFI
Unit.

439. The FIS is recognised and its role embodied explicitly in legislationtl@duthorities are
explicit in interpretation that the FIS has an adequate level of opetfaitoiegendenceThe
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evaluators were not aware of any indication that the operational independence of the FIS had
been breached so farhe FIS has equal status with the other teams within the law enforcement
divisions.Financial and human resources of B8 are ringfenced against being deployed in
other areasThese matters are well established as a matter of pra&hiceugh the composition

of the FIS organisational structure is within the discretion of the head of the FIU, he reports
directly to theDeputy Chief Officer, who in turn reports to the Head of Law Enforcement, so
any proposed changes that could undermine the position of the FIS would have to be justified to
officials at the highest levels within the GBA.

Protection of information held bjhé¢ FIU (c.26.7)

440. Information held by the FIS is subject to a wide range of physical, IT, procedural and legal
protections. TheE g mo n t security advice published in th
Intelligence Unité has been i mplemented.

441. The FIS is situad within a secure building which is alarmed and connected to the Guernsey
Police control roomThere are procedures to control and limit access to specific areas within the
FIS, including restricted access to secure storage areas limited to seniogatiesfficers,
which are also monitored by close circuit television. No intelligence material can be removed
from the FIS office without reference to a supervisor, and removal by anlyIBostaff must be
recorded. No intelligence material is placed aptdps or other data storage media e.g. USB/CD
without the express permission of a senior investigation officer and appropriate security
protocols adopted.

442. The personnel deployed within the FIS are predominantly law enforcement officers and are
therefore @lly trained in the handling of evidence, data and the data protection protocols. The
officers working within the FIS are subject to enhanced security vetting upon recruitment into
the GBA, which is valid for 10 yearQf f i cer s must siSgoracyi®@etbamati
adhere to the codes of practice regarding confidentiality and integrity.

443. The FIS disseminates intelligence to other competent authorities in various secure methods
including: Egmont Secure Web (ESW), THEMIS, Police National Network (Patid) FN-
NET. The IT systems that are utilised by the FIS form part of the States of Guernsey IT system
which is secure and meets requirements set out in the Data Protection legiSlai@ystems
have a full audit facility and THEMIS has search jusdifion process which requires officers to
justify why they have undertaken a searthlEMIS also has a function which can restrict
access to specific records/data sets including the facility to hide records which are deemed to be
classified as restricted secret.

444. The FIS has policies and procedures in place for the handling, storage, dissemination,
protection of, access to, and retention of informatfidre documents are sanitised to protect the
source of the intelligence and a risk assessment is undetialensure that the intelligence is
not sent to an inappropriate destination, such as a high risk jurisdiction, where it could
potentially cause harm or be disclosed to the subject of the report.

445, In addition, the intelligence reports disseminated byRHeS ar e mar ked as ORes
each page contains the following teRtThi s document contains sensit
disclosed to the subject(s) might pose a real risk of prejudice to an important public interest and
is therefore subject to theoncept of public interest immunity. If this report has been
disseminated outside the Bailiwick of Guernsey the recipient jurisdiction should apply their
equivalent guidelines so as to ensure the protection of this material. In the event of a
prosecution nopart of this document should be disclosed to the defence without prior
consultation with the originatoro.

Publication of periodic reports (c.26.8)

446. FIS produces statistics an annual basis which consist of quantitative data some of which is
published bothri the GBA and GBA FI Unit annual reports.
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447. However, the last annual report on the GBA website is from 2011. No other reports are
available. The FIS data included in the report is just data on the numbers of STRs.

448. The FIS was publishing its annual reggoon the website until 2009 (the last FIS report is for
2008) which contained statistical data and analysis of STRs, together with sanitised case reports
as well as an overview of other activities of the FIS. No further separate annual reports have
been piblished since.

449. Nevertheless, guidance, typologies and information on FIS activities have been released
periodically, as well as the provision of feedback on trends, statistics and case Btudies.
2013 presentations to large audiences to industmtipomers were delivered by the FIS on its
activities, AML/CFT awareness and the reporting of suspicion; written material was also
provided. Further presentations were made in 2014. Amongst these, the FIS (together with the
GFSC) undertook a number fifigship outreach events attended by 400 MLROs in May/June
of 20141l n addi ti on, a copy of t he outreach presen
Changes t o Legislationo w a srurtheu dutreach hhatdrial o n t he
AObligatiompitcoonepdr tmonney | aundering/update fr
The Cash Control s (BoG) Law, 2007 and Non Co
published by the FIS during 2014.

450. The FIS uses THEMIS to provide financial institutions and other reportiiges with
notices which contain information on a range of matters including guidance and warnings on
potential risks, new typologies, and changes to the legal framework.

451. The FIS published on the website a docunfete e d bac k and -2T0ylpibithogi es 2 (
contains analysis of STR reporting during that period and examples of case studies (typologies)
where STRs led to or assisted in law enforcement investigations and further convictions.

Membership of Egmont Group & Egmont Principles of Exchange afiatton among FIUs (c.26.9
& 26.10)

452. The Bailiwick has been an active member of the Egmont Group of FIUs since 1997; this was
initially facilitated through the Joint Financial Crime Unit and from 2001 through the FIS. The
FIS hosted the Egmont plenary magtin 2004.

453. In 2013 the FIS formally affirmed its commitment to the new Egmont Charter, i.e. its integral
body of standards and its statement of purpose.

454. Guernsey caperates and exchanges information with other Egmont Group FIUs on the basis
of reciprocty or mutual agreement and following the basic rules established in the Egmont
principles.

455. The FIS adheres to the EGMONT Group statement of purpose and principles and affirms its
commitment to develop eoperation between and amongst other EGMONT memipetkel
interest of combating money laundering and the financing of terrorism.

456. The FIS also adheres to the EGMONT binding principles for information exchange between
FIUs. Information received, processed or disseminated by the FIU is securely protected in
accordance with agreed policies regarding data storage as detailed in criterion 26.7 above.

457. The FIS exchanges information freely, spontaneously and upon request with foreign FlUs,
regardless of their status. Guernsey does not require an MOU in order tagexatfarmation,
which can be achieved through its existing legal framework. It will nevertheless enter into
agreements if required by other jurisdictions or organisations, and has currently signed MOUs
with 23 different parties.

458. Out of 557 spontaneous sdeminations made during 2013 there were 473 international
disseminations36% of these were to the UK. Other significant international disseminations
include approximately 4% to TRACFIN (France), 3.5% to FINCEN (US), 3% to SEPBLAC
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(Spain) and 2% to UIF t@dly). A total of 124 spontaneous information reports were received in
2013. 89% of information received came from the UK (SOCA/NCA).

Recommendation 30 (FIU)
Adequacy of resources to FIU (c.30.1)

459. The expenditure for the FIS covers salaries, overtime, leshapecialist assistance, forensic
accountants, furniture and equipment and training. It is coordinated throu@Bthé-1 Unit
budget, and is planned and authorised byGB& FI Unit management team, which includes
the head of th&lS.

460.The sums (in BP) allocated foR014 are as follows:
TABLE19: FIS financial resources

ltem GBA FI Unit FIS TOTAL
Staffing Costs £1,175,349.56 £405,681.68 £1,581,031.24
Legal Assistance £15,000.00 £15,000.00
Publications £1,450.00 £1,450.00 £2,900.00
Training £3,262.50 £4,362.50 £7,625.00
Travel £14,825.00 £7,000.00 £21,825.00
Property £110,197.50 £110,197.50 £220,395.00
TOTAL £1,320,084.56 £528,691.68 £1,848,776.24

461.

The FIS is staffed by members of both the GBA and the Police. It currently has an
establishmenbdf 8 staff, comprising a Senior Investigation Officer, a Detective Sergeant, an
Acting Detective Sergeant; one GBA Investigator, one Dedicated Financial Investmator,
(parttime) Financial Crime Analyst and two administrative staff (including a Rar¢ Process
Manager).The FIS also draws upon other resources of the GBA and Police staff to assist with
major cases as required.

Integrity of FIU authorities (c.30.2)

462

. The FIS maintains a high level of professional standards both in respect of thesététidion

of personnel and through continuous development. Investigative personnel are selected from the
GBA and Police, including from the other teams within the FIU, subject to their investigative
experience and aptitude for financial investigation. @BBA investigators selected for the role

are subject to successfully completing basic investigative training.

463. All posts within the FIS are subject to security clearance and all personnel are advised of the

confidentiality requirements during the inductiomogess, ofgoing training and office
meetings. All personnel are required to sign both the Police and GBA IT User Policy
agreements. All members of staff receive data protection training as well as instruction on the IT
systems available to assist withdligence development and analysis as well as security issues.

464. All FIS personnel are subject to a one to one appraisal on a biannual basis. The appraisal

includes a Personal Development Plan (PDP).

465. In addition, to ensure that staff with a law enforcentukground have a good understanding

of the finance sector, some have completed (or are in the process of completing) a Certificate in
Offshore Banking Practice as part of their 2014 PDP. The course is certified by the Chartered
Banker Institute.

Training of FIU staff (¢.30.3)
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466. Training is organised across t&BA FI Unit and training for the FIS comes within this.
Training is planned on amnual basis, subject to departmental and individual staff needs.

467. All personnel on joining undergo a period of imtlan and are required to attend a number of
locally based courses run by the Guernsey Training Agency to provide an understanding of a
number of the core financial structures e.g. companies and trusts. In addition, all staff members
receive data protectiotraining andi ¢ a s cteaidiegdn respect of all accessible databases.
Update sessions are also arranged at regular intervals.

468. The NCA Financial Investigation Training programme is central to training for investigators.
All staff will attend the initid Financial Investigation/intelligence module, which includes a pre
requisite course and completion of an examination based on cowreagse

469. The Financial Crime Analysts have undertaken training that includes i2 analyst Notebook,
advanced i2 analystlotebook, Open Sourdstelligence and Internet Investigations, ACPO
Accredited Intelligence Analyst and NPIA Financial Investigator training courses, and also
maintained their skills using the various analytical products.

470. A combined Egmont Tactical arfstrategic Analysis course was delivered by the Financial
Crime Analyst to 30 Channel Island based staff in January 2014. This included 15 members of
the GBA FI Unit.

471. There is a dedicated terrorist finance officer who has attended the course run by the UK
NTFIU and continues to obtain updates in national developments through attendance at
conferences and regional meetinggy issues and topics discussed during these meetings are
cascaded to other officers by way of team meetings. There are also sessivisgroutside
speakers in respect of terrorist financing.

Recommendation 32 (FIU)

472. The FIS maintains comprehensive statistics on matters relevant to the effectiveness and
efficiency of AML/CFT systems. These include a breakdown in respect of the type of
organisations making the STR and a breakdown of STRs analysed and disseminated. Statistics
are also kept in respect of the residence of the subject of STRs, the grounds for making STRs
and STRs in respect of NPOs, PEPs and other exposed persons.

Effectivaness and efficiency

473. All STRs are subject to analysis to establish the criminality, risk and pridtitg. initial
analysis is conductevo ways by a priority matrix system incorporated in THEMIS and by an
officer who will make a preliminary assessmenttiodé suspected criminality and record the
outcome accordingly. The initial analysis process will determine a number of factors including:

fithe level of priority;
flany risk to the jurisdiction;
fwhether there is a request for consent to a transaction;

fwhetherthe STR relates to an act which requires immediate attention i.e. successful fraudulent
act;

fwhether the STR involves a current ML/FT investigation;
ffwhether or not additional information is required from the disclosing institution.

474. If the initial analyss of the STR indicates that it should be pursued, the STR is allocated to an
officer for further analysis, to identify possible offences of money laundering or terrorist
financing as appropriate.

475. The second stage of the analysis process is to conductamgeslosed source checks to
establish if the subject of the STR is known to the law enforcement agencies or to determine
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whether there are links to possible criminality. These checks are made against both domestic
sourcesj.e. the GBA, the Police, and lmér Bailiwick authorities, and commercial databases.

The results of thisinitialstg ar e anal ysed, evaluatedbésmap recor
s h eoftwhat information has been collected and the inferences that have been drawn in respect
of it.

476. One important power of the FIS is the authority to postpone the execution of suspicious
transactions. STRs are often accompanied by a request for the consent of FIS to a particular
transaction, and if consent is granted this may amount&femcefor the reporting person to
the money laundering offences under the Proceeds of Crime Law and the Drug Trafficking Law.
Reporting entities are obliged to postpone transactions themselves when they send request for
consent to the FIS.

477. The FIS is expected to resmbmo requests for consent within 7 days save in exceptional
circumstances. If it suspects that the proposed transaction involves the commission of a criminal
offence, or it is awaiting the result of checks or enquiries that will assist in the negatieg of t
relevantsuspicion, it will refuse to consent to the transaction unless it is considered that a
refusal may prejudice a law enforcement operation by alerting relevant parties.

478. A refusal of consent must be authorised by a person at the level of seeistigation officer
or above and is subject to regular review by a senior investigation officer as well as being
reviewed at regular tasking and coordination meetimgsalso by the Head of the Flit the
same time, the evaluators could only find in Breceeds of Crime Law (Section 39(3)) that
consent from the police officer is a defence for a reporting person. While the right of the
reporting entities to request consent is fixed in the law and in the reporting form there is no
obligation for the FISd respond within a specified period. The 7 days are mentioned only in the
GFSC Handbook issued for reporting entitesl the FIS handbodiut not in legal act$-

479. In cases involving the transfer of assets, the refusal of consent acts as an infornmay bkezi
the assets involved because the service provider will not usually proceed with the activity for
fear of committing a money laundering offence. In the 2012 ca&awofett v Chief Officer of
Customs which concerned an application for judicial reviahwe Guernsey Court of Appeal
ruled that consent should only be given if the FIS considers it justified by reference to the
interests of law enforcement, and in any case in which it has a suspicion that has not been
dispelled, it is entitled to refuse cam whatever period of time has elapsed.

480. Most cases where consent is requested do not give rise to suspicion and consent is granted. For
example, in 2013, approximately 46% of initial STRs received by the FIS included a consent
request, and consent wasthield in approximately 2% of these cases. It should be noted that
the THEMIS disclosure form has a special field for filing request for consent with specification
of the act or transaction for which consent is sought.

481. At the time of the ossite visit, theFIS had recently been given the power to request additional
information from the third parties than the one issuing the STRs. Before the new powers, in case
of need, the FIS had to persuade the reporting entities to make a disclosure in order to have
access to the additional information needed

482. From the information received, 70% to 85% of all disclosures are disseminated, with more
than two thirds of those being international disseminations. This inditetethe SARs refer
mainly to activities abroad, vich reflects the character of the business in Guernsey. Around
60% of domestic disseminatior(ghat is around 15% of all disclosureaje made to law
enforcement and 40% otherauthorities.

81 The Garnet case concerned the refusal of the FIS to grant consent to a transaction under section 39 of the Proceeds of
Crime Law which, unlike the corresponding legislation in the UK, does not contain any time frames within which consent
must ordnarily be granted.
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483. The total number of disseminations made by the FIS is recondéue table belowThe
evaluators were told that 2 convictions for autonomous ML and one conviction fer self
laundering resulted from investigations following STRs and a further autonomdis
convictionwas obtained with the assistance of STR informati@enerally, about 50% of the
total domestic cases identified by the FIS which were disseminated to the FIU, were accepted
for a money laundering investigation locally.

TABLE20: Disseminations by FIS

2010 2011 2012 2013 Jani Jun

2014
Total SARs received 680 1136 673 745 387
Total number of SARs with 572 822 412 483 231
disseminations
Total number of SARs with no 108 314 261 262 156
disseminations
Total number of disseminations 689 966 483 557 280
Total number of International 411 840 390 473 245
disseminations
Total number of local disseminations 278 126 93 84 35

TABLE 20.1: SARs received with Politically Exposed Person (PEP) links

SARs with a PEP link

illi

2010 2011 2012 2013
TABLE 20.2: SARs with NeRrofit Organisation (NPO) or Charity Links
25
2 I R
1.5 — -
Number or
SARs
received 1 I
0.5 — —
0
2010 2011 2012 2013
M NPO/Charity Link 2 2 0 2
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484. With regard to terrorist financing, 5 STRs were received under the Terrorism Law and 3 of

these led to disseminations tadifferent competent authorities

485. In addition the FIS has carried out a review of the effectiveness of STR regime, in wRish ST
from the period 2007 2012 were reviewed to identify resulting convictions, sentences and
confiscations or other outcomeBhe review involved consideration of open source material,
feedback from other jurisdictions, and local results. The reviewrfgsdare set out in the table
below.

Table21

Year

2007

2008

2009

2010

2011

2012

Convictions  Sentence
(Years)

18 46.3

13 47.4

22 137.8

28 55.9

2 5

10 29.5

Criminal
Confiscations
£341,928

£551074

£1,227,373

£505,000

925,000

Other Funds
Recovered
£284,712,705

£3,551,726
240 hours

5 years
£585,589,984.94
£1,901,898

240 hours

300 hours
£1,568,980

1

500 million US$
ut24, 789
£19,913,473

£8,800.00
$150,000
BD 40000
£9,555.00
2

40,000

Description

12,267,505 Fines
272,405,200 Bonds
40,000 Civil Recovery Pending

Fines
Community service

Director Ban

Fines

Restrained
Community Service
Community Service
Restrained
Disqualified Director
Fine

Fine

Restrained

Fines

Fine

Fine

Benefit Overpayment
Companies Struck off
Compensation order

486. Information provided by the FIS following an STR has also assisted in 2 cases of enforcement
action under the Cash Controls Law.

487. The following table identifies the number of STRs that have been disseminated to the GFSC:

Table22
Number of
Year Disseminationso
GFSC
2010 14
2011 28
2012 38
2013 40

488. These intelligence reports assist the GFSC by highlighting potential areas of weakness for

speci fic |i

censees

and

t hi

c ont r inteligenees

reports have also beendifect assistance where the GFSC has commenced enquiries on behalf
of overseas regulatory bodies.
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489. The FIS frequently receives positive feedback from other jurisdictions about the way in which
the intelligence it provides has been used.

490. A further effective measure implemented by the FIS is a strategic analysis of common
trends/patterns associated with attempted frauds, some of which were identified through the
STR regime.The FIS identified, through the analysis, that Phishing was a common trend
utilised byfraudsters to make fraudulent transactions without the knowledge of the thent.
FI'S published fAwarning noticeso via THEMIS and
news feeds on the FIS and GFSC websites and the media.

2.5.2 Recommendationsnd comments
Recommendation 26

491. Although the authorities are explicit in interpretation that the FIS has an adequate level of
operational independence, no legal safeguards have been introduced in this regard. The
evaluators were not aware of any indicatibattthe operational independence of the FIS had
been breached so far, but the lack of legal provisions or statute of the FIS or on the structure and
resources of the FIS within the GBA, together with being placed at the lower level of the
hierarchy of theGBA, gives concerns over its operational functioning. The GBA could in
practice at any time draw from the FIS staff in case of need for other purpofies same time
the head of the FIU reports directly to the Deputy Chief Officer, who in turn repdtte Head
of Law Enforcement, so any proposed changes that could undermine the position of the FIS
would have to be justified to officials at the highest levels within the GBA. The authorities
should introduce terms of reference or other formal safegtiamdls ensur e t he FI S6s
functioning.

492. The evaluation teamecommends the Guernsey authorities to issigagce on the procedure
for information requests and to update the FIS Handbook regularly to reflect the legislation
currently in forcé.

493. The FIS periodically provides feedback on trends, statistics and case studies to the industry
practitioners. Similar information is also available on THEMH®wever sometimesthis is
available only to the reporting institutioasd isnot alwayspublicly avaiable The last annual
report on the GBA website is for the year 2011. No more reports are available. The FIS data
included into the report is just data on the numbers of STRs. After tHséeowisit but not
within 2 months period after it, new reports BlU statistics were placed on the FIU website
with very limited statistics related to the FIS (Law Enforcement Repdis).authorities are
recommended to periodically release reports on FIS activities, statistical data, guidance and
typologies and trersd

494. While the FIS exchanges information freely, spontaneously and upon request with foreign
FIUs, regardless of their status, the need for the FIS to have received an initial disclosure in
order to be able to request information from third parties limitssibilities of cooperation.
Although in cases without an initial disclosure the FIS can use the provisions of the Company
law and othewsimilar laws (see paragraph 41® request information from legal entities that
information will be related to ownér only. All this raises concern in this section as well as
under the section on international cooperation due to the international character of the financial
business in Guernsey. The FIS should study the practice of the exaffaing@mation and
introduce the needed mechanisms to liquidate this impediment.

2.5.3 Compliance with Recommendation 26

Rating Summary of factors relevant to s.2.5 underlying overall rating

82 The Guidance was issued after thesite mission.
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R.26 LC 1 Lack of legal safeguards for operatiodaf unc t;i oni ngo
1 Insufficient informatia in publicreports released.

Effectiveness:

9 Lack of legal provisions for requesting additional information with

an initial STRmightlimit the power of the FIS to render assistance to o
FlUs.
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3. PREVENTIVE MEASURES - FINANCIAL INSTITUTIONS
Legal framework and developments since thprevious evaluation
Law, regulations and other enforceable means

495. The primary legislative foundation for AML/CFT preventative measures in the Bailiwick is
the Proceeds of Crimeaw (POQ. ) , which defines "money | aunde
businesses are considered to be financial services businesses ("FSBs"), and provides the Policy
Council with the mandate and powers to set out obligations and requirements to be complied
with by FSBs tgrevent money laundering and terrorist financing. In addition, Section 15 of the
Disclosure Law (DL) also provides that the GFSC may implement rules and issue guidance for
FSBs (and others) relating to the disclosure of information. It may also impleoiestand
provide guidance regarding money laundering generally. For the purposes of this assessment,
both the POCL and the DL, having been adopted
sanctioned by the Privy Council, constitprimary legislation

496. Unde Section 49 of the POCL, in December 2007, the Policy Council issued the FSB
Regulations, which impose basic requirements on FSBs to prevent money laundering and
terrorist financing. These obligations include corporate governance, risk assessment, CDD,
monitoring of transactions and activity, the reporting of suspicion, employee screening, training,
and record keeping. Pursuant to regulation 17 of the FSB Regulations, breaches are subject to
criminal sanctions. Any person contravening any requiremenedf®B regulations is guilty of
a criminal offense and liable (a) on conviction on indictment, to imprisonment not exceeding a
term of five years or a fine or both, and (b) on summary conviction, to imprisonment for a term
not exceeding six months or a finet exceeding £10,000 or both.

497. TheFSB Regul ati ons are secondarlaw orlregglatiend at i ons
within the FATF definition for purposes of this assessment, as they were issued under a specific
power granted in primary legislation, are approved by the States of Guéassmquired by
Guernsey law), and contain mandatory provisions which are enforceable and subject to the
sanctions as set out in regulation 17 of the FSB Regulations.

498. In addition to the POCL and the FSB Regulations, the third document that must bereonside
is the Handbook for Financial Services Businesses on Countering Financial Crime and Terrorist
Financing (FSB Handbook), which was issued by the GFSC in December 2007 pursuant to
Section 49(7) of the POCL, and was last updated in March and204r8. The FSB Handbook
contains two types of material applicable to FSBs with respect to the Regulations: Level One,
which are referred to as rules and are set out in boxes with a shaded background, and Level
Two, which are referred to as guidance. The assesharg the view taken by th&IF report
that the rules contained in the Handbook (Rules) qualiiytlasr enforceable meamsthin the
FATF definition The analysis that underpins this approach is set out in detail in paragraphs 513
to 517 of thdMF report

Proceeds of Crime Law (POCL)

] Law and Regulation
Disclosure Law (DL)

FSB Regulations

FSB HandbookRuleg Other enforceable means

Scope

499. The FSB Regulations apply to financial services businesses which are defined in Regulation
19 of the FSB Regulimins as being any business specified in Schedule 1 to Proceeds of Crime
Law and includes, unless the context otherwise requires, a person carrying on such a business.
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500. The FSB Regul ations apply t o “"financi al ser .\
regulation 19 of the FSB Regulations by reference to the businesses specified in Schedule 1 to
the POCL and include, unless the context otherwise requires, a person carrysogh an
activity by way of business for or on behalf of a customer. The list of businesses in Part | of
Schedule 1 covers all the businesses included in the activities or operations set forth in the
FATF definition of " f i nmenaases Yoes ibaysend ithe FATFon & (@
definition). The list of businesses specified in Schedule 1 is listed in paragraph 510MFthe
report The list of businesses changed in March 2013 to remove general insurance, except life
insurance business, from the apgtion of the POCLThe revised schedule remains consistent
with the FATF6s definition of a financi al i nsti

501. There are some exceptions set forth in Part 1l of SchedtdePDCLbut none apply to the
provisions of financial services which compribe four main sectors of the finance industry,
and crucially not to where the transfer of money or value is made or facilifetexplained by
the authorities the exceptions are based on a consideration of the risk, including the effects of
the exemptio; the size of the affected sector or segtor; intelligence from STRs, mutual
legal assistance requests, asset restraints, or other intelligence; the nature of the relationships
and transactions in the sector or sattor; the size of the affected messes; their customer
bases; and whether there were any mitigating factors to offset any ML/TF risk.

502. The evaluators agree th#te exemptions are consistent with the FATF definition of
financial institutionand are satisfiedith the adequacy dhe proess to determine low risk
and the reasonableness tfe conclusionsThe assessorwere also satisfied thahese
exemptions were periodically reviewed to ensure that the risks remain sufficiently unchanged at
low risk to warrant continuation of the exengot Someexemptions setorth in Part Il of
Schedule 10 POCL areprovided below:

1 Exemption for Actuaries providing a financial service identified in Part 1 of Schedule 1 which
is incidental to the provision of actuarial advice or services.

9 The carryingon of any business in Part 1 by way ofiouse legal, accountancy or actuarial
advice or services for a supervised business or provision of these services to a client carrying
on such a business

1 Provision of dealing, advising and promotion for the pagsoof Schedule 2 of the Protection
of Investors Law by a neBailiwick entity.

Customer Due Diligence and Record Keeping

3.1 Risk of money laundering or terrorist financing

503. As outlined in paragrapb27 seq of this report thecustomer base of Guernsey financial
institutions typicallyconsistofnor esi dent customers which is one
a high risk category of customer. A significant portion of customers of some financial
institutions may als@resentadditional high-risk characteristics which are considered by the
FATF to be of higher riskTo address this generally elevated level of risk, the Bailiwick has
substantially strengthened the AML/CFT preventive measures to which its financial institutions
are subgct. While the relevantRegulatios and Rules generally provide a sound basis for
determining the situations requiring enhanced due diligence and the methods for performing it,
these requirements are not extendedaieresident customeygrivate bankingor legal persons
and arrangementbat are personal asset holding vehicles. These categories, which are included
in the Methodology as potentially higher risk, make up part of the customer base of the
Bailiwickds financi al recamménded whe 20blnreporto ekpaed | MF t h ¢
the list of highetrisk categories o€ustomers to which enhanced due diligence must be applied.

This recommendation is reiterated by the MONEYVAL evaluation team.
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3.2 Customer due diligence, including enhanced oeduced measures (R.5 to R.8)
3.2.1 Description and analysis

Recommendation 5 (rated LC in tH&MF report)
Summary of 2011 factors underlying the rating

504. In the IMF report of 2011 Guernsey was rated as Largely Compliant with Recommendation 5.
The IMF critidzed the fact that the list of customers to which EDD must be applied omits
higherrisk categories relevant to Guernsey. The IMF recommended that authorities should
expand the list ohigherrisk customers to which enhanced due diligence must be apptied an
consider including private banking and r@sident customers.

Anonymous accounts and accounts in fictitious names (c.5.1)

505. FSB Regulation 8 provides that a financial institution must, in relation to all customers, not set
up anonymous accounts or accauint fictitious names and must maintain accounts in a manner
which facilitates the meeting of the requirements of the Regulations.

506. FSB Regulation 4(1) provides that in relation to a business relationship established prior to the
coming into force of the Rylations in December 2007, in respect of which there is maintained
an anonymous account or an account in a fictitious name, the CDD requirements must be
undertaken as soon as possible after the coming into force of the Regulations and in any event
beforesuch account is used again in any way.

507. Additionally, the rules in chapter 8 of the FSB Handbook require financial institutions to have
policies, procedures and controls in place in respect of existing customers that are appropriate
and effective and whicprovide for its customers to be identified.

508.The current provisions regarding ¢.5.1 are consistent with the requirements of the standard.
Customer due diligence
When CDD is required (c.5.2%)

509. FSB Regulations 4(1) and 4(2) require financial institutionsutmlertake CDD when

festablishing a business relationshipbo. Pur st

rel ati onshi po business, pmfessiona @r canmsneraal rélationship between a
financial services business and a customer which is explegtide: financial services business,

at the time when contact is established, t o ha\

5.2 (b)

510. FSB Regulations 4(1) and 4(2) require Financial institutions to undertake CDD when
fifcarrying out an oRucsaastitob$IBaRegulationald(dfmaecdsionaln o

transactiom isdefinedasiany transaction involving more than

relationship has been proposed or established and includes such transactions carried out in a

single operation ortwoormoreopeat i ons t hat appear to be I|inked

5.2 (¢)

511. Section 2(5) of the Wire Transfer Ordinances of Guernsey, Alderney and Sark require that,
Afiwhere a transfer of funds is not made from
payer must verify the informan on the payer where (a) the amount transferred exceeds 1000
Euros, or (b}he transaction is carried out in two or more operations (i) that appear to the
payment service provider of the payer to be |

52 (d)

512. FSB Regulations 4(1) and 4(2) require Financial institutions to undertakefCldbh er e t h e
financial institution knows or suspects or has reasonable grounds for knowing or suspecting (i)

10¢
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that, notwithstanding any exemptions or thresholds pursuant to Rexgggationsany party to

a business relationship is engagedmoney laundering or terrorist financing; or (ii) that it is

carrying out a transactioron behalf of a persgrincluding a beneficial owner or underlying

principal, who is engageth moneylaud er i ng or terrorist financingbo

5.2(e)

513. FSB Regul ations 4(1) and 4(2) also require fin
FSB has doubts about the veracity or adequacy of previously obtained customer identification

BN

data. o

514. The current legal prasions regarding c.5.2 are consistent with the requirements of the
standard.

Identification measures and verification sources (c.5.3*)

515. FSB Regul ations 4(1) and 4(3) require each cus
using identification dat O . FSB Regul ation 19 fAdbeumentswlichi dent i f
are from a reliable and independent soarce

516. A customer is defined as a 0pertsestablisborhase gal ar
established, a business relationship witimarfcial institution, or (bjo carry out, or has carried
out, an occasional transaction with a financial

517. The Regulations also explicitly state that where such a person or legal arrangement is an
introducer, thecustomer is the person or légarangement on whose beh#ik introducer is
seeking to establish or has established the business relationship.

518. The rules in section 4.4 of the FSB Handbook require a financial institution to collect relevant
identification data on an individual, whidhcludes legal name, any former names (such as
maiden name) and any other names used, principal residential address, date and place of birth,
nationality, any occupation, public position held and, where appropriate, the name of the
employer; and an officigpersonal identification number or other unique identifier contained in
an unexpired official document (e.g. passport, identification card, residence permit, social
security records, driving licence) that bears a photograph of the customer.

519. Furthermore, ihancial institutions are required to verify the legal name, address, date and
place of birth, nationality and official personal identification number of the individual.

520. In order to verify the legal name, date and place of birth, nationality and offieiabnal
identification number of the individual, the following documents are considetedd be t he bes
p o s s jibdescénding order of acceptability: (1) current passport (providing photographic
evidence of identity); (2) current national identity cqpiloviding photographic evidence of
identity), (3) armed forces identity card.

521. As regards documents that are considered to be suitable to verify the residential address of
individuals the Handbooks mentions inter alia, a bank/credit card statementitgr hiiti
correspondence from an independent source such as a central or local Government department
or agency, commercial or electronic databases, and others.

522. The current legal provisions regarding c.5.3 are consistent with the requirements of the
standad.

Identification of legal persons or other arrangements (c.5.4)
5.4 (a)

523. FSB Regulations 4(1) (a) and 4(3) (b) require fizaty person purporting to act on behalf of
the customer shall be identified and his identity and his authority to so act shellfleeid.

5.4. (b)
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524. For customers that are legal persons or legal arrangements, a financial institution is required
pursuant to Section 4.3 of the FSB Handbook to

() verify thelegal statusf the legal person or legal arrangement; and

(i) obtain informationcomer ni ng t he customer ds name, the nar
form, address, directors (for legal persons), foundation officials (for foundations) and
provisions regulating the power to bind the legal person or arrangement.

525. The FSB Handbook listarious examples, which are considered suitable to verify the legal
status of thdegal body(e.g. a copy of the Certificate of Incorporation, a company registry
search, a copy of the Memorandum and Articles of Association or equivalent constitutional
docunent ati on, a copy of the Directorsd/ Sharehol
specify how the legal status of tlegjal arrangemenis expected to be verified.

526. For customers, which alegal arrangementshe FSB Handbook (section 4.6.6) edtdius
that the identity of the trustees of the trust does not have twerifeed if they are themselves
subject either to the Handbook or are an Appendix C bu&iness

527. The wording of this provision suggests that verification of the identity is not relgairall.
The FATF Recommendations do not permit refraining from any of the CDD measures (even
when reduced or simplified CDD measures are permissible), but financial institutions may
adjust the amount or type of each or all of the CDD measures in a atag tommensurate to
the | ow risk identified. However, t hedeassessol
factostill needs to be verified based on reliable information by examining whether the business
is in fact subject to the Handbook or regathiand supervised by an authority in Appendix C
country or territory. This needs to be done by using reliable information (e.g. by examining the
authoritiesd website information on regul ated ¢

528. The abovementioned provision also exemiptancial institutions from the requirement to
identify the beneficial owner of a corporate trustee. The authorities argue that in respect of a
corporate trustee supervised by the GFSC or by a supervisory authority in a jurisdiction listed
on Appendix C lie corporate trustee will be subject to an AML/CFT regime that meets FATF
Recommendation 23 in relation to market entry and therefore there will be fit and proper checks
on controllers of the corporate trustee. As a consequence as the owners and sonttolier
known to the relevant supervisory authority.

529. The assessors take the view that it is essential for the financial institution to know who
ultimately controls a certain trust property and to be aware of potential relations that might exist
between his person and the settlor and beneficiaries of the trust. This is critical for a proper
customer risk assessment. Furthermore, fit and proper checks would usually not prevent a PEP
from being a beneficial owner of a corporate trustee. However, this iafiem(regarding his
PEP status) would remain unknown to the financial institution maintaining the business
relationship. The assessors take the view that the exemption from identifying the beneficial
owner of a corporate trustee is not in line with ciiter5.9.

Identification and verification of the identity of the beneficial owner (c.5.5, ¢.5.5.1 and c¢.5.5.2)

530. FSB Regulations 4(1)(a) and 4(3)(c) require financial institutions to identify the beneficial
owner and underlying principal and take reasonabdasures to verify such identity using
identification dat® and such measures shall include, in the case of a legal person or legal
arrangement, measures to understand the ownership and control structure of the customer.

BThe term fAAppendi x C businesso is explained in the ar

8 The term "identification data" is defined in FSB Regulation 19 as documents which are from a reliable and
independent source.
11C
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Section19 of the Regulations defire fibenef i ci al owner o to mean
(a) the natural person who ultimately owns or controls the cusfdraed

(b) a person on whose behalf the business relationship or occasional transaction is to be or is
being conducted, and

(c) inthe case of a foundation or trust dner legal arrangement, to mean
(i) any beneficiary in whom an interdsis vestet, and
(i) any other person whaenefit§’ from that foundation or trust or other legal arrangement.

Secti on Luderlyirg principed’ to fean any person who is not a béariaf owner
but who

(@)is a settlo®, trustee, protector or enforcer of a trust, or a founder or foundation official of a
foundation which is the customer or the beneficiaries of which are the beneficial owners, or

(b)exercises ultimate effective control oveethustomer or exercises or is to exercise such
control over the business relationship or occasional transaction.

531. It is important to highlight that pursuant to rule 139 of the Handbook, a financial institution
entering a relationship with a customer whis a trust isnot required to identify itselthe
identities of the underlying principals and beneficial owners (i.e.: the settlor(s); any protector(s)
or trustee(s); and any beneficiary with a vested interest or any person who is the object of a
power;) l nstead, a financi al institution is allow
and notify it of their names. This reliance is not subject to the requirements for third party
reliance set out in Sectioh.10 of the FSB Handbook (paragraph8) but subject to the
requirements set out in section 6.5 of Hendbook (intermediary relationshjpsee pargraph
569 of the report However Rules 218 and 219 in Section 6.5 require a financial institistion
risk assess the relationship and only where the risk is assessed as low can it apply Rule 139.
Furthermore Rule 220 in Section 6.5 limits the financial institution to applying Rule 139 to trust
relationships only where the trustee is licensed by theG3kfsler the Regulation of Fiduciaries
Law. This application of reduced due diligence appears to be consistent with 5.9 of the FATF
Methodology as the identity of underlying principals and beneficial owners is still obtained by
the financial institution antheir identitystill needs to be verified based on reliable information
by examining whether thiusteeis in factlicensedby the GFSC This needs to be done by
using reliable information (e.g. by examining tRESs website information).

8 pursuant to Rule Blof the Handbookfinancial institutions are required to identify and verify the

individuals ultimately holding 5% or more interest in the capital or net assets of the legal body.

8 A vested interest is an imest that, whether or not currently in possession, is not contingent or conditional

on the occurrence of any event (Glossary to the FSB Handbook).

8 Prior to March 2013redefinition in theRegulationn nc |l uded fany ot her pamson that
therefore appeared to include persons who are object of a power as mentioned in Rule 139 of the Handbook (a
personwho is object of a powes not expressly identified in the trust instrument or by law as a beneficiary,

but could still benefit from thérust if the trustee were to exercise its power for this pujpdde new

definitionin the Regulatioms inconsistent with the definition contained in the Handbook, as it is narrower. Th

new definition in section 19 of the Regulatiol®es not necesshr cover any person, who is the object of a

powerand should be amended accordingly

®While these persons ar e nonter thee BailiviciFSB Regufative and f i c i a |
Handbook the due diligence obligations applicable to beneficial ovenersl fAunder |l yi ng princip
same. The assessors take the view that this is sufficient to meet the FATF standard, and that it is not necessary

to term these persons as ibeneficial owner so. The a
Aumdeing principalsdo would also be provided to reques
referred to fAbeneficial ownership informationd in thei

8 The authorities statethat the settlor/founder has to be identified and verifieghrdless of whether the
trust/foundation is revocable or not.
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532. Therules in section 4.8 of the FSB Handbook require that where the product or service is a life
or other investment linked insurance policy, the issuer, in order to meet the CDD requirements
of the FSB Regulations, must also identify and verify the identigng beneficiary.

533. Rule 143 establishes that when identifying and verifying the identity of trustees, beneficiaries
and others, financial services businesses must act in accordance with the identification and
verification requirements for customers warce individuals and legal bodieEhe authorities
stated that this means that in the case of a corporate trustee, corporate settlor or corporate
beneficiary the identity of théndividual person being thaltimate beneficial owneof the
corporate trusteer corporate beneficiary has to be identified and verifiede®Gthe central
role of the settlgrit appears peculiar, th&ule 143 does not expressly mention the settlor but
only contains a vague referencefiot her s 0. This | eavwetlse F8B cert ai |
Handbookto the question whether the identity of the ultimate beneficial owner of a corporate
settlor has to be identifiedowever in practice this appears to be done (as outlined in the

assessment of financi al edimparagrapf04.i onsé pol i ci es

534. Regulations 4(1) (a) and 4(3) (d) require the FSB to make a determination as to whether the
customer is acting on behalf of another person and, if the customer is so acting, take reasonable
measures to obtain sufficient identificatidata to identify and verify the identity of that other
person.

535. The FSB Regul ations and Handbook are al so sup|
note on visit trends and observations.

Information on purpose and nature of business relationship §c.5.6

536. FSB Regulation 4(3) (e) requires all FSB to obtain information on the purpose and intended
nature of each business relationship. In addition, the Rules in Section 3.5 of the FSB Handbook
require that Financial institutions, when assessing the risk fged business relationship or
occasional transaction, must take into consideration information on the purpose and intended
nature of the business relationship or occasional transaction, including the possibility of legal
persons and legal arrangementsnfing part of the business relationship accasional
transaction. (Paragrafit)

Ongoing due diligence on business relationship (c.5.7*, 5.7.1 & 5.7.2)

537. FSB Regulation 11 requires a financial institution to performgaing and effective
monitoring of anyexisting business relationship, which includes (a) reviewing identification
data to ensure it is kept up to date and relevant in particular forriblghelationships or
customers in respect of whom there is high risk, and (b) scrutiny of any transamtiother
activity.

538. Rules in Section 9.2 of the FSB Handbook require scrutiny of transactions and activity to be
undertaken throughout the course of the business relationship to ensure that the transactions and
activity being conducted are consistenthwit t he FSBd&ds knowl edge of tr
business, source of funds, and source of wealth Rgph276).

539. In addition, the Rules in Section 9.4 of the FSB Handbook require an FSB to conduct ongoing
CDD to ensure they are aware of any changes in thelafmment of the business relationship.
The extent of the ongoing CDD measures must be determined onsemskve basis but a
financial institutionmust bear in mind that, as the business relationship develops, the risk of
money laundering or terroriBhancing may bange (Paragra86).

540. FSB Regulation 1(t) also requires an FSB to ensure that the way in which identification data
is recorded and stored is such as to facilitate the ongoing monitoring of each business
relationship. Additionally, the eeht of any monitoring carried out and the frequency at which it
is carried out is to be determined on a-sskisitive basis including whether or not the business
relationship is a highisk relationship.
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Riski enhanced due diligence for higher risk cusérs (c.5.8)

541. Regulation 5 of the FSB Regulations requires Financial institutions to conduct enhanced CDD
in relation to:

Aa business relationship or occasional transaction in which the customer or any beneficial
owner or underlying principal isolitically exposed person

Aa business relationship which iscarrespondent banking relationshp similar to such a
relationship in that it involves the provision of services, which themselves amount to financial
institution or facilitate the carrying on of subbsiness, by one financial institution to another;

Aa business relationship or an occasional transaction

owhere the customer is established or situated in a country or territory that does not apply or
insufficiently applies the FATF Recommendations on Mobaundering;

owhich the financial institutioonsiders to be a high risk relationshigking into account any
notices, instructions or warnings issued from time to time by the Commission; and

Aa business relationship or an occasional transaction wWiisheen assessed as a high risk
rel ationship pur suantbusiness reldtienship risk assessm@ae i nst it
further below).

Enhanced CDD requires additional steps to be taken in relation to identification and verification
including:

Aobtaining senior management approval for establishing a business relationship or undertaking
an occasional transaction;

Aobtaining senior management approval for, in the case of an existing business relationship
with a PEP, continuing that relationship;

Ataking reasonable measures to establish the source of any funds and of the wealth of the
customer and beneficial owner and underlying principal;

Acarrying out more frequent and more extensiv@oimg monitoring; and

Ataking one or more of the following stepswasuld be appropriate to the particular business
relationship or occasional transaction:

oobtaining additional identification data;
overi fying additional aspects of the customer 6s

oobtaining additional information to understand the purpose atehded nature of each
business relationship.

542. Business relationship risk assessmdfBB Regulation 3 (2) also requires the financial
institutions - prior to the establishment of a business relationship or the carrying out of an
occasional transactionto undertake a riskssessment of that proposed business relationship
occasional transaction. Based on this assessmerftnéimeial institutionmustdecide whether
or not to accept each business relationship, or any instructions to carry out anynatcasio
transactions. This assessment must be regularly reviewed so as to keep it up to date and, where
changes to that risk assessment are requiredingongcial institutionmustmake those changes.

The financial institutionmustensure that its policies, gredures and controls on forestalling,
preventing and detecting money laundering and terrorist financing are appropriate and effective,
having regard to the assessed risk.

543. Pursuant to FSB Regulation 3 (3) tfieancial institutionmust have regard to ankelevant
rules and guidance in the Handbpakd any notice or instruction issued by the Commission
under the Law, in determining, for the purposes of these Regulations, what constitutes a high or
low risk.
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544. When assessing the risk of a proposed busindasioreship or occasional transaction a
financial institution must ensure that all the relevant risk factors are considered before making a
determination on the level of overall assessed risk. Information which must be taken into
consideration when underiak a relationship risk assessment includes but is not limited to the
identity of the customer, beneficial owners and underlying principals, the associated geographic
areas, the products/services being provided and the delivery channel, the purposended int
nature of the business relationship or occasional transaction, including the possibility of legal
persons and legal arrangements forming part of the business relationship or occasional
transaction; and the type, volume and value of activity thabeagxpected within the business
relationship.

545. Where one or more aspects of the business relationship or occasional transaction indicates a
high risk of money laundering or terrorist financing but the financial institution does not assess
the overall risk a high because of strong and compelling mitigating factors, the financial
institution must identify the mitigating factors and, along with the reasons for the decision,
document them.

546. A financial institution must ensure that any proposed or existing ésssirelationship or any
proposed occasional transaction is designated as higif tfigkcustomer or beneficial owner is
a politically exposed person, the relationship is a correspondent banking relationship or a
relationship which involves the provisiar financial services or it is a relationship where the
customer is established in or situated in countries or territories which do not apply or
insufficiently apply the FATF recommendations or which is linked to notices, instructions or
warnings issued bthe GFSC

547. To conclude the analysis of c.5. 8, t he ass
evaluation in 201 While the aboveutlined Regulation and Rules generally provide a sound
basis for determining the situations requiring enhanced digerte and the methods for
performing it, these requirements are not extended ter@gident customers, private banking,
or trusts that are personal asset holding vehicles. These categories, which are included in the
Methodology as potentially higher kismake up a significant part of the customer basowofe
of the Bailiwickis financial institutions. The IMF therefore recommendedMir report to
expand the list of higheiisk categories oEustomers to which enhanced due diligemeest be

applied
Riski application of simplified/reduced CDD measures when appropriate (c.5.9)

548. The general rule is that business relationships and occasional transactions are subject to the
full range of CDD measures, including the requirement to identify and verify thetydef the
customer, beneficial owners and any underlying princigaidy where a FSBhas assessedl
business relationship or occasional transaction as a lowpuduant to Regulatio8 (2)(a)

FSB Regulation 6 (1) permits the FSB to

a) apply reduced osimplified customer due diligence measures (see Section A below), or
b) treat an intermediary as if it were the customer (see Section B below).

It is clearly emphasised in the FSB Handbook that a comprehensive relationship risk assessment
must be conductedefore a financial institution can determine that the abueationed
measures can be applied.

A. Simplified or reduced CDD

549. Chapter 6 of the FSB Handbook sets outs the specific occasions when it may be appropriate
for a financial institution to apply simfiied or reduced CDD measures and includes general
rules which require that:

fa financial institution must ensure that when it becomes aware of circumstances which affect
the assessed risk of the business relationship or occasional transaction, a reliDDt
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documentation and information held is undertaken to determine whether it remains appropriate
to the revised risk of the business relationship or occasional transaction;

ffwhere a financial institution has taken a decision to apply reduced or sichpGiD
measures, documentary evidence must be retained which reflects the reason for the decision;
and

{'the financialinstitutionrecognises that the application of simplified or reduced CDD measures
does not remove its responsibility for ensuring thatekiel of CDD required is proportionate
to the risk.

550. Where a financial institution has reason to believe that any aspect of the relationship or
occasional transaction could be other than low, then simplified or reduced CDD measures must
not be applied.

551. As specified in Regulation 6(2), the discretion to apply reduced or simplified CDD measures
may only be exercised in accordance with the requirements set out in chapter 6 of the FSB
Handbook. The application of simplified or reduced CDD is limited to theumistances
provided for in Regulation 6 and chapter 6 of the FSB Handbook and include defined cases in
relation to the identification and verification of a customer who is a Guernsey resident; legal
bodies quoted on a regulated market; customers which ppendlix C businesses; non
Guernsey collective investment schemes; and receipt of funds.

552. Chapter 6 of the FSB Handbook lists the following five situations where reduced or simplified
CDD may be appliedif the individual relationship has been assessed wasrisk by the
financial institution)

553. Guernsey residentsWhere establishing a business relationship with or undertaking an
occasional transaction for an individual customer who is a Guernsey resident and the
requirements for the application of simplified reduced CDD measures, as set out above are
met, afinancial institutionmust obtainat a minimumthe name, any former names (such as
maiden name) and any other names used, principal residential address; date of birth; and
nationality. The name and eién the principal residential address or the date of birth of the
individual must be verified. This provision appears to be in line with the FATF standard.

554. Legal bodies quoted on a regulated markee simplified/ reduced CDD measuiagespect
of listedlegal bodiesconsist in the discretion to treat tlegal bodyitself as the customer to be
identified and verified (instead of the ultimateneficial owners In addition to the above
mentioned general preconditions, the financial institutiaumst obtaindocumentation which
confirms that the legal body is quoted on a regulated market and must identify and verify
authorised signatories who have authority to operate an account or to give the financial
institution instructions concerning the use or transfdunds or assets.

555. This provision appears to be in line with the stanfaasd the standard establishes that where
the customer is a public company that is subject to regulatory disclosure requirements i.e. a
public company listed on a recognised stoohexge, it is not necessary to seek to identify and
verify the identity of the shareholders of that public company.

556. Investment scheme$he simplifiedfeduced CDD measures in respect of investment schemes
consist in the discretion to treat the collectimeastment scheme itself as the customer to be
identified and verified (instead of the ultimate investors). In addition to the abemgoned
general preconditions, the financial institutioust obtain documentation which confirms that
the legal body is aollective investment scheme regulated by @€ Cand must identify and
verify authorised signatories who have authority to operate an account or to give the financial
institution instructions concerning the use or transfer of funds or assets

®See ANote to assessorsfi on top of page 17 of the FATEF
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557. In otherwords, financial institutions (for example custodian bahékling the assets of the
collective investment schemare not required to identify and verify the identity of the ultimate
beneficial owner on whose behalf the investment into the investmesthedk ultimately being
conducted (even if they hold a major amount of the investment scheme dsdetgdver, the
FATF Met hodol ogy clearly establishes that #@Athe
to the full range of CDD measures, includilgg r equi rement to identify t
Accordingly, simplified CDD (in terms of the FATF Recommendatioths@s not mean an
exemption from any of the CDD measurésit financial institutions can adjust the amount or
type of each or all of the CDIneasures in a way that is commensurate to the low risk
identified. In the case of beneficial ownership identification, this could consist for example in
obtaining less detailed identification information. However, the assessors are fully aware, that
the @ovementioned concessions made with respect to investment schefiees those made
to the investment sector in many other countries

558. The Guernsey authoritieargue that the above mentioned exemption from identifying and
verifying the identity of the @imate beneficial owner has to be seen in the light of the fact that a
regulated scheme must have a Guernsey licensed fund administrator under section 8 of the
Protection of Investor@ailiwick of Guernsey).aw, 1987 (to whom a scheme would typically
contact the function of applying AML/CFT measuresjhich is also subject to the FSB
Regulations and Handbook. However, the fund administrator is alltevexbake use of the
intermediary provisions (in section 6.5 of the FSB Handiok the investment intche
collective investment scheme is made by a regulated financial institution on behalf of its
clients® (i.e. the discretionary or advisory investment manager or custodiar) consequence,
the investor who ultimately provided the funds for the investmenld not be known to the
fund administrator.

559. Information on these ultimate beneficial owners is only held (irffregmented and
decentralised way) by intermediarigstentiallylocated invariousjurisdictions that subscribed
for shares, interests or tmi(as relevant) in the collective investment scheme on behalf of their
clients (the ultimate beneficial owners). As a consequdheeBailiwick Financial Institution
will notbe able to establish whether there are hundreds of different beneficial dmveesting
into the CIS or if there are only very few of théneither will the intermediaries be able to do
so as thg only hold a piece of the entire ownership information)The assessorsé6 woul
this informationon the ownership structuaes highy important for an adequate customer risk
assessmentt must also be emphasised thatre might be chains of intermediariasdifferent
jurisdictions involved. This would make it particularly difficult (if not impossible) for law
enforcement and othauthorities to find out the ultimate beneficial owners, which makes this
product vulnerable for the purpose of disguising the true ownership of funds.

1 The Guernsey authorities argue that as the collective investment scheme will contract the provisions of
schemespecific activities to various specialist financial institutions, it is the scheme which is the financial

institutionés customer to identify and ,wumesspartyof and not
that contract for services with the schemecil udes t he application of AML/CFT
i nvestors. Wit hin t he Guernsey coll ective i nvest ment

administrator these AML/CFT measures are contracted.
92 The authorities stress thander rules i section 6.5 of the Handbook the financial institution (the fund
administrator) has to establish tilae intermediary meets the criteria in order to be treated as an intermediary
and provides to the administrator written confirmation that it has appteprisk grading procedures to
differentiate between high and low risk relationships; an assurance that it has appropriate and effective CDD
procedures, that the administrator is provided with sufficient information to understand the purposes and
intendednature of the relationships and that the account will only be operated by the intermidigry.
guestionable however, whether this confirmation is also useful in the case of chains of intermediaries. It has to
be emphasised that the intermediaryttequ al i fy as an Appendi x C business (t
is explained in the analysis under ¢.5.10)
® Thisinstitutionhastome et t he criteria to qualify as an Appendi x
is explained in the analysis undeb.10)
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560. TheGuernsey authorities argue thatancial institutions which provide financial services to a
Guernseyregulated collective investment scheme have to risk assess the relationship they will
have with the scheme in accordance with Regulation 3. The GE®€ that ihas observed
that such an assessment wi || i ncl| uehtebasan asses
(minimum subscription amounts are helpful indicatorea t he aut)hthentypesofes o vi e
investor§*, how it will be marketed, the types of assets it will hold, its frequency of valuation
and dealing, investment objective and strategy andr conit i ssues covering t
directors (if a company) and managemerite Guernsey authorities also informed théit a
regulated CIS submit quarterly statistics to the GFSC which includes information on the
numbers of investoraubscribed on the sharegister.Statistics aithe end of June 2015 show
that approximately 300 regulated CIS each have more than 50 invégtpreximately 220
regulated CIS have less than 10 investors but nearly half of these are private equity funds where
theuse of intermediry provisionds rareaccording to aindustry representativé further 10%
of regulated CIS are listed on a regulated markets such as Guernsey dhAJkssessors take
the view that the above mentioned information items (which are the basis fostheiint ut i ons 0
risk assessment) are not useful in identifying cases where a collective investment scheme is in
fact used as a personal assets holdings vehicle that is considered to be of higher risk according
to the FATF methodology. The statistics providésbahighlight that there is a considerable
amount of regulated CIS with a very narrowly held ownership (less than 10 investors). The
Guernsey authorities also argue that these arrangements are consistent with the Principles on
Client Identification and Begficial Ownership for the Securities Industry issued in May 2004
and AntiMoney Laundering Guidance for Collective Investment Schemes issued in October
2005 hy the International Organization of Securities Commissitmsever, he assessomint
out thatthe IOSCO Guidance (2005imply states thatertain jurisdictionsconsider it low risk
when a financial institution (e.g. a broker/dealer or bank), acting as an intermediary, submits
bunched orders through an omnibus account to anepeiCIS where therfancial institution:
i) is based in a jurisdiction that the CIS is satisfied has appropriatenandly laundering
legislation; ii) has in place an amtioney laundering program; and iii) is supervised for
compliance, and has measures in place to comjitlly,those requirements.

561. Appendix C busined€s When the customer has been identified as an Appendix C business,
and the purpose and intended nature of the relationship is understood, verification of the identity
of the Appendix C business i®t required Rule 208 of the FSB HandbooKjhe wording of
this provision suggests that verification of the identity is not required afAslmentioned
previously, the FATF Recommendations do not permit refraining from any of the CDD
measures (even when reduced ongified CDD measures are permissible), but financial
institutions may adjust the amount or type of each or all of the CDD measures in a way that is
commensurate to the low risk identified.

562. However, t he assessors ackn dewidctedilhreedd th et the ¢
verified based on reliable information by examiningether thebusiness isn fact regulated
and supervigi by an authorityin Appendix C counyr or territory This needs to be done by
using reliable information (e.g. by examigin t he aut horitiesd website i
and supervised firms). The authorities stated that Rule 208 of the FSB HardtiE®kot
exemptthe financial institutionfrom identifying the beneficial owneof the Appendix C
businessilt is clarifiedin the Handbook thahe discretion provided by Rule 2@8es not apply
if the Appendix C business is acting for underlying principals. The Handbook establishes that in
such instances the underlying principals must be identified and their identity varified
accordance with the requirements of the Handbook.

% It remains unclear to which extent thgpe of investors isascertainablevithout having identifiedthe

ultimate beneficial owners

“The term fAAppendi x C businesso is explained in the ar
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563. Non-Guernsey Collective Investment FundsGuernsey regulated financial institution which
is providing services within the scope of a licence issued to it by the GFSC, to a collective
investment fundestablished outside Guernsey may in certain circumstances refrain from
undertaking CDD procedures on the investod instead content itself with a contracted party,
for instance the administrator or the transfer agent, of the fund having undertaken CDD
procedures on the investor.

564. Where the financial institution in Guernsey wishes to content itself with the administrator of
the fund having undertaken CDD procedures on the investdinémeial institutionmust

1 undertake CDD procedures in respect of tmiaistrator to ensure that it is an Appendix C
business and that it is regulated and supervised for investment business; and

firequire the administrator to provide a written confirmation which:

ocontains adequate assurance that the administrator condeiciscssary CDD procedures in
respect of investors in the fund;

oconfirms that the administrator has appropriate -giglding procedures in place to
differentiate between the CDD requirements for high and low risk relationships; and

ocontains an assuranti®at the administrator will notify of any investor in the fund categorised
as a PEP.

565. In addition, the Guernsey financial institution must have a programme for testing and
reviewing the CDD procedures of the administrator.

566. First of all, it is important totsess, that the Guernsey regulated financial institutiomots
required to obtain any customer or beneficial owner informafiiom the administrator or
transfer agent. Therefore, these Handbook rules cannot be regarded as third party reliance in
terms of FATF Recommendation 9. As mentioned above, simplified CDD (in terms of the
FATF Recommendations) does not permit refraining from any of the CDD measures, but
financial institutions can adjust the amount or type of each or all of the CDD measures in a way
that is commensurate to the low risk identified. While the safeguards foreseen in the FSB
Handbook (for compensating the fact that the ultimate beneficial owner does not have to be
identified) appear to be well ahead of many other jurisdictions, the exengrbvided isnot
consistentvith the requirements of the standard.

567. Irrespective of the overall deficiency identified, in relation to the safeguards in place it has to
be stressed that the administrator is only required to notify any investor in theatagdrised
as a PEP. The administrator does not have to notifyp#rer types of higher risk investofsor
example, the Guernsey financial institution would not be made aware of any investors resident
in a country subject t°Eurthemmere, i fefidnd sncldaruvbdtherc St a't
the assurance that the administrator conducts the necessary CDD procedures in respect of the

Aii nvestorso in the fund extends to the wultimat
(which might often bea financial institution investing on behalf of an ultimate beneficial
owner).

568. Section 6.4 of the FSB Handbook sets out that under certain circumstaneetbeof funds
from an Appendix C businessay provide satisfactory means of verifying the idgntif the
customer, beneficial owner and any underlying principal, provided that the relationship or
occasional transaction is considered to be a low risk relationshipfiridreial institutiont
inter aliai must ensure that all initial and future fundse received from an Appendix C
businessa | | transactions are to or from accounts i
withdrawals unless these are face to face with the customer or underlying principal.

% However for the administrator to quglias an Appendix C business it must be located in a jurisdiction listed
in Appendix C and regulated and supervised to AML/CFT measures which are consistent with FATF
standards.
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B. Treating intermediary as customer

569. Sectbn 6.5 of the FSB Handbook sets out the criteria, which must be met for an intermediary
relationship to be established. In such circumstances nittisleemed necessary to undertake
CDD procedures on the customers of the intermedialgss the FSB congds this course of
action to be appropriate (paragraphi7 of the FSB Handbogk Before establishing an
intermediary relationship, thfénancial institutionundertake a risk assessment which will allow
the financial institution to consider whether it igoagpriate to consider the intermediary as its
customer or whether the intermediary should be considered as an introducer and as such be
subject to the requirements for third party reliance set out in Settiérof the FSB Handbook
(paragrapt218).

570. CDD procedures must be undertaken on the intermediary to ensure that the intermediary is
either

Aan Appendix C busine¥sexcluding doreigntrust and corporate service provider;

Aa wholly owned nominee subsidiary vehicle of an Appendix C business, exclutbngjgn
trust and corporate service provider;

Aa wholly owned pension trustee subsidiary vehicle of an Appendix C business, excluding a
foreigntrust and corporate service provider; or

Aa firm of lawyers or estate agents operating in Guernsey, and the fudisdare to be used
for the purchase or sale of Guernsey real estate and have been received from a Guernsey bank
or a bank operating from an Appendix C jurisdiction.

In addition, the intermediary must provide a written confirmation that:

Aappropriate risigrading procedures are in place to differentiate between the CDD
requirements for high and low risk relationships;

Acontains adequate assurance that the intermediary conducts appropriate and effective CDD
procedures in respect of its customers, includginganced CDD measures for PEP and other
high risk relationships;

Acontains sufficient information to enable the financial institution to understand the purpose and
intended nature of the business relationship; and

Aconfirms that the account will only be enated by the intermediary who has ultimate,
effective control over the financial product or service.

571. For an intermediary to be considered as the customer of the financial institution, a business
relationship must be established to provide for one or rif@reproducts and services in the
table below.Some additions to the list of the products and services were made in March and
April 2013 (asterisked in the table below).

Table23

Product/service Intermediaries who may be
considered as the customer

Investmant of life insurance company funds to back the | The life insurance company.
companyds policyholder [
opens an account. If the account has a policy identifier {
the bank must require an undertaking to be given by the
company that they are thegld and beneficial owner of the
funds and that the policyholder has not been led to belig

“The term fiAppendi x C businesso is explained in the
11¢
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that he has rights over a bank account in Guernsey.

The offering of insurance products to another regulated
financial institution bya Guernsey licensed insurer, as pg
of its relationship falling within the scope of the Insurang
Law

The regulated financial
institution.

Investments via discretionary or advisory investment
managers or custodians of
collective investment scheme either authorised or regist
by theGFSCwhere the funds (and any income) may not
returned to a third party unless that third party was the
source of funds.

The regulated financial
institution, i.e. the discretionary
or advi®ry investment manage
or custodian.

Investments via discretionary or advisory investment
managers of their c uGadanseye
scheme, where approval has been granted b@B&Cto a
POl licensee to provide administration, and whkesfunds
(and any income) may not be returned to a third party
unless that third party was the source of fuhds.

The regulated financial
institution, i.e. the discretionary
or advisory investment manage

Undertaking various restricted activities by alH€ensee,
within the scope of its licence as part of its relationship
falling within the scope of the POI Law, with another
regulated financial institution licence where the funds (a
any income) may not be returned to a third party unless
third paty was the source of funds.

The regulated financial
institution.

Dealing in bullion(although not covered by FATF
requirements this is a financial activity under the POCL
which AML/CFT measures must be applied by the bullig
dealen)by a licensed b#, a POl licensee or a Guernsey
licensed fiduciary as part of its relationship with another
regulated financial institution, where:

A safe custody services are provided in relation to bulli
A no physical bullion is received or delivered; and

A any funds ray only be received from and/or returned
the intermediary.

The regulated financial
institution

The provision of nominee shareholder services

The nominee subsidiary vehiclg

The provision of pension trustee services to its parent
company

The pen®n trustee subsidiary
vehicle

Client accounts held by banks in the name of a POI lice
e.g. a pooled client money account, where the funds are
subject to the conduct of business rufles.

The POI licensee

Client accounts held by banks in the name Gluarnsey
licensed fiduciary or a firm of lawyers or estate agents
registered with th6&FSCwhere the holding of funds in thg¢

client account is on a shedrm basis and is hecessary to

The licensed fiduciary or firm o
lawyers orestate agents
operating in Guernsey.
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facilitate a transaction

Pooled accounts held by banks in the name of a Guerng The Guernsey licensed fiduciat
licensed fiduciary where the holding of funds in the pool
account is on a shetérm basis and where the funds (anc
any income generated) will only be returnedhe bank
account from which the funds originated. Licensed
fiduciaries should ensure that any such use is compatib
with relevant trust deeds, and applicable legislation and
Codes of Practice.

572. As outlined above, Sectidh5 of the Handbook permits financial institutions to refrain from
undertaking CDD procedures on the customers of the intermediary. In other words, the ultimate
beneficial owner gn whose behalf a transaction is being conductie#s not have to be
identified and verified in those instances. As mentioned previously, simplified CDD (in terms of
the FATF Recommendations) does not permit refraining from any of the CDD measures, but
financial institutions can adjust the amount or type of each or all of ther@&d3ures in a way
that is commensurate to the low risk identified. When it comes to beneficial ownership
identification, this could consist for example in obtaining less detailed identification
information, but not refraining at all from identifying thktimate beneficial ownet®

573. While the safeguards foreseen in the FSB Handbook (for compensating the fact that the
ultimate beneficial owner does not have to be identified) appear to be well ahead of many other
jurisdictions,the exemption provided igot mnsistentwith the requirements of the standard.

The authorities stress that they considered guidance issued by IOSCO and the Basel Committee
in drawing up these provisions.

Riski simplification/ reduction of CDD measures relating to overseas resifebt40)

574. Criterion 5.10. requires that, where financial institutions are permitted to apply simplified or
reduced CDD measures twustomersresident in another country, this should be limited to
countries that the original countfand not only the finanal institution) is satisfied are in
compliance with and have effectively implemented the FATF Recommendations. For this
purpose the GFSC has drawn up Appendix C to the Handbook. Appendix C reflects those
countries or territories which th€FSC considers rquire regulated FSB to have in place
standards to combat money laundering and terrorist financing consistent with the FATF
Recommendations and where such financial institutions are supervised for compliance with
those requirements. It was also designed aschanism to recognise the geographic spread of
the customers of the Guernsey finance sector and is reviewed periodically with countries or
territories being added as appropriate.

575. 1 n accordance with the definitieodipr €vibdiesd nfes
means:
a) a financial institution supervised by the GFSC; or
b) a business which is carried on frem
(i) a country or territory listed in Appendix C to the Handb8aid which would, if it were
carried on in the Bailiwick, be a financial instibn; or

% Rule 223 of the FSB Handbook requires that a financial institution should always consider whether it feels
that the risks would be better managed if the financial services business undéitbokn the beneficial
ownerand underlying principal(s) for whothe intermediary is acting rather than treating the intermediary as

the <customer. This wording suggests that the Guerns
intermediary cannot be considered as the beneficial owner in any of therabatienedsituations, even if the
intermediary might gualify as | egal owner of the <cli

company as legal owner of the insurance premiums).

9 At the time of the onsite visit the following countries were listed\ppendix C to the Handbook: Austria,
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(i) the United Kingdom, the Bailiwick of Jersey, the Bailiwick of Guernsey or the Isle of Man
by a lawyer or accountant;

and, in either case is a businéss

(A) which may only be carried on in that country or territory by a person regulated for that

purpose under the law of that country or territory;

(B) the conduct of which is subject to requirements to forestall, prevent and detect money

laundering and terrorist financing that are consistent with those in the Financial Action Task

Force Recommendatios Money Laundering in respect of such a business; and

(C) the conduct of which is supervised for compliance with the requirements referred to in
subparagraph (B), by tH&éFSCor an overseas regulatory authority.

576. Regulation 6 of the FSB Regulations providest the discretion set out in Regulation 6(1) to
apply reduced or simplified CDD measure or treat an intermediary as if it were the customer,
may only be exercised in accordance with the rules set out in chapter 6 of the FSB Handbook.
The criteria for edt of the designated categories of low risk customer specified under criterion
5.9 above and which are included in chapter 6 of the Handbook link the application of reduced
or simplified CDD measureg _almost all case®ither to Guernsey or a country lidtén
Appendix C.

577. According to paragraph 206 (second bullet point) of the FSB Handbook, an FSB is allowed to
consider a legal body quoted on a regulated market as the principal to be idémifieel listed

entity wil/| be s ub | sdistlosureaequirbnmentghes| hés amplitdtione x c han g
of simplified CDDis not restricted to a listed legal body that is domiciled in Guernsey or an
Appendix C jurisdicion However the listed | egal body has

mar ket 0. definecsin thednsider Dealing (Securities and Regulated Markets) Order,

1996 as amendedccording to the Insider Dealing Order various major global stock exchanges

qualify as regulated markets (which are explicitly mentioned in the Order). In addikotern

c o mp r ang exchangewhich is an ordinary, assiate or affiliate member of IOSCQ@r any

exchange which is regulated, or supervised by, suchameérmber t he assessords vi
membership does not warrant for equivalent disclosure requitepmes the adequacy of these
requirements are not assessed in the application process for membership. The authorities should
therefore draw up a |ist of firegul ated mar ket
disclosure requirements.

578. Furthermorethe discretionto treat an intermediary as if it were the customer may also be
applied to an intermediary which is

Aa wholly owned nominee subsidiary vehicle of an Appendix C business, excluding a foreign
trust and corporate service provider;

Aa wholly owred pension trustee subsidiary vehicle of an Appendix C business, excluding a
foreign trust and corporate service provider; or

Aa firm of lawyers or estate agents operating in Guernsey, and the pooled funds are to be used
for the purchase or sale of Guernsesl estate and have been received from a Guernsey bank or
a bank operating from an Appendix C jurisdiction.

579. However, there is no requirement that these subsidiary vehicles are domiciled in Guernsey or
an Appendix C jurisdiction. Given that subsidiary htidpe unable to observe the (equivalent)
AML/CFT standards applied by the mother company because this is prohibited by local (i.e.
host country) laws, regulations or other measures (compare FATF criterion 22.2), the discretion

Australia, Belgium, Bulgaria, Canada, Cayman Islands, Cyprus, Denmark, Estonia, Finland, France, Germany,
Gibraltar, Greece, Hong Kong, Iceland, Ireland, Isle of Man, ltaly, Japan, Jersey, Latvia, Liechtenstein,
Lithuana, Luxembourg, Malta, Netherlands, New Zealand, Norway, Portugal, Singapore, South Africa, Spain,
Sweden, Switzerland, United Kingdom, United States of America
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to apply simplified due dilignce should be limited to Guernsey and countries listed in
Appendix C.

Risk1 simplified / reduced CDD measures not to apply when suspicions of ML/FT or other risk
scenarios exist (c.5.11)

580. FSB Regulation 6 (3) prohibits the application of simplified oupsdl CDD measures from
being applied where the financial institution knows or suspects or has reasonable grounds for
knowing or suspecting that any party to a business relationship or any beneficial owner or
underlying principal is engaged in money laumaggror terrorist financing, or in relation to
business relationships or occasional transactions where the risk is other than low. In such cases
it is also prohibited to treat an intermediary as if it were the customer.

581. The rules in chapter 6 of the FSB Hlwook require financial institutions to ensure that when
they become aware of circumstances which affect the assessed risk of the business relationship
or occasional transaction, a review of the CDD documentation and information held is
undertaken to detatine whether it remains appropriate to the revised risk of the business
relationship or occasional transaction. Where a decision has been taken to apply reduced or
simplified CDD measures, documentary evidence must be retained which reflects the reason for
the decision.

Risk Based application of CDD to be consistent with guidelines (c.5.12)

582. Where financial institutions are permitted to determine the extent of the CDD measures on a
risk sensitive basis, pursuant to FATF criterion 5.12 this should be comsigte guidelines
issued by the competent authorities.

583. Regulation 6(2) of the FSB Regulations provides that the application of simplified or reduced
CDD measures may only be exercised in accordance with the requirements set out in chapter 6
of the FSB Hadbook.

584. The rules and the guidance in chapter 6 of the FSB Handbook detailing the types of customers,
transactions or products where the risk may be considered as low and where a financial
institution may wish to apply the reduced or simplified CDD measareset out fully in the
response to criterion 5.9.

585. As regards the application of enhanced due di l
following the evaluation in 2010: While the Regulation and Rules generally provide a sound
basis for deteriming the situations requiring enhanced due diligence and the methods for
performing it, these requirements are not extended tere@sident customers, private banking,
or trusts that are personal asset holding vehicles. These categories, which are iincthde
Methodology as potentially higher risk, make up a significant part of the customer Isasseof
Bailiwick financial institutions. The IMF therefore recommended to expand the list of higher
risk customers to which enhanced due diligamcst be apiped accordingly.

Timing of verification of identity general rule (c.5.13)

586. Regulation 7 of the FSB Regulations provides that identification and verification of the
identity of any person or legal arrangement must be carried out before or during treeafours
establishing a business relationship or before carrying out an occasional transaction.

Timing of verification of identity treatment of exceptional circumstances (c.5.14 & 5.14.1)

587. FSB Regulation 7(2) provides that verification of the identity of ¢hstomer and of any
beneficial owners and underlying principals may be completed following the establishment of a
business relationship provided that: it is completed as soon as reasonably practicable thereafter;
the need to do so is essential not to imigglr the normal conduct of business, and appropriate;
and effective policies, procedures and controls are in place which operate so as to manage risk.
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588. In addition, section 4.13 of the FSB Handbook requires that when the circumstances are such
that verificdion of identity of customers, beneficial owners and underlying principals may be
completed following the establishment of the business relationship or after carrying out the
occasional transaction, a financial institution must have appropriate and veffediicies,
procedures and controls in place so as to manage the risk which must include:

Aestablishing that it is not a high risk relationship;

Amonitoring by senior management of these business relationships to ensure verification of
identity is completeds soon as reasonably practicable;

Aensuring funds received are not passed to third parties; and

Aestablishing procedures to limit the number, types and/or amount of transactions that can be
undertaken.

Failure to satisfactorily complete CDD before comniegdhe business relationship (c.5.15) and
after commencing the business relationship (c.5.16)

589. FSB Regulation 9 requires that where a FSB cannot comply with the CDD requirements of the
Regulations it must in the case of a proposed business relationsltipasional transaction, not
enter into that business relationship or carry out that occasional transaction with the customer,
and consider whether an STR must be made.

590. Additionally, the rules in section 4.14 of the FSB Handbook require that when a financia
institution has been unable, within a reasonable time frame, to complete CDD procedures in
accordance with the requirements of the FSB Regulations and the FSB Handbook, it must assess
the circumstances and ensure that the appropriate action is undesakepired by Regulation
9 (see above). A FSB is also required by the rules in section 4.14 to ensure that where funds
have already been received they are returned to the source from which they came and not
returned to a third party.

Application of CDD equirements to existing customér&.5.17)

591. Regulation 4 of the FSB Regulations provides that the CDD requirements of the FSB
Regulations must be carried out in relation to a business relationship established prior to the
coming into force of the Regulafis to the extent that such steps have not already been carried
out, at appropriate times on a risknsitive basisThese Regulations came into force in 2007.

592. Additionally, chapter 8 of the FSB Handbook provides rules and guidance in respect of the
CDD maasures to be undertaken in respect of business relationships, which were established
with customers taken on before the coming into force of the FSB Regulations. The rules in
chapter 8 include a requirement for a financial institution to ensure thatit®goprocedures
and controls in place in respect of existing customers are appropriate and effective and provide
for:

A its customers to be identified:
A the assessment of risk of its customer base;
A the level of CDD to be appropriate to the assessed rigledfusiness relationship;

Athe level of CDD, where the business relationship has been identified as a high risk
relationship (for example, a PEP relationship), to be sufficient to allow the risk to be
managed;

A the business relationship to be understoad; a

A the application of such policies, procedures and controls to be based on materiality and risk.
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593. In November 2009 the GFSC issued instruction number 6 for financial institufitiss.
instruction was made under section 49(7) of the Proceeds of Crime rdvis ssubject to
sanctions for notompliance.

594. Instruction number 6 required that the Board of each financial institution must review the
policies, procedures and controls in place in respect of existing customers to ensure that the
requirements of Reguiahs 4 and 8 (relating to CDD and the setting up and maintenance of
accounts respectively) of the FSB Regulations and each of the rules in chapter 8 of the FSB
Handbook are met (information on Regulations 4 and 8 and the rules in chapter 8 is provided in
the above paragraphs); and by the close of business on 31 March 2010 have taken any necessary
action to remedy any identified deficiencies and satisfy itself that CDD informegpioropriate
to the assessed rigkheld in respect of each business relatigns

Performance of CDD measures on existing customers (c.5.18)

595. FSB Regulation 4(1)(b) requires a FSB to ensure that the full identification and verification
requirements are carried out in relation to a business relationship established prior to tge comin
into force of these Regulations in respect of which there is maintained an anonymous account or
an account which the financial institution knows, or has reasonable cause to suspect, is in a
fictitious nameas soon as possible after the coming into fofciese Regulations arid any
event beforesuch account is used again in any way.

Effectiveness and efficiency

596. Financial services businesses have been subject to AML/CFT obligations since 2000 (with
some types of business such as banks subject to geidang before that date). The FSB
Regul ations and FSB Handbook were first i ssued
meeting the 2003 FATF Recommendations and 2004 Methoddtaggncial institutions have
therefore had many years to embed compliavite the AML/CFT requirements to which they
are subject. The assessors take the view that the maturity of the regulatory framework in place,
as well as the continuous political and policy attention paid to this area over those years, is a
major factor tobe taken into consideration when evaluating the overall effectiveness and
efficiency of the customer due diligence measures. Substantial resources are dedicated from
both the competent authorities as well as the financial institutions to put this framiesoork
practice. Financial institutions clearly demonstrated that they are highly knowledgeable of their
AML/CFT obligations.

Effectiveness Anonymous accounts and accounts in fictitious names (c.5.1)

597. All internal procedures reviewed by the assessment teamtained a clear prohibition
regarding the saip of anonymous accounts or accounts in fictitious names. The GFSC stated
that every financial institution was visited by 2010 and no cases of anonymous or fictitious
accounts have been identified. The GF8@htinues to include a question in its onsite
guestionnaire as to whether a business maintains any anonymous or fictitious accounts in order
to ensure that no such accounts are established

598. One bank has legacy accounts which are numbered accounts, venelopened prior to the
introduction of the Handbook and had already been notified tdG#E®C The GFSC has
established on each occasion that it has visited the bank that due diligence is held on these
customers and is available to management and coropl&aff.

Effectiveness Identification and verification of the identity of the customer and the beneficial owner
(c.5.2,5.3,5.4&5.5)

599. All financial institutions met have comprehensive customer-tekeolicies, procedures and
controls in place. Therfancial institutions interviewed by the assessment team demonstrated
good knowledge of the identification and verification requirements as set out in the Regulation
and the Handbook. The documentation standards set out in the internal procedures taviewed
the assessors were in line with the requirements of the FSB Handbook. The compliance
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functions of financial institutions appear to be adequately consulted bylifrerdtaff, at least
when it comes to the acceptance of hiigh customers.

600. In the pastmost financial institutions placed reliance on a domestic or foreign introducer (in
particular fiduciaries and lawyers) to have verified the identity of the customer, beneficial owner
and any underlying principals. Due to risk considerations and due etoindreasingly
burdensome requirements for third party reliaffcénere appears to be a trend of abstaining
from the option to rely on a third party or group introducer for the verification of the customer.
Instead, more and more financial institutions aaidthe verification of the introduced
customers themselves, though still without having-fagiace contact with the beneficial owner
and/or underlying principals for the majority of their customers.

601. For the latter reason (i.e. lacking fawceface condct) Guernsey financial institutions
commonly have to rely on copy documentation which therefore has to be certified to guard
against the risk that identification data provided does not correspond to the individual whose
identity is to be verifiedGuernsg financial institutions are required to consider the suitability
of the certifier in conjunction with the assessed risk of the business relationship or occasional
transaction together with the level of reliance being placed on the certified documetits(Sec
4.5.2 of the FSB Handbookj: It must also exercise caution when considering certified
documents originating from high risk jurisdictions or unregulated enfiles rules also require
an assessment that the financial institution is satisfied thatettiéier is appropriate and not
closely associated to the person whose identity is being certified, and requirements regarding
what the certification must attest and must contai. institutions must follow these
requirements as a consequengSeme of the internal procedures reviewed by the assessors
contaired comprehensive policies to determine which kind of persons the company would
regard as a fwhilathe palibiés @nd preceduresfof other institutions were silent
on how they would etermine that an individual would be suitable to certify documéifts.
authorities have recently reacted to this situation by publishing best practices on this matter in
the FAQ section of the GFSC website, which is very welcomed by the assessment team.

602. As far as the beneficial owner identification of legal persons are concenee@GHSC statk
that onsite visits indicate that there is now a discernible trend within industry to apply a
significantly lower thresholdhan required by the FSB Handboukidentify and verify the
individuals ultimately holdinganinterest in the capital or net assets of the legal lmvdggal
arrangementThis is mainlybecause of US and UK tax reportikgurthermore, given that the
customer base of financial institutions the Bailiwick may ofteninvolve trusts, assessors
focused particularly on the effective compliance with the identification and verification
measures in this context. In order to verify the identity/ existence of the trust and to identify and
verify the teneficial owner and underlying principals, financial institutions typically require a
certified copy or original extraatf the trust deedhowing settlors and where applicable the
beneficiaries. Some financial institutions appear not to require copibe oflevant extracts of
the trust deed but only want to have sight of these extfamts which they can record the
pertinent details. The assessors consider this practice to be in line with 5.4(b) of the
Methodology Some financial institutions statedaththey would not want to see or hold the
entire trust deed, as they could, at a future date, be found liable as a constructive trustee for
failing to notice that a professional trustee was acting outside the scope of the powers in the

19 This refers in particular to the requirement to have a programme of testing to ensuré&ddaténs are
able to fulfil the requirement that certified copies or originals of the identification data will be provided upon
request and without delay.

191 For the sake of completeness the authorities would like to point out that pursuant to Sectibthd.5SB
Handbook financial institutions are also required to taklequate measures to manage and mitigate the
specific risks of business relationships or occasional transactions mattirasidentndividual customes. The
measures mirror the examplef proceduresapplicableto nonface to face customemss mentioned under
c.8.2.1 of the FATF Methodology.
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constitutional docuents. However, other institutions stated that they see no liability risk in
holding a full copy of the Trust Deed.

603. Only few internal procedures mentioned the requirement to obtain subsequent deeds of
variation/amendment. Furthermore, financial instituidiatated that they would not require to
have sight of letter of wishes, which often accompany discretionary trusts, setting out the
settlords wishes regarding how he desires the
should accept instructionsoim, and who the beneficiaries should be (which may include the
settlor himself). The internal procedures reviewed by the assessors did not contain any
requirements either to ask for a potenti al I
memorandum ofile note of the settlds wishes. Financial institutions explained that they
would not ask for such documents, as they are not legally bintiegauthorities also pointed
out that under the Trusts (Guernsey) Law a trustee is not obliged to disgjdsétenof wishes
except by order of the Royal Court. They al so
wishes outside the trustee increases the risk that an individual who might potentially benefit
finds out inadvertently. Howeverydm the assasor 6 s p o | hating sight ofsticle w
documentsds highly important to test whether there are persons who might otherwise benefit
from the trust depending upon whether those with power to make such a determination, exercise
those powers in their favort he GFSC Handbook refers to dAper.
p o we Thé EESC has however set out its expectation on the due diligence requirements on a

person who is the fAobject of a power o in an F/
2013. Under this trustees should notify the financial institution of any individuals who are

Aobj ects of a power 0. The information that I
institutions and the information that financial institutions receive from trustegssessed as

part of the GFSC6s onsite inspections.

604. It is important to note that several internal procedures reviewed by the assessors set out that
the underlying individual(s) have to be identified whergetlor(s)is a legal entity (corporate
settlor).In addition, most of the internal procedures reviewed appear to confirm that the true (or
economic) settlor (as opposed to a nominee settlor) has to be identified and verified. Most of the
internal procedures also mentioned the need to identify and vhefidentity of any person
subsequently settling funds into the trust. Howeirethe interviews it was understood by the
evaluation team tha& few representative of the TCSP sector (which provides the financial
institutions with the relevant beneficialvner information)vould in exceptional cases while
establishing the true or economic settawnly record the details of a hominee settlor in the
CDD files to have an additional layer of confidentialithe GFSC stated that that this was a
misundersinding and that the TCSPs interviewed referred lis@ric practice According to
the GFSC all TCSP are emphatic that this practice is not applied anymore. The GFSC
emphasised that the findings from t hdendiFSCbs o1
In order to have legal certainty on this issue the assessors recommend clarifications to the FSB
Handbook which applies to both financial institutions and DNFBPs.

605. Where the trustee is a corporate entity, the internal procedures reviewed byegwmmass
team require the identification of the underlying individual persons and the confirmation that the
corporate trustee is a licensed fiduciary.

606. An issue of concern is that none of the internal procedures reviewed did contain any
instructions with rgsect to how CDD measures have to be applied with respect to PCCs and
ICCs This raisel concerns whether CDD is in fact applied with respect to each cell, in
particular when it comes to the identification of the identity of the beneficial ownéo(s)
detals see the excursus on cellular companies in the analysis under R.3gdphi®d56seq.)
Following the onsite visjtthe GFSC has obtained confirmation of the position from relevant
industry associationsonfirming that CDD obligations are understood by their members to
apply to the individual cells of cellular companigdfiese statements are acknowledged by the
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evaluation team. However, in order @éasure enforceabilitthe authorities should clarifthis
requirementn theFSB Handbook

607. Financial institutions met appeared to apply robust procedures to ensure that third parties are

legally authorised to act for and on behalf of the customer. In addition, appropriate CDD
measures appear to be undertaken on these third panibeso accepting instructions from
them.

608. It is also worth to mention thaté FSB Handbook establishes that all key CDD documents (or

parts thereof) must be understood by an employee of the financial institution, and must be
translated into English an¢ reasonable request of the FISorthe GRBE.SCds onsi t e
have established that it is common practice for businesses to include in their procedures a
requirement to ensure that all documents that are in a foreign language are translated. Data on
noncompliance shows only three instances of a business failing to translate documentation that
required remediation.

EffectivenessInformation on purpose and nature of business relationship (c.5.6)
609. Obtaining information on the nature and intended psepof the business relationship means

developing a more comprehensive picture of the customer and the beneficial owner. This
ultimately allows for developing a customer risk profile and is also key to provitieg
financial institutionwith a solid basisfor monitoring the business relationship. Obtaining
information on the commercial rationale is an important element of this process, in particular for
financial institutions servicing foreign customers.

610. The importance of establishing the rationale i® atflected in the GFSC HandbookRule

56 of the Handbook under which a financial institution must take into account when
undertaking a relationship risk assessmemiter aliai the purpose and intended nature of the
business relationship or occasionaansaction. Under guidance in section 3.5.3 tiné

r

ev

Handbook financial institutionsshould consider as digh risk indicator fwhere a custo

wants a product or service in one country or territory when there are very similar products or
services in hidhome country or territory, and where there is no legitimate economic or other
rationale for buying the product or service

abi

GFSC6s guidance note on visit t r enad 80 the f June
customerdé6s rationale in selecting the Bailiwicl

611. While some of the institutions interviewed showed awareness for this matter, the internal

AML procedures reviewed by the assessors did not clearly m&nate that all financial
institutions are in fact establishing this rationale. The GFSC reported that in some instances,
relevant information on the rationale appeared to be known to senior personnel or the
group/parent office but information was not peoly recordedn the client files Howeverpoor
recordscompromisgsignificantlyif material)the quality and effectiveness of the customer risk
assessment and the-going monitoring of the business relationslifipthe information on
rationale is not radily available.

612. Some institutions reported that they are in the process of reviewing their existing customer

relationships in order to identify and fill potential gaps in the documentation of the economic or
other rationale for the structure and the basg relationshifsome of these reviews are related

to the acquisitions of existing books of businessdsyever, it appears that in some instances
this review has only been applied to a limited portion of the customer base so far. The review of
existing records should not be limited to higsk customers, as medium or lower risk
customers might not have been properly classified in the absence of meaningful infoonation
file on the commercial rationale.

613. The assessors also welcome that the GFSC Hastiemphasised the importance of verifying

that the intended nature and purpose of each business relationship is recorded with the customer
risk assessment in its abeneentioned guidance note on visit trends and observations and the
letter to chief exedive officers of financial institutions of May 2014.
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614. On the positive side, it also has to be highlighted that some financial institutions reported that
where the rationale of a business relationship is tax planning or tax mitigation, they would
expect thecustomer to provide a copy of the tax opinion or advice to ascertain the compliance
with relevant tax laws. The assessment team recommendshthd@FSC should consider
promotingthis best practice.

615. The assessors al so wel craisathe findneial seeoy s1dwaréness 6 s
with respect to potential risks in the area of tax planning by hosting a seminaofreration
with industry representatives. A few financial institutions also reported internal training
initiatives in this respecthe authorities and the private sector are encouraged to reinforce these
measures to further strengthen their abilities to identify business relationships with illegitimate
purposes.

Effectiveness On-going due diligence on business relationship (c.5.7)

616. Some banks use automated monitoring systems implemented by the groups to which they
belong.In a limited number of instances, the dayday monitoring function is delegated to the
group. The bank remains responsible for complying with Guernsey requirsnagmt must
understand how the monitoring is undertaken, how the risk profile of its relationships informs
the monitoring system, including the expected level of transactional activity so that anomalies
can be identified in a timely and effective manr@ther banks use a combination of automated
and manual measures, with the latter more commonly seen applied in relation -tiskigh
customers.

617. Life insurance policies are normally of significant duration and monitoring is usually on a
trigger event basisush as changes to sums insured. Early cancellation will always be treated as
an unusual event and will result in additional due diligence. Life assurers use third party
databases to monitor individuals starting from the time of-¢takand then at any tiggr event,
which may occur thereafter. Captive insurance managers haveguing active facé¢o-face
relationship with their customers and primarily undertake monitoring activities on a manual
basis. Customers are subject to regular reviews, togethbrtrigger event reviews e.g. a
change of controller or a material change to risk underwritten. Use of third party databases for
orrgoing monitoring and verification purposes is common.

618. Like the banks, many investment businesses use automated monitastEmsymplemented
by the groups to which they belong. the context of collective investment schemes, transfer
agency functions performed in Guernsey require the monitoring of CDD in accordance with the
terms of business and are subject tegomg monitasing by the administrator, who retain
responsibility for ensuring that the requirements of the FSB Regulations and the FSB Handbook

are met. Businesses are often made aware in advance of anticipated transactions as these are

prescribed in accordance withh e t er ms of the collective invest
subscriptions and redemptions). This more read

proposed transactions and parties seeking to undertake those transactions which fall eutside th
expected and permissible activity under the terms of the scheme, in a timely manner, prior to
any processing of the transaction.

619. Investment businesses apply controls to monitor both distributions and redemption payments
to ensure that they areonly madee nomi nated bank accounts whi
and suspend such payments until they are satisfied that the activity falls within that expected of
the investors, given the known risk profile. Again, similar to the banks, investment licensees us
a combination of automated and manual measures, with the latter more commonly seen applied
in relation to highrisk investors and promoters.
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620. Monitoring undertaken by the registered business séttmmerally incorporates both manual
and automated measaré his will depend upon whether the business is administered by a
fiduciary, in which case the monitoring measures of the administrator are applied, operates as a
standalone business or forms part of a broader group for which automated measures are
provided, such as where a registered business which undertakes lending forms part of a larger
banking group.

621. The GFCS stated that financial institutions tend to incorporate the requirements concerning the
review of business relationship assessments with thaiitaring programmeslhis is designed
to ensure that CDD remains up to date and that the risk profile of the relationship is current and
understood.

622. During onsite inspections the GFSC observed that some financial institutions tended to focus
on transadbn monitoring, particularly in the banking sector. Over the last 2 years, therefore, the
GFSC has stressed the importance of ensuring thgbiog monitoring processes incorporate
possible changes of a nonr ansacti onal nat ur ee, inauding the ust omer
assessment of events or |ife style changes tha
revised relationship riskAn example of this would be where an individual is elected to public
office after being taken on as a customeri B has been a particular t
feedback over the last two yeai$ie GFSCstated that ihas observed a notable enhancement
to the monitoring processes of the relevant businesses.

623. As can be seen of the technical analysis oBdlie requirenent to take reasonable measures
to establish the source of wealth and the source funds (of the customer, beneficial owner and
any underlying principal) is articulated expressly with respect to-tigghrelationships (FSB
Regulation 5 (2) (a) (iii)). Thavording in the General Introducer Certificate contained in
Appendix A to the FSB Handbook suggests that the source of wealth and the source of funds is
in practice establishefibr PEP relationships an@nly where appropriatefor other highrisk
relationdips.

624. However, it is important tanentionthat some financial institutions appear to establish the
source of wealth and the source of funds beyond the above outlined statutory requirements.

They request such informatidgtself for their medium risk reladin s hi p s . I n the asse
this practiceis to be commended as this information is also essential for a proper risk
classification of the customeramdn der st andi ng the | egitimacy of ¢

and wealth is key.

625. The Handbook and Relation do not prescribe the measures that must be taken by a financial
institution to establish the source of wealth and the source of flhd§&FSChas described its
expectation in this regard in the Q&A section of the GFSC’s website. Financialtiostt
appear to ascertain the source of funds and wealth mainly through responses from customers to
enquiries about their source of funds and wedlihst internal AML procedures reviewed by
the assessors contained very comprehensive guidance on the afétdbrmation details to be
obtained for each type of fund or wealth source.

626. The internal AML procedures also mention examples of documentary evidences for each type
of fund or wealth sourcedowever, the internal procedures do not clearly specifwhich

instances it would be considered mandatory to
responses regarding the source of funds and wealth. For example, one internal procedure
establishes that requests for domme exceptiotalar y evi

192 Under Guernsey's AML/CFT framework there are three broad types of registered businesses: (1) non
regulated financial services businesses whieh @ampervised for AML/CFT purposes only; (2) prescribed
businesses which are supervised for AML/CFT purposes only; and (3) regulated financial services businesses
carrying out money services business which are also required to register for AML/CFT papaoseney

service providers.
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c i r ¢ u msTha authaises stress that firms often wish to retain discretion over when to
require evidence and flexibility over what type of evidence is requBasged on the review of

the internal procedures the assessors gainedvidve that such documentary evidence is
requested rather infrequently.

EffectivenessRiski enhanced due diligence for higher risk customers (c.5.8)

627. As outlined in section 3.1. of this report significant portions of the customer basemef
Guernseyfinancial institutions may presentultiple high-risk characteristics which are
considered by the FATF to be of higher risk. First of all, the beneficial owners of more than
90% of all business relationships arenresidentcustomers (or rather nemsident beneficial
owners).

628. For some businesglationships Guernsdinancial institutions may never have a faodace
contact with the beneficial owner and/or underlying principals (in particular those settling funds
into a trust)® Guernsey financial institions have certain measures in places (which are
mentioned as examples in the FATF Methodol8%yor mitigating the risks inherent to such
nonfaceto-facebusiness relationships.

629. However, it has to be taken in to account that some of thesdaoeto-face business
relationships of Guernsey financial institutions may have additional risk characteristics. These
relationships might involve legal persons or arrangements that are persondioktingt
vehicles, which are listed in the FATF Methodologyaasther example of higher risk, as there
is little on public record as to their commercial use and their activities.

630. It should also be taken into account that under the terms of a discretionary trust (which is
widely used in Guernsey) financial institut® with customers which are a legal arrangement
might not have a reliable indication of who will benefit from the trust as the trustndigbd
contain a widely defined class of potential beneficiaries. Typically, the trustee is given wide
discretionary pwers as to when, how much and to which beneficiaries he should distribute the
income and capital of the trudh cases where there is a wide class of beneficiaries there is
uncertainty about the final destination of furvdsich must be seen as an addigbmisk-layer
from the financi al institutions®é perspective.

631. Guernsey trust lawalsoprovides for the possibility to establish Rolmaritable purpose trusts,
which (from aGuernsey trust layoint of view) do not have beneficiari€see pargraph1119
seq. for details) As a consequence, any legal entity that is ultimately held bychartable
purpose trust becomes aThhisciraumstande éssnsfactqppromoied r p han o
by Guernsey TCSPs, emphasizing that sarchngemestenhance the confidentiality pfivate
asset holding vehicles andvestment structureNon-charitable purpose trusts are typically
usedasan orphan ownership vehicle for private trust companies (Pa@$for securitisation
and for structir n g -béad fafnce sheé® 6 | innverset nEesnstesssor 6s Vvi e
entities pose a higher risk to financial institutions maintaining business relationships with such
entities.

193 The authorities emphasise that many financial institutions have direct clients with whom they establish
contact. Where they act for a legal person or legal arrangement the GFSC often finds that the firm does have
contact- for example an investment manager presenting on its strategy for managing the assets will often
include the beneficial ownar underlying principal

194 The measures applied by Guernsey financial institutions include in particular: the certification of miscume
presented; reliance on third party introducers or requiring the first payment to be carried out through an
account in the customeros name with another bank subj e

19 Guernsey authorities stresewever thatthe sameAML/CFT obligations apply in relation to undertaking
CDD on the settlor, trustees and enforcer (protector) of the trust and establishing the intended purpose and
rationale for the purpose trust
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632. It also has to be kept in mind thiae structures of above mentionedgmmal assetiolding
vehiclesoften include nominee shareholders (another example of high risk mentioned in the
FATF Methodology)-°®

633. There is an additional risk layer, which is relatedvealth managemenivhich is a feature of
the Guernsey financial sectdrhe inherent risks are outlined in the FSB Handbook: Wealthy
customers, private banking customers and powerful customers may be reluctant or unwilling to
provide adequate documents, details and explanations. rfiigey have multiple and complex
accountsvhich might bein more than one jurisdiction, either within the same firm or group, or
with different firms. Finally, the transmission of funds and other assetlidyype ofprivate
customer often involve high value transactions, requiring rapid &engd be made across
accounts in different countries and regions of the world.

634. The assessors welcome that Guernsey financial institutions apply enhanced due diligence to a
wider range of customers than those required expressly in the FSB HaUldoweve, the
internal procedures reviewed by the assessment team reveal that business relationships
presenting cumulatively the abewgentioned examples of characteristics would typically not be
regarded as highisk customers, unless there is another risk ef¢ne.g. customer from
country with significant corruption levels or company with bearer shares).

635. The assessors acknowledge that Guernsey financial institutions quaidgificant shareof
their customebase as high risk and apply enhanced dligetdice accordingly. The evaluation
team also takes into account that Guernsey financial institutions have developed a lot of
experience and expertise with the category of business relationships described above. They are
also highly knowledgeable as regau@DD in the area of wealth management and appear to be
aware of the inherent risks. However, the assessors doubt that these aspects can be considered as
sufficient mitigating factors to address the cumulative risk of business relationgkiipthe
multiple risk factorsdescribed above. In the light of these considerations the assessors have
concerns whether financial institutions have categorized all their clients commensurate to the
risk involved, or in other words, whether the sgkherent to customsrcurrently categorized as
standard risk customers are adequately mitigated.

Business risk assessment

636. As already outlined in the analysis of ¢.5.8 Guernsey financial institutions are required to carry
out and document a suitable and sufficient money laingl@nd terrorist financintpusiness
risk assessmenthich is specific to the activities and relative to the size, nature and complexity
of the firmbs business. Shortly after the int
Handbook in December 2007het GFSC required all banks and the forty TCSPs whose
relationships posed the highest risk to provide it with business risk assessments for review.
While the quality of some of the initial assessments appeared to be overly generic, the quality of
risk assesments has improved since, according to the GFSC.

637. The GFSC has further increased its supervisory focus on this obligation and has reviewed 225
business risk assessmeduring the 18 months prior to the onsite visit. The evaluation team

1% Guernsey authorities point to the mitigating €acthat the provision of nominee services by way of
business is a regulated activity for which a fiduciary lscens required. Furthermore, locally licensed TCSPs,
in addition to being the trustee, usually utilise one of their licensed subsidiariewigepnominee services for
any underlying company of a trust. For companies not owned by trusts, the licensed fiduciary will provide
nominee shareholders as well as acting as director.
197 pyrsuant to the internal AML procedures reviewed by the assesseaent most financial institutions
consider companies with bearer shares in issue and customers conducting sensitive activities (e.g. gambling
industry, money service businesses, etc.) as-tdtrelationship. In addition, most financial institutions apply
enhanced due diligence to a wider range of countries than required by FSB Regulation 5. For example, most
financial institutions consider customers residing or domiciled in countries subject to sanctions or embargos as
well as countries identified as hag significant levels of corruption or other criminal activity as a trigk
relationships.
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had the opportunytto see a few business risk assessaditite assessments appeared to reflect
well the specific activities of the business and the corresponding financial crimes risks.
However, the business risk assessmampeared not yet to recognise sufficiently ttte
accumulation of risks (as described above) can present overarching ML/TF risks;

638. The assessors consider it particularly positive that the GFSC has emphasized (most recently in
the letter to chief executive officers in May 2014) the need favanall lisk appetite statement
driven by its business risk assessment, which informs the business activities. However, only few
statements clearly defined where the financial institution would find it appropriate, based on an
assessment of risk, to reject or térate a business relationship.

Client risk assessment

639. Based on the policies and procedures provided by the financial institutions met, the assessors
conclude that clear customer acceptance policies and procedures have been developed to
identify the typeof customer thain their vieware likely to pose a higher risk of ML and FT.

As required by the FSB Handbook, these policies and procedures are approved at Board level.

The customer risk classification system is informed by the Regulations, the rulbe in t
Handbook, gui dance and the busi nessbo own ri sk
assessment. The respective policies and procedures examined by the evaluation team appeared
sufficiently recordecand approved at Board level.

640. However, as outlinedinder ¢.5.6 only few of the procedures and policies required the
financial institutiontot ake i nto account the customero6s rati
obtain the requested products and services. One of the client risk assessments revibeed by t
evaluators did include the question whether there is a legitimate economic or other rationale for
the structure (i.e. a purpose for the entity holding the investment) and the business relationship
with the FSB concerned. It was noted however, that ithespure determined that, if there is no
| egiti mate economic or other rationale, this ci
but would not necessarily result in the declination of this business relationship. This suggests
that some financiahstitutions are prepared to demonstrate an excessively high risk appetite.

Effectiveness Riski application of simplified/reduced CDD measures when appropriate (¢.5.9 to
5.12)

641. The application of simplified or reduced CDD is permissible with respect uerrsey
residents, legal bodipgegal bodies quoted on a regulated market and Appendix C businesses
acting on their own account. However, Guernsey financial institutions typically only have few
customers meeting this qualification. The utilization of difigal or reduced CDD appears to
be more relevant when it comes to Guernsey and-Gloernsey (collective) investment
schemes. Provided that the statutory preconditions are met financial institutions refrain from
identifying and verifying the underlying iegtor in these instances.

642. |l n circumstances where the discretion of Aint
technical analysis of ¢.5.@an be used it is not deemed necessary to undertake CDD procedures
on the customers of the intermediary unlédss FSB considers this course of action to be
appropriate based upon an assessment that the ML and TF risks are low. The two most
important circumstances in practice appear to be where a life insurance company opens an
account with a bank to invest th&linsurance company fund (in other words the policy holders
funds) and with respect to discretionary or advisory investment managers or custodians
i nvesting their cust omer 6Guernsay ricbllective) iinmestmenta Gu e r |
scheme

643. The discre i on of i nt er mis disoapplied to thd provision ofsnbnminges 0
shareholder services. This is in relation to shareholder services offered to investors by asset
managers who utilise a wholly owned subsidiary to hold client monies as veaitiag as the
registered owner of securitie&uthorities arguehat the relationshifs between thdinancial
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institution andthe asset manager as controller of the subsidiary nominee vehicle and not with
the clients of the assessment manager whosetingass the subsidiary vehicle holds

644. The discretion is also used where banks hold pooled accounts in the name of a Guernsey
licensedfiduciary (on a shorterm basis)The authorities stated thatet majority of licensed
fiduciaries have a pooled accounthold funds received in advance of the establishment of a
trust or incorporation of a company. As soon as a bank account has been opened for the trust or
company, funds will be transferred out of the pooled account into the account for the trust or the
company. Under the prudential supervisory regime for licensed fiduciaries there is a
requirement to ensure that funds of different trusts are kept separately from each other and from
a licenseeds own funds.

645. Notwithstanding the concerns regarding the coescy of the rules regarding simplified CDD
and intermediary relationships with the FATF Recommendations (as described in the technical
analysis of ¢.5.9), it has to be stressed fivancial institutionsmet demonstrated good
awareness of their specifduties resulting from the FSB Regulation and the FSB Handbook.
Most importantly, they appear to ensure that where the risk has been assessed as anything other
t han l ow that simplified or reduced CDD meas
relationship i s not applied.

Effectiveness Timing of verification of identity general rule (c.5.13) & treatment of exceptional
circumstances (c.5.14)

646. The most relevant instance where financial institutions verify the identity of the customer and
beneficial ownemnly after the establishment of the business relationship appears to be in the
context of trust beneficiaries For example, where a beneficiary of a trust or foundation is not
currently benefitting or has not previously benefitted from the trust or faondé#te identity of
this beneficiary is often only identified and verified at or prior to the distribution of trust assets
to (or on behalf of) that beneficiat}? Financial institutions stated that this discretion is
particularly relevant where the beraifiry is a minor or where the beneficiary should not be
made aware of the existence of the trbstause for example they are a vulnerable person.

647. According to the FSB Handbook, the verification of the identity of any beneficiaries must be
undertaken immdiately, if the relationship has been assessed asrisighHowever, in practice

this appears not to be possibleinmang s es (e. g. in the case of dAadi:
who are not entitled to any i nftor matpioowmeraor, iirf
trustee hasnodét exercised this power yet). Accol

reasons for not having verified the identity of the beneficiary or a person subject to a power, as
permitted by the FSB Handbook.

648. Financia institutionsstatedthat the identity of beneficiay or aperson whas theobject of a
power is also verifiedprior to any distributionof trust assets to (or on behalf of) that
beneficiary.

649. Life insurance companies also stated that the verificatithe beneficiary usually takes place
after the business relationship with the policyholder is established, but is always conducted at or
before the time of payout or the time when the beneficiary intends to exercise vested rights
under the policy.

The term fidistributionod is not .Aceofdingite the aithoritiesite Re gul &
refers to any payment of income or capital fromuwsttito a beneficiary. A beneficiary may benefit in some

other way such as from a loan from the trust or enjoyment of trust property or chattels. Whilst this is not
considered aa distribution the GFSC emphasises that such beneficiartadd still have ¢ be identified and

verified by the licensed fiduciarin accordance with rules 13Zhe authorities stated that the trustee of the

trust would be requiretb inform the financial institutiopursuant tdRule 139 The authorities also emphasize

that286 of the FSB Handbook (ongoing CDD) applies to all financial institutions
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