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A. Introduction: Notion and Concept of Internet Freedom as per

Recommendation CM/Rec(2016)5 and the Annex to thReport

The Internet is the virtual backbone of a digitalgtworked information society. The
extent to which its state and benefits impact edlaa of social coexistence and the
realities of human life cannot be overestimateds Hiso affects the realisation of the
values and goals of a liberal, democratic societkijich is based on respect for
fundamental freedoms and human rights. With thedéeeg in mind, the Committee of
Ministers of the Council of Europe (CoE) have reocmended to the member states that
they perform regular evaluations on the basis gageindicators, to determine to what
extent the standards for human rights and fundaahémtedoms are being respected
and enforced with regard to the Internet. Naticeglorts should be prepared on this
basis. These indicators are listed in the Appet@iRecommendation CM/Rec(2016)5.
The involvement of all concerned parties from tl®r®mic, civil society and the
academic and technological communities in theipeesve roles, should be ensured
for this assessment and at the time of prepariaghétional reports. The Office of the
Federal Chancellor (BKA), is arranging the prepgarabf such a national report on
Internet freedom in Austria. The BKA has commissidiProf. Walter Berka und Prof.
Josef Trappel (both of the University of Salzbungbh the preparation of this report.
The structure of this report is outlined in theldaling introduction; it proceeds from

the notion and concept of Internet freedom.

The Committee of Ministers of the CoE define Inadrfreedom as ‘the exercise and
enjoyment on the Internet of human rights and fomelstal freedoms and their
protection in compliance with the ConventidrConsequently, the Recommendation is
built upon a broad and integral concept that iselas the European catalogue of
human rights; in this sense, Internet freedom iseadom that should be realised
through and on the Internet. The indicators devised Recommendation
CM/Rec(2016)5 also bear upon Internet freedom. Tihalyinto concrete terms the
benchmarks that can be derived from the EuropeamaduRights Convention and
other standards of the Council of Europe. At theeséime, the relationship established
by the Committee of Ministers between the Interaetl the human rights and

fundamental freedoms of the Human Rights Convensioggests that Internet freedom

! Recital 2 of Recommendation CM/Rec(2016)5 of the Cdtemiof Ministers to the member states on Internet
freedom
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should be handled and evaluated primarily accorthriipe aspects of the meaning that
befit the Internet as a means of communicatiorhéndontext of democratic societies,
to which the Convention refers. This pertains tthbodividual communication options
and media and mass-media communication using etectcommunication networks.
With this in mind, ‘Internet freedom’ should enswdvantageous general conditions
for the exercise and enjoyment of fundamental foeesland human rights in the online
network of an information sociefyThis understanding also forms the basis of the

following report.

The report comprises two parts. The first part edskes the general legal framework
and standards in accordance with Austrian law datl consideration of the indicators
listed in the Recommendation of the Committee ofiisters. The second part contains
an empirical survey of the assessments and evahsatf the concerned parties from
the economy, civil society and the academic andneogical communities in
accordance with Recommendation CM/Rec(2016)5 arsdrea their involvement in
the preparation of the national report. The conohs evaluate the status of Internet
freedom in Austria on the basis of the general lldgamework and the compiled

assessments by the concerned patties.

Both authors are jointly responsible for the introtilbon and the conclusions of this
report; the section on the general legal framewanmkl standards was authored by
Walter Berka and the empirical survey by Josef pehpReferences to the literature

and the legal situation, respectively case lawyahel as of January 2018.

B. Internet Freedom in Austria: General Legal Frameavork and
Standards

This treatment of the general legal framework for tealisation of Internet freedom in
Austria focuses on the issues and indicators inoRecendation CM/Rec(2016)5.
However, it deviates partially from the systemhaf tecommendation to the extent that

doing so seems reasonable for the purpose of bptesentability. The respective

2 Regarding the background, sense and purpose of Resodation CM/Rec(2016)5, cf. the explanatory
memorandum of the Steering Committee on Media arfdrriration Society (CDMSI) dated 13/04/2016,
CM(2016)26-addfinal. Regarding the significance oé timternet as ‘one of the principal means by which
individuals exercise their right to freedom of eegsion and information’, cf. also the case lawhaf European
Court of Human Rights (ECtHR), e.g. ECtHR 18/12/2012,3d.1/10, Ahmet Yildirim, Sec. 54.

3 A human-rights approach also underlies the 201atimn of contributions in Landler, Parycek andttémann
(ed.),Netzpolitik in Osterreichinternet.Macht. Menschenrecht€2013), which was published as a final report of
a project implemented by Internet & Gesellschaft li@ooratory AT;
http://publikationen.collaboratory.at/Co_Lab_MRI_NmiiitikAT.pdf (accessed on 28/09/2017).
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indicators to be taken into account are referencethe form of marginalia. The cited
legislation and abbreviations are itemised in thst lof Abbreviations at the end of this

report.

|. The constitutional and European-law framework

The following introductory section outlines the édramework for the implementation
of Internet freedom in Austria primarily by presegt the relevant guarantees under
constitutional law (I.1.) and the general Europtsgal framework (1.2.). Sections 1.3.
and 1.4. outline the general regulatory framewaok the Internet and the essential

principles for enacting legislation and applicapddicies with respect to the Internet.

1. Internet freedom and the human-rights guararitttee ECHR

* The status of the European Human Rights Convention

The European Convention on Human Rights (ECHR3ssgaed the rank of a federi |ngicator
constitutional law amongst Austrian legislationislthus a benchmark for the entii 1.1
national body of laws below the constitutional lexand directly applicable rights that
are guaranteed under constitutional law can bevelérdrom it; these can be enforced
by the Constitutional Court (VfGH) and the othepsame courts. Therefore, if the
goal of Internet freedom is recourse to the humghts and fundamental freedoms
guaranteed in the ECHR on the Internet, and tregyrat protection of these rights and
freedoms in accordance with the Convention, thenishaccounted for by the fact that
the ECHR ranks at the constitutional level andtbydirect applicability. Austrian law
likewise thus accommodates the expectation exptaasthe Recommendation of the
Committee of Ministers that the fundamental freed@nd human rights guaranteed in
the ECHR apply ‘both offline and onliné@The guarantees of the Convention include
the various aspects of Internet freedom, meanisge@ally, the guarantee of free
expression via the Internet, the protection of mrftial communication on the
Internet and the responsibility of the state tgpees human rights in the context of

communication transmitted via the Internet.

* Guaranteed fundamental rights of free speech a&edié™m of the media

4 Recital 1 of Recommendation CM/Rec(2016)5 of the Cdtemiof Ministers to the member states on Internet
freedom; similar to Resolution 20/8 of the UN HunRights Council, ‘The promotion, protection and em@ant
of human rights on the Internet’, dated 16/07/2012;
https://www.un.org/ga/search/view_doc.asp?symbdHRZ/32/L.20 (accessed on 28/09/2017).
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The protection of communication transmitted via bhernet is guaranteed primaril |ngicator
by the fundamental right to free speech as it erguteed in article 10 of the ECHF 12
this protection is supplemented by additional fundatal rights under national
constitutional law (article 13 StGG, decision of eth Provisorische

Nationalversammlung [Provisional National Assempty]

Article 10 of the ECHR protects all forms of indivial and mass communication,
regardless of the technologies or communicationnicbis used. This guarantee
therefore applies to communication via the Intefrihis means that access to the
Internet and communication via the Internet, inoigd the free choice of
communication content and the free receipt of aaniensmitted via the Internet, are
protected by this fundamental right. Restrictiohthts freedom to transmit and receive
information using the Internet are permitted onhder the conditions designated in
article 10 paragraph 2 of the ECHR. This meansdhel limitations must be provided
for by law, must protect a specific public interesthe rights of others, and they must
be proportionate. This includes examining whethestrictions of free speech are
appropriate, necessary and reasonable for achievilggitimate goal; this must be
assessed using the standards of a democraticysdaigtny case, censorship measures
taken by the government are prohibited and undomisinal; this absolute prohibition
against pre-censorship, that is, preventative mieasiaken to control content, arises
from a provision of national constitutional law. i$hprohibition of censorship is

applicable to communication on the Interhet.

The following paragraphs will discuss the relevamvisions of basic statutory law and

their relationship to the guarantees of the ECHR.

* Guaranteed fundamental rights pertaining to theapei sphere and data

protection and the confidentiality of communication

® Regarding the legal bases and the guarantee ofsfreech in Austrian constitutional law, cf. Holokibe
Kommunikationsfreiheit in Merten, Papier and Kucsko-Stadimayer (eddandbuch der Grundrechte in
Deutschland und Europ¥11/1? (2014), 591; Ohlinger and EberhaiderfassungsrecHt (2014), ref. no. 910 et
seqq.; BerkaYerfassungsrech(2015), ref. no. 1452 et seqq.

6 Cf. e.g. BerkaVerfassungsrechn 5) ref. no. 1459; Holoubek (fn 5) 594.

" The prohibition of censorship arises from the sieci of the 1918 Provisional National Assemblyexteeds the
requirements of article 10 of the ECHR because, daomgrto the Convention, preventative measures ate no
absolutely ruled out; regarding the prohibition iaga censorship, cf. e.g. Holoubek (fn 5) 602; rdgey the
narrow limitations for preventative measures irhiigf art. 10 ECtHR, cf. e.g. ECHR 18/12/2012, No. 10,
Ahmet Yildirim, Sec. 47.

8 Cf. section Il
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The guarantees of the ECHR are also applicable h® protection of the |ngicator
confidentiality of individual communication transeid via the Internet. Private an 1.2
confidential Internet communication (e.g. emailtgsed news groups, messenger
services) is protected by the right to respectofoe’s private life and communication
(art. 8 ECHR), and government encroachment onctimsmunication is permitted only
under the conditions stated in article 8 paragrami the ECHR. Such encroachment
must therefore be provided for by law and requitedachieve a legitimate goal.
National fundamental rights supplement this praoect primarily through the
fundamental rights of data protection (sec. 1 DS&)d the protection of
telecommunications secrecy (art. 10a StGG), therlgredominantly due to the fact
that judicial authorisation is required before c#ii authorities can access the content
of confidential electronic communication. Howevas, per prevailing practice and the
case law of the Constitutional Court, telecommuimees secrecy includes only the
protection of content, whereas other informatioowban electronic communication
(source, location and connection data) do notuatler the requirement for judicial

authorisatior.

The following paragraphs will discuss the relevamavisions of basic statutory law and

their relationship to the guarantees of the ECAR.

« The protection of fundamental rights with regard toternet | gicaor
communication 12,

The state also bears a responsibility for respgctioman rights in the context of
Internet communication. In any case, such a respititysis enshrined in constitutional
law to the extent that positive duties to act carderived from individual fundamental
rights; for the state, this means that it mustthgemeans available to it to ensure that
fundamental freedoms and human rights are not teidlaia the Internet by non-
governmental third parties. Such duties of protectire recognised as part of the right
to respect of one’s private life (art. 8 ECHR), aball with respect to protection
against gross abuse or attacks on one’s privacgy Tdan be derived from other

guarantees of the ECHR, for example, from the ptme against inhuman and

9 Regarding art. 8 ECHR, cf. WiederiSchutz der Privatspharén Merten, Papier and Kucsko-Stadimayer (ed.),
Handbuch der Grundrechte in Deutschland und Eurdgfidl? (2014) 363; Berkayerfassungsrechn 5) ref. no.
1428 et seqq.

10 Cf. section IV.
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degrading treatment (art. 3 ECHR) or the imperatwWerespect for religious and

ideological convictions of others as per articlef $he ECHR.

A broad duty to penalise manifestations of cybémer cannot be taken fron |ngicator

Austrian constitutional law. This is therefore past the legal-policymaking 1.6
responsibility of criminal-law legislators, whiclowever, is partially linked to
European and international legal standards, faamt®, with respect to combating hate

propaganda or child pornography.

The following paragraphs will discuss the relevamavisions of basic statutory law and

their relationship to the guarantees of the ECHR.

* Regarding human rights protection in practice

The guarantees of the ECHR that are relevant &rriet freedom are observed and
taken seriously in the practices of the Austrianrt® The case law of the European
Court of Human Rights (ECtHR) is assigned a higlgree of authority, and the
Austrian courts follow it consistently. Contradais between the requirements of the
Convention and Austrian legal regulations are egtdwiftly by the legislature as a

rule.

The statement that Internet freedom is broadlygatetd and guaranteed by Austrian
constitutional law is justified in this context. iShdoes not rule out the possibility that
there may be, in individual cases and certain ctstaliscussions on whether the
constitutional-law guarantees are effectively amdpprly enforced and sufficiently

respected in practice. Such discussions are unabieidand necessary in liberal
societies and are a part of public social discovegmrding the realisation of human
rights and fundamental freedoms. One example oh gliscourse, which can also
include highly controversial positions, is the datfoetween the effective preservation
of freedoms on which a free society depends antk@iion from criminal and terrorist

violence. This is also evident in the intense debat Austria on the expansion of the
surveillance powers granted to judicial and segusgencies, which also inevitably

impact the Internef?

11 ¢f. section 11.4.
12 cf. below, fn 97.
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2. The European legal framework for Internet freedom

As Austria is a member state of the European U(iEl), EU law has primacy ol indicator

application in Austria and is directly applicabds, appropriate. This also impacts t| %

guarantee of Internet freedom. Ilﬁglcator

* The Charter of Fundamental Rights of the EuropeiotJ

Reference should be made chiefly to the guararaéeke Charter of Fundamental
Rights of the European Union (CFR). The correspmpdundamental rights of the
Charter — free speech and freedom of the medial(Rrf€FR), respect of one’s private
life and data protection (arts. 7, 8 CFR), andftaedoms of assembly and association
(art. 12 CFR) — must be applicable domestically waitth precedence for legislative
acts that are enacted as part of the implementafideU law (art. 51 para. 1 CFR).
According to case law, the guarantees of the CFR Imeaasserted before the Austrian
Constitutional Court (VfGH) as rights guaranteedemconstitutional law; they form a
standard of review in the general judicial reviewogedure, provided that their
formulation and precision equate to those of righisranteed under the Austrian
Federal Constitutiof This applies to all of the fundamental rights ditdove, which
on principal have the same meaning and scope asditesponding rights of the
ECHR!* As a result, the rights of the CFR are able topfment and reinforce the
guarantees of the ECHR, which apply domesticallgasstitutional law, and they also
form a benchmark especially for the relevant lawhef EU.

The nullification of the original European dire@iwn data retention, which traced
back to a request for an advance ruling of the #arsiConstitutional Court, represents

an important example of the relevance of the Chéotthe Internet®

* Secondary legislation of the European Union

Apart from the Charter and other provisions of gy legislation, such as,
particularly, the fundamental freedoms, there armerous provisions of secondary
legislation (directives and regulations) that digantly influence the legal position of
the Internet. Because this legislation is alsoganesi precedence vis-a-vis Austrian

national law, including constitutional law, thesewsions are very relevant; they

13 vfSlg 19.632/2012; regarding this verdict andcitmsequences, cf. BerRéerfassungsrech(fn 5) ref. no. 1198.

14 Regarding the relevance of the CFR for the appliciisidamental and human rights in Austria, cf. Hblekiand
Lienbacher (ed.)Charta der Grundrechte der Européaischen UniGRC-Kommenta(2014).

15 Cf. ViSlg 19.702/2012 and ViSlg 19.892/2014 in eowjtion with ECJ 08/04/2014, C-293/12 and C-594/12,
Digital Rights Ireland and Seitlinger, among others.
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represent a binding legal framework for subordinkgislation (enforcement and
application of EU law) and have a substantial impac Internet freedom. Some
important EU legal regulations that will be retwtn® in the further course of this
report are referred to here only by way of an examp

* Regulation laying down measures concerning opearriet access — TSM

Regulation (Regulation (EU) 2015/2120)

* Directive on audio-visual media services — AVMS daiive (Directive
2010/13/EUJ®

» Directive on electronic commerce — Electronic ConmuaeDirective (Directive
2000/31/EC)

« General Data Protection Regulation — GDPR (ReqnigEU) 2016/679)

3. General framework for the regulation of Internetnoounication

Austrian regulatory authorities, specifically thel@com Control Commission an | ,gicator 15.
the Austrian Communications Authority (KommAustriddave been charged with

the supervision and regulation of electronic comitations services and certain online
media. They are established as independent auésofitot bound by instruction&y;

their independence is based on a provision of d¢atishal law (art. 20 para. 2 B-VG).

The independence of the ordinary courts (the camand civil courts), which are
entrusted with matters pertaining to the Intermetvarious criminal- and civil-law
contexts, is also guaranteed under constitutianal(art. 87 B-VG). These bodies are
independent primarily vis-a-vis the national bodiesit other dependencies of an
economic or political nature are also irreconciablith their independence. Judicial

legal protection is discussed in greater detasleiction VI.

Insofar as the highest political administrative iesdgovernments) and the authorities
that are subordinate to them are entrusted withep®wver the Internet, by their very
nature they have no comparable independence. Howemministrative acts of

authorities can be challenged in the administratmarts, the independence of which is

18 A new version of the Directive is in preparatiomgarding the recommendation of the Commission, cf.
COM(2016) 287 final; http://eur-lex.europa.eu/legal-
content/DE/TXT/HTML/?uri=CELEX:52016PC0287&from=ENaccessed on 28/09/2017), as well as the
synopses of the recommendations of the Commissiariafent and the Council of the Institute for Bagan
Media Law; https://www.emr-sb.de/gemischte-meldungen/itemsfegnoeffentlichtdeutschsprachige-synopse-
zur-novelle-der-avmd-richtlinie-sowie-ersten-impalsm-anstehenden-trilogverfahre.html  (accessed on
28/09/2017).

17 Data Protection Directive 95/46/EC still appliesitthe GDPR comes into effect (25/05/2018).

18 Sec. 116 TKG 2003; sec. 6 KommAustria-G; regaydi the organisation of these institutions, cf.
https://www.rtr.at/de/m/Institutioneandhttps://www.rtr.at/de/tk/Institutioneaccessed on 28/09/2017).
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likewise guaranteed under constitutional law (&84 para. 7 B-VG) and which can

also be invoked in the event of unlawful defaultamyauthority.

4. Legislation with respect to Internet freedom

Legislative processes relating to the Internetremedled in legislative procedures that | gcaor 1.4
in general sufficiently take into account the ingiees of transparency and the
involvement of concerned parties, primarily througlorresponding evaluation
procedures when laws are enact€dEven if the involvement of community
organisations in the law-making process is stigalas mandatory only with respect to
certain institutions (such as the chambers), oncppie, it is at the discretion of each
public political and civil society organisationgpeak out in such procedures. Since the
introduction of a new, expanded evaluation procednrSeptember 2017, authorities
or persons who are not direct addressees of ataiion to the evaluation may also
give opinions on laws proposed by ministries (ntemial draft bills). In addition, it is
also possible to promote on Parliament's websit@iops on a draft bill that have

already been lodged.

In exceptional cases, an urgent political initiatimay be lodged directly with

Parliament using an initiative application, whi@naesult in the omission of an expert
evaluation; such a procedure is generally viewdatally by the political public and is

therefore avoided whenever possible. Recently tiveas some criticism of this

‘emergency procedure’ during the passage of thetriamslaw accompanying the

GDPR.

Provisions and procedures of the regulatory auikerithat impact the Internet are

regularly discussed with the relevant stakeholdetsansparent hearings.

The constitutionality of drafts, including their ropliance with the ECHR, i< | gicator 13.
reviewed regularly during legislative proceduresnarily by a special constitutional

service established in the BKA. This ensures tegislation pertaining to the Internet

is assessed during the draft phase with regateketoripact that its implementation may

have on the exercise of human rights and fundarhfzetoms.

19 Regarding participation of concerned parties oreotmembers of the public (advocates, NGOs) in the
development of draft laws, this generally takes@lance a first ‘ministerial draft’ prepared by the&eaucracy is
sent for expert assessment, and also after the atdederal government takes a decision on a gavemt bill.
Regarding parliamentary handling of law initiative$, the home page of the Austrian National Assgmbl
https://www.parlament.gv.ataccessed on 28/09/2017). Regarding the new, erpaadaluation procedure, cf.
the relevant resolution of the National Assembly, OO0/E, 25. GP;
https://www.parlament.gv.at/PAKT/VHG/XXV/E/E_002004me_637132.pd{accessed on 28/09/2017).
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Il. Freedom of access to the Internet and the protdion of free speech and

freedom of the media on the Internet

The issue of freedom of access to the Internetthadanswer to the question ¢ indicator 2.1
whether the Internet is available and accessibéntbaffordable for all segments of the
population have legal and factual implications. wess to legal questions associated
with access to the Internet form the main topidha$ part of this part of the study.
(I.1). The section about regulation of online needinder media law discusses the
realisation of freedom of the media in the InterfieR.). The legal position of Internet
platforms and so-called intermediaries has spextiatacteristics (11.3.). Section 11.4.
discusses journalistic freedom in online media. @pplicable restrictions on content
that are most significant for Internet communicatiare presented following these
sections and assessed in light of the fundameregaddms and human rights (lI.5.).
Sections 11.6. and I1.7. discuss the principal @t meutrality and the problem of

blocking in light of free speech and the righteoeive and transmit information.

Information on the actual accessibility and avaligbof the Internet can be found in

the part of this report that discusses communinattadies?

1. Freedom of access

* Legal framework

Free access to the Internet is a fundamental donddf Internet freedom. With |ngicator
respect to the situation in Austria, it can be as=ul that there are no legall fﬁﬁ}ﬁgtm
significant barriers to access for private and camal Internet users. They accew2 L4
the Internet within the framework of freedom of tract and private contractual
relationships with Internet Service Providers (ISBsat offer Internet connectivity
using various technologies. The establishment oérhet access by an ISP itself
represents the provision of a public communicatisesvice that requires only an
announcement to the regulatory authorities butffici@ authorisation (sec. 15 TKG).

The connection to the public communication netwank]uding the transmission of

data with data rates, that is sufficient for fuonal Internet access is a universal
service that must be available at affordable pr{sess. 26 et seq. TKG).

ISPs are liable under contract vis-a-vis userg, if)ahey may not deny a contractual

connection to a user without objective justificatigec. 69 TKG). General terms and

20 cf. section C.4. of this report.
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conditions (GTCs) generally apply to the contractetationship. They are subject to
content control by the regulatory authorities ar tcourts. Within this legal
framework, there are no limitations of Internetes=x: In the context of free access to
the Internet, users may also make use of the ssratthe Internet without limitations,
that is, they may create Internet content and miakavailable on the Internet
themselves.

In the event of legal disputes between an ISP asefsuof Internet services | . .. .
arbitration proceedings can be initiated with tbegulatory authorities in which ar 218
attempt is made to reach an agreement betweers#teand the operator and to find a
sustainable solution for conflicts (sec. 122 TK@&)he arbitration process concludes
without a result, legal action must be taken indbmpetent court, which will conduct

proceedings in compliance with article 6 of the BECH

If government authorities restrict Internet accéssspecific groups of persons C | ndicator
regions, corresponding restrictions will be takereacroachments upon the freedc 214
of information guaranteed in article 10 of the ECHIey are lawful only if they are
provided for under the law and serve an urgentasoaed. On principle, there are no

restrictions of this kind under Austrian law.

Certain restrictions on Internet use may be impos#ti respect to governmen‘Indicator
institutions, such as in public schools or prisowéithin the penal system, thi 21s.
responsible institution head decides whether pesorare permitted to use the
Internet, to what extent this is permitted, andalihcontrols are provided for from a
security perspective. The law does not provideafoy explicit legal right of access for
prisoners; it must be decided on a case-by-cass dether restrictions of Internet
access are justifiable in general or in the casspekific services or websites. The
decisions of the institution head are subject tatsty by the competent court, which,

in the event of complaints, is guided by articlarl article 10 of the ECHR and must

reach a decision that takes into consideratiorfimicable case law of the ECtHR.

The use of smartphones during instruction is oftsiricted or forbidden in schools.

There is no explicit legal basis for this; pertinerders from the administration may be

2! Regarding the fundamental permissibility of the e$ea computer, cf. the decision of the VWGH [Supee
Administrative Court] dated 08/05/2008, 2007/06/0281s clearly more restrictive in contrast withet so-called
‘computer decree’ of the Enforcement Administratmimthe Ministry of Justice dated 26/03/2014 (d&s®md in
Schopfer EntscheidungsanmerkunyLMR 2016, 60). Regarding the relevant case lathefECtHR, cf. ECtHR
19/01/2016, No. 17.429/10, Kalda; ECtHR 17/01/201d.,, 21.575/08, Jankovskis.
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based upon the school rules established by theobdoonmunity bodies, upon the
disciplinary powers granted to the bodies of thieost or on the authority over the

school granted under civil law.

2. The regulation of online media

The fact that online media benefit from the fundatakprotection of the freedom of indicator 2.3
the media ensured in article 10 of the ECHR, whiahks at the level of the
constitution, has already been stressed in thenprery treatment of this subject.
Encroachments upon this freedom are therefore piexdnonly under the conditions

stated in the guarantee of this fundamental rigtit {0 para. 2 ECHR).

Certain content distributed via the Internet is diaé that is subject to specific legal
regulation under the Media Act (MedienG) and thalidwvisual Media Services Act

(AMD-G), as well as the law on public broadcast{@RF-G). On the one hand, these
laws contain certain regulatory actions, and ondifer, they also contain regulations
that bear on the content of online communicatioos the purpose of content

regulation.
* The Media Act

‘Periodic electronic media’, which include, alongitlw programs transmitted via
broadcast, media that can be accessed using electreans (website$f recurring
electronic media, or media that are distributeléast four times per year via electronic
means, e.g. regularly distributed newsletters ouT™doe channels, are subject to the
MedienG?® Both cases assume the distribution of intellectoalent to a larger group
of people®*

The fact that the distribution of periodic elecimmedia does not require any offiCi¢ |ngicator 2.3.2.
authorisation essentially applies to such media psnciple (freedom of distribution
principle). The MedienG only stipulates complianveigh specific regulatory actions:
recurring electronic media must have a mastheadnmg that they must designate the
name (company) and address of the media ownerZ4qeara. 3 MedienG). Individual
websites are not required to have a masthead|ikaithe recurring electronic media,

they must disclose their ownership structures &edbsic orientation of the medium

22 gec. 1 para. 1 line 5a b) MedienG.

B 3Sec. 1 para. 1 line 5a c) MedienG.

24 Regarding the relevant provisions of the Medien6,ecy. Berka, Heindl, Héhne and Nolediengesetz.
Praxiskomment&r(2012).
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(sec. 25 MedienG). Only limited disclosure is regdifor so-called ‘private’ or ‘small’
websites, that is, electronic media that do nopegtrto have influence on the shaping
of public opinion (sec. 25 para. 5 MedienG). Thédeotion by the Austrian National
Library of periodic electronic media distributed\the Internet is also regulated by the
MedienG, provided that these media are related ustrfa; under certain conditions,
the owners of such media themselves are obligedubmit them to the National
Library (sec. 43b MedienG).

Along with these regulatory actions, the MedienGvples for certain special
provisions for criminal proceedings in the eventnoédia-content-related offences,
meaning offences committed through the content ohelium (secs. 28 et seqq.
MedienG). These provisions are also applicableotoesextent to online media; they
will be discussed in this study in the relevant teats?® The regulations of the
MedienG serve to protect personality rights via tight of reply, that is, the right of
aggrieved parties to demand the rectification déefaallegations (secs. 9 et seqq.
MedienG). This claim is applicable to periodic ¢tenic media with the exception of
‘private’ websites. Furthermore, the elements ohpensation in the MedienG, which
provide for civil liability of the media owner focertain encroachments upon the
personality rights to respect of one’s honour, gew and presumed innocence, are
significant (secs. 6 et seqq. MedienG). They algplyato publications on online
media; these elements will be discussed furthérémrelevant factual conte%t.

However, liability is limited for postings from tiai persons that are uploaded to online
discussion forums or rating platforms. On principglee operators of such sites are
liable only if they provoke unlawful postings thghutheir own behaviour or do not
delete these in a timely manner after becoming ewérthem (sec. 16 ECG, sec. 6

para. 2 line 3a MedienG}.

 The law on audio-visual media services

Audio-visual media services are subject to separadia-law regulation through the
Audio-visual Media Services Act (AMD-G). Along withraditional television
(broadcasting), it concerns all audio-visual linegadia services that are distributed via

electronic communication networks (e.g. web TVelstreaming) and audio-visual on-

% Cf. section I1.5.

26 Cf. section I1.5.

27 Regarding the liability under media law of the @ter of an online discussion forum on a websiteeaj. OGH
30/01/2017, 6 Ob 188/16i; OGH 21/12/2006, 6 Ob aZ8/
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demand services, such as video on dendairdboth cases, the law assumes that these
media services come under the editorial respoityiof a media service provider.
Therefore, according to the applicable legal situtInternet platforms where the
content is created by users (e.g. YouTube), ddallainder the AMD-G. However, the
operator of a YouTube channel him-/herself candresiclered a media service operator

if the content that s/he distributes is comparabliat of a television programme.

The freedom of distribution principle applies tcetlaudio-visual media service ndicator
governed by the AMD-G within the context of a displsystem and in connectio #*%
with certain regulatory actions. The content oreoffy such a service must be shown
to the regulation authority (KommAustria) and théended service must be described.
The exclusion of certain legal entities (legal pessunder public law, political parties)
from putting on television broadcasts and the m&gins for media associations that
are provided for under the law (secs. 10, 11 AMDe@)not apply to these services.
Therefore, in comparison with the legal situatiar fraditional broadcasting, the
freedom of distribution principle is accounted fora far broader extent with respect to

audio-visual media services.

Media service providers within the meaning of th#1A-G must observe certain
regulatory actions; this includes, firstly, infortimen about the name and address of the
operator and designating contact options, as veetha duty to record the distributed

content so that the regulatory authorities candosf (sec. 29 AMD-G).

Moreover, the law justifies certain limits on camtdor audio-visual media services
through a content regulation; this includes theydatrespect human dignity and the
rights of others, a prohibition against incitingtdéngsec. 30 AMD-G), the duty to
identify advertising in connection with certain advsing content prohibitions (secs.
31 et seqq. AMD-G) and restrictions on sponsoring product placement. Special
child-protection provisions apply to on-demand maedervices and linear media

services, and television advertising is subjedutther restrictions.

» Public service broadcasting

There are special legal regulations for the ordicivities of the Austrian Broadcasting

Corporation (ORF), that is, for the public servioeadcasting corporation that is

% Regarding the relevant provisions of the AMD-G, d¢fogler, Traimer and Truppe{sterreichische
Rundfunkgeset2€2011) 399 et seqq.
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charged with public servicd.On principle, the ORF may also provide its tel®ris
and radio programmes online, but the ability foergsto save this content must be
limited. Moreover, the ORF may also prepare annenbffering of content, provided
that this relates to the public service broadcgstrogrammes. However, the ORF-G
(sec. 4f) makes a negative list of numerous ondiffierings that may not be offered by
the ORF either under any circumstances whatsoewsitioin the context of its public-

service task.

These regulations entail considerable restrictionghe ORF’s Internet presence and
on its social network pages. Whether these resinstthat were created in the interests
of the market potential of private broadcastingpooations and the print media remain
justified or whether they unreasonably hinder thhespnce and opportunities for
development of public service broadcasting in adtgpchanging media world to the

detriment of its task is the topic of an ongoingcdission and of relevant Supreme

Court case law®

3. Internet platforms and intermediary Internet/sess.

* Regarding the limited liability of the platform aja¢or

There is presently no regulation under media lawretworks and platforms with
operators who do not discharge any editorial resipdity, that is, do not have any
influence on the distributed content and the desigtine overall offering apart from a
selective ex-post control. This applies primarity platforms for services that are
generated by users, such as YouTube or Faceboak.Intarnet platform itself on
which the distribution takes place can be basedthen liability privileges of the

Electronic Commerce Act (ECGJ.First and foremost, the exclusion of liability thie

hosting provider comes into play (sec. 16 ECG)st the provider can only be held
responsible once s/he does not delete or blocksadoeunlawful information without

delay after s/he is made aware of it. There isadlyecomprehensive case law regarding

2 Regarding this, cf. the relevant provisions of @RF-G (secs. 3 para. 4a, 5 in conjunction with séet seqq.);
regarding these regulations. cf. Kogler, Traimead @ruppe (fn 28) 1 et seqq.

%0 Regarding this, cf. ViSlg case law 19.768/2013es#mf the ORF-G regulation on the ban on linksrid ather
cooperations with social networks (so-called ‘Famdbban’) due to violation of the rights to fregpeassion and
free broadcasting; however, the ban on provisioa (feparate) social network by the ORF is objelgtiuestified
with respect to the goal of protecting private cefitprs on the broadcasting market. Cf. further YfSI
19.854/2014.

31 Regarding the ECG, cf. ZanlECG. E-Commerce-Gesét{2016).
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the scope and enforcement of this diftin the event of an evident ‘hate post’ on a
Facebook page, for example, the courts have asstimedracebook not deleting the
post until one week after it was made aware of gbst was too late and that the

unlawfulness of the malicious comment was evidertriy casé’

» Liability as a media owner

However, in many cases, the respective user whoadpl content to platforms as a
poster, blogger or video creator is considered dian@wner within the meaning of the
MedienG if s/he is responsible for the contentsation and performs the distribution
or causes it to be performed him-/herself. The sappies to operators of moderated
websites. Therefore, the profile owner of a Fac&hwofile is responsible for it under
media law. These persons are thus liable as perMédia Act and carry the
responsibility for compliance with other duties endnedia law. There also already
exists extensive case law regarding this, primanilgonnection with offensive attacks
or invasions of privacy via publications on theemet** This liability of the media
owner is limited if the content comes from thirdrtess and has been provided on a
website and the media owner of this website hasfaitéd to take due caré® This
regulation primarily targets postings by third mers as they are made, for example, in
the form of online readers’ letters or entries arine discussion forums. From the
perspective of the duties of care imposed by lawtlen media owner, there is no
requirement to check user contributions in advamathjer, as a rule, there is also a
requirement to delete the incriminated content adtrdelay.

* Ongoing discussions
The significance of platform operators for communitommunication and
communication culture has resulted in discussiomgh@ expansion of the liability
imposed on them, or expansion of the duty to deletdawful or otherwise
objectionable content. In this context, Austriadiggoprimarily anticipates a solution

at the European level in which the European Comonsrimarily aims for a

B2t e.g. OGH 30/01/2017, 6 Ob 188/16i; OGH 21/12&@® Ob 178/04a, among others.

% OGH 22/12/2016, 6 Ob 244/162.

3 Cf. e.g. OGH 29/04/2015, 15 Os 14/15w; regardiability for a Facebook account, OGH
25/05/2016, 15 NS 35/16i.

% Sec. 6 para. 2 line 3a, sec. 7 para. 2 line 5,%&®epara. 3 line 5, sec. 7b para. 2 line 4a M&#tieagarding this,
cf. Berka, in Berka, Heindl, Hohne and Nallediengeset®raxiskommentdr(2012) sec. 6 ref. no. 40 et seqg.
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corresponding voluntary commitment from platformeors, if necessary also in
connection with procedures of the accompanying|etigu *°

The expansion of the applicability of the Europ@afvS Directive to video platform
services and the implementation of the modifiedeBtive by Austrian law will mean
that Internet services with operators who merelyngde user-generated content
without their own editorial responsibility will alsbe bound by this duty. According to
the draft, video platform providers will be obligéal take suitable measures in their
area of responsibility to protect minors from hawhdontent and to protect all citizens
from incitements to violence or hate. This will usin co-regulation (regulated self-

regulation)*’

4. Journalistic freedom and independence in omhedia

* Independence vis-a-vis the state
The editorial independence vis-a-vis the state @olity of media that are active 0 | gicator
the Internet is broad and securely guaranteed éyutdamental right to free speec 231
and freedom of the media. This does not mean thatrgment interventions in free
and independent communication is completely ruled, dut such interventions
regularly qualify as unlawful unless they have astitutional, legal justification in

each case.

Other forms of unfair exertion of influence by gawaent institutions, in particulal |ngicator 2.3.3.
through threats, pressure or force, would likewtse unlawful. If such practices

became known, significant public pressure and ptat®uld also be expected, and this

would likewise be the case for less obvious, sulddems of attempted exertion of
influence. More difficult to detect are attemptsitdluence media using economic

power, including public funds, or through otheramhal means of government media
relations or propaganda. Above all, the significezdle of advertising orders used by

nearly all public institutions aroused a not-unfiest suspicion of massive influence of

the media. The legislature reacted to this by aligjovernment authorities and other

public institutions to report the sum of the funosed for advertising orders in the

% Cf. the communication of the Commission regardintine platforms on the domestic digital market
- opportunities and challenges for Euro@nline-Plattformen im digitalen Binnenmarkt - Chanc
und Herausforderungen far Europa SWD(2016) 172 final;  http://eur-
lex.europa.eu/legalcontent/DE/TXT/PDF/?uri=CELEX038DC0288&from=EN (accessed on
28/09/2017).

37 Regarding the draft of a modified AVMS Directiv#, evidence above, fn 16.
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media and the names of the media benefiting frois tth the regulatory authorities

each quarter, which would then publish these regpbitthis duty also applies to all

publications made on online media (audio-visual imesrvices, periodic electronic
media) in return for payment. This at least creaeasertain amount of transparency
regarding the public funds used for advertisingeosd Along with this, there are also
certain restrictions on content for paid advergsorders made by public institutions,
which essentially may have factual information fasirt object only to satisfy a specific

need of citizens for information on the subject.

* Freedom of occupation for journalists
The independence of the media must be protectecdmgtvis-a-vis the state ant' | ..
government authorities, but also vis-a-vis pressamd impermissible exertion o 23.1.
influence from other interest groups so as tolfthie expectation of the public that the
shaping of opinion be diverse and that reportingobgective. Traditional media law
has assured the right to a certain journalistiedoen to media personnel who are
active in print media and broadcasting in orderet@ble them to discharge their
journalistic duties professionally and responsifilitis ensures that journalists have a

sphere of freedom within the media companies fackwthey work.

Discussions in these contexts often focus on freedb occupation for journalists in
the sense of an ‘inner freedom of the metflahese rights were and are designed to
be professional rights, that is, they presume mrgudrofessional activity in a
journalistic field*® Within this scope, they can also benefit profasaiccreators of

online media.

Media personnel in online media that are subjecth® MedienG and who thus
participate professionally in the creation of conti®r websites or periodic on-demand
service§' can invoke the protection of the right to one’sidotions as per secs. 2 et
seqq. of the MedienG. They therefore have the rightefuse to collaborate on the
content creation of postings or presentationsdbatradict their beliefs in fundamental
issues or the principles of the profession of jalism; they may not suffer any

detriment resulting from such refusal. If a postithgt is created by such media

3 Media Cooperation and Funding Transparency ActBB@011/125, as amended, BGBI | 2015/6.

39 Cf. Holoubek,Innere Rundfunkfreiheitn: Berka, Grabenwarter and Holoubek (edinabhéngigkeit
der Medien(2011) 133.

0 Regarding this, cf. the definition of ‘media petsel’, sec. 1 para. 1 line 11 MedienG.

1 Regarding this, cf. the definition of ‘media pemseh, sec. 1 para. 1 line 11 Media Act.
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personnel is subsequently modified in a way thafpes to its meaning, then it may be
published under the creator's name only with thatspn’s permissioff Additional
rights of journalistic freedom in the sense of amer freedom of the media’ can be
agreed in the editorial regulations (sec. 5 Medjeti@at exist in individual Austrian
media companies. Media personnel in audio-visualianservices as per the AMD-G
also have a right to the protection of their belishder the MedienG if the service is
either a website or a recurring electronic mediuithiw the meaning of this law.
Special rights of journalistic freedom apply to éayees of television programmes and
shows that are broadcast online and employeeseoOlRF who participate in the
creation of online offerings at the public servibeoadcasting corporation in a
programme-designing or journalistic capacity. Com@s must respect their
independence and self-reliance; journalistic persbmust not be made to write or
take responsibility for anything that contradictseit freedom to practice their
profession. The particulars of these guaranteesaaddional participation rights are
governed by editorial bylaws; they must be bindinggotiated between the company
and the representatives of the journalistic emmsey@ec. 49 AMD-G, secs. 32 et seq.
ORF-G)* Of course, the freedom to practice the professibrjournalism is not
without its limits; rather, it can be restrictedtvh media companies through the
administrative powers of the company managemeidadorial supervisors, primarily
when the restriction concerns the journalistic peadnd task of the media company. A
right of the employee to transmit or distributepadfic posting cannot be derived from

this freedont

» Protection of journalistic sources and editoriatfadentiality

The editorial confidentiality governed by the Meaui is also conceived as a
professional right for journalists that is assign@ly) to media owners, media
personnel and employees of media companies (sele8ienG)* These persons are
granted a right to refuse to give evidence, thaasswitnesses in court cases they may
withhold the names of their sources and the infoionagiven to them. This right

serves the protection of journalistic sources, thait protects the confidentiality of the

“20n these rights and their limitations, cf. Nol, Berka, Heindl, Hohne and NolMediengesetz
Praxiskommenta2012) sec. 2 and sec. 3.

“3 Regarding this, cf. Kogler, Traimer and TruppeZ8) 311 et seqq., 541 et seqq.

44 Regarding the journalistic freedom of ORF employeeshis purpose cf. VfSlg 19.742/2013.

%> Regarding editorial secrecy, cf. Heindl, in Berkdgindl, Hohne and Noll,Mediengesetz
Praxiskommenta(2012) sec. 31.
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relationships between journalists and their infarteawhich is seen as a condition that
is required to allow the media to perform theikta$ ‘public watchdog™® It is for this
reason that the operator of an online daily newspags a media owner, may refuse to
disclose the data of a user who has posted conifdenformation on the daily

newspaper's Internet foruf.

Apart from media owners, the employees of onlinaimesan also invoke editorial

secrecy and protect their sources. Indeed, medisopeel are the only ones who
practise a journalistic profession (not necessdtillytime) in the context of a media

company; anyone who is not active in a media companmedia personnel or another
type of employee does not have the right to refusspeak out. This means that
someone who publishes on the Internet as, for ebgralogger or a poster but who
does not do so in his/her capacity as an emplofyaem@edia company may not invoke
editorial secrecy. Of course, users who createctirgent of an online medium and
distribute it themselves may be considered to bdianewners, for example in the

context of operating a Facebook account or as theéenator of a discussion forum. In

this capacity, they have the right to editorialreeg.

It seems doubtful whether the privileging of praiesal journalism remains justified

in view of the changed circumstances and the sggm€e of ‘citizen journalism’.

The general surveillance of the Internet activifycdizens by police and judicial

authorities may result in restrictions to the petiten of journalistic source$.

» The protection of journalists and other stakehaaer the Internet

Aside from the professional journalistic rights sgated above, journalists and oth |, gicator 2.36.
persons who actively publish on the Internet arétled to the full and unrestricted

protection of the legal system in general. Thee @@ known incidents in which a
concerned party was denied this protection or inckvhan investigation was not

launched immediately and, if necessary, criminacpedings were not initiated in

response to an encroachment. This does not ruletrmitpossibility of public
discussions on the achievements and mistakes ahmednedia personnel, especially

46 Regarding the current significance and scope opthtection of journalistic sources, cf. OGH 16220, 13 Os
130/10g.

47 OLG Vienna 26/02/2013, 19 Bs 504/12z, MR 2013, &the@vise, a civil judgment that denies the protectf
editorial secrecy for posts that were publishechauit the activity, scrutiny or notice of a membérntedia
personnel and on the user’'s own impulse; OGH 2201, 6 Ob 133/13x.

“8 Regarding this, cf. below, section V.2.
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in relation to their activities on the Internet. dgeneral, the reaction of the Austrian
public when attempts by politicians or other pressgroups to exert influence over
journalists have come to light has been thoroughlysitive and critical, especially in
matters concerning the independence of journalestgployed in public service

broadcasting.

There is no specific protection for online medi@nir cyber-attacks or othe | .
disruptions to their ability to function. The mediad other communications service 235.
certainly also benefit from the intensified effoofsAustrian authorities and companies

to counter these threats in the most general sdige are no documented cases of

attacks of this kind aimed at online media or sjiewiebsites.

5. Content restrictions in Internet communicatiod anline media

Communication transmitted by means of the Inteinegeneral and the content of
online media in particular are subject to legaltreests that are enacted by the
competent legislature for the purpose of ‘contexgutation’ in the public interest or to
protect the rights of others. This is often expedst® the effect that what is prohibited
offline is also prohibited online. It is not podsilio go into the various restrictions in
detail as part of this study. What is primarilyioferest here is the assessment of these
restrictions in light of the fundamental freedonm&l duman rights, for which reason

current individual contexts will be discussed usexgmples.
» Content regulation and article 10 of the ECHR

The starting point must be the observation thathemstance of exertion o' | icaior
influence by the government on the content of decommunication amounts to a
restriction of free speech and the freedom of tleelimguaranteed in article 10 of the
ECHR, and this regardless of whether the governrpeotibits certain content or
stipulates specific communication content for tisers of the Internet. To this extent,
these fundamental rights guarantee the autononsgramunication made by means of
the Internet. Government encroachments upon thisnamy are therefore permitted
only under the conditions stated in article 10 geaph 2 of the ECHR. This applies
both to criminal prohibitions and to civil restimts. On the other hand, the
government may also have duties of protection éniiterest of the rights of others, for

the protection of which the legislature must prathdy regulate certain content and
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forms of communication if such content or forms odmmunication violate

fundamental freedoms and human rights.

These connections between the regulation of theeobof Internet communication and
the fundamental rights are given due consideratiooughout Austrian legal practice.

The question of whether article 10 of the ECHRakenh into account when legal
restrictions are enacted is already regularly aersid during the legislative process;
the Constitutional Court examines the constitutibyaf laws that restrict fundamental

rights as part of the powers granted to it, ameépeals legal provisions if these curtail
free speech and freedom of the media in a waydbatradicts the constitution. The
application of laws is also subject to scrutinytbg courts, not just with respect to the

legitimacy of enforcement but also in light of frggeech and freedom of the media.

» Limitations under criminal law in the public intste

This applies to criminal-law limitations of commuaation made by means of the
Internet, which are only constitutional if the pksation of certain utterances or
representations is absolutely necessary to protegtiding community interests. Some
examples of this are prohibiting ‘hard’ pornograplaypd any form of child
pornography’’ making incitement to or endorsement of terrorists gounishablé?
ensuring religious peace as part of the definibbthe criminal offence of disrupting
the practice of religiott or prohibiting the denial, downplay or justificai of Nazi
crimes against humanity (‘Holocaust denidf Freedom of speech must also be taken
into account on a case-by-case basis when thesece are enforced. For example, it
is recognised that the range of free choice gueeahtby free speech (or artistic
freedom), which also guarantees freedom of harstesa polemic criticism, must be
carefully taken into account when caricatures dirisal statements that criticise or

mock religious content are assessed under criranal’

49 Cf. the offences defined in the Bundesgesetz iterBdkampfung unziichtiger Verdffentlichungen und den
Schutz der Jugend [Federal Act on Combating Indelahtications and the Protection of Youth againstral
Hazards], BGBI 1950/97, as amended, and secs. 2@t StGB.

%0 Cf. sec. 282a Criminal Code.

51 Cf. sec. 188 Criminal Code.

52 Ct. secs. 3g, 3h of the Prohibition Act of 1947 jattranks at the constitutional level, Criminal Cd®#5/13, as
amended.

S3Ct. e.g. OGH 11/12/2013, 15 Os 52/12d regardingdanent of interference with religion (vilificatioof the
prophet Mohammed) in light of free speech (witheasive reference to the case law of the ECtHR).
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* Personality protection

The focus on the fundamental freedoms and humatsrgays a significant role in the
making and application of laws where the protectiddrhuman personality rights is
concerned. The two dimensions of the fundamenggitsialso come to bear here; on
the one hand, regulations to protect honour andgapyi or guarantee presumed
innocence limit free expression via the Internat] an the other hand, it is recognised
that these personality rights could face an emtiredw kind of threat due to the
omnipresence, boundlessness and uncontainablensgtioinformation storage of that

same Internet, which obliges the legislature taismappropriate protectiof.

There are corresponding regulations in the praiecdgainst abuse (defamation, verbal
abuse, slander) contained in criminal law, thelabhiarges to protect honour and
privacy (libel, damage of credit, right to one’smwnage) and, above all, in the civil
elements of compensation contained in the Medievitich form the basis for liability
of the media owner for encroachments on honoumapy or the presumption of
innocence?” If there are still loopholes in the area of pessity protection, these can
be closed with section 16 of the ABGB, which guéeas general protection of the
‘inborn rights’, that is, the personality rightdiet elements of this offence are also
applicable in light of the fundamental freedoms aandhan rights. So, for example, in a
recent decision the Austrian Supreme Court of destvas able to infer from this
provision a legal right of the individual not to plaotographed in a way that violates
his/her rights; the court supplemented its suppbthis claim based on article 8 of the
ECHR and referred to the risks inherent in the rithgtion and manipulation
possibilities of modern digital technology, amoness, to justify it°

The addressed offence definition for the protectbpersonality rights also applies to
the various manifestations of Internet communicgtieither in general (such as the
general offence definitions under criminal and Iciaw) or (as with claims for
compensation under media law) in the case of oniieglia that are subject to the

MedienG®’ In practice, the Austrian courts are assigningweer greater importance to

54 Regarding the government duty of protection, c5gf14.260/1995.

5 As an overview of the various defined offencesimsjapersonality protection, with additional refieces to
criminal and civil literature and case law, cf. Barin Berka, Heindl, Hohne and NolMediengesetz
Praxiskommentdr(2012)Vorbemerkungesecs. 6-8a.

°® OGH 27/02/2013, 6 Ob 256/12h.

57 Regarding this, cf. above, fn 22 et seqq.
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proceedings connected with publication via onlineedima or other forms of

communication via the Internet (blogs, postings,)et

In all of these contexts, it is ongoing case lawt tmust interpret and apply th |ngicator 2.4.2.
relevant elements of offences in light of the fumeatal freedoms and human rights,
which generally (primarily in the case of persotyatirotection under civil law) results
in a weighing of interests between free speechogpasing rights, such as the right to
respect of one’s privacy; this weighing of intesedbcusses on the affected
fundamental rights. This focus on fundamental sglmd on the associated relevant
case law of the ECtHR manifests itself in variostablished standards and precepts of
interpretation, which are referred to only by wdyan example here: the imperative of
a strict distinction between allegations of abdisewhich there is a liability if the facts
claimed by the accused are false, and value judggmemich it must be possible to
make without punishment on principle. The statuarohttacked person must be taken
into account because protection from abusive attawk private persons is stronger
than that for ‘public figures’. When instances &pesure of one’s private life or other
cases of exposure of a person are evaluated, it Ileusxamined whether or not such

exposures have contributed to a matter of pubtirést or public significanc®.

In this way, it is guaranteed, on principle in argse, that the strict focus on the
fundamental freedoms and human rights assurestige rof free choice that is due to
communication by means of the Internet based onEXGEIR, and likewise that the

rights of people who have been victims of attacks thie Internet that violate their

human dignity and fundamental rights to freedomgar@anteed. At the same time, the
scrutiny of government authority and criticism ajvgrnment bodies is assured the
corresponding freedom. The focus on article 1hefECHR and the relevant case law
of the ECtHR guarantees that no excessive penatie®mpensation obligations are
imposed during the application of laws against ebasd other defined offences
against personality rights on the Internet. Howgvegal regulations such as the
limitation of the amounts of compensation that banmposed in the event of attacks

on personality rights as per the provisions ofMeslienG also contribute to this.

%8 Regarding these and other established standards,gcfBerka,Personlichkeitsschutz und Massenmedien im
Lichte der Grundfreiheiten und MenschenrecimneKoziol and WarzileKeds.),Personlichkeitsschutz gegeniiber
Massenmediermhe Protection of Personality Rights against Ineasiby Mass Medié2005) 493; regarding the
adoption in Austrian practice of the applicableeassnent criteria developed by the ECtHR, see Bédfka,
.bewegliches System" des Personlichkeitsschutzasjiimgeren Judikatur des EGMR zu Art 10 EMRIdurnal
of Information Law 2013, 154.
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The enforcement of personality rights protectiamshie event of malicious attacks on
the Internet poses problems and leaves open gaossfitis discussion will return to

that topic>®

» Cyber-stalking and cyber-bullying

The Austrian legislature has reacted to new formgersistent harassment of and
compromising injury to persons that are at leastifated and benefited by the Internet
by legislating its own criminal offences. The commm@enominator between these is
that they are attacks that can result in the vmladf human dignity. ‘Stalking’, that is,

persistently pursuing a person in such a way abkate an unreasonable negative
impact on the victim’s lifestyle, has already lobgen punishable; this also includes
when contact is made with the victim using Intesetices (sec. 107a StGB). ‘Cyber-
bullying’ has been punishable since 2016; the detsaen of this offence is paraphrased
as ‘continuous harassment using telecommunicatmna computer system’. This

offence is committed by anyone who injures the hwrd a person on the Internet in a
way that is perceptible to a large number of peoptenakes highly personal facts or
images available to a large number of people; ith lmases, it is expected that these
events occur over a long period of time and thatytban have an unreasonable

negative impact on a person’s lifestyle (sec. 18#&B).
» ‘Hate speech’ and ‘fake news’

Malicious attacks on minors and other vulnerablgia@roups or on outsiders to the
community can also violate human dignity and resaltdiscrimination against
vulnerable groups of persons. The Internet has igeova space for aggressive,
misanthropic ‘hate speech’ that is difficult to tah, which is cause for concern. This
applies comparably to the distribution of false aurs, false reports and computer-
generated bots, which multiply on the Internet withious rapidity. They can poison
public discussions on important societal issuedarger the accuracy of democratic
elections and manipulate people. Such phenomena tigo'dark’ side of the Internet,
through which human rights can be violated and deaiw discourse can bc | . . -
corrupted more or less without restraint. From fhesspective, the legislature has 243
human-rights-based responsibility to oppose su@rrations, which are a threat to

human dignity and freedoms.

59 Cf. section VI.
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Certain manifestations of ‘hate speech’ violateligaple Austrian law. Distributing
false, abusive allegations, attacking people withsave criticism and mocking them
violate personality rights that are protected unctéminal and civil law. These have
already been discussed above. The protection afghenot to be abused also benefits

groups comprising a closed, manageable circle isioms®®

Moreover, certain severe forms of incitement areighable under criminal law as per
section 283 of the Criminal Code; the elementshas bffence are expanded by the
Criminal Code Amendment Act of 2015 and have bebuasted to fit the requirements
of the corresponding European framework decitokccording to this, anyone may
be punished who does the following, publicly antbb®many people:
e Calls for violence or incites hate against specifiesignated institutions
(churches or religious communities) or groups aspas who are identified by

certain social characteristféor members of such a grofip;

» Berates a protected group with the intention ofating human dignity, if this
makes the group contemptible or degrades thembhgpopinion;

» Condones, denies, grossly makes light of or jestiiertain crimes (genocide,
crimes against humanity, war crimes, aggressiaoyiged that this behaviour
is directed at one of the protected groups or a lneerof such a group and is
likely to incite violence or hate against them;

* Moreover, distributing written material with ideas theories that endorse,
promote or incite hate or violence against onehef protected groups is also
punishable.

When the elements of these offences are appliedutidamental rights of free speech
and freedom of the media must also be respectedning that neither polemic nor
satirical discussion may be punished, and critarabven provocative discussion of
historical events must not be prevented. It isdfoge crucial that the ramifications and
consequences of punishable incitement as per feaagf definition in section 283 of
the Criminal Code — primarily when the offence isal for violence, incitement of
hate or the violation of human dignity — be cargfukviewed in order to avoid the

criminalisation of free expression while, at thensatime, vigorously opposing attacks

80 Regarding disparagement of concentration campmagtef. most recently OGH 29/11/2016, 6 Ob 219/16y.

51 Framework decision 2008/931/JI on combating cerfaims and expressions of racism and xenophobierun
criminal law, OJ L 328, 55. Regarding the revisersiam of sec. 283, cf. e.g. Lentpon Weblogs, Userforen und
sonstigen Kommentaren im Web — Strafrechtliche Zmemund Haftung nach dem MedienfsBerka, Holoubek
and Leitl-Staudinger (ed.Burgerinnen im Netf2016) 47 (48 et seq.).

52 According to sec. 283, protected groups are deftmethe following characteristics: race, skin esldanguage,
religion or ideology, citizenship, ancestry or natl or ethnic origin, gender, physical or intefledt disability,
age, sexual orientation.

83 Regarding anti-Semitic harassment on Facebook,@f OGH 22/07/2015, 15 Os 75/15s.
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on human dignity. It must be acknowledged that dmgvwsuch boundaries in light of

the vague offence definition in section 283 of @reminal Code is not always easy.

Considering the verifiable increase in brutalityaimmunication on the Internet, the
guestion of whether further legal measures neethlkten beyond the existing defined
offences against personality rights and incitemanbrder to be able to take legal

action against hate speech and advocating violendke Internet, remains op&h.

This also applies to the problem of so-called ‘fadevs’. The distribution of false
rumours and manipulated news on the Internet \aslaxisting legislation only in
exceptional cases, such as when false news isbdigtd during an election period or
referendum (sec. 264 StGB). Another pertinent aféedefinition that penalised the
distribution of false, unsettling rumours with theerequisite that this would perturb a
large group of persons and disrupt public order vegeealed in 2015. It is also the
subject of an ongoing discussion of whether théreulsl be energetic intervention
against the manipulation of opinion formation ie thterest of securing the foundation
of a democratic decision-making process. Certaimych depends on whether the
services of professional journalism and the traddi media are still able to provide
objective reporting and a pluralistic diversity @pinions to a sufficient extent even
under the current altered conditions. It must bearclthat it is all too easy for
government or judicial control of the ‘truth’ orbgectivity’ of societal communication

to cross the line into dangerous interference wéh speech and freedom of the media.

6. Implementation of the net neutrality principle

Ensuring unhindered and discrimination-free actedbe Internet forms the basis « 'Znsi;ator

the principle of net neutrality. In Austria, thiginiple is ensured by the validity anu
direct applicability of the EU Regulation laying wilo measures concerning open
Internet access (TSM Regulation (Regulation (EU132P2120)) and as part of the
conditions and restrictions governed by this Reguta The central provision is the
obligation to treat all data traffic equally whemtdrnet access services are provided.

This obligation corresponds to a parallel claimeofl users. They have the right to

541n this context, cf. the recommendation for a reziminal offence definition that, supplementarysec. 283 of
the Criminal Code and in enforcement of the supplearg protocol to the Convention on Computer
Criminality, is also meant to impose administratiéminal sanctions on the distribution of racistdéor
xenophobic discrimination propaganda; regarding, thée initiative proposal 2242/A, 25. GP.
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access and distribute information and content angse and provide applications and

services via their Internet access services witd@marimination.

The principle of treating data traffic without dignination can be breached according
to the Regulation as part of specific traffic-magagnt measures and for the benefit of
special services, the conditions and limits of whace defined in the Regulation (art. 3
TSM Regulation). On principal, the measures of appate traffic management
provided for must be transparent, non-discriminatord proportionate, and they must
not be based upon commercial considerations, Iugranly upon objectively varying
technical requirements of the service quality oécsfic data-traffic categories. The
specific content of data traffic may not be moretbiwith these measures, and they
must not be in place any longer than is necesfamther measures are permitted in
exceptional cases, such as for blocking illegalteat) if this is provided for under
Austrian or EU law. However, since these measunesfere with the fundamental
rights and freedoms that are enshrined in the E@RRthe CFR, such restrictions may
be imposed only when they are appropriate, promuate and necessary within a
democratic society and their application is subjéct appropriate procedural

safeguards, including the right to effective legaitection and a fair triaf

In their (first) net-neutrality report in 2017, tiaistrian national regulation authorities
refer to some problems that have been resolvedeosstdl being resolved with the
realisation of the net neutrality principle (e.gra rating, qualification of video on
demand as a special service), but it assessesitied experiences with the legal

situation created by the Regulation as positiveali/&®

A current draft bill that empowers the ISPs to takaffic security measures in
accordance with article 3 of the TSM Regulatioromder to prevent, very generally
stated, ‘criminally relevant activities’ has prowsk justified concern. This
authorisation is extremely vague because the lllegatent that would be under
consideration is described only vaguely and by whgn example; the question also

remains open of whether effective legal protectiuat takes into account freedom of

55 Cf. recital 13.
56 https://www.rtr.at/de/inf/NNBericht2017/Netzneuttabtsbericht 2017 RTR.pdf

(accessed on 28/09/2017).
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information for the affected users is guaranteeémtontent is blocked based on this

authorisatiort’

7. Blocking Internet access and deleting conterhfthe Internet

* Blocking

Blocking or otherwise restricting access to Intérptforms (social media, blogs | dicator 201

websites) or to information and communication tedbgy tools such as instar !Indicator 224.
messaging constitutes a grave encroachment onrgdbespeech and freedom of the

media. This applies with respect to both aspectthede fundamental rights, that is,

both in view of active freedom of expression andview of the freedom of users to

receive information.

There is no general authorisation under Austriam far government institutions to
block access to the Internet or Internet serviaad, the introduction of such measures

is not up for discussion.

The problem of blocking was thus ignited by thecklog of websites by ISPs for the
purpose of preventing violations of copyright lawtbe Internet. The starting point for
this is the regulation of section 81 paragraph flthe Copyright Act (UrhG), which
gives the rights-holder a claim to injunctive rélieat can also be enforced against the
intermediary, whereby both the access providerthadosting provider are considered
intermediaries within the meaning of this provisiparsuant to the case law of the
ECJ® It is therefore permissible on principle to préhiBPs from allowing customers
to access specific websites (e.g. kino.to) withoarcorder in order to protect rights-
holders. According to case law, users do indee@ laaxight not to be prevented from
accessing lawfully available information in spitietioe blocking, which they can assert

in court with an appeal to their freedom of infotroa — as stipulated by the ECJ.

On the basis of this case law, human rights remergs can be taken into account on
principle as part of a necessary weighing up betvike interests of creators and other
rights-holders, which are protected under basic wd the rights of content providers

and access providers, and this primarily in viewhefimpaired freedom of information

57 Ct. sec. 17 para. 1a Telecommunications Act acngrti draft 326/ME 25. GP.

68 Cf. OGH 24/06/2014, 4 Ob71/14s in conjunction WEIEJ 27/03/2014, C-314/12, UPC Telekabel Vienna
GmbH; cf. further OGH 21/10/2014, 4 Ob 140/14p; OG#05/2015, 4 Ob 22/15m; ECJ 14/06/2017, C-610/15,
Stichting Brein/Ziggo BV, XS4ALL Internet BV.
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of the users affected by the blockitigThe imperative of judicial scrutiny is likewise
complied with on principle. Specific uncertaintigisthe legal situation and difficulties

presented by legal enforcement must be establistmetthey burden primarily the ISPs
with certain risks. The judicial legal protectionat is granted to Internet users on
principle can also be confronted with practicallppeons and not insignificant costs for
implementation. When the assessment is made, theelbeeway that is afforded the
Austrian legislature in this conflict area undegdepolicy according to the applicable
case law of the ECtHR must indeed be taken intowrc®

The government has not provided any informationualiocked websites or othe | ;...
. . .. . . . 225

official restrictions of Internet access. Of coyrdd@s must be viewed in a contex.

where there is no systematic blocking, banning ilbering of Internet content or

Internet services by authorities in Austria in @age.

* Deletion of Internet content

Punishable content on the Internet can be deleyeorder of the competent medi indicator 2.2.2.
court if the deletion of the location of a webghat forms the basis of the punishak gﬁgﬁator
action is recognised in a punitive sentence forealimcontent offence. Such deletion
can also be decreed in so-called independent mlogeeif the objective elements of

the offence constitute a punishable act and ibispossible to track a specific person
(sec. 33 MedienGY The deletion should prevent the continued infleeand further
distribution of punishable content. Online medieliles only websites and not mass
emails or newsletters because these are not ditdlon an ongoing basis in the same
way as websites. A weighing of interests is nowjhed for, which means that, when
there is deletion, it must be ascertained if thera conviction due to a media-content
offence and that the prosecutor requests it.

Deletion can also be decreed as a preventative ureedsit can be assumed that a
conviction will occur (sec. 36 MedienG). The couaray order deletion merely as a
preventative measure only if the negative consempgerof the deletion are not

disproportionately severe in comparison with theenest of legal protection that the

%9 However, regarding the current draft with a fartreaching and not unproblematic authorisatiorbfocking, cf.
the evidence above in fn 67.

0 Cf. e.g. ECtHR 19/02/2013, No. 40.397/12, Fredrikj Metl Peter Sunde Kolmisoppi.

"M Regarding the deletion and independent proceduderuthe media law and regarding temporary deletdn,
Heindl! in Berka, Heindl, H6hne and Nle’lediengesetzPraxiskommentér(2012) sec. 33 and sec. 36.

2 As its only restriction, section 33 paragraph Zahe MedienG states that deletion is not permitfethe
utterance of a third party is reproduced on a welzsid there is a public interest in this reproiduct
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deletion is meant to serve. If the legal protectioterest can also be met by the
suggestion of initiation of criminal proceedingBen the preventative deletion is not

permitted.

The deletion of Internet content according to thes®visions is ordered by the court
(media court) and can be contested by a superimt;dbthere is a claim of violation
of fundamental freedoms and human rights, it can bk contested through a petition
to the OGH (sec. 363a para. 1 StPO). The possilmfitverifying the lawfulness and

proportionality of these measures is ensured slay.
lll. The freedoms of association and assembly andhé Internet

1.The protection of the freedoms of association assembly with regard to the
Internet

I ndicator

The freedoms to assemble and to create associaiert®nstitutionally guaranteed i 3

Austria by article 11 of the ECHR and article 12tbé CFR, which rank at the 'ndicaor

constitutional level, and by the corresponding fameéntal rights of the natione
fundamental rights catalogli®@The formation of associations, including unionsd & >
the implementation of assemblies are permitted awitlofficial approval and require
only a relevant announcement to the competent &tidso These freedoms also
protect activities on the Internet.

This means that the affiliation of people for thegoses of an association in order to
operate Internet platforms is as much the objegrofected freedom of association as
is the use of Internet services by associationsit lte exercise their right to free
expression, to organise the activities of an assioti or to advertise such activities.
This also applies to the use of Internet platfoonsther Internet services to organise
or advertise for assemblies for any desired purpésés shown by the option to create
citizen’s initiatives and petitions that can beded and supported at the federal level
and, in some countries, even online, citizens aréact making use of a form of
democratic ‘e-activism’® Austria occupies a leading position with respectlectronic

government strategies and practices, respectivetyrenic participatior®

¥ Regarding an overview of the freedoms of associadiod assembly, cf. Berkegrfassungsrechin 5) ref. no.
1497 et seqq.
4 Although citizen’s initiatives and petitions muse submitted in writing to the National AssemblyAuistria,
citizens can approve these electronically, thupsttmg them; cfhttps://www.parlament.gv.at/HILF/EZUSTIM/
(accessed on 28/09/2017); regarding the legal tiituan the state of Vienna, where petitions canldsiged

3.2,
I ndicator
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2. Restrictions of the freedoms of association andrabsy

Encroachments on the freedoms of association amsgénmddy by government indicator 3.4.
authorities are permitted only if they are provided under the law and remail indicator 35.
proportionate. On principle, the applicable lawsviie for only certain regulatory

actions. Prohibiting or dissolving assemblies ovegoment dissolution of associations

is permitted only in specific, legally stipulatedses and as a last resGrOfficial
encroachments are subject to judicial scrutiny lby &dministrative courts and the
Constitutional Court. In accordance with the ongogase law of the Constitutional

Court, the authorities must observe the conditiong&n encroachment stated in article

11 paragraph 2 of the ECHR — there must be ahegié goal, an encroachment must

be necessary and proportionate — for all of thegislons’” According to this case law,

the authorities are moreover obliged to use apmtgomeans to prevent third parties

from disrupting lawful assembli€8.

As a result, it is primarily this case law that ems that use can be made of the
fundamental rights of freedom of association areedom of assembly in a broad
manner and in conformity with fundamental freedoamsl human rights. This also
applies to all cases in which these freedoms aesl iis connection with Internet
activities. There are no reports on government oreasthat would result in
restrictions to Internet use in connection with tight to associate or assemble freely

and peacefully with others.

A 2017 amendment strengthened the regulatory actidrthe Public Meetings Act.
However, this amendment, which extended the timeoge to be observed when

reporting assemblies, for example, has no impatherireedom of the Internét.

electronically, cf.  https://www.wien.qgv.at/amtshelfer/dokumente/verwadi/wahl/petition/einbringen.html
(accessed on 28/09/2017).

S Cf. Ringler, among others (ed.nternet und Demokratie in Osterreicf2013) 12 et seqq.; available at
http://archiv.bundeskanzleramt.at/DocView.axd?CobRBB51(accessed on 28/09/2017).

8 Regarding banning and dissolving assemblies, see 6e 13 of the Public Meetings Act (VersG); retijag
banning and dissolving clubs, see secs. 12, 29eoftsociations Act (VerG).

7 Cf. e.g. VfSlg 19.852/2014 regarding freedom okagsly; VfSlg 13.654/1993 regarding freedom of afstam.

"8 VfSlg 12.501/1990.

® Regarding this, cf. the amendment, BGBI | 2017/63.
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IV. The right to respect of one’s privacy and famiy life and of data protection on

the Internet.

In Austria, article 8 of the ECHR, which ranks la¢ tevel of the constitution, anr Indicator 4.1.1.
the fundamental right to data protection in sectlonf the Data Protection Act
form the essential constitutional basis for thetgution of privacy and personal data.
Encroachments on these fundamental rights are gedmonly under the conditions
stated in article 8 paragraph 2 of the ECHR, respay section 1 paragraph 2 of the
DSG,; therefore, they must be provided for underléie must serve a legitimate goal
and must be necessary in a democratic societyjshtey must be proportionate. The
applicable guarantees of the Charter of Fundame&ggits of the European Union are
accounted for in the enforcement of EU law (Arts.87CFR). An overview of the
corresponding basic-law regulations will be presdntwhich will explain these
guarantees in greater detail, in the following.

1. Protection of privacy with online media

The protection of privacy is enshrined in varioegislation of Austrian law. In

practice, the relevant provisions on personalitytgxtion under media law are of the
greatest significance, including with respect te thternet. They bring to bear if the
private sphere of a person is encroached uponrbgdium within the meaning of the
MedienG, meaning a ‘periodic electronic medium’tba Internet, that is, a website or

a recurring electronic mediuffiThey are supplemented by additional claims.

¢ Claims in accordance with the MedienG

The aggrieved party has the right to claim damagepensation due to violation of
privacy by a publication on an online medium ifhett (i) the most private area of a
person’s life is discussed or presented in a com@iag way; (ii) the identity of a
person is exposed who has been the victim of aecrimis suspected of having
committed a crime, respectively who was convictddsoch a crime; or (iii) a
publication violates the principle of presumed io@iace (secs. 7, 7a, 7b MedienG).
The definition of another offence protects agaitis publication of confidential
material from surveillance by the police or the igual authorities or from a

confidential session of a parliamentary board afuény (sec. 7c MedienG)-

80 Regarding these terms, cf. above, fn 22 et seqq.

8l Regarding these offence definitions, cf. e.g. Berk&erka, Heindl, Hohne and NoMediengesetz
Praxiskommenta2012) secs. 6 et seqq.
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With these offence definitions, the legislature mast its duties of protection O |ngicator 4.1.1.
privacy and presumed innocence as stipulatediciests and 8 of the ECHE.

The particulars of the offence definitions, thaioge and the accompanying exclusion
criteria will not be discussed in detail here. lacle case, the legislature has
endeavoured to carefully delineate the protectéchig sphere vis-a-vis the rights of
the media to information that are likewise guaradteunder basic law. The
consideration that the position of the affectedypar public life or other contexts with
public life make reporting permissible when a piéveontext is inherently affected by
this, both with respect to the protection of thesimprivate areas of life (sec. 7
MedienG) and with respect to identity protectionpas section 7a of the MedienG, is
significant. The ability of the media to meet itsligation of information on public
topics, including the exercise of its role as ‘pabwatchdog’, without hindrance is
ensured in this way.

In the event of a violation of the offence defiois stipulated in the MedienG, the
affected party has a claim to damage compensatiothé injury inflicted, that is, to
compensation for immaterial damage. The media owhehe relevant medium, that
is, the operator of the media company, or — if maltlon outside of a media company
is at issue — the person who, as the creator oélasite or as a blogger, created the
content and distributed it or caused it to be ilated, is liable. The damage
compensation amounts are limited as stated abote,the upper limit amounting to
€20,000.00, or €50,000.00 in cases where the mildic has had a particularly severe

impact.

With regard to the offences defined under media kere is ample legal practice by
the national courts up to the OGH, including, amdeicent years increasingly frequent,
benchmarks pertaining to the Internet. There i® applicable case law from the
ECtHR, which in any case has had to revise Austt@nt decisions in the past, and
not just in exceptional cases, primarily when fspeech and freedom of the media as
per article 10 of the ECHR were not given the défmd attention in the view of the
Strasbourg court. Indeed, it must be said thatnloaig the opposing rights to and of
information and the personality rights on a casedse basis is anything but simple

and that the weighing of interests depends on sseds, the objectivity of which is

82 S0 with respect to sec. 7b MedienG, VfSlg 14.28051
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often limited. Aside from that, the ECtHR has fowalise less and less often in recent

years to recognise a violation of the Conventiothia context.

» Other defined offences against privacy protection
Along with the damage compensation circumstanaes@dy discussed, there can al | ;caor
be civil claims based on the right to one’s owngmégsec. 78 UrhG) if the publishin_ 411
of a person’s likeness on the Internet has a negatipact on the justified interests of
the person depicted, which also include the intenegn unimpaired private life. In this
case, the scope of the claim also depends on aingigip of the opposing interests,

above all the interest of the public in the relévamotojournalism.

In a similar way, a blanket clause of the Austriaeneral Civil Code (sec. 16 ABGB)
in conjunction with article 8 of the ECHR estabéisha right to anonymity that can
limit the permissibility of reporting on the Inten It protects a person from being
identified by reporting and the associated expodut@s would draw the person into
the public eye without justification. This also uéis in a weighing of interests,
whereby the public’s need for information is oveimg if the concerned party has

given an objective reason for the naming of naffles.

2. Data protection and the Internet

In Austria, the protection of personal data depeodsthe European General Data
Protection Regulation (GDPR), which is directly bqggible, and the Data Protection
Act (DSG), which, upon the coming into effect o€tBDPR, applies as amended with
the Data Protection Amendment Act 2018, BGBI | 2020%* These regulations apply
to all Internet services and information and comitation technologies for which the
personal data of natural persons is processed.rédiogpto the principle ofex loci
solutionis(art. 3 GDPR), the GDPR also applies to compatiat are headquartered
outside of the EU but that direct their offerings E&J citizens, e.g. Facebook or
Google.

* Overview of the basic principles of data protectiaw

83 Eor an overview and further evidence regardingehaffence definitions, cf. Berka, in Berka, Heirtdéhne and
Noll, Mediengeset2raxiskommentdr(2012)Vorbemerkungesecs. 6-8a, ref. no. 10 et seqq.

84 The GDPR and the DSG, as amended with the Datad®iamt Amendment Act of 2018, both come into effact
25/05/2018. Until this date, the DSG 2000 still lsgg BGBI | 1999/165, as amended, BGBI 2013/83. The
representation in this text already proceeds ftoemew legal situation.
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Within the scope of this legislation, the centrainpiples of data protection ar ndicator

broadly guaranteed, and in a way that also compligdsthe obligations adopted b 412
Austria in the Data Protection Convention of theEG8% This applies, in particular, to

the following principles for the processing of pmral data (art. 5 GDPR):

o Lawfulness, processing in good faith, transparem®rsonal data must b |ngicator
processed in a lawful manner, according to thecppia of good faith and in ¢ 413
way that can be comprehended by the data subjeoce$sing is not
permitted unless there exists a specific justiforatcited in the GDPR (e.g.
consent, legal justification, among others).

o Earmarking: data may be collected only for definetbar and legitimate
purposes. Use of the data for purposes other tmasetfor which they were
collected is prohibited on principle; however, thev law also allows for the
breach of this principle under narrow preconditions

o Data minimisation: processing must be appropriateand restricted to the
extent necessary for, the purpose of the processing

0 Accuracy: the processed data must be objectivetyrate and up to date;
inaccurate data must be deleted or corrected witthelay.

o Limitation of storage time: data may not be stomeda form that enables
identification longer than is necessary.

o Integrity and confidentiality: data must be proegssn a way that ensures
appropriate security of the personal data.

Additional regulations concretise these principléaeg following contexts are ngicator

referenced by way of example: 4.14.

o Informed consent: where the lawfulness of an irtanf processing depends
on the consent of the data subject, the new lagat®on has strengthened the
requirements (e.g. knowledgeability regarding pagpand scope of processing,
comprehensibility, revocability).

o Claims to information: data subjects must be coimgmsgively informed
regarding the nature and manner of the data progessd regarding their
rights.

o Rights of data subjects: data subjects have a tmhbhformation about the
processing of personal data, to the correctionnatgurate data and to the
deletion of data when, among other things, it islor@ger needed, consent to
processing has been revoked or when a justifiedctibp to the processing is
submitted.

o Profiling: automated processing of personal datsethieon the assessment of
personal aspects pertaining to a natural persothé®analysis or prognosis of
aspects concerning the job performance, econortuatgin, health, personal
preferences or interests, reliability or behavioasidence or change of location
of the data subject is permitted only under limitedditions.

8 Convention for the Protection of Individuals wittgard to Automatic Processing of Personal Data, SEV108,
ETS 108, BGBI 1988/317 as amended with the suppleneptotocol dated 08/11/2001, BGBI 11l 2008/91.

8 Regarding the legal situation in Austria with restp® data protection, cf. e.g. Knyrim (edDatenschutz-
Grundverordnund2016); Feiler and Forg&gU-DSGVO(2016).
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o Data portability: The right of data subjects to ei®e provided data in a
structured, established, machine-readable formderao give them a different
purpose is of particular significance for the Inttt

The GDPR stipulates the establishment of an inddgr@noversight authority to
monitor the data-protection regulations with thim af protecting fundamental rights
and freedoms. In Austria, this is the Data ProtecOffice, which on principle fulfils
the required guarantees of independence. It iseajapped with the expertise required

to ensure compliance with the general legal comaktifor data protection.

With these and other provisions, the new Data Etiote Act had updated the previous
legal data protection standards and principles iacdrporated them into a set of
European regulations (the harmonisation of whiahdged only limited). The question
of whether the challenges of the future, which lbeeoapparent in particular in
connection with the way in which the Internet arttleo digital services (big data,
cloud computing, etc.) pervade everyday life, canolsercome in this way remains

doubtful and is disputed by some.

» Data protection, free speech and freedom of theaned

Because data protection law gives individuals thestmextensive possible right to
control over their personal data and means toiceshe processing of personal data,
data protection is in a tense situation with respedree speech and freedom of the
media. This has manifested itself in, for examp@ecurrent case decided by the
Constitutional Court. In this case, the court répeéa regulation from the earlier DSG
as unconstitutional because of an unreasonable@a&tument upon the right to free
expression and freedom of information that oblitezloperator of a publicly available

data application to delete data without making tbidigation dependent upon a
weighing of interests. This particular case conedran Internet portal in which

information was given about physicians practisingAustria and where users could

give relevant evaluatiorfs.

The European GDPR ceded the resolution of thisidenarea with free speech and
freedom of the media to the national legislatucea targe extent. According to article
85 of the GDPR, the member states must use relégistation to harmonise the right
to the protection of personal data with the rightfee expression and freedom of

information, including processing for journalisguirposes and scientific, artistic or

87 Cf. VfSlg 20.014/2015; OGH 27/06/2016, 6 Ob 48/16a.
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literary purposes. For this purpose, they may plevior deviations from and

exceptions to the substantial provisions of the &DP

In the Austrian Data Protection Amendment Act, tla¢gional legislature is attempting
to fulfil this task in the provision of section BEG. Indeed, it is doubtful whether it has
actually succeeded in doing so since the regulas@xtremely vague in a number of
respects and does not actually resolve the memtiteresion area. This means that the
term ‘journalistic purposes’ is not more specifigalefined, and it is ultimately left up
to enforcement to what extent exceptions to thevipians of the GDPR are to be
considered ‘necessary’ in the interests of freeespeand freedom of information.
These ambiguities are particularly problematic witecomes to publications on the
Internet because, in contrast with the ‘traditionmass media’, journalistic activities
that do not correspond to the traditional makeuphef profession of journalist, but
which are nevertheless privileged with free speemfe relied upon much more
frequently in this case. The scope of the exemptidh regard to artistic and literary

purposes is also unclear.

3. Protection of anonymity on the Internet andubke of encryption technologies

The discussion on the value, or lack thereof, adngmous publications on the indicator 4.1.7.
Internet has also been controversial in Austriacdh be ascertained from the
perspective of the law that there does not exigtlegal obligation to use a real name.
The Media Act even protects anonymity, which hasnbgiewed in the traditional
media world as a condition of freedom of the meaha particular way. The editorial
confidentiality recognised under media law givesrialists the right to protect the
identities of their sources and also prohibitswingention of this right, for example,
by the government seizing documentafidhe liability under tort law regulated in
the MedienG for encroachments upon personalitytsigias introduced against the
background that publications via the media arenofteade anonymously and it is
therefore often impossible to tell who the actughars of compromising pieces are; in
order not to leave the data subjects unprotecheddamage compensation duty is thus
imposed upon the media owner in the form of strability. To the extent that the
regulations governing editorial confidentiality d#ppo journalistic activities on the

Internet, this guarantee also brings to bear otigattons on the Internet.

88 Cf. above, fn 45.
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However, persons who become the victims of anongraliegations on the Internet
are not unprotected. Rather, under certain comdifibased on section 18 paragraph 4
of the ECG, they are able to demand the disclostiee name and address of a user of

a service so that they can pursue their legal el&for example, against a postét).

The use of encryption technologies is not subjecarty legal restrictions. However,
government authorities are also meant to obtaiesscto encrypted Internet messages

as part of the planned expansion of surveillan¢®og’®

V. Government surveillance of the Internet

1. General legal conditions

The surveillance of Internet activities by goverminauthorities is subject to Stric |ngicator
general constitutional conditions. The constitusickegality principle (art. 18 B-VG) 421
is to be applied to surveillance measures, meathagthe powers granted to police
and judicial authorities must be regulated by sigfitly specific formal laws that
stipulate the prerequisites, circumstances andegores. The necessity of sufficiently
precise and accessible legal bases can also heddérom the applicable fundamental
rights. The fundamental rights to respect of onpttvate and family life and
communication (art. 8 ECHR, art. 7 CFR), the fundatal right to data protection
(sec. 1 DSG, art. 8 CFR) and constitutional telaooimcations secrecy (art. 10a

StGG) apply.

The corresponding powers of the police were algmeded in recent years, including
in Austria. Moreover, it can be expected that fertauthorisations will also be granted
in future for the purpose of combating terroristivatties and other forms of criminal

activity, if nothing else than in view of the rapakvelopment of communication
technologies. Such surveillance measures not dfg¢gtacommunication by means of
the Internet, but in fact they often and predomilyaaffect such communication.

Indeed, the practices of the Austrian courts, alavthe case law of the Constitutional
Court, show that the surveillance of citizens be tholice and law enforcement
agencies is subject to strict scrutiny in accoréawth legal standards, for which the

aforementioned fundamental rights are also invoRée. repeal of legal provisions on

8 Regarding the prerequisites in detail, cf. OGH 3(#017, 6 Ob 188/16:i.
% Regarding this, cf. below, fn 97.
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data retention by a verdict of the Constitutionalu@, which could be based upon a
decision obtained by the Constitutional Court frtvea ECJ, proves that restrictions of

human rights are taken seriously.

Indeed, an appropriate balance between the fundahgrraranteed freedoms, which a
democratic society must not surrender, and thaegog security needs, which cannot
be denied in the face of increasing threats, resnamongoing challenge. A societal
discourse that includes the participation of thecial authorities of civil society is

necessary. In this respect, it is important thatdhbe an alert public in Austria that
ensures continued intense debate on the necessdyappropriateness of new

surveillance measures.

2. Overview of the surveillance powers of policel gndicial authorities

The most significant legal bases for scrutiny amd/aillance of Internet activities can
be found in the Federal Security Police Act (SP@Bg Police State-protection Act
(PStSG), the Code of Criminal Procedure (StPO) tred Telecommunications Act

(TKG). An overview of these is presented here.

Security police surveillance

The SPG primarily regulates the tasks and powetleo§ecurity agencie! |ngicator 4.2.2.

. : : . . I ndicat
with respect to preventative police work, thatdsting the prevention anc 4r_]2_'§_a o

hindrance of punishable acts. In cases where letezommunication is
being monitored, the law provides primarily for flofowing powers?

o Disclosure of core data: the security agenciesaatborised to demand the
disclosure of core data (name, address, participantber) of a particular
connection (landline, mobile communications, Ingtrtelephone) from service
providers in order to fulfil their duties.

o IP disclosure: in order to defend against dangeatiasks, criminal ties or risk
to the life, health or freedom of a person, theharties may demand the
disclosure of the IP address assigned to a paatiankessage and the name
(user) to which an IP address was assigned atteydar time. As a result, a
message of which the authorities have already be@ware can be assigned to
a user of the IP address.

0 Re-recording call data: authorities can demanditbelosure of the connection
and the identity of a caller in order to protectiagt dangerous attacks and to
fulfil their first general duties to provide assiste.

91 Cf. VISIg 19.702/2012 and VfSlg 19.892/2014 in eowjtion with ECJ 08/04/2014, C-293/12 and C-594/12,
Digital Rights Ireland and Seitlinger, among others.

92 Regarding this, cf. sec. 53 para. 3a, para. 3lparal 4 SPG; for details, Keplinger and Puhringer,
Sicherheitspolizeigesét42016).
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o Providing a location: information on location daiad the IMSI identifier of a
person likely to threaten public safety or a theeatl person (including
companions) can be retrieved and the locationsici persons determined in
order to provide assistance or protect againstreathto the life, health or
freedom of a person.

These powers of the security agencies make it Iplest determine the identity of a

user and the user’s location. Security agencieargermitted to access the content
of communication conducted using Internet servicesthe content of accessed
websites. Practice therefore assumes that comstiittelecommunications secrecy
(art. 10a StGG), which permits access only on tagisbof a judicial order, is not

affected by these powetsSecurity agencies may access data available publicthe

Internet to fulfil their duties in the most genesahse.

Informing the data subject regarding requests fié@rmation is not provided for by
law, but a legal protection officer must be infodn&bout the measures listed above
(with the exception of the disclosure of core data) the use of technical means by the

authorities to geolocate mobile phones (sec. 9%aax. SPG}*

In order to protect against attacks that threatenstitutional rights, in particular
religiously or ideologically motivated violence getleonstitutional protection authorities
are granted powers that are broadly similar to éhlisted above. However, with
respect to the obligation to provide informationtaffic, connection and location data,
this law goes further. The measures provided fahePolice State-protection Act are

likewise subject to scrutiny by legal protectioficgrs >°

On principle, these powers of surveillance complyhveonstitutional requirements
with due regard for fundamental freedoms and humghts. They are precisely
regulated under the law to the greatest possibigedeof certainty, they serve the
legitimate goal of preventing dangerous attacketber risks, and they stipulate the
elemental prerequisites of the measures with rédpetheir aims, the persons under
surveillance and the permitted duration of theiplmentation in an appropriate
manner. Further handling of the data acquired, iagtoring and transmitting it and
securely keeping it, is regulated in the SPG witfo@s on the relevant principles

under data protection law. The Data Protection aaglies to the use of personal data

% Regarding the constitutional-law limitations of fh@wvers and their permissibility under constitusiblaw, cf.
VfSlg 18.830/2009 and VfSlg 19.657/2012.

% Regarding the tasks of the legal protection officerbelow, section V.3.

% Cf. especially sec. 11 PStSG Regarding the coristiifty of the investigatory powers provided forthis law,
cf. VfGH 30/11/2017, G 223/2016.
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by the security agencies with due considerationtlier principle of proportionality,

provided that the SPG does not expressly mandagswite (sec. 51 SPG).

» Surveillance by judicial authorities

The judicial authorities (public prosecutors, cnali courts) are likewise grante | ... .55

powers to monitor messaging traffic in order to dsHght on and prosecute L”giscator

punishable acts as per the Criminal Code and tpplsmentary criminal laws. The
corresponding orders are generally issued by tHaiqgrosecutors charged with
conducting the investigation proceedings with theperation of the criminal police. In
most cases, the corresponding orders require aplpflom a judge. In cases where
Internet communication is being monitored, the Ilgwovides primarily for the
following powers®

o Disclosure of core data and IP: in order to shetitlion criminal acts, the
operators of communications services are obligeckkay the core data of a
subscriber, as well as certain data from an instaidnternet communication
(primarily the IP address of a specific communimatiname of the user of an IP
address, email address) obtained during the priogess traffic and access
data, to the criminal police and judicial auth@sti

o Disclosure of message transfer data: service ameratre obliged to disclose
traffic, access and location data accruing in tloatext of an electronic
communications service or an information societyise. This disclosure may
be requested in the event that hostages are thkethe purposes of a manhunt
or to shed light on a gross criminal act (potehtiahrries a prison sentence of
more than one year).

o Monitoring messages: the content of messages thattrmnsmitted via
electronic communications services or informatiatisty services may be
monitored. However, again, a hostage situationaahmant or shedding light on
gross criminal acts that are referred to speclficahder the law are required
conditions for such surveillance.

According to these provisions of the StPO, thediadliauthorities can also access and
monitor the content of messages, which differs fritra surveillance measures of
security police; this concerns, for example, entaffic, blogs or postings, VolP,
WhatsApp or Facebook Messenger. On the other hegratt from cases of abduction
or enquiry as per sec. 76a of the StPO, these memaalways require approval from
the competent judge; this is also required understititional law with respect to
telecommunications secrecy and the requirement obuat order contained in this
fundamental right. The understanding of the dalgest after the investigation is over

is also required under the law; however, obtairtimg understanding can be postponed

% Regarding this, cf. sec. 76a and secs. 134 et S4B@; for details, see Reindl-Krauskopf, Tipold &edbes in
Fuchs and RataViener Kommentar StP€kc. 76a, secs. 134 et seqq.
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for as long as the purpose of this or another ghaeewould be threatened by doing

SO.

As a result, it must be assumed that authorisatiemonitor Internet communication
as part of a criminal trial take the requiremerftthe ECHR sufficiently into account.
This applies with respect to their regulation tlglo@ sufficiently precise law and more
detailed drafting of the prerequisites and legahseguences of surveillance that
sufficiently accounts for the requirements of pndjpmality, primarily by restriction to
gross criminal acts. The infiltration of a computath spy software in order to obtain
access to the content of messages that were eedrjgt their transmission without

legal backing is unlawful according to applicablesfian law.

» Current developments

A draft of an amendment to the StPO proposed innsein2017 proposed to creal | icator 4.25.
these missing prerequisites for the surveillancene$sages and information that are
encrypted end-to-end and that are distributed niarhet services such as Skype or
WhatsApp. This authorisation was also intendedowec the installation of programs
on computer systems without the user's knowledge tould be able to bypass
encryption. Such an instrument is considered to‘usgently necessary’ by law
enforcement agencies, not least because they aet toebe used to prevent offenders
from gaining an advantage through the choice d@drtan means of communication. A
new version of the concept of monitoring messagas meant to further clarify that
not only is the exchange of ideas between peopladed in the surveillance measures,
but in fact all data transmission is, for exampisiting websites or making transfers in

a cloud®’

It is clear that the use of surveillance softwarerider to leak encrypted messages is an
encroachment upon the integrity of computer systelWhether the associated
drawbacks could be tolerated depends in parti@arnahe additional security measures,
not least on the requirement that the software usedestricted to the functions

provided for under the law and that the transpar@fithe measures taken be ensured.

Another draft was submitted simultaneously thatppsed an obligation of the
operators of communications services to participate ‘quick-freeze procedure’ that

is meant to take the place of data retention. Adiogrto this draft, it would be possible

7 Cf. sec. 135a StPO according to draft 325/ME 25. GP
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to use a corresponding order from the public proteedo oblige operators to continue
to store the traffic data for a maximum period &frhonths and to transmit it to law
enforcement agencies in cases where an obligatodidclose information exists

according to the provisions of the Stf0.

The pursuit of this draft was temporarily suspendad to the end of the legislative
period and the new elections in the middle of Oetolblowever, it can be expected

that the matter will be taken up again in 2018.

3. Regarding scrutiny of surveillance powers

The question of whether government surveillance smes can also be applied in
specific individual cases under strict observatbithe limits and conditions that arise
from the applicable fundamental freedoms and hurglris depends on the existing
powers of scrutiny and monitoring and their usethespect to the legal protection of
users of Internet-based services who are affegtegpbbernment surveillance measures,
the legal bases of these measures under seculiity pew, respectively under criminal
trial law, must once again be distinguished. Furtlee, the powers of supervision
granted to legal protection officers in both comgéaxust be discussed.

* Legal protection with respect to the surveillanaavers granted to security

police

On principle, the security agencies have decreedsthveillance powers as per tt |ngicator
SPG to fall under their own area of responsibilitydicial approval is not providec. 426
for and, according to the view of the ConstitutioBaurt and prevailing doctrine, is
also not necessary because the content of comntionisas not being monitored.
Data subjects can lodge complaints with the inddpehdata protection authorities
against the implementation of the measures by ahgira violation of their rights. The
Federal Administrative Court decides on complaiagminst decisions of the data
protection authorities (sec. 90 SPG).
The rights of data subjects to disclosure of preedgiata, correction of inaccurate data
and deletion of data can likewise be asserted girvwomplaints to the data protection
authorities and, if necessary, through subsequenhplaints to the Federal

Administrative Court.

% Cf. sec. 99 para. 1a to 1f TKG 2003 according &it@26/ME 25. GP.
% VvfSlg 19.6572012.
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In order to counterbalance the legal protection sgaaused by utilisation 0 |ndicator 4.2.7.
surveillance measures, which are kept confidentiata-vis the data subject, the
legislature has provided for the establishment lgfgal protection officer (secs. 91a et
seqq. SPG, sec. 14 PStSG). This legal protectificeofand his/her representatives are
provided with the power to expressly and autonornyodstermine constitutionality.

S/he must be informed of the use of surveillancasuees, supervises the legality of

the use of these measures and must notify datactabn the event of legal violations.

If it is not possible to make such a notificatioechuse doing so contradicts the
overriding public interest, then the data protecidficer must lodge a complaint with

the data protection authorities on behalf of theadaubject (sec. 90 SPG). The legal
protection officer must be permitted to view alcassary documentation and records;
s/he must be granted all necessary disclosuresandupervise the implementation of

the measures. Disclosure can be denied due toidwmgriconfidentiality interests only

in exceptional cases. (sec. 91d para. 1 SPG).

The legal protection officer is required to prepaneannual activity and performanc |ngicator
report, which must be submitted to the Interior igli@r, who must then forward it to 24
the competent parliamentary subcommittee. Publisthiis report is not stipulated, but

the legal protection officer reports on his/hematst in anonymised form annually in a

professional journa®

» Legal protection for surveillance measures underidkr a criminal trial

It has already been stated that, apart from striddlfined exceptions, surveillanc |ngicator
- . . . ... 426
measures by the criminal police and public prosesutoutinely require judicial

approval.

A claim due to violation of rights as per sectiditlof the StPO can be lodged against
the ordering and implementation of such surveikaneasures. This must be decided
on by the court. An application for renewal (se63 & StPO) can be brought to the
attention of the OGH when a violation of rights enthe ECHR is claimed, including

by affected third parties who can assert a claiat their fundamental rights have been

violated.

100 cf. most recently Burgstaller and KubartBentrale Daten des RSB fiir 201SIAK Journal 3/2016, 4;
Burgstaller, Goliasch and Kubartientrale Daten des RSB fiir 20 BIAK Journal (in press).
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There is also an autonomous legal protection affitéhe judicial sector. This officer’s
responsibilities are limited in the existing coritexhat is, with respect to the
supervision of Internet-based communication, tortheew and scrutiny of measures
that encroach upon the rights of persons who haegeright to professional secrecy
(sec. 147 StPO).

» Supplementary remarks
In summary, it must be restated that encroachmgrus the rights of data subjects |pgicators
the context of Internet communication are subjectdrutiny by independent court: iiio
so, by either the administrative courts or the l@gweourts. Guaranteeing legal
protection can pose difficulties if the measuressimioe kept secret vis-a-vis data
subjects in order to avoid threatening the purpafséhe investigation. This applies
primarily to measures under the SPG for which sgieset notification by the
authorities is not stipulated. By establishing lggatection officers, the legislature has
attempted to counteract this legal protection gay arant ‘provisional legal
protection’. It is attested that this solution fmeved successful on principle, even if
there is criticism of the powers of scrutiny andewight available to the legal
protection officer and there is a question as tetivér the legal protection officer still
has sufficient capacity to fulfil his/her dutiesttee stipulated degree of thoroughness

in light of the expansion of police surveillanceaseres.

Scrutiny from the perspective of protecting fundatakfreedoms and human rights is
ensured as part of judicial powers and surveillabbgehe legal protection officers;
observing these freedoms and rights is part oftéis& of monitoring legality with

which these bodies are entrusted.

Furthermore, powers of scrutiny and oversight arentgd to the data protection

authorities when data is used by security agencies.

With regard to informing the public about the aities of offices that implemen' |ngicator
surveillance measures, the legal situation in Aaistomplies with the requirement:fw11
of transparent, open public administration onlatiimited extent. The same applies to
notifications via the bodies that scrutinise anctreee these measures. Indeed, the

administrative authorities are bound by a disclesduty that is enshrined in the
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constitution, but it is structured in such a way@be inexpedient. First and foremost,
there is criticism of the fact that official secyeanks at the level of the constitution
(art. 20 paras. 3, 4 B-VG) and that the appeattoinistrative duties of secrecy plays a
significant role in practice. The passage of a ttuinal freedom of information law

has been advised for a considerable time; a drafich a bill has existed since 2014. It
would require the aforementioned institutions tovaty inform the public about their

activities and, at the same time, grant citizenfumdamental right of access to
information, which would, on principle, also reldtethe activities of the surveillance
authorities and their supervisory bodies. The &dtihis draft is still open at the time of

writing.*%*

VI. Legal remedies

» Access to judicial legal protection
Access to the courts is broadly guaranteed undestridn law and also practicall |ngicator
feasible. This also applies to all branches ofspligtion, so, to civil jurisdiction, ot
criminal jurisdiction and public-law jurisdictioradministrative- and constitutional-
courts jurisdiction). Judicial independence is guéeed in the constitution and ensured

in actuality.

The procedural law of the courts meets the priasipf article 6 of the ECHR and the
requirements of fair proceedings are also accomtadda individual cases. In this
way it is guaranteed on principle that alleged hoimghts violations committed online
are decided upon in fair, public proceedings anithiwian appropriate period of time

by an independent, impartial court.

Since 2014, a wide-reaching reform of the admiaiste court jurisdiction has ensured
that even encroachments by police or other admatigé authorities are subject to
scrutiny by the administrative courts, which areuipged with broad powers of
cognition, that complies to its full extent withetlieuropean standards specified by the
ECHR and EU law.

Due to the design of the legal protection, whickadly focusses on formal types of

action by the administration, there can be ceragal protection gaps in the area of

101 cf, draft 395 Blg no., 25. GP, which admittedly bmeairrelevant upon expiry of the last legislativeripd and
which provided for relevant constitutional modificas. Regarding this draft, a supplementary draét freedom
of information law was submitted in the constitatidbcommittee.
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informal administrative action or with respect tiaal failure. However, it is not

apparent that this results in problems in the cdatef online activities that are of
interest for the purpose of this report. In anyecaiis is conducive to the possibility of
combating even atypical, informal administrativei@t in the area of police law by

complaining to the administrative court (sec. 8Bapa@ SPG).

* Other legal remedies

The requirement of an effective right to complaihvm the meaning of article 13 0 |ngicator 5.2.
the ECHR is complied with based on the broad jadlicesponsibilities. The direct
applicability of the ECHR and its application astpaf Austrian federal constitutional

law ensures that the guarantee of legal protedviprthe courts also includes the

fundamental freedoms and human rights of the Cdioen

The guarantee of ‘provisional legal protection’ the independent legal protection
officers that exists in the area of the judiciang ahat of the security police has already
been discussed? They are of particular significance for the samytof confidential
surveillance measures, even and especially witheatso the surveillance of Internet
activities. In this way, as part of their optiortkey contribute to the factual and

effective guarantee of legal protection in thissiive area.

Finally, the responsibilities of the Ombudsman Bloarust also be mentioned (arts.
148a et seqq. B-VG). This independent supervisogylbcan be invoked due to any
claimed grievance in the administration of the fatlgovernment; the Ombudsman
Board is assigned the task of protecting humantsigh special way. This option to

lodge a complaint, which can be utilised informadlyd without cost barriers, is also
available in connection with the surveillance poawvesf security agencies. If a

complaint is justified, the Ombudsman Board cankaowards the rectification of the

grievance in the form of a recommendation. The Gasman Board is supported by a
human rights adviser and commissions in fulfillitgytasks in the area of human rights
protection'® The Ombudsman Board is also empowered to reviéewamces with

administration, including violations of human righty the official authorities.

» Legal protection for private stakeholders

1021t should only be noted that there is also an fretielent legal protection officer as per the Acthom Powers of

the Armed Forces who is responsible for the scyutihthe military intelligence services, and thésea legal
protection officer under criminal financial law.
193 Regarding this, cf. secs. 11 et seqq. OmbudsmardBazr1982 BGBI 1982/433, as amended.
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If private companies and other private stakeholdeed are able to influence th | . ...

realisation of the fundamental freedoms and hungins on and through the Interne.>>

are subject to legal obligation, then affected iparhave the option of taking legal
action in the courts. Even if private legal enfonemt can be difficult and costly in
some circumstances, there are no noticeable stgnifdeficits. These proceedings also

comply on principle with the guarantees of artiglef the ECHR.

Due to the international interconnectivity of theternet, the fact that cases often
involve foreign countries means that enforcemertlains or prosecution of criminal
acts can certainly result in significant problerbsfficult legal questions are posed
when judicial competence for international legasuss and applicable law are
determined, but there are also practical probleitts legal enforcement vis-a-vis cases
where legal adversaries are difficult to discerueto this de-territorialisation of
communications law, national legislation comes gpimst clear limitations that can
only be overcome by international legislation. Aiowal report can only touch upon

these problems.

If activity on social networks or other Internetaffbrms has an unlawful negativ |ngicator
impact on human rights and fundamental freedomdicipl legal protection is >4
likewise available. However, the fact that the cesgpbility of intermediaries is limited,
primarily by the limited liability of providers, Isaalready been highlighteé®® It is
primarily due to the difficulties of legal enforcemt that more contact points have
been created in recent years to give people whghesrhave been impacted or who
would like to take action against illegal contemt the Internet the option to lodge
complaints outside of the judicial legal protectidrhey can advise the concerned
parties and review options for legal enforcemengluding in connection with
government offices. The most significant institngoof this kind that exist in Austria
are referred to here:

0 Reporting office for child pornography: establishied the Ministry of the
Interior; accepts reports of texts or images toatain child pornograph¥f®

o Reporting office for re-engagement in National &bsi activities: established
by the Ministry of the Interior; accepts reports websites or news-group
postings with neo-Nazi, racist and anti-Semiticteoi *°°

104 cf above, fn 32 and fn 36.
105 meldestelle@interpol.at also http://www.bmi.gv.at/cms/BK/meldestellen/kinder/staspx _ (accessed _on

28/09/2017).
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o0 Reporting office for hate posting: initiated by tl@ffice of the Federal
Chancellor and operated by a private associati®&fR& - Civil Courage and
Anti-racism Work)’

o Stopline: established by ISPA (Internet ServiceviRiers Austria); accepts
reports of Nazi or child-pornography content; membielNHOPE, a network
of hotlines against illegal content on the Interf{ét

108 hs-meldestelle@bvt.gv:atalso http://www.bmi.gv.at/cms/bmi_verfassungsschutz/restdlle/ (accessed on
28/09/2017).

197 hitps://Beratungsstelle.counteract.ofacessed on 28/09/2017).

108 https://www.stopline.atthoméaccessed om).
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C. Communication studies analysi$”®
As with the previous treatment of the general Idgahework for the implementation

of Internet freedom in Austria, the communicatidndges discussion also focuses on
the issues and indicators in Recommendation CMIRE&)5 of the Council of
Europe. The experiences of civil society with th#isation of Internet freedom in
Austria will likewise be emphasised along with ttate of the applicable scientific
research. The latter will be limited to an overviefaaspects that have not already been

discussed in the legal analysis.

A two-step procedure has been selected for the adeti the investigation. The
research team has developed an online survey thenmspection and analysis of the
applicable specialised literature in conjunctiorthwihe indicators of the European
Council’'s Recommendation; this survey was admiresteéo representatives from civil
society in summer 2017. The respondents gave tuogisent to their answers being
qguoted either directly or indirectly in the resdareport. Some individuals preferred to

give written answers to questions rather than gpete in an oral conversation.

The stakeholders from civil society that were iaditto answer the questions were
selected, on the one hand, based on the applispelealised literature, and on the
other by an analysis of member lists from assamigtiand consortia (such as the
Internet Governance Forumand based on recommendations from persons already
selected (snowball sampling). To this were addegeds from academic and
administrative fields. The resulting list includé@ individuals and organisations, of
which precisely half (29) participated in the synether in writing or orally (persons

recorded in the appendix). We give our deepeskthtmall of the participants!

In total, five thematic groups were formed: Intdraetivists in a broad sense, Internet
service providers, data protection experts, megl@asentatives and academic experts.
Each group received one of the indicators of tharnC of Europe’s Recommendation
and the survey, which was tailored to the field coimpetence of the person or

organisation.

The answers received (recorded in writing and iterinew transcripts) were then

assigned the topics of freedom of access and freeafoexpression on the Internet,

199 jana Biichner and Roland Holzinger contributed figmitly to the author’s work on this part of theport.
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data protection and the private sphere, and aeit@dssibility and reproduced in the

report verbatim, as excerpts or in paraphrase.

The following report is thus based, on the one hamdthe workup of the specialist
scientific literature and on the statements ofrdspondents, on the other. The findings
will also be reproduced in this order. In contnagh the legal analysis in the first part
of this report, the communication studies analydt®es not make any claim to
completeness of the topics considered in the Reandation of the Council of
Europe, but rather it focuses on critical aspedisinternet freedom from the

perspective of civil-society stakeholders.
I. Freedom of access on the Internet

1. Introduction

Freedom of expression and freedom of access tanmafiton are two inextricable
principles of free speech. Political and socialtipgration in democracies depend on

access to a large range of information and knovdedg

Networked digital technologies and, above all, Ititernet are essential components of
the economy, politics and everyday life in the nrad&orld. Access to the Internet not
only enables the exercise of free speech and freedb information, but it also
emphasises the state and development of a digitaéty, democracy and economics
(cf. UNESCO 2015, 13 et seq.). Access to the teahnnfrastructure and access to
online information form two fundamental dimensiarfschallenges for and limitations

of freedom of Internet access (UN General Asserblyl, 1).

The social-science concept of the ‘digital dividigkes access to the technical
infrastructure as a starting point for deliberasian the Internet as an instrument of
social participation for disadvantaged groups axpleds the perspective to general
educational and media-competence issues, cultndaliaguistic variety and the digital
preservation of traditional knowledge (cf. UNESCOL132, 29 et seq., UN General
Assembly 2011, 16 et seq.). One such broad viewpsiralso manifested in the
discussion on enshrining ‘freedom of connectiontha fundamental rights (Dutton et
al. 2015, 22).

The right of access to online information forms themocratic policy basis of the

opinion formation process of digitally networketizens.
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The sense of ‘freedom of information’ thus includesues of the claim to transparency
of public institutions based on the potential of tinternet for effective organisation
and the provision of digital data (Dutton et al183023) and likewise the determination
of its limits through, for example, data protectimmnational security. The problems of
regulating online content that is illegal or undaiie for the community and issues
surrounding the proportionality of such measures @nsidered to be particularly
sensitive. The debate on the responsibility anblilitg of intermediaries and ISPs is
closely linked with this. Restrictions of free asseto online content by private
commercial interests currently rank alongside isswé net neutrality and the
enforcement of intellectual property rights, anckréh are also discussions of the
restriction resulting from (non-transparent) setectia algorithms on online services.
Cyber-attacks are also perceived to be a threaheodigital public (UN General
Assembly 2011, 8-16).

1.1 Freedom of information

Access to public and government information repressa central aspect of the right to
information. Such access enables the informed atmhamous exercise of civil rights
and responsibilities. Conversely, the data genéraialected and administered during
the performance of government and public tasks dbserve any end in and of
themselves as the basis of a democratic governinentather they serve the use of the
community (cf. Yannoukakou and Araka 2014, 332,;334tton et al. 2015, 23). The
incorporation of the Internet into government andimanistrative processes (‘e-
government’) not only promises a more efficientigesf internal processes and the
provision of personalised services, but also expahd options for granting citizens
access to public information (Yannoukakou and Ar28&4, 334). ‘Open government’,
which is driven primarily by the use of modern imf@tion and communications
technologies, therefore represents open, transpanenthus more responsible forms of
governance and administration, at the centre otthvistands the right of access to
public information (‘open government data’). Thedrand simple access to public data
is associated with hopes not only of improved dewataor participation, but also

potential social development and economic innowatt8, Public data may represent a

110 The significance of continued open use of infoiomabf the public sector for modern societies acohemies is
addressed by the EU in Directive 2013/37/EU (cfniYaukakou and Araka 2014 334, European Parlianmaht a
Council of the European Union 2013).
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‘sound and reliable’ basis for new products andises in this way (cf. Afful-Dadzie
and Afful-Dadzie 2017, 665; Yannoukakou and AraRa4, 333).

The protection of the private sphere representarae to access to public data. This
gives rise to concerns regarding the condensatfobr@ad big-data analyses into

targeted user profiles, including those based doipdata (Cannataci et al. 2016, 95).

Keeping the data of government authorities contidéns often justified by the
preservation of ‘national security interests’ (uttet al. 2015, 50 et seq.). This
secrecy is limited by the proportionality of tharsparency limitations vis-a-vis the
interests of citizens in the information. Globalsdosure of comprehensive
government surveillance measures makes this atisensipic (UNESCO 2015, 44). In
modern societies and democracies, which are ealigriiependent on the availability
and exchange of (digital) information, there isradd public interest in access to the
information of the public sector. The community’'ppeeciation for government

secrecy and confidentiality is decreasing.
1.2 The responsibility and liability of intermedes and ISPs

At the centre of the Internet stand services aratfgrins that convey the online
communications of third parties and thus form ir& fnstance that enables the various
forms of expression. Intermediaries simultaneouvspresent essential ‘gatekeepers’ of
the distribution of these forms of expression. imiediaries and ISPs are therefore the
point of public and political focus in their dematic and social role and the resulting
responsibility in questions of how to handle onlemntent that is illegal or considered
problematic. (cf. MacKinnon et al. 2015, 7, 15).

The debate is conducted between two sides; onrtéeside is the perspective that ISPs
and intermediaries, as media companies, are sutgette applicable regulations for
media, and that they therefore carry an editoeaponsibility for their services. The
other position classifies ISPs and intermediargesha technological infrastructure for
online communication between mostly anonymous tpadies. In practice, a system
of limited liability has been established alongskigowledge and control’ in the event
of unlawful content (cf. Akdeniz 2016, 46).

Concerns are expressed in the literature whennetgiatforms act excessively against
content in order to avoid legal liability (cf. Akdiez 2016 47; UNESCO 2015, 42). A

negative dynamic of self-censorship (a ‘chillindeef’) could act against free speech in
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this way. In order to prevent disproportionate tations of free speech, such self-
regulation measures of online content must comyilly the principles of transparency,
legitimacy and proportionality (cf. MacKinnon et 2015, 15; UNESCO 2015, 42).

1.3 Intellectual property and copyrights

Everyday activities in digital environments, sucls aetrieving information,
communicating with other persons or entertainingeseff have increased the
probability of coming into contact with copyrightgtected material in the process.
The nature and type of contact with copyright-pct#d content has changed with
advances in digital technologies. The increasetwptof the Internet allow users to
produce and distribute an increased quantity oftesdn Such content-generating
behaviour often involves copyright-protected maierirhe current area of tension
between free speech and intellectual property sitpaicomes clear when the focus on
infringement by downloading content in violation adpyright law expands to include
the use of copyright-protected materials in useregated online content. However,
such content represents a significant mode of esprg (political) opinions and access
to and participation in information and knowledgemodern democracies and societies
(cf. Birnhack 2003, 234 et seq.; Henningsson 2@B2et seq. according to Lee 2015,
33).

Since free speech is also considered a prereqdasitiirther human rights (e.g. the
right to education, cf. Lee 2015, 220 et seqq.; G&heral Assembly 2011, 7), conflicts
over intellectual property rights and copyrights@some serious challenges for digital
societies (Shugurova and Shuguro 2016, 148). Teaesp legitimate and
proportionate rights of copyright owners can lifnite speech in the process. However,
they can also contribute to the pluralism of infation when the guarantee of
copyrights represents an instigation to producdesur(cf. UNESCO 2015, 42).

1.4 Filter bubbles and algorithms

The Internet as a communications infrastructurersfépace for an enormous multitude
and variety of online content that is distributedreal time in an incessant flow of
information. It is predominantly private commercaaline services and platforms that
have been responsible for the reduction of theltragucomplexity on the significant
interfaces using specific algorithms as a partefrtbusiness models. Algorithms thus

offer users a structured array of information, ryas a function of individual and
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interlinked online behaviour. By filtering and reamging online content according to
specific criteria, the algorithms of Internet com@gs have become central

‘information gatekeepers’ in digital societies (Malyofer 2017, 78).

For this reason, they are considered to be an itmpoenabler of free speech on the
Internet. In a digital information environment thean no longer be grasped by
individual citizens, the selection work performeg digorithms achieves an access to
online content that is available to all and meafuhdor individuals. From this
fundamental perspective, algorithm-driven onlinervises make an essential
contribution to a situation where free speech adnadly be utilised on the Internet (cf.
Mayerhofer 2017, 78 et seq.).

On the other hand, in the context of the increasmgribution of online content to the
shaping of public opinion (cf. Gadringer et al. 802017), the selection function of
algorithms is associated with significant restdos of free access to information on
the Internet. They ultimately decide which inforioatis given priority when displayed
for users and therefore which information they aveare of. Within an algorithm-
generated ‘filter bubble’, users receive persomdlisnline content in line with their
own online behaviour, their own location, their oeontacts, etc. (cf. Pariser 2012, 10
et seq.). This is meant to achieve better usabitityusers. At the same time, the
selection of content serves the commercial businessel of marketing individually
tailored products or advertising to customers. dasof the filter bubbles that are
created by the homogeneous display of content,evbatalready corresponds with the
specific ideas of users is reproduced, which reg#® individuals’ own opinions (cf.
Thies 2017, 102). In this way, algorithms contrébta restricting the pluralism of the
Internet to a continuous confirmation of one’s oparspective (cf. Mayerhofer 2017,
79; UNESCO 2015, 46).

Filter bubbles become echo chambers through lilsbgres and comments (cf.
Froitzheim 2017, 106). As was feared, people winkthlike meet one another in such
echo chambers, which isolates them from other opsiand points of view (cf. Thiel
2017, 102). It is also insignificant for the algbm-driven selection and prioritisation
of content that relies upon the behaviour of usensther or not the information is

correct (true) (on this, see also ch. 11.1.3 andich.3).
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In this respect, the intransparency of the parammddy which the gate-keeping of
displayed information is performed is consideredipalarly critical. Their effect on
individuals, as well as the societal consequeraresnot accessible for any individually
competent use, any public discourse or any politaralegal responsibility. The
enormous market power of dominant platforms andises further constricts the
spectrum of opinions. In view of the interests aatlie judgments that are reflected in
the selection decisions of algorithms, which aren@nway objective, this results in
concerns over severe, demonstrable manipulatioopwofions (cf. Mayerhofer 2017,
80; UNESCO 2015, 46).

The commercial interests of the platforms and sesviin loading advertising that is
personalised through algorithms seem obvious. Aiterat manipulation of strategic
political communication by stakeholders that knaglynpolarise and control political
debates using expertise on algorithms and in lirte #heir own prognostic big-data
analyses with the aid of innovative instrumentsci@obots, trolls) are considered
increasingly alarming (cf. Harsin 2015, 329 et skqdhe consequences of these
innovative instruments of strategic political commuation on the formation of

opinions are still largely unclear (cf. Ferrara 202).

1.5 Net neutrality

The right of access to information and knowledgelraninternet is closely linked with
the principle of net neutrality in digital sociefijhe fundamental equal treatment of all
data traffic between sender and recipient is vieagdhe core of the original idea of
the Internet and subsequently as a basic requirtefioegnthe development of its
potential. Only an infrastructure that transpormsadpackets regardless of their source
and destination, the devices or applications usedhe nature of the content can

guarantee the greatest possible access to InntEnt.

Therefore, net neutrality is geared mainly towaretwork and Internet service
providers (network providers and ISPs) with the dedch for a guarantee of
discrimination-free data traffic within their seres (cf. Akdeniz 2016, 20; Korff and
Brown 2013, 4).

Increasing commercial interests in the exploitatdrinternet data traffic by network
and Internet services are currently viewed aseatho net neutrality. The introduction

of specific costs for various levels of access psesinew possibilities for business and
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profits. If data is not provided without discrimtiam, it is feared that this will create a
fractured Internet (Dutton et al. 2015, 65; KonfidaBrown 2013).

However, the principle of net neutrality also expeces some pressure due to the
distribution of content that is unlawful or congiéé undesirable. The management of
total data traffic with filters, blocking or the etment of such content with
discrimination by ISPs is associated with legitienabcial purposes, but these purposes
adversely affect the fundamental equal treatmertootent and data packets. Public
debate that determines ‘good’ and ‘bad’ discrimoratand is located within an
appropriate constitutional framework in accordawit@ fair Internet access is integral
here (cf. Akdeniz 2016 26; Dutton et al. 2015, 65).

1.6 Cyber-attacks

Restrictions of access to online content can agéstrdred back to cyber-attacks. At the
centre of this stands ‘distributed denial of sesViODo0S) attacks, which overload a
web service with a multitude of search queries,deeimg the affected websites

temporarily inaccessible (cf. Dutton et al. 2018; BN General Assembly 2011, 14).

Attempts by strategically emerging stakeholdenstioence the public through the use
of false domains, accounts or information are alsoeamingly judged to be cyber-

attacks on free speech that should be taken séridigber-attacks that may be traced
to the government are considered to be especiatigad. The use of appropriate and
effective means to hold the perpetrators of cylhercks accountable is derived from its
obligation to protect the free speech of its ciizérom interference by third parties (cf.
UNESCO 2015, 43; UN General Assembly 2011, 15).

2. The results of the expert survey

2.1 Legal framework

There is an overwhelming consensus among the expbdt the Austrian legal
framework does not disproportionately restrict fle® of access to and freedom of
expression on the Internet. While the criminal-ldsmework is judged to be
appropriate, there are concerns regarding the fegyalework for free access to public

information (official secrecy).
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2.1.1Regulation of online content that is criminallyeehnt

The experts from academia, civil society and thgatali economy view the existing
regulations on media-content offences on the leteas sufficient. They stress the
importance of the judgment of criminally relevamntent by courts (e.g. incitement,
cyber-bullying, defamation, slander, abuse). Hifficult to determine what constitutes
‘damaging, undesirable or offensive’ online contemhich is particularly relevant

when it comes the phenomena of hate speech arelriaks’.

Some respondents locate a weakness in the implatienbdf measures that have been
ordered by a court. There is hardly any functioeglivalent on the Internet to the

traditional opposing point of view, sequestratiown @onfiscation.

Even if the existing criminal-law framework is coered to be well-suited to the
challenges of online communication, according tongral-law experts from the
Austrian Federal Ministry of Justice (BMJ), curr@atvelopments, particularly those in
social media, require adjustments to the legalasin. The representatives of the
Democracy Centre Vienna view the newly introducetninal offence of ‘cyber-
bullying’ (sec. 107c StGB) into the criminal codedathe amendment of the criminal
offence of ‘incitement’ (sec. 283 StGB) as improesis to the legal situation.
Because the provisions have only been in effect &oshort time, the ‘general
deterrence effect’ cannot yet be assessed. Howewerthe opinion of the
representatives of ISPA, the adoption of new spemianinal offence definitions
covering wrongful acts on the Internet should lzesiiely avoided.

2.1.20fficial secrecy and a freedom of information act

The overwhelming majority of experts note an urgéaicklog of requests for
information disclosure and access to public infdrama Most notably, the respondents
criticise the lacking transparency of policy andnamstration due to the continued
existence of statutory official secrecy, which basstitutional status and is considered
to be anachronistic, and the lack of a freedommfafrmation law. The ‘global right to
information rating’, in which Austria has ranked liast place for seven years (cf.
Access Info Europe & Centre for Law and Democra@¥6), has been called to mind
multiple times. According to one of the experts tlepeated tabling of a submitted
freedom of information law is a stalling tactic thye government. In the opinion of one

scientist from the University of Salzburg, the m#ng information culture in public
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institutions remains based on demand. Even if gérerailability and usability of
public data is not guaranteed in Austria, accordmghe experts at ISPA, the federal
‘Open Data’ portal (data.gv.at) represents an exampgood practice and a starting

point for further efforts.

At the same time, according to the opinion of a potar scientist who was surveyed,
there is still little clarity regarding measuregjuged for the general availability of
public data that accompany measures to protect pitreacy of citizens with

anonymisation and pseudonymisation.

The experts of ISPA characterise the work of thegalleprotection officer
[RechtsschutzbeauftragierRSB] on security police surveillance measures as
‘consistently positive and efficient legal protecti However, non-public activity
reports would contradict the transparency of gowemt activity. This criticism can be
rebutted with a reference to the annual publicatibthe ‘Core Data of the RSB’ in the
journal for police science and police practice (®lAournal, cf. most recently
Burgstaller and Kubarth 2016), which was initiabycthe RSB.

In this context, the experts on the digital econoemgphasise the commitment of
Austrian ISPs to disclose any restrictions of tights of users, e.g. the blocking of

websites.

2.2 Case law

Several experts gave a reminder that only courts jodge the unlawfulness of
statements of opinions. Their decisions should lenalclear differentiation between
unlawful online content and undesired but stilletable online content. The
representatives from the media sector, academidghendigital economy attest that the
weighing of interests in case law represents a drabahce of the various fundamental

rights claims.

Court verdicts on unlawful content and their aushdraw the limits for statements of
opinion online and contribute to the formation opablic consciousness. A signal
effect developed due to the court proceedings ef firmer spokeswoman for the
Austrian Green Party, Eva Glawischnig-Piesczekjrsgjaa defamatory hate post on
Facebook. Criminally relevant statements have lmdeserved with greater frequency

in Austria since the wave of migration in 2015/20B&nal action has increasingly
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been taken against hate speech or ‘cyber-bullyimgluding in youth environments
(schools, educational institutions). According tomgnal-law experts of the BMJ, court
verdicts would increasingly have a deterrent puibhiage for potential offenders.

The representative of the Chaos Computer Club \Ae(@3W) indicates that
comparatively few lawsuits are brought by privatergons vis-a-vis authors of
defamatory or libellous online content in AustiTduis fact is due less to such offences
being seldom committed than to the great obstahlsvictims themselves must clear

before the court.

Moreover, the importance of awareness-raising meashy all of the stakeholders
participating in the Internet in addition to thegdé¢ path is stressed. A variety of
initiatives are meant to facilitate a tolerant aedpectful culture of discussion as an
important component of media competence (e.g. Bédenet.at, ‘Chaos macht
Schule’ [Chaos is catching on], the ‘Trusted Flaggeogramme).

Concerns have been expressed on the civil-sociééyls/ epicenter.works regarding
the criminalisation of statements of opinion, ithg online, due to the penalisation of
‘subversive movements’ (sec. 246a StGB). Howevieigesthis provision only took
effect on 01/09/2017, its impact cannot yet be @dlg

Caution is generally required when the legal prosen of unlawful content also
includes ISPs. This could quickly lead to a ‘chifjieffect’ on free expression on the

Internet.

2.3 Prosecution

If presumed criminally relevant content is disc@eeon the Internet, it can be shown
to a range of reporting and contact offices, foaragle, the Cybercrime reporting
office, the reporting office for criminally relevarcontent in the area of child
pornography (Federal Ministry for Internal AffairsStopline (an initiative of Internet
Service Providers Austria [ISPA] for criminally esfant content in the area of re-
engagement in National Socialist activities andidclpornography) or the Internet
Ombudsman for Internet fraud, especially in theaaoé electronic commerce. The
respondents view this notification system as atjmesexample of cooperation between

civil society, the state and the digital economy.

They also rate the initiatives against unlawful affénsive content on the Internet (in

particular the establishment of the #GegenHassim&gainsthateonthenet] advice
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centre) in combination with the hope of an EU-wrégulation for the purpose of a

‘notice and fair-balance procedure’ as positive.

As well as the administrative processes functionhim reporting offices, the experts
from academia, civil society and the digital ecoyosee a potential for improvement
in the efficiency and pace of the cooperation betwihe participating stakeholders and
in the quantity and expertise of the investigapensonnel. The ISPA experts describe
obstacles to the communication between platfornraipes and security agencies, for
example due to uncertainty regarding the correchfof reporting (e.g. uniqgue URL or

screenshot) or when contact is made (e.g. via tacbaddress or an available single

point of contact).

Experts from the C3W, the Digital Society and thastian Institute for Applied
Telecommunications (OIAT) explicitly criticise thfact that, firstly, slander, cyber-
bullying and identity theft can currently only beported at police departments and,

secondly, that the police lack the appropriate igflists to process these reports.

The experts from the Digital Society currently alsse the prosecution of unlawful
content outside of Austrian national territory dhd EU as a significant challenge. Due
to the internal processes of the authorities, magonal cooperation between law
enforcement agencies via the Mutual Legal Assigtaiceaty (MLAT) is time-

intensive and therefore minimally effective.

In summary, the experts from academia, civil sgcéatd the digital economy tend to
find that government institutions are overextendeddealing with the expanded

options for free expression on the Internet.

2.4 Assessment of online content by private opesato

ISPs and intermediaries in Austria must act agaomdine content at the order of
constitutional (judicial/administrative) authorgiefor example, against illegal (child
pornography, re-engagement in National Socialistvities) and criminally relevant
(incitement, cyber-bullying, defamation, slanddsuse) content. According to experts
from academia and civil society, content that mdes copyright law causes problems.
The legal basis and practice when rights-holdersashel that internet access operators
block websites with content that infringes copytitdw, including without a relevant

constitutional decision, are unclear.
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Further-reaching activities of the ISPs are viewedy critically by the experts. For
example, the expert from the C3W judged any unidteestriction of content by
platform and access operators to be a restrictidree speech. The actual restriction of
online content is criticised less by the experéther, they focus on the justification,
transparency and procedure of such restriction.

According to estimates of the representative ef IOZ and the Digital Society, the
various measures that apply to international ptatf@companies and those under
Austrian law result in a paradoxical practice omowal. In this context, multiple
experts have criticised the practice of removalwai as how Facebook reports are
handled in Austria. With respect to the temporargpension of the Facebook account
of writer Stefanie Sargnagel, the C3W indicates$ this can also develop a dimension
of free speech restriction in Austria. The remasMatontent from internal departments
or even broadcasting algorithms without constitudidbases is considered particularly

alarming.

There is general agreement among the experts onétrdt regulation overwhelmingly
represents a government task that is the subjexfudicial or quasi-judicial weighing
of interests. However, private access and platfoparators would fall under public
responsibility to the extent that they voluntaglyoperate with government institutions
and civil-society initiatives to prevent the dibtrition of unlawful content via their

services.

The criminal-law experts of the BMJ emphasise ftigaiBcance of civil-society and
individual initiatives, in addition to covering aral/oiding regulatory grey areas for
hate speech, rumours and false reports in privatiatives (e.g. child protection filters

for private Internet connections).

However, the representatives of the digital econamy civil society indicate that the
public pressure on ISPs to quickly resolve the lemobof prohibited content by
removing it could overshoot the mark. This is speglily the case if ISPs also remove

or block unpopular but legitimate content in thensaaccelerated procedure.

2.5 Access restrictions due to copyrights and pgaten

Copyright infringements currently represent theyoelgally permissible justification
for blocking in Austria. Experts on the digital @cony, as well as those from academia

and civil society, criticise the fact that, due ttee current legal situation, access
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operators are put into a position where they havedependently balance ownership
rights and free speech and are liable for unjestifblocking. If an Internet operator
receives a demand from a rights-holder, the opexan only restrict free speech by
blocking the content or bring about a judicial e, thereby accepting the associated

risk of the lawsuit cost.

ISPA also expresses concerns vis-a-vis the simeoias blocking of a variety of
websites with so-called IP blocks sought by thatsgholders.

The risk of ‘over-blocking’, which also threatens block websites with legally
compliant content, is associated with this. A suied procedure and an independent
institution with the necessary competence are ackiere. Without these, oversight of
the blocked websites and the statutory violatidra tause the blocking is currently
lacking. Because these blocks are not regularlyevead later, under current legal
practice, affected websites remain inaccessiblamoindefinite time (‘blocked website

graveyard).

From the perspective of the rights-holder, the esentative of the Association of
Austrian Commercial Broadcasters (VOP) speaks dfuffitient protection of

copyrights and licence rights in the existing legedmework. The Electronic

Commerce Act releases access and platform opera®réiost providers’, from any
responsibility for legal violations within their rse&ces. They therefore have no
incentive to prevent copyright infringements ofithevn accord, e.g. by pre-checking
the content with appropriate technical measurelyoblocking repeat offenders. The
protection of copyrights ultimately also serves $&ian) content production and
variety.

The expert from the Austrian Chamber of Labour Yierabsolutely recognises the
dilemma of a need for greater law enforcement fghts-holders. However, the
constitutional framework and corresponding guarstef legal protection must be

essential criteria for any measures.

The experts from the University of Salzburg and théorld Information

Institute/Institute for New Cultural Technologieserpeive academics and the
educational system to be generally handicapped thighexpansion of patents and
copyrights. Patents would restrict access to rebe@sults and make it impossible to

use ‘open educational resources’. The expert fileenG3W says that software patents
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of predominantly larger companies work against enolnternet in that they represent

indirect barriers (to market entry).
2.6 Filter bubbles and algorithms

The respondents view the use of algorithms andctieation of filter bubbles as
potential threats to free speech. The represeatafithe VOZ sees these as causing an
erosion of the process of opinion formation. Heuagythat traditional media provide a
representation of a diverse spectrum of topics @uidions and weight the topics as
part of a system of editorial checks and balanBege to a limitation to few (and
specific) sources of information that are no longbaracterised by quality-controlled
journalism, but rather by deliberate cultivation ofutrage [and] propaganda(a
representative of the ORF), outside-the-box thigkis lacking, for one thing, and a
risk to the politics of democracy is created, foother. The representatives of the VOP
also see the pre-selection mechanisms as conwaditd the goal of creating and
ensuring a diversity of opinions and media. Du¢h® personalisation of content, the
expert from the C3W deems an objective represemtabtf information to be

impossible if this is not comprehensively clarifiied citizens.

According to the experts from academia and epicenbeks, the effects of algorithms
and filter bubbles on the debate for the 2016 pesgial election were perceptible.
However, the extent of their influence at the lesetlemocratic policymaking cannot
currently be estimated. In the opinion of the V@&pnesentative, even now measures
must be taken to oppose long-term effects thatdceulerge only after five to seven

years.

Experts from civil society, academia and the mextited that the filter-bubble effect
that is of concern for democratic policymaking Ise texpression of a perhaps
thoughtless, but in any case voluntary, exploitatbbthe media. This means that more

efforts to expand awareness-raising media competarecnecessary.

Internet filter bubbles impact not only how theipgents form opinions, but also the
quality of traditional media. The algorithm-driveptions for reaching target groups in
a way that perfectly suits them are increasingleating advertising expenditures
towards the large Internet platforms and less asd to the journalistic media. The
representative of the VOZ says that this is causosges in income, resulting in

attempts to save money on editorial staff, whichuim negatively impacts quality. In
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this way, algorithms and large Internet platfornistus on target groups have an

indirect influence on opinion formation.

2.7 Net neutrality

The experts describe universal net neutrality asrgoortant condition and part of the
infrastructure (epicenter.works) for ensuring fspeech on the Internet. In the opinion
of the VOP expert and the experts from nic.at, bseaetwork operators are prevented
from discriminating between content in data tramspoet neutrality indirectly serves

free speech. However, net neutrality is omfgcomponent for ensuring free speech.
The state of net neutrality in Austria is judgeffedently by different experts.

An overwhelming proportion of academic experts dahdse from the technology
sector, the digital economy and parts of civil sbcicharacterise net neutrality as ‘well
regulated’, with reservations (nic.at), and ‘guaead’. With reference to the 2017 net
neutrality report by the RTR GmbH company, Austria, there is currently no threat
to net neutrality (ISPA). According to scholars from the Instituté Technology
Assessment (ITA), ISPA represents a lobby in Aasthat takes net neutrality
seriously. The representatives from nic.at and Digital Society classify repeated
attempts by individual telecommunications operatorgjive preference to their own
products as not currently a relevant problem fderimet freedom. Certain measures
taken by Internet providers to manage data stremmnsn the interests of customers,

but binding rules for providers for the purposestandardisation were lacking.

This is where the criticism comes in. Civil-societyperts (C3W, epicenter.works)
view attempts by major mobile operators to priedtidata as an indication that net
neutrality is being undermined in Austria. Howewduge to lacking measurement data
and transparency of filter and prioritisation measuby the network operators, it is
difficult to assess the situation. RTR GmbH wouletreise only insufficient control

here, which essentially must be counterbalanced®@s and the media.

Moreover, in the view of the VOP expert, the EU nettrality regulation (European
Parliament and Council of European Union, 2015)jcwhs decisive for Austria,
restricts itself to the equal treatment of all datdy on access networks and does not
cover possible discrimination in the transport reks. This would not satisfy the

requirements for an up-to-date perception of natraéty.
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2.8 Cyber-attacks

According to one computer scientist, in generag threat to access to information
posed by cyber-attacks in recent years hasréased dramaticallyin Austria.
However, cyber-attacks originating and occurrind\ustria are rare; the cyber-attacks

that affect Austria overwhelmingly originate frororaad.

In the ‘Austrian Strategy for Cyber-security’ (GERT 2017), the focus is thus placed
primarily on ‘critical infrastructures’, e.g. engrguppliers, government institutions
and hospitals. The VOP representative does notidemsiedia and distribution

infrastructures of media companiés be ‘critical infrastructures’. The media and
communications experts who were surveyed are dlyrenaware of any significant

impairments of public discourse due to cyber-agatkowever, one academic expert
assumes that there will continue to be attacks ahatot made public. According to
experts from nic.at, as yet, politically motivat®dDoS attacks have mainly caused

image damage.

The C3W expert sees an increased risk of cybeckattan the draft bill for a ‘security
package’, primarily due to spyware used by law s@ment agencies, because this

software would exploit existing security holes (sa¢s® chapter Ill: 2.5 of this report).

3. Conclusion

Free access to information on the Internet is dsdlgnguaranteed in Austria. The
applicable legal standards cover content from fi@thl media and content on the

Internet alike.

If online content is recognised as illegal or urflawafter a judicial weighing of
interests, an order to remove the content willdseieéd to the operator of the website
concerned. The specific adjustments to the law, @mdarily to criminal law (cyber-
bullying, diminishing the wave of incitement) do tnoepresent any trend of
criminalising online content. To the contrary, tt@urt verdicts make a preventative
contribution to raising awareness in Austria. Hcacin Austrian case law shows a

good balance between the various fundamental rights

However, cyber-crime — primarily that originating Austria — does occur regularly in

Austria, but, in the view of the respondents, & hat yet reached an alarming level.
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Despite the high level [of freedom] attested, esatiety experts have identified the

following weaknesses in freedom of Internet access:

Prosecution: the system of reporting offices, whinets become confusing, lacks
efficiency in the area of cooperation of the pgating stakeholders and is lacking
above all in terms of capacities and expertise éi@ample, at police departments).
The prosecution of unlawful content outside of Alasand the EU is also currently
ineffective and is done only with international adistrative aid.

Copyright infringements can cause ISPs to blockertron their networks without
a judicial decision to this effect and without thessibility of legal opposition
(Tschohl, n.y.). Representatives of the Austriagitdi economy suggests the
establishment of an independent office with judic@mpetence to avoid having to
bear the sole responsibility for this.

Official secrecy, which seems anachronistic indlge of e-government, generally
represents a disproportionate restriction of fre@eas to information — and not only
on the Internet. A broad freedom of information lawplace of official secrecy
would better meet the requirement of Internet foeed

Paradoxical practice of removal: because standatdtng to the unlawfulness of
content in an international environment vary greativerse content falls victim to
the practice of removal by domestic ISPs and iatisonal providers. From the
perspective of users, freedom of access is sulijectseemingly arbitrary
restrictions.

Excessive self-regulation: if platform operatorst amilaterally and without
constitutional proceedings against content thatse® them to be illegal (‘over-
blocking’), this violates the principles of transpacy, legitimacy, proportionality
and responsibility and restricts free speech. Malyn cooperation in a joint
structure with government institutions and civitmty stakeholders could create a
remedy.

Net neutrality: deficiencies in the enforcementraies for access operators’ data
management have come to light in Austria (transpuwetworks and access
networks). The observation and discovery of violasi against net neutrality have
to date been more of a matter for the media anittsoeiety initiatives than for

official vigilance.
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Il. Freedom of expression on the Internet and reguaition of online media

1. Introduction

The Internet has essentially changed the landsaag€unctions of the media. It has
not only become an important means for exercisreg £xpression and freedom of
information, but it has also increased the optiftmmiscommunication and information

exchange (cf. European Court of Human Rights 2@12,ehofer 2014, 100 et seq.;
Heinisch 2014, 6 et seq.). While public life was\pously realised predominantly by
information distributed by media organisations,gslowebsites and social networking
sites (SNS, also called social media) now enabée ahiculation of opinions and

content directly to the public. Due to the incregsuse of Internet platforms and
services, these now perform the role previouslygassl primarily to the journalistic

media of creating and providing topics of publiancounication. Traditional media

organisations are losing their unique position dsters of the nature and method of
the creation, communication and reception of nemdés @ how opinions and ideas are
expressed (cf. Schweiger 2017, 11; Coe 2015, 21, &t®fer 2009, 99 et seq.).

The Internet has established itself as an efficiend comprehensive sphere of
information, discourse and opinion formation. lfeo$ easy access to enormous stores
of information and enables citizens to publiciseittown content, to initiate dialogue
with political, economic and social stakeholdersl amstitutions and thus to exercise
their right to free expression without the scrutofytraditional media gate-keepers (cf.
Schweiger 2017, 2). Moreover, woven deeply intorgday life, blogs, websites and
especially SNS are changing the perception of ithédtions of communication and

information reception (cf. Coe 2015, 21).

As a consequence of the increased use primariy NS and their mixture of
interpersonal and mass communication, the formeddss between the private and
public spheres are disintegrating in individual gegtion. Opinions that were
previously held privately or expressed casually anduardedly only for a selected
circle of acquaintances reach the public sphereutiir SNS, with potentially
permanent and wide-reaching consequences. Witheutraditional entities of social
guidance and scrutiny (e.g. parents, teachers,aydtie omnipresent, interactive and
predominantly anonymous nature of the online emwirent results in the spontaneous

expression of opinions, while the persons exprgsiam often have no conception of
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responsibility for them and the possible consegegmd such expression (cf. Bezemek
2017, 54; Coe 2015, 25, 31; Lehofer 2009, 103).

Meanwhile, deflated practical findings in the latire have displaced the euphoric,
technologically optimistic perception of expandifige speech through the Internet.
The conquest of the dominant mediation roles ha&h lsEcompanied by the loss of
professional journalistic information processingieTinternet in general and SNS in
particular are confronted with large quantities mfss-distributed ‘taunts, lies,
perceived truths and hate tirades’ (Schweiger 26}, 7and there is a growing suspicion
that they are being utilised as instruments oftstria manipulation. This is associated
with negative consequences for political knowledijég, the ability to engage in
discourse and opinion formation (cf. Schweiger 208;7Coe 2015, 26), which pose
challenges for the complex social balance betweaddmental rights and principles
(cf. Gagliardone 2015, 7).

1.1 Changes in journalism

While the broad distribution of messages from earnass media such as newspapers,
television and radio was reserved, today any pecson create content and mass-
distribute it via the Internet (cf. Gersdorf 200} et seq.; Furst, Schonhagen and
Bosshart 2015, 328 et seq.; Brown 2013, 4) becthesdarriers to publishing have
largely disappeared (cf. Eldrige Il 2017, 51). Adeide online editions of print
newspapers and websites for broadcasters, gendime anedia that did not originate
in the printing world (cf. Pfeifer 2009, 47) andobt that are used to distribute
information to the public (cf. Brown 2013, 4) cdeabe found on the Internet.

These generic online media present a significaratl@mge for the profession of
journalism. If it has already been barely posstblelraw a clear line between this and
other professions in Austria (such as public refetj corporate communication), then
the boundaries are even less clear on the InteGet-employed bloggers and so-
called YouTubers create content that can be actestsamittently on a massive scale
by fans and followers, making this content simtlareditorial content in this respect.
At the same time, this content is not subject te $locial scrutiny of journalistic
editing. Such Internet stakeholders often promotelycts and brands as ‘influencers’

and thus transcend the boundaries to advertisidgammercial communication.
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Much online content is published inside of ‘wallgdrdens’, primarily on platforms
like Facebook, Twitter and YouTube. These privatevyglers generally do not
generate their own content, but they offer a sgaceublication by their users, and
often in the context of commercial interests (oihbf 2015, 16 et seqq.). Open access
to publication options in walled gardens poses @b when dealing with hate speech
and fake news. How much responsibility should, naushay be attributed to platform

providers when dealing with content is the subgégiublic controversies.

1.2 Hate speech

The growing quantity and broad distribution of hatenmentary on Internet platforms
(cf. Gagliardone 2015, 13) is increasingly viewetblpgcly and politically as a socially
relevant problem and places pressure on free esipresn SNS (cf. Coe 2015, 31).
However, it is difficult even to make a clear deteration of what constitutes ‘hate
speech’ (cf. Gagliardone 2015, 7 et seq.; UNESCT5260).

Stakeholders involved in regulatory proposals doavvarious bases for this; prompted
by public and political pressure, Internet platferaeveloped their own definitions of
hate commentary that are binding for users and resnlt in deletion. National

governments, on the other hand, invoke culturalddmms; ‘national and regional

bodies have sought to promote understandings dethe that are more rooted in local
traditions’ (Gagliardone 2015, 7 et seq.). The iunf Europe is attempting to

fundamentally outline hate speech in a Recommeunfdfias a ‘general abstract
disparagement of entire groups’ (Bezemek 2017, Atg.additional proceedings of the
Council of Europe’s convention on cyber-criminalftf. Council of Europe 2003) and
the EU Council’'s framework decision (Council of tharopean Union 2008/913/JHA)
require that racist and xenophobic content botimerdnd offline be subject to criminal

prosecution (cf. Gagliardone 2015, 26).

However, warnings are being given in the professiaiiscourse on this topic against
the implications of criminalising statements ofrapn in connection with ‘slander’ and
‘defamation’. The representative for freedom of thedia from the OSCE notes a

trend in a number of nations of treating ‘slandemd ‘defamation’ as civil or even

11For the purposes of the application of theseqipiles, the term “hate speech” shall be undersasodovering all
forms of expression which spread, incite, promatgustify racial hatred, xenophobia, anti-Semitismother
forms of hatred based on intolerance, includingtolérance expressed by aggressive nationalism and
ethnocentrism, discrimination and hostility agaimstorities, migrants and people of immigrant arig{Council
of Europe 1997, 107)
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criminal issues. Significant restrictions of freedmf the media would be a risk,
especially when lawsuits originate from the stageyernment bodies or public
representatives. Disproportionate self-restrictiop content producers should be
avoided. The OSCE representative therefore speaks$nofavour of a fundamental
decriminalisation of statements, with the exceptaindirect calls for violence (cf.
Akdeniz 2016, 45).

It is precisely because there is no difference betwthe penalty for hate speech online
and that for hate speech offline that it is recomdeel in the literature that the special
significance of SNS and the Internet not be undienased. The legislature is prompted
to pay special attention to the specifics of hgieesh as an online phenomenon when
the criminal provisions are updated (cf. Bezemek72016; Gagliardone 2015, 13).
Hate speech on the Internet demonstrates a stuljmygistence in that it remains
detectable online in various formats via multipte part linked, platforms and over a
long period of time. Even after deletion, it casudgace under other names on new
platforms or websites. The fact that hate spee@asy to produce and its presence is
virtually permanent gives such content online argoimg relevance for certain
population groups. In this way, even ideas and mgrihto which little thought has
been invested and that are not publicly distributéitine obtain access to a wider
audience (cf. Gagliardone 2015, 14).

The anonymity of the authors is a hallmark of hedeech. Calls for requiring users to
use real names on platforms are met with conceboositdimiting privacy and free
speech. Anonymity is considered an essential comdifor participating in online
debates, particularly those that concern contraadetspics. Anonymity presents an
opportunity for people who are threatened or pentsec to express their opinions
without directly putting themselves at risk. In titerature, it is also not considered to
be guaranteed that identifiability would lead tedéhate speech. The majority of hate
comments currently come from pseudonymous souvdgish are not considered to be
completely anonymous (cf. Gagliardone 2015, 14; S8P 2015, 43).

1.3 Fake news and disinformation

It is easier for falsehoods to spread on the letedue to its anonymity, low costs and
the increasing variety of platforms (cf. Unterberg817, 41). Fake news is defined as

falsehoods that are distributed knowingly; thisiphenomenon that has consistently
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been associated with the media. Creators of falserts are often politically motivated
and profess to create a ‘counter-public’ to ‘mae&in media’ and to provide the
‘truth’ (cf. Brodnig 2017, 13 et seq.). Fake newsrefore spreads faster than factual
content (cf. Mihailidis/Viotty 2017, 447), as isatn by statistics on interaction with
news content: during the 2016 US presidential cagmpahe 20 most popular false
reports received more attention in the form ofdikeomments and shares on SNS than
the 20 most popular reports from traditional me@if Berghel 2017, 81; Brodnig
2017, 17). The more often that users react to fedperts, the stronger and more
problematic the effects of these reports becoméseFeeports were also widely
distributed during the 2016 Austrian federal presithl election, including reports of
alleged ballot-rigging. A poll taken on behalf bketProfil news magazine shows how
this unsettled the population. Eighteen per centhote surveyed did not believe ‘at
all' that the polls proceeded properly and an aold#l 20 per cent believed it
‘somewhat’ (cf. Brodnig 2017, 21). Fake news hashsa strong impact because it
confirms assumptions that readers already haveftdh escapes their attention that
they are dealing with false information. In additidhese reports often circulate in
echo chambers where they meet with hardly anycwiti. This lends credibility even
to absurd content (cf. Brodnig 2017, 107).

This algorithm-based personalisation of accessnim® content creates an alarming
dynamic for the politics of a democracy due to gnewing significance of Internet
platforms as sources of information. This is patady the case when users within a
platform are not shown any content that contradiséspersonal preferences of theirs
that have been ascertained and so the accessatety\of information that is essential
for opinion formation is limited. This likewise miests itself in the fact that
emotionally charged content is distributed morenstvely within this homogeneous
environment of perspectiveKnowledge and mastery of these technological optio
open up new opportunities for stakeholders in egiat communication — e.g. using

automation or fake news — to manipulate the prooespinion formation.

This means that fake news can have a warping aeffedemocracy by influencing how
citizens form opinions. The World Economic Foruntireates the distribution of false
information to be one of the greatest risks toetydcf. Thiel 2017, 103).
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2. The results of the expert survey

2.1 Freedom of the media

In the estimation of the respondents from the OIRE,VOP and one online medium,
Austrian legislation does not restrict the exeradefreedom of the media on the
Internet. In consensus with the report on worldwirdedom of the press by Reporters
without Borders (in which Austria took 11th placehe experts surveyed do not
designate any Internet-specific restrictions ofefl@m of the journalistic media in

Austria, with two exceptions:

For one, the respondents from the ORF criticiserimt-specific obstructions to free
speech in the ORF-G, such as the restriction of ghantitative output of online

articles, the graduated bans on forum posts andeben-day rule, according to which
content may remain retrievable for only one wedtrdt is distributed on the Internet.
The fact that these restrictions are thus notfjadtis also confirmed by respondents

who do not belong to the ORF.

For another, in it3VeiRbuch fir den Medienmarkt Osterreidhghitebook for the
Austrian Media Market], the VOP criticises the fabiat the Audio-visual Media
Services Directive (AVMSD) does not cover onlinatfdrms from third parties, even
if they are active on the Austrian market and tfuegeecome into direct competition
with domestic services, which are subject to the®ive (cf. VOP 2017, 32). The ban
on representations of hate/violence and the reapgings to protect consumers, children
and youth are stipulated specifically at the conlevel (ibid).

Moreover, free speech on the Internet is also &fteby general restrictions. This is
why the representative of the VOZ expressed cososith respect to the General Data
Protection Regulation. He especially criticises timelear distinction regarding which

law (media law or the data protection law) appt@she publication of personal data.
A possible penalty of 20 million euro for the unfalpublication of personal data has

the effect of a muzzle, which would influence rdpu.

2.2 Journalism

The same rights and duties apply to journalist;nerds do offline, and the expert from

C3W does not see any preference or disadvantaperegard to this. In the opinion of
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experts from the ORF and academia, the legal pioteof journalists on the Internet,

is also like that off the Internet.

The VOP representative sees a reversal of circunmessa particularly with respect to

the threshold of free speech and protection ofgasy

‘While, as a rule, journalists in the traditionaladia sector are the same who make use
of the rights to free speech and freedom of comeation and who must respect the
privacy of third parties in their conduct as joufisss, social media, etc., reverse the
distribution of roles. Now users of social mediakmause of their right to free
expression and harshly criticise journalists (asllyvend, in doing so, occasionally

violate the fundamental boundaries of the affegpednalists’ private spheres.’

The representative from the Democracy Centre Vieamd a respondent from the
Digital Society argue for the sensitisation andcade training of the police for cases
where boundaries are crossed, which journalists latefnet users are particularly
affected by on social media, for example, througkerspeech, hostility and threats.
Aside from that, in their opinion, authors of hafgeech should be more consistently
identifiable and government cooperation with intedmaries (e.g. Facebook) should be
improved in order to combat hate on the Internetenaffectively. Journalistic practice
does not directly restrict hostility on the Inter;neven when the rapid, immediate and

far-reaching distribution of such hostility could painful for individual journalists.

Big data analyses also represent an additionalectygd for journalistic practice (on
this, see also chapter 111.2.3 of this report). Oneedia expert fears that
comprehensively linked stores of collected data éine compiled without the approval
and knowledge of data subjects could make it mdfewt for journalists to access

information (e.g. due to revocation of a licence).

2.3 Hate speech and fake news

The experts of the VOP and the ORF note an infleesrc and disruption of Internet
discussion in Austria by ‘trolls’ and fake news.tBare pervasive and can be found on
all (unmoderated) fora for Austrian newspaperss sayacademic expert. False reports
spread in Austria predominantly via SNS, an expgein the Democracy Centre
Vienna explains. One academic expert also citese#t@blishment of portals such as
unzensuriert.aaindpolitiknews.abon which fake news is distributed. Recent yearghav

seen intensified instances of false reports ingbeetion periods and on politically
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polarising topics. The respondents from nic.at &RIA note a peak in connection with
the increased migration movements in 2015/2016&eSpartisan media and politicians
participate significantly in their distribution, ithe opinion of the expert from Civil
Courage and Anti-racism Work (ZARA), this is assted with strategic exploitation

for political purposes.

The impact of actors who are organised and paidntibence free speech has
previously been described as hardly worth mentgn@urrently, according to experts
from ISPA, it is mainly individual persons againghhom criminal proceedings could
be initiated. The extent to which social bots aseduin Austria in order mainly to
influence opinion formation on SNS is characteriggdexperts from the VOP and

C3W as little known and researched.

The new and diverse options for expression onrterret fundamentally intensify the
problems of fake news in the estimation of one andad expert. For the representative
from the VOP, these problems are amongst ‘the ingsortant issues for the future of
online media’ in Austria.

The growing distribution of false reports is inmseng the importance of new
phenomena like fact-checking websites (mimikamauko Addendum [the Quo Vadis
Veritas Portal of Dietrich Mateschitz]) for Austrid representative of the Digital
Society notes in addition to this that oppositiorfake news generally garners far less
attention than the original (false) report. Therefcefforts to identify the creators of

fake news must also be increased.

However, the distribution of fake news is also weeMas an enhancement and chance
for serious media and qualitative journalism toaieg‘lost trust’, as noted by
representatives of ISPA and the ORF. In connedtiibim this, the representative of the
VOZ indicates that traditional media and their &lauic offshoots must work with
greater focus with respect to source checking eartsparency so that the core product

of the media represents a gain for users.

However, imparting the corresponding media competeis also among the key
measures here, according to the representatives f8A and the Digital Society.
Representatives of the ITA therefore consider myaitile acquisition of digital
competence to be of central importance becaus®xsng measures represent an even

greater threat than the fake news itself.
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3. Conclusion
Internet freedom is guaranteed on principle formmmedia and journalists in Austria.

The Internet has starkly changed the journalistidgssion, on the one hand due to the
introduction of new journalistic and pseudo-joursiid stakeholders (bloggers,
YouTubers, influencers), and on the other due ¢ontthmerous feedback channels with
which users can comment on journalistic articlégiofhymous) threats and hostility

have increased in this way, which could negativelyact journalistic behaviour.

The experts surveyed interpret hate speech asaivegide effect of free speech, but
they do not see any specific need for action wethard to additional protection for
journalists. This is sufficiently guaranteed bynunal law and the protection of the

private sphere.

The limits set in the ORF-G for the availability ofiline content represent a special
case. The seven-day rule and the limitation ofghantity of online postings limits
freedom of expression and likewise the freedom ibtems who have paid for the

services of the ORF with their licence fees to recenessages.

In total, the mass media, which are oriented towattte skilled and continued
monitoring of societal opportunities and risks, éaxperienced a decline due to the
Internet. The attractiveness of communication mextiaries on the Internet
(Facebook, Google, Instagram, Twitter, YouTube, WApp, etc.) for the advertising
sector is eliminating the economic foundation o rimarily advertising-financed
traditional mass media bit by bit, The continuednitaring of developments on the
Internet that is important for guaranteeing Intéfneedom thus represents a challenge
for civil society that the traditional mass medi@ &ardly able to negotiate single-

handedly anymore.

lll. Data protection and the protection of the private sphere

1. Introduction

If the concept of protection of privacy also covphysical and spatial aspects, then, in
connection with the Internet, this is relevant aball to the protection of and control
over personal data (data or information privacyll ammmunication (privacy of
communication) (cf. Cannataci et al. 2016, 11; Msred al. 2012, 11).
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The protection of privacy has a complex relatiopstu freedom of expression, the
right of access to information and to security éssuin particular. The business
practices that have become common on the Intekaet pressure on the private sphere
and its protection. The pervasiveness of the digiarld in everyday life generates
more and new personal data that it is becoming easier and more cost effective to
collect and process as a basis for the businesglmoflinternet intermediaries using a
growing number of new data technologies (cf. Caamiatt.al. 2016, 9; Korff/ Brown
2013, 3; Mendel et al. 2012, 13 et seq.).

Mobile Internet use via smartphones creates a fapelinension of risk, as it allows
not only the precise localisation of the device blgo the convergence of various
sensors, chips, platforms and applications thah escess certain information. The
combination of these creates a far more comprebhemsita source than the individual
data alone. These convergent data sets, whichragménted and yet at the same time
hardly able to be overseen in everyday use, ehdigidual data control (Mendel et al.
2012, 35; Korff and Brown 2013, 3).

The challenges of protecting privacy thus arise moly alongside specific

technologies, but are created from their combimatiith an environment of ongoing
data collection and processing in which individuadsdly have any more influence on
the use of personal information. The relevance ipesoapparent in the potential
convergence of the Internet of Humans with an tmerof Things and with

nanotechnology (cf. Cannataci et al. 2016, 92; Kamtl Brown 2013, 4 et seq.).

New processing capacities enable the efficientag@r processing and analysis of
enormous quantities of data as ‘big data’. Thi®ines merging direct usage data with
additional, in part public, data sets. From thespective of data protection, it is above
all the reuse of data for purposes for which noseoh has been given, as well as the
removal of any anonymity with ‘data profiling’ odata mining’ applications, that are
generating anxiety (cf. Cannataci et al. 2016,Méndel et al. 2012, 15 et seqq.; Korff
and Brown 2013, 5 et seqq.).

There are similar concerns over the protectionrviagy associated with the increasing
prevalence of cloud applications when the distidsutand security of personal

information by cloud providers remain unclear otada physically stored in countries
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with inadequate data protection laws (cf. Cannagaal. 2016, 93 et seq.; Korff and
Brown 2013, 8).

1.1 The state

In the Internet the state has a tool that enables provide and expand cost-efficient
and personalised services and information to ciiz@-government). These are based
on large quantities of personal data from the enpiopulation. This means that e-
government can only work through the collectionrage and scrutiny of sensitive data
by the state. Data-protection concerns arise wherata is not collected transparently
or protected adequately from cyber-attacks ordsestt by third parties. The change to a
model of governance that relies on data processngriticised in the academic
literature when, in this context, automated deosiare taken using back-office data
processing and analyses without the consent anevlkdge of the data subjects.
Without suitable legal mechanisms, data subje@sat into a vulnerable position (cf.
Cannataci et al. 2016, 18; Korff and Brown 2013,N8ndel et al. 2012, 17, 19).

Technological progress continues to widen the gatwdéen the applicable laws, the
actual threats to privacy and data protection. Ogagstions of the ownership, rights
and control over continuously collected data matteceve protection of individual
privacy more difficult. These problems come to adearticularly in the regulation of
big data and data profiling (cf. Cannataci et 8ll& 29 et seq., 97 et seq.; Svenson et
al. 2016, 34). If this also concerns companiesclossires in this context by
government stakeholders suggest more and more digaitade of mass surveillance

using new technologies (cf. Cannataci et al. 2Qb6et seq.; Mendel et al. 2012, 17).

1.2 Companies

Internet business models that rely on the collectind commercial exploitation of data
for marketing purposes are one focus of discusstonghe problems of privacy and
data protection. High demand is driving the develept of new technologies for more
efficient and more comprehensive collection, steragd processing of ever greater
guantities of data. Big data and data profilingpallincreasingly precise insights into
target groups and persons and, in the process, thakelissolution of the private
sphere into a core business. Companies keep sebtieh data are collected and
analysed and how this is done as the foundatioth@f business activities. Data-

protection concerns exist vis-a-vis trading in dgtegestions surrounding the security of
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the databases and the increasingly automated pexdmtween data collection and
exploitation (cf. Cannataci et al. 2016, 16; Menetedl. 2012, 17, 19, 22).

Intermediaries and ISPs play a significant rolehi@ Internet economy. Because their
services enable individual Internet access and tthesmission or processing of
information, they also obtain access to and contngdr personal usage data (cf.
Mendel et al. 2012, 19). In view of their centralsgion, concerns are increasingly
being voiced regarding whether existing regulationificiently guarantee the

protection of privacy. This is associated with theestion of whether intermediaries
(e.g. Facebook, Google, WhatsApp, YouTube) arestolassified as media companies

and whether the applicable rights and duties atsercthese companies.

There is scepticism in the literature vis-a-viseself-regulation with respect to data
protection. Too often does the need for reguladiod business interests clash with one
another. The current practice of obtaining consecbmplex terms of service as a tool
of data protection regulation is criticised in partar. The user consents to the general
terms and conditions in order to be able to usesémeices, often without having read
or understood them (even if the user confirms hgdione so by ticking a box that s/he
is compelled to tick). Data-protection conditionsntained in these terms are not
required to correspond to national provisions (Chnnataci et al. 2016, 26-29).
Conversely, it is necessary to protect Interndfi¢rdrom potent attacks by interest
groups or government stakeholders. This is a pmobleat becomes acute when
intermediaries and ISPs are in involved in goveminsearveillance (cf. Cannataci et al.
2016, 17; Mendel et al. 2012, 20).

Growing data-protection concerns are also arisimgrawis providers of social
networks, search machines and cloud services. mamcter of social networks lures
users into treating personal data lightly withiditawareness of the risks or how to use
data protection settings. The use of cloud servif@smarily with respect to
international providers) can result in a loss afitcol and a lack of legal security if no
legal claim can be derived from the [provider'sinie of service (cf. Mendel et al.
2012, 20 et seq.).

1.3 The individual

With the integration of the potential of new teclugies into individuals’ everyday

lives, online activities intentionally and unintemtally generate data that can become
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the starting point for a threat to the private sph&herefore, questions regarding
awareness and competence of individuals when dgulith personal data are central
(cf. Cannataci et al. 2016, 14; Mendel et al. 2@R2¢et seq.). If there is a general gap
between the high abstract value of the private igphied actual online behaviour, then
it turns out that the awareness of the problem m@gpe@pon sociodemographic factors,
especially education. Children and youth are desdrias particularly threatened
groups (cf. Svenson et al. 2016, 39, 50 et sequddeet al. 2012, 11). The difficulties
of raising awareness lie in the fact that the cqueaces of hardly perceptible attacks
on privacy emerge only after long delays and thatdause of discrimination in the
affected individual’'s everyday life can hardly beaded back to data protection

violations from years ago (cfas et al. 2017, 7).

At the same time, there is the question of whetherspeed, range and complexity of
the diffusion of information in a society that iorneprehensively pervaded by
technology do not exceed individual skills and iib8 and stand as obstacles to
decision-making processes and scrutiny. This problgecomes apparent in the
practice of obtaining consent to non-transparemhseof service. The exchange of
personal data for (free) services that is at thre od many online business models is
overwhelmingly to the detriment of users becausg Hre scarcely able to control their

own information online (cf. Cannataci et al. 2018 ,et seq.).

Add to this that the anonymous use of services applications is circumvented by
new technologies that remove and bypass the pregtere with the analysis of large
guantities of data. However, anonymous use reptesan important element in the
balance between data exploitation and privacy ptiate (cf. Korff and Brown 2013,
17 et seq.).

2. The results of the expert survey

Everyday life for Austrians is increasingly pervedey the use of interlinked digital
devices and applications that create an environmieahgoing collection, storage and
exploitation of personal data, which increasinglyades the private sphere. This was
particularly apparent to the surveyed experts tiinothe widely distributed use of
smartphones in Austria. Cloud applications als@ gi@use for essential concerns about

effective data protection.
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It is becoming more difficult to firmly specify thiireat to privacy and free speech in
Austria arising from big data analyses. Becauséhefinherent potential for control,

filtering data packets with ‘deep packet inspeaida considered a severe restriction
of Internet freedom. At the same time, access pergi can use it as a tool for
regulating data streams. The experts assign pkticelevance to plans to introduce
government surveillance software because of tlogicality. The increasing threat of
unlawful access to collected data poses questibdata protection, particularly due to

cyber-attacks in Austria’s companies and publitituigons.

Individual awareness of personal data protectiasf tentral importance to the experts.
However, the protection of privacy is also the tatkn effective legal framework that
focusses on improvements (and criticism) of the éé@nData Protection Regulation

and the Data Protection Amendment Act.

The problems and challenges indicated here will discussed below from the

perspective of the surveyed experts on civil sgciet

2.1 Smartphones

Austria is characterised by comparably low costsriobile Internet in connection with
greater distribution and intensive use of smartglsorin this context, experts from
academia and civil society (C3W, OIAT, the Univeysif Salzburg) characterise the
accompanying consolidation of personal data viaiouar sensors, platforms and
applications and the fragmentation of individuahttol over these data as urgent and

‘extremely underestimated’ problems for Austria.

On the one hand, this concerns the general regyletmditions in Austria, which must
be adjusted to fit both the technical options fatadcollection and processing and the
business models for data exploitation. The adoptibthe General Data Protection
Regulation (GDPR) in 2018 would mean an updatdeodustrian Data Protection Act
of 2000. However, this Regulation also guaranteely ansufficient protection of

personal data on smartphones in many areas.

On the other hand, the awareness of problems swinog the sensitivity of personal
data amongst users in Austria is determined to bakwAccording to one media
expert, users show little care when configuring sleétings for their data protection
options in hardware and software. However, useraldccscarcely gauge the

technological complexity of smartphones, and cotisgnto general terms and
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conditions can no longer be considered an act tdnamous control over personal
data. The expert from the OIAT described the pagsivesignation and fears for the
future mainly amongst youth over the later impéctallected and analysed personal

data as a consequence of lacking options for iddadi control.

Experts from the C3W and the Association for Antapy in the Film and Video
Industry (VAP) agree: suitable media competendadking in Austria. The topics of
‘money for data’ (C3W) and the clarification ofatking and profiling’ (VAP) have
been openly addressed with too little frequencyaining for appropriate media
competence is understood to be primarily a govemintesk due to the growing
economic interest in data.

The experts from Austrian companies also give arbpdrt with respect to awareness
for the consequences of data collection throughrtpiane use because company
standards on the use of SNS applications on compawaytphones are largely lacking,

and both private and company data are barely pgemtec

2.2 Cloud applications

The increasing use of cloud applications indicdibestrans-national dimension of the
Internet because data is exploited globally andaotiffe data protection is difficult to

implement. This creates data-protection problemgrnwpersonal data are stored to
cloud applications that have company headquartexateéd in countries in which the
legal provisions exhibit a lower level of data gaiton than Austrian, respectively EU,
standards. However, data protection experts andpotan scientists describe the
marketplace principle of the GDPR as an improvem@ahversely, there are questions
about enforcement and how effectively this law barenforced outside of Austria and
the EU. This is especially the case when ther@isaund and effective legal basis for

international data streams, says the data proteetpert from the Chamber of Labour.

Targeted sample enquiries of the employees of B\ @veal that, in the practice of
global data networking itself, concerned compasiEsm to no longer have any clear
notion of the physical location of the data thagytiprocess. However, when it is no

longer transparent which law applies, the righddta protection becomes fiction.

In Austria, fundamental reservations are being ess®d regarding the lack of control

over one’s own data vis-a-vis cloud services; ttegsemanifested in questions such as:



Paged88

What happens to deleted data? What happens ifeitvice closes down? Who has
what right of access?

The experts from the C3W and nic.at note little mmass in Austria regarding the
scope of the data protection issues that are adsdciwith the use of cloud

applications. They add once again that, due to dbmplexity of the material,

consenting to general terms and conditions canonger be considered an act of
autonomous control over personal data. Accordinthéoconsumer protection expert,
since the average consumer knows little about ttwage practices of cloud services
and, in contrast to the situation with provideitslel transparency is created, no specific

cases of data protection problems can currentipleeified in Austria.

An expert from the VAP criticises the extensive rapéion that cloud services have
from liability vis-a-vis the content that they pess through their services. Cloud
providers thus have no incentive to let ‘commerclaties of care and inspection’
prevail. Drawbacks would arise primarily for righitelders — e.g. in the creative
industry — if cloud providers distribute copyrighfringing content.

In particular, there are reservations vis-a-visrgmaity for cloud services.

2.3 Algorithm-supported big-data analyses

There are also problems in Austria associated orcipte with the fully automated
collection, processing and exploitation of largeampities of data using confidential
algorithms as the centre of the big data paradifjms is because, as much as data is
considered the economic basis for a growing inglustery little is known about the
distribution and application of big data analysesAustria. Technology corporations
with business models that constitute the commegoiploitation of large quantities of
data are considered to be forerunners. Moreover assumed that companies offer the
development and analysis of data for the purposesloanalysis and marketing as a
commercial service. The study by the ITA on bebélthe Vienna Chamber of Labour
entitled ‘Credit Scoring in Austria’ offers onlyntited insight, but it shows the
potential scope of problems with big data in Astiata is summarised into specific
profiles (in this case, for financial solvency) mout the knowledge of data subjects
and this influences significant areas of everyddg Without the data subjects
knowledge. Since the underlying calculation modetonsidered to be a trade secret,

there is no insight into which data form the bésisdecisions.
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With reference to the ‘Credit Scoring’ examplenuoercial big data analyses in
Austria are described as a barely regulated angkliarnon-transparent sector of
business. In view of the consequences, based snréfierence there exists in the
literature a call for action for an Austrian ‘astering law’. However, the data
protection experts surveyed currently rule out dBve policing’ for government

applications of big data in Austria.

The experts from academia and civil society arenumaus in their basic assessment:
algorithm-driven data collection and analysis talena basis for commercial and
political, respectively government, decisions digsi a broad loss of transparency.
Technologically implemented calculation models dot mn any way ensure an

objective approach, but rather their emergencea tase and weighting should be
viewed as expressions of social relationships aterests. This is associated with a

risk of discrimination and manipulation.

The academic experts emphatically call for broadasaliscourse on the risks arising
from big-data applications and their underlyingaaitpms. Appropriate transparency
rules and public regulation institutions (e.g. aitjon ethics commission, algorithm

technical inspection association, codes of condiat)d at the centre of this discourse.

Austria’s existing legal regulations, as well ag 8DPR, would only insufficiently
cover these new challenges for the protection ef phivate sphere. Indeed, one
computer scientist indicates that the GDPR contaiigmificant principles in the
requirement of ‘lawfulness, processing in goodhfaihd transparency’ when personal
data is processed, but these would not encompasothplexity of modern algorithms
and therefore would not be adequate to meet thikenhas. According to the expert
from the VAP, the GDPR is lacking, among other gisinstandards for scientificity,
certificate regulations, effective scrutiny and might, comprehensive bans on
discrimination, and understanding that conclusiamsbased on correlation rather than
causation and that trade and business secretadantrequirements for transparency.
The expert from the C3W emphasises the need tdesuppt structural measures with
data protection and media-competence measuresaiomg-term perspective and thus

strengthen individual data control.
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2.4 Deep packet inspection

The technical investigation of the content of dadakets using deep packet inspection
(DPI) is unlawful in Austria due to the lack of s@mt from data subjects to the
analysis of their personal data. However, the gdadéection experts from the ITA refer

to an important distinction: does the DPI take placAustria and/or are Austrian data

affected?

Regarding Austria, the experts from civil societgldhe technology and media sectors
are in agreement that there are no known casegtafpiotection violations and attacks
on the private sphere using DPI. However, expedgev conjectures about the
utilisation of data management measures in netwbsksaccess operators, which
utilisation raises questions about the proportityalf prioritisation. Several experts
from academia, civil society and the technologyt@esuspect that medium and large
firms, public institutions and authorities also agsto DPI for the purpose of

‘misinterpreted self-preservation’.

According to the data protection experts from tha,lthere is also a fear that, upon
exposure to the machinations of intelligence agendhustrian data streams will also
be subject to surveillance using DPIl. However, ediog to one computer science
expert, evidence of actual violations of privacyl alata protection resulting from the

use of deep packet inspection is very difficulptoduce.

2.5 Trojan horses

The use of surveillance software (Trojan horses)amy enforcement agencies is not
permitted in Austria. The Austrian Ministry of tiheterior affirmed in a parliamentary

enquiry on this topic that no Trojan horses wouwddused.

Although the use of these is considered underahetd be seriously questionable, the
experts from ISPA refer to draft proposals of thstpthe adoption of which could only

be prevented with broad public criticism.

Multiple experts are likewise critical of plans far ‘security package’ that would,
among other things, enable the use of softwarednitar encrypted communications
technologies. Along with questions of cyber-segutihere are predominantly concerns
regarding broadly designed surveillance of commatioa. Experts on the digital

economy say that potential encroachments on thatprispheres and free speech of
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journalists could result in a chilling effect oretperformance of investigative media

work.
2.6 Data protection in companies

Multiple academic and civil-society experts aschide data protection awareness and
partially lacking knowledge of up-to-date data pation to Austrian digital economy

companies.

There is a gap between the existing legal framewbtke Data Protection Act of 2000
and practical enforcement. If data protection messinave also been provided for
under the law before, low fines for data protectioalations have been the main
reason that enforcement of the law with regard dmmanies has been viewed as
inadequate. In this respect, experts (epicenteksyolTA, nic.at, OIAT) expect a
gradual improvement of the data protection situmtio Austria’s digital economy

companies once the GDPR takes effect.

Different experts assess the scope of the impromtsdifferently. Despite the severe
fines with which lacking data protection could henjghed starting in 2018, the expert
from the C3W sees only little progress thus fare Titure mandatory appointment of a
data protection officer will be a drawn-out proceass companies, which would
evidently rather budget funds for possible fineatdDprotection would adversely affect
the business interests of many companies, sinceoly a significant share of their

turnover originates from the sale of data genermteleir own systems.

The data protection experts of the ITA note an feraus’ boost in awareness at the
company level with the GDPR - this is due both twrerintense penalties and to better
regulations for handling personal data, as welles principles like the data protection
impact analysis. Enforcement is still open, but@2PR has made data protection into

an area of development for companies in Austria.

In addition, the expert from the VAP calls initiss for self-regulation important
complementary measures to government regulationafidrieving security on the

Internet with the involvement of all affected sthkklers.
2.7 Cyber-attacks on companies

The protection of data from Austrian digital econonompanies from cyber-attacks

must be assessed in terms of varying company stzescomputer scientist from the
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University of Salzburg concedes that larger comgmmieed more, but not necessarily
better, protection from cyber-attacks. Accordinghe experts from nic.at, small and
medium-sized companies without core IT competeneaaickly overwhelmed by up-
to-date protection measures. The expert from the&/ Gays that lacking knowledge,
including regarding consequences, and limited trelnmeans are the main reasons

why Austrian companies have viewed data protea®only a side issue until now.

At the same time, the experts describe a drastmgd to the threat situation from
cyber-attacks (DDoS, CEO fraud, spear phishingrandomware), through which the
effectiveness of traditional protection mechaniqjaustomatic updates, firewalls) are
eroding and the involvement of employees as a feignit protection measure is
gaining in importance. The companies are also laasdra poorly developed awareness
in this regard, e.g. with respect to the use anHlirig of private devices with the

company network, says the expert from the VAP.

In spite of this threat situation, experts on tigitdl economy emphasise the high data
security standards of Austrian companies. The Ceoengcmergency Response Team
(cert.at) is considered an important institutidnguickly sends out warnings about IT
security problems. Austrian network operators musport significant security

incidents vis-a-vis RTR GmbH — and vis-a-vis théadaubjects and the data protection
authorities in the event of data protection vi@as. In addition, a ‘well-functioning

self-regulation’ is established in the digital ecory with respect to security issues.
However, an academic data protection expert froenIT® describes the resources of

Austrian CERT as insufficient in the face ever melaborate cyber-attacks.

2.8 Public data at private companies

The storage and processing of data from publictitgins is also outsourced to private
companies in Austria. Multiple academic and cidtiety experts (communication
studies, computer science, C3W, epicenter.work€w vithis trend with ‘great

scepticism’ and as a ‘major problem’ with respertdata protection. Control over
broader exploitation of data, merging databasescangsponding legal enforcement

are only conditionally possible.

The data protection experts of the ITA concede #hastrian officials and public
servants basically have a high level of data ptamtecawareness. At the same time,

there is a perceived pressure on public institstitnpursue efficient, up-to-date new
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paths to providing public services. Awareness amaledge of good data protection
solutions must be found in the public sector ifaiid data represent a core professional
competency. Data protection is quickly lost sightroother industries with the use of

predominantly free services.

Most examples come from the areas of academia dnchgon, where student email
accounts are run via Gmail (Google), which allowsademic achievement (e.qg.
through automated grade notifications) and healtbrmation (when students excuse
themselves from instruction due to illness) to vwed. There are also data protection
concerns associated with the conversion of unityefgiraries to the ‘Alma’ system
because all inventory and user data are stordteimanufacturer’s cloud.

In this context, the expert from the C3W views watleritical eye the strategy of large
US software concerns of pushing their customerbjipunstitutions amongst them,
into [using] cloud applications. An expert from tO¢AT cites the use of the Microsoft
cloud throughout the education sector for entifest classes using pupils’ real names
as an example. In addition, one media expert eitease where unsecured confidential
data of 400,000 Austrian schoolchildren was stooed an unsecured server in

Romania.

The data protection experts from the ITA say thdilig institutions in particular serve
as forerunners for data protection in Austria ahdutd place a special focus on

compliance with the European legal framework wresrdering their services.

2.9 Cyber-attacks on public data

Public institutions also serve as models in the afecyber-security. According to the
data protection experts of the ITA, the securityelemust be distinguished between
various competence areas and the size of the cajam: the less that data protection
and IT are considered the core competencies andatger the institution (e.g. the
more interfaces), then the larger the potentiaa gabtection risks are. Or: the more
critical the role of the public, respectively gowerent-related, data, the higher the
quality of protection from cyber-attacks is assdss€he surveyed experts from
national defence and the Federal Data Centre dtiebigh security standards and
continuous efforts at improvement. However, comensive protection of data cannot
be assumed even in this case, says the expertZARA and one computer scientist.

An expert from the University of Salzburg also rotbat ‘today, even the biggest
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ISPs’ are ‘overwhelmed by DDoS attacks with botrieim I0T devices’ and that ‘too
little value is placed on backup (network) struesir

Less central or governmentally relevant public daiald also be of interest for data
abuse in connection with big-data applications. okdng to the data protection
experts of the ITA, this could result in a gendfakat to public institutions. Apart
from technological security measures, the expennfthe C3W refers critically to
lacking security awareness amongst employees iitiggolind administration. The
communication studies experts also assume a geamramulated need with respect to

the protection of public, respectively governmegiated, data from cyber-attacks.
2.10 Data-protection awareness

Multiple experts ascribe only moderate or completieicking awareness amongst
Austrians when handling their data in everyday ranlibusiness. Carelessness,
complacency and lacking sensitivity vis-a-vis th@ansmission of personal data
characterised their dealings with primarily privatemmercial providers and their
mostly free services. Even where there is fundaatekiowledge of data-driven

business models, this hardly comes into everyday(‘ttse privacy paradox’).

The experts from nic.at discern greater awarene$is mespect to personal data
protection amongst Austrians when it is a mattethef consequences of monitoring
and surveillance, primarily when this results frgopvernment measures. According to
the representative from the VAP, Eurobarometer dd3-privacy (European Union
2016) showed that protection of privacy in commatian in Austria is below the
European average, but above-average measures tare taken to prevent online

monitoring.

The experts from the C3W, ISPA and ZARA cite thetsan terms of time and money,
the low availability of alternatives to the freendgees and devices from companies
with data-driven business models, as well as coemgetfor self-determined individual
data control that is characterised as low, as olestao self-determined handling of

personal data in everyday online use.

The data protection expert from the Chamber of uabwelcomes the embedding of
measures for increasing media competence and gasiareness into the regular
school system as a subject of instruction (thisuisently being tested in the ‘digitale

Grundbildung’ [basic digital education] pilot proje This long represented a lack, and
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attempts have been made to offset it with additienaents. The ‘Safer Internet’
initiative has been cited as an example of goodtmein youth work. The knowledge-
gap effect that manifests itself amongst diffidaireach groups is cited for the area of
adult education.

It is an essential task of the state to address khoreover, raising awareness is a task
for all of the stakeholders involved. More effeetimpproaches must be more easily
organised and interlinked.

Conversely, competent handling of personal datahensupply side would be made
more difficult or even impossible with difficulttonderstand data protection

guidelines and settings.

Therefore, along with imparting important media gatence, multiple experts call for
the improvement of structural data protection messuThe responsibility for data
protection should not rest exclusively with usdmst rather it should be a part of the
development and provision of devices and servigasvagcy by design) and of

corresponding duties of Internet and platform pidevs (VAP expert).

2.11 Data protection legal framework and the Gdrigata Protection Regulation

For the data protection experts of the ITA, thealegrinciples and tradition of
protecting personal data in Austria are a goodnesty, as is the Data Protection Act
of 2000. However, criticism is levelled at legalf@esement, which in practice has
resulted in largely ineffective statutory data paiton in Austria thus far. The data
protection authorities are under observation is tespect. One data protection expert
on consumer protection indicates the two-prongedraaof the courts of first instance
and the data protection authorities. Those seeldggl protection must sue private
legal persons. Due to the cost risk of proceediogscerned parties must refrain from
lodging complaints or initiating lawsuits. Minor adistrative penalties would also
result in little preventative effect for potentidhta protection violations. The expert
from the Chamber of Labour and the expert from exgier.works agree with an oft-
voiced and long-standing criticism that the datatgution authorities suffer from a
lack of competence and resources that does nagspmnd to the scope of their tasks.
To summarize, the experts have determined thatle¢lgal framework for data

protection is not up to date and needs to be cayght
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In contrast, the GDPR and the Austrian Data PrimlecAmendment Act would send
out positive signals. However, the decisive, bilit shanswered, question remains that
of more effective enforcement, say the experts ftbm ITA. While data protection
awareness is discernibly increasing at preseid, still doubtful whether the threat of
penalties is sufficient for the long term. Reguas that better enable data subjects to
enforce personal data protection even in courtagreecessary as more resources for

prosecution.

However, the potential of the GDPR and the Austbata Protection Amendment Act
is also a source of basic concerns. For this reasaperts from civil society
(epicenter.works) warn of serious deficiencieshia tevelopment (assessment period
is not observed) and the content of the Data Piiotedmendment Act. The academic
experts of the ITA particularly criticise the stipted immunity of the authorities with
respect to data protection offences and emphabesedarerunner function that the

public sector must perform in matters of data pride.

There is even some criticism of the GDPR in Ausffiae data protection expert from
the Chamber of Labour draws attention to the basiiorcement problems in the
implementation of the ‘right to be forgotten’. Strticises the fact that enforcement is
left to companies, which is tantamount to outsaga@onstitutional responsibility. The

standard must remain a lower threshold to acceaddgal ruling, whereby arbitration

boards represent a conceivable approach to a @oeludVithout such support, it is

feared that data exploitation interests will takenity if data subjects must prove their
interest in confidentiality vis-a-vis the ‘overndj justified interest’ of the company in

collecting data. In this context, the experts @& ERA also refer to the problem of large
guantities of ‘automated individual decisions’.

In the view of the expert from the Chamber of Lahdundamental questions of data
protection also would not be clarified with the GRPThus, it would seem that data
protection law has also not been thoroughly comettleat the European level, but
rather it is made up of various laws with littlertm@ny between them and that partially
contradict each other. This becomes apparent,xfample, in contradictions between
the planned ‘e-privacy’ regulation and the exist@B®PR (cookie paragraph, offline

tracking).

Certain problems would certainly also remain with hew data protection regulations.

The legal experts of the BMJ therefore stress theortance of broad civil-society
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initiatives, which continuously illustrated problemand clarified grey areas with self-
initiatives. According to the representatives oPFS Austria exhibits an active civil

society in the area of data protection in comparisdh other countries.

3. Conclusion

The assessment of data protection and the pratectiprivacy in the digital age comes
off as mixed in Austria. One the one hand, persalsh protection seems to be
threatened by the potential of technical develogmeRersonal data are collected,
stored, processed and supplied for commercial @agtm on a grand scale with or

without the consent of data subjects.

On the other hand, the survey in Austria gave fpecHic clues to concretise these
threats. Outside of experts and groups of expdnis,threat to privacy posed by
networked information and communications techn@sds a side issue for the public.
Data protection law scarcely registers; lawsuitsrare and there are low penalties in

the event of judgment against the defendant.
The following key points can be taken from an irtigggion of the situation in Austria:

» Data protection as a ‘black box’: embedded in gltosiness models, leaks out
only to small extent via practice of commercial lexation of the personal data
of Austrians. Studies by Christl (2014) and the IDA selected aspects
(Rothmann et al. 2012, 2013, Krieger-Lamina 201%¢ gnsight and reveal the
urgency with which data protection has developedustria, including with
regard to issues of Internet freedom.

. There is little awareness of the problems of snmame data tracks: with public
smartphone usage at 81.3% (cf. Gadringer et al7,288) and correspondingly
higher rates amongst youth, attacks on privacydhginate from these devices
are considered to be an obvious and therefore tngerblem for Austria.
‘Smartphones and the apps installed on them argggest “gateways” for
companies that collect personal data on users’ igCh2014, 32). The
combination of a multitude of sensors (microphooamera; GPS receiver;
movement, location, light, proximity and magnetield sensors) creates a
broad data track. Software (apps) accesses seasdrslata via a system of
permissions, links them to personal user profiled @nables deep insight into

the personalities and everyday lives of Austriaris@hristl 2014, Rothmann et
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al. 2012). There is little awareness of this problamongst the population.
Along with the long-term perspective of data pratecand media competence,
additional structural legal measures that contituensure the protection of
privacy in Austria are also needed.

Uncritical use of cloud services: there are fundataleconcerns vis-a-vis cloud
services with respect to legal certainty and authaover the control of
individual data. Data protection awareness and aresponding legal
framework should prevent attacks on privacy.

Little knowledge of big data analyses: data is Meshdand bundled into
personal profiles without the knowledge of datajects, including in Austria.
Commercial big-data applications can be considdrede assessments of
individual solvency and are just the tip of thebersy (on credit scoring, cf.
Rothmann et al. 2013). Broad social discourse enrigks of discrimination
and manipulation using big data and a political iglen-making process
regarding transparency rules, and not just at pub#titutions, are still yet to
come in Austria.

Hope for the GDPR: many of the aspects mentionedsaized upon with the
GDPR and the Austrian Data Protection Amendment. ActEurope-wide
harmonisation of the data protection law, the Tidb be forgotten’, the
marketplace principle, strengthening the data ptmte authorities,
intensifying financial penalties, and data protttofficers for companies, as
well as essential, forward-looking principles swsh ‘privacy by design’ and
‘privacy by default’, will contribute to an improweent of protection of privacy
in Austria.

Legal enforcement is the key issue: while thera discernible growth of data
protection awareness amongst companies at prasentjoubtful whether the
threat of penalties is enough in the long termsBeation, primarily by the data
protection authorities, requires more resourcesvéder, regulations that better
enable data subjects to enforce personal data cpimiein court are also
necessary.

Digital media competence: Austrians exhibit hardlyy problem awareness

when handling their data in everyday online busineMaking media
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competence a subject of regular instruction ingtieool system would signify

an improvement.

IV. Actual accessibility

1. Introduction

The global changes in technology have brought abmugrowth in economic
productivity, global collaboration and electronionemerce and a change both in
governmental issues and in society (cf. Pick/Sa@@&5, 1 et seq.). The latter has
quickly changed into an information and networkistycdue to the new information
and communications technologies (cf. Castells 20@8ikle and Young 2012, Van
Dijk 2012; Wessels 2013, 17). This generally sigsifsimplified access to and
exchange of information for the members of thisetgdcf. Ragnedda 2017, 9). Rather
than achieving an equalisation between high- amdsiatus members with respect to
the state of their knowledge and information, iagbice the digital change has resulted
in an intensification of existing inequalities. Neémequalities are created (cf. Wessels
2013, 17) and the gap between the group with gremteess to communication
distributed via the media and that with lower asassgrowing (cf. Zillien and Haufs-
Brusberg 2014, 9).

Next to the requirements for access, actual usensral. Using the Internet is often
more challenging cognitively, technically, econoallig and in terms of content
selection in comparison with older media (cf. Zifliand Haufs-Brusberg 2014, 74; van
Dijk 2013, 34). What is available online is chaeaided by a great degree of
heterogeneity and variety and is too vast to hecsired by journalists as gatekeepers
before reaching users (cf. Zillien and Haufs-Brugtiz014: 74). A digital divide exists
in relation to skills, technical equipment, freqagrof use and content consumed.
Moreover, access to and use of information teclgieo depends on socio-
demographic factors such as income, educationpgsition, age, gender and ethnicity
(cf. Van Dijk 2013, 29; Zillien and Haufs-Brusbezg14, 81).
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1.1 The Digital Economy and Society Index

Austria found itself ranked tenth among Europeanobincountries in theDigital
Economy and Society Ind€RESI) ranking list in 2017. The index takes tb#dwing

factors into consideration (cf. European Commis&0h7a, 1):

* Public digital servicese-government/electronic government services.

 Human capital Internet use, basic digital competence and adrdigital
competence

» Connectivity provision with fixed-line and mobile broadbandp&adband speed
and price

* Integration of digital technologydegree of digitalisation of the economy,
electronic commerce

» Internet useuse of content, communication and online trangastby citizens

Taking into consideration the entirety of digitaveélopment, Austria is amongst the
groups of countries with medium results. The otbeuntries in this category are
Germany, France, Latvia, Lithuania, Malta, Portugdbvenia, Spain and the Czech
Republic. When considering factors in which Auspe&formed well overall, a digital

split with respect to education, income and agees evident. The specific problem

areas are discussed below.

In comparison with all other EU countries, Austperforms well primarily in the area
of public digital servicesAustria ranks fifth in this area (cf. Europeann@ission
(2017a, 9). Specifically, 38.3 per cent of Internsérs have already filled out a form

and sent it to a public institution online at leaste (cf. ibid).

Clear differences manifest in relation to educatievel. While 42.4 per cent of all
highly educated Austrians are aware of governmemnices online, this is true of only
16.8 per cent of lower-educated Austrians (cf. paem Commission 2017b, n.p.).
Differences also become apparent with respect tsdtwold income: 37.9 per cent of
persons from households with high incomes are djremware of e-government
services. The level is only 29.4 per cent for thosd low household incomes (cf.
ibid). Even where Austria performs well in compariswith other EU countries in
terms of making use of digital public services réhis a digital divide due to education

and household income.
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Austria is also above the EU average in the arehuofan capital, 82 per cent of
Austrian residents use the Internet, which is sohaihigher than the EU average of
79 percent. Austrians also demonstrate at least Hagtal skills more ofteh? (65 per
cent) than the EU average (56 per cent). Howewergetis a wide digital divide with
respect to use and skills. While 98.5 per cent ®f- 24-year-olds use the Internet
regularly, only 58.5 per cent of 55 - 74-year-ottts A digital divide also becomes
apparent in connection with education. Regularrirgeuse is reported amongst 95.8
per cent of persons with a high level of educabahjust 58.2 per cent of those with a
low level of education. There is also a discernipgg when it comes to household
income, though this is not so obvious as with ofhetors: 88.8 per cent of individuals
from high-income households and 77.9 per cent dividuals from low-income
households use the Internet regularly (cf. Euroggammission 2017b, n.p.).

There are stark differences in digital competene®svben age groups. In the 16 - 24-
year-old age group, 90.8 per cent possess basialdgills. In the 25 - 54-year-old
age group, the figure is only 72.9 per cent, anslanly 39 per cent in the 55 - 74-year-
old age group. A stark digital divide is also aggpearin the area of education. While
87.7 per cent of more highly educated persons kayital skills, this is the case for
only 36.1 per cent of those with lower educatiomeTsame phenomenon can be
observed with respect to household income. Of medpling in high-income
households, 73.9 per cent have basic digital skillsle only 53.1 per cent of those
from low-income households possess such skills Earopean Commission 2017b,
n.p.).

Austria is also somewhat above the EU averageaimtbgration of digital technology
While an average of 36 per cent of companies incBuntries exchange information
electronically, this is the case for 41 per centAafstrian companies. However,
although 93 per cent of large compant@sxchange information electronically, only
40 per cent of small and medium-sized companiesaf§ (cf. European Commission
2017b, n.p.).

Austria is close to the EU average for Internet, dSeper cent of Austrians have not

yet used the Internet (EU average: 14 per cent)ileMmongst the more highly

112 Basic digital skills are, for example, the use wiaéd services, editing tools, the ability to instew devices, etc.
(cf. European Commission 2017c, n.p.)

113 At least 250 employees

114 Ten to 249 employees
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educated only 2.5 per cent have never yet useththmnet, the figure is 33 per cent for
those with low education. 7 per cent of personmffagh-income households and 16
per cent of persons from low-income households mate/et used the Internet. This is
significantly fewer persons than the EU averageg@0cent). There is also a positive
correlation between the age and quantity of ‘oéftsl. While just 0.5 per cent of 16 -
24-year-olds have never been online before, thadigs 7 per cent for 25 - 54-year-

olds and 31 per cent for 55 - 74-year-olds (cf.dpean Commission 2017b, n.p.).

A total of 66 per cent of Austrian ‘onliners’ an® per cent of Austrians in general
consume news on the Internet (EU average: 70 per mspectively 58 per cent). Of
Austrians with a high level of education, 74 pemta@ad online newspapers, while this
figure is only 34 per cent for those with a lowdéewf education. In this area, the figure
for use is also lower in older population groupsoagst 16 - 24-year-olds, 77 per cent
read newspapers on the Internet; the figure ise8Zent for 25 - 54-year-olds and 35

per cent for 55 - 74-year-olds (cf. European Comsmis2017b, n.p.).

1.2 Digital divides

Even if Austria performs relatively well with reghto digitalisation in comparison
with other EU countries and belongs to the groupddgjital followers’ (along with
Belgium, Germany, Ireland, Malta, Poland, Portu@vakia, Spain and the UK; cf.
Cruz-Jesus, Oliveira and Bacao 2012, 284), whenctreelation between socio-
demographic factors and actual use, respectivglyatliskills, is considered, a digital
divide becomes apparent within Austria. This obagon supports Jan van Dijk’s
thesis from 2005, which says that ‘the digital devis deepening where it has stopped
widening’ (van Dijk 2005, 2). According to this, difference in use and skills is
exhibited in regions where access to the Intersetidely distributed, (cf. van Dijk
2005, 2).

The exclusion of a part of the population from titisation is problematic because the
public life of the community is increasingly beirgrganised digitally. Citizens’
individual lifestyle options therefore depend oe tise of the Internet. Social status is
also increasingly influenced by Internet use argitali skills: ‘The ways in which we
use the Internet, our skills and digital backgrquodr digital and social capital, all
influence our social status’ (Ragnedda 2017, 7BgcBically, digital exclusion affects

economic (e.g. job seeking), social (contacts)ijtipal (elections and other types of
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political participation), cultural (participatiom ia cyber-culture) and spatial contexts
(skills, leading a mobile life), and it affects fitgtional areas (realisation of civil
rights) (cf. van Dijk 2013, 35).

Table 1: Austria’s Digital Divide

Education Income Age
Younger | Older
High Low High Low 2
(18 - 24) | (55 - 74)
Submitting a
) 42.4 16.8 37.9 29.4 - -
form online
R lar Int t
SBLLATINEEME 95.8 58.2 88.8 77.9 98.4 58.5
use
Basic digital skills 87.7 36.1 73.9 53.1 90.8 39.0
H t t d
e e R 2.5 33 7 16 0.5 31
the Internet
Consumption of
_ 74 34 - - 77 35
online news
Online banking 73 24 61 50 56 30

Source: European Commission

2. The results of the expert survey

The surveyed experts identified disadvantages @&t plersonal, economic and
democratic policy-making levels with which offliserconsider themselves to be
confronted, whereby economic disadvantages areidsnesl to be the biggest

limitations.
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2.1 The individual

At the personal level, one representative from ISaternet sees Austrians who are not
digitally educated as challenged; she says thar gdrsons often rely on support from
children, acquaintances or others, e.g. when dpgratavel ticket machines. This
gives them the feeling of having lost connectiorcdss to (practical) information is
also made more difficult for offliners; for exampléandbooks and operating
instructions are often only available online nowllsB(e.g. telephone bills) are also

being sent offline less and less, as one acadetperenoted.

The representative from the C3W cites the tuiti@esf of students, for which
information is only available online, as a specdixample: ‘Those who don’t check
their inboxes don’t even know whether or when ant®ware to be paid.” Another
problem in this context for students, and for sdétitdren as well, is when they are
required to use services and messengers the datiectoon measures of which are
classified as doubtful, such as WhatsApp or Fadelgroups. This means that even
‘digital natives’ who grew up with Internet use aasla rule are comfortable with it are

put at a disadvantage if they don’t want to conserie use of questionable services.

Additional specific everyday limitations arise dtethe decreasing number of rural
bank branches and the fees that are charged mtea @r offline services, as

respondents from the ORF, academia and epicentiiswote.

Those who cannot or will not access informationrentun the risk of an information
deficit, warns one media expert. According to repreatives of the Democracy Centre
Vienna, ZARA and Safeinternet.at, the resultingadracks include higher expense for
visits to authorities, an education deficit, hamnthe labour market (lacking digital
qualifications) and lacking digital networking th#& important for professional
development. Representatives of ISPA see a negdymamic in this area on the

labour market that scarcely grants chances of ashraant to lower-educated persons.
2.2 The economy

At the economic level, offliners must cope withatigantages in terms of price and
time when purchasing products, according to thessssent of a respondent from the
ORF. Price comparisons and the ability to viewnggionline would clearly be simpler

and accessible to the population at large, whigtresssed by the representatives from

nic.at and the C3W. Offline customers would be disadvantage here with respect to
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information. One such disadvantage is created wlmrg waiting times and

inadequately trained personnel are encountered wbesumers use the service and
support hotlines of Austrian companies, notes #masentative of the C3W. In her
observation, offliners are also confronted withadigantages in terms of price and time
when booking flights and trips. Utilising the se®$ of travel agents is often more

expensive and time-consuming and requires the coessi physical presence.

It is also becoming increasingly common that offeesinot be taken advantage of
without the use of online tools. In this contexie representative from the C3W cites
automobile-sharing service car2go, which requirea@p that in turn accesses location

data.

For companies, it is problematic that organisatiaresforced, regardless of their size,
to use FinanzOnline since there is no longer aflinefversion available and invoices

to public administration can only be submitted gleucally via an online tool.

2.3 Democracy

With respect to democratic policy, the expertsneate that the digital divide is not yet
a threat. Previously, the public authorities, faample, excluded no one with their
‘You Can Use Online Services But You Don't Have Tapproach, says the
representative of the C3W. But the problems ameadly becoming apparent. Offliners
generally have a more difficult time accessing linfation, are less connected and are
put at a disadvantage with regard to mobilisatigmioms. A representative of the
Democracy Centre Vienna cites non-participatioromtine campaigns, such as those
for the signing of petitions, as a concrete example

From a democratic policy perspective, the availgbdnd use of relevant information
is vital. A respondent from the ORF assumes thatihtribution of information via the
media will be so strongly digitalised in future thadfliners will have to contend with
severe disadvantages. Representatives from npeatfisally cite the expected decline
in variety or even disappearance of print mediee aoademic expert adds encrypted

digital antenna television and the changeovergadaliradio.

Offliners will also have more difficulty making timeopinions heard, notes a
representative of the Democracy Centre. A reprasigat of the ORF phrases it in
concrete termsilf people’s interests — the official “public opiom” — are observed

primarily by analysing private data from online comnication, offliners will become
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“voiceless” [and], consequently, underrepresentethis can in turn lead to exclusion,
fragmentation and stratification and threaten pgodition in democratic decisions, say
experts from the New Institute for Culture Techigs and academia. In this context,
an ORF representative emphasises that ‘it is intipera that public
communication...[must] remain open to all segmesftshe population and at least
make a claim of being understood, perceived andl use all’. In his opinion,
segmentation due to deepening of the digital divgléo be expected, which will

significantly weaken democracy.

2.4 Measures

The surveyed experts view the previous measures tekcombat the digital divide as
insufficient. A representative from epicenter.woti&gels the criticism that sensitising
initiatives by the federal government for digitalion are often no more than
advertising for individual companies. He cites ftthgital roadmap’ as an example, for
which a lobbying agency was commissioned to orgaaigic involvement in Austria.

Representatives of the VAP, the C3W and ZARA se@lmaivil society as active

players on this field. While the initiatives weresttive, a representative from the

Institute for Culture Technology says that theyavweot enough.

A representative of the Digital Society sees a lgmobprimarily in the fact that life-
long learning is not enshrined in Austrian cultundyich is necessary with regard to
digitalisation. For one thing, the state is challesh to inspire a change in thinking, and
for another, citizens must also be given opporiemito continue their education. This
must include the entire education system, rightaupdult education centres. Funding
for safe and competent interaction with the Inteared the corresponding services for
the necessary media competence are estimated tosbiicient by the experts. A
spokesperson from the VOZ finds that media competeducation is available only to
a very rudimentary extent at the moment and measioréncrease competence have
been neglected. The VOZ, the C3W, ISPA and thetunstfor Culture Technologies
especially criticise the lacking training and caned education of teachers in the area
of media competence and the lacking requirement sfdrools to impart media
competence. In addition, the representative of @8N notes that, along with
specialised education, the technical equipmentlads is also inadequate, especially

supplies of fibre optics.
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Along with public institutions, at least partialsponsibility for community media
competence training is ascribed to the media.

The spokesperson from the VOZ cites the ‘Zeitungdém Schule’ [Newspaper in
Schools] project as a positive example. One acadexpert also sees potential in
traditional work to spread information on publicngee television, for example

through TV instruction broadcasts.

3. Conclusion

Access to and exchange of information is signifigasupported and facilitated by the
Internet. This results in both benefits for societyl drawbacks for individuals who are

excluded from digitalisation.

In Austria, there are differences in usage, prilmabetween lower-educated and
higher-educated persons, those with lower incomdgfaose with higher incomes, and
between younger people and older people. Persoagiwinot participate in digital life

also experience disadvantages in the offline wdfichm an economic perspective,

offliners must cope with time and price disadvaatag

Austria is also confronted with problems in ternfsdemocratic policy, which are
caused by opinions not being heard, but also biingcmedia competence. The fact
that only a third of lower-educated Austrians hbasic digital skills is alarming in an
age of algorithms, filter bubbles and fake newsorder to counteract this problematic
trend, both civil society initiatives must be praea, and government measures must
be taken. This includes promoting a culture of-ldieg learning and fostering media
competence in kindergartens and schools up to iahoolleges and universities,
which can be achieved not only with improved tnagnifor teachers but also with

sufficient technical equipment.
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D. Summary evaluation in ten theses

In the understanding of Recommendation of the CibwicEurope CM/Rec(2016)5,

Internet freedom is largely guaranteed in AustNeither the analysis of the legal
requirements and conditions nor the contemplatiboival society assessments have
unearthed any serious restrictions. The resulthisfinvestigation are summarised in

ten theses below.

1. Internet freedom as a fundamental right

Freedom of the Internet in Austria is assured ibr@ad and robust manner at the
constitutional level through the fundamental righié free speech, freedom of

information and freedom of the media. These funddaleights protect the use of the

Internet, and indeed, with respect to the use efa$sociated technical infrastructure,
access to the Internet and free communication usiagnternet. The corresponding

fundamental rights are guaranteed in provision&usitrian

constitutional law and in Article 10 of the Europeduman Rights Convention. The

fact that the European Human Rights Conventionitsnelevant guarantees are ranked
at the constitutional level in Austria and granbjsative rights that are enforceable in
court is especially significant. This fundamentghts protection is supplemented by
the applicable fundamental rights in the Charterttif Fundamental Rights of the

European Union.
2. Access to the Internet

There are no significant legal barriers to Interaetess under Austrian law. Free
access is guaranteed at the constitutional levethbyaforementioned fundamental
rights of free speech and freedom of the mediais Ishaped by corresponding
regulations of the Telecommunications Act and thedM Act, which ensure that
access to, and use of, the Internet are open t@arspn without official permission

within the framework of specific regulatory actions
3. Blocking

Websites are not blocked or filtered in Austria daeofficial government decrees.
However, the owners of copyright-protected righssipported by corresponding

authorisation under the Copyright Act, can (alssgeat claims for injunctive relief vis-
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a-vis ISPs, which must take appropriate measureensure that users do not
unlawfully access protected content. Even if thigechanism complies with the
requirements of constitutional and EU law on piitei especially with respect to the
preservation of the rights of data subjects andofiteon to obtain relief, there are not
insignificant legal uncertainties, especially oe thide of the provider, and practical

legal protection gaps in this context.

There are indeed security measures available umeelia law in order to remove
illegal content on the Internet by deletion, pra&ddhat the content is distributed via
online media that are governed by the Media Actweleer, functional equivalents to
the traditional mechanisms under media law forwgeiand confiscation that account
for the peculiarities of the Internet are lackifg long as the private stakeholders
alone, that is, primarily the providers, are the®to enact blocking without sufficient
judicial controls, there is a risk of ‘over-blocginand ‘the imperative for constitutional

proceedings is not sufficiently accounted for.

This likewise exhibits the limitations of ‘self-refgtion’ by private stakeholders, which
should only be relied upon if they are implementsthg transparent procedures and
with the rights of data subjects being protectedcuivent attempted reform to legal
policy, through which providers should be authatise the form of an extremely
vague regulation to take measures to secure traficper article 3 of the TSM
Regulation in order to prevent only generally citediminally relevant behaviour’ (on

this, see p. 38 and footnote 67), is being regst&rith anxiety.
4. Net neutrality

The guarantee of unhindered and discrimination-da®ess to the Internet is ensured in
Austria by the direct applicability of the EU regtibn on measures pertaining to
access to the open Internet. However, questiordetails with respect to the scope of
traffic management in general and traffic-securmgasures in particular remain
unanswered. With regard to such measures, themeitber transparency nor an
obligation for operators to provide informationdait is at their discretion what level
of service quality they guarantee based on technecpirements and how long they
regard restrictions, if any, as necessary. Suchvites of service providers, which
should be limited to technical requirements, seenbé insufficiently scrutinised.

However, whether effective scrutiny measures waalét all necessary and reasonable
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cannot yet be assessed at the present time. Agtaelice should be observed with
heightened attention by stakeholders in politickn@istration, the economy and civil
society, in any case. Restrictions to Internetdoge resulting from this should not be
ruled out.

5. Regulating content

The report gives an overview the applicable critarad civil regulations that set the
limitations of lawfulness for Internet communicatidor the purpose of content
regulation. They include severe encroachments pposonality rights (abuse, invasion
of privacy), penalise severe forms of incitemend amake certain manifestations of
cyber-stalking and cyber-bullying punishable. Tloarts take the guarantee of free
speech into account in the enforcement of thesenoff definitions, so overreaching
and disproportionate restrictions to this freedom @aot a risk on principle. In the
opinion of the surveyed stakeholders from civilistg the case law of the Austrian
courts also does not give cause for complaint. dpy@icable criminal-law limitations
are viewed as essentially sufficient. Problems ofua enforcement can arise,
primarily in connection with abusive language atiteo encroachments on personality
rights, especially with respect to the extraterrdidy and lack of borders of the

Internet and the not insignificant costs of prosecu

As yet, hate speech has not reached an extentstridthat would make measures that
exceed the protection ensured by the criminal leyiee necessary. However, from a
commercial perspective, programmed application$ tipgn up echo chambers and
filter bubbles in which differing opinions are systatically excluded are a threat to
equitable public discourse. Even if such intrindjcalosed communication spaces are
not a new development, the easy accessibility anddodistribution offered by the

Internet lends this phenomenon additional signiitga The phenomenon of mass-
distributed fake news, which is likewise not in awmay new, has experienced an

undesired intensification through the mechanisraabio chambers.

Online content that is illegal, or even abusivgurious, offensive or demeaning, can
be reported to various authorities in Austria. Treporting system, which is partly
public and partly organised through civil socieggnerally functions effectively. The
cooperation between these reporting offices andegoment officials (such as
prosecutors) can and should be improved furthereWHegal content is reported to

police departments, trained and competent offi@adsoccasionally lacking.
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The restrictions of the public service broadcasteter the ORF-G represents a special
case in the assessment of the restriction of latecontent. The removal of content
seven days after it is broadcast, and any quawgtagstriction of online postings and
reports, represent a significant restriction oéinet freedom not only for the ORF but

also for citizens.
6. The right to information

The fact that the right to official secrecy remaershrined in Austrian constitutional
law and that in practice there are still some eregigd beliefs about the scope of
government secrecy is rightly criticised in puldiebate. Reform has been sought for a
long time and aims to pass a freedom of informalén that would comprehensively
oblige the authorities to provide information om @liblic matters and should grant
citizens the right of access to information. Howeuaore specific details on the
drafting of this claim is the subject of ongoingalission, and the fate of this draft is

still open.
7. Data protection and privacy

The protection of privacy is under increasing puessin Austria due to digital

technologies. This is particularly clear in the a$esmartphones because of their wide
distribution (primarily amongst young people). Datatection problems due to cloud
services, but above all due to big data applicaticare less obvious, yet no less

pressing.

The General Data Protection Regulation (GDPR) dm&l Austrian Data Protection
Amendment Act cover many of these challenges, byecentributing to better future
protection of privacy in Austria. However, effedivenforcement will be crucial.
Practical testing of the new data protection ldgahework is thus awaited. Even now
there is scepticism regarding whether the GDPR mg#lolve fundamental questions

about contemporary data protection.

The tension between data protection and the freeafgournalistic, academic, literary
and artistic activities has not yet sufficientlyeberesolved by the Data Protection
Amendment Act (section 9 DSG) because the statutegulations outline the scope

and applicability of exemption from provisions bétlaw only very vaguely.

Privacy protection in Austria is also marked bykiag awareness of problems, which

is connected with the call to expand media competerThis affects not only
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individuals but also companies and public instin$. Particularly public institutions

are called upon to take on the role of forerunnedfta protection in Austria.
8. Data protection, privacy and public security

As in all constitutional democracies, the tensi@ween the requirements of public
security in times of terrorism and serious crimigahg activity on the one hand and
the proper protection of civil freedoms on the otheses special challenges in Austria.
The police and judicial authorities are equippedhwiroad investigative measures
through the corresponding laws that also enablesscto traffic and location data of
Internet communication, as well as — indeed onlghwudicial authorisation —

surveillance of the content of Internet communmati However, the relevant

surveillance measures are subject to scrutiny bycturts and special legal protection
officers; the case law primarily of the Constitu@ Court ensures that the
constitutionality of the measures provided for untlee law can be checked with

respect to sufficient certainty of the laws andrthecessity.

Current proposed reforms aim for a broader expansidhese powers. It is mainly the
surveillance of Internet-based communication byabthorities that was provided for
in a draft that has resulted in critical publicalissions, regardless of the fact that this
mechanism is meant to be utilised only with thesexice of a justified suspicion that a
crime has been committed and with an order frompihiglic prosecutor and judicial

approval.
9. Actual accessibility

The gap between access and actual use of thedhtarawn as the ‘digital divide’ has
lost significance in Austria in the last two decad@&he by far overwhelming
proportion of households have access to an Intexombection of broadband quality
(grid-bound or mobile). Those who live in houselsoldthout an Internet connection
can obtain access to the Internet in easily addesgiublic institutions. However,
socio-economic differences remain. Significant efiéhces in user competence are
apparent along the lines of formal education, ine@nd age; gender plays hardly any
role. However, these stratified differences meat the problems of the digital divide
will not resolve themselves with the passage oktiffhe growing quantity of public
and private services that are offered and can l#emae of only over the Internet is

putting people who lack Internet competence atrameasing disadvantage. When
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digital mechanisms for participating in the demdicrdecision-making process (e.g. all
forms of electronic voting) are designed, thesepfeeshould be taken into account,

including over the long term.
10. Digital media competence

The expansion of Internet competence is a prerggu@ being able to make full use
of Internet freedom, and being able to arm onemsgdiinst the challenges that present
themselves when this freedom is exercised. Thisamsipn is the responsibility of
individuals, on the one hand, and on the othestat has a duty to enable individuals
to obtain competence. Educational institutionsmfrelementary schools to colleges,
are central, but institutions of adult education difelong learning are also crucial.
Digital competence means not only mastering apipdicanterfaces, but also building
knowledge and understanding of function, institudibstructures and the rights, duties
and challenges associated with use. Only when ingildsuch competence is
implemented comprehensively can positive Intermeedom and overcoming the

digital divide in Austria be discussed.
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racism Work]
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Appendix: Recommendation CM/Rec(2016)5

Recommendation CM/Rec(2016)5 of the Committee of Misters to the member
states on Internet freedom

(Adopted by the Committee of Ministers on 13 Af016 at the 1253rd meeting of the
Ministers’ Deputies)

1. The European Convention on Human Rights (ETS Nohédsginafter “the
Convention”) applies both offline and online. Theucil of Europe member States
have negative and positive obligations to respeaitect and promote human rights

and fundamental freedoms on the Internet.

2. Internet freedom is understood as the exerciseeajuyment on the Internet of
human rights and fundamental freedoms and theitegtion in compliance with the
Convention and the International Covenant on Giwdl Political Rights. The member
States of the Council of Europe should take a ghaa@pproach to implementing the
Convention and other Council of Europe standards wegard to the Internet. The
understanding of Internet freedom should be a cehemsive one and firmly based on

these standards.

3. Internet governance arrangements, whether natioegipnal or global, must
build on this understanding of Internet freedonat& have rights and responsibilities
with regard to international Internet-related pplitn the exercise of their sovereign
rights, States should, subject to international, lesfrain from any action that would
directly or indirectly harm persons or entitiesides or outside of their jurisdiction.
Any national decision or action restricting humaghts and fundamental rights on the
Internet must comply with international obligatioasd in particular be based on law.
It must be necessary in a democratic society, fultgpect the principles of
proportionality and guarantee access to remediéstla@ right to be heard and to

appeal with due process safeguards.

4, As part of their obligation to secure to everyonighim their jurisdiction the

rights and freedoms enshrined in the ConventioafeStshould create an enabling
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environment for Internet freedom. To this endsitecommended that States carry out
regular evaluations of the Internet freedom envment at the national level, with a
view to ensuring that the necessary legal, econ@anit political conditions are in
place for Internet freedom to exist and develoghSevaluations contribute to a better
understanding of the application of the Conventorthe Internet in member States

and to its better implementation by national auties:.

5. The Convention and other Council of Europe starslgmbvide benchmarks
and references for national evaluations of Intefreetdom. They can be considered as
indicators which guide and enable member Statesldatify existing or potential
challenges to Internet freedom, as an analyticaméwork to evaluate the
implementation of human rights standards on thertat and as a reference for

developing international policy and approachegireiao the Internet.

6. The Council of Europe should play a key role inmpoding Internet freedom in

Europe and globally. Building on member Statesiamat evaluations, the Council of
Europe can observe the evolution of regulatory &éaorks and other developments in
its member States and provide regular overviewtherchallenges to Internet freedom
in Europe. This would be a good basis for furthevedopment of Council of Europe

Internet-related policies.

7. The Committee of Ministers, under the terms of @etil5b of the Statute of

the Council of Europe, recommends that member State

» periodically evaluate the level of respect for angplementation of human
rights and fundamental freedom standards with tetg@athe Internet, using the
indicators in the appendix to this recommendatwith a view to elaborating
national reports, wherever appropriate;

* ensure the participation of all stakeholders frtv private sector, civil society,
academia and the technical community, in their eetpe roles, in the
evaluation of the state of Internet freedom angaration of national reports;

e consider sharing, on a voluntary basis, informatmnnational reports on

Internet freedom with the Council of Europe;
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* be guided by and promote these indicators whencpting in international
dialogue and international policy making on Intérineedom;

» take appropriate measures to promote the UnitebhatGuiding Principles
on Business and Human Rights: Implementing the ddniflations ‘Protect,

Respect, and Remedy’ Framework”.



