
  

 

 



The Council of Europe International 
Conference on the abuse of 
livestreaming, gaming and virtual reality 
services and platforms by terrorist actors 
will explore how terrorists and violent 
extremists are adapting to new 
technologies and the potential 
responses to this threat. The Conference 
follows up on the Digital Conference on 
Countering Terrorist Communications 
which was organised in early 2023.  

 

This Conference will focus on 
contemporary trends and emerging 
threats related to various digital 
technologies, from the “gamification” of 
terrorism to the use of livestreaming and 
video-sharing services by terrorists and 
violent extremists to broadcast and 
spread footage of terrorist attacks. The 
event will also discuss policy options and 
how national authorities can cooperate 
with international counterparts and 
technology companies to address this 
threat. 

The gaming industry is the world’s most 
profitable entertainment industry, 
surpassing film, television and music in 
terms of total revenue, building a market 
that reaches players of all nationalities, 
ages and genders.  

While there are many positive aspects to 
gaming and online connectivity, there 
are significant concerns that the global 
scope of some gaming platforms and 
services can be exploited by terrorists 
and violent extremists to reach potential 
audiences who would otherwise be 
inaccessible through traditional media 
platforms and offline sources.  

The capacity to connect millions of users 
with non-public spaces, restricted 
communities and private servers, 
gaming, and gaming-related services, 
terrorists and violent extremists have 

used these services to lure and 
manipulate vulnerable individuals into 
extremism-rich environments. 
Consequently, the intersection of gaming 
and violent extremism raises specific 
issues for young people and children.  

Terrorist groups have long shown the 
ability to adapt to emerging technology, 
adjusting their strategies and tactics as 
new capabilities enable them to spread 
their ideologies and narratives to a 
variety of target audiences, but also to 
engage and mobilise supporters and 
sympathisers.  

Consequently, the Council of Europe is 
working to help improve co-operation 
between policymakers, law enforcement 
and the private sector to prevent 
terrorists abusing a range of digital 
platforms and gaming services. 

 

https://www.coe.int/en/web/counter-terrorism/countering-terrorist-communications
https://www.coe.int/en/web/counter-terrorism/countering-terrorist-communications




 



 

Session I: New Technology, New 
Opportunities? Terrorist and violent 
extremist adoption and innovation   

This opening session is intended to provide 
participants with an overview of the main 
issues and challenges concerning the 
adoption and abuse of new and emerging 
technologies by terrorists and violent 
extremists. As such, it will look at the current 
trends in the digital threat landscape, the 
primary motivations behind terrorist 
adoption of new technologies, and the 
potential ways such technologies could be 
abused by terrorists and violent extremists.  

 

Session II: Gamification of Terrorism: 
Gaming Platforms, Virtual Reality and 
the hidden corners of the internet 

This session will look at the risks posed by 
new technology, such as virtual reality or 
gaming platforms, and how these may be 
abused by terrorist actors to prepare, 
coordinate or plan terrorist incidents, or to 
recruit new members. Among other topics, 
this will look at the ways in which gaming 
platforms are used by terrorists and violent 
extremists, as well as the ways in which the 
concepts and principles of gaming have been 
applied by some communities to increase 
engagement with terrorist propaganda 
aimed at radicalising or recruiting to 
terrorism.  

 

 

Session III: Enhancing international 
cooperation to prevent the abuse of 
internet platforms by terrorists and 
violent extremists 

This session will look at the means available 
to relevant national authorities to collectively 
address risks posed by terrorist and violent 
extremist misuse of new technologies such 
as virtual reality or gaming platforms. It will 
also look at some of the main identified 
challenges relating to international 
cooperation in this area, such as the 
difficulties faced by law enforcement in 
accessing and receiving data held by private 
companies, or the practical difficulties in 
following up on potential violent extremist or 
terrorist activity that leaves a small digital 
footprint. The session will also look at some 
of the training and specialisations needed to 
improve cooperation and collaboration in 
this space. 

Session IV: Livestreamed terrorism: 
detecting and suppressing attacks in 
real-time 

This session will focus on the particular 
challenges related to livestreamed terrorist 
attacks. It will look at both the regulatory and 
technical aspects of terrorist abuse of 
livestreaming services, drawing on the work 
of international initiatives such as the 
Christchurch Call developed jointly by New 
Zealand and France in the wake of the 2019 
livestreamed attack. The Session will further 
look at early-warning systems and ways to 
quickly reduce the spread and impact of 



these livestreamed incidents across the 
internet. 

Session V: Policy and regulatory 
approaches to terrorist abuse of new 
technologies 

This Session will look at some at the current 
and potential policy approaches to prevent 
terrorist and violent extremists from abusing 
the platforms and technologies discussed 
throughout the Conference. Notably, it will 
look at various legislative and regulatory 
approaches at national level as well as 
relevant international initiatives by 
international organisations and private 
sector companies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Session VI: P/CVE, Youth and Gender: 
Building safe and reliable 
entertainment spaces free from 
violent extremism and terrorism 

This Session will wrap up the Conference by 
looking at some of the key lessons and 
approaches national authorities can take 
specific to prevent young people and 
children from being exposed or drawn into 
violent extremism. The session will explore a 
range of policies and activities, particularly 
those related to content moderation, digital 
literacy, education and other areas designed 
to help ensure that online spaces are, as far 
as possible, free from violent extremism and 
terrorism. 


