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How Websites Facilitate Transplant Tourism



https://tebmedtourism.com/iran-the-best-destination-for-kidney-transplant/

“Today in Iran, it can be said that there is the shortest waiting list for a kidney 

transplant.

While the waiting time for a kidney transplant in a developed country, like the 

United States, is between 4 and 12 years, this time in Iran is about six months for a 

transplant from a living person and about one year for a brain-dead donor.

Of course, it must be noted that under Iranian law, non-Iranians can’t receive 

kidneys from Iranians. The solution for non-Iranians, who need a kidney 

transplant, is to bring a suitable donor of their own nationality to Iran as a 

kidney donor.

Therefore, if you are thinking of kidney transplantation or you are tired of dialysis, 

do not forget Iran as one of the most distinguished medical destinations, with the 

most advanced and at the same time the cheapest medical facilities.”



https://tebmedtourism.com/iran-the-best-destination-for-kidney-transplant/



https://www.jupiterhospital.com/thane/international-patients/



Tianjin website (taken down June 2014)



How Websites Facilitate Transplant Tourism



Evidence from Michael Falls, a data collection 

and technology manager at the Anti-Human 

Trafficking Intelligence Initiative.

https://followmoneyfightslavery.org/new/the-dark-side-of-
transplant-tourism-inside-the-illegal-organ-black-market/



• The digital transformation of 
society has created new vectors 
for trafficking operations, 
particularly through social media 
recruitment and dark web 
transactions. 

• This systematic review synthesizes 
research on the intersection of 
human trafficking, technology, and 
machine learning interventions, 
with special emphasis on organ 
trafficking.

Leveraging Machine Learning to Combat Human Trafficking in the 
Digital Age: A Systematic Review with Focus on Organ Trafficking

Unpublished data; manuscript in writing



SOCIAL MEDIA

• Facebook commonest platform

• Deceptive job offers

• Relationship grooming

• Chat groups (e.g., debt relief, 

financial relief)

DARK WEB

• Anonymity for illegal trading 

(mainly using cryptocurrencies)

• A 2024 study found 15 active 

forums dedicated to organ 

trading

1. Machine learning algorithms can be trained to identify patterns in 
online advertisements to identify potential trafficking victims and 
traffickers. 

2. Machine learning algorithms can be used to analyse social media 
activity and patterns to identify potential trafficking victims. 

3. Machine learning algorithms can be used to analyse online 
transactions related to organ trafficking to identify these payment 
patterns and alert law enforcement.

4. Machine learning algorithms can be used to analyse transplant 
related data, including annual transplant numbers, number of 
transplant beds in hospitals, public organ donation numbers, 
societal willingness to donate organs, etc. to calculate patterns 
that would help to produce a statistical probability for official 
transplant numbers for different countries.

Leveraging Machine Learning to Combat Human Trafficking in the 
Digital Age: A Systematic Review with Focus on Organ Trafficking

Unpublished data; manuscript in writing



Based on our evidence synthesis, a comprehensive risk scoring system for 
detecting potential trafficking content on social media integrating multiple 
indicators across four key dimensions:

• Linguistic Markers (40%): Trafficking terminology, deceptive job offers, coercive 
language

• Network Analysis (25%): Connection patterns, geographic distribution of 
contacts

• Behavioral Patterns (20%): Posting frequency, geographic movement, account 
activity changes

• Visual Content Analysis (15%): Image analysis, environmental indicators, 
identity verification

The system calculates a composite risk score (0-100) with thresholds for 
low, medium, and high risk. For organ trafficking, specialized indicators 
include medical terminology, transplant tourism language, and connections 
to known hotspots.

Proposed Risk Scoring System To Monitor Websites

Initial validation shows 86% 

accuracy in detecting trafficking 

content, 92% precision for organ 

trafficking specifically, and a 

false positive rate of 3%.

Unpublished data; manuscript in writing



Architecture of Agent-Based Intervention Models for 
Combating Human Trafficking

Agent-based models (ABMs) 

represent a computational 

approach that simulates the 

actions and interactions of 

autonomous agents within a 

complex system. 

Unlike traditional statistical 

models that operate on 

aggregate data, ABMs focus on 

individual entities (agents) 

rather than aggregate data and 

follow programmed rules of 

behavior while interacting with 

their environment and other 

agents to detect complex 

system-level patterns.

DETECTION 

AGENTS

ANALYSIS 

AGENTS

• Risk scoring

• Network 

analysis

• Content analysis

• Behavioral 

analysis

• Cross-platform 

correlation

• Social media

• Dark web 

• Financial 

transactions

• Medical tourism

• Transplant data

INTERVENTION 

AGENTS

• Alert 

generation

• Law 

enforcement 

liaison

• Counter-

messaging

• Victim support

• Platform 

policy 

enforcement

LEARNING 

AGENTS

• Model update

• Pattern 

learning

• Synthetic data 

generation

• Performance 

evaluation

• Feedback 

integration

Unpublished data; manuscript in writing



While theoretical, components of this 
approach are already in use:

• Thorn's Spotlight: Uses machine 
learning to identify potential child 
trafficking victims in online 
advertisements.

• Financial Intelligence Units: 
Deploys automated systems to 
detect suspicious transaction 
patterns related to trafficking.

• Social Media Monitoring Tools: 
Identifies potential recruitment and 
grooming activities on major 
platforms.

Real-World Applications and Limitations

Current limitations include:

• Data Access Restrictions: 
Privacy regulations and platform 
policies limit access to relevant 
data.

• Computational Requirements: 
Full-scale implementation would 
require significant computing 
resources.

• Cross-Border Coordination: 
International legal frameworks for 
data sharing and intervention 
remain underdeveloped.

• Ethical Concerns: Balancing 
surveillance capabilities with 
privacy and civil liberties remains 
challenging.



• Initial Detection: A Social Media Monitor Agent identifies a pattern of 
private messages to individuals who have posted about financial hardship, 
offering "medical opportunities" with substantial compensation.

• Cross-Platform Correlation: A Cross-Platform Correlation Agent links 
these messages to dark web forum discussions about "fresh kidneys" 
available in a specific region.

• Network Analysis: A Network Analysis Agent constructs a graph 
connecting the social media recruiter, dark web broker, and several 
potential victims, identifying a previously unknown trafficking network.

• Risk Assessment: A Risk Scoring Agent calculates a high-risk score 
(87/100) based on linguistic patterns, network structure, and behavioral 
indicators.

• Intervention: An Alert Generation Agent notifies law enforcement with 
detailed intelligence about the network, while Counter-Messaging Agents 
deploy targeted warnings to potential victims.

• Learning: After successful intervention, Pattern Learning Agents identify 
new linguistic codes used by the traffickers, updating detection models 
accordingly.

Theoretical Case Study: Organ Trafficking Website Detection



Thank you for you attention
Adnan.Sharif@uhb.nhs.uk
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      @IPATransplant_ 

www.ipatransplant.com 
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