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Why measure and What to measure?

 The challenge of newly criminalised acts

 Online stalking, malware/ransomware, money 
laundering, transnational bribery, eco/wildlife 
crimes

 The challenge of changing forms of criminality

 From local to global victim-offender relationships

 Crimes without specific individual or business victims

 Crimes with victims in multiple countries

 The politics of (non)measurement

 Measures of frequency

 Measures of multiple victimisation

 Measures of cost and harm

 Does harm include fear (e.g. fear of cyber?)

 Deconstructing and dismantling hype



Reform Efforts (USA)

 US Modernizing Crime Statistics mainly fights classical wars 
against the narrowness of Uniform Crime Reports

 Neglects cybercrimes & offline fraud, money laundering

 The proposed classification includes a list of behavioral definitions (and
code/reference numbers) that is meant t o evoke "familiar" classification
schema, but it includes as a coequal part of the overall classification a set
of detailed attributes of the incident itself, and of the victims, the known
perpetrators, and the relationship between the victim and the offender

 Very little follow up/implementation under the Trump administration 
so still just personal identity fraud covered by the NCVS and separate 
from the general victimization survey.  No corporate or government 
cyber victimization survey efforts or reforms to official data.

 the FBI has committed to moving entirely to National Incident reporting at the 
end of January 2021 even though many police departments are unable (or 
unwilling) to make the switch. BJS estimates that nearly a quarter of US police 
agencies could end up trading the ability to report solid, local data for 
inclusion in the Uniform Crime Report for “national estimates” for offenses 
that occur after January 1, 2021 (2019.2 NIBRS User Manual)



Reform Efforts (non-US)

 “Fraud: Almost all countries provided data on fraud, although 
only a few of them could adopt the standard definition. Due to 
different definitions the rate per 100 000 being reported varied 
greatly (mean rate 179, ranging between 4 and 1219)”   
European Sourcebook, 2014

 Eurostat crime data – largely absent

 UK – cybercrime and fraud v individuals and business (but 
not government), data breach surveys, UK Finance (card 
fraud)

 Australia - Identity crime & misuse in Australia, ACSC, ACCC 
scams

 ICCS - the Cybercrime-related (Cy) tag serves to identify various 
forms of crime committed with the use of a computer (e.g.  
internet fraud, cyber-stalking or violation of copyright through 
electronic dissemination)

 the Geographical location (Geo) tag enables the regional 
location of the crime within the country and identifies crimes 
recorded as “extraterritorial” crimes

 Private sector surveys (e.g. antivirus firms, Deloitte, PwC)



Disaggregation data 
ICCS





Some threats and responses

 The variegated threat landscape from 

cyber/cryptocurrencies

 Threats of what to whom by whom? Harms of what to/by 
whom?

 Cyber security 'the new frontier of warfare, espionage’

 From NATO responses to Internet of Things connected threats

 The growing elision between national and human security

 Incidence, damage, fear, concern, and how firms & 

individuals carry out cost-benefit judgments in practice 

 Easier to design in relevant data at reporting stage than 
afterwards

 Who and how many use Uber/Facebook/Equifax/Marriott/BA 
etc. less now than before revelation of data breaches?



How much e-crime & what kinds?

 Guesstimates of the cost of cybercrimes (controversial)

 Why is knowing how much money/harm or what 
proportion of a population – or sub-groups – are victims 
important?

 The problem of ‘facts by repetition

 Are past trends much guide to the future?

 Data breaches and collateral damage/corruption 
opportunities

 What can the Council of Europe do to assist data 
collection


