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n. Data Protection Framework in Korea
1. The Change of Data Protection in Korea

Public Sector — Public EU & Korea discuss
Agency Data Protection Act Adequacy decision based
* Private Sector is regulated The Personal Information on the Network Act
by specific laws Protection Act (General Data A
Protection Act) is enacted n
'?‘ (The PIPC is established) .
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Act on the Use and <
Protection of Location _
Information (Location KCC fines global

Information Act, KCC) companies like Google, Apple

v
Act on Promotion of Information and Communications
Network Utilization and Data Protection (The Network Act, KCC)
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2. Data Protection Authorities

PIPC

Personal Information Protection Commission

ICT

Finance

* Act on Promotion of
Information and
Communications
Network Utilization
and Data Protection

* Act on the Use and
Protection of Location
Information

Credit Information
Use Protection Act

Public/Non-Profit

Personal Data Protection Act

FSC

Financial Services
Commission

Enforcement Power

KCC

Korea Communications
Commission

< power to conduct investigation
& Power to order remedial actions
w Power to recommend punishment of

persons in charge of Pl

» Imposition of fine

J

MOIS——

Ministry of

Interior and Safety

MOE
Ministry of Education

MOFA
Ministry of Foreign Affairs

MOU
Ministry of Unification

MCST
Ministry of Culture,
Sports, and Tourism

MAFRA
Ministry of Agriculture,
Food, and Rural Affairs

MTIE
Ministry of Trade,
Industry, and Energy
MOE
Ministry of Environment
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Data Protection by the KCC

1. What does KCC do?

Major roles of KCC (Korea Communications Commission)

® Independent Authority stated by the law

Regulating “Act on Promotion of Information and
Communications Network Utilization and Data
In IT Sector Protection (The Network Act)” since 1999

(information technology)

Notification/reports of breach of personal

Korea information
Communications

Commission (KCC Order correctional measures to the business
operators who violates the relevant laws

In general

Imposition of a penalty surcharge and fines

Personal Information

Protection Committee (PIPC), . . .
Ministry of Interior & Safety(MOIS) Power to request the submission of materials -

concerning violations and their examination and
for the assurance of an order for remedial action
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2. Main Principles of the Network Act
Network Act

Minimum Collection separate consent is required for collection of sensitive PI

Collection

Use

Disclosure Explicit, Prior Consent for Collection, Use, Disclosure
Notify purpose, PI items, period of retention prior to consent, Restriction of Use of ID Numbers

Manage-
ment

&
Destruction
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3. Implement & Enforcements

Network Act : enforcement & redress cases by KCC

A penalty surcharge Administrative fine

Number of Order for
Institutions Correctional Amount Amount

inspected Measures UL Gl (KRW 1million, NIEE @) (KRW 1million,

Institutions | 2 ppx.1,000usD) | MSHUNONS | 55k 1,000USD)
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3. Implement & Enforcements

A Strong Enforcement of the Network Act on both overseas and domestic companies

Apple Inc. (2011.8) - Collection of data without consent

Administrative fine KRW 3 million($US2,660) with correctional measures

Google Inc. (2014.1) — Collection of data without consent

Fine and Penalty Surcharge KRW 212.3million(US$188,292) with correctional measures

Amendment of the Network Act in May 2014
— administrative fine maximum amount up to 3% of the ISP’s annual turnover

PPOMPU Communication (Online Community, 2015.9)

» Data leakage out of failure of technical and managerial measures of the data controller
» Administrative Penalty KRW 102million (US$94,200)

INTERPARK (E-commerce Website, 2016.5)

» Data leakage out of failure of technical and managerial measures of the data controller
» Administrative Penalty KRW 4.8billion (US$4.4million)




m- Data Protection by the KCC

4. International Cooperation

@@ 1copPpC

International Conference of Data Asia Pacific Privacy Authorities

Protection & Privacy Commissioners /

Korea Communications
Commission Korea’s

Observer
Status
COUNCIL OF EUROPE Since’17.6

Asia-Pacific
Economic Cooperation

“)CBPRs

CONSEIL DE LEUROPE
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