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Foreword

or many years, the Council of Europe has been a strong advocate for education

that builds democracy, respect and human dignity. Through its long-standing

work on education for democratic citizenship, the Organisation has helped
shape how schools and communities across Europe nurture human rights values,
participation and mutual understanding.

Today, education faces a new frontier. The digital world - with its enormous oppor-
tunities and growing challenges - is transforming how young people learn, com-
municate and engage with society. The spread of disinformation, cyberbullying,
online hate speech and the misuse of personal data all remind us that digital spaces
are not neutral. They must be shaped by the same values of respect, inclusion and
responsibility that guide democratic life.

This is why digital citizenship education is now more important than ever. It is about
helping every learner, child, young person and adult alike, to become confident,
responsible and active participants in the digital society. It is about learning to think
critically, act ethically and use technology to strengthen, rather than weaken, our
democracies.

As part of its Education Strategy 2024-2030 and the European Year of Digital Citizenship
Education 2025, the Council of Europe is proud to present the Digital Citizenship
Education (DCE) Planner — A curriculum framework for digital citizenship education.
This DCE Planner is a practical and inspiring tool to help educators, school leaders
and policy makers bring digital citizenship into the heart of education.

With 320 examples of learning outcomes tailored to four age groups, the DCE Planner
offers guidance and flexibility for those designing programmes that prepare learn-
ers to thrive in a digitally connected world. It is not a fixed curriculum, but a living
framework that can be adapted to each context and community.

The DCE Planner was created through a unique process of collaboration. With con-
tributions from more than 60 educators, experts and students across 30 member
states, it reflects the Council of Europe’s enduring belief that education, grounded
in human rights and democracy, can help people of all ages shape a fairer, safer and
more inclusive digital future.

We hope this DCE Planner will inspire all those working in education to take the next
step towards a Europe where every learner can be not only digitally skilled but also
digitally wise and civically engaged.

Villano Qiriazi
Head of the Education Department

Sy
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Introduction

he Council of Europe’s Digital Citizenship Education Planner (the DCE Planner)

is a flexible educational tool designed to enhance the teaching of digital

citizenship education (DCE) in schools. It offers a systematic approach to the
teaching, learning and assessment of DCE, which can be applied across all member
states of the Council of Europe and in all phases of education, from primary through
to upper secondary.

At the heart of the DCE Planner is a set of learning outcomes arranged by age group
and digital domain. These outcomes describe the types of knowledge and skills
learners can be expected to acquire by the end of a digital citizenship lesson, activ-
ity or project. Compiled by educators, experts and learners from 30 member states,
the learning outcomes articulate a shared European vision for DCE that is flexible
enough to meet local needs and conditions, while remaining aligned to the core
values and principles of the Council of Europe.

Designed to complement the Reference Framework of Competences for Democratic
Culture (RFCDC), the DCE Planner extends education for democracy into the digital
world, equipping learners with the knowledge, skills and ethical understanding
needed to participate in society as democratic citizens in the digital era. It encour-
ages students to think critically about the different ways in which digital technology
affects human life today and how technology might be harnessed to create a fairer
and more equal society in the future.

Above all, the DCE Planner is a practical tool, designed to support grassroots prac-
titioners in schools. Its learning outcomes require little or no interpretation and can
be written directly into lesson plans. By looking through them, educators are able to
see at a glance exactly what digital citizenship involves and how it is taught, with-
out the need to read a lengthy explanation. But the DCE Planner is more than just
a tool for planning lessons. It has a wide range of possible applications, both inside
and outside schools — from monitoring standards and professional development
to curriculum planning and resource development. This makes it relevant to edu-
cation professionals at all levels - teacher trainers, school inspectors and education
administrators, as well as teachers and school leaders and also those working in
non-formal education settings.

Chapter 1 introduces the concept of DCE and traces the development of the DCE
Planner from original conception to final publication.

Chapter 2 explains the benefits of a common European framework for DCE, some of
the challenges facing the development of such a framework and how these might
be overcome.

Chapter 3 looks at what makes the DCE Planner distinctive and how it is constructed.

Chapter 4 shows how the DCE Planner may be used by different stakeholders — from
teachers and school leaders to teacher educators, inspectors, advisers and educa-
tional administrators — and includes several practical scenarios.
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Then follows the text of the DCE Planner itself, with its 320 practical suggestions for
DCE activities arranged for four age groups.

The publication ends with a complete list of the many educators and experts who
contributed to the development of the DCE Planner.
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Chapter 1
Background and concept

Background

The DCE initiative was launched by the Council of Europe’s Education Department
in 2016 as a response to the wide-ranging changes, including in education, brought
about by digitalisation. Digitalisation profoundly affects all aspects of contemporary
life and affects all citizens and society. It brings many new opportunities and benefits
but can pose new ethical questions and concerns. Citizens need a broad range of
new skills — including digital literacy - to successfully access the many opportunities
that digital society offers and to negotiate the challenges that are likely to arise.
Importantly, new citizenship skills are needed if citizens are to participate fully in
the life of society and to flourish in the digital environment.

In 2016, the Council of Europe convened an expert group to take forward the con-
cept of DCE and to assess how education professionals can best support learners to
prepare for a digital future. The work commenced with a scoping review of the field
and the available literature. This found that educational responses to the challenges
facing citizenship in the digital era had been focused on single issues such as online
safety, responsible online use, practising digital civility or delivering educational
material more effectively through digital platforms (Frau-Meigs et al. 2017). A need
for a more structured approach to education for digital citizenship founded on the
values of democratic culture was therefore highlighted as a priority. As a result, the
Council of Europe initiated a programme of activity to develop a holistic concept
of DCE to be supported by appropriate resources and guidance materials aimed at
policy makers, educational administrators, industry and practitioners in education.

Early steps

The first task undertaken by the expert group was to elaborate on the conceptual
model of DCE. Building on a systematic survey of the field, a holistic theoretical
model of DCE was put forward, supported by a literature review (ibid.) and an
extensive stakeholder consultation. The multistakeholder consultation contacted
over 200 organisations and experts across all member countries and surveyed them
on relevant policy issues, sense-making practices regarding education for digital
citizenship and the gaps and challenges in formal and informal learning contexts
(Richardson and Milovidov 2017). A second follow-up questionnaire was sent to
national contacts for 42 projects focused on children’s digital skills.

This questionnaire — the Competence Grid Survey — asked specifically about the level
of focus being placed on the 20 competences and four areas of the RFCDC to identify
any areas of particular concentration or special focus. In fact, the survey found little
evidence of a systematic approach to digital citizenship and ad hoc approaches to
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developing competences in projects oriented towards fostering digital citizenship. It also
found that parental engagement in digital citizenship was low and that resources and
awareness-raising materials were needed to increase understanding of digital citizenship.

Building capacity for digital citizenship education

An outcome of the initial scoping activity and stakeholder consultation was a greater
focus on capacity building. Recognising that there was generally low awareness
of DCE as a priority issue, a series of conferences and events was held to promote
DCE, facilitate networking and build awareness, particularly among policy makers
(Council of Europe 2017). The DCE expert group then engaged further with diverse
stakeholder groups to create networks of relevant non-governmental organisations,
civil society organisations and public institutions.

In 2019, the Digital Citizenship Education Promoters Network' was created to promote
and develop DCE at local, regional and national levels. Nominations of DCE Promoters
and local experts were formally ratified by ministries of education in member states,
thereby further building awareness of this policy priority. A DCE network was also
established with diverse civil society organisations and a number of public insti-
tutions to establish stronger links with parents and carers across Europe.? A major
survey of parents was carried out in 2019 on the topic of how they can support the
competence-building process to help children become responsible digital citizens
(Richardson and Samara 2022). Finally, following a series of networking events with
the industry, guidelines on developing partnerships between education institutions
and the private sector based on principles of education for digital citizenship were
developed and published, leading to an ongoing structured dialogue with the pri-
vate sector on DCE topics.? Each of these initiatives has served the direct function of
raising the profile of DCE and the Council of Europe’s prioritisation of it while further
disseminating its work, tools and resources to respective members and stakeholders
of organisations across Europe.

The second key priority in capacity building has been the development of educational
resources that can be adapted for different age groups and settings, and which can
support educational professionals in translating these important principles into
practice. Significant outputs to date include the Digital citizenship education hand-
book (Richardson and Milovidov 2022), the trainers’ pack Digital citizenship education
(Raulin-Serrier et al. 2020) and a resource for practitioners, Educating for a video game
culture (Soriani 2021). A series of leaflets and brochures has been published targeting
specific groups and topics such as “Keeping young citizens busy at home during
the Coronavirus crisis” and “Easy steps to help your child become a digital citizen”*

See www.coe.int/en/web/education/dce-promoters, accessed 8 October 2025.
See www.coe.int/en/web/education/parents-network, accessed 25 January 2026.
See www.coe.int/en/web/education/dce-and-the-private-sector, accessed 25 January 2026.

See https://rm.coe.int/easy-steps-to-help-your-child-become-a-digital-citizen/16809e2d 1d,
accessed 25 January 2026.

H W=
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Lesson plans have also been developed on diverse topics including cyberbullying,
fake news, ethical shopping, solidarity and speaking out.®

More recently, a video series, DG-Nauts, was developed to encourage young children,
their parents and educators to think about what it means to be a digital citizen. Each
video is accompanied by activities and exercises brought together in an activity book
to recall scenes from the videos, reinforce key messages introduced and generally
support the development of digital citizenship competences.® Finally, a series of
short online courses was developed for busy professionals on how to deal with the
different aspects of DCE and integrate them into everyday practice. The aim is not
simply to teach what education for digital citizenship is but to enable learners to
include DCE in every educational context.”

The concept of digital citizenship education

What digital citizenship education is and how it is taught

DCE is an educational programme that empowers learners with the competences they
need to be active as democratic citizens in a digitised world. It focuses on the societal
impact of digital technology, both good and bad. It is relevant to all learners, in all
phases of education, beginning from their earliest encounters with the digital world.

Citizenship education for a digital era

DCE does not replace traditional citizenship education but extends it into the digital
world. While citizenship education focuses on civic duties, rights and participation
in democratic processes within physical communities, DCE applies these principles
to the online world. In an increasingly interconnected world, the two overlapping
forms of education complement each other, shaping individuals who can effectively
play their part as democratic citizens in both offline and online communities.

Integrated into any subject

Like conventional citizenship education, DCE is not the province of any one school
subject or discipline but can be integrated into any lesson. It can take place outside
as well as inside lessons, including in extracurricular activities, service learning and
participation in student councils, clubs, school campaigns and events. This means
that DCE is not the responsibility of any one teacher in a school, but relevant to all
who are able to reference digital technology in their teaching and learning.

5. All lesson plans and other educational materials are available in the Council of Europe DCE
e-Library at www.coe.int/en/web/education/dce-for-educators, accessed 25 January 2026.

6. See www.coe.int/en/web/education/dce-for-educators, accessed 25 January 2026.

7. See https://theewc.org/resources/launch-of-what-is-digital-citizenship-education, accessed
8 October 2025.
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Mutual benefit

Incorporating digital citizenship into teaching and learning does not mean taking
time from conventional subjects. It is about integrating it in ways that simultane-
ously benefit both the existing subject and digital citizenship learning. For example,
by sometimes using digital rather than analogue references - such as in maths, in
evaluating statistical claims made by influencers or exploring mathematical patterns
behind the algorithms used in recommendation systems. Or by working with online
source material — for example, in critically assessing historical information found in
online spaces. Or by finding a technological dimension in existing learning — as when
discussing digital waste in environmental education, or in language lessons exam-
ining how language-learning apps and platforms collect personal data. Or by using
technology as a vehicle for learning - like fact-checking in science and social studies.

The medium is the message

Education for democratic citizenship is about values and attitudes, as well as skills
and knowledge. While skills and knowledge can be taught directly, values and atti-
tudes are learned indirectly and develop slowly over time - through the example
of role models and the environment in which teaching and learning takes place. In
DCE, therefore, the process by which skills and knowledge are taught is an important
source of learning in its own right. It involves creating a learning environment that is
inclusive and non-threatening, in which students are able to express their opinions
freely and without embarrassment and are encouraged to use their initiative and
learn through experience.

A special relationship with civic education

In schools where civic education is a separate subject, the teachers of this subject have
a special responsibility for DCE. They have dedicated time for citizenship education and
also subject knowledge that other teachers do not have. As a subject, civic education
can also act as a hub or focal point for DCE generally in a school, or as part of a wider
whole-school approach. Teachers of civic education can then act as co-ordinators for
school policy on digital citizenship, sharing their expertise with others and helping to
create a unified approach to teaching and learning across their school.

The origin of the DCE Planner

The idea of developing a common European framework for digital citizenship edu-
cation (DCE) emerged from research carried out by the Council of Europe DCE Expert
Group soon after its establishment in 2017. It had become clear that, in spite of the
growing international interest in this field, the concept of digital citizenship was not
well understood either by policy makers or practitioners, and that this was a major
factor affecting progress in the teaching of DCE in schools. A feasibility study on the
idea of developing a common framework was undertaken by the authors in 2023,
in partnership with the Council of Europe Digital Citizenship Education Promoters
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Network. It involved educators and experts from 21 member states. The study
replicated the findings of the earlier research and went on to explore the potential
benefits and challenges of creating such a resource. The idea was overwhelmingly
endorsed by those participating in the feasibility study, and soon afterwards made a
priority by the Council of Europe Steering Committee for Education in its Education
Strategy for 2024-2030 - Learners first — Education for today’s and tomorrow’s dem-
ocratic societies.

How the DCE Planner was created

The DCE Planner was developed through a collaborative process involving over
60 educators, experts and students from 30 Council of Europe member states. Member
states were involved in all steps of the process, from initial conceptualisation to
identification of the learning outcomes and format design. The process was overseen
and facilitated by the working in partnership with the Digital Citizenship Education
Promoters Network and the Steering Committee for Education.

Refining the concept

The concept was refined and further developed in a series of collaborative research
activities in the summer and autumn of 2023. The first was a two-day professional
workshop held in Lisbon in June. Digital Citizenship Education Promoters from arange
of Council of Europe member states took part in a series of group discussion activities
on themes relating to DCE and the school curriculum, facilitated by the authors.

The second was an online questionnaire designed to elicit DCE Promoters’ views
on the idea of developing a common framework for DCE. Promoters were asked to
rate the usefulness of such a resource in their country, to describe its benefits and
identify its potential beneficiaries.

When asked to rate what they saw as the most important benefits of such a framework
for the education system in their country, respondents ticked eleven different items. The
most highly rated were “increasing teacher confidence and motivation in DCE” (80%) and
“development of teacher training in DCE" (79%). The next most highly rated were “raising
awareness of the concept of DCE" (77%), “building age-related progression into the DCE
curriculum” (75%) and “integration of DCE into the existing school curriculum” (73%). Also
fairly highly rated were “designing a more relevant and effective DCE curriculum” (72%) and
“establishing a unified approach to DCE"(72%). (Huddleston and Styslavska-Doliwa 2024)

The third activity consisted of two online focus groups. Participants were asked to
comment on possible formats for a framework, how such a framework might be
developed and what a suitable time frame would be.

Identifying the learning outcomes

Identifying the learning outcomes was the central activity in the development pro-
cess. Four expert groups were convened, each focusing on a different age group:
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5-7,8-11,12-15and 16-18 years of age. The expert groups were made up of a mixture
of promoters and local educators and experts nominated by national representa-
tives on the Steering Committee for Education. In all, 37 individuals were involved,
representing 19 member states.

The process of identification began online. Members of each group worked together
on a common online document containing a selection of pre-prepared specimen
learning outcomes arranged by digital domain. Using criteria developed by the
authors, their task was to accept, reject or revise these specimen outcomes or pro-
pose additional ones.

This was followed by four face-to-face workshops held in Strasbourg between May
and June 2024, dedicated to the different age groups. In the workshops, groups
analysed the collection of outcomes that had accumulated in their online document
and reduced these to 10 for each digital domain.

Putting the framework together

The information from the four workshops was then collated by the authors. This
involved a number of procedures, including reducing the number of learning out-
comes to eight per digital domain, checking for duplication, standardising language,
identifying common themes running through the domains and ensuring progression
across the age groups.

The resulting draft framework was published for comments at the launch of the
European Year of Digital Citizenship Education in January 2025. This draft was sub-
sequently released for consultation with members of the four expert groups, other
members of the Promoters Network and a range of international experts - in all 40
individuals from 25 member states. Following the consultation, the draft was revised
and the final version published in electronic form on the Council of Europe website,
and formally launched at the Digital Citizenship Education Forum “Let’s Act Now!”
in Strasbourg in May 2025.
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Chapter 2

The need
for a common framework

Why the DCE Planner was created

The DCE Planner grew out of a clear recognition among Council of Europe member
states that educators needed some kind of practical tool to help them integrate DCE
into their teaching practice.

The need for a common framework

Research across Council of Europe member states, undertaken by the Digital
Citizenship Education Expert Working Group, highlighted a lack of consistency in
the teaching of DCE in schools. Students in some schools might be provided with
excellent opportunities for learning while others missed out entirely. The quality of
teaching and learning depended to a large extent on which country a student lived
in, where they went to school or even level of teacher expertise.
This lack of consistency was associated with a number of factors:

» inconsistent understanding of what digital citizenship actually means;

» lack of co-ordination in how DCE is implemented;

> bias in favour of teaching about safety at the expense of broader citizenship
concepts;

> awareness among key stakeholders about the importance of digital citizenship;
» shortage of teaching resources and professional guidance.
In considering these factors, it became clear to the authors that some form of com-

mon framework was needed to bring coherence to digital citizenship teaching -
a shared understanding of what DCE is and how it can be implemented in schools:

Although digital citizenship education is now recognised as part of the school curriculum
in many countries, there is a lack of consensus about its goals, how it should be taught,
and how it relates to other curriculum areas. (Huddleston and Styslavska-Doliwa 2024)

The benefits of a common framework

A common framework would have many benefits for DCE, including helping to:
» improve consistency in teaching and learning in and between schools;
» ensure key concepts, skills and topics are systematically covered;
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» promote collaboration, including between educators, policy makers and
digital platforms;

> create opportunities for exchanging best practices and co-developing resources;
» build coherence and continuity across different grades and phases of education;
» develop assessment tools and methods;

» inform professional development;

> support the development of instructional materials;

» provide benchmarks for quality education.

A common framework like this would benefit a range of stakeholders, not just teachers
and school leaders. It would help teacher trainers by ensuring consistency in how
educators understand and teach digital citizenship, inspectors by providing a stand-
ardised framework for evaluating schools, administrators by fostering collaboration
across stakeholders, resource developers by making it easier to create resources that
are relevant to schools, and parents and carers by providing clear direction on how
they can support their children’s learning:

If there was a common framework, it would be easier to promote digital citizenship
education in every level of education. (Huddleston and Styslavska-Doliwa 2024)

The challenges

At the same time, it was recognised that there would be a number of challenges
facing the development of a resource of this kind.

Diversity of curriculum planning and delivery

The structure and delivery of school curricula across Europe vary significantly due to
differences in national education policies, cultural priorities and historical influences.
For example, some countries emphasise a centralised curriculum with standardised
learning objectives, while others adopt more flexible, decentralised models that allow
for regional adaptations. A common framework for DCE would need to be able to
take all these differences in account.

Differences within schools

Schools vary considerably in terms of where they currently stand in relation to
DCE. A common framework would need to be as relevant to a school just coming
to terms with the possibility of DCE as one that is well on the way to having an
established programme. Similarly, teachers vary greatly in relation to their interests
and expertise in this field. Acommon framework would need to have the flexibility
to be as relevant to a teacher lacking confidence as one already experienced in
digital citizenship.
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Accessibility

Working conditions in schools mean that unless educational resources are easy to imple-
ment they are unlikely to be effective. Complicated or rigid materials can create barriers,
leading to inconsistent use or outright abandonment by teachers who lack the time or
training to navigate them. Where resources require minimal preparation time and are
less dependent on specialised skills, educators are more likely to take them up and use
them effectively. Acommon framework would need to be easy to access and implement
by any practitioner, regardless of special expertise or familiarity with technology.

Sustainability

One of the risks of developing an educational resource related to technology is that
technology evolves rapidly and soon becomes out of date. Issues that are head-
line news for a while can be quickly forgotten as technology changes. A common
framework would need to be designed in such a way that it does not lose any of its
usefulness as technology develops.

Meeting the challenges

The authors in partnership with member state representatives from the Digital
Citizenship Education Promoters Network drew up a set of key design principles for
creating a curriculum framework to support digital citizenship teaching:

» enabling the framework to be capable of implementation across member
states; member states themselves should be equal partners in its creation,
in a collective process overseen and facilitated by the Council of Europe
Education Department;

» giving the tool the flexibility to meet local needs and conditions within schools;
it should be based on examples of learning outcomes that practitioners can
select from and adapt, allowing them to create bespoke learning activities,
lessons or units of work;

» making the tool accessible and easy to implement; learning outcomes should
be specific, age-related and expressed in simple“can do”language that makes
them straightforward to assess and capable of being written directly into
teachers’lesson plans;

» making the tool sustainable; learning outcomes should be geared towards
the development of enduring citizenship skills - like thinking critically, acting
ethically, staying safe and participating actively — rather than technological
knowledge and skills that are more likely to date.

Naming the new tool

It was agreed that the new tool would be known as the Digital Citizenship Education
Planner, the DCE Planner. The term “planner”was chosen on account of the different
kinds of educational planning for which it could be used - not just planning lessons
and activities in school but also for professional development, quality assurance,
curriculum planning and resource development.
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Chapter 3
The DCE Planner design

Values and principles

What makes the DCE Planner distinctive

In recent years a number of strategic frameworks relating to DCE have been devel-
oped. Examples include:

» United Nations Educational, Scientific and Cultural Organization (UNESCO):
Global Citizenship Education in a Digital World;

» European Commission: Digital Competence Framework for Citizens (DigComp 2.2);
» UK Council for Internet Safety: Education for a Connected World;

» Common Sense Media: Common Sense Digital Citizenship Curriculum;

» Google: Be Internet Awesome;

» European Council for Steiner Waldorf Education: Holistic Education, Resilience
and Media Maturity in Educational Settings (HERMMES).

The DCE Planner shares several key elements with these frameworks: an emphasis
on human rights and democratic participation (UNESCO); technology as an aid to
citizen engagement (DigComp); safeguarding and online safety (UK Council for
Internet Safety); critical thinking (Be Internet Awesome); a focus on age-appropriate
learning (HERMMES); and a high level of flexibility (Common Sense Media).

However, while the DCE Planner has various elements in common with these and
other frameworks, it is not intended simply to duplicate what already exists. The DCE
Planner has a unique format and number of distinctive features that distinguish it
from other initiatives. It should be seen as complementing, therefore, rather than
replacing other strategic resources in the field.

Core values of the Council of Europe

The first distinguishing feature of the DCE Planner is its dependence on the core val-
ues of the Council of Europe: democracy, human rights and the rule of law. The DCE
Planner exists to promote, and has been shaped by, these values. On the one hand, the
tool itself was designed to help schools implement the Council of Europe Reference
Framework of Competences for Democratic Culture (RFCDC). Its learning outcomes
translate the abstract competences of the RFCDC into concrete opportunities for learn-
ing.The relationship between DCE and the competences for democratic culture is set
out in the document “Contextualising competences for democratic culture in digital
citizenship education: a guidance document” (Huddleston, O’Neill and Styslavska-
Doliwa 2024). On the other hand, it puts explicit emphasis on issues like accessibility,
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equality and citizen empowerment, thus reinforcing the Council of Europe’s broader
mission to create an inclusive, rights-based society.

International co-operation

A second key feature of the DCE Planner is that it is the product of international
co-operation. Educators, experts and learners from member states were involved at
every stage in its creation - from initial conceptualisation to the development of the
learning outcomes and decisions relating to its format and design. This process of
co-creation has been important in producing a tool that supports educators across
Europe, regardless of where they live and work. It has also been important for arriving
atan approach to DCE that all member states can feel they have a share in and own.

A comprehensive framework

Another significant feature of the DCE Planner is its comprehensive framework for
addressing the diverse aspects of digital citizenship. Covering topics like digital
rights, media literacy, ethical shopping, the impact of technology on mental and
physical health, the ownership of digital media and problems of electronic waste,
the structured approach provided by the 10 digital domains means the DCE Planner
is able to offer a rounded approach to digital citizenship. This contrasts with initia-
tives that have a single emphasis — such as media literacy or online safety — or that
define digital citizenship purely in terms of learners’ own use of technology. The
DCE Planner’s coverage extends far beyond learners’ personal interactions with
technology. It fosters a broader exploration of how digital systems shape society
and influence ethical considerations that prepares individuals not just to use tech-
nology responsibly but to actively contribute to a fairer and more just digital world.

Designed with classroom needs in mind

Perhaps what is most distinctive about the DCE Planner, however, is that it is designed
with classroom needs in mind. In contrast to resources that offer general advice or
guidelines on DCE, the DCE Planner provides practitioners with concrete examples.
Its ready-to-use learning objectives require little or no interpretation and are capa-
ble of being integrated directly into practice with the minimum of additional work.
They are clear and adaptable and slot seamlessly into classroom activities, allowing
educators to focus more on student engagement. At the same time, these learning
outcomes are able to act as models for the kind of participatory and co-operative
forms of learning that enable students to experience democracy first hand - for
example, through opportunities to agree on rules, debate publicissues, create news
content, solve community problems and contribute to school policies.

Outcomes, domains, themes and age groups

How the DCE Planner is constructed

The DCE Planner consists of a set of 320 examples of learning outcomes, arranged
by age group and digital domain. The outcomes describe the types of skills and
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knowledge learners can be expected to acquire by the end of a digital citizenship
lesson, activity or project. They are designed to be simple and accessible, allowing
educators to see at a glance what DCE is and involves, and how it can be imple-
mented in practice.

Key features

The learning outcomes have a number of key features:

> they are specific and clear, stating clearly what the learner will achieve, and
can be written directly as learning objectives in lesson plans or easily shared
with colleagues or with learners;

» they are realistic, designed to match the learner’s level of social understanding
and digital experience and available resources;

",

> they use actionable verbs like “describe’, “give examples”and “analyse’, making
them easy to observe and assess;

» they are developmental, tailored to reflect the growing abilities and
experience of learners and allowing them to deepen their knowledge, skills
and understanding over time;

» they cover a range of cognitive skills, from ones required for knowledge
acquisition to those needed for critical thinking and practical action;

» they treat technological understanding not as an end in itself, but as a means
to more effective citizenship.

The 10 digital domains

The learning outcomes are divided into 10 digital domains. Each domain covers a
different area of digital citizenship learning. Active Participation, for example, deals
with how citizens can use technology to make a difference to their communities and
to society, while Access and Inclusion explores how the benefits of technology can
be made available to all. Together, these 10 domains cover all the main areas dealt
with in DCE. A complete list is provided in Box 1. More information about individual
domains can be found in the Digital citizenship education handbook (Richardson and
Milovidov 2022).

Box 1 - 10 Digital domains

BEING ONLINE WELL-BEING ONLINE RIGHTS ONLINE

Access and Inclusion Ethics and Empathy Active Participation
Learning and Creativity | Health and Well-being | Rights and Responsibilities
Media and Information | e-Presence and Privacy and Security
literacy Communications Consumer Awareness
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Eight themes

The digital domains are each divided into eight themes. The themes allow learners
to revisit key topics in the domain at increasing levels of complexity at different
ages - following the spiral-curriculum principle of Jerome Bruner - so that learning
deepens over time. In the DCE Planner, however, the themes have a second function.
They give learners the opportunity to develop the full spectrum of cognitive skills
required in active citizenship - from skills of knowledge acquisition and retention to
critical thinking and practical action. The themes in each domain contain learning
outcomes that feature these different kinds of skills. For example, in the domain of
Ethics and Empathy:

» knowledge acquisition, e.g. “Can identify different types of hurtful online
behaviour”;

» critical thinking, e.g.“Can discuss the difference between cyberbullying and

m,

‘harmless jokes™;
» practical action, e.g.“Can explain what to do if they witness cyberbullying”.

Four age groups

The learning outcomes in the DCE Planner are divided among four parallel age
groups: 5-7, 8-11, 12-15 and 16-18 years old. These broadly represent the four
phases of mandatory education in European schools. Learning outcomes increase
in complexity in each successive phase, reflecting learners developing cognitive
abilities and their growing experience of technology. They are also designed to
reflect successive stages in learners’ evolving understanding of society, with each
stage having a characteristic focus — see Box 2. Arranging the outcomes sequentially
like this enables learners to build knowledge and skills in a structured, meaningful
way. It helps them deepen their learning over time and fosters engagement and
motivation, with learners feeling a sense of achievement as they advance. The allo-
cation of learning outcomes to specific age groups in the DCE Planner is not to be
regarded as a strict rule, however. It is meant as a guide only, and users are free to
select the outcomes they think appropriate for their learners, wherever they appear
in the DCE Planner.

Box 2 - Learners’ evolving understanding of society
Stage 1: Immediate environment, family members,
friends and authority figures;
Stage 2: School, other children and tangible groups;
Stage 3: Peers, communities, wider groups and social structures;
Stage 4: Society, social institutions and systems.
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Learning outcomes for younger children

Where younger children are concerned, it is not always possible to identify a digitally
related citizenship learning outcome. In the early years, children’s use of technology
tends to be highly individualistic, often confined to watching videos, listening to
stories or playing games by themselves. However, even when clear learning outcomes
are not obvious, digital citizenship can still be meaningful if approached through
simple, relatable experiences and values that apply both online and offline. These may
be thought of as the precursors of digital citizenship. Instead of complex goals, the
outcomes are focused on building healthy habits and involving parents to support
learning at home. For example, in the domain Rights and Responsibilities, instead
of expecting young children to be able to take action on children’s digital rights,
the DCE Planner suggests a more general outcome: “Can speak out when they see
something wrong, even if others stay quiet”.
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Chapter 4

A source of ideas
and inspiration

Using the DCE Planner

Though primarily designed to support lesson planning in schools, the DCE Planner
has a range of potential uses, making it relevant both inside and outside schools.
Among other things, it can be used as:

>
>
>
>
>

>

a companion to explain the nature of DCE;
a map of the essential components of digital citizenship;
a guide to lesson and curriculum planning;

a compendium of practical ideas;

a model of practice for different age groups;
a checklist for monitoring and evaluating standards.

Therefore, the DCE Planner is not only useful for teachers and school leaders, but also
for teacher trainers, school inspectors and advisers, and education administrators.
Older students can look to the DCE Planner for ideas for school projects, parents and
carers can support their children’s learning, and youth workers can foster meaningful
conversations with young people about their digital lives and habits. Further exam-
ples of what different stakeholders can use the DCE Planner for are listed below.

Teachers

>

>
>
>

learning about digital citizenship
implementing official curricula
making links with school subjects

planning lessons,
activities and projects

School leaders

>
>
>

learning about digital citizenship
reflecting on school practice
implementing national

curricula and policies

addressing individual

school challenges

Teacher trainers

>

planning and implementing
professional development

vvyvyy

v

vV vyvy

fostering classroom discussion
reflecting on their own practice
assessing learning
collaborating with colleagues

monitoring and evaluating school
standards

setting school priorities
developing school curricula
encouraging student participation

collaborating with parents

learning about digital citizenship
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Inspectors and advisers
» learning about digital citizenship ~ » advising on school practice
» monitoring and evaluating school and priorities
standards
Education administrators

» learning about digital citizenship ~ » setting national priorities

» making links with school subjects ~ » formulating national policy
» developing national curricula > public awareness raising
» monitoring and evaluating national

standards

Getting started

There are some simple steps that anyone can take when first using the DCE Planner,
regardless of what they are using it for.

Look at the big picture

Familiarise yourself with what the DCE Planner contains and how it is constructed.
Get an idea of what is in the domains and what they are aiming at. Focus on the
outcomes for the group or groups in which you are interested - remembering that
these are only examples and that some of the outcomes for adjacent groups may
be more important for your learners.

Reflect on practice

Use the outcomes in the DCE Planner as a checklist to identify strengths and weak-
nesses in current provision — whether in school, teacher training, educational resources
or even official curricula.

Identify priorities

Use the outcomes in the DCE Planner as a guide to deciding on the priorities for
future development — whether it be learning activities, arrangements for curriculum
delivery, a protocol for assessment or a revision to the curriculum.

Select appropriate learning outcomes
Focus on the outcome or outcomes relevant to your priorities. Consider the actions
that will need to be taken to make these priorities a reality.

Adapt to meet specific needs

Ensure the chosen outcomes meet your specific purpose, by linking them to other
objectives, revising the wording or using them with an age group different from the
one specified in the DCE Planner.

Page 28 » DCE Planner



A whole-school approach

The DCE Planner is particularly suited to a whole-school approach because it offers an
easy-to-follow overview of DCE that is easily understood by any school stakeholder.
Itis relevant to all stakeholders, not restricted to any one subject or discipline, and
has application both in and outside the classroom. By integrating various school
operations - like curriculum planning, assessment and quality assurance - the DCE
Planner ensures that all staff members can work cohesively towards common goals.

Using the DCE Planner in school

A young teacher is expected to include
DCE as one of several transversal themes
in their teaching. Knowing nothing
about the area, they read through the
learning outcomes to get an idea of what
DCE involves and what they can do with
the class.

The lead teacher for civic education
has to implement new national guide-
lines for DCE. The guidelines are clear,
but very general.They select the learning
outcomes that most closely relate to the
new guidelines and use them to create
some learning activities that they and
their colleagues can implement.

A school leader is doing an audit of
DCE in their school. They convert the
learning outcomes for the school’s age
range into a simple survey questionnaire
for teaching staff. They use the results to
evaluate the school’s current strengths
and weaknesses and initiate a discussion
on priorities for the next academic year.

A special needs teacher is looking for
ideas for DCE for 15 year olds who are
experiencing difficulty learning. They use
some of the learning outcomes for the
8-11 age group to create some appro-
priate activities for the class.

A secondary school tests each new
intake of students on arrival to establish
their level of prior learning in key areas.
They use the DCE Planner outcomes to
formulate a few appropriate questions
for DCE.

A language teacher is looking for real-
life scenarios to make language learning
more stimulating. Using the learning
outcomes in the DCE Planner, they iden-
tify some everyday situations relating to
technology and young people.
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Members of the student council are
researching learners’ experience of DCE
in their school. Using the 10 domains as
a prompt, they ask peers what they are
currently being taught, how helpful they
think it is and what they would like to
see improved.

A school leader is giving a presentation
to parents and carers on the school’s
strategy for digital technology. They
create a simple infographic using some
of the DCE Planner learning outcomes
to explain what DCE is.

A civic education teacher wishes to
update the teaching programme by inte-
grating elements of DCE. They identify
parallels between the learning outcomes
in the DCE Planner and the existing pro-
gramme - for example, between bullying
and cyberbullying, offline and online
consumer rights, or conventional and
digital forms of active citizenship.

A senior teacher with responsibility for
assessment is asked to include DCE in
the school’s assessment system. Using
the learning outcomes that most closely
match the school’s curriculum for DCE,
they establish some criteria for teacher
assessment for different year groups.
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The senior leadership team is devising
a school strategy for digital inclusion. It
uses the learning outcomes in the Access
and Inclusion domain of the DCE Planner
to brainstorm items for the strategy.

A primary school teacher feels they
would like to do more to address the
social dimension of technology with
the students. They look through the DCE
Planner learner outcomes for their stu-
dents’ age group and find some exam-
ples they can integrate into the lessons.

A group of teachers is using a new
teaching resource for DCE in their school.
The activities look interesting and moti-
vating for students, but the expected
outcomes are mainly long term and
attitudinal. They use the DCE Planner
to identify learning objectives they can
write directly into their lesson plans,
implement and assess more easily.

A primary school leader chooses DCE
as one of the curriculum priorities for
next year. They share the learning out-
comes for the 5-7 and 8-11 age groups
with the teaching staff, who use the out-
comes to agree what they will do with
each of their year groups.



Using the DCE Planner in teacher training

A teacher trainer is running a short
training session on DCE. They give the
participants a list of 10 domains with
their definitions, along with some ran-
dom learning outcomes. They ask partic-
ipants to match outcomes to domains, as
a stimulus for a discussion on the aims
and purposes of DCE.

A teacher trainer is leading a seminar
for primary teachers on how to integrate
elements of digital citizenship into their
lessons. They give the teachers some
good practice examples from different
subjects and ask them to match these
activities to learning outcomes in the
DCE Planner, before getting them to
create their own learning activities.

A teacher trainer is explaining the dif-
ferent kinds of competences that go
with democratic citizenship. They give
the participants a selection of learning
outcomes from the DCE Planner and
ask them to allocate these to different
types of competence — knowledge, crit-
ical thinking and practical action.

Using the DCE Planner in inspection and quality assurance

A school inspector shares examples of
learning outcomes from the DCE Planner
in advising and giving practical encour-
agement to schools on DCE.

Education administrators use the DCE
Planner to develop key quality indica-
tors for DCE, enabling them to identify
national and local trends and potential
areas for improvement.

Inspectors and advisers with respon-
sibility for monitoring and advising on
DCE use the DCE Planner’s domains and
learning outcomes to create an inspec-
tion protocol, ensuring consistency in
inspection and improving collaboration
and transparency between inspection
teams.
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Using the DCE Planner in curriculum design

A curriculum developer is working
on an interdisciplinary initiative that
integrates democratic education into
subjects like history, literature and
social studies. They allocate the learn-
ing outcomes in the DCE Planner evenly
between the subjects on the basis of
their relevance, revising the language of
the outcomes where necessary to refer
explicitly to the given subject.

Curriculum developers are reviewing
the role of DCE in the national curricu-
lum. They use the 10 domains and the
topics featured in the DCE Planner’s
learning outcomes to help them identify
the key components of DCE.

Curriculum developers are integrat-
ing a new element of digital citizenship
into the national curriculum for primary
schools. They examine how progression
is conceived between the 5-7 and 8-11
phases in the DCE Planner as a basis
for building progression in the national
curriculum.

Using the DCE Planner in non-formal education

A group of young people is organising
a peer education project on technol-
ogy and health. It selects some of the
learning outcomes from the Health and
Well-being domain in the DCE Planner
to structure its project.
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A youth leader would like to set up
a youth-led community project on an
aspect of technology. They print out
some ideas from the learning outcomes
in the DCE Planner for young people to
discuss and choose from.



A youth worker is encouraging young
people to think about the social impli-
cations of their technology use. They put
together a selection of issues in learning
outcomes in the DCE Planner to stimu-
late a discussion on the topic.

Using the DCE Planner in resource development

A resource developer wants to cre-
ate a new course on digital rights and
responsibilities for schools. They base
the course around a selection of learning
outcomes from the Rights and Responsi-
bilities domain in the DCE Planner.

A non-governmental organisation is
developing an online training course
for teachers on DCE. It uses the learning
outcomes in the DCE Planner as a source
of ideas for teacher learning objectives
to build into the course.

A community organisation is creat-
ing an outreach programme to support
parents and caregivers in guiding their
children’s digital behaviour. The team
uses the DCE Planner to identify relevant
outcomes that can be translated into
tips, discussion prompts and workshop
materials for the programme.
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With the development of the DCE Planner, the Council of Europe has created a com-
mon framework for teaching, learning and assessing DCE that can be applied in all
46 of its member states and across all phases of education from primary through
to upper secondary. The DCE Planner promotes a shared vision and goals for DCE
that is flexible enough to be tailored to the needs of schools in different countries,
while remaining true to the core values and principles of the Council of Europe and
its mission for education. Compiled by over 60 educators, experts and learners from
30 member states, the DCE Planner is testament to the value of multi-partnership
work and the dedication of education professionals across Europe.
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The Digital Citizenship Education Planner (DCE Planner) is an
essential tool for empowering young citizens in the digital
era. It aims at creating an agreed vision of competences
citizens need for constructive, responsible and meaningful
engagement with digital technologies.

The DCE Planner is a dynamic tool with the flexibility to
meet the needs of a variety of educational professionals —
teachers, school leaders, teacher educators, administrators,
non-formal education actors and policy makers. Its access-
ible language and simple structure enable teachers to
create meaningful learning experiences for students. School
leaders can draw on it to decide school priorities. Teacher
educators can use it to plan professional development,
and administrators to monitor educational outcomes. Civil
society actors can refer to the DCE Planner when designing
training of trainers or other capacity development activ-
ities. Policy makers can look to it for direction on addressing
current educational challenges arising from the way digital-
isation is affecting society, human rights and democracy.

The DCE Planner is a multipurpose tool serving as a com-
panion to explain digital citizenship and to map a variety of
aspects of digital competences.
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human rights organisation. [t comprises 46 member
states, including all members of the European
Union. All Council of Europe member states have
signed up to the European Convention on Human
Rights, a treaty designed to protect human rights,
democracy and the rule of law. The European Court
of Human Rights oversees the implementation

of the Convention in the member states.
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