
Where is the evidence? 
Territoriality and jurisdiction in 

cyberspace   

or: 

“Help! 

I’m lost in the middle of nowhere!” 



•Need to obtain 

evidence outside 

the borders of the 

State 

 

•No choice – crime 

is no longer 

“national” 
 

“no where” is here” 1 



•More transnational crimes 

 

•Digital evidence in all the crimes 

 

•Global services are everywhere 
(email, cloud services, used 
everywhere) 
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• international cooperation? 
 

• direct access? 
 

• informal request to service 
providers? 
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• Most of the cases require 
obtaining e-evidence 
transborder 
 

• MLA is expanding brutally! 
• The current system cannot 

resist 
 
 

• Data flows across the globe in 
one second, while obtaining 
it, by law enforcement, may 
take one year 
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• conflicting regulations 
 

• complying with a request for 
data in one country implies 
breaking the law in another 
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THE EVIDENCE 
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Still phisical location 
 
Still geographic limits 
 
Still political borders 



4 
Evidence is: 
 
in multiple locations  
undetermined locations 
 
 
need new factors 
(besides territoriality) to 
determine the location 
of the data 
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Also a new approach 
- new ways to access 

to data 
- direct/transborder 



5 …and the evidence stored by global providers? 



5 …where are our Facebook posts? 



5 …location of the posts? 

Jurisdiction? 
California? 
Sweden? 
Ireland? 
Your country (Art 18,1 b BC)? 
 
To whom, address a request? 
How to enforce it? 
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•Please, can you 
tell me the way 
to the dark 
web? 

 

“here” is “no where” 
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Some positive moves 

 

• EIO 

 

• EU E-Evidence package 

 

• Future Additional Protocol to the 
Budapest Convention 
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                        We shall overcome… 

 

• direct cooperation with 
international providers 
(subscriber information) 

 

• simplified MLA requests 

 

• international production orders 

 

• the power of disposal, as 
jurisdiction connecting factor 



 

 

•Thank you! 

 

•Questions? 
 


