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Common types of 
electronic evidence in MLA
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➢ Existing electronic evidence 

challenges reflecting on MLA 

proceedings:

• Identification and location of 

the evidence

• Securing the hardware

• Capturing and analysis of the 

data

• Maintaining integrity and chain 

of custody 

• Complying with rules of court 

and admissibility

• Linking the suspect to use of 

the device at the relevant time 

(‘Attribution’)

https://www.google.com/imgres?imgurl=http%3A%2F%2Fwww.coe.int%2Fdocuments%2F8475493%2F52004869%2FFotoJet%2B%25281%2529.jpg%2Fc45f3b85-1d37-b73e-bffa-6fa22ff908ab&imgrefurl=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Fcybercrime%2F-%2Fthe-coe-standard-operating-procedures-for-the-collection-analysis-and-presentation-of-electronic-evidence-have-been-released&tbnid=zrU4UzEl0OUWJM&vet=12ahUKEwig_tDL0-3rAhWCk6QKHeeBDDAQMygEegUIARCsAQ..i&docid=gkXd6B1mxcCGCM&w=870&h=489&q=electronic%20evidence&client=firefox-b-d&ved=2ahUKEwig_tDL0-3rAhWCk6QKHeeBDDAQMygEegUIARCsAQ
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Competent Authorities Setup –
Central and Executing
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➢ Available solutions in 

different countries:

➢ Ministry (Department) of 

Justice as central authority 

and one national unit to 

process all requests 

➢ Single points of contact 

(SPOC) in different 

authorities (MoJ, LEA, 

Prosecution, Court etc.)

➢ One task force/unit with 

liaison officers from 

competent services like:

• Police

• Investigators (where 

different)

• Prosecutors/Investigating 

Judges

• National Security

• Forensic service
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Competent Authorities Setup –
Central and Executing
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➢ Whichever system is in place, 

following should be strongly 

recommended as a minimum:
✓ trained and equipped 

personnel should be available 

24/7 to facilitate the operative 

work and conduct or support 

mutual legal assistance (MLA) 

activities

✓ advanced experience of the 

personnel in criminal 

investigations to keep awareness 

of the context

✓ strong information 

technology/digital forensics 

background to execute requests 

where necessary

✓ strong knowledge of the MLA 

legal framework and procedures

✓ competence and possibility to:

• immediately assist in 

investigations or trial proceedings 

concerning criminal offences 

related to computer systems and 

data

• collect evidence in electronic 

form about criminal offence

• exchange electronic evidence 

without further due with 

requesting country competent 

authority
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Budapest Convention 
Second A.P. – Emergency MLA (24/7)
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➢ Article 10 – Emergency Mutual 

Assistance

✓ Each Party may seek mutual

assistance on a rapidly expedited

basis where it is of the view that an

emergency exists.

✓ A request under this article shall

include, in addition to the other contents

required, a description of the facts

that demonstrate that there is an

emergency and how the

assistance sought relates to it.

✓ Each Party shall ensure that a

person from its central authority

or other authorities responsible

for responding to mutual

assistance requests is available

on a twenty-four hour, seven-day-

a-week basis for the purpose of

responding to a request under this

article.
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Take outs
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✓ Existing electronic evidence

challenges reflecting on MLA

proceedings

✓ Available solutions in

different countries and

recommendations

✓ Budapest Convention Art. 35

(24/7)

✓ Second Additional Protocol

instruments: Emergency MLA

(24/7) and Joint Investigation

Teams
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