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Cybercrime, e-evidence and the rule of law in cyberspace:

How relevant is the criminal justice response? 

Some hypotheses.
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Cybercrime and e-evidence as matters of criminal justice

Hundreds of millions of incidents of theft of personal data every year

Online child sexual abuse

Cyberbullying, harassment and others forms of cyberviolence

Massive fraud generating massive amounts of crime proceeds

Attacks against critical information infrastructure

Ransomware

Interference in computer systems used in elections

+ other offences involving electronic evidence

Threats to

▶ Human rights

▶ Democracy

▶ Rule of law



Cybercrime and e-evidence as matters of criminal justice

• Governments have an obligation to protect, including through criminal law (ECtHR 2008: 

K.U. v Finland)

• Cybercrime and e-evidence require an effective criminal justice response

• Budapest Convention is a criminal justice treaty (specified data in specific investigations)

• Criminal justice response is protective:

▶ powers to investigate and prosecute 

▶ but limited by rule of law conditions and safeguards to protect rights of individuals, 

including suspects, and prevent abuse

Question: How relevant, how effective is the criminal justice response?



Octopus Conference 2015:  Survey among participants
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Successful investigations on cybercrime globally …
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But: What share of cybercrime is reported to and treated 

by the criminal justice system?

0.1% ….. 1%

of cybercrime reported to / recorded by LEA?
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But: What share of cybercrime is reported to and treated 

by the criminal justice system?

0.1% ….. 1% of cybercrime reported to / recorded by LEA?

WHY?

▪ Criminal justice too complicated, not efficient, “useless”?

▪ Attacks against industry and institutions considered matter of national security?

▪ Self-defence?

▪ Reputation?

▪ Insurance pays?

▪ Unclear legislation and responsilities of LEA (cyberviolence)?

▪ …..
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From the 0.1 – 1% of cybercrime that is reported to LEA….

How much is

Investigated: %?

Prosecuted: %? 

Adjudicated: 1%?

= 0.001 – 0.01 % of all cybercrime with a conclusive criminal justice response?

= From 100,000 crimes ► 100 – 1,000 reported to / recorded by LEA  ►1 – 10 convictions?

Note: this does not yet include other offences involving electronic evidence.
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From the 0.1 – 1% of cybercrime that is reported to LEA….

1% Adjudicated

WHY?
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Why 1% adjudicated?

Where is the crime?

Where is the data, where is the evidence?

Who has the evidence?

Where is the boundary for LEA powers?
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Why 1% adjudicated?

Cybercrime and electronic evidence: challenges for criminal justice:

▪ The scale and quantity of cybercrime, devices, users and victims

▪ Technical challenges (VPN, anonymisers, encryption, VOIP, NATs etc.)

▪ Cloud computing, territoriality and jurisdiction
• Cloud computing: distributed systems▶ distributed data▶ distributed evidence

• Unclear where data is stored and/or which legal regime applies

• Service provider under different layers of jurisdiction

• Unclear which provider for which services controls which data

• Is data stored or in transit▶ production orders, search/seizure or interception?

▪ The challenge of mutual legal assistance

▪ No data  ▶ no evidence  ▶ no justice
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►Do we have a rule of law problem in cyberspace?

►Do governments meet their obligation to protect (K.U. v. Finland)?

►Primary government response through cybersecurity, national defence and 

national security institutions?  

►Residual response through criminal justice?

►Strict rule of law and data protection safeguards for criminal justice v. 

“margin of appreciation” for national security response?

0.01 – 0.001%:  What consequences?
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About safeguards for criminal investigations

Rule of law requirements for investigative 

measures interfering with rights of 

individuals:

▪ must be prescribed by law and the law 

must meet the requirements of precision, 

clarity, accessibility and foreseeability;

▪ must pursue a legitimate aim;

▪ must be necessary, that is, it must 

respond to a pressing social need in a 

democratic society and thus be 

proportionate; 

▪ must allow for effective remedies;

▪ must be subject to guarantees against 
abuse.

Budapest Convention ►criminal law context ►specific investigations ►specified data

Example “direct disclosure”:

▪ Legal basis for specific criminal investigations

▪ Limited to subscriber information (information needed 

to identify the subscriber of a service)

▪ May require to be issued under judicial or other 

independent supervision

▪ Information to be provided in the order

▪ Option of notification requirement with MLA-type 

grounds for refusal

▪ Enforcement via “giving effects” or mutual assistance

▪ Option of reservation on article

+ data protection safeguards (under discussion)
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About safeguards for criminal investigations

Data protection safeguards / issues under discussion:

1. General provisions (eg scope, general principles)

2. Purpose and use

3. Onward transfers

4. Quality and integrity of data

5. Information security

6. Data breach notification

7. Maintaining records

8. Retention periods

9. Special categories of data

10. Automated decisions

11. Individual rights / access, rectification, administrative redress, judicial redress

12. Transparency / Notification

13. Oversight / Supervisory authorities
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About safeguards for national security measures

Bulk interception of data and mass

surveillance for national security purposes

(“creating the haystack”)

►“Margin of appreciation”?
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►Further shift of competencies from the ”cumbersome“ criminal justice (with strict 

safeguards) to the “more efficient” national security arena (with limited 

safeguards)?

►Limited reliance on criminal justice?

►Limited focus on victims?

►Shift from protecting individuals to protecting critical infrastructure?

►Erosion of trust in public institutions, democracy, and state governed by rule of law 

and protecting human rights?

0.01 – 0.001%:  What consequences?
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How to make the criminal justice response more effective & relevant?

►Dramatic surge in resources and skills for criminal justice authorities, including judiciary

▶ Multiply capacity building efforts

▶ Convince decision makers: cybercrime and e-evidence are not marginal issues

▶ Reform/put in place specific procedural powers (with “proportionate” rule of law conditions 

and safeguards)

▶ Provide for additional powers to secure electronic evidence that can effectively be applied in 

practice ▶ Protocol to Budapest Convention

►Cooperation at all levels and information sharing

►What else? ▶ Use Octopus to come up with solutions!


