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• Cybercrime and dedicated investigation teams   

• Changes in the cyber criminal behaviour

• Law enforcement response to new threats

• New investigation tools and new partners

• New cybercrime reporting mechanisms

• New objectives / new strategies
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1. CYBER ATTACKS:   - Illegal computer / data access / transfer

- - Illegal interception of data / data that is not publicly available

- - Illegal alteration, deletion or deterioration of electronic data / restriction of access  

- - Serious hindering of a computer operation system by introducing, transmitting, altering, deleting 

- or restricting the access to the electronic data

2. ON-LINE FRAUDS and frauds committed with electronic payment instruments: 

- Electronic commerce related - Internet frauds, 

- Credit card related – skimming, phishing, Card Present / Card Not Present 

3. OCSEA - On–line child sexual exploitation and abuse / Child Pornography by use of computer

- Producing of CSEM

- Offering, making available, promoting of CSEM

- Distributing or transmitting of CSEM

- Procuring for oneself or another of CSEM

- Possessing, without right, of CSEM  with in a computer system or data storage device
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4. DIGITAL FORENSICS: - Forensic examination / digital data extraction

- Live access to a computer sistem

- Data preservation requests and processing internet traffic 

5. HORIZONTAL SUPPORT: 

- Human trafficking / sexual exploitation of children (using public platfoms to advertise the services)

- First responders (live mobile digital forensics) to public health crimes

(susupects returned from COVID hot zones)

- Open source intelligence, social media monitoring

(of people disrespecting quarantine / isolation)

- Cyber patrolling / darknet / deep web markets / communities 

(involved in illegal transations of medicine and drugs)

- Digital forensics analysis  (in urgent criminal cases regarding public health crimes)

- Cases of disturbing on-line school classes
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https://www.europol.europa.eu/newsroom/news/20-hackers-
arrested-in-eur-1-million-banking-phishing-scam

https://www.europol.europa.eu/newsroom/news/unmasked-
23-charged-over-covid-19-business-email-compromise-fraud
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- OCSEA Operation DOLLS  

- GLOVO Case 

- On-line classes

https://www.digi24.ro/stiri/actualitate/justitie/un-barbat-acuzat-ca-
racola-fetite-pe-internet-mintind-ca-e-de-varsta-lor-arestat-1380526
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http://www.safernet.ro/
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Thank you for your attention!
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