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Chapter I - Use of terms

”m W

Article 1 - “"Computer system”, “computer data”,
“traffic data”:

For the purposes of this Convention:

a "computer system" means any device or a group of interconnected or
related devices, one or more of which, pursuant to a program, performs
automatic processing of data;

service provider”,

b “computer data” means any representation of facts, information or
concepts in a form suitable for processing in a computer system, including a
program suitable to cause a computer system to perform a function;

(o “service provider” means:

i any public or private entity that provides to users of its service the
ability to communicate by means of a computer system, and

i any other entity that processes or stores computer data on behalf of
such communication service or users of such service;

d “traffic data” means any computer data relating to a communication
by means of a computer system, generated by a computer system that formed
a part in the chain of communication, indicating the communication’s origin,
destination, route, time, date, size, duration, or type of underlying service

Articulo 2 (Ley 51 de 2008 -Documento Electrénico y Firmas
Electronicas). Definiciones. Para los efectos de la presente Ley, los siguientes
términos se definen asi:

27. Prestador de servicios de almacenamiento tecnoldgico. Persona natural o
juridica que por la naturaleza de su negocio realiza y/o brinda servicios de
almacenamiento tecnoldgico y/o provee otros servicios relacionados con esta
actividad.

28. Prestador de servicios de certificacion. Persona juridica que emite firmas
electronicas y los certificados electrénicos para identificar el propietario y el
estatus de dichas firmas y provee otros servicios relacionados con el uso de las
firmas electronicas.

29. Prestador de servicios de intermediacion. Persona natural o juridica que:

a. Facilita el servicio de acceso a Internet.

b. Trasmite datos por redes de telecomunicaciones.

c. Realiza copias temporales de las paginas de Internet solicitadas por los
usuarios.

d. Aloja en sus propios servidores datos, aplicaciones o servicios suministrados
por otros.

e. Provee de instrumentos de blusqueda, acceso y recopilacion de datos o de
enlaces a otros sitios de Internet.

30. Prestador de servicios comerciales. Persona natural o juridica que, a través
de medios electrénicos y de Internet, realiza actos, operaciones o transacciones
vinculados a su actividad comercial y/o relacionados con el ciclo comercial.

Back to the Table of Contents




BUDAPEST CONVENTION

Version [DATE]

DOMESTIC LEGISLATION

Article 2 - Illegal access

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the access to the whole or any part of a computer
system without right. A Party may require that the offence be committed by
infringing security measures, with the intent of obtaining computer data or
other dishonest intent, or in relation to a computer system that is connected
to another computer system.

Articulo 285 - Codigo Penal. Quien indebidamente ingrese o utilice una base
de datos, red o sistema informatico sera sancionado con dos a cuatro afios de
prisién.

Article 3 - Illegal interception

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the interception without right, made by technical
means, of non-public transmissions of computer data to, from or within a
computer system, including electromagnetic emissions from a computer
system carrying such computer data. A Party may require that the offence be
committed with dishonest intent, or in relation to a computer system that is
connected to another computer system.

Articulo 286- Cédigo Penal. Quien indebidamente se apodere, copie, utilice o
modifique los datos en transito o contenidos en una base de datos o sistema
informatico, o interfiera, intercepte, obstaculice o impida su transmisién sera
sancionado con dos a cuatro afios de prision.

En relacién con el procedimiento legal para interceptar comunicaciones privada,
es necesario la autorizacién de los jueces, a peticion de los fiscales, de acuerdo
con el articulo 29 de la Constitucién Politica y 311 del Cédigo de Procedimiento
Penal:

ARTICULO 29. La correspondencia y demas documentos privados son inviolables
y ho pueden ser examinados ni retenidos, sino por mandato de autoridad
competente y para fines especificos, de acuerdo con las formalidades legales. En
todo caso, se guardara absoluta reserva sobre los asuntos ajenos al objeto del
examen o de la retencién.

El registro de cartas y demas documentos o papeles se practicara siempre en
presencia del interesado o de una persona de su familia o, en su defecto, de dos
vecinos honorables del mismo lugar.

Todas las comunicaciones privadas son inviolables y no podran ser interceptadas
0 grabadas, sino por mandato de autoridad judicial.
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El incumplimiento de esta disposicion impedira la utilizacién de sus resultados
como pruebas, sin perjuicio de las responsabilidades penales en que incurran los
autores.

Articulo 311 CPP. Interceptacién de comunicaciones. La interceptacion o
grabacion por cualquier medio técnico de otras formas de comunicacion personal
requieren de autorizacidén judicial. A solicitud del Fiscal, el Juez de Garantias
podra, atendiendo a la naturaleza del caso, decidir si autoriza o no la grabacion
de las conversaciones e interceptacion de comunicaciones cibernéticas,
seguimientos satelitales, vigilancia electrénica y comunicaciones telefénicas para
acreditar el hecho punible y la vinculacién de determinada persona.

La intervencidon de las comunicaciones tendra caracter excepcional.

Article 4 - Data interference

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the damaging, deletion, deterioration, alteration or
suppression of computer data without right.

2 A Party may reserve the right to require that the conduct described in
paragraph 1 result in serious harm.

El articulo 286, antes citado, solamente contempla la modificacion (alteracién) de
base de datos o sistema informatico, por lo que no se sanciona su supresion,
deterioro o dafio, total o parcial.

Article 5 - System interference

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the serious hindering without right of the functioning
of a computer system by inputting, transmitting, damaging, deleting,
deteriorating, altering or suppressing computer data

Articulo 286- Cédigo Penal. Quien indebidamente se apodere, copie, utilice o
modifique los datos en transito o contenidos en una base de datos o sistema
informatico, o interfiera, intercepte, obstaculice o impida su transmisidn sera
sancionado con dos a cuatro anos de prision.

Article 6 - Misuse of devices

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right:

a the production, sale, procurement for use, import,
otherwise making available of:

distribution or

Carecemos de una norma penal que sancione esta actividad.
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i a device, including a computer program, designed or adapted primarily
for the purpose of committing any of the offences established in accordance
with the above Articles 2 through 5;

i a computer password, access code, or similar data by which the whole
or any part of a computer system is capable of being accessed,

with intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5; and

b the possession of an item referred to in paragraphs a.i or ii above, with
intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5. A Party may require by law that a number
of such items be possessed before criminal liability attaches.

2 This article shall not be interpreted as imposing criminal liability where the
production, sale, procurement for use, import, distribution or otherwise
making available or possession referred to in paragraph 1 of this article is not
for the purpose of committing an offence established in accordance with
Articles 2 through 5 of this Convention, such as for the authorised testing or
protection of a computer system.

3 Each Party may reserve the right not to apply paragraph 1 of this article,
provided that the reservation does not concern the sale, distribution or
otherwise making available of the items referred to in paragraph 1 a.ii of this
article.

Article 7 - Computer-related forgery

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the input, alteration, deletion, or
suppression of computer data, resulting in inauthentic data with the intent
that it be considered or acted upon for legal purposes as if it were authentic,
regardless whether or not the data is directly readable and intelligible. A Party
may require an intent to defraud, or similar dishonest intent, before criminal
liability attaches.

Articulo 364- Cadigo Penal. Quien falsifique, en todo o en parte, un documento
privado, siempre que ocasione un perjuicio a otro, sera sancionado con prision de
uno a dos afios o su equivalente en dias-multa o arresto de fines de semana.

Articulo 362- Cédigo Penal. Quien falsifique o altere, total o parcialmente, una
escritura publica, un documento publico o auténtico o la firma digital informatica
de otro, de modo que pueda resultar perjuicio, serd sancionado con prisién de
cuatro a ocho afios. Igual sancién se impondra a quien inserte o haga insertar en
un documento publico o auténtico declaraciones falsas concernientes a un hecho
que el documento deba probar, siempre que pueda ocasionar un perjuicio a otro.
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Articulo 61- Ley 51 de 2008 [Documentos y Firmas Electrdnical.
Responsabilidad penal por alteracion o adulteracion de documentos almacenados
tecnolégicamente. Las personas que incurran en cualquier alteracion o
adulteracién de las peliculas, microfichas, discos o certificaciones, antes, durante
o después de la fecha de reproduccion del documento respectivo, responderan
penalmente por su actuacidon y quedaran sujetas a las sanciones tipificadas en el
Cédigo Penal, relativas a los delitos contra la fe publica, sin perjuicio de la
responsabilidad civil o administrativa que pudiera corresponderles.

Article 8 — Computer-related fraud

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the causing of a loss of property to
another person by:

a any input, alteration, deletion or suppression of computer data;

b any interference with the functioning of a computer system,

with fraudulent or dishonest intent of procuring, without right, an economic
benefit for oneself or for another person.

Articulo 216- Codigo Penal. Quien mediante engafio se procure o procure a un
tercero un provecho ilicito en perjuicio de otro sera sancionado con prisiéon de uno
a cuatro afios. La sancidn se aumentard hasta un tercio cuando se cometa
abusando de las relaciones personales o profesionales, o cuando se realice a
través de un medio cibernético o informatico.

Articulo 222- Cédigo Penal. Quien, para procurarse para si o para un tercero
un provecho ilicito, altere, modifique o manipule programas, bases de datos,
redes o sistemas informaticos, en perjuicio de un tercero, sera sancionado con
cuatro a seis afios de prision. La sancién sera de cinco a ocho afios de prision
cuando el hecho sea cometido por la persona encargada o responsable de la
base de datos, redes o sistema informatico o por la persona autorizada para
acceder a estos, o cuando el hecho lo cometid la persona valiéndose de
informacidn privilegiada

Article 9 - Offences related to child pornography

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the following conduct:

a producing child pornography for the purpose of its distribution
through a computer system;

b offering or making available child pornography through a
computer system;

(o distributing or transmitting child pornography through a
computer system;

d procuring child pornography through a computer system for

oneself or for another person;

Articulo 181 Cédigo Penal. Quien fabrique, elabore por cualquier medio o
produzca material pornografico o lo ofrezca, comercie, exhiba, publique, publicite,
difunda o distribuya a través de Internet o de cualquier medio masivo de
comunicaciéon o informacién nacional o internacional, presentando o
representando virtualmente a una o varias personas menores de edad en
actividades de caracter sexual, sean reales o simuladas, sera sancionado con
prisién de cinco a diez anos. La pena sera de diez a quince afios de prisién si la
victima es una persona menor de catorce afos, si el autor pertenece a una
organizacion criminal nacional o internacional o si el acto se realiza con dnimo de
lucro.
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e possessing child pornography in a computer system or on a

computer-data storage medium.

2 For the purpose of paragraph 1 above, the term “child pornography” shall
include pornographic material that visually depicts:

a a minor engaged in sexually explicit conduct;

b a person appearing to be a minor engaged in sexually explicit
conduct;

(o realistic images representing a minor engaged in sexually explicit
conduct

3 For the purpose of paragraph 2 above, the term “minor” shall include all
persons under 18 years of age. A Party may, however, require a lower age-
limit, which shall be not less than 16 years.

4 Each Party may reserve the right not to apply, in whole or in part,
paragraphs 1, sub-paragraphs d. and e, and 2, sub-paragraphs b. and c.

Articulo 182 Coédigo Penal. Quien posea para su propio uso material
pornografico que contenga la imagen, real o simulada, de personas menores de
edad, voluntariamente adquirido, serd sancionado con pena de prision de tres a
cinco afios.

Article 10 - Offences related to infringements of copyright and related
rights

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the
infringement of copyright, as defined under the law of that Party, pursuant to
the obligations it has undertaken under the Paris Act of 24 July 1971 revising
the Bern Convention for the Protection of Literary and Artistic Works, the
Agreement on Trade-Related Aspects of Intellectual Property Rights and the
WIPO Copyright Treaty, with the exception of any moral rights conferred by
such conventions, where such acts are committed wilfully, on a commercial
scale and by means of a computer system.

2 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the
infringement of related rights, as defined under the law of that Party, pursuant
to the obligations it has undertaken under the International Convention for
the Protection of Performers, Producers of Phonograms and Broadcasting
Organisations (Rome Convention), the Agreement on Trade-Related Aspects
of Intellectual Property Rights and the WIPO Performances and Phonograms

Articulo 259 Coédigo Penal. Se impondra pena de dos a cuatro anos de prision
a quien, sin la correspondiente autorizacion del titular o fuera de los limites
permitidos por las normas sobre los Derechos de Autor y Derechos Conexos,
realice cualesquiera de las siguientes conductas: 1. Inscriba en el Registro de
Derecho de Autor y Derechos Conexos una obra, interpretacién o produccion
ajena, como si fuera propia o de persona distinta del verdadero autor, artista o
productor. 2. Utilice ejemplares de la obra, sin autorizacién y los ponga a
disposicion del publico, inclusive la distribucion de fonogramas. 3. Presente
declaraciones falsas de certificaciones de ingresos, repertorio utilizando
identificacion de los autores; autorizacidon obtenida, nimero de ejemplares o
cualquier otra adulteracion de datos susceptibles de causar perjuicio a cualquiera
de los titulares de derechos protegidos. 4. Realice actividades propias de una
entidad de gestidn colectiva, sin contar con la resolucion emitida al efecto por la
autoridad competente. 5. Usurpe la paternidad de una obra protegida por el
Derecho de Autor y Derechos Conexos. 6. Reproduzca, copie o modifique integra
o parcialmente una obra protegida por el Derecho de Autor y Derechos Conexos.
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Treaty, with the exception of any moral rights conferred by such conventions,
where such acts are committed wilfully, on a commercial scale and by means
of a computer system.

3 A Party may reserve the right not to impose criminal liability under
paragraphs 1 and 2 of this article in limited circumstances, provided that other
effective remedies are available and that such reservation does not derogate
from the Party’s international obligations set forth in the international
instruments referred to in paragraphs 1 and 2 of this article.

Articulo 260. Se impondra la pena de cuatro a seis afios de prisidon a quien, sin
la correspondiente autorizacion del titular o fuera de los limites permitidos por las
normas sobre los Derechos de Autor y Derechos Conexos, ejecute alguna de las
siguientes conductas:

1. Almacene, distribuya, exporte, ensamble, fabrique, venda, alquile o ponga en
circulacion de cualquier otra manera reproduccion ilicita de una obra protegida
por el Derecho de Autor y Derechos Conexos.

2. Introduzca en el pais cantidades significativas, con fines comerciales,
reproducciones ilicitas de obras protegidas por el Derecho de Autor y Derechos
Conexos.

3. Reproduzca, copie o modifique, con caracter industrial o mediante laboratorios
o0 mediante procesos automatizados, obras protegidas por el Derecho de Autor y
Derechos Conexos.

Articulo 261. La misma pena prevista en el articulo anterior se le aplicara a quien
sin autorizacién reproduzca o copie, por cualquier medio, la actuacion de un
intérprete o ejecutante, un fonograma, videograma, programas de ordenador o
una emisién de radiodifusion en todo o en parte, o introduzca en el pais,
almacene, distribuya, exporte,

Article 11 - Attempt and aiding or abetting

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, aiding or abetting the commission of any of the
offences established in accordance with Articles 2 through 10 of the present
Convention with intent that such offence be committed.

2 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, an attempt to commit any of the offences established
in accordance with Articles 3 through 5, 7, 8, and 9.1.a and c. of this
Convention.

3 Each Party may reserve the right not to apply, in whole or in part,
paragraph 2 of this article.

Capitulo VIII Forma Imperfecta de Realizacidon del Delito
Articulo 48- Codigo Penal. Hay tentativa cuando se inicia la ejecucion del delito
mediante actos iddneos dirigidos a su consumacién, pero esta no se produce por
causas ajenas a la voluntad del agente.

Articulo 49- Codigo Penal. Si el agente desiste voluntariamente de la ejecuciéon
del delito o impide que el resultado se produzca, solo responde criminalmente si
los hechos realizados constituyen otro delito.

Capitulo VII Autoria y Participacion
Articulo 43- Codigo Penal. Es autor quien realiza, por si mismo o por
interpuesta persona, la conducta descrita en el tipo penal.
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Articulo 4- Cadigo Penal. Es complice primario quien toma parte en la ejecucion
del hecho punible o presta al autor una ayuda sin la cual no habria podido cometer
el delito.

Articulo 45 Cddigo Penal. Es complice secundario: 1. Quien ayude, de
cualquier otro modo, al autor o a los autores en la realizacidn del hecho punible;
0 2. Quien, de cualquier otro modo, brinde ayuda u oculte el producto del delito,
en cumplimiento de una promesa hecha con anterioridad a su ejecucion.

Articulo 46 Codigo Penal. Si el hecho punible fuera mas grave del que quisieron
realizar el complice o los cémplices, solo responderan quienes lo hubieran
aceptado como una consecuencia probable de la acciéon emprendida.

Articulo 47 Codigo Penal. Es instigador quien determina a otro u otros a
cometer delito.

Article 12 - Corporate liability

1 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that legal persons can be held liable for a criminal offence
established in accordance with this Convention, committed for their benefit by
any natural person, acting either individually or as part of an organ of the
legal person, who has a leading position within it, based on:

a a power of representation of the legal person;
b an authority to take decisions on behalf of the legal person;
C an authority to exercise control within the legal person.

2 In addition to the cases already provided for in paragraph 1 of this article,
each Party shall take the measures necessary to ensure that a legal person
can be held liable where the lack of supervision or control by a natural person
referred to in paragraph 1 has made possible the commission of a criminal
offence established in accordance with this Convention for the benefit of that
legal person by a natural person acting under its authority.

3 Subject to the legal principles of the Party, the liability of a legal person may
be criminal, civil or administrative.

4 Such liability shall be without prejudice to the criminal liability of the
natural persons who have committed the offence.

Articulo 51 Cédigo Penal. Cuando una persona juridica sea usada o creada
para cometer delito, siempre que sea beneficiada por él, se le aplicara
cualesquiera de las siguientes sanciones: 1. Cancelacion o suspension de la
licencia o registro por un término no superior a cinco afos. 2. Multa no inferior a
cinco mil balboas (B/.5,000.00) ni superior al doble de la lesion o al beneficio
patrimonial. 3. Pérdida total o parcial de los beneficios fiscales. 4. Inhabilitacion
para contratar con el Estado, directa o indirectamente, por un término no
superior a cinco afios, la cual sera impuesta junto con cualquiera de las
anteriores. 5. Disolucién de la sociedad.

Article 13 - Sanctions and measures
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1 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that the criminal offences established in accordance with
Articles 2 through 11 are punishable by effective, proportionate and dissuasive
sanctions, which include deprivation of liberty.

2 Each Party shall ensure that legal persons held liable in accordance
with Article 12 shall be subject to effective, proportionate and dissuasive
criminal or non-criminal sanctions or measures, including monetary sanctions.

Sustitutivas: a. Prision domiciliaria. b. Trabajo comunitario. 3. Accesorias: a.
Multa. b. Inhabilitacién para ejercer funciones publicas. c. Inhabilitacién para el
ejercicio de determinada profesién, oficio, industria o comercio. d. Comiso. e.
Prohibicion de portar armas. f. Suspensién de la licencia para conducir. g.
Suspension de la patria potestad y el ejercicio de la tutela.

Capitulo IV Penas Accesorias

Articulo 68- Codigo Penal. La pena accesoria es consecuencia de la pena
principal. En su aplicacion, el juzgador deberd seleccionar entre las penas
accesorias previstas en el articulo 50 de este Cddigo la que, segun la gravedad o
naturaleza del delito, tenga relacidn directa con el delito o contribuya a evitar el
peligro para los derechos de las victimas. Es obligatoria la aplicacién de la pena
accesoria, segun las reglas del parrafo anterior, aunque no esté prevista en el
delito de que se trate.

Articulo 69- Cédigo Penal. La pena accesoria tendra una duracion no superior
a la principal y comenzara a cumplirse después de finalizado el cumplimiento de
la pena de prisién, salvo la pena de multa, que se cumplird una vez ejecutoriada
la sentencia. En ningln caso se suspendera la ejecucion de la pena accesoria por
la aplicacion de un subrogado penal.

Articulo 70- Cédigo Penal. La pena de multa consiste en una sancién pecuniaria
que sera igual al doble del beneficio recibido, si lo hubiera, del incremento
patrimonial o del dafio causado debidamente cuantificado.

En cuanto a las personas juridicas, referirse al articulo 50 del Cédigo Penal, antes
citado.

Article 14 - Scope of procedural provisions

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish the powers and procedures provided for in this section
for the purpose of specific criminal investigations or proceedings.

Articulo 2046 Cédigo Judicial. El hecho punible se comprueba con el examen
que se haga, por facultativos o peritos de las personas, huellas, documentos,
rastros o sefiales que haya dejado el hecho, o con deposiciones de testigos que
hayan visto o sepan de otro modo, la perpetraciéon del mismo hecho o con indicios,
medios cientificos o cualquier otro medio racional que sirva a la formacién de la
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2 Except as specifically provided otherwise in Article 21, each Party shall apply
the powers and procedures referred to in paragraph 1 of this article to:

a the criminal offences established in accordance with Articles 2
through 11 of this Convention;

b other criminal offences committed by means of a computer
system; and

C the collection of evidence in electronic form of a criminal offence.

3 a Each Party may reserve the right to apply the measures referred to in
Article 20 only to offences or categories of offences specified in the
reservation, provided that the range of such offences or categories of offences
is not more restricted than the range of offences to which it applies the
measures referred to in Article 21. Each Party shall consider restricting such
a reservation to enable the broadest application of the measure referred to in
Article 20.
b  Where a Party, due to limitations in its legislation in force at the time of
the adoption of the present Convention, is not able to apply the measures
referred to in Articles 20 and 21 to communications being transmitted within
a computer system of a service provider, which system:
i is being operated for the benefit of a closed group of users,
and
does not employ public communications networks and is
not connected with another computer system, whether
public or private,
that Party may reserve the right not to apply these measures to such
communications. Each Party shall consider restricting such a reservation to
enable the broadest application of the measures referred to in Articles 20 and
21

conviccion del juez, siempre que no estén expresamente prohibidos por la ley, ni
violen derechos humanos, ni sean contrarios a la moral o al orden publico.

Articulo 2051 Cédigo Judicial. Fuera de los casos previstos en el articulo
anterior, cuando exista peligro de que la eventual disposicién de una cosa
relacionada con el delito pueda agravar o prolongar sus consecuencias o facilitar
la comision de otros delitos, el juez, a solicitud del funcionario de instruccion,
podra, sin mas tramite, autorizar el secuestro penal mediante resolucién motivada
de inmediato cumplimiento.

En esta materia se aplicaran las disposiciones previstas en este Libro para el
allanamiento vy el registro, asi como las comprendidas en el Titulo II del Libro II
de este Cddigo que no resultaren incompatibles.

Articulo 2077 Coédigo Judicial. Cuando fuere conveniente para esclarecer y
comprobar el hecho, se ordenara la practica de una inspeccién ocular que se
comunicara a los interesados con la anticipacion debida y no se suspendera por
la no comparencia de éstos.

Articulo 2178 Codigo Judicial. El funcionario de instruccion puede allanar un
edificio de cualquier clase, establecimiento o finca cuando haya indicio grave de
que alli se encuentra el presunto imputado, efectos o instrumentos empleados
para la infraccién, libros, papeles, documentos o cualesquiera otros objetos que
puedan servir para comprobar el hecho punible o para descubrir a sus autores y
participes.

Tales allanamientos se practicaran entre las seis de la mafiana y las diez de la
noche; pero podran verificarse a cualquier hora, en lugares en que el publico tiene
libre acceso en los casos de flagrante delito o cuando sea urgente practicar la
diligencia. En todo caso, el allanamiento debera ser decretado por el funcionario
de instruccion.

Articulo 293 CPP. Allanamiento de residencias. En caso de ser necesario
registrar un lugar habitado o sus dependencias inmediatas, el allanamiento sera
autorizado por el Juez de Garantias, previa peticién fundamentada del Fiscal.
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El horario para su realizacion serd entre las seis de la mafiana y las diez de la
noche. Cuando el morador o su representante lo consientan o en los casos
sumamente graves y urgentes podra procederse a cualquier hora y debera dejarse
constancia de la situacidn de urgencia en la resolucion que autoriza el
allanamiento.

El titular del inmueble o quien lo ocupe podra autorizar al Fiscal para que realice
el registro. Este consentimiento deberd consignarse por escrito en el acta
correspondiente. !

Articulo 298 CPP. Excepciones. Cuando sea necesario, para evitar la comision
de un delito o en respuesta a un pedido de auxilio para socorrer a victimas de
crimenes o desastres o en caso de flagrancia, podra procederse al allanamiento
sin autorizacion judicial.

De igual modo, el Fiscal podra ordenar la realizacion del allanamiento si hay
peligro de pérdida de la evidencia o si se deriva de un allanamiento
inmediatamente anterior. En estos casos, la diligencia debera ser sometida al
control del Juez de Garantias, en la forma prevista en el articulo 306 de este
Cddigo.

Articulo 311 CPP. Interceptacién de comunicaciones. La interceptaciéon o
grabacidn por cualquier medio técnico de otras formas de comunicacidn personal
requieren de autorizacién judicial. A solicitud del Fiscal, el Juez de Garantias
podra, atendiendo a la naturaleza del caso, decidir si autoriza o no la grabacién
de las conversaciones e interceptacion de comunicaciones cibernéticas,
seguimientos satelitales, vigilancia electrénica y comunicaciones telefénicas para
acreditar el hecho punible y la vinculacién de determinada persona.

La intervencién de las comunicaciones tendra caracter excepcional.

En caso de que se autorice lo pedido, el juzgador debera sefialar un término que
no exceda de los veinte dias y solo podra ser prorrogado a peticion del Ministerio
Publico, que debera explicar los motivos que justifican la solicitud.

A quien se le encomiende interceptar y grabar la comunicacién o quien la escriba
tendra la obligacién de guardar secreto sobre su contenido, salvo que, citado
como testigo en el mismo procedimiento, se le requiera responder sobre ella.

1 Por CPP se entiende el Cddigo de Procedimiento Penal, aprobado mediante Ley N2 63 de 27 de agosto de 2008, y que entrara en vigencia el 02 de septiembre de 2009.
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El material recabado en la diligencia y conservado en soporte digital debera
permanecer guardado bajo una cadena de custodia.

Las transcripciones de las grabaciones e informaciones receptadas constaran en
un acta en la que solo se debe incorporar lo que guarde relacidon con el caso
investigado, la que sera firmada por el Fiscal.

Articulo 314 CPP. Incautacion de datos. Cuando se incauten equipos
informaticos o datos almacenados en cualquier otro soporte, regiran las mismas
limitaciones referidas al secreto profesional y a la reserva sobre el contenido de
los documentos incautados.

El examen del contenido de los datos se cumplira bajo la responsabilidad del Fiscal
que lo realiza. A dicha diligencia se citara, con la debida antelacion, a la persona
imputada y su defensor. Sin embargo, la ausencia de ellos no impide la realizacion
del acto.

El equipo o la informacidn que no resulten Utiles a la investigaciéon o comprendidos
como objetos no incautables seran devueltos de inmediato y no podran utilizarse
para la investigacion.

Articulo 376 CPP. Libertad probatoria. Los hechos punibles y sus circunstancias
pueden ser acreditados mediante cualquier medio de prueba permitido, salvo las
limitaciones que la ley establezca.

Article 15 - Conditions and safeguards

1 Each Party shall ensure that the establishment, implementation and
application of the powers and procedures provided for in this Section are
subject to conditions and safeguards provided for under its domestic law,
which shall provide for the adequate protection of human rights and liberties,
including rights arising pursuant to obligations it has undertaken under the
1950 Council of Europe Convention for the Protection of Human Rights and
Fundamental Freedoms, the 1966 United Nations International Covenant on
Civil and Political Rights, and other applicable international human rights
instruments, and which shall incorporate the principle of proportionality.

2 Such conditions and safeguards shall, as appropriate in view of the nature

of the procedure or power concerned, inter alia, include judicial or other

Articulo 1948 Cédigo Judicial. Toda norma legal que limite la libertad personal,
el ejercicio de los poderes conferidos a los sujetos del proceso o que establezcan
sanciones procesales sera interpretada restrictivamente.

Articulo 12 CPP. Control judicial de afectacién de derechos fundamentales. Las
medidas de coercion, restrictivas de la libertad personal o de otros derechos son
excepcionales. El Juez de Garantias, al decretar alguna de estas medidas,
observara el caracter excepcional, subsidiario, provisional, proporcional y
humanitario de estas.
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independent supervision, grounds justifying application, and limitation of the
scope and the duration of such power or procedure.

3 To the extent that it is consistent with the public interest, in particular the
sound administration of justice, each Party shall consider the impact of the
powers and procedures in this section upon the rights, responsibilities and
legitimate interests of third parties.

La detencidn provisional esta sometida a un limite temporal razonable para evitar
gue se convierta en una pena anticipada. La detencion provisional no puede
exceder de un afio, excepto en los supuestos senalados en este Cddigo.

Articulo 14 CPP. Respeto a los derechos humanos. Las partes en el proceso
penal seran tratadas con el respeto debido a la dignidad inherente al ser humano.
Los derechos y las garantias que consagran la Constitucidon Politica, los tratados
y convenios internacionales de derechos humanos y este Cddigo deben
considerarse como minimos, prevalentes y no excluyentes de otros que incidan
sobre los derechos fundamentales y la dignidad de la persona.

Article 16 - Expedited preservation of stored computer data

1 Each Party shall adopt such legislative and other measures as may be
necessary to enable its competent authorities to order or similarly obtain the
expeditious preservation of specified computer data, including traffic data,
that has been stored by means of a computer system, in particular where
there are grounds to believe that the computer data is particularly vulnerable
to loss or modification.

2 Where a Party gives effect to paragraph 1 above by means of an order to a
person to preserve specified stored computer data in the person’s possession
or control, the Party shall adopt such legislative and other measures as may
be necessary to oblige that person to preserve and maintain the integrity of
that computer data for a period of time as long as necessary, up to a maximum
of ninety days, to enable the competent authorities to seek its disclosure. A
Party may provide for such an order to be subsequently renewed.

3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige the custodian or other person who is to preserve the
computer data to keep confidential the undertaking of such procedures for the
period of time provided for by its domestic law.

4 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Articulo 270 CPP. Medidas conservatorias innominadas. Cuando existan motivos
justificados para temer que, mientras dure el proceso, puedan continuar las
situaciones que facilitan la comision del delito, a solicitud de parte y con prueba
suficiente, el Juez podra ordenar las medidas conservatorias, de proteccion o de
suspension apropiadas, segln las circunstancias, para prevenir los efectos del
delito.

Articulo 308 CPP. Incautacion. Los instrumentos, dinero, valores y bienes
empleados en la comision del hecho punible o los que sean producto de este
podran ser incautados por el Ministerio Pablico con el fin de acreditar el delito.
Podra disponerse la incautacion de copias, reproducciones o imagenes de los
objetos cuando resulten convenientes para la investigacion.

Articulo 310 CPP. Incautacién de correspondencia. Para la incautacién de
correspondencia epistolar, telegrafica u otros documentos privados, se requerira
autorizacion judicial previa. En los casos previstos en el articulo 298 en que sea
necesario incautar correspondencia, la diligencia se sometera al control posterior
del Juez de Garantias.

Article 17 - Expedited preservation and partial disclosure of traffic
data

No se consagra una disposicién especifica.
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1 Each Party shall adopt, in respect of traffic data that is to be preserved under
Article 16, such legislative and other measures as may be necessary to:
a ensure that such expeditious preservation of traffic data is available
regardless of whether one or more service providers were involved in the
transmission of that communication; and

b ensure the expeditious disclosure to the Party’s competent authority,
or a person designated by that authority, of a sufficient amount of traffic data
to enable the Party to identify the service providers and the path through
which the communication was transmitted.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Article 18 - Production order

1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order:

a a person in its territory to submit specified computer data in that
person’s possession or control, which is stored in a computer system or a
computer-data storage medium; and

b a service provider offering its services in the territory of the Party to
submit subscriber information relating to such services in that service
provider’s possession or control.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

3 For the purpose of this article, the term “subscriber information” means any
information contained in the form of computer data or any other form that is
held by a service provider, relating to subscribers of its services other than
traffic or content data and by which can be established:

a the type of communication service used, the technical provisions
taken thereto and the period of service;

b  the subscriber’s identity, postal or geographic address, telephone
and other access number, billing and payment information,
available on the basis of the service agreement or arrangement;

c any other information on the site of the installation of

communication equipment, available on the basis of the service

agreement or arrangement.

Articulo 817- Cddigo Judicial. Mediante la diligencia exhibitoria, el juez lleva a
efecto la inspeccion de la cosa litigiosa, o de los libros, documentos u otros objetos
que se hallen en poder del demandado real o presuntivo, del demandante, o de
terceros y que el peticionario estime conducentes a probar o hacer efectivos sus
derechos, pretensiones, excepciones o defensas.

Para los efectos de las limitaciones a que se refiere el articulo 89 del Cddigo de
Comercio, se tendra como parte legitima la que solicita la diligencia exhibitoria,
aunque sea extrajudicial, siempre que exprese en su solicitud cual es la relacién
sustancial o el interés juridico que pretende probar con la diligencia, y en qué
forma le interesa personalmente.

Cuando se ejerza la diligencia exhibitoria, la inspeccién serad decretada y se llevara
a cabo el mismo dia sin audiencia de la contraparte o del tenedor de la cosa,
siempre que el peticionario dé caucion a satisfaccién del juez para responder de
todos los dafios y perjuicios que puedan causarse con tal diligencia.

Articulo 2077 - Cédigo Judicial. Cuando fuere conveniente para esclarecer y
comprobar el hecho, se ordenara la practica de una inspeccién ocular que se
comunicara a los interesados con la anticipacidon debida y no se suspendera por
la no comparecencia de éstos.

Articulo 75 CPP. Obligacién de colaborar. Las entidades publicas y privadas estan
obligadas a proporcionar la colaboracion pronta, eficaz y completa a los
requerimientos que formulen los agentes del Ministerio Publico en cumplimiento
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de sus funciones, bajo apercibimiento de incurrir en las responsabilidades
previstas en la ley.

Los agentes del Ministerio Publico dispondran de los poderes coercitivos que les
confiere este Cddigo, su Ley Organica o las leyes especiales.

Article 19 - Search and seizure of stored computer data
1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to search or similarly access:
a a computer system or part of it and computer data stored therein;
and
b
stored

a computer-data storage medium in which computer data may be

in its territory.

2 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that where its authorities search or similarly access a
specific computer system or part of it, pursuant to paragraph 1.a, and have
grounds to believe that the data sought is stored in another computer system
or part of it in its territory, and such data is lawfully accessible from or
available to the initial system, the authorities shall be able to expeditiously
extend the search or similar accessing to the other system.
3 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to seize or similarly secure
computer data accessed according to paragraphs 1 or 2. These measures shall
include the power to:

a seize or similarly secure a computer system or part of it or a
computer-data storage medium;

b make and retain a copy of those computer data;
(o maintain the integrity of the relevant stored computer data;
d render inaccessible or remove those computer data in the accessed

computer system.

4 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order any person who has
knowledge about the functioning of the computer system or measures applied
to protect the computer data therein to provide, as is reasonable, the
necessary information, to enable the undertaking of the measures referred to
in paragraphs 1 and 2.

5 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Articulo 2178 Cédigo Judicial. El funcionario de instruccién puede allanar un
edificio de cualquier clase, establecimiento o finca cuando haya indicio grave de
que alli se encuentra el presunto imputado, efectos o instrumentos empleados
para la infraccidn, libros, papeles, documentos o cualesquiera otros objetos
que puedan servir para comprobar el hecho punible o para descubrir a sus autores
y participes.

Tales allanamientos se practicaran entre las seis de la mafiana y las diez de la
noche; pero podran verificarse a cualquier hora, en lugares en que el publico tiene
libre acceso en los casos de flagrante delito o cuando sea urgente practicar la
diligencia. En todo caso, el allanamiento debera ser decretado por el funcionario
de instruccion.

Articulo 2077 Coédigo Judicial. Cuando fuere conveniente para esclarecer y
comprobar el hecho, se ordenara la practica de una inspeccién ocular que se
comunicara a los interesados con la anticipacion debida y no se suspendera por
la no comparecencia de éstos.

Articulo 293 CPP. Allanamiento de residencias. En caso de ser necesario
registrar un lugar habitado o sus dependencias inmediatas, el allanamiento sera
autorizado por el Juez de Garantias, previa peticion fundamentada del Fiscal.

El horario para su realizacion sera entre las seis de la manana y las diez de la
noche.

Cuando el morador o su representante lo consientan o en los casos sumamente
graves y urgentes podra procederse a cualquier hora y debera dejarse constancia
de la situacién de urgencia en la resolucion que autoriza el allanamiento.

El titular del inmueble o quien lo ocupe podré autorizar al Fiscal para que realice
el registro. Este consentimiento deberd consignarse por escrito en el acta
correspondiente.
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Articulo 314 CPP. Incautacion de datos. Cuando se incauten equipos
informaticos o datos almacenados en cualquier otro soporte, regiran las mismas
limitaciones referidas al secreto profesional y a la reserva sobre el contenido de
los documentos incautados.

El examen del contenido de los datos se cumplira bajo la responsabilidad del Fiscal
que lo realiza. A dicha diligencia se citara, con la debida antelacion, a la persona
imputada y su defensor. Sin embargo, la ausencia de ellos no impide la realizacion
del acto.

El equipo o la informacion que no resulten utiles a la investigacién o comprendidos
como objetos no incautables seran devueltos de inmediato y no podran utilizarse
para la investigacion.

Article 20 - Real-time collection of traffic data
1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to:

a collect or record through the application of technical means on
the territory of that Party, and
b compel a service provider, within its existing technical capability:

i to collect or record through the application of technical
means on the territory of that Party; or

to co-operate and assist the competent authorities in the
collection or recording of,

traffic data, in real-time, associated with specified
communications in its territory transmitted by means of a
computer system.

2 Where a Party, due to the established principles of its domestic legal
system, cannot adopt the measures referred to in paragraph 1.a, it may
instead adopt legislative and other measures as may be necessary to ensure
the real-time collection or recording of traffic data associated with specified
communications transmitted in its territory, through the application of
technical means on that territory.

Articulo 16 - Ley 16/2004. El Ministerio Publico podra realizar operaciones
encubiertas en el curso de sus investigaciones, con el propdsito de identificar los
autores, complices o encubridores, o para esclarecer los hechos relacionados con
los delitos mencionados en el Titulo VI del Libro II del Cédigo Penal. De igual
manera, cuando existan indicios graves de la comision de algunos de estos delitos,
el Procurador General de la Nacion [entiéndase Organo Judicial] podrd ordenar la
intercepcidén y registro de las comunicaciones telefénicas, de correo electrdnico o
en foros de conversacion a través de la red en las que participen las personas
investigadas, con el objeto de recabar elementos de prueba relativos a tales
delitos.

Las transcripciones de las grabaciones constaran en un acta en la que solo se
incorporara aquello que guarde relacién con el caso investigado, la cual sera
refrendada por el funcionario encargado de la diligencia y por su superior
jerarquico.2

Articulo 26 - Texto Unico de Drogas. Cuando existan indicios de la comision
de un delito grave, el Procurador General de la Nacion [entiéndase Organo
Judicial]l podrd autorizar la filmaciéon o la grabacién de las conversaciones vy

2 Ley 16 de 31 de marzo de 2004, que dicta disposiciones para la prevencién y tipificacidon de delitos contra la integridad y la libertad sexual, y modifica y adiciona articulos a los

Cadigos Penal y Judicial.
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3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the
execution of any power provided for in this article and any information relating
to it.

4 The powers and procedures referred to in this article shall be subject
to Articles 14 and 15.

comunicaciones telefonicas de aquellos que estén relacionados con el ilicito, con
sujecion a lo que establece el articulo 29 de la Constitucion Politica.

Las transcripciones de las grabaciones constaran se haran en un acta en la que
solo se incorporara aquello que guarde relacidon con el caso investigado, y sera
refrendada por el funcionario encargado de la diligencia y por su superior
jerarquico.

Articulo 311 CPP. Interceptacién de comunicaciones. La interceptacion o
grabacion por cualquier medio técnico de otras formas de comunicacién personal
requieren de autorizacion judicial. A solicitud del Fiscal, el Juez de Garantias
podra, atendiendo a la naturaleza del caso, decidir si autoriza o no la grabacion
de las conversaciones e interceptacion de comunicaciones cibernéticas,
seguimientos satelitales, vigilancia electrénica y comunicaciones telefdnicas para
acreditar el hecho punible y la vinculacién de determinada persona.

La intervencidon de las comunicaciones tendra caracter excepcional.

En caso de que se autorice lo pedido, el juzgador debera sefialar un término que
no exceda de los veinte dias y solo podra ser prorrogado a peticién del Ministerio
Publico, que debera explicar los motivos que justifican la solicitud.

A quien se le encomiende interceptar y grabar la comunicacién o quien la escriba
tendra la obligacidon de guardar secreto sobre su contenido, salvo que, citado
como testigo en el mismo procedimiento, se le requiera responder sobre ella.

El material recabado en la diligencia y conservado en soporte digital debera
permanecer guardado bajo una cadena de custodia.

Las transcripciones de las grabaciones e informaciones receptadas constaran en
un acta en la que solo se debe incorporar lo que guarde relacién con el caso
investigado, la que sera firmada por el Fiscal.

Article 21 - Interception of content data

1 Each Party shall adopt such legislative and other measures as may be
necessary, in relation to a range of serious offences to be determined by
domestic law, to empower its competent authorities to:

a collect or record through the application of technical means on the
territory of that Party, and

b compel a service provider, within its existing technical capability:
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ito collect or record through the application of technical means on the
territory of that Party, or

iito co-operate and assist the competent authorities in the collection or
recording of, content data, in real-time, of specified communications in its
territory transmitted by means of a computer system.
2 Where a Party, due to the established principles of its domestic legal system,
cannot adopt the measures referred to in paragraph 1.a, it may instead adopt
legislative and other measures as may be necessary to ensure the real-time
collection or recording of content data on specified communications in its
territory through the application of technical means on that territory.
3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the
execution of any power provided for in this article and any information relating
to it.
4 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

en foros de conversacion a través de la red en las que participen las personas
investigadas, con el objeto de recabar elementos de prueba relativos a tales
delitos.

Las transcripciones de las grabaciones constaradn en un acta en la que solo se
incorporara aquello que guarde relaciéon con el caso investigado, la cual sera
refrendada por el funcionario encargado de la diligencia y por su superior
jerarquico.3

Articulo 26 - Texto Unico de Drogas. Cuando existan indicios de la comision
de un delito grave, el Procurador General de la Nacion [entiéndase Organo
Judicial]l podra autorizar la filmacion o la grabacidon de las conversaciones y
comunicaciones telefonicas de aquellos que estén relacionados con el ilicito, con
sujecion a lo que establece el articulo 29 de la Constitucion Politica.

Las transcripciones de las grabaciones constaran se haran en un acta en la que
solo se incorporara aquello que guarde relacion con el caso investigado, y sera
refrendada por el funcionario encargado de la diligencia y por su superior
jerarquico.

Articulo 311 CPP. Interceptacién de comunicaciones. La interceptacidon o
grabacion por cualquier medio técnico de otras formas de comunicacién personal
requieren de autorizacién judicial. A solicitud del Fiscal, el Juez de Garantias
podra, atendiendo a la naturaleza del caso, decidir si autoriza o no la grabacién
de las conversaciones e interceptacion de comunicaciones cibernéticas,
seguimientos satelitales, vigilancia electrénica y comunicaciones telefénicas para
acreditar el hecho punible y la vinculacién de determinada persona.

La intervencion de las comunicaciones tendra caracter excepcional.

En caso de que se autorice lo pedido, el juzgador debera sefialar un término que
no exceda de los veinte dias y solo podra ser prorrogado a peticion del Ministerio
Publico, que debera explicar los motivos que justifican la solicitud.

3 Ley 16 de 31 de marzo de 2004, que dicta disposiciones para la prevencion y tipificacién de delitos contra la integridad y la libertad sexual, y modifica y adiciona articulos a los

Cadigos Penal y Judicial.
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A quien se le encomiende interceptar y grabar la comunicacion o quien la escriba
tendra la obligacidon de guardar secreto sobre su contenido, salvo que, citado
como testigo en el mismo procedimiento, se le requiera responder sobre ella.

El material recabado en la diligencia y conservado en soporte digital debera
permanecer guardado bajo una cadena de custodia.

Las transcripciones de las grabaciones e informaciones receptadas constaran en
un acta en la que solo se debe incorporar lo que guarde relacion con el caso
investigado, la que sera firmada por el Fiscal.

Article 22 - Jurisdiction

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish jurisdiction over any offence established in accordance
with Articles 2 through 11 of this Convention, when the offence is committed:

a in its territory; or

b on board a ship flying the flag of that Party; or

C on board an aircraft registered under the laws of that Party; or
d by one of its nationals, if the offence is punishable under criminal

law where it was committed or if the offence is committed outside
the territorial jurisdiction of any State.
2 Each Party may reserve the right not to apply or to apply only in specific
cases or conditions the jurisdiction rules laid down in paragraphs 1.b through
1.d of this article or any part thereof.
3 Each Party shall adopt such measures as may be necessary to establish
jurisdiction over the offences referred to in Article 24, paragraph 1, of this
Convention, in cases where an alleged offender is present in its territory and
it does not extradite him or her to another Party, solely on the basis of his or
her nationality, after a request for extradition.
4 This Convention does not exclude any criminal jurisdiction exercised by
a Party in accordance with its domestic law.
When more than one Party claims jurisdiction over an alleged offence
established in accordance with this Convention, the Parties involved shall,
where appropriate, consult with a view to determining the most appropriate

jurisdiction for prosecution.

Articulo 18 Cédigo Penal. La ley penal se aplicara a los hechos punibles
cometidos en el territorio nacional y demas lugares sujetos a la jurisdicciéon del
Estado, salvo las excepciones establecidas en las convenciones y normas
internacionales vigentes en la Republica de Panama. Para los efectos de la ley
penal, constituyen territorio de la Republica el area continental e insular, el mar
territorial, la plataforma continental, el subsuelo y el espacio aéreo que los cubre.
También lo constituyen las naves y aeronaves panamefias y todo aquello que,
segun las normas del Derecho Internacional, responda a ese concepto.

Articulo 20 Cdédigo Penal. También se aplicara la ley penal panamefia a los
delitos cometidos en el extranjero, cuando: 1. Produzcan o deban producir sus
resultados en el territorio panamefio. 2. Sean cometidos en perjuicio de un
panamefio o sus derechos. 3. Sean cometidos por agentes diplomaticos,
funcionarios o empleados panamefios que no hubieran sido juzgados en el lugar
de su comisién por razones de inmunidad diplomatica. 4. Una autoridad nacional
haya negado la extradicién de un panamefio o de un extranjero.

Back to the Table of Contents




BUDAPEST CONVENTION

Version [DATE]

DOMESTIC LEGISLATION

*

Article 24 - Extradition

1 a This article applies to extradition between Parties for the criminal
offences established in accordance with Articles 2 through 11 of this
Convention, provided that they are punishable under the laws of both Parties
concerned by deprivation of liberty for a maximum period of at least one year,
or by a more severe penalty.

b Where a different minimum penalty is to be applied under an
arrangement agreed on the basis of uniform or reciprocal legislation or an
extradition treaty, including the European Convention on Extradition (ETS No.
24), applicable between two or more parties, the minimum penalty provided
for under such arrangement or treaty shall apply.

2 The criminal offences described in paragraph 1 of this article shall be deemed
to be included as extraditable offences in any extradition treaty existing
between or among the Parties. The Parties undertake to include such offences
as extraditable offences in any extradition treaty to be concluded between or
among them.

3 If a Party that makes extradition conditional on the existence of a treaty
receives a request for extradition from another Party with which it does not
have an extradition treaty, it may consider this Convention as the legal basis
for extradition with respect to any criminal offence referred to in paragraph 1
of this article.

4 Parties that do not make extradition conditional on the existence of a treaty
shall recognise the criminal offences referred to in paragraph 1 of this article
as extraditable offences between themselves.

5 Extradition shall be subject to the conditions provided for by the law of the
requested Party or by applicable extradition treaties, including the grounds on
which the requested Party may refuse extradition.

6 If extradition for a criminal offence referred to in paragraph 1 of this article
is refused solely on the basis of the nationality of the person sought, or
because the requested Party deems that it has jurisdiction over the offence,
the requested Party shall submit the case at the request of the requesting
Party to its competent authorities for the purpose of prosecution and shall
report the final outcome to the requesting Party in due course. Those
authorities shall take their decision and conduct their investigations and

Articulo 2496 Codigo Judicial. La extradicion se ajustara a lo que establezcan
al respecto los tratados publicos de que sea parte la Republica de Panama y a
falta de éstos a las disposiciones siguientes establecidas en las Secciones 12 y 22
de este Capitulo.

Seccién 12
Extradicion de Personas Reclamadas por Autoridades Panamefias

Articulo 2497 Cédigo Judicial. La extradicion de personas reclamadas por
autoridades panamefias se gestionara por conducto del Ministerio de Relaciones
Exteriores, a solicitud del juez que hubiere dictado auto de enjuiciamiento, o
sentencia; o del funcionario correspondiente a cuyo cargo estuviere la instruccion
del proceso por el delito de que se trate.

Articulo 2499 Cddigo Judicial. Para que la solicitud de extradicion sea
procedente, es necesario que el delito que motivo el proceso o la condena del
reclamado, prescindiendo de circunstancias modificativas de la culpabilidad, esté
sancionado con la pena privativa de libertad, en el momento de la infraccion.

Seccion 22
Extradicion de Personas Reclamadas por Autoridades Extranjeras

Articulo 2500 Cédigo Judicial. El Organo Ejecutivo por medio del Ministerio de
Relaciones Exteriores, a titulo de reciprocidad, podra conceder la extradiciéon de
las personas procesadas, sancionadas por las autoridades de otro Estado que se
encuentren en territorio sometido a la jurisdiccion de la Republica de Panama.
Para que la extradicion proceda es necesario que los hechos constitutivos del
delito por el cual el reclamado haya sido procesado, sancionado o perseguido, se
hubieren ejecutado en la jurisdiccién del Estado requirente y que tengan sefialada
una pena privativa de libertad, tanto en la legislacion de dicho Estado como en la
Republica de Panama.
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proceedings in the same manner as for any other offence of a comparable
nature under the law of that Party.

7 a Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate to
the Secretary General of the Council of Europe the name and address of each
authority responsible for making or receiving requests for extradition or
provisional arrest in the absence of a treaty.

b The Secretary General of the Council of Europe shall set up and keep
updated a register of authorities so designated by the Parties. Each Party shall
ensure

Titulo IX

Extradicidn

Capitulo I

Disposicion General

Articulo 516 CPP. Extradicion. El procedimiento de extradicion se regira por
tratados de los que la Republica de Panama sea parte y, en ausencia de ellos, por
las disposiciones del presente Titulo, o por la reciprocidad internacional.
La extradicidn se concedera para el propdsito del procesamiento judicial o para el
cumplimiento de una condena con respecto a un delito extraditable. En ausencia
de un tratado o acuerdo de extradicion, esta podra ser requerida en funcion del
principio de reciprocidad internacional, en cuyo caso el proceso se regira por las
disposiciones del presente Titulo.

Capitulo II

Extradicién Pasiva

Articulo 517 CPP. Procedimiento. El Organo Ejecutivo podra, a titulo de
reciprocidad, conceder la extradicién de personas procesadas o sancionadas por
las autoridades de otro Estado que se encuentren dentro del territorio de la
Republica de Panama.
La extradicion podra ser otorgada al Estado solicitante si el delito por el cual se
requiere a un individuo es punible en dicho Estado y en la Republica de Panama
con prisién u otro tipo de privacion de la libertad por un periodo maximo de, al
menos, un ano o con una pena Mmas severa al momento de la infraccién.
La extradiciéon de una persona que ha sido sentenciada a prisién u otra forma de
privacion de libertad impuesta por un delito podra otorgarse Unicamente si, al
momento de formalizarse la solicitud, queda un periodo no menor de seis meses
de pena por cumplir.
Para los efectos del cumplimiento del requisito de doble incriminacién, no seré
necesario que los delitos por los cuales sea reclamado un individuo estén bajo la
misma categoria de delitos en la legislacion penal nacional o que se denominen,
definan o caractericen de la misma manera que en el Estado requirente.

Capitulo III
Extradicion Activa
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Articulo 545 CPP. Extradicion activa. Las autoridades jurisdiccionales
panamefias podran hacer una solicitud a un Estado extranjero para la extradicion
de una persona, con el propodsito de su procesamiento penal o imposicidon o
cumplimiento de condenas con respecto a un delito sobre el cual la Republica de
Panama tenga jurisdiccion.

La misma autoridad también podra solicitar a un Estado extranjero el arresto
provisional de una persona pendiente de la presentacién de una solicitud de
extradicion, o remitir una solicitud para consentimiento luego de la entrega de
una persona por medio de una excepcion de la regla de especialidad.

El pedido correspondiente se gestionara por conducto del Ministerio de Relaciones
Exteriores a solicitud del Juez que hubiera dictado el auto de enjuiciamiento o la
sentencia, del funcionario correspondiente a cuyo cargo estuviera la instruccion
del proceso por el delito de que se trate.

Article 25 - General principles relating to mutual assistance

1 The Parties shall afford one another mutual assistance to the widest extent
possible for the purpose of investigations or proceedings concerning criminal
offences related to computer systems and data, or for the collection of
evidence in electronic form of a criminal offence.

2 Each Party shall also adopt such legislative and other measures as may be
necessary to carry out the obligations set forth in Articles 27 through 35.

3 Each Party may, in urgent circumstances, make requests for mutual
assistance or communications related thereto by expedited means of
communication, including fax or e-mail, to the extent that such means provide
appropriate levels of security and authentication (including the use of
encryption, where necessary), with formal confirmation to follow, where
required by the requested Party. The requested Party shall accept and respond
to the request by any such expedited means of communication.

4 Except as otherwise specifically provided in articles in this chapter, mutual
assistance shall be subject to the conditions provided for by the law of the
requested Party or by applicable mutual assistance treaties, including the
grounds on which the requested Party may refuse co-operation. The requested
Party shall not exercise the right to refuse mutual assistance in relation to the

El Principio de Reciprocidad es reconocido por el Estado Panamefio, y en ese
sentido se ha pronunciado la Corte Suprema de Justicia, al darle curso a las
distintas solicitudes de asistencia internacional.

Panama ha suscrito numerosos convenios de cooperacion internacional con
diversos paises, y es suscriptor del Cédigo de Bustamante, todos los cuales se
basan en el principio de reciprocidad.

No obstante, la cooperacion internacional, al funcionar a través de una serie de
protocolos o procedimientos entre el Estado requirente y el Estado requerido,
dificulta en la practica una cooperacién agil, rapida y efectiva, especialmente en
los términos perentorios que sugiere el Convenio de Budapest, por lo que los
esfuerzos deben ir dirigidos a facilitar la brevedad en la comunicacién y
cooperacion, como lo podria ser a través de Interpol o la nueva Ameripol,
informacién que posteriormente deberd ser judicializada por los canales
convencionales
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offences referred to in Articles 2 through 11 solely on the ground that the
request concerns an offence which it considers a fiscal offence.

5 Where, in accordance with the provisions of this chapter, the requested Party
is permitted to make mutual assistance conditional upon the existence of dual
criminality, that condition shall be deemed fulfilled, irrespective of whether its
laws place the offence within the same category of offence or denominate the
offence by the same terminology as the requesting Party, if the conduct
underlying the offence for which assistance is sought is a criminal offence
under its laws.

Article 26 - Spontaneous information

1 A Party may, within the limits of its domestic law and without prior request,
forward to another Party information obtained within the framework of its own
investigations when it considers that the disclosure of such information might
assist the receiving Party in initiating or carrying out investigations or
proceedings concerning criminal offences established in accordance with this
Convention or might lead to a request for co-operation by that Party under
this chapter.

2 Prior to providing such information, the providing Party may request that it
be kept confidential or only used subject to conditions. If the receiving Party
cannot comply with such request, it shall notify the providing Party, which
shall then determine whether the information should nevertheless be
provided. If the receiving Party accepts the information subject to the
conditions, it shall be bound by them.

Article 27 - Procedures pertaining to mutual assistance requests in
the absence of applicable international agreements

1 Where there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and requested
Parties, the provisions of paragraphs 2 through 9 of this article shall apply.
The provisions of this article shall not apply where such treaty, arrangement
or legislation exists, unless the Parties concerned agree to apply any or all of
the remainder of this article in lieu thereof.

2 a Each Party shall designate a central authority or authorities responsible
for sending and answering requests for mutual assistance, the execution of
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such requests or their transmission to the authorities competent for their
execution.

b The central authorities shall communicate directly with each other;

C Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate to
the Secretary General of the Council of Europe the names and addresses of
the authorities designated in pursuance of this paragraph;

d The Secretary General of the Council of Europe shall set up and keep
updated a register of central authorities designated by the Parties. Each Party
shall ensure that the details held on the register are correct at all times.

3 Mutual assistance requests under this article shall be executed in
accordance with the procedures specified by the requesting Party, except
where incompatible with the law of the requested Party.

4 The requested Party may, in addition to the grounds for refusal
established in Article 25, paragraph 4, refuse assistance if:

a the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence, or

b it considers that execution of the request is likely to prejudice its
sovereignty, security, ordre public or other essential interests.

5 The requested Party may postpone action on a request if such action

would prejudice criminal investigations or proceedings conducted by its
authorities.

6 Before refusing or postponing assistance, the requested Party shall,
where appropriate after having consulted with the requesting Party, consider
whether the request may be granted partially or subject to such conditions as
it deems necessary.

7 The requested Party shall promptly inform the requesting Party of the
outcome of the execution of a request for assistance. Reasons shall be given
for any refusal or postponement of the request. The requested Party shall also
inform the requesting Party of any reasons that render impossible the
execution of the request or are likely to delay it significantly.

8 The requesting Party may request that the requested Party keep
confidential the fact of any request made under this chapter as well as its
subject, except to the extent necessary for its execution. If the requested
Party cannot comply with the request for confidentiality, it shall promptly
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

Back to the Table of Contents




BUDAPEST CONVENTION

DOMESTIC LEGISLATION

Version [DATE]

9 a In the event of urgency, requests for mutual assistance or
communications related thereto may be sent directly by judicial authorities
of the requesting Party to such authorities of the requested Party. In any such
cases, a copy shall be sent at the same time to the central authority of the
requested Party through the central authority of the requesting Party.

b Any request or communication under this paragraph may be made
through the International Criminal Police Organisation (Interpol).
C Where a request is made pursuant to sub-paragraph a. of this article

and the authority is not competent to deal with the request, it shall refer the
request to the competent national authority and inform directly the requesting
Party that it has done so.

d Requests or communications made under this paragraph that do not
involve coercive action may be directly transmitted by the competent
authorities of the requesting Party to the competent authorities of the
requested Party.

e Each Party may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, inform the
Secretary General of the Council of Europe that, for reasons of efficiency,
requests made under this paragraph are to be addressed to its central
authority.

Article 28 - Confidentiality and limitation on use

1 When there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and the
requested Parties, the provisions of this article shall apply. The provisions of
this article shall not apply where such treaty, arrangement or legislation
exists, unless the Parties concerned agree to apply any or all of the remainder
of this article in lieu thereof.

2 The requested Party may make the supply of information or material in
response to a request dependent on the condition that it is:

a kept confidential where the request for mutual legal assistance could
not be complied with in the absence of such condition, or
b not used for investigations or proceedings other than those stated in

the request.
3 If the requesting Party cannot comply with a condition referred to in
paragraph 2, it shall promptly inform the other Party, which shall then
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determine whether the information should nevertheless be provided. When
the requesting Party accepts the condition, it shall be bound by it.

4 Any Party that supplies information or material subject to a condition
referred to in paragraph 2 may require the other Party to explain, in relation
to that condition, the use made of such information or material.

Article 29 - Expedited preservation of stored computer data

1 A Party may request another Party to order or otherwise obtain the
expeditious preservation of data stored by means of a computer system,
located within the territory of that other Party and in respect of which the
requesting Party intends to submit a request for mutual assistance for the
search or similar access, seizure or similar securing, or disclosure of the data.

2 A request for preservation made under paragraph 1 shall specify:

a the authority seeking the preservation;

b the offence that is the subject of a criminal investigation or
proceedings and a brief summary of the related facts;

(o the stored computer data to be preserved and its relationship to
the offence;

d any available information identifying the custodian of the stored
computer data or the location of the computer system;

e the necessity of the preservation; and

f that the Party intends to submit a request for mutual assistance

for the search or similar access, seizure or similar securing, or disclosure of
the stored computer data.

3 Upon receiving the request from another Party, the requested Party
shall take all appropriate measures to preserve expeditiously the specified
data in accordance with its domestic law. For the purposes of responding to a
request, dual criminality shall not be required as a condition to providing such
preservation.

4 A Party that requires dual criminality as a condition for responding to a
request for mutual assistance for the search or similar access, seizure or
similar securing, or disclosure of stored data may, in respect of offences other
than those established in accordance with Articles 2 through 11 of this
Convention, reserve the right to refuse the request for preservation under this
article in cases where it has reasons to believe that at the time of disclosure
the condition of dual criminality cannot be fulfilled.

5 In addition, a request for preservation may only be refused if:

Back to the Table of Contents




BUDAPEST CONVENTION

DOMESTIC LEGISLATION

Version [DATE]

a the request concerns an offence which the requested Party
considers a political offence or an offence connected with a political offence,
or

b the requested Party considers that execution of the request is
likely to prejudice its sovereignty, security, ordre public or other essential
interests.

6 Where the requested Party believes that preservation will not ensure
the future availability of the data or will threaten the confidentiality of or
otherwise prejudice the requesting Party’s investigation, it shall promptly so
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

4 Any preservation effected in response to the request referred to in paragraph
1 shall be for a period not less than sixty days, in order to enable the
requesting Party to submit a request for the search or similar access, seizure
or similar securing, or disclosure of the data. Following the receipt of such a
request, the data shall continue to be preserved pending a decision on that
request.

Article 30 - Expedited disclosure of preserved traffic data

1 Where, in the course of the execution of a request made pursuant to Article
29 to preserve traffic data concerning a specific communication, the requested
Party discovers that a service provider in another State was involved in the
transmission of the communication, the requested Party shall expeditiously
disclose to the requesting Party a sufficient amount of traffic data to identify
that service provider and the path through which the communication was
transmitted.

2 Disclosure of traffic data under paragraph 1 may only be withheld if:

a the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence; or

b the requested Party considers that execution of the request is likely to
prejudice its sovereignty, security, ordre public or other essential interests.

Article 31 - Mutual assistance regarding accessing of stored computer
data

1 A Party may request another Party to search or similarly access, seize or
similarly secure, and disclose data stored by means of a computer system
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located within the territory of the requested Party, including data that has
been preserved pursuant to Article 29.
2 The requested Party shall respond to the request through the application of
international instruments, arrangements and laws referred to in Article 23,
and in accordance with other relevant provisions of this chapter.
3 The request shall be responded to on an expedited basis where:

a there are grounds to believe that relevant data is particularly vulnerable
to loss or modification; or
b the instruments, arrangements and laws referred to in paragraph 2
otherwise provide for expedited co-operation.

Article 32 - Trans-border access to stored computer data with consent
or where publicly available
A Party may, without the authorisation of another Party:

a access publicly available (open source) stored computer data,
regardless of where the data is located geographically; or
b access or receive, through a computer system in its territory, stored

computer data located in another Party, if the Party obtains the lawful and
voluntary consent of the person who has the lawful authority to disclose the
data to the Party through that computer system.

Article 33 - Mutual assistance in the real-time collection of traffic data
1 The Parties shall provide mutual assistance to each other in the real-time
collection of traffic data associated with specified communications in their
territory transmitted by means of a computer system. Subject to the
provisions of paragraph 2, this assistance shall be governed by the conditions
and procedures provided for under domestic law.

2 Each Party shall provide such assistance at least with respect to criminal
offences for which real-time collection of traffic data would be available in a
similar domestic case.

Article 34 - Mutual assistance regarding the interception of content
data

The Parties shall provide mutual assistance to each other in the real-time
collection or recording of content data of specified communications
transmitted by means of a computer system to the extent permitted under
their applicable treaties and domestic laws.
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Article 35 - 24 /7 Network

1 Each Party shall designate a point of contact available on a twenty-four hour,
seven-day-a-week basis, in order to ensure the provision of immediate
assistance for the purpose of investigations or proceedings concerning
criminal offences related to computer systems and data, or for the collection
of evidence in electronic form of a criminal offence. Such assistance shall
include facilitating, or, if permitted by its domestic law and practice, directly
carrying out the following measures:

a the provision of technical advice;

b the preservation of data pursuant to Articles 29 and 30;

(o the collection of evidence, the provision of legal information, and
locating of suspects.

2 a A Party’s point of contact shall have the capacity to carry out

communications with the point of contact of another Party on an expedited
basis.

b If the point of contact designated by a Party is not part of that Party’s
authority or authorities responsible for international mutual assistance or
extradition, the point of contact shall ensure that it is able to co-ordinate with
such authority or authorities on an expedited basis.

3 Each Party shall ensure that trained and equipped personnel are available,
in order to facilitate the operation of the network.

Article 42 - Reservations

By a written notification addressed to the Secretary General of the Council of
Europe, any State may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, declare that it
avails itself of the reservation(s) provided for in Article 4, paragraph 2, Article
6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3, Article 11,
paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2, Article 29,

paragraph 4, and Article 41, paragraph 1. No other reservation may be made.
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