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Chapter I - Use of terms

DOMESTIC LEGISLATION

Article 1 - “"Computer system”, “computer data”, “service provider”,
“traffic data”:

For the purposes of this Convention:

a "computer system" means any device or a group of interconnected
or related devices, one or more of which, pursuant to a program, performs
automatic processing of data;

b “computer data” means any representation of facts, information or
concepts in a form suitable for processing in a computer system, including a
program suitable to cause a computer system to perform a function;

(o “service provider” means:

i any public or private entity that provides to users of its service the
ability to communicate by means of a computer system, and

i any other entity that processes or stores computer data on behalf of
such communication service or users of such service;

d “traffic data” means any computer data relating to a communication
by means of a computer system, generated by a computer system that
formed a part in the chain of communication, indicating the communication’s
origin, destination, route, time, date, size, duration, or type of underlying
service

Section 1 — Substantive criminal law

Article 13 of the Penal Code

«n) MAnpo@opiakd oUCTNUA €ival GUOKEUN ] opada S1aouUVOEDEUEVWV 1| OXETIKOV
METAEU TOUC OUCKEUWV, €K TWV OMOiwv Mia f NepIooOTEPEG ekTeEAOUV, CUUPWVA
ME éva npoypapud, autouaTn enegepyacia wnelakwv dedoUEVWY, KaBWC Kal Td
wnelaka dedopéva nou anoBnkelovTal, anoTehoUv avTikeiyevo eneEepyaaiag,
avaktwvTal r diapiBalovral anodé TNV €V AOyw CUCKEUM ATNV OHAda CUOKEUWV WE
okono Tn AsiToupyia, Tn Xpnon, TNV NpoaTacia Kai Tn GUVTAPNON TWV CUOKEUWV
auTwv.

0) Wnoplakd dedopéva €ival n napouciacn yeEyovoTwy, NANPOPOPINV N EVVOIWV
ot pop®n KataAAnAn npoc¢ ene-Espyacia anod nAnpo@opiakd ouoTnua,
OUMNEPIAAUBA-VOUEVOU MPOYPAUHATOC MOU  napéxel Tn  duvartotnTa aoTo
nANPo@opIakd cUOTNHA va eKTEAECEI YIa AsIToupyias».

Chapter II - Measures to be taken at the national level

Title 1 — Offences against the confidentiality, integrity and availability of computer data and systems

Article 2 - Illegal access
Each Party shall adopt such legislative and other measures as may be

Article 370 NK
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necessary to establish as criminal offences under its domestic law, when
committed intentionally, the access to the whole or any part of a computer
system without right. A Party may require that the offence be committed by
infringing security measures, with the intent of obtaining computer data or
other dishonest intent, or in relation to a computer system that is connected
to another computer system.

«ApBpo 370I
Mapavoun npocBacn o€ NANPoPOPIaKO GUCTNUA

1. '0Onoiog xwpig dikaiwpa avTiypd@el i xpnoiJonol-

€l NpoypANNATA UNOAOYIOTWY, TIHWPEITAl HE PUAAKION
HEXPI €81 (6) WNVEG Kal Pe XpNHATIKA noivi S1aKooiwy
evevnvTa (290) eupw €wc NEVTE XIANIAdWV EVVIAKOTIWV
(5.900) eupw.

2. '0nolog Xwpig Sikaiwpa anokTa npocfacn oTo
oUvVoAO i TURANA NANPoPOpPIaKoU CUCTANATOG N OE
oToIXEid Nou PeTadidovTal HE CUCTAPATA TAAENIKOI-
voviov, napapialovrag anayopelosig ) HETPA ao@a-
Agiag nou €xel AaBel 0 VOUIPOG KATOXOC TOU, TIMWPEI-
Tal ue QUAAkKIon. Av n npa&n avagEperal oTIG dIEBVEIG
OXEOEIG N TNV AOQPAAEId TOU KPATOUG, TIMWPEITAI KATA
To apBpo 148.

3. Av 0 3paoTnG ival oTNV UNnpPecia Tou VOWIMOU Ka-
TOXOU TOU NANpo@opIiakol GUCTAHATOC N TWV OTOIXEI-
WV, N Npd&n Tng nponyoUHEVNG Napaypa@ou TIHWPEITal
HOVO av anayopeUeTal pNTA Ano E0WTEPIKO KAVOVIOUO N
anod &yypagn anogacn Tou KAToXou fj apuodiou unai-
AnAou Tou.

4. O1 npa&eig Twv napaypdpwv 1 ewg 3 diwkovTal
UoTepa and €ykAnon».

Article 3 - Illegal interception

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the interception without right, made by technical
means, of non-public transmissions of computer data to, from or within a
computer system, including electromagnetic emissions from a computer
system carrying such computer data. A Party may require that the offence
be committed with dishonest intent, or in relation to a computer system that
is connected to another computer system.

Article 370B NK

1. Whoever, without authorization, copies, uses, discloses to another person, or
in any way violates data of a computer or a computer program, which belong to
the realm of state secrets, privates secrets, business secrets, trade secrets
privacy, shall be punished by imprisonment from three months to five years.
Private computer data or programs should be considered and all the data and
programs that the legal holder keeps them secret with justified interest,
especially if the owner had taken security measures.

2. If the offender is in the service of the legal holder of the data, or the secret
computer data and programs have a great economic value, the act shall be
punished by imprisonment from one year to five years.
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3. If the secret computer data and programs belong to the realm of military or
diplomatic secrets, or of the security of the state, the act shall be punished
according to Articles 146-147.

4. The offences of paragraphs 1-2 are prosecuted only upon complaint.

«ApBpo 370A

1.'0Onolog, aBéuiTa, Ye TN XPNon TEXVIKOV NECWYV, Na-
pPakoAoUBEi 1} anoTunwvel g€ UAIKO Qopéa pn dNUOCIEG
O1aBIBACEIG BEDOUEVWV 1N NAEKTPOUAYVNTIKEG EKMOKMNEG
ano, npog r evrog nAnpo@opiakol CUCTNAUATOG I Na-
pEPBaivel o QUTEG e okoNO 0 id10G 1 AANOC va nAnpo-
(opnBei To NepleXOUEVO TOUG, TINWPEITAl JE KABEIPEN
HEXP! O€ka (10) eTwv.

2. Mg Tnv noivr TnG napaypdagou 1 TIHwpEiTal 6noiog
KAVEl Xpron TnG NAnpogopiag r Tou UAIkoU gpopéa eni
TOU OMoiou auTr €xel anoTunwoei PJe Toug TPOMoUG nou
npoBAEneTal oTnv napdaypa®o 1.

3. Av ol npda&eig Twv napaypdewv 1 kai 2 guvenayovral
napapiaon oTpaTiwTIkoU i JINAWKATIKOU anopprTou N
apopouVv anoppnTo NOU AvapEPETAl 0TNV AoPAAEIa Tou
KpdToug o€ kaipd MoAEUOU TIHWPOUVTAl KATA To apBpo
146».

Article 4 - Data interference

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the damaging, deletion, deterioration, alteration or
suppression of computer data without right.

2 A Party may reserve the right to require that the conduct described in
paragraph 1 result in serious harm.

Article 381A of the Penal Code

ApBpo 381A

®B0opA NAEKTPOVIK® V OEOOHE VWV

1. 'Onolog xwpic dikaiwpa diaypdagel, KaTaoTPEPEI,
aAloiwvel i anokpunTel Yn@laka d0edopEVa EVOC OU-
OTAMATOG NANPOPOPIWY, KABIOTA AvEPIKTN TN XPron
TOUG I ME OMoIoVONMNOTE TPOMNO ANoKAEiel TNV Nnpocpaacn
oTa dedopéva auTd, TINWPEITAl e QUAAKION €wg Tpia (3)
€. Z€ 1010iTEPA EAAPPEC NEPINTWOEIC, TO JIKACTAPIO
MMOopEi, EKTIHOVTAG TIG NEPIOTACEIC TEAEONG, VA KPIVEI
TNV npagn atigwpntn.

2. H npd&n Tng npwTnc napaypdgou TIwpPEiTal: a)

Back to the Table of Contents




Version [DATE]

BUDAPEST CONVENTION DOMESTIC LEGISLATION

ME @uUAAkion ano €va (1) €wg Tpi a (3) €Tn, av TEAEGTNKE
HE TN Xpnon epyaleiou nou €xel oxedlaoTei KaTa kUpIo
AOYO yia npaypaTonoinon eniB£cswv nou ennpealouv
Heyalo apiBud ouoTnEATwV NANPOPOPIMV I ENIBECE-

WV nou npokaAoUv coBapéc {nuieg kal 10iwg eNBETEWV
nou npokaAoUv PeydAng €KTacng n yia HEYAlo XpoviKo
didoTnua d1aTapa&n Twv UNNPECI®V TWV CUCTNUATWY
NANPOYOPIWYV, OIKOVOUIKN Znuia 151aiTepa PeyaAng

a&iag r onuavTikr anwAecia dedoPEvwY, B) HE PUAAKI-

on TouAdaxioTov evog (1) £€Toug, av NPokAAeos coBapeg
{nuigg kal 18iwg HeydAng €KTaong n yia HeYAAo Xpoviko
didoTnua d1aTapa&n Twv UNNPECI®V TWV CUCTNPATWY
NANPO@OPIWY, OIKoVouIKA Znuia 131aiTepa peydAng a&iag
 onuavTikn anwAgia dedoPEvwy Kal y) HE PUAAKION Tou-
AaxioTov evog (1) €Toug, av TEAECTNKE KATA CUCTNHATWY
NANPO@OPILY MoU anoTeAoUV PHEPOG UNOJOUAG Yia TNV
npounBeia Tou NANBucpoU pe LWTIKAG onuaciag ayabd

r unnpeaieg. Q¢ {wTIKAG onuaciag ayadd r unnpeaieg
voouvTal 10iwg n €BvIKR APuva, n Uyeia, ol GUYKOIVWVIEG,
Ol HETAQOPEG KAl N EVEPYEIQ.

3. Av ol npa&eig Twv nponyoUHeEVWY Napaypapwy Te-
AéoTnkav oTo nAaioio dounuEvNg kal e diapkn dpdon
opadag TPIWV ) NEPIOCOTEPWV NPOCWNWY, NMOU EMdIW-
KEI TNV TEAEON NEPIOOOTEPWV EYKANUATWV TOU NapovTog
apBpou, 0 UNaiTIOG TINWPEITAI JE PUAAKION TOUAAXIOTOV
ouUo (2) eTwv.

4. Ma Tnv noivikn diwgn Tng Nnpd&ng Tng napaypdgou

1 anaiteiTal € ykAnon

Article 5 - System interference Article 292B of the Penal Code
Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when | 1. 'Onolog xwpig dikaiwpa napepnodilel coapd r di-
committed intentionally, the serious hindering without right of the |akdnTel Tn AeiToupyia cuoTANATOG NANPOPOPIWY HE TNV
functioning of a computer system by inputting, transmitting, damaging, | eicaywyn, diaBiBacn, diaypagr|, KataoTpo®r], aAAoiwan
deleting, deteriorating, altering or suppressing computer data WYNPIaKwV OeJOPEVWV N HE ANMOKAEIONO TNG NpocsBaacng
oTa 0edopéva auTd, TIHWPEITAI JE PUAAKION HEXPI TPIWV
(3) eTwv.

2. H npd&n Tng npwTng napaypd@ou TIHWpPEITal:
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a) Me QuUAdakion ano €va (1) éwg Tpia (3) €Tn, av Te-
AEOTNKE PE TN XPRoN €pyaleiou nou €xel oxediaoTei
KaTa kUplo Adyo yia npayuaronoinon eniBEcswy nou
ennpealouv Peyalo apiBud ouoTNUATWY NANPOYO-
PIOV ) ENIBECEWY Nou NpokaloUv coBapég {nuieg kai
10iwg eNIBEgewV Nou NpokaAoUV PEYAANG €KTAong n
yla Heyalo xpovikd diaotnua diatapa&n Twv unnpeoi-
WV TWV OUGTNHATWV NANPOPOPINY, OIKOVOUIKN {nuida
1I51aiTepa peydAng a&iag n onuavTikn anwAeia dedo-
MEVWV, B) HE QUAAKION TOUAAxIoTOV £vOG (1) €Toug, av
npokaAeoe coBapég Znuieg kal 10iwg HeydAng €kTaong
N yia MEyAAo xpovikd diaotnua diatapa&n Twv unn-
PECIOV TWV GUGTNHATWV NANPOPOPIWY, OIKOVOUIKN
{nuia 181aiTepa geyaAng a&iag i onuavTikn anwAeia
OedoUEVWV KAl Y) WE PUAAKION ToUAdxioTov evog (1)
€TOUG, av TEAEOTNKE KATA GUOTNHATWY NANPOPOPIMV
nou anoTeAoUV PEPOC UMOJOWNC YIa TNV NpounBela
Tou NAnBuaopou pe LWTIKAG onuaciag ayada f unnpe-
oiec. Q¢ LwTIKNG onuaciag ayabd f unnpecieg voou-
vTal 13iwg n €Bvikn duuva, n uyeid, ol CUYKOIVWVIEG, Ol
METAPOPEG KAl N EVEPYEIQ.

3. Av ol npa&eig Twv nponyoUHeEVWY Napaypapwy Te-
AéoTnkav oTo nAaioio dounuEvNg kal e diapkn dpdon
opadag TPIWV ) NeEPIOOOTEPWV NPOCWNWY, NMOU EMIW-
KEI TNV TEAEON NEPIOOOTEPWV EYKANUATWV TOU NapovTog
apBpou, TIHwWpPEITAl He PpUAAKION TouAdxioTov duo (2)
ETQV.

4. Ma Tnv noivikn diwgn Tng Nnpd&ng Tng napaypdgou
1 anaiteiTal ykAnon».

Article 6 - Misuse of devices

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right:

a the production, sale, procurement for use, import,
otherwise making available of:

i a device, including a computer program, designed or adapted
primarily for the purpose of committing any of the offences established in

distribution or

Article 66A N. 2121/1993

1. The term technological measures means any technology, device or
component that, in the normal course of its operation, is designed to prevent or
restrict acts, in respect of works or other subject-matter, which are not
authorized by the rightholder of any copyright or any right related to copyright
as well as the sui generis right of the data base maker. Technological measures
shall be deemed effective where the use of a protected work or other subject-
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accordance with the above Articles 2 through 5;

i a computer password, access code, or similar data by which the whole
or any part of a computer system is capable of being accessed,

with intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5; and

b the possession of an item referred to in paragraphs a.i or ii above,
with intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5. A Party may require by law that a
number of such items be possessed before criminal liability attaches.

2 This article shall not be interpreted as imposing criminal liability where the
production, sale, procurement for use, import, distribution or otherwise
making available or possession referred to in paragraph 1 of this article is
not for the purpose of committing an offence established in accordance with
Articles 2 through 5 of this Convention, such as for the authorised testing or
protection of a computer system.

3 Each Party may reserve the right not to apply paragraph 1 of this article,
provided that the reservation does not concern the sale, distribution or
otherwise making available of the items referred to in paragraph 1 a.ii of this
article.

matter is controlled by the rightholders through application of an access control
or protection process, such as encryption, scrambling or other transformation of
the work or other subject-matter or a copy control mechanism, which achieves
the protection objective.

2. It is prohibited to circumvent, without the permission of the rightholder, any
effective technological measure when such act is made in the knowledge or with
reasonable grounds to know that he is pursuing that objective.

3. It is prohibited without the permission of the rightholder, to engage in the
manufacture, import, distribution, sale, rental, advertisement for sale or rental,
or possession for commercial purposes of devices, products or components or
the provision of services which:
e are promoted, advertised or marketed for the purpose of circumvention
of or
e have only a limited commercially significant purpose or use other than
to circumvent or
e are primarily designed, produced, adapted or performed for the purpose
of enabling or facilitating the circumvention of any effective
technological measures.

4. The practice of activities in violation of the above provisions is punished by
imprisonment of at least one year and a fine of 2.900 to 15.000 Euro and entails
the civil sanctions of article 65 Law 2121/1993. The One-Member First Instance
Court may order an injunction in accordance with the Code of Civil Procedure,
the provision of article 64 Law 2121/1993 also being applicable.

5. Notwithstanding the legal protection provided for in par. 4 of this article, as it
concerns the limitations (exceptions) provided for in Section IV of law
2121/1993, as exists, related to reproduction for private use on paper or any
similar medium (article 18), reproduction for teaching purposes (article 21),
reproduction by libraries and archives (article 22), reproduction for judicial or
administrative purposes (article 24), as well as the use for the benefit of people
with disability (article 28A), the rightholders should have the obligation to give
to the beneficiaries the measures to ensure the benefit of the exception to the
extent necessary and where that beneficiaries have legal access to the protected
work or subject-matter concerned. If the rightholders do not take voluntary
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measures including agreements between rightholders and third parties
benefiting from the exception, the rightholders and third parties benefiting from
the exception may request the assistance of one or more mediators selected
from the list of mediators drawn up by the Copyright Organization. The
mediators make recommendations to the parties. If no party objects within one
month from the forwarding of the recommendation, all parties are considered to
have accepted the recommendation. Otherwise, the dispute is settled by the
Court of Appeal of Athens trying at first and last instance. These provisions shall
not apply to works or other subject-matter available to the public on agreed
contractual terms in such a way that members of the public may access them
from a place and at a time individually chosen by them.

Title 2 - Computer-related offences

Article 7 - Computer-related forgery

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the input, alteration, deletion, or
suppression of computer data, resulting in inauthentic data with the intent
that it be considered or acted upon for legal purposes as if it were authentic,
regardless whether or not the data is directly readable and intelligible. A
Party may require an intent to defraud, or similar dishonest intent, before
criminal liability attaches.

Article 8 - Computer-related fraud

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the causing of a loss of property
to another person by:

a any input, alteration, deletion or suppression of computer data;
b any interference with the functioning of a computer system,

with fraudulent or dishonest intent of procuring, without right, an economic
benefit for oneself or for another person.

Article 386A NK

1. Whoever, with the intent of obtaining for himself or a third person an
unlawful material benefit, damages the assets of another by influencing the
result of a data processing operation through incorrect configuration of a
program, use of incorrect or incomplete data, or with any other influence, shall
be punished with imprisonment for 3 months to 5 years.

Title 3 — Content-related offences
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Article 9 - Offences related to child pornography

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the following conduct:

a producing child pornography for the purpose of its distribution
through a computer system;

b offering or making available child pornography through a
computer system;

(o distributing or transmitting child pornography through a
computer system;

d procuring child pornography through a computer system for
oneself or for another person;

e possessing child pornography in a computer system or on a

computer-data storage medium.

2 For the purpose of paragraph 1 above, the term “child pornography” shall
include pornographic material that visually depicts:

a a minor engaged in sexually explicit conduct;

b a person appearing to be a minor engaged in sexually explicit
conduct;

(o realistic images representing a minor engaged in sexually explicit
conduct

3 For the purpose of paragraph 2 above, the term “minor” shall include all
persons under 18 years of age. A Party may, however, require a lower age-
limit, which shall be not less than 16 years.

4 Each Party may reserve the right not to apply, in whole or in part,
paragraphs 1, sub-paragraphs d. and e, and 2, sub-paragraphs b. and c.

Article 348A

1. Any person who, intentionally produces, distributes, publishes, imports or
exports, transfers, offers, sells or in other way distributes, supplies with,
purchases, obtains, acquires or owns child pornographic material or spreads or
broadcasts information concerning executions of such actions, is sentenced to at
least one year’s imprisonment and a fine of ten to one hundred thousand Euros.

2. Any person, who intentionally, produces, offers, sells or in any way
distributes, transfers, purchases, obtains or acquires child pornographic material
or broadcasts information concerning the executions of such actions through a
computer system or through the Internet is sentenced to at least two years’
imprisonment and a fine of fifty to three hundred thousand Euros.

3. Pornographic material in the sense of the above mentioned paragraphs
consists of any representation or an actual or virtual depiction, in electronic or
any other form of material, of the body of or part of the body of a minor, aimed
at causing sexual stimulation, as well as a recording or depiction of an actual or
virtual carnal act that arises sexual stimulation by or with a minor.

4. Actions of the first and second paragraph are punishable by imprisonment of
up to ten years and a fine of fifty to one hundred thousand Euros if:

are professionally or habitually committed”,

“the production of child pornographic material is connected to the

exploiting of the need, mental or intellectual weakness or corporal
dysfunction of the minor due to organic disease or by exercise or threat
of violence or using a minor under the age of fifteen”.
If such an act as describe in case b) resulted in grievous bodily harm to the
victim, it will entail a sentence of at least ten years' imprisonment and a fine of
one hundred thousand to five hundred thousand Euros. If, however, such an act
resulted in the victim’s death, then life imprisonment is imposed.”

Title 4 - Offences related to infring

ements of copyright and related rights

Article 10 - Offences related to infringements of copyright and
related rights
1 Each Party shall adopt such legislative and other measures as may be

Article 370 NK

1. Whoever, without right copies or uses computer programs shall be punished
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necessary to establish as criminal offences under its domestic law the
infringement of copyright, as defined under the law of that Party, pursuant
to the obligations it has undertaken under the Paris Act of 24 July 1971
revising the Bern Convention for the Protection of Literary and Artistic
Works, the Agreement on Trade-Related Aspects of Intellectual Property
Rights and the WIPO Copyright Treaty, with the exception of any moral
rights conferred by such conventions, where such acts are committed
wilfully, on a commercial scale and by means of a computer system.

2 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the
infringement of related rights, as defined under the law of that Party,
pursuant to the obligations it has undertaken under the International
Convention for the Protection of Performers, Producers of Phonograms and
Broadcasting Organisations (Rome Convention), the Agreement on Trade-
Related Aspects of Intellectual Property Rights and the WIPO Performances
and Phonograms Treaty, with the exception of any moral rights conferred by
such conventions, where such acts are committed wilfully, on a commercial
scale and by means of a computer system.

3 A Party may reserve the right not to impose criminal liability under
paragraphs 1 and 2 of this article in limited circumstances, provided that
other effective remedies are available and that such reservation does not
derogate from the Party’s international obligations set forth in the
international instruments referred to in paragraphs 1 and 2 of this article.

by imprisonment up to six months and penalty from 290 Euro to 5.900 Euro.
Article 66 N. 2121/1993

1. Any person who, in contravention of the provisions of this law or of the
provisions of lawfully ratified multilateral international conventions on the
protection of copyright, unlawfully makes a fixation of a work or of copies,
reproduces them directly or indirectly, temporarily or permanently in any form,
in whole or in part, translates, adapts, alters or transforms them, or distributes
them to the public by sale or other means, or possesses with the intent of
distributing them, rents, performs in public, broadcasts by radio or television or
any other means, communicates to the public works or copies by any means,
imports copies of a work illegally produced abroad without the consent of the
author and, in general, exploits works, reproductions or copies being the object
of copyright or acts against the moral right of the author to decide freely on the
publication and the presentation of his work to the public without additions or
deletions, shall be liable to imprisonment of no less than a year and to a fine
from 2.900-15.000 Euro.

2. The sanctions listed above shall be applicable to any person who, in
contravention of the provisions of this law, or of the provisions of lawfully
ratified multilateral international conventions on the protection of related rights,
makes the following actions:
e Without the permission of the performers:
o fixes their performance
o directly or indirectly, temporarily or permanently reproduces by
any means and form, in whole or in part, the fixation of their
performance
o distributes to the public the fixation of their performance or
possesses them with the purpose of distribution
o rents the fixation of their performance
o broadcasts by radio and television by any means, the live
performance, unless such broadcasting is rebroadcasting of a
legitimate broadcasting
o communicates to the public the live performance made by any
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means, except radio and television broadcasting

makes available to the public, by wire or wireless means, in such
a way that members of the public may access them from a place
and at a time individually chosen by them, the fixation of their
performance.

Without the permission of phonogram producers (producers of sound
recordings):

o

directly or indirectly, temporarily or permanently reproduces by
any means and form, in whole or in part, their phonograms
distributes to the public the above recordings, or possesses
them with the purpose of distribution

rents the said recordings

makes available to the public, by wire or wireless means, in such
a way that members of the public may access them from a place
and at a time individually chosen by them, their phonograms
imports the said recordings produced abroad without their
consent.

Without the permission of producers of audiovisual works (producers of
visual or sound and visual recordings)

o

directly or indirectly, temporarily or permanently reproduces by
any means and form, in whole or in part, the original and the
copies of their films

distributes to the public the above recordings, including the
copies thereof, or possesses them with the purpose of
distribution

rents the said recordings

makes available to the public, by wire or wireless means, in such
a way that members of the public may access them from a place
and at a time individually chosen by them, the original and the
copies of their films

imports the said recordings produced abroad without their
consent

broadcasts by radio or television by any means including
satellite transmission and cable retransmission, as well as the
communication to the public
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e Without the permission of radio and television organizations:

o rebroadcasts their broadcasts by any means

o presents their broadcasts to the public in places accessible to
the public against payment of an entrance fee

o fixes their broadcasts on sound or sound and visual recordings,
regardless of whether the broadcasts are transmitted by wire or
by the air, including by cable or satellite

o directly or indirectly, temporarily or permanently reproduces by
any means and form, in whole or in part, the fixation of their
broadcasts

o distributes to the public the recordings containing the fixation or
their broadcasts

o rents the recordings containing the fixation of their broadcasts

o makes available to the public, by wire or wireless means, in such
a way that members of the public may access them from a place
and at a time individually chosen by them, the fixation of their
broadcasts.

3. If the financial gain sought or the damage caused by the perpetration of an
act listed in paragraphs (1) and (2), above, is particularly great, the sanction
shall be not less than two years imprisonment and a fine of from 2 to 10 million
drachmas. If the guilty party has perpetrated any of the aforementioned acts by
profession or at a commercial scale or if the circumstances in connection with
the perpetration of the act indicate that the guilty party poses a serious threat
to the protection of copyright or related rights, the sanction shall be
imprisonment of up to ten (10) years and a fine of from 5 to 10 million
drachmas, together with the withdrawal of the trading license of the undertaking
which has served as the vehicle for the act. The act shall be likewise deemed to
have been perpetrated by way of standard practice if the guilty party has on a
previous occasion been convicted of a contravention pursuant to the provisions
of the Article or for a violation of the preceding copyright legislation and
sentenced to a non-redeemable period of imprisonment. Any infringement of
copyright and related rights in the form of felony is tried by the competent
Three-member Court of Appeal for Felonies.

Back to the Table of Contents




BUDAPEST CONVENTION

Version [DATE]

DOMESTIC LEGISLATION

4. Any person who did not pay the remuneration provided for by Article 18,
paragraph (3) hereof to a collecting society is punished with the sanction of
paragraph (1), (2) and (3). The same sentence is imposed on the debtor who,
after the issuance of the decision of the one-member first instance court, does
not submit the declaration under the provisions of article 18, par. 6, of this law.

5. The sanctions specified in paragraph (1), above, shall be applicable likewise
to any person who:

e uses or distributes, or possesses with the intent to distribute, any
system or means whose sole purpose is to facilitate the unpermitted
removal or neutralization of a technical system used to protect a
computer program

e manufactures or imports or distributes, or possesses with intent to
distribute, equipment and other materials utilizable for the reproduction
of a work which do not conform to the specifications determined
pursuant to Article 59 of this Law

e manufactures or imports or distributes, or possesses with intent to
distribute, objects which can thwart the efficacy of the above-mentioned
specifications, or engages in an act which can have that result

e reproduces or uses a work without utilizing the equipment or without
applying the systems specified pursuant to Article 60 of this Law

e distributes, or possesses with intent to distribute, a phonogram or film
without the special mark or control label specified pursuant to Article 61
of this Law

6, Where a sentence of imprisonment is imposed with the option of
redeemability, the sum payable for the redemption shall be 10 times the sum
specified as per the case in the Penal Code.

7. Where mitigating circumstances exist, the fine imposed shall not be less than
half of the minimum fine imposable as per the case under this Law.

8. Any person who proceeds to authorized temporary or permanent reproduction
of the database, translation, adaptation, arrangement and any other alteration
of the database, distribution to the public of the database or of copies thereof,
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communication, display or performance of the database to the public, is
punished by imprisonment of at least one (1) year and a fine of one (1) to five
(5) million drachmas.

9. Any person who proceeds to extraction and/or re-utilization of the whole or of
a substantial part of the contents of the database without the authorization of
the author thereof, is punished by imprisonment of at least one (1) year and a
fine of one (1) to five (5) million drachmas (article 12 of Directive 96/9).

10. When the object of the infringement refers to computer software, the
culpable character of the action, as described in paragraph 1 of article 65A and
under the prerequisites provided there, is raised under the condition that the
infringer proceeds in the unreserved payment of the administrative fee and the
infringement concerns a quantity of up to 50 programs.

11. When the object of infringement concerns recordings of sound in which a
work protected by copyright law has been recorded, the unreserved payment of
an administrative fee according to the stipulation of par.2 of article 65A and
under the prerequisites provided there, the culpable character of the action is
raised under the condition that the infringement concerns a quantity of up to
five hundred (500) illegal sound recording carriers.

12. The payment of the administrative fee and the raising of the culpable
character of the action, do not relieve the infringers from the duty of buying off
the copyright and related rights or from the duty of compensating and paying
the rest expenses to the holders of these rights, according to the provisions of
the relevant laws.

13. In case of recidivism during the same financial year the administrative fee
provided for by article 65A doubles.

Title 5 - Ancillary liability and sanctions

Article 11 - Attempt and aiding or abetting
1 Each Party shall adopt such legislative and other measures as may be
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necessary to establish as criminal offences under its domestic law, when
committed intentionally, aiding or abetting the commission of any of the
offences established in accordance with Articles 2 through 10 of the present
Convention with intent that such offence be committed.

2 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, an attempt to commit any of the offences
established in accordance with Articles 3 through 5, 7, 8, and 9.1.a and c. of
this Convention.

3 Each Party may reserve the right not to apply, in whole or in part,
paragraph 2 of this article.

Article 12 - Corporate liability

1 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that legal persons can be held liable for a criminal
offence established in accordance with this Convention, committed for their
benefit by any natural person, acting either individually or as part of an
organ of the legal person, who has a leading position within it, based on:

a a power of representation of the legal person;
b an authority to take decisions on behalf of the legal person;
C an authority to exercise control within the legal person.

2 In addition to the cases already provided for in paragraph 1 of this article,
each Party shall take the measures necessary to ensure that a legal person
can be held liable where the lack of supervision or control by a natural
person referred to in paragraph 1 has made possible the commission of a
criminal offence established in accordance with this Convention for the
benefit of that legal person by a natural person acting under its authority.

3 Subject to the legal principles of the Party, the liability of a legal person
may be criminal, civil or administrative.

4 Such liability shall be without prejudice to the criminal liability of the
natural persons who have committed the offence.

ApOpo TETAPTO
EuBuUvn VOHIK®V NPOoCON®V
(ApBpo 11 Tng Odnyiag)

1. Av kdnola and Ti¢ npa&eig Twv apbpwv 292B, 370r,
3704, 370E, 381A kal 386A Tou MolvikoU Kwdika TEAEDTN-
KE, NPOC OPEAOG I yIa Aoyapiaopd VOUIKoU Npoowrnou n
EVWONG NPOCWN®Y, anod QpuUOIKO NPOCWIO NoU EVEPYEI
€iTe aTodIKA €iTe WG HENOG OPYAVOU TOU VOUIKOU NPOo®-
Mou N TNG EVWONG NPOCWNWV Kal £XEl EE0UCIA EKNPOOW-
nnNong Toug N €EouaioddTNoN yia TN ARWn ano®Aacewy yia
Aoyapiacpo Toug N yia TNV aoknon EAEYXOU EVTOG AUTWV,
€MIBAAAOVTAl OTO VOUIKO NPOCWIO 1 OTNV £VWON NPoow-
nwv e €101ka arriohoynuévn andégaaon TG Apxng Alaoga-
Aong Tou AnoppnTou Twv Enikoivwviwv, KaTa nepintwon,
OWPEUTIKA 1 d1aleUKTIKA, oI aKOAOUBEC KUPWOEIG,

a) ouoTaon yia CUPKOPPWON HESA OTA XPOVIKA Opla
TaooopevNG Npobeopiag he nposidonoinan eniBoAng
NMPOCTIUOU O€ NePINTWON NAPAAEIPNG CUPNHOPPWONG,

B) d10IkNTIKOG NpooTigo and 20.000 €wg 1.000.000

EUPW,

Yy) avakAnon f avacToAn Tng adeiag AsiToupyiag Toug

yla Xpoviko didoTnua anod €va (1) pyrva €wg duo (2) €Tn

N anayoépeuon doknong TNG EMNIXEIPNMATIKAG Toug dpa-
oTNEIOTNTAC YIa TO i3I0 XpoVvIKO didaTnua,
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0) anokAeIoPOG and dnuOCIEC NAPOXEG, EVIOXUTEIC,
€MOOTNOEIC, avaBETEIG EpYWV KAl UNNPECI®Y, NPOUN-
Beieg, Slapnuioeig kal diaywviopoUg Tou Anpoagiou N
TWV VOUIK®OV NPOC®NWV ToU dnUOCIou ToNEa yia To id10
diaoTna.

Z€ NePINTWON UNOTPOMNG Ol KUPWOEIG TWV NEPINTM-
OEWV Y  Kal 3" pnopei va €Xouv opioTIKO XapakTnpa Kdal
£QOCOV MPOKEITAl NEPI CWHATEIWV I EVWOOEWV NPOTW-
nwv, N UNOTPONM KNopei va €xel wg ouveneia Tn diaAuon
TOUG, oUPPWVA HE TIG EKACTOTE I0XUOUCEC dIATAEEIG.

2. '0OTav n €AAsign enonTeiag r eA&yxou ano QUGIKO
NPOCWMO NOU avagEpeTal oTnv napaypa®o 1, KaTe-
oTnoe duvaTtnh Tnv TEAeon and NpOowno nou TeAEi uno
Tnv €€ouacia Tou Kanolag ano TIG a&ionolveg Npageig nou
avagepovTal oTny idia wg avw napaypago, npog 0PeAog
r yia Aoyapiacpd vopikoU npoowrnou ) EVvwong Npoow-
nwv, eNBAAAOVTal 0TO VOUIKO NPOCWNO, CWPEUTIKA N
d1aleUKTIKA, Ol aKOAOUBEC KUPWOEIG:

a) ouoTaaon yia CUPKOPPWON HECA OTA XPOVIKA Opla
TaooopevNG NpoBeopiag e nposidonoinon eniBoAng
NPOCTIHOU O€ NePINTWON NApdA&IPnG CUPHOPPWAONG,

B) d101kNTIKO NpooTigo and 10.000 €wg 1.000.000
EUPW,

Y) o1 NpoBAENOUEVEG OTIC NEPINTWOEIC Y KAl O' TNG
nponyoUHEVNG Napaypa@ou KUPWOEIG YIa XPoVIKO O1a-
oTnua ano déka (10) NUEPEC Ewg €& (6) MNVEC.

3. MNa ™ owpeuTikn 1 dIaleukTIKA €NIBOAN TWV KU-
PWOEWV Mou NpoBAENOVTAl GTIG NPONYOULEVEG NaApa-
YPA@OUG KAl yIa TNV ENIPETPNON TWV KUPWOEWV AUTWOV
AauBavovTal unown 13iwg n BapuTnTa TNG napapacng,

0 BaBuoc TNG UNAITIOTNTAG, N OIKOVOWIKN EMIPAVEIA TOU
VOUIKOU Mpoomnou 1 TNG Evwong Npoownwy Kal N TUXov
UMNoTpPONM TOUC.

4. H epappoyn Twv diatd&ewv Twv nponyoUUEV@Y Na-
paypa®wv €ivar aveEdptTnTn and Tnv AaoTiKn, NeiBapyikn
N NoIVIKA €uBUVN TWV aVaPEPOUEVWV OE AUTEC PUOTI-
KOV npoownwv. Kapid kupwaon dev eniBAAETal Xwpig
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nponyoupevn KANTEUON TWV VOUIHWY EKMPOCONWY TOU
VOMIKOU Mpoownou N TNG EVwaong Npoownwy Npog napo-
XN €&nynoswv. H KAnon kolvonolgital TouAdxioTov déka
(10) nuépeg npiv and Tnv nuUEpa Tng akpodaong. Katd Ta
Aoina, epappolovral ol dIATAEEIG TwV Napaypapwy 1
Kal 2 Tou dpBpou 6 Tou Kwdika AloiknTIknG Aladikaagi-
ag. Z€ NepinTwon aoknong noivikng diwgng yia kanoia
anod Tig npoBAeNdUEVEG OoTnNV Napdypago 1 a&ionoiveq
NPAEeIg Nou TEAEOTNKE and NPOCWMNO avaPePOPEVO OTIC
napaypdgoug 1 kal 2 Kai NPOKEIYEVOU VA EPAPHOCTEI

n npoBAenduevn oto dpBpo autod diadikaacia niBoAng
JIOIKNTIKWV KUPWOEWYV, Ol EI0aYYEAIKEG APXEG EVNHEPW-
VOuV apéowc Tov Ynoupyo Aikaloolvng, Alagaveiag kal
AvBpwnivwv AIKAIOPATWV Kal anooTEAAOUV O auTOV
avTiypaga Tng dikoypagiag.

5. 3& nepinTwon ageTakAnTng anaAAayng Tou napa-
Ne@OEVTOG 01 KATA TA AVWTEPW ANOPACEIG ENIBOANG
JI0IKNTIKWV KUPWOEWVY avakalouvTal.

6. O1 d1aTAEEIC TV NPONYOUHEVWY Napaypdpwyv dev
epapuolovTal oTo KpATog, OTOUG POPEIC dNUOaIag eEou-
oiag kal oToug digbveig opyaviopoug dnuoaiou dikaiou,
XWPIC auTo va ennpeddlel TNV EQApUOYI TWV I0XUOUCHYV
KGOe popd dIaTAEEWV Nepi aoTIKAG, NEIBApXIKAG f nol-
VIKNG gubuvng.

Article 13 - Sanctions and measures

1 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that the criminal offences established in accordance
with Articles 2 through 11 are punishable by effective, proportionate and
dissuasive sanctions, which include deprivation of liberty.

2 Each Party shall ensure that legal persons held liable in accordance
with Article 12 shall be subject to effective, proportionate and dissuasive
criminal or non-criminal sanctions or measures, including monetary
sanctions.

Section 2 - Procedural law

Article 14 - Scope of procedural provisions
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1 Each Party shall adopt such legislative and other measures as may be
necessary to establish the powers and procedures provided for in this section
for the purpose of specific criminal investigations or proceedings.

2 Except as specifically provided otherwise in Article 21, each Party shall
apply the powers and procedures referred to in paragraph 1 of this article
to:

a the criminal offences established in accordance with Articles 2
through 11 of this Convention;

b other criminal offences committed by means of a computer
system; and

(o the collection of evidence in electronic form of a criminal
offence.

3 a Each Party may reserve the right to apply the measures referred to in
Article 20 only to offences or categories of offences specified in the
reservation, provided that the range of such offences or categories of
offences is not more restricted than the range of offences to which it applies
the measures referred to in Article 21. Each Party shall consider restricting
such a reservation to enable the broadest application of the measure
referred to in Article 20.
b  Where a Party, due to limitations in its legislation in force at the time
of the adoption of the present Convention, is not able to apply the
measures referred to in Articles 20 and 21 to communications being
transmitted within a computer system of a service provider, which system:
i is being operated for the benefit of a closed group of
users, and
ii does not employ public communications networks and is
not connected with another computer system, whether
public or private,
that Party may reserve the right not to apply these measures to such
communications. Each Party shall consider restricting such a reservation to
enable the broadest application of the measures referred to in Articles 20
and 21

Article 15 - Conditions and safeguards

1 Each Party shall ensure that the establishment, implementation and
application of the powers and procedures provided for in this Section are
subject to conditions and safeguards provided for under its domestic law,
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which shall provide for the adequate protection of human rights and
liberties, including rights arising pursuant to obligations it has undertaken
under the 1950 Council of Europe Convention for the Protection of Human
Rights and Fundamental Freedoms, the 1966 United Nations International
Covenant on Civil and Political Rights, and other applicable international
human rights instruments, and which shall incorporate the principle of
proportionality.

2 Such conditions and safeguards shall, as appropriate in view of the nature
of the procedure or power concerned, inter alia, include judicial or other
independent supervision, grounds justifying application, and limitation of the
scope and the duration of such power or procedure.

3 To the extent that it is consistent with the public interest, in particular the
sound administration of justice, each Party shall consider the impact of the
powers and procedures in this section upon the rights, responsibilities and
legitimate interests of third parties.

Article 16 - Expedited preservation of stored computer data

1 Each Party shall adopt such legislative and other measures as may be
necessary to enable its competent authorities to order or similarly obtain the
expeditious preservation of specified computer data, including traffic data,
that has been stored by means of a computer system, in particular where
there are grounds to believe that the computer data is particularly
vulnerable to loss or modification.

2 Where a Party gives effect to paragraph 1 above by means of an order to a
person to preserve specified stored computer data in the person’s possession
or control, the Party shall adopt such legislative and other measures as may
be necessary to oblige that person to preserve and maintain the integrity of
that computer data for a period of time as long as necessary, up to a
maximum of ninety days, to enable the competent authorities to seek its
disclosure. A Party may provide for such an order to be subsequently
renewed.

3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige the custodian or other person who is to preserve the
computer data to keep confidential the undertaking of such procedures for
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the period of time provided for by its domestic law.

4 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Article 17 - Expedited preservation and partial disclosure of traffic
data
1 Each Party shall adopt, in respect of traffic data that is to be preserved
under Article 16, such legislative and other measures as may be necessary
to:
a ensure that such expeditious preservation of traffic data is available
regardless of whether one or more service providers were involved in the
transmission of that communication; and

b ensure the expeditious disclosure to the Party’'s competent authority,
or a person designated by that authority, of a sufficient amount of traffic
data to enable the Party to identify the service providers and the path
through which the communication was transmitted.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Article 18 - Production order

1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order:

a a person in its territory to submit specified computer data in that
person’s possession or control, which is stored in a computer system or a
computer-data storage medium; and

b a service provider offering its services in the territory of the Party to
submit subscriber information relating to such services in that service
provider’s possession or control.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

3 For the purpose of this article, the term “subscriber information” means
any information contained in the form of computer data or any other form
that is held by a service provider, relating to subscribers of its services other
than traffic or content data and by which can be established:
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a the type of communication service used, the technical provisions
taken thereto and the period of service;

b  the subscriber’s identity, postal or geographic address, telephone
and other access number, billing and payment information,
available on the basis of the service agreement or arrangement;

c any other information on the site of the installation of
communication equipment, available on the basis of the service
agreement or arrangement.

Article 19 - Search and seizure of stored computer data
1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to search or similarly
access:

a a computer system or part of it and computer data stored
therein; and

b a computer-data storage medium in which computer data may
be stored

in its territory.

2 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that where its authorities search or similarly access a
specific computer system or part of it, pursuant to paragraph 1.a, and have
grounds to believe that the data sought is stored in another computer
system or part of it in its territory, and such data is lawfully accessible from
or available to the initial system, the authorities shall be able to
expeditiously extend the search or similar accessing to the other system.
3 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to seize or similarly secure
computer data accessed according to paragraphs 1 or 2. These measures
shall include the power to:

a seize or similarly secure a computer system or part of it or a
computer-data storage medium;

b make and retain a copy of those computer data;

C maintain the integrity of the relevant stored computer data;

d render inaccessible or remove those computer data in the

accessed computer system.
4 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order any person who

Article 265 of the Code of Criminal Procedure

ApOBpo 265. - Katdoxeon YnPIiak®Vv SESOHEVOV.

1. H kaTaoxeon yneiakwv dedopévwy dnopei va enifAnOsi:

a) e éva oloTnua unoAoyloTr) OTO OUVOAO Tou | Oog HEPOC auToU Kal OTd
dedopEva UNOAOYIOTN Mou €ival anoBnkeupéva oe auTdv, aTa onoia £Xel PUOIKN
npooBacn ekeivog nou dievepyei TV avakpion,

B) ot éva pEOO anoBrikeuonG OedOMEVWV UMOAOYIOTH OTO 0OMoio undpxouv
anoBnkeupéva dedopéva UMoAoOYIOTH Kal €XEl (PUOIKN NpPOoBacn €eKeEiVvog mnou
dlevepyei Tnv avakpion,

Y) O£ €va anopakpuopévo cuoTnua unoAoyloTr oTo oUVOAO Tou 1| o€ HEPOC
auTtoU kal ora dedopEva unoAoyioTr Mou €ival anobnkeupéva o autdv ) o€ €va
anopakpuopEVO PECO anoBrnkeuong JedoPEVWV UMOAOYIOTH Kal oTa dedopeva
UMOAOYIOTH MNou €ival anobnkeupéva og auTo, Ta onoia eival d1acuvdedEPEva GTO
oUoTnUa unoAoyioTr OTo onoio €Xel QpuaIKn NpdoBacn ekeivog nou SIEVEPYEI TNV

avakpion. TNV TeAeuTaia nepinTwon, Ta wnelakd Oedopéva nou  gival
anobnkeupéva  kal  npoofdcigya PECW ~— OUCTAMATOG KAl UMNNPECI®V
vepoUnoAoyioTikng (cloud services) Oev BewpolUvTal anobnkeupeva o

anohakpuopeVo oUCTNHA UMOAOYIOTN 1 O€ ANOMUAKPUOMEVO HECO aAnoBnKeuong
d0edouEVwY UnoAoyioTr Ta onoia sival dlacuvdedepEva oTo GUOTNHA UNOAOYIOTRH
OTO 0Moi0 €XOUV QUCIKN NPOcBacn ol apyEg.

2. H kata Ta avwTépw KATAOXEON NPAYMATOMOIEITAI ANOKAEIOTIKA PE TN XPHoN
KaTtaAAnAou e€onAiopoU nou MITPENEl O€ EKEIVOV Nou Tn JIEEAYEl:

a) Tnv agaipeon Kai TNV KATAGXECN ToU UAIKOU (POpPEA TWV UMNO OTOIXEIWV a-y TNG
nap. 1, oto onoio BpiokovTal anoBnkeupeva Ta dedopéva Kai/n

B) TNV avTiypa®n kai TNV apaipeon TwV anodnKeEUPEVWYV WNPIAK®WV JEOOUEVWV
TWV UMO OTOIXEIWV a-y TNG nap. 1 o€ péoo anoBnkeuong dedouEvwY Kal

Y) Tnv avanapaywyrn Kal Tnv enaindeucn Tng aubevTikOTNTAC KAl
aKepaloTNTAG TWV KATAOXEBEVTWY OEJONEVWV.

3. H kaTaoxeon nou JlevepyeiTal KATa TI nap. 1 kai 2, BeBaiwveral Pe €IdIKN
€kBeon, n onoia avagepel €I0IKWG TIG EVEPYEIEG TNG NAP. 2 MOU NPAYLATONOIE

™G
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has knowledge about the functioning of the computer system or measures
applied to protect the computer data therein to provide, as is reasonable,
the necessary information, to enable the undertaking of the measures
referred to in paragraphs 1 and 2.

5 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

€KEIVOG Nou JIEEAyEl TNV avakpion.

4. Ta ynolakd dedopéva nou KartaoyovTtadl diatnpouvTal anobnkeupéva kad’ OAn
Tn OIdpKeld TNG nolvikAg diadikaciag o€ &va kal Jovo UAIKO JECO anoBrKeuong
nou nepiéxeral otn dikoypagia. AGPaAEg avTiypa®o autoU waTe va diaopalileral
n duvaToTNTa avakTnong Twv OdOPEVWV MOU €XOUV KATAoXeBei, og nmepinTwaon
anwAsglag N KaTaoTpoPnG, oXNKATIZETal KATa TNV KATAOXECN TOUG Kadl diaTnpeiTal
OTO Yypageio NeICTNPiIWV TOU NPpwTOdIKEIOU 0To onoio unoBAAAeTal n dikoypagia
Kal To ornoio Napéxel TIG KATAAANAEG EYYUNOEIG PUOIKAG aoPaleiag kal npdoBaong
O£ €KeiVvOUG WOVO Mou ackouv kaBnkovrta ortnv undBeon. H napouca ioxUel
avaAoywc kal ota Yyneiaka dedopeva nou a@opouv oTa dedopéva eniKoIVWVIag
nou nepiAapBavovral atn dikoypagia.

5. H npdéoBaacn kal n duvartotTnTa avanapaywyns TwvV Wwnelakwyv dedoPEVwY nou
kataoxovrtal emTpéneral JOVo Ot O00UC aokoUv OIKAOTIKA, €10ayYeAIKA Kal
avakpITIKa kadrnkovra oTnv unoBeon r Toug ypauupaTeic. Mpog To okonod auto
xpnoigonoioUvtal Ta KAaTGAAnAa Texvika péoa. TETtola  péoa  eival N
KpunToypd@non Kai n Xpnon Kwdikwv ac@aAsiag yia Tnv npooBacn Kai
avanapaywyn TwV KATAOXEUEVWV WNQIAK®V Oedopeévwyv and To UAIKO HEGO
anoBrkeuong oTo onoio BpiokovTal anoBnkeupéva. H napoluoa 1oxusl avaloywg
Kal ora wnolakd dsdopéva nou agopolv orta Oedopéva enikolvwviag nou
nepiAapBavovral otn dikoypagia.

6. AnayopeleTal n Onuioupyia kai n diaTAPNON avTiypdpwv TWV YWneliakwv
dedopevwy Yyia onolovdnnoTe dAAov AOyo €KTOC av o appOdIoG el0ayyeEAEAG R
avakpITAG 1 cUPPBOUAIO 1 To JIKACTAPIO KPivouv OTI TA KATAOXEWEVA WNPIAKA
dedopeva eival avaykaio va nepiAn®Bolv os aAAn dikoypapia. H napoloa 1oxUel
avaAoywe kal ota Yneiaka dedopeva nou a@opouv oTa dedopéva eniKoIVWViag
nou nepiAapBavovrail orn dikoypagia.

Article 20 - Real-time collection of traffic data
1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to:
a collect or record through the application of technical means on
the territory of that Party, and
b compel a service provider, within its existing technical
capability:
i to collect or record through the application of technical
means on the territory of that Party; or
ii to co-operate and assist the competent authorities in the
collection or recording of,
traffic data, in real-time, associated with specified
communications in its territory transmitted by means of a
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computer system.
2 Where a Party, due to the established principles of its domestic legal
system, cannot adopt the measures referred to in paragraph 1.a, it may
instead adopt legislative and other measures as may be necessary to ensure
the real-time collection or recording of traffic data associated with specified
communications transmitted in its territory, through the application of
technical means on that territory.
3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the
execution of any power provided for in this article and any information
relating to it.
4 The powers and procedures referred to in this article shall be subject
to Articles 14 and 15.

Article 21 - Interception of content data

1 Each Party shall adopt such legislative and other measures as may be
necessary, in relation to a range of serious offences to be determined by
domestic law, to empower its competent authorities to:

a collect or record through the application of technical means on the
territory of that Party, and
b compel a service provider, within its existing technical capability:

ito collect or record through the application of technical means on
the territory of that Party, or

iito co-operate and assist the competent authorities in the collection or
recording of, content data, in real-time, of specified communications in its
territory transmitted by means of a computer system.
2 Where a Party, due to the established principles of its domestic legal
system, cannot adopt the measures referred to in paragraph 1.a, it may
instead adopt legislative and other measures as may be necessary to ensure
the real-time collection or recording of content data on specified
communications in its territory through the application of technical means on
that territory.
3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the
execution of any power provided for in this article and any information
relating to it.
4 The powers and procedures referred to in this article shall be subject to
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Articles 14 and 15.

Section 3 - Jurisdiction

Article 22 - Jurisdiction
1 Each Party shall adopt such legislative and other measures as may be
necessary to establish jurisdiction over any offence established in
accordance with Articles 2 through 11 of this Convention, when the offence
is committed:

a in its territory; or
on board a ship flying the flag of that Party; or
on board an aircraft registered under the laws of that Party; or
by one of its nationals, if the offence is punishable under criminal
law where it was committed or if the offence is committed
outside the territorial jurisdiction of any State.
2 Each Party may reserve the right not to apply or to apply only in
specific cases or conditions the jurisdiction rules laid down in paragraphs 1.b
through 1.d of this article or any part thereof.
3 Each Party shall adopt such measures as may be necessary to
establish jurisdiction over the offences referred to in Article 24, paragraph 1,
of this Convention, in cases where an alleged offender is present in its
territory and it does not extradite him or her to another Party, solely on the
basis of his or her nationality, after a request for extradition.
4 This Convention does not exclude any criminal jurisdiction exercised
by a Party in accordance with its domestic law.
When more than one Party claims jurisdiction over an alleged offence
established in accordance with this Convention, the Parties involved shall,
where appropriate, consult with a view to determining the most appropriate
jurisdiction for prosecution.

QO 0 o

Chapter III - International co-operation

Article 24 - Extradition

1 a This article applies to extradition between Parties for the criminal
offences established in accordance with Articles 2 through 11 of this
Convention, provided that they are punishable under the laws of both Parties

concerned by deprivation of liberty for a maximum period of at least one
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year, or by a more severe penalty.

b Where a different minimum penalty is to be applied under an
arrangement agreed on the basis of uniform or reciprocal legislation or an
extradition treaty, including the European Convention on Extradition (ETS
No. 24), applicable between two or more parties, the minimum penalty
provided for under such arrangement or treaty shall apply.

2 The criminal offences described in paragraph 1 of this article shall be
deemed to be included as extraditable offences in any extradition treaty
existing between or among the Parties. The Parties undertake to include
such offences as extraditable offences in any extradition treaty to be
concluded between or among them.

3 If a Party that makes extradition conditional on the existence of a treaty
receives a request for extradition from another Party with which it does not
have an extradition treaty, it may consider this Convention as the legal basis
for extradition with respect to any criminal offence referred to in paragraph
1 of this article.

4 Parties that do not make extradition conditional on the existence of a
treaty shall recognise the criminal offences referred to in paragraph 1 of this
article as extraditable offences between themselves.

5 Extradition shall be subject to the conditions provided for by the law of the
requested Party or by applicable extradition treaties, including the grounds
on which the requested Party may refuse extradition.

6 If extradition for a criminal offence referred to in paragraph 1 of this article
is refused solely on the basis of the nationality of the person sought, or
because the requested Party deems that it has jurisdiction over the offence,
the requested Party shall submit the case at the request of the requesting
Party to its competent authorities for the purpose of prosecution and shall
report the final outcome to the requesting Party in due course. Those
authorities shall take their decision and conduct their investigations and
proceedings in the same manner as for any other offence of a comparable
nature under the law of that Party.

7 a Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate
to the Secretary General of the Council of Europe the name and address of
each authority responsible for making or receiving requests for extradition or
provisional arrest in the absence of a treaty.
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b The Secretary General of the Council of Europe shall set up and keep
updated a register of authorities so designated by the Parties. Each Party
shall ensure

Article 25 - General principles relating to mutual assistance

1 The Parties shall afford one another mutual assistance to the widest extent
possible for the purpose of investigations or proceedings concerning criminal
offences related to computer systems and data, or for the collection of
evidence in electronic form of a criminal offence.

2 Each Party shall also adopt such legislative and other measures as may be
necessary to carry out the obligations set forth in Articles 27 through 35.

3 Each Party may, in urgent circumstances, make requests for mutual
assistance or communications related thereto by expedited means of
communication, including fax or e-mail, to the extent that such means
provide appropriate levels of security and authentication (including the use
of encryption, where necessary), with formal confirmation to follow, where
required by the requested Party. The requested Party shall accept and
respond to the request by any such expedited means of communication.

4 Except as otherwise specifically provided in articles in this chapter, mutual
assistance shall be subject to the conditions provided for by the law of the
requested Party or by applicable mutual assistance treaties, including the
grounds on which the requested Party may refuse co-operation. The
requested Party shall not exercise the right to refuse mutual assistance in
relation to the offences referred to in Articles 2 through 11 solely on the
ground that the request concerns an offence which it considers a fiscal
offence.

5 Where, in accordance with the provisions of this chapter, the requested
Party is permitted to make mutual assistance conditional upon the existence
of dual criminality, that condition shall be deemed fulfilled, irrespective of
whether its laws place the offence within the same category of offence or
denominate the offence by the same terminology as the requesting Party, if
the conduct underlying the offence for which assistance is sought is a
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criminal offence under its laws.

Article 26 - Spontaneous information

1 A Party may, within the limits of its domestic law and without prior
request, forward to another Party information obtained within the framework
of its own investigations when it considers that the disclosure of such
information might assist the receiving Party in initiating or carrying out
investigations or proceedings concerning criminal offences established in
accordance with this Convention or might lead to a request for co-operation
by that Party under this chapter.

2 Prior to providing such information, the providing Party may request that it
be kept confidential or only used subject to conditions. If the receiving Party
cannot comply with such request, it shall notify the providing Party, which
shall then determine whether the information should nevertheless be
provided. If the receiving Party accepts the information subject to the
conditions, it shall be bound by them.

Article 27 - Procedures pertaining to mutual assistance requests in
the absence of applicable international agreements

1 Where there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and
requested Parties, the provisions of paragraphs 2 through 9 of this article
shall apply. The provisions of this article shall not apply where such treaty,
arrangement or legislation exists, unless the Parties concerned agree to
apply any or all of the remainder of this article in lieu thereof.

2a Each Party shall designate a central authority or authorities
responsible for sending and answering requests for mutual assistance, the
execution of such requests or their transmission to the authorities competent
for their execution.

b The central authorities shall communicate directly with each other;

C Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate
to the Secretary General of the Council of Europe the names and addresses
of the authorities designated in pursuance of this paragraph;

d The Secretary General of the Council of Europe shall set up and keep
updated a register of central authorities designated by the Parties. Each
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Party shall ensure that the details held on the register are correct at all
times.

3 Mutual assistance requests under this article shall be executed in
accordance with the procedures specified by the requesting Party, except
where incompatible with the law of the requested Party.

4 The requested Party may, in addition to the grounds for refusal
established in Article 25, paragraph 4, refuse assistance if:

a the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence, or

b it considers that execution of the request is likely to prejudice its
sovereignty, security, ordre public or other essential interests.

5 The requested Party may postpone action on a request if such action

would prejudice criminal investigations or proceedings conducted by its
authorities.

6 Before refusing or postponing assistance, the requested Party shall,
where appropriate after having consulted with the requesting Party, consider
whether the request may be granted partially or subject to such conditions
as it deems necessary.

7 The requested Party shall promptly inform the requesting Party of the
outcome of the execution of a request for assistance. Reasons shall be given
for any refusal or postponement of the request. The requested Party shall
also inform the requesting Party of any reasons that render impossible the
execution of the request or are likely to delay it significantly.

8 The requesting Party may request that the requested Party keep
confidential the fact of any request made under this chapter as well as its
subject, except to the extent necessary for its execution. If the requested
Party cannot comply with the request for confidentiality, it shall promptly
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

9 a In the event of urgency, requests for mutual assistance or
communications related thereto may be sent directly by judicial authorities
of the requesting Party to such authorities of the requested Party. In any
such cases, a copy shall be sent at the same time to the central authority of
the requested Party through the central authority of the requesting Party.

b Any request or communication under this paragraph may be made
through the International Criminal Police Organisation (Interpol).
C Where a request is made pursuant to sub-paragraph a. of this article
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and the authority is not competent to deal with the request, it shall refer the
request to the competent national authority and inform directly the
requesting Party that it has done so.

d Requests or communications made under this paragraph that do not
involve coercive action may be directly transmitted by the competent
authorities of the requesting Party to the competent authorities of the
requested Party.

e Each Party may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, inform the
Secretary General of the Council of Europe that, for reasons of efficiency,
requests made under this paragraph are to be addressed to its central
authority.

Article 28 - Confidentiality and limitation on use

1 When there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and the
requested Parties, the provisions of this article shall apply. The provisions of
this article shall not apply where such treaty, arrangement or legislation
exists, unless the Parties concerned agree to apply any or all of the
remainder of this article in lieu thereof.

2 The requested Party may make the supply of information or material in
response to a request dependent on the condition that it is:

a kept confidential where the request for mutual legal assistance could
not be complied with in the absence of such condition, or
b not used for investigations or proceedings other than those stated in

the request.

3 If the requesting Party cannot comply with a condition referred to in
paragraph 2, it shall promptly inform the other Party, which shall then
determine whether the information should nevertheless be provided. When
the requesting Party accepts the condition, it shall be bound by it.

4 Any Party that supplies information or material subject to a condition
referred to in paragraph 2 may require the other Party to explain, in relation
to that condition, the use made of such information or material.

Article 29 - Expedited preservation of stored computer data
1 A Party may request another Party to order or otherwise obtain the
expeditious preservation of data stored by means of a computer system,
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located within the territory of that other Party and in respect of which the
requesting Party intends to submit a request for mutual assistance for the
search or similar access, seizure or similar securing, or disclosure of the
data.

2 A request for preservation made under paragraph 1 shall specify:

a the authority seeking the preservation;

b the offence that is the subject of a criminal investigation or
proceedings and a brief summary of the related facts;

(o the stored computer data to be preserved and its relationship to
the offence;

d any available information identifying the custodian of the stored
computer data or the location of the computer system;

e the necessity of the preservation; and

f that the Party intends to submit a request for mutual assistance

for the search or similar access, seizure or similar securing, or disclosure of
the stored computer data.

3 Upon receiving the request from another Party, the requested Party
shall take all appropriate measures to preserve expeditiously the specified
data in accordance with its domestic law. For the purposes of responding to
a request, dual criminality shall not be required as a condition to providing
such preservation.

4 A Party that requires dual criminality as a condition for responding to
a request for mutual assistance for the search or similar access, seizure or
similar securing, or disclosure of stored data may, in respect of offences
other than those established in accordance with Articles 2 through 11 of this
Convention, reserve the right to refuse the request for preservation under
this article in cases where it has reasons to believe that at the time of
disclosure the condition of dual criminality cannot be fulfilled.

5 In addition, a request for preservation may only be refused if:

a the request concerns an offence which the requested Party
considers a political offence or an offence connected with a political offence,
or

b the requested Party considers that execution of the request is
likely to prejudice its sovereignty, security, ordre public or other essential
interests.

6 Where the requested Party believes that preservation will not ensure
the future availability of the data or will threaten the confidentiality of or
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otherwise prejudice the requesting Party’s investigation, it shall promptly so
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

4 Any preservation effected in response to the request referred to in
paragraph 1 shall be for a period not less than sixty days, in order to enable
the requesting Party to submit a request for the search or similar access,
seizure or similar securing, or disclosure of the data. Following the receipt of
such a request, the data shall continue to be preserved pending a decision
on that request.

Article 30 - Expedited disclosure of preserved traffic data

1 Where, in the course of the execution of a request made pursuant to
Article 29 to preserve traffic data concerning a specific communication, the
requested Party discovers that a service provider in another State was
involved in the transmission of the communication, the requested Party shall
expeditiously disclose to the requesting Party a sufficient amount of traffic
data to identify that service provider and the path through which the
communication was transmitted.

2 Disclosure of traffic data under paragraph 1 may only be withheld if:

a the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence; or

b the requested Party considers that execution of the request is likely to
prejudice its sovereignty, security, ordre public or other essential interests.

Article 31 - Mutual assistance regarding accessing of stored
computer data
1 A Party may request another Party to search or similarly access, seize or
similarly secure, and disclose data stored by means of a computer system
located within the territory of the requested Party, including data that has
been preserved pursuant to Article 29.
2 The requested Party shall respond to the request through the application
of international instruments, arrangements and laws referred to in Article
23, and in accordance with other relevant provisions of this chapter.
3 The request shall be responded to on an expedited basis where:

a there are grounds to believe that relevant data is particularly
vulnerable to loss or modification; or
b the instruments, arrangements and laws referred to in paragraph 2
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otherwise provide for expedited co-operation.

Article 32 - Trans-border access to stored computer data with
consent or where publicly available
A Party may, without the authorisation of another Party:

a access publicly available (open source) stored computer data,
regardless of where the data is located geographically; or
b access or receive, through a computer system in its territory, stored

computer data located in another Party, if the Party obtains the lawful and
voluntary consent of the person who has the lawful authority to disclose the
data to the Party through that computer system.

Article 33 - Mutual assistance in the real-time collection of traffic
data

1 The Parties shall provide mutual assistance to each other in the real-time
collection of traffic data associated with specified communications in their
territory transmitted by means of a computer system. Subject to the
provisions of paragraph 2, this assistance shall be governed by the
conditions and procedures provided for under domestic law.

2 Each Party shall provide such assistance at least with respect to criminal
offences for which real-time collection of traffic data would be available in a
similar domestic case.

Article 34 - Mutual assistance regarding the interception of content
data

The Parties shall provide mutual assistance to each other in the real-time
collection or recording of content data of specified communications
transmitted by means of a computer system to the extent permitted under
their applicable treaties and domestic laws.

Article 35 - 24 /7 Network

1 Each Party shall designate a point of contact available on a twenty-four
hour, seven-day-a-week basis, in order to ensure the provision of immediate
assistance for the purpose of investigations or proceedings concerning
criminal offences related to computer systems and data, or for the collection
of evidence in electronic form of a criminal offence. Such assistance shall
include facilitating, or, if permitted by its domestic law and practice, directly
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carrying out the following measures:

a the provision of technical advice;

b the preservation of data pursuant to Articles 29 and 30;

C the collection of evidence, the provision of legal information, and
locating of suspects.

2 a A Party’s point of contact shall have the capacity to carry out

communications with the point of contact of another Party on an expedited
basis.

b If the point of contact designated by a Party is not part of that Party’s
authority or authorities responsible for international mutual assistance or
extradition, the point of contact shall ensure that it is able to co-ordinate
with such authority or authorities on an expedited basis.

3 Each Party shall ensure that trained and equipped personnel are available,
in order to facilitate the operation of the network.

Article 42 - Reservations

By a written notification addressed to the Secretary General of the Council of
Europe, any State may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, declare that it
avails itself of the reservation(s) provided for in Article 4, paragraph 2,
Article 6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3,
Article 11, paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2,
Article 29, paragraph 4, and Article 41, paragraph 1. No other reservation
may be made.
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