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Chapter I - Use of terms
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Article 1 — “"Computer system”, “computer data”, “service provider”,
“traffic data”:

For the purposes of this Convention:

a "computer system" means any device or a group of interconnected or
related devices, one or more of which, pursuant to a program, performs
automatic processing of data;

b “computer data” means any representation of facts, information or
concepts in a form suitable for processing in a computer system, including a
program suitable to cause a computer system to perform a function;

( “service provider” means:

i any public or private entity that provides to users of its service the
ability to communicate by means of a computer system, and

ii any other entity that processes or stores computer data on behalf of
such communication service or users of such service;

d “traffic data” means any computer data relating to a communication
by means of a computer system, generated by a computer system that formed
a part in the chain of communication, indicating the communication’s origin,
destination, route, time, date, size, duration, or type of underlying service

Chapter II - Measures to be taken at the national level

Section 1 - Substantive criminal law

Title 1 — Offences against the confidentiality, integrity and availability of computer data and systems
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Article 2 - Illegal access

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the access to the whole or any part of a computer
system without right. A Party may require that the offence be committed by
infringing security measures, with the intent of obtaining computer data or
other dishonest intent, or in relation to a computer system that is connected
to another computer system.

Codigo Penal (DECRETO-LEI No 2.848, 7 Dec 1940)

CAPITULO VI Dos crimes contra a liberdade individual, SECAO IV Dos crimes
contra a inviolabilidade dos segredos, Invasdo de dispositivo informatico,

Art. 154-A. Invadir dispositivo informatico de uso alheio, conectado ou
ndo a rede de computadores, com o fim de obter, adulterar ou destruir
dados ou informacdes sem autorizacdo expressa ou tacita do usuario do
dispositivo ou de instalar vulnerabilidades para obter vantagem ilicita:
(Redacgao dada pela Lei n° 14.155, de 2021)
Pena - reclusdo, de 1 (um) a 4 (quatro) anos, e multa. (Redacdao dada pela Lei
n° 14.155, de 2021)
§ 19 Na mesma pena incorre quem produz, oferece, distribui, vende ou difunde
dispositivo ou programa de computador com o intuito de permitir a pratica da
conduta definida no caput. (Incluido pela Lei n® 12.737, de 2012) Vigéncia
§ 29 Aumenta-se a pena de 1/3 (um terco) a 2/3 (dois tercos) se da invasao
resulta prejuizo econdmico. (Redagao dada pela Lei n® 14,155, de 2021)
§ 30 Se da invasdo resultar a obtencdo de conteldo de comunicagoes eletronicas
privadas, segredos comerciais ou industriais, informagdes sigilosas, assim
definidas em lei, ou o controle remoto ndo autorizado do dispositivo
invadido: (Incluido pela Lei n® 12.737, de 2012) Vigéncia
Pena - reclusdo, de 2 (dois) a 5 (cinco) anos, e multa. (Redacao dada pela Lei
n° 14.155, de 2021)
§ 4° Na hipdtese do § 30, aumenta-se a pena de um a dois tergos se houver
divulgacdo, comercializacdo ou transmissdo a terceiro, a qualquer titulo, dos
dados ou informagdes obtidos.(Incluido pela Lei n® 12.737, de 2012) Vigéncia
§ 50 Aumenta-se a pena de um terco a metade se o crime for praticado contra:
(Incluido pela Lei n® 12.737, de 2012) Vigéncia
I - Presidente da Republica, governadores e prefeitos; (Incluido pela Lei
n° 12.737, de 2012) Vigéncia
II - Presidente do Supremo Tribunal Federal;(Incluido pela Lei n® 12.737,
de 2012) Vigéncia
III - Presidente da Cémara dos Deputados, do Senado Federal, de
Assembleia Legislativa de Estado, da Camara Legislativa do Distrito
Federal ou de Cémara Municipal; ou Incluido pela Lei n° 12.737, de
2012)Vigéncia
1V - dirigente méximo da administragdo direta e indireta federal, estadual,
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municipal ou do Distrito Federal.

Agao penal

Artigo 154-B

Nos crimes definidos no artigo 154-A, somente se procede mediante
representacdo, salvo se o crime é cometido contra a administracdo publica direta
ou indireta de qualquer dos Poderes da Unido, Estados, Distrito Federal ou
Municipios ou contra empresas concessionarias de servicos publicos.

Article 3 - Illegal interception

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the interception without right, made by technical
means, of non-public transmissions of computer data to, from or within a
computer system, including electromagnetic emissions from a computer
system carrying such computer data. A Party may require that the offence be
committed with dishonest intent, or in relation to a computer system that is
connected to another computer system.

LEI N© 9.296 (Law on the interception of communications, 24 Jul 1996)

Artigo 10

Constitui crime realizar interceptagdo de comunicacgses telefénicas, de informatica
ou telematica, promover escuta ambiental ou quebrar segredo da Justica, sem
autorizacao judicial ou com objetivos ndo autorizados em lei:

Pena - reclusdo de 2 (dois) a 4 (quatro) anos, e multa.

Article 4 - Data interference

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the damaging, deletion, deterioration, alteration or
suppression of computer data without right.

2 A Party may reserve the right to require that the conduct described in
paragraph 1 result in serious harm.

Codigo Penal (7 Dec 1940)
TITULO XI Dos crimes contra a administragdo publica, CAPITULO I Dos crimes
praticados por funcionario publico contra a administragdo em geral

Insercédo de dados falsos em sistema de informagdes (Incluido pela Lei n°

9.983, de 2000)

Art. 313-A. Inserir ou facilitar, o funcionario autorizado, a insercéo de dados falsos,
alterar ou excluir indevidamente dados corretos nos sistemas informatizados ou

bancos de dados da Administracdo Puablica com o fim de obter vantagem indevida
para si ou para outrem ou para causar dano: (Incluido pela Lei n® 9.983, de 2000))

Pena — recluséo, de 2 (dois) a 12 (doze) anos, e multa. (Incluido pela Lei n® 9.983,

de 2000)
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Article 5 — System interference

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the serious hindering without right of the functioning
of a computer system by inputting, transmitting, damaging, deleting,
deteriorating, altering or suppressing computer data

Codigo Penal (7 Dec 1940)

TITULO XI Dos crimes contra a administracdo publica, CAPITULO I Dos crimes
praticados por funcionario publico contra a administracdo em geral,
Modificacao ou alteracao nao autorizada de sistema de informacgoes

Art. 313-B Modificar ou alterar, o funcionario, sistema de informacGes ou
programa de informatica sem autorizacdo ou solicitacdo de autoridade
competente:

Pena - detencdo, de 3 (trés) meses a 2 (dois) anos, e multa.

Paragrafo Unico. As penas sdo aumentadas de um terco até a metade se da
modificacdo ou alteracdo resulta dano para a Administracdo Publica ou para o
administrado.

Article 6 - Misuse of devices

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right:

a the production, sale, procurement for use, import, distribution or otherwise
making available of:

i a device, including a computer program, designed or adapted primarily
for the purpose of committing any of the offences established in accordance
with the above Articles 2 through 5;

i a computer password, access code, or similar data by which the whole
or any part of a computer system is capable of being accessed,

with intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5; and

b the possession of an item referred to in paragraphs a.i or ii above, with
intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5. A Party may require by law that a number
of such items be possessed before criminal liability attaches.

2 This article shall not be interpreted as imposing criminal liability where the
production, sale, procurement for use, import, distribution or otherwise
making available or possession referred to in paragraph 1 of this article is not
for the purpose of committing an offence established in accordance with
Articles 2 through 5 of this Convention, such as for the authorised testing or
protection of a computer system.

Codigo Penal (7 Dec 1940)

SECAO IV Dos crimes contra a inviolabilidade dos segredos

Invasdo de dispositivo informatico

Artigo 154-A

Invadir dispositivo informatico de uso alheio, conectado ou ndo a rede de
computadores, com o fim de obter, adulterar ou destruir dados ou informacdes
sem autorizacdo expressa ou tacita do usuario do dispositivo ou de instalar
vulnerabilidades para obter vantagem ilicita: (Redacdo dada pela Lei n® 14,155,
de 2021)

Pena - reclusdo, de 1 (um) a 4 (quatro) anos, e multa. (Redacdo dada pela Lei
n° 14.155, de 2021)

§ 19 Na mesma pena incorre quem produz, oferece, distribui, vende ou difunde
dispositivo ou programa de computador com o intuito de permitir a pratica da
conduta definida no caput. (Incluido pela Lei n® 12.737, de 2012) Vigéncia
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3 Each Party may reserve the right not to apply paragraph 1 of this article,
provided that the reservation does not concern the sale, distribution or
otherwise making available of the items referred to in paragraph 1 a.ii of this
article.

Title 2 — Computer-related offences

Article 7 - Computer-related forgery

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the input, alteration, deletion, or
suppression of computer data, resulting in inauthentic data with the intent
that it be considered or acted upon for legal purposes as if it were authentic,
regardless whether or not the data is directly readable and intelligible. A Party
may require an intent to defraud, or similar dishonest intent, before criminal
liability attaches.

Cédigo Penal (7 Dec 1940)

TITULO X Dos crimes contra a fé pUblica, CAPITULO I Da moeda falsa, CAPITULO
I1I Da falsidade documental, Falsificacdo de documento publico

Artigo 297

Falsificar, no todo ou em parte, documento publico, ou alterar documento publico
verdadeiro:

Pena - reclusao, de dois a seis anos, e multa.

§ 1 - Se o0 agente é funcionario publico, e comete o crime prevalecendo-se do
cargo, aumenta-se a pena de sexta parte.

§ 2 - Para os efeitos penais, equiparam-se a documento publico o emanado de
entidade paraestatal, o titulo ao portador ou transmissivel por endosso, as agées
de sociedade comercial, os livros mercantis e o testamento particular.

TITULO X Dos crimes contra a fé pUblica, CAPITULO I Da moeda falsa, CAPITULO
ITI Da falsidade documental, Falsificagdo de documento particular

Artigo 298

Falsificar, no todo ou em parte, documento particular ou alterar documento
particular verdadeiro:

Pena - reclusao, de um a cinco anos, e multa.

Falsificacao de cartao

Paragrafo Unico. Para fins do disposto no caput, equipara-se a documento
particular o cartdo de crédito ou débito.
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Article 8 — Computer-related fraud

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the causing of a loss of property to
another person by:

a any input, alteration, deletion or suppression of computer data;

b any interference with the functioning of a computer system,

with fraudulent or dishonest intent of procuring, without right, an economic
benefit for oneself or for another person.

Codigo Penal (7 Dec 1940)

TiTULO II Dos crimes contra o patrimonio, CAPITULO I Do furto

Art. 155

Furto

Subtrair, para si ou para outrem, coisa alheia movel:

Pena - reclusdo, de um a quatro anos, e multa.

§ 1 - A pena aumenta-se de um terco, se o crime é praticado durante o repouso
noturno.

§ 2 - Se o criminoso é primario, e é de pequeno valor a coisa furtada, o juiz pode
substituir a pena de reclusdo pela de detencdo, diminui-la de um a dois tercos,
ou aplicar somente a pena de multa.

§ 3 - Equipara-se a coisa movel a energia elétrica ou qualquer outra que tenha
valor econ6mico.

Furto qualificado

§ 40 - A pena ¢é de reclusdo de dois a oito anos, e multa, se o crime é cometido:
I - com destruicdo ou rompimento de obstaculo a subtracdo da coisa;

IT - com abuso de confianca, ou mediante fraude, escalada ou destreza;

III - com emprego de chave falsa;

IV - mediante concurso de duas ou mais pessoas.

§ 49-A. A pena é de reclusdo de 4 (quatro) a 10 (dez) anos e multa, se houver
emprego de explosivo ou de artefato andlogo que cause perigo comum.
(Incluido pela Lei n° 13.654, de 2018)

§ 40-B. A pena é de reclusdo, de 4 (quatro) a 8 (oito) anos, e multa, se o furto
mediante fraude é cometido por meio de dispositivo eletrénico ou informatico,
conectado ou ndo a rede de computadores, com ou sem a violagdo de mecanismo
de seguranca ou a utilizacdo de programa malicioso, ou por qualquer outro meio
fraudulento analogo. (Incluido pela Lei n® 14.155, de 2021).

Title 3 — Content-related offences

Article 9 - Offences related to child pornography
1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the following conduct:
a producing child pornography for the purpose of its distribution
through a computer system;

LEI N° 8.069, Estatuto da Crianca e Adolescente (Law on the statute of children
and adolescents, 13 Jul 1990)

Titulo VII Dos Crimes e Das Infragbes Administrativas, Capitulo I Dos Crimes,
Segdo II Dos Crimes em Espécie,

Artigo 240

Produzir, reproduzir, dirigir, fotografar, filmar ou registrar, por qualguer meio,
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b offering or making available child pornography through a
computer system;

C distributing or transmitting child pornography through a
computer system;

d procuring child pornography through a computer system for
oneself or for another person;

e possessing child pornography in a computer system or on a

computer-data storage medium.

2 For the purpose of paragraph 1 above, the term “child pornography” shall
include pornographic material that visually depicts:

a a minor engaged in sexually explicit conduct;

b a person appearing to be a minor engaged in sexually explicit
conduct;

C realistic images representing a minor engaged in sexually explicit
conduct

3 For the purpose of paragraph 2 above, the term “minor” shall include all
persons under 18 years of age. A Party may, however, require a lower age-
limit, which shall be not less than 16 years.

4 Each Party may reserve the right not to apply, in whole or in part,
paragraphs 1, sub-paragraphs d. and e, and 2, sub-paragraphs b. and c.

cena de sexo explicito ou pornografica, envolvendo crianca ou adolescente:

Pena - reclusdo, de 4 (quatro) a 8 (oito) anos, e multa.

§ 1 - Incorre nas mesmas penas quem agencia, facilita, recruta, coage, ou de

qualquer modo intermedeia a participacao de crianca ou adolescente nas cenas

referidas no caput deste artigo, ou ainda quem com esses contracena.

§ 2 - Aumenta-se a pena de 1/3 (um tergo) se o agente comete o crime:
I - no exercicio de cargo ou fungdo publica ou a pretexto de exercé-la;
II - prevalecendo-se de relagbes domésticas, de coabitacdo ou de
hospitalidade; ou
III - prevalecendo-se de relagdes de parentesco consanguineo ou afim
até o terceiro grau, ou por adocdo, de tutor, curador, preceptor,
empregador da vitima ou de quem, a qualquer outro titulo, tenha
autoridade sobre ela, ou com seu consentimento.

Titulo VII Dos Crimes e Das Infragdes Administrativas, Capitulo I Dos Crimes,
Secdo II Dos Crimes em Espécie

Artigo 241

Vender ou expor a venda fotografia, video ou outro registro que contenha cena
de sexo explicito ou pornografica envolvendo crianga ou adolescente:

Pena - reclusdo, de 4 (quatro) a 8 (oito) anos, e multa.

Titulo VII Dos Crimes e Das Infraces Administrativas, Capitulo I Dos Crimes,
Secdo II Dos Crimes em Espécie
Artigo 241-A
Oferecer, trocar, disponibilizar, transmitir, distribuir, publicar ou divulgar por
qualguer meio, inclusive por meio de sistema de informatica ou telematico,
fotografia, video ou outro registro que contenha cena de sexo explicito ou
pornografica envolvendo crianga ou adolescente:
Pena - reclusdo, de 3 (trés) a 6 (seis) anos, e multa.
§ 1 - Nas mesmas penas incorre quem:
I - assegura os meios ou servigos para o armazenamento das fotografias,
cenas ou imagens de que trata o caput deste artigo;
I - assegura, por qualquer meio, o acesso por rede de computadores as
fotografias, cenas ou imagens de que trata o caput deste artigo.

§ 2 - As condutas tipificadas nos incisos I e II do § 1 deste artigo sdo puniveis
guando o responsavel legal pela prestagdo do servico, oficialmente notificado,
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deixa de desabilitar o acesso ao conteldo ilicito de que trata o caput deste artigo.

Titulo VII Dos Crimes e Das Infragdes Administrativas, Capitulo | Dos Crimes, Secéo Il Dos Crimes
em Espécie
Artigo 241-B
Adquirir, possuir ou armazenar, por qualquer meio, fotografia, video ou outra
forma de registro que contenha cena de sexo explicito ou pornografica envolvendo
crianca ou adolescente:
Pena - reclusdo, de 1 (um) a 4 (quatro) anos, e multa.
§ 1 - A pena é diminuida de 1 (um) a 2/3 (dois tercos) se de pequena quantidade
o material a que se refere o caput deste artigo.
§ 2 - Ndo ha crime se a posse ou 0 armazenamento tem a finalidade de comunicar
as autoridades competentes a ocorréncia das condutas descritas nos artigos 240,
241, 241-A e 241-C desta Lei, quando a comunicacao for feita por:
I - agente publico no exercicio de suas fungoes;
II - membro de entidade, legalmente constituida, que inclua, entre suas
finalidades institucionais, o recebimento, o processamento e o
encaminhamento de noticia dos crimes referidos neste paragrafo;
III - representante legal e funcionarios responsaveis de provedor de
acesso ou servico prestado por meio de rede de computadores, até o
recebimento do material relativo a noticia feita a autoridade policial, ao
Ministério Publico ou ao Poder Judiciario.
§ 3 - As pessoas referidas no § 2 deste artigo deverdo manter sob sigilo o material
ilicito referido.

Artigo 241-C

Simular a participacdo de crianca ou adolescente em cena de sexo explicito ou
pornografica por meio de adulteracdo, montagem ou modificacdo de fotografia,
video ou qualquer outra forma de representagdo visual:

Pena - reclusdo, de 1 (um) a 3 (trés) anos, e multa.

Pardgrafo Unico. Incorre nas mesmas penas quem vende, expde a venda,
disponibiliza, distribui, publica ou divulga por qualquer meio, adquire, possui ou
armazena o material produzido na forma do caput deste artigo.

Title 4 — Offences related to infringements of copyright and related rights
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Article 10 - Offences related to infringements of copyright and related
rights

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the
infringement of copyright, as defined under the law of that Party, pursuant to
the obligations it has undertaken under the Paris Act of 24 July 1971 revising
the Bern Convention for the Protection of Literary and Artistic Works, the
Agreement on Trade-Related Aspects of Intellectual Property Rights and the
WIPO Copyright Treaty, with the exception of any moral rights conferred by
such conventions, where such acts are committed wilfully, on a commercial
scale and by means of a computer system.

2 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the
infringement of related rights, as defined under the law of that Party, pursuant
to the obligations it has undertaken under the International Convention for
the Protection of Performers, Producers of Phonograms and Broadcasting
Organisations (Rome Convention), the Agreement on Trade-Related Aspects
of Intellectual Property Rights and the WIPO Performances and Phonograms
Treaty, with the exception of any moral rights conferred by such conventions,
where such acts are committed wilfully, on a commercial scale and by means
of a computer system.

3 A Party may reserve the right not to impose criminal liability under
paragraphs 1 and 2 of this article in limited circumstances, provided that other
effective remedies are available and that such reservation does not derogate
from the Party’s international obligations set forth in the international
instruments referred to in paragraphs 1 and 2 of this article.

Codigo Penal (7 Dec 1940)

TITULO I11 Dos crimes contra a propriedade imaterial, CAPITULO | Dos crimes contra a propriedade
intelectual

Violacgao de direito autoral

Artigo 184

Violar direitos de autor e os que Ihe sdo conexos:

Pena - detencdo, de 3 (trés) meses a 1 (um) ano, ou multa.

8§10 Se a violacao consistir em reproducgao total ou parcial, com intuito de lucro
direto ou indireto, por qualquer meio ou processo, de obra intelectual,
interpretagdo, execugdo ou fonograma, sem autorizacdo expressa do autor, do
artista intérprete ou executante, do produtor, conforme o caso, ou de quem os
represente:

Pena - reclusdo, de 2 (dois) a 4 (quatro) anos, e multa.

Lei 9609/98 (Law on intellectual property of computer programmes, 19 Feb
1998), Art. 20 regime de protecdo a propriedade intelectual de programa de
computador é o conferido as obras literarias pela legislacdo de direitos autorais e
conexos vigentes no Pais, observado o disposto nesta Lei.

§ 1 - Nao se aplicam ao programa de computador as disposicdes relativas aos
direitos morais, ressalvado, a qualquer tempo, o direito do autor de reivindicar a
paternidade do programa de computador e o direito do autor de opor-se a
alteragbes ndo-autorizadas, quando estas impliquem deformacgdo, mutilagao ou
outra modificacdo do programa de computador, que prejudiquem a sua honra ou
a sua reputagao.

§ 2 - Fica assegurada a tutela dos direitos relativos a programa de computador
pelo prazo de cinquenta anos, contados a partir de 1 de janeiro do ano
subsequente ao da sua publicagdo ou, na auséncia desta, da sua criagdo.

§ 3 - A protegdo aos direitos de que trata esta Lei independe de registro.

§ 4 - Os direitos atribuidos por esta Lei ficam assegurados aos estrangeiros
domiciliados no exterior, desde que o pais de origem do programa conceda, aos
brasileiros e estrangeiros domiciliados no Brasil, direitos equivalentes.

§ 5 - Inclui-se dentre os direitos assegurados por esta Lei e pela legislagdo de
direitos autorais e conexos vigentes no Pais aquele direito exclusivo de autorizar
ou proibir o aluguel comercial, ndo sendo esse direito exaurivel pela venda, licenga
ou outra forma de transferéncia da cépia do programa.
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§ 6 - O disposto no paragrafo anterior ndo se aplica aos casos em que o programa
em si ndo seja objeto essencial do aluguel.

Lei N° 9.610/1998 (Brazilian Copyright Law)

Titulo II Das Obras Intelectuais, Capitulo I Das Obras Protegidas, Art. 7°

Sdo obras intelectuais protegidas as criagdes do espirito, expressas por qualquer
meio ou fixadas em qualquer suporte, tangivel ou intangivel, conhecido ou que se
invente no futuro, tais como:

I - os textos de obras literarias, artisticas ou cientificas;

IT - as conferéncias, alocucdes, sermdes e outras obras da mesma natureza;

III - as obras dramaticas e dramatico-musicais;

IV - as obras coreograficas e pantomimicas, cuja execucdo cénica se fixe por
escrito ou por outra qualquer forma;

V - as composicdes musicais, tenham ou nao letra;

VI - as obras audiovisuais, sonorizadas ou nao, inclusive as cinematograficas;

VII - as obras fotograficas e as produzidas por qualquer processo analogo ao da
fotografia;

VIII - as obras de desenho, pintura, gravura, escultura, litografia e arte cinética;
IX - as ilustracGes, cartas geograficas e outras obras da mesma natureza;

X - os projetos, esbogos e obras plasticas concernentes a geografia, engenharia,
topografia, arquitetura, paisagismo, cenografia e ciéncia;

XI - as adaptagdes, tradugbes e outras transformacdes de obras originais,
apresentadas como criagdo intelectual nova;

XII - os programas de computador;

XIII - as coletaneas ou compilagdes, antologias, enciclopédias, dicionarios, bases
de dados e outras obras, que, por sua selegao, organizagao ou disposicao de seu
conteudo, constituam uma criacdo intelectual.

§ 1° Os programas de computador sdo objeto de legislagdo especifica, observadas
as disposicOes desta Lei que lhes sejam aplicaveis.

§ 29 A protegdo concedida no inciso XIII ndo abarca os dados ou materiais em si
mesmos e se entende sem prejuizo de quaisquer direitos autorais que subsistam
a respeito dos dados ou materiais contidos nas obras.

Titulo II Das obras intelectuais, Capitulo VII Da Utilizacdo de Bases de Dados, Art.
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O titular do direito patrimonial sobre uma base de dados tera o direito exclusivo,
a respeito da forma de expressao da estrutura da referida base, de autorizar ou
proibir:

I - sua reproducdo total ou parcial, por qualquer meio ou processo;

IT - sua traducado, adaptacdo, reordenacao ou qualquer outra modificacao;

III - a distribuicdo do original ou cdpias da base de dados ou a sua comunicacdo
ao publico;

IV - a reproducgdo, distribuicdo ou comunicacdo ao publico dos resultados das
operacdes mencionadas no inciso II deste artigo.

Title 5 — Ancillary

liability and sanctions

Article 11 - Attempt and aiding or abetting

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, aiding or abetting the commission of any of the
offences established in accordance with Articles 2 through 10 of the present
Convention with intent that such offence be committed.

2 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, an attempt to commit any of the offences established
in accordance with Articles 3 through 5, 7, 8, and 9.1.a and c. of this
Convention.

3 Each Party may reserve the right not to apply, in whole or in part,
paragraph 2 of this article.

Codigo Penal (7 Dec 1940)
PARTE GERAL, TITULO II Do crime, Art. 14

Diz-se o crime:

Crime consumado

I - consumado, quando nele se relnem todos os elementos de sua definigdo
legal;

Tentativa

II - tentado, quando iniciada a execugdo, ndo se consuma por circunstancias
alheias a vontade do agente.

Pena de tentativa

Paragrafo Unico - salvo disposicdo em contrario, pune-se a tentativa com a pena
correspondente ao crime consumado, diminuida de um a dois tergos.

TITULO IV
DO CONCURSO DE PESSOAS

Art. 29 - Quem, de qualquer modo, concorre para o crime incide nas penas
a este cominadas, na medida de sua culpabilidade. (Redacdo dada pela Lei n®
7.209, de 11.7.1984)
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§ 1° - Se a participacgédo for de menor importancia, a pena pode ser diminuida
de um sexto a um terco. (Redacdo dada pela Lei n® 7.209, de 11.7.1984)

§ 2° - Se algum dos concorrentes quis participar de crime menos grave, ser-
Ihe-4 aplicada a pena deste; essa pena sera aumentada até metade, na hipétese
de ter sido previsivel o resultado mais grave. (Redacdo dada pela Lei n® 7.209, de

11.7.1984)

Article 12 - Corporate liability

1 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that legal persons can be held liable for a criminal offence
established in accordance with this Convention, committed for their benefit by
any natural person, acting either individually or as part of an organ of the
legal person, who has a leading position within it, based on:

a a power of representation of the legal person;
b an authority to take decisions on behalf of the legal person;
C an authority to exercise control within the legal person.

2 In addition to the cases already provided for in paragraph 1 of this article,
each Party shall take the measures necessary to ensure that a legal person
can be held liable where the lack of supervision or control by a natural person
referred to in paragraph 1 has made possible the commission of a criminal
offence established in accordance with this Convention for the benefit of that
legal person by a natural person acting under its authority.

3 Subject to the legal principles of the Party, the liability of a legal person may
be criminal, civil or administrative.

4 Such liability shall be without prejudice to the criminal liability of the
natural persons who have committed the offence.

Constituicdo Federal de 05 de outubro de 1988
CAPITULO VII - DA ADMINISTRACAO PUBLICA - SECAO |
DISPOSICOES GERAIS
Art. 37. A administracéo publica direta e indireta de qualquer dos Poderes da
Uni&o, dos Estados, do Distrito Federal e dos Municipios obedecera aos principios
de legalidade, impessoalidade, moralidade, publicidade e eficiéncia e, também, ao
seguinte: (Redacéo dada pela Emenda Constitucional n°® 19, de 1998)( ...)

8 6° As pessoas juridicas de direito publico e as de direito privado prestadoras
de servigos publicos responderdo pelos danos que seus agentes, nessa qualidade,
causarem a terceiros, assegurado o direito de regresso contra o responsavel nos
casos de dolo ou culpa.

Codigo Civil - Lei n? 10.406, de 10 de janeiro de 2002

http://www.planalto.gov.br/ccivil 03 /leis/2002/110406compilada.htm
LIVRO III -TiTULO III

Dos Atos Ilicitos

Art. 186. Aquele que, por agdo ou omissdo voluntaria, negligéncia ou imprudéncia,
violar direito e causar dano a outrem, ainda que exclusivamente moral, comete ato
ilicito.

PARTEESPECIAL-LIVROI-DO DIREITO DAS OBRIGACOES

TITULO IX - Da Responsabilidade Civil -CAPITULO I
Da Obrigacao de Indenizar
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Art. 927. Aquele que, por ato ilicito (arts. 186 e 187 ), causar dano a outrem, fica
obrigado a repara-lo.

Paragrafo dnico. Havera obriga¢do de reparar o dano, independentemente de culpa,
nos casos especificados em lei, ou quando a atividade normalmente desenvolvida pelo
autor do dano implicar, por sua natureza, risco para os direitos de outrem.

Article 13 - Sanctions and measures

1 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that the criminal offences established in accordance with
Articles 2 through 11 are punishable by effective, proportionate and dissuasive
sanctions, which include deprivation of liberty.

2 Each Party shall ensure that legal persons held liable in accordance
with Article 12 shall be subject to effective, proportionate and dissuasive
criminal or non-criminal sanctions or measures, including monetary sanctions.

LEI N© 14.155/27 May 2021 (Law introducing stiffer penalties for several types of
cybercrimes)

Altera o Decreto-Lei n°® 2.848, de 7 de dezembro de 1940 (Cddigo Penal), para
tornar mais graves os crimes de violagdo de dispositivo informatico, furto e
estelionato cometidos de forma eletronica ou pela internet; e o Decreto-Lei n°
3.689, de 3 de outubro de 1941 (Cddigo de Processo Penal), para definir a
competéncia em modalidades de estelionato.

Section 2 - Procedural law

Article 14 - Scope of procedural provisions

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish the powers and procedures provided for in this section
for the purpose of specific criminal investigations or proceedings.

2 Except as specifically provided otherwise in Article 21, each Party shall apply
the powers and procedures referred to in paragraph 1 of this article to:

a the criminal offences established in accordance with Articles 2
through 11 of this Convention;

b other criminal offences committed by means of a computer
system; and

c the collection of evidence in electronic form of a criminal offence.

3 a Each Party may reserve the right to apply the measures referred to in
Article 20 only to offences or categories of offences specified in the
reservation, provided that the range of such offences or categories of offences
is not more restricted than the range of offences to which it applies the

measures referred to in Article 21. Each Party shall consider restricting such
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a reservation to enable the broadest application of the measure referred to in
Article 20.
b  Where a Party, due to limitations in its legislation in force at the time of
the adoption of the present Convention, is not able to apply the measures
referred to in Articles 20 and 21 to communications being transmitted within
a computer system of a service provider, which system:
i is being operated for the benefit of a closed group of users,
and
does not employ public communications networks and is
not connected with another computer system, whether
public or private,
that Party may reserve the right not to apply these measures to such
communications. Each Party shall consider restricting such a reservation to
enable the broadest application of the measures referred to in Articles 20 and
21

Article 15 - Conditions and safeguards

1 Each Party shall ensure that the establishment, implementation and
application of the powers and procedures provided for in this Section are
subject to conditions and safeguards provided for under its domestic law,
which shall provide for the adequate protection of human rights and liberties,
including rights arising pursuant to obligations it has undertaken under the
1950 Council of Europe Convention for the Protection of Human Rights and
Fundamental Freedoms, the 1966 United Nations International Covenant on
Civil and Political Rights, and other applicable international human rights
instruments, and which shall incorporate the principle of proportionality.

2 Such conditions and safeguards shall, as appropriate in view of the nature
of the procedure or power concerned, inter alia, include judicial or other
independent supervision, grounds justifying application, and limitation of the
scope and the duration of such power or procedure.

3 To the extent that it is consistent with the public interest, in particular the
sound administration of justice, each Party shall consider the impact of the
powers and procedures in this section upon the rights, responsibilities and
legitimate interests of third parties.

Constituicdo Da Republica Federativa Do Brasil (Brazilian Constitution, 1988)

Lei 12.965, de 23 de abril de 2014 Marco Civil da Internet
http://www.planalto.gov.br/ccivil 03/ ato2011-2014/2014/lei/112965.htm

Lei 13.709, Lei Geral de Protecdo de Dados Pessoais — LGPD (Law on general data

protection, 14 Aug 2018)
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Article 16 — Expedited preservation of stored computer data

1 Each Party shall adopt such legislative and other measures as may be
necessary to enable its competent authorities to order or similarly obtain the
expeditious preservation of specified computer data, including traffic data,
that has been stored by means of a computer system, in particular where
there are grounds to believe that the computer data is particularly vulnerable
to loss or modification.

2 Where a Party gives effect to paragraph 1 above by means of an order to a
person to preserve specified stored computer data in the person’s possession
or control, the Party shall adopt such legislative and other measures as may
be necessary to oblige that person to preserve and maintain the integrity of
that computer data for a period of time as long as necessary, up to a maximum
of ninety days, to enable the competent authorities to seek its disclosure. A
Party may provide for such an order to be subsequently renewed.

3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige the custodian or other person who is to preserve the
computer data to keep confidential the undertaking of such procedures for the
period of time provided for by its domestic law.

4 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Lei n° 12.965/14, Marco Civil da Internet (Brazilian Internet law, 23 April
2014)

CAPITULO III DA PROVISAO DE CONEXAO E DE APLICACOES DE INTERNET,
Secdo II Da Protecdo aos Registros, aos Dados Pessoais e as Comunicacoes
Privadas, Subsecdo I Da Guarda de Registros de Conexao,

Artigo 13

Na provisdo de conexdo a internet, cabe ao administrador de sistema autdonomo
respectivo o dever de manter os registros de conexdo, sob sigilo, em ambiente
controlado e de seguranga, pelo prazo de 1 (um) ano, nos termos do regulamento.

8§2° A autoridade policial ou administrativa ou o Ministério Publico podera
requerer cautelarmente que os registros de conexdo sejam guardados por prazo
superior ao previsto no caput.

CAPITULO III DA PROVISAO DE CONEXAO E DE APLICACOES DE INTERNET,
Secdo II Da Protecdo aos Registros, aos Dados Pessoais e as Comunicacées
Privadas, Subsecgdo III Da Guarda de Registros de Acesso a Aplicagdes de Internet
na Provisao de Aplicacoes,

Artigo 15

O provedor de aplicagdes de internet constituido na forma de pessoa juridica e
que exerga essa atividade de forma organizada, profissionalmente e com fins
econdmicos devera manter os respectivos registros de acessoa aplicagbes de
internet, sob sigilo, em ambiente controlado e de seguranga, pelo prazo de 6
(seis) meses, nos termos do regulamento.

8§2° A autoridade policial ou administrativa ou o Ministério Publico poderdo
requerer cautelarmente a qualquer provedor de aplicagdes de internet que os
registros de acesso a aplicagoes de internet sejam guardados, inclusive por prazo
superior ao previsto no caput, observado o disposto nos §§ 3° e 4° do art. 13.

Article 17 - Expedited preservation and partial disclosure of traffic
data

1 Each Party shall adopt, in respect of traffic data that is to be preserved under
Article 16, such legislative and other measures as may be necessary to:

a ensure that such expeditious preservation of traffic data is available
regardless of whether one or more service providers were involved in the
transmission of that communication; and

Lei n° 12.965/14, Marco Civil da Internet (Brazilian Internet law, 23 April
2014)

CAPITULO III DA PROVISAO DE CONEXAO E DE APLICACOES DE INTERNET,
Segdo II Da Protegdo aos Registros, aos Dados Pessoais e as Comunicagdes
Privadas, Subsecdo I Da Guarda de Registros de Conexao,

Artigo 13
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b ensure the expeditious disclosure to the Party’s competent authority,
or a person designated by that authority, of a sufficient amount of traffic data
to enable the Party to identify the service providers and the path through
which the communication was transmitted.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Na provisdo de conexdo a internet, cabe ao administrador de sistema autdonomo
respectivo o dever de manter os registros de conexdo, sob sigilo, em ambiente
controlado e de seguranca, pelo prazo de 1 (um) ano, nos termos do regulamento.

8§2° A autoridade policial ou administrativa ou o Ministério Publico podera
requerer cautelarmente que os registros de conexdao sejam guardados por prazo
superior ao previsto no caput.

CAPITULO III DA PROVISAO DE CONEXAO E DE APLICACOES DE INTERNET,
Secdo II Da Protecdo aos Registros, aos Dados Pessoais e as Comunicagoes
Privadas, Subsecgdo III Da Guarda de Registros de Acesso a Aplicagdes de Internet
na Provisao de Aplicacoes,

Artigo 15

O provedor de aplicacbGes de internet constituido na forma de pessoa juridica e
que exerca essa atividade de forma organizada, profissionalmente e com fins
econdmicos devera manter os respectivos registros de acessoa aplicagbes de
internet, sob sigilo, em ambiente controlado e de seguranga, pelo prazo de 6
(seis) meses, nos termos do regulamento.

§2° A autoridade policial ou administrativa ou o Ministério Publico poderdo
requerer cautelarmente a qualquer provedor de aplicagdes de internet que os
registros de acesso a aplicagoes de internet sejam guardados, inclusive por prazo
superior ao previsto no caput, observado o disposto nos §§ 3° e 4° do art. 13.

Article 18 - Production order

1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order:

a a person in its territory to submit specified computer data in that
person’s possession or control, which is stored in a computer system or a
computer-data storage medium; and

b a service provider offering its services in the territory of the Party to
submit subscriber information relating to such services in that service
provider’s possession or control.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

3 For the purpose of this article, the term “subscriber information” means any
information contained in the form of computer data or any other form that is

Lei n°® 12.965/14, Marco Civil da Internet( Brazilian Internet law, 23 April
2014)
Marco Civil da Internet - Lei n° 12.965/2014
CAPITULO II
DOS DIREITOS E GARANTIAS DOS USUARIOS

Art. 79 O acesso a internet é essencial ao exercicio da cidadania, e ao
usuario sdo assegurados os seguintes direitos:

ITI - inviolabilidade e sigilo de suas comunicagles privadas armazenadas,
salvo por ordem judicial;

CAPITULO III DA PROVISAO DE CONEXAO E DE APLICACOES DE INTERNET,
Secdo II Da Protecdo aos Registros, aos Dados Pessoais e as Comunicacoes
Privadas,
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held by a service provider, relating to subscribers of its services other than
traffic or content data and by which can be established:

a

b

the type of communication service used, the technical provisions
taken thereto and the period of service;

the subscriber’s identity, postal or geographic address, telephone
and other access number, billing and payment information,
available on the basis of the service agreement or arrangement;
any other information on the site of the installation of
communication equipment, available on the basis of the service
agreement or arrangement.

Artigo 11

Em qualquer operacdo de coleta, armazenamento, guarda e tratamento de
registros, de dados pessoais ou de comunicagdes por provedores de conexdo e de
aplicagbes de internet em que pelo menos um desses atos ocorra em territorio
nacional, deverdao ser obrigatoriamente respeitados a legislagdo brasileira e os
direitos a privacidade, a protecao dos dados pessoais e ao sigilo das comunicagoes
privadas e dos registros.

8§19 O disposto no caput aplica-se aos dados coletados em territorio nacional e
ao conteldo das comunicagoes, desde que pelo menos um dos terminais esteja
localizado no Brasil.

8§29 O disposto no caput aplica-se mesmo que as atividades sejam realizadas por
pessoa juridica sediada no exterior, desde que oferte servigo ao publico brasileiro
ou pelo menos uma integrante do mesmo grupo econOmico possua
estabelecimento no Brasil.

8§39 Os provedores de conexdo e de aplicacdes de internet deverdo prestar, na
forma da regulamentacdo, informacgdes que permitam a verificacdo quanto ao
cumprimento da legislacdo brasileira referente a coleta, a guarda, ao
armazenamento ou ao tratamento de dados, bem como quanto ao respeito a
privacidade e ao sigilo de comunicagdes.

CAPITULO III DA PROVISAO DE CONEXAO E DE APLICACOES DE INTERNET,
Secdo II Da Protecdo aos Registros, aos Dados Pessoais e as Comunicagoes
Privadas, Subsecao I Da Guarda de Registros de Conexao,

Artigo 13

Na provisdo de conexdo a internet, cabe ao administrador de sistema autonomo
respectivo o dever de manter os registros de conexdo, sob sigilo, em ambiente
controlado e de seguranga, pelo prazo de 1 (um) ano, nos termos do regulamento.
§5° Em qualquer hipdtese, a disponibilizacdo ao requerente dos registros de que
trata este artigo devera ser precedida de autorizagdo judicial, conforme disposto
na Secdo IV deste Capitulo.

CAPITULO III DA PROVISAO DE CONEXAO E DE APLICACOES DE INTERNET,
Segdo II Da Protegdo aos Registros, aos Dados Pessoais e as Comunicagdes
Privadas, Subsegdo III Da Guarda de Registros de Acesso a Aplicagdes de Internet
na Provisdo de Aplicagdes,

Artigo 15
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O provedor de aplicacbes de internet constituido na forma de pessoa juridica e
que exerca essa atividade de forma organizada, profissionalmente e com fins
econdmicos devera manter os respectivos registros de acessoa aplicagbes de
internet, sob sigilo, em ambiente controlado e de seguranga, pelo prazo de 6
(seis) meses, nos termos do regulamento.

8§39 Em qualquer hipdtese, a disponibilizacdo ao requerente dos registros de que
trata este artigo devera ser precedida de autorizacdo judicial, conforme disposto
na Secdo IV deste Capitulo.

Article 19 - Search and seizure of stored computer data
1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to search or similarly access:
a a computer system or part of it and computer data stored therein;
and
b
stored

a computer-data storage medium in which computer data may be

in its territory.

2 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that where its authorities search or similarly access a
specific computer system or part of it, pursuant to paragraph 1.a, and have
grounds to believe that the data sought is stored in another computer system
or part of it in its territory, and such data is lawfully accessible from or
available to the initial system, the authorities shall be able to expeditiously
extend the search or similar accessing to the other system.
3 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to seize or similarly secure
computer data accessed according to paragraphs 1 or 2. These measures shall
include the power to:

a seize or similarly secure a computer system or part of it or a
computer-data storage medium;

b make and retain a copy of those computer data;
C maintain the integrity of the relevant stored computer data;
d render inaccessible or remove those computer data in the accessed

computer system.
4 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order any person who has

knowledge about the functioning of the computer system or measures applied

Cédigo de Processo Penal (DECRETO-LEI N© 3.689, 3 Oct 1941)

TITULO VI DAS QUESTOES E PROCESSOS INCIDENTES, CAPITULO XI DA BUSCA
E DA APREENSAO,

Art. 240 - A busca sera domiciliar ou pessoal.

8§19 Proceder-se 4 a busca domiciliar, quando fundadas razdes a autorizarem,
para:

e) descobrir objetos necessarios a prova de infragcdo ou a defesa do réu;

h) colher qualquer elemento de convicgao.
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to protect the computer data therein to provide, as is reasonable, the
necessary information, to enable the undertaking of the measures referred to
in paragraphs 1 and 2.

5 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Article 20 - Real-time collection of traffic data
1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to:

a collect or record through the application of technical means on
the territory of that Party, and
b compel a service provider, within its existing technical capability:

i to collect or record through the application of technical
means on the territory of that Party; or

to co-operate and assist the competent authorities in the
collection or recording of,

traffic data, in real-time, associated with specified
communications in its territory transmitted by means of a
computer system.

2 Where a Party, due to the established principles of its domestic legal
system, cannot adopt the measures referred to in paragraph 1.a, it may
instead adopt legislative and other measures as may be necessary to ensure
the real-time collection or recording of traffic data associated with specified
communications transmitted in its territory, through the application of
technical means on that territory.

3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the
execution of any power provided for in this article and any information relating
to it.

4 The powers and procedures referred to in this article shall be subject
to Articles 14 and 15.

LEI N° 9.296 (Law on the interception of communications, 24 Jul 1996)

Art. 1° A interceptacdo de comunicagoes telefénicas, de qualquer natureza, para
prova em investigacdo criminal e em instrucdo processual penal, observara o
disposto nesta Lei e dependera de ordem do juiz competente da agdo principal,
sob segredo de justica.

Paragrafo Unico. O disposto nesta Lei aplica-se a interceptacdo do fluxo de
comunicagoes em sistemas de informatica e telematica.

Art. 2° N3o sera admitida a interceptacao de comunicagdes telefénicas quando
ocorrer qualquer das seguintes hipoteses:

I - ndo houver indicios razoaveis da autoria ou participacdo em infracdo penal;
II - a prova puder ser feita por outros meios disponiveis;

III - o fato investigado constituir infragdo penal punida, no maximo, com pena de
detencao.

Paragrafo Unico. Em qualquer hipdtese deve ser descrita com clareza a situagdo
objeto da investigacao, inclusive com a indicagdo e qualificacdo dos investigados,
salvo impossibilidade manifesta, devidamente justificada.

Art. 3° A interceptacdo das comunicagles telefonicas podera ser determinada
pelo juiz, de oficio ou a requerimento:

I - da autoridade policial, na investigagao criminal;

II - do representante do Ministério Publico, na investigacdo criminal e na instrugdo
processual penal.

Article 21 - Interception of content data

1 Each Party shall adopt such legislative and other measures as may be
necessary, in relation to a range of serious offences to be determined by
domestic law, to empower its competent authorities to:
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Art. 1° A interceptagdo de comunicagdes telefonicas, de qualquer natureza, para
prova em investigagdo criminal e em instrugdo processual penal, observara o
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a collect or record through the application of technical means on the
territory of that Party, and
b compel a service provider, within its existing technical capability:

ito collect or record through the application of technical means on the
territory of that Party, or

iito co-operate and assist the competent authorities in the collection or
recording of, content data, in real-time, of specified communications in its
territory transmitted by means of a computer system.
2 Where a Party, due to the established principles of its domestic legal system,
cannot adopt the measures referred to in paragraph 1.a, it may instead adopt
legislative and other measures as may be necessary to ensure the real-time
collection or recording of content data on specified communications in its
territory through the application of technical means on that territory.
3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the
execution of any power provided for in this article and any information relating
to it.
4 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.
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disposto nesta Lei e dependera de ordem do juiz competente da agdo principal,
sob segredo de justica.

Paragrafo Unico. O disposto nesta Lei aplica-se a interceptacdo do fluxo de
comunicacoes em sistemas de informatica e telematica.

Art. 2° N3o sera admitida a interceptacao de comunicagdes telefénicas quando
ocorrer qualquer das seguintes hipoteses:

I - ndo houver indicios razoaveis da autoria ou participacdo em infracdo penal;
II - a prova puder ser feita por outros meios disponiveis;

III - o fato investigado constituir infragdo penal punida, no maximo, com pena de
detencao.

Paragrafo Unico. Em qualquer hipdtese deve ser descrita com clareza a situacdo
objeto da investigacao, inclusive com a indicagao e qualificacdo dos investigados,
salvo impossibilidade manifesta, devidamente justificada.

Art. 3° A interceptacdo das comunicagoes telefonicas podera ser determinada
pelo juiz, de oficio ou a requerimento:

I - da autoridade policial, na investigagao criminal;

II - do representante do Ministério PUblico, na investigacdo criminal e na instrugdo
processual penal.

Art. 89-A. Para investigagdo ou instrucdo criminal, podera ser autorizada pelo juiz,
a requerimento da autoridade policial ou do Ministério Publico, a captacdo
ambiental de sinais eletromagnéticos, dpticos ou acusticos, quando:

I - a prova ndo puder ser feita por outros meios disponiveis e igualmente eficazes;
e (Incluido pela Lei n° 13.964, de 2019)

II - houver elementos probatérios razoaveis de autoria e participagdo em infragoes
criminais cujas penas maximas sejam superiores a 4 (quatro) anos ou em
infragcdes penais conexas. Incluido pela Lei n°® 13.964, de 2019)

Marco Civil da Internet - Lei n° 12.965/2014
CAPITULO II
DOS DIREITOS E GARANTIAS DOS USUARIOS
Art. 70 O acesso a internet é essencial ao exercicio da cidadania, e ao
usuario sdo assegurados os seguintes direitos:

IT - inviolabilidade e sigilo do fluxo de suas comunicagdes pela internet,
salvo por ordem judicial, na forma da lei;
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Section 3 - Jurisdiction

Article 22 - Jurisdiction

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish jurisdiction over any offence established in accordance
with Articles 2 through 11 of this Convention, when the offence is committed:

a in its territory; or

b on board a ship flying the flag of that Party; or

C on board an aircraft registered under the laws of that Party; or
d by one of its nationals, if the offence is punishable under criminal

law where it was committed or if the offence is committed outside
the territorial jurisdiction of any State.
2 Each Party may reserve the right not to apply or to apply only in specific
cases or conditions the jurisdiction rules laid down in paragraphs 1.b through
1.d of this article or any part thereof.
3 Each Party shall adopt such measures as may be necessary to establish
jurisdiction over the offences referred to in Article 24, paragraph 1, of this
Convention, in cases where an alleged offender is present in its territory and
it does not extradite him or her to another Party, solely on the basis of his or
her nationality, after a request for extradition.
4 This Convention does not exclude any criminal jurisdiction exercised by
a Party in accordance with its domestic law.
When more than one Party claims jurisdiction over an alleged offence
established in accordance with this Convention, the Parties involved shall,
where appropriate, consult with a view to determining the most appropriate
jurisdiction for prosecution.

Céddigo Penal (7 Dec 1940)

PARTE GERAL, TITULO I DA APLICACAO DA LEI PENAL, Territorialidade,

Art. 5°

Aplica-se a lei brasileira, sem prejuizo de convencées, tratados e regras de direito
internacional, ao crime cometido no territdrio nacional

§1° - Para os efeitos penais, consideram-se como extensdo do territério nacional
as embarcagbes e aeronaves brasileiras, de natureza publica ou a servico do
governo brasileiro onde quer que se encontrem, bem como as aeronaves e as
embarcagdes brasileiras, mercantes ou de propriedade privada, que se achem,
respectivamente, no espago aéreo correspondente ou em alto-mar.

§2° - E também aplicavel a lei brasileira aos crimes praticados a bordo de
aeronaves ou embarcacdes estrangeiras de propriedade privada, achando-se
aquelas em pouso no territério nacional ou em v0o no espago aéreo
correspondente, e estas em porto ou mar territorial do Brasil.

PARTE GERAL, TITULO I DA APLICACAO DA LEI PENAL, Lugar do crime,
Art. 6°

Considera-se praticado o crime no lugar em que ocorreu a agao ou omissao, no
todo ou em parte, bem como onde se produziu ou deveria produzir-se o resultado.

PARTE GERAL, TITULO I DA APLICACAO DA LEI PENAL, Extraterritorialidade,
Art. 7°

Ficam sujeitos a lei brasileira, embora cometidos no estrangeiro:

I - os crimes:

a) contra a vida ou a liberdade do Presidente da Republica;

b) contra o patriménio ou a fé publica da Unido, do Distrito Federal, de Estado,
de Territério, de Municipio, de empresa publica, sociedade de economia mista,
autarquia ou fundacado instituida pelo Poder Publico;

c) contra a administracdo publica, por quem esta a seu servico;

d) de genocidio, quando o agente for brasileiro ou domiciliado no Brasil;

IT - os crimes:

a) que, por tratado ou convencgao, o Brasil se obrigou a reprimir;

b) praticados por brasileiro;
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Chapter III - International co-operation

Article 24 - Extradition

1 a This article applies to extradition between Parties for the criminal
offences established in accordance with Articles 2 through 11 of this
Convention, provided that they are punishable under the laws of both Parties
concerned by deprivation of liberty for a maximum period of at least one year,
or by a more severe penalty.

b Where a different minimum penalty is to be applied under an
arrangement agreed on the basis of uniform or reciprocal legislation or an
extradition treaty, including the European Convention on Extradition (ETS No.
24), applicable between two or more parties, the minimum penalty provided
for under such arrangement or treaty shall apply.

2 The criminal offences described in paragraph 1 of this article shall be deemed
to be included as extraditable offences in any extradition treaty existing
between or among the Parties. The Parties undertake to include such offences
as extraditable offences in any extradition treaty to be concluded between or
among them.

c) praticados em aeronaves ou embarcacOes brasileiras, mercantes ou de
propriedade privada, quando em territério estrangeiro e ai ndo sejam julgados.
8§19 - Nos casos do inciso I, o agente é punido segundo a lei brasileira, ainda que
absolvido ou condenado no estrangeiro.

8§29 - Nos casos do inciso II, a aplicacdo da lei brasileira depende do concurso
das seguintes condicOes:

a) entrar o agente no territorio nacional;

b) ser o fato punivel também no pais em que foi praticado;

c) estar o crime incluido entre aqueles pelos quais a lei brasileira autoriza a
extradicdo;

d) nao ter sido o agente absolvido no estrangeiro ou ndo ter ai cumprido a pena;
e) nao ter sido o agente perdoado no estrangeiro ou, por outro motivo, ndo estar
extinta a punibilidade, segundo a lei mais favoravel.

§30° - A lei brasileira aplica-se também ao crime cometido por estrangeiro contra
brasileiro fora do Brasil, se, reunidas as condigGes previstas no paragrafo anterior:
a) nao foi pedida ou foi negada a extradigao;

b) houve requisicdo do Ministro da Justica.

LEI N©° 13.445 (Law on Immigration, 24 May 2017)

CAPITULO VIII DAS MEDIDAS DE COOPERACAO, Secgao I Da Extradigao, Art. 81
A extradicdo é a medida de cooperacdo internacional entre o Estado brasileiro e
outro Estado pela qual se concede ou solicita a entrega de pessoa sobre quem
recaia condenacgdo criminal definitiva ou para fins de instrugao de processo penal
em curso.

8§19 A extradicdo sera requerida por via diplomatica ou pelas autoridades centrais
designadas para esse fim.

8§20 A extradicdo e sua rotina de comunicacdo serdo realizadas pelo érgao
competente do PoderExecutivo em coordenagdo com as autoridades judiciarias e
policiais competentes.

CAPITULO VIII DAS MEDIDAS DE COOPERAQAO, Secao I Da Extradigao, Artigo 82
N3o se concedera a extradicdao quando:

I- o individuo cuja extradicdo é solicitada ao Brasil for brasileiro nato;

II- o fato que motivar o pedido nao for considerao crime no Brasil ou no Estado
requerente;
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3 If a Party that makes extradition conditional on the existence of a treaty
receives a request for extradition from another Party with which it does not
have an extradition treaty, it may consider this Convention as the legal basis
for extradition with respect to any criminal offence referred to in paragraph 1
of this article.

4 Parties that do not make extradition conditional on the existence of a treaty
shall recognise the criminal offences referred to in paragraph 1 of this article
as extraditable offences between themselves.

5 Extradition shall be subject to the conditions provided for by the law of the
requested Party or by applicable extradition treaties, including the grounds on
which the requested Party may refuse extradition.

6 If extradition for a criminal offence referred to in paragraph 1 of this article
is refused solely on the basis of the nationality of the person sought, or
because the requested Party deems that it has jurisdiction over the offence,
the requested Party shall submit the case at the request of the requesting
Party to its competent authorities for the purpose of prosecution and shall
report the final outcome to the requesting Party in due course. Those
authorities shall take their decision and conduct their investigations and
proceedings in the same manner as for any other offence of a comparable
nature under the law of that Party.

7 a Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate to
the Secretary General of the Council of Europe the name and address of each
authority responsible for making or receiving requests for extradition or
provisional arrest in the absence of a treaty.

b The Secretary General of the Council of Europe shall set up and keep
updated a register of authorities so designated by the Parties. Each Party shall
ensure

III- o Brasil for competente, segundo suas leis, para julgar o crime imputado ao
extraditando;

IV- a lei brasileira impuser ao crime pena de prisdo inferior a 2 (dois) anos;

V- o extraditando estiver respondendo a processo ou ja houver sido condenado
ou absolvidono Brasil pelo mesmo fato em que se fundar o pedido;

VI- a punibilidade estiver extinta pela prescricao, segundo a lei brasileira ou a do
Estado requerente;

VII- o fato constituir crime politico ou de opinido;

VIII- o extraditando tiver de responder, no Estado requerente, perante tribunal
ou juizo de excecgdo; ou

IX- o extraditando for beneficiario de refligio, nos termos da Lei n®9.474, de 22
de julho de 1997, ou de asilo territorial.

Article 25 - General principles relating to mutual assistance

1 The Parties shall afford one another mutual assistance to the widest extent
possible for the purpose of investigations or proceedings concerning criminal
offences related to computer systems and data, or for the collection of
evidence in electronic form of a criminal offence.

Codigo de Processo Civil (LEI N° 13.105, 16 March 2015)

CAPITULO II DA COOPERACAO INTERNACIONAL, Secdo I, Disposicdes Gerais,
Artigo 26

A cooperagdo juridica internacional serd regida por tratado de que o Brasil faz
parte e observra:

I - o respeito as garantias do devido processo legal no Estado requerente;
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2 Each Party shall also adopt such legislative and other measures as may be
necessary to carry out the obligations set forth in Articles 27 through 35.

3 Each Party may, in urgent circumstances, make requests for mutual
assistance or communications related thereto by expedited means of
communication, including fax or e-mail, to the extent that such means provide
appropriate levels of security and authentication (including the use of
encryption, where necessary), with formal confirmation to follow, where
required by the requested Party. The requested Party shall accept and respond
to the request by any such expedited means of communication.

4 Except as otherwise specifically provided in articles in this chapter, mutual
assistance shall be subject to the conditions provided for by the law of the
requested Party or by applicable mutual assistance treaties, including the
grounds on which the requested Party may refuse co-operation. The requested
Party shall not exercise the right to refuse mutual assistance in relation to the
offences referred to in Articles 2 through 11 solely on the ground that the
request concerns an offence which it considers a fiscal offence.

5 Where, in accordance with the provisions of this chapter, the requested Party
is permitted to make mutual assistance conditional upon the existence of dual
criminality, that condition shall be deemed fulfilled, irrespective of whether its
laws place the offence within the same category of offence or denominate the
offence by the same terminology as the requesting Party, if the conduct
underlying the offence for which assistance is sought is a criminal offence
under its laws.

II- a igualdade de tratamento entre nacionais e estrangeiros, residentes ou nao
no Brasil, em relacdo ao acesso a justica e a tramitacdo dos processos,
assegurando-se assisténcia judiciaria aos necessitados;

III - a pubicidade processual, exceto nas hipdteses de sigilo previstas na
legislacdo brasileira ou na do Estado requerente;

IV -a existéncia de autoridade central para recepcao e transmissao dos pedidos
de cooperacao;

V - a espontaneidade na transmissao de informacdes a autoridades estrangeiras.
8§19 Na auséncia de tratado, a cooperacao juridica internaional podera realizar-se
com base em reciprocidade, manifestada por via diplomatica.

§2° Nao se exigira a reciprocidade referida no §1° para homologacdo de sentenca
estrangeira.

8§39 Na cooperacdo juridica internacional ndo sera admitida a pratica de atos que
contrariem ou que produzam resultados incompativeis com as normas
fundamentais que regem o Estado brasileiro.

849 O Ministério da Justica exercera as fungdes de autoridade central na auséncia
de designacgdo especifica.

Article 26 — Spontaneous information

1 A Party may, within the limits of its domestic law and without prior request,
forward to another Party information obtained within the framework of its own
investigations when it considers that the disclosure of such information might
assist the receiving Party in initiating or carrying out investigations or
proceedings concerning criminal offences established in accordance with this
Convention or might lead to a request for co-operation by that Party under
this chapter.

Cdédigo de Processo Civil (LEI N° 13.105, 16 March 2015)

CAPITULO II DA COOPERACAO INTERNACIONAL, Secdo I, Disposicdes Gerais,
Artigo 26

A cooperagdo juridica internacional serd regida por tratado de que o Brasil faz
parte e observra:
I - o respeito as garantias do devido processo legal no Estado requerente;
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2 Prior to providing such information, the providing Party may request that it
be kept confidential or only used subject to conditions. If the receiving Party
cannot comply with such request, it shall notify the providing Party, which
shall then determine whether the information should nevertheless be
provided. If the receiving Party accepts the information subject to the
conditions, it shall be bound by them.

II- a igualdade de tratamento entre nacionais e estrangeiros, residentes ou nao
no Brasil, em relacdo ao acesso a justica e a tramitacdo dos processos,
assegurando-se assisténcia judiciaria aos necessitados;

III - a pubicidade processual, exceto nas hipdteses de sigilo previstas na
legislacdo brasileira ou na do Estado requerente;

IV -a existéncia de autoridade central para recepcdo e transmissao dos pedidos
de cooperacao;

V - a espontaneidade na transmissao de informacdes a autoridades estrangeiras.
8§19 Na auséncia de tratado, a cooperacao juridica internaional podera realizar-se
com base em reciprocidade, manifestada por via diplomatica.

§2° Nao se exigira a reciprocidade referida no §1° para homologacdo de sentenca
estrangeira.

8§39 Na cooperacdo juridica internacional ndo sera admitida a pratica de atos que
contrariem ou que produzam resultados incompativeis com as normas
fundamentais que regem o Estado brasileiro.

849 O Ministério da Justica exercera as fungdes de autoridade central na auséncia
de designacdo especifica.

Article 27 - Procedures pertaining to mutual assistance requests in
the absence of applicable international agreements

1 Where there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and requested
Parties, the provisions of paragraphs 2 through 9 of this article shall apply.
The provisions of this article shall not apply where such treaty, arrangement
or legislation exists, unless the Parties concerned agree to apply any or all of
the remainder of this article in lieu thereof.

2 a Each Party shall designate a central authority or authorities responsible
for sending and answering requests for mutual assistance, the execution of
such requests or their transmission to the authorities competent for their
execution.

b The central authorities shall communicate directly with each other;

(o Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate to
the Secretary General of the Council of Europe the names and addresses of
the authorities designated in pursuance of this paragraph;

d The Secretary General of the Council of Europe shall set up and keep
updated a register of central authorities designated by the Parties. Each Party
shall ensure that the details held on the register are correct at all times.
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3 Mutual assistance requests under this article shall be executed in
accordance with the procedures specified by the requesting Party, except
where incompatible with the law of the requested Party.

4 The requested Party may, in addition to the grounds for refusal
established in Article 25, paragraph 4, refuse assistance if:

a the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence, or

b it considers that execution of the request is likely to prejudice its
sovereignty, security, ordre public or other essential interests.

5 The requested Party may postpone action on a request if such action

would prejudice criminal investigations or proceedings conducted by its
authorities.

6 Before refusing or postponing assistance, the requested Party shall,
where appropriate after having consulted with the requesting Party, consider
whether the request may be granted partially or subject to such conditions as
it deems necessary.

7 The requested Party shall promptly inform the requesting Party of the
outcome of the execution of a request for assistance. Reasons shall be given
for any refusal or postponement of the request. The requested Party shall also
inform the requesting Party of any reasons that render impossible the
execution of the request or are likely to delay it significantly.

8 The requesting Party may request that the requested Party keep
confidential the fact of any request made under this chapter as well as its
subject, except to the extent necessary for its execution. If the requested
Party cannot comply with the request for confidentiality, it shall promptly
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

9 a In the event of urgency, requests for mutual assistance or
communications related thereto may be sent directly by judicial authorities
of the requesting Party to such authorities of the requested Party. In any such
cases, a copy shall be sent at the same time to the central authority of the
requested Party through the central authority of the requesting Party.

b Any request or communication under this paragraph may be made
through the International Criminal Police Organisation (Interpol).
(o Where a request is made pursuant to sub-paragraph a. of this article

and the authority is not competent to deal with the request, it shall refer the
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request to the competent national authority and inform directly the requesting
Party that it has done so.

d Requests or communications made under this paragraph that do not
involve coercive action may be directly transmitted by the competent
authorities of the requesting Party to the competent authorities of the
requested Party.

e Each Party may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, inform the
Secretary General of the Council of Europe that, for reasons of efficiency,
requests made under this paragraph are to be addressed to its central
authority.

Article 28 - Confidentiality and limitation on use

1 When there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and the
requested Parties, the provisions of this article shall apply. The provisions of
this article shall not apply where such treaty, arrangement or legislation
exists, unless the Parties concerned agree to apply any or all of the remainder
of this article in lieu thereof.

2 The requested Party may make the supply of information or material in
response to a request dependent on the condition that it is:

a kept confidential where the request for mutual legal assistance could
not be complied with in the absence of such condition, or
b not used for investigations or proceedings other than those stated in

the request.

3 If the requesting Party cannot comply with a condition referred to in
paragraph 2, it shall promptly inform the other Party, which shall then
determine whether the information should nevertheless be provided. When
the requesting Party accepts the condition, it shall be bound by it.

4 Any Party that supplies information or material subject to a condition
referred to in paragraph 2 may require the other Party to explain, in relation
to that condition, the use made of such information or material.

Article 29 - Expedited preservation of stored computer data

1 A Party may request another Party to order or otherwise obtain the
expeditious preservation of data stored by means of a computer system,
located within the territory of that other Party and in respect of which the
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requesting Party intends to submit a request for mutual assistance for the
search or similar access, seizure or similar securing, or disclosure of the data.

2 A request for preservation made under paragraph 1 shall specify:

a the authority seeking the preservation;

b the offence that is the subject of a criminal investigation or
proceedings and a brief summary of the related facts;

C the stored computer data to be preserved and its relationship to
the offence;

d any available information identifying the custodian of the stored
computer data or the location of the computer system;

e the necessity of the preservation; and

f that the Party intends to submit a request for mutual assistance

for the search or similar access, seizure or similar securing, or disclosure of
the stored computer data.

3 Upon receiving the request from another Party, the requested Party
shall take all appropriate measures to preserve expeditiously the specified
data in accordance with its domestic law. For the purposes of responding to a
request, dual criminality shall not be required as a condition to providing such
preservation.

4 A Party that requires dual criminality as a condition for responding to a
request for mutual assistance for the search or similar access, seizure or
similar securing, or disclosure of stored data may, in respect of offences other
than those established in accordance with Articles 2 through 11 of this
Convention, reserve the right to refuse the request for preservation under this
article in cases where it has reasons to believe that at the time of disclosure
the condition of dual criminality cannot be fulfilled.

5 In addition, a request for preservation may only be refused if:

a the request concerns an offence which the requested Party
considers a political offence or an offence connected with a political offence,
or

b the requested Party considers that execution of the request is
likely to prejudice its sovereignty, security, ordre public or other essential
interests.

6 Where the requested Party believes that preservation will not ensure
the future availability of the data or will threaten the confidentiality of or
otherwise prejudice the requesting Party’s investigation, it shall promptly so
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inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

4 Any preservation effected in response to the request referred to in paragraph
1 shall be for a period not less than sixty days, in order to enable the
requesting Party to submit a request for the search or similar access, seizure
or similar securing, or disclosure of the data. Following the receipt of such a
request, the data shall continue to be preserved pending a decision on that
request.

Article 30 — Expedited disclosure of preserved traffic data

1 Where, in the course of the execution of a request made pursuant to Article
29 to preserve traffic data concerning a specific communication, the requested
Party discovers that a service provider in another State was involved in the
transmission of the communication, the requested Party shall expeditiously
disclose to the requesting Party a sufficient amount of traffic data to identify
that service provider and the path through which the communication was
transmitted.

2 Disclosure of traffic data under paragraph 1 may only be withheld if:

a the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence; or

b the requested Party considers that execution of the request is likely to
prejudice its sovereignty, security, ordre public or other essential interests.

Article 31 - Mutual assistance regarding accessing of stored computer
data
1 A Party may request another Party to search or similarly access, seize or
similarly secure, and disclose data stored by means of a computer system
located within the territory of the requested Party, including data that has
been preserved pursuant to Article 29.
2 The requested Party shall respond to the request through the application of
international instruments, arrangements and laws referred to in Article 23,
and in accordance with other relevant provisions of this chapter.
3 The request shall be responded to on an expedited basis where:

a there are grounds to believe that relevant data is particularly vulnerable
to loss or modification; or
b the instruments, arrangements and laws referred to in paragraph 2
otherwise provide for expedited co-operation.
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Article 32 - Trans-border access to stored computer data with consent
or where publicly available
A Party may, without the authorisation of another Party:

a access publicly available (open source) stored computer data,
regardless of where the data is located geographically; or
b access or receive, through a computer system in its territory, stored

computer data located in another Party, if the Party obtains the lawful and
voluntary consent of the person who has the lawful authority to disclose the
data to the Party through that computer system.

Article 33 - Mutual assistance in the real-time collection of traffic data
1 The Parties shall provide mutual assistance to each other in the real-time
collection of traffic data associated with specified communications in their
territory transmitted by means of a computer system. Subject to the
provisions of paragraph 2, this assistance shall be governed by the conditions
and procedures provided for under domestic law.

2 Each Party shall provide such assistance at least with respect to criminal
offences for which real-time collection of traffic data would be available in a
similar domestic case.

Article 34 - Mutual assistance regarding the interception of content
data

The Parties shall provide mutual assistance to each other in the real-time
collection or recording of content data of specified communications
transmitted by means of a computer system to the extent permitted under
their applicable treaties and domestic laws.

Article 35 - 24 /7 Network

1 Each Party shall designate a point of contact available on a twenty-four hour,
seven-day-a-week basis, in order to ensure the provision of immediate
assistance for the purpose of investigations or proceedings concerning
criminal offences related to computer systems and data, or for the collection
of evidence in electronic form of a criminal offence. Such assistance shall
include facilitating, or, if permitted by its domestic law and practice, directly
carrying out the following measures:

a the provision of technical advice;
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b the preservation of data pursuant to Articles 29 and 30;

C the collection of evidence, the provision of legal information, and
locating of suspects.

2 a A Party’s point of contact shall have the capacity to carry out

communications with the point of contact of another Party on an expedited
basis.

b If the point of contact designated by a Party is not part of that Party’s
authority or authorities responsible for international mutual assistance or
extradition, the point of contact shall ensure that it is able to co-ordinate with
such authority or authorities on an expedited basis.

3 Each Party shall ensure that trained and equipped personnel are available,
in order to facilitate the operation of the network.

Article 42 - Reservations

By a written notification addressed to the Secretary General of the Council of
Europe, any State may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, declare that it
avails itself of the reservation(s) provided for in Article 4, paragraph 2, Article
6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3, Article 11,
paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2, Article 29,
paragraph 4, and Article 41, paragraph 1. No other reservation may be made.
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