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Guiding principles

National links to LEAsEncourage reporting of ransomware
Disrupt the criminal business model

Arrest and prosecute suspects

OPERATIONAL

Assist victims (free tools)
Educate and raise awareness

REMEDIATION

Public-Private Partnership
Law enforcement driven

Non-commercial goal
Not-political interests

STRATEGIC

ENGLISH

37
Arabic
Bulgarian 
Chinese (Simplified & Traditional) 
Croatian
Czech
Danish 
Dutch 
Estonian 
Finnish 
French 
German
Greek
Hebrew 
Hungarian
Italian  

Romanian 
Russian 
Spanish 
Slovenian
Slovak 
Swedish 
Tamil 
Thai 
Turkish
Ukrainian

Indonesian
Japanese
Korean
Latvian
Lithuanian 
Malay 
Norwegian
Persian
Polish
Portuguese



Main functionality

The Crypto Sheriff

2

Ransomware note
UPLOAD

1
UPLOAD

Two encrypted files
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Tool available?
SOLUTION

3
ASSESSMENT
Match against the available tools



Decryption tools



Website traffic



Types of partnership

DECRYPTION TOOLS

Legal Agreement

ASSOCIATE

Only decryptors allowed

16

COMMUNICATION

Consent Form

SUPPORTING

Translation

153
Message amplification



Example / GandCrab

February 2018
GandCrab V1

Encryption method changed

October 2018
February 2019
June 2019
GandCrab V1, V4, V5-V5.2

778K
downloads

$1200 
per
ransom



www.europol.europa.eu

@EC3Europol and @Europol

www.facebook.com/Europol

Europol

www.youtube.com/EuropolTube

@Europol.eu

Follow the NMR 
latest news on:

Questions?
nomoreransom@europol.europa.eu


