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Need help unlocking your
digital life?
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Oops?! Your files have been encrypted.

If you see this text, your files are no longer accessible.

You might have been looking for a way to recover your files.

Don’t waste your timMe. No one will be able to recover them without our
decryption service.

RANSOMWARE

ZMCORDgX7o0Roxrakf BMXAloeBt6McH7Hf XS5 +r jJDB8hzuBDPpYhNONC iv jHEGX3M
y4uZX6VUdirzbsD7sleuREndRDeez+FLaoE 1 fOxGsGR2qUOC4Aaxd7KS8T301cOig
Mc1AVUY +r71X60c1BZe3i17gqNTh1AyRqURS4dANmMs I7hlcrC16q2WnxR jH4rF7e
3sFUWaJU+inwUbY9M+L jnoMgb5zUJzVU3yZs j7UCo j4bUTrM093a9pGuyhB58uPY21
2LqEcudkJQFS jUmMb8FN7EBpSy020F4 jZ5KROMSESNRt6hBBxUB03Geb15KBE jUIY
giRd0daIPSunlMBIJASGkfccbgTUX?7R jg==

If you have already got the password, please enter it below.
Password#1: _
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Guiding principles

OPERATIONAL REMEDIATION

Encourage reporting of ransomware ———a National links to LEAs
Disrupt the criminal business model
Arrest and prosecute suspects

STRATEGIC

Public-Private Partnership
Law enforcement driven
Non-commercial goal
Not-political interests

= EURTPOL

Assist victims (free tools)
Educate and raise awareness

ENGLISH

Arabic
Bulgarian 3 7
Chinese (Simplified & Traditional)

Croatian

Czech

Danish Indonesian Romanian
Dutch Japanese Russian
Estonian Korean Spanish
Finnish Latvian Slovenian
French Lithuanian Slovak
German Malay Swedish
Greek Norwegian Tamil
Hebrew Persian Thai
Hungarian Polish Turkish
Italian Portuguese Ukrainian




Main functionality
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UPLOAD
Two encrypted files

3

ASSESSMENT
Match against the available tools

UPLOAD
Ransomware note

2

SOLUTION
Tool available?

4
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Check Point
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Website traffic
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Types of partnership
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. ASSOCIATE ’ .SUPPORTING’
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DECRYPTION TOOLS COMMUNICATION
Legal Agreement Consent Form
Only decryptors allowed Translation
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Message amplification
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Follow the NMR
latest news on:

Questions?

nomoreransom@europol.europa.eu
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www.europol.europa.eu

f www.facebook.com/Europol

@EC3Europol and @Europol

In Europol

» www.youtube.com/EuropolTube

(©) @Europol.eu



