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Agenda 

Online or Offline? 

Terminology

New Forms of Online Child Sexual Abuse
and How Are We Combatting Against it?  



Kyberympäristö?” Child sexual exploitation refers to the sexual
abuse of a person below the age of 18, as well as 
to the production of images of such abuse and the
sharing of those images online.

Online child sexual exploitation is a constantly
evolving phenomenon and is shaped by
developments in technology.”

https://www.europol.europa.eu/crime-areas-and-statistics/crime-
areas/child-sexual-exploitation



DARK WEB- kuva 

Digital 
environment?

Cybercrime?



Kyberympäristö?
”Us as parents, we are
trying to control the
screen time of our
children, but to the
generation Z the
whole idea of screen
time is ridiculous.

There is no 
screentime: only
time.”



Words we use, 
create the reality for 

our children. 

#Wordsmatter



Kyberympäristö?

Luxembourg Guidelines

The Terminology Guidelines is an initiative by 18 
international partners to harmonize terms and definitions
related to child protection.

https://ecpat.org/luxembourg-guidelines/

https://ecpat.org/luxembourg-guidelines/


Kyberympäristö?”Online child sexual abuse (OCSA) and 
online child sexual exploitation (OCSE) involve
the use of information and communication
technology as a means to sexually abuse and/or
sexually exploit children.“

- Interagency Working Group 2016



Online CSA can be..

1. Sexting, grooming (text)
2. CSAM + dickpics (pictures)
3. Livestreaming + capping

(live)



Grooming



”Dick-pics” or
Child Sexual
Abuse? 



(SGEM)
Self-
generated
explicit
material

Livestreaming
+ capping



Kyberympäristö?

Global Threat Assessment 2021 - WeProtect Global Alliance

https://www.weprotect.org/global-threat-assessment-21/


Kyberympäristö?

COVID19 - Child Sexual Exploitation and Abuse threats and trends (1).pdfCOVID19 - Child Sexual Exploitation and Abuse threats and trends (1).pdf

The priority of our Crimes Against Children
unit is to:
- identify and rescue young victims of sexual abuse;
- block access to child sexual abuse material;
- prevent sex offenders from travelling abroad to abuse
children or escape justice.

file:///HKITVLFLS800/Tuonti$/POLIISI/Internet_Tuonti_p30398/COVID19%20-%20Child%20Sexual%20Exploitation%20and%20Abuse%20threats%20and%20trends%20(1).pdf
file:///HKITVLFLS800/Tuonti$/POLIISI/Internet_Tuonti_p30398/COVID19%20-%20Child%20Sexual%20Exploitation%20and%20Abuse%20threats%20and%20trends%20(1).pdf


Kyberympäristö?



Interpol: Our response to crimes against children (interpol.int)

https://www.interpol.int/Crimes/Crimes-against-children/Our-response-to-crimes-against-children


Kyberympäristö?

COVID19 - Child Sexual Exploitation and Abuse threats and trends (1).pdf

Analysis project AP Twins

Supports the prevention and combating of all forms of
criminality associated with the sexual exploitation and
abuse of children.

The creation and distribution of child abuse material
through all kinds of online environments, and

Other online criminal behavior involving children such
as grooming, self-generated indecent material, sexual
extortion and live distant child abuse.

file:///HKITVLFLS800/Tuonti$/POLIISI/Internet_Tuonti_p30398/COVID19%20-%20Child%20Sexual%20Exploitation%20and%20Abuse%20threats%20and%20trends%20(1).pdf


Kyberympäristö?

COVID19 - Child Sexual Exploitation and Abuse threats and trends (1).pdf

file:///HKITVLFLS800/Tuonti$/POLIISI/Internet_Tuonti_p30398/COVID19%20-%20Child%20Sexual%20Exploitation%20and%20Abuse%20threats%20and%20trends%20(1).pdf




Kyberympäristö?



EU level actions

July 2020: COM/2020/607 final
EU Strategy for a more Effective 
Fight Against Sexual Abuse

March 2021: EU Strategy on the 
Rights of the Child

May 2022: COM/2022/209 final
Proposal for a REGULATION OF THE 
EU PARLIAMENT and of the 
COUNCIL laying down rules to 
prevent and combat child sexual 
abuse

https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=CELEX%3A52020DC0607
https://eur-lex.europa.eu/resource.html?uri=cellar:e769a102-8d88-11eb-b85c-01aa75ed71a1.0002.02/DOC_1&format=PDF
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A209%3AFIN&qid=1652451192472


Thanks!  
Maria Rossi 

Twitter: @rykRossi
LinkedIn: Maria Rossi


