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EXECUTIVE SUMMARY

1. This report summarises the AML/CFT measures in place in Poland as at the date of the
onsite visit, from 10 to 21 May 2021. It analyses the level of compliance with the FATF 40
Recommendations and the level of effectiveness of Poland’s AML/CFT system and provides
recommendations on how the system could be strengthened.

Key Findings

a) The authorities have a limited understanding of the ML threats emanating from
certain types of predicate offences; it lacks a comprehensive view of the
factual/detected and potential/undetected amount of the proceeds of crime.
There is a lack of uniform and comprehensive understanding of ML/TF
vulnerabilities. Significant further efforts are needed towards appropriate
identification and reliable assessment of TF risks. The National AML/CFT
Strategy was adopted shortly before the onsite; there is no systemic approach
and consistent action in Poland for the alignment of objectives and activities of
competent authorities with national ML/TF policies. The FSC, as the national
platform for co-operation and coordination at the policy-making level, is well
positioned to define high-level goals and objectives, but an operative
coordination platform or similar arrangements are missing. Efforts have been
made to ensure that financial institutions and DNFBPs are aware of the results
of the NRA, mainly through its publication on the website of the Ministry of
Finance and through a series of conferences and workshops organised by GIFI.

b) The GIFI is a key source of financial intelligence and other relevant information
in Poland, with full access to a wide variety of information from the private and
public sectors. Other competent authorities, including LEAs, extensively and
routinely access information both from the GIFI and from other available
sources. SAR reporting is not consistent with the risk profile of certain sectors
and individual players. The outcomes of the GIFI preliminary and advanced
analyses and the disseminations to the competent LEAs have proper structure,
involve reasonable analysis and convey substantiated conclusions.
Nevertheless, transformation ratios of the GIFI notifications and other
disseminations to the PPO and the LEAs into investigations and indictments are
low; LEAs mainly use the communication from the GIFI for their own statutory
activities with little or no focus on tracing proceeds of crime.

c) Poland has a broad range of LEAs, but none of them are designated with specific
responsibility to investigate ML, which impacts their appetite to venture into an
ML investigation. Overall, the ML cases are not fully prioritised, and the number
of ML investigations remains behind the number of convictions for proceeds
generating offences. ML investigations and prosecutions reflect, to some extent,
the risk profile that the country faces, at least for the top three threats. Poland
has demonstrated effective results in prosecuting and securing ML convictions,
mostly in relation to self-laundering and third-party ML cases. As to stand-alone
and foreign predicate offences connected ML cases, a positive trend is noticed.




The authorities face a number of obstacles in investigating, prosecuting and
adjudicating ML cases, including in relation to the high evidentiary standard
applied in connection to the underlying predicate offence, the uncertainty as to
the evidentiary requirements in proving stand-alone ML, the general lack of
specialised experts in conducting parallel financial investigations (all
authorities) and the limited expertise in conducting criminal investigations,
impacting the quality of the presented evidence before the court (KAS). The
penalties imposed in ML gradually increased, and whereas proportionate, they
are not fully effective and dissuasive.

d) Although LEAs have achieved some results, especially in cases of ML, the

g)

confiscation of proceeds and instrumentalities is not pursued as a policy
objective. This is confirmed by the lack of relevant statistics on confiscations
applied in relation to predicate offences, which negatively impacts authorities’
ability to assess the effectiveness of the system and to take targeted policy
measures to address the weaknesses. In cases of detected false or non-
declaration, the restrained assets concern only the equivalent value of the fine
for a fiscal crime and the remaining assets are returned, even in cases of
suspicions of ML. The confiscations are not consistent with the ML/TF risks and
national AML/CFT policies and priorities.

Poland has taken some steps in a positive direction in the field of TF
investigations - the legal framework has been expanded, and practical
experience has been gained. The ISA is the main LEA responsible for identifying
and investigating TF cases, which in practice are conducted primarily in
connection with a terrorist offence. In the last seven years, ISA handled several
TF cases, out of which three ended with charges. Further on, two TF convictions
of four individuals were achieved, which is a positive outcome. The profile of the
TF convictions is partially in line with the country risk profile. The prosecution
and other LEA have not adopted methodological guidelines or instructions for
TF investigations. It cannot be concluded that FT investigations have been
integrated and used to support national counter-terrorism strategies. The
sanctions applied in relation to the two sentences reached are minimal, hence
not dissuasive or proportionate.

Poland implements UNSCRs 1267 and 1373 and its successor resolutions
without delay based on EU and internal legislation. No requests were received
by the authorities, nor proposals or designations were made pursuant to
UNSCRs 1267 and 1373. Poland did not apply freezing measures and did not
restrain TF funds, partly corresponding to the overall TF country risk profile.
Most material sectors of obligated institutions demonstrated comprehensive
knowledge on the TF TEFS related issues and their freezing and reporting
obligations. Poland still needs to make efforts to perform a specific risk
assessment on the NPO sector’s exposure to TF risks. There was guidance
published on the GIFI website, however, the level of understanding by the NPO
sector of their risk of FT exposure is not fully satisfactory.

PF-related UNSCRs are applied in Poland through the EU mechanisms which do
not suffer from technical problems in relation to the time of their transposition
when it concerns Iran. Delays in the implementation of the UNSCRs of DPRK can
still occur. No case of freezing assets held by persons or entities designated
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h)

j)

under PF sanctions programs has been registered in Poland. Most financial
institutions understand their obligations and can take restrictive measures
effectively should the situation occur. Some DNFBPs perform manual screening
on the “lists” which are understood in a global manner: TF, PF TFS, together with
the high-risk countries and PEPs. Others lack knowledge and understanding of
their PF-related obligations. Supervisory authorities do not have
responsibilities in ensuring and monitoring compliance with the PF TFS. Little
specialised training on PF was provided to the private sector.

All obligated institutions perform periodically updated risk assessments, and
the banking sector, in particular, has demonstrated a good understanding of
risks and implementation of mitigating measures, while smaller FIs and DNFBPs
have aless sophisticated and sometimes more formalistic approach. The private
sector is aware of the AML/CFT obligations, including adoption of CDD, EDD and
TFS (with some shortcomings in the understanding of TFS by DNFBPs), and
implement internal (or group-wide) controls and procedures. EDD measures
mostly consist of incrementing the frequency and intensity of regular CDD
measures, and, in the case of FIs, also includes ascertaining the source of funds
and wealth via external support documentation, amongst other measures.
DNFBPs tend to avoid high-risk business relationships and, as a result, the
implementation of EDD is limited in practice. In terms of reporting suspicious
activities, FIs employ comprehensive transaction monitoring systems and the
reporting behaviour of REs is largely commensurate with their materiality and
exposure to risks. VASPs equally implement preventive measures, but there is a
lack of a harmonised approach due to the absence of a regulatory framework
and guidance.

The market entry licensing verifications checks carried out by the UKNF are
generally robust, particularly in relation to legal and beneficial ownership. Some
gaps in the controls of the senior management remain, mostly as a result of the
legislation. The NBP performs fit and proper controls on currency exchange
offices, but is also subject to limitations in the legislative framework it
administers. Licensing and market entry checks are in place for the DNFBPs
with some areas for improvement. Overall, the understanding of ML risks at
individual firm and sector levels in relation to FIs by GIFI, the UKNF and the NBP
is greater than that for DNFBPs and greater for ML risks compared with TF risks.
The UKNF has the most comprehensive approach to supervision; its use of IT
and data analytics is a key part of this. The UKNF supervisory team would
benefit from a relatively small number of additional staff. There is no
supervision of DNFBP sectors that are not subject to registration by the NCR.
GIFI has a long history of applying sanctions and has made recommendations
for prosecution. Limited sanctions have been imposed on DNFBPs in recent
years, which is not consistent with the associated risks. While noting that there
are areas for improvement in a range of areas relevant to this 10, the AT has
attached significant weight to supervision of the banking sector.

Basic and BO information is publicly available in Poland. There are a few
elements of information on the creation and operation of business entities in the
2019 NRA report, albeit these are generic and not detailed. It is clear that the
most serious risk of abuse of Polish companies is uniformly regarded as VAT
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fraud facilitated by the use of fictitious companies and “straw men”. Turning to
mitigation measures, the National Court Register undertakes wide-ranging
checks prior to registration and also after, including concerning financial
statements. The number of fictitious companies has reduced during the last few
years as a result of the national initiative aimed at identifying and dealing with
such companies. Legal persons registered at the NCR after 13 October 2019
were required to insert BO information on the CRBO within one week of
registration. Other sources of BO information are the obligated institutions and
the KAS. The KAS prevented a significant number of legal persons from
registering on the VAT register and has struck off a significant number of
companies from the register. It has also increased VAT receipts. It has tangibly
addressed the issue of use by fictitious companies, and statistics indicate it is
being effective.

k) Poland has a comprehensive legal framework for international co-operation.
Most of the co-operation is carried out with other EU Member States, based on
a simplified mechanism, while the co-operation with non-EU jurisdictions
bordering Poland appears to be less constructive. The existing case
management system is fragmented, and no guidelines exist with regard to the
handling and prioritisation of the MLA requests, which impact the quality and
timeliness of the execution of foreign MLA requests. There is no proactive
harvesting of incoming MLA requests by competent authorities to detect
potential domestic ML suspicions or TF cases related to these. Although
statistics on MLA, extradition, and other forms of co-operation are not collected
systematically (and there are doubts as to their accuracy), several successful
examples of co-operation in ML and TF cases, including by establishing JITs,
have been provided. Nevertheless, the co-operation in relation to seizure,
freezing, confiscation and asset sharing have been demonstrated to be of limited
effectiveness. The GIFI and LEAs proactively exchange information with their
foreign counterparts and provide a good quality of assistance, although it
remains unclear the extent to which this co-operation is carried out for
AML/CFT purposes. The requirement to cooperate only upon the prior consent
of the Prime minister (for CBA and ISA) may impact the effectiveness/
constructiveness of the provided/ required international assistance, especially
in relation to urgent cases. Besides the GIFI, no other supervisory authority
exchanges information with its foreign counterparts for AML/CFT purposes.

Risks and General Situation

2. According to the first National Risk Assessment (NRA), conducted in 2019, Poland is
exposed to medium money laundering (ML) and terrorism financing (TF) risks, which emanate
from tax offences, corruption, illicit trafficking of narcotic drugs and psychotropic substances,
human trafficking and immigrant smuggling, offences against property and economic
transactions, offences related to the infringement of copyright and industrial property rights,
financial crime, offences related to illegal gambling and document forgery. A high risk of money
laundering arises from organised criminal groups, both domestic (or with Polish
membership/connections) and international.



3. The terrorist threat is considered low in Poland. Nevertheless, the authorities are aware
that the geopolitical situation and involvement in military actions may result in a certain risk of
terrorist attacks. The geographical location of Poland also results in a risk of the use of on routes
for the transportation of people and goods from Eastern Europe and Central and South-Eastern
Asia. The NRA assesses the TF vulnerability as medium. The NPO sector was not assessed from a
TF perspective. The authorities advise that, as of the moment, they have not identified cases
where local NPOs were used for TF purposes, but there have been investigations with the GIFI on
TF involvement of foreign NPOs.

Overall Level of Compliance and Effectiveness

4. Poland has taken steps in strengthening its AML/CFT framework since its last evaluation,
most notably by undertaking NRA and through changes in the AML/CFT Act. In most respects, the
elements of an effective AML/CFT system are in place to some extent, but the practical application
of the existing framework is still to be improved to reach a substantial level of compliance. Urgent
action should be taken to ensure that criminals are deprived of the proceeds and
instrumentalities of their crimes. There is a need to implement a mechanism to systematically
collect comparable statistics to allow the authorities to critically evaluate the effectiveness of the
criminal justice system and international co-operation. The private sector is more advanced in
applying AML/CFT preventive measures commensurate to their risks.

5. In terms of technical compliance, the legal framework has been enhanced in several
aspects, such as the customer due diligence requirements (R.10), the FIU (R.29) and TF-related
TFS (R.6). Nevertheless, several issues remain, including criminalisation of TF (R.5), new
technologies (R.15).

Assessment of risk, coordination, and policy setting (Chapter 2;10.1,R.1, 2, 33 & 34)

6. The authorities have a limited understanding of the ML threats emanating from certain
types of predicate offences, with VAT-related tax crimes in the first place followed by investment
and other fraud, trafficking of drugs, tobacco, alcohol and other goods, cybercrimes, abuse of
power and misconduct in the trade of pharmaceuticals/ medicaments, etc. Nevertheless,
organised crime, cross-border movements of cash and funds, corruption, specific predicate
offences with the highest potential of generating proceeds of crime in the country are among the
issues that need proper analysis and reasonable conclusions regarding Poland’s exposure to the
risk of ML/TF.

7. The risk of terrorism financing is perceived primarily as a derivative of the risk of
terrorism, which is considered moderate in Poland. The understanding of TF risk is not
supplemented by good awareness among intelligence and investigative agencies about the
financial activities of individuals, groups and organisations potentially interested in infiltrating
the AML/CFT system, as well as by express ability to trace potentially TF-related cash movements
and transfers (especially those through the Hawala networks present in the country).

8. The measures stipulated under the priorities defined by the National AML/CFT Strategy
would undeniably contribute to the enhancement of the effectiveness of the national AML/CFT
system. Nonetheless, it is not apparent how these priorities reflect and address - by means of
focused and targeted actions - the most prevalent threats and vulnerabilities identified through



the NRA! and, more importantly, those that still need proper identification and comprehensive
assessment, as described under the analysis for Core Issue 1.1 and the introductory part of this
report.

9. The current legislation does not provide for exemptions from any FATF
Recommendations requiring financial institutions or DNFBPs to take specific actions. Obligated
institutions may apply simplified CDD measures when their risk assessments confirm a lower risk
of ML and TF. However, there is no requirement that such risk assessments are consistent with
the NRA.

10. There are two platforms? considering issues related to AML/CTF coordination and co-
operation. The first platform is comprised of 22 member agencies and chaired by the GIFI is the
Financial Security Committee (FSC), operating under the provisions of the AML/CTF Act. It is an
advisory and consultative body at the GIFI with competencies of giving opinions on programming
documents (e.g. NRA and AML/CTF strategies), on EC recommendations and application of
specific restrictive measures in the field of AML/CTF. The second platform comprised of 22
member agencies and chaired by the Minister of the Interior and Administration is the Inter-
Ministerial Team for Terrorist Threats. Its tasks include monitoring terrorist threats, presenting
opinions and conclusions to the Council of Ministers, and developing draft standards and
procedures. SRBs with functions relevant for AML/CTF are not represented at any of these
platforms. Moreover, none of these platforms is tasked with coordination and co-operation of
issues related to CPF.

Financial intelligence, ML investigations, prosecutions and confiscation (Chapter 3; 10.6, 7,
8 R.1,3,4,29-32)

11. Accessing information held by obligated institutions is part of the GIFI's routine activities
with appropriate legal empowerment and practical implementation. The GIFI is also authorised
to request cooperating units, including LEAs, to provide or make available any information or
documents, including the findings of analyses/ audits and the data in ongoing investigations,
indicating timelines and forms for the communication of information. The authorities confirmed
that such requests are part of daily operations of the GIFI and the cooperating units, for which
separate statistics are not kept, but no impediments have ever been identified/reported.

12. On average, 91% of all SARs come under the regime stipulated by Article 74 of the
AML/CFT Law, i.e. are associated with lower level suspicions whereby obligated institutions
articulate circumstances potentially indicating the possibility of — but not features substantiating
- ML/TF suspicions. The SARs filed under Article 86 over the considered period show a slowly
increasing dynamic, which is indicative of the need for further guidance and training for obligated
institutions to improve their skills and ability to file better justified SARs.

13. The GIFI advises that the significant majority of SARs filed by obligated institutions
contain complete, accurate and adequate information that enables evaluating the case and, in
combination with additional data available to it, making the decision whether the case should be

1 For example, those listed in Tables 2 and 3 of the National AML/CFT Strategy as risk scenarios with highest likelihood
levels (e.g. use natural persons as money mules for cross-border transportation of cash; use of Hawala networks; purchase
or top-up of SIM cards or use of online payment services to transfer funds, etc.)

2 The authorities also reported on another platform for co-operation and coordination, i.e. the Inter-Ministerial Team for
coordinating activities under the 2015-2020 Program for the Preventing and Combating Economic Crime, comprised of 16
member agencies and chaired by the Minister of the Interior and Administration, with some tasks relevant for AML/CTF
(e.g. establishing a register to enhance security and accessibility of financial data, preparing draft new regulation in
accordance with EU requirements, etc.). However, this team ceased to exist in 2020.
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disseminated to the PPO as a notification on suspicion of ML or TF, or other competent authorities
as a notification on suspicion of other crimes.

14. The outcomes of the GIFI preliminary and advanced analyses, as well as of the
disseminations to the competent LEAs, have proper structure, involve reasonable analysis, and
convey substantiated conclusions. Nevertheless, transformation ratios of the GIFI notifications
and other disseminations to the PPO and the LEAs into investigations and indictments are low;
LEAs mainly use the communication from the GIFI for their statutory activities with little or no
focus on tracing proceeds of crime.

15. Poland has demonstrated effective results in prosecuting and securing ML convictions,
mainly in relation to self-laundering and, to some extent, in third-party ML cases. The absence of
designated LEAs with specific responsibilities to investigate ML negatively impacts the appetite
to initiate ML investigations. The focus primarily remains on the predicate offences with no due
attention to the identification of proceeds and associated ML activities. This is confirmed by the
general mindset that ML has little added value in criminal proceedings. Half of the ML
prosecutions are initiated based on the FIU intelligence, although these appear to be less
successful than those initiated from other sources. A positive trend is noticed in relation to the
number of ML stand-alone and those with foreign predicate offences.

16. Parallel financial investigations are not conducted systematically but rather on a case-by-
case basis. This is evident with the low results achieved when comparing the number of proceeds
generating predicate crimes investigated with the number of cases where money laundering was
additionally investigated and proceeds seized. ML investigations and prosecutions reflect, to
some extent, the risk profile that the country faces, mostly with relation to ML of tax-related
crimes and fraud. The penalties imposed in ML gradually have increased. However, they are not
fully effective and dissuasive. Poland has not yet achieved convictions concerning legal persons.

17. The confiscation of criminal proceeds, instrumentalities and property of equivalent value
is not pursued as a policy objective, although some results have been achieved in ML cases. The
courts routinely order the confiscation of assets. However, the lack of meaningful and, in some
cases, fragmented information, as well as the lack of any strategic analysis on the effectiveness of
the entire repressive system through the deprivation of criminals of illegally acquired property,
all prevent the ability to assess the effectiveness of the system. Among the questions that remain
unclear are which criminal offences have the provisional measures and confiscation been applied,
whether there are measures against proceeds located abroad, to which extent instrumentalities
and equivalent value are confiscated, assets recovered and other aspects necessary for evaluating
the effectiveness of the system. The absence of a single mechanism for managing/disposing of
seized or confiscated property and of a centralised authority in charge of the management of such
property negatively impacts the overall effectiveness of the confiscation regime.

18. The effective implementation of the cross-border cash control regime in the non-EU
borders has resulted in convictions for fiscal crimes and related penalties of fines for undeclared
cash, although the average value of fines is insignificant compared to the value of undeclared cash.
When undeclared cash is detected, restraint is limited to the equivalent value of the potential fine
for the false/ non-declarations; this is true even in cases of suspicions of ML. Only a few ML
investigations have been started on the basis of a cash declaration system. This is not in line with
the risks faced by the jurisdiction.
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Terrorist and proliferation financing (Chapter 4; 10.9, 10, 11; R. 1, 4, 5-8, 30, 31 & 39)

19. The NRA identifies the TF risk in Poland as medium due to its geographical location and
the inherent international risks. Beyond this, the understanding of TF risk is not supplemented
by good awareness about purely financial activities of individuals, groups and organisations
potentially linked with terrorism that could abuse the Polish system of its financing. As a result,
there is a limited ability to trace potentially TF-related movements and transfers, especially using
Hawala networks and launching TF investigations that would be more consistent with the
country’s risks.

20. In the assessed period, two TF convictions of four individuals were achieved, which is a
positive outcome. In both conviction cases, the financing of terrorism took place in Poland, and
the accused were Polish citizens or had strong ties with Poland. The profile of the convictions is
partially in line with the country’s risk profile.

21. The main source of potential TF cases for the ISA is intelligence acquired during the
course of already initiated terrorism cases. The methods of collecting information include
operational and reconnaissance activities, monitoring open sources and analysis of accessible
databases. Other sources that might trigger a TF preliminary analysis are information stemming
from operational activities and leads from other agencies, including foreign counterparts.

22. Between 2016 and 2020, FIU submitted 237 disseminations to ISA concerning potential
links with terrorism, without those being actual TF reports, which in any case should have been
filed to the Prosecutor’s Office. No TF case was prompted by ISA following those disseminations;
nevertheless, in one of the investigations, information from FIU was used (the case is ongoing).

23. It cannot be concluded that the TF investigations are integrated and used to support
national counter-terrorism strategies, as Poland does not have a document that would constitute
a national anti-terrorism financing strategy.

24. Despite the availability of sanctions, the penalties applied in practice in relation to the two
convictions achieved are minimal and not sufficiently dissuasive. In one case, complex TF actions
were punished by imprisonment of two years and one month. The second case, apparently less
serious, comprised punishments of one to three years. No positive conclusion can hence be drawn
on the proportionality of sanctions.

25. FT-related TFS are implemented on the basis of the AML/CFT Law, additionally to the
relevant EU Regulations, which are directly applicable in Poland. The Law sets the procedural
steps for proposing or listing persons or entities, for considering listing at the request of other
states, and for issuing requests for freezing to other countries. However, the authorities do not
have uniform procedures or mechanisms for identifying targets for designation / listing, de-
listing, and granting exemption.

26. Generally, the obligated institutions comply with the specific restrictive measures to
persons and entities indicated in the lists announced by the GIFI pursuant to the UNSCRs. In case
of a hit, the information associated with the freezing of assets shall be provided to the GIFI
immediately, no later than two business days following the day of the freezing.

27. Poland identified through the NRA the subset of organisations that fall within the FATF
definition of NPOs which include all foundations and associations but did not carry out a specific
risk assessment on the NPOs sector exposure to TF risks. The frequency and monitoring of NPOs
at risk were not subject to review. Some outreach was reported, mostly for the authorities
supervising foundations, but this pertains to the amended provisions of the AML/CFT Act and not
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to the risk. NPOs (except associations that are not PBO) are subject to a number of transparency
and reporting requirements. PBO’s financial statements are published on their websites and on
the website of the National Institute of Freedom. They are subject to additional scrutiny owing to
their tax-preferential status.

28. In relation to TF convictions achieved so far, the applied confiscation measures aimed at
depriving the terrorists of the allocated or used instrumentalities, although not always
successfully. In one case, out of the total amount of the collected and moved funds and other assets
(paramilitary equipment), only €1 900 were seized and subsequently confiscated. Poland has not
been reported any freezing under UNSCRs 1267 and 1373.

29. Targeted financial sanctions concerning the UNSCRs relating to the combating of
financing of proliferation are addressed through the EU mechanisms, which do not suffer from
technical problems in relation to the time of their transposition when it concerns Iran. Individuals
and entities had already been listed by the EU when their designation by the UN was made. No
case of freezing assets has been registered in Poland related to the PF UNSCRs, up to now. The
trade in goods and technologies such as military equipment and dual-use goods, including
technologies related to weapons of mass destruction, are subject to control by the state.

Preventive measures (Chapter 5; 10.4; R.9-23)

30. All REs perform regularly updated risk assessments. Some entities, particularly the
banking sector, which is the most material one, demonstrate a remarkable degree of risk
understanding. Others (mostly smaller FIs and DNFBPs) adopt a more formalistic approach
towards risk assessment, showing a lower degree of understanding of business-specific risks.

31. FIs and DNFBPs are aware of their AML/CFT obligations and implement internal controls
and procedures. In the case of larger FIs, who belong to international financial groups, the
implementation of group-wide procedures enhances the overall degree of AML compliance due
to the requirement to often adopt higher standards.

32. EDD measures mostly consist of incrementing the frequency and intensity of regular CDD
measures and, in the case of Fls, also includes ascertaining the source of funds and wealth via
external support documentation, amongst other measures. DNFBPs tend to avoid high-risk
business relationships, and as a result, the implementation of EDD is limited in practice. Overall,
termination or non-acceptance of business relationships is frequent, particularly in such cases in
which the entity cannot be satisfied with the identification and verification of the identity of the
beneficial owner.

33. FIs establish comprehensive transaction monitoring systems based on alert-generating
IT tools. However, there are instances in which a heavy reliance on these systems is placed
without fully considering whether the determined risk scenarios are commensurate to the
business profile and risks that have been detected. In terms of reporting of suspicious activities,
banks amount for the vast majority of SARs, with other FIs and DNFBPs reporting significantly
lower numbers, although this is largely commensurate with their materiality and exposure to
risks.

34. Regarding VASPs, there is no appetite among FIs to onboard them as customers, a
behaviour that is encouraged by the authorities. VASPs themselves implement preventive
measures, as AML/CFT reporting entities, but there is a lack of a harmonised approach due to the
absence of a regulatory and licensing framework, as well as guidance.
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Supervision (Chapter 6; 10.3; R.14, R.26-28, 34, 35)

35. The UKNF has the most robust entry checks for all obligated institutions, particularly in
relation to legal and beneficial ownership. Nevertheless, there are gaps in the controls,
particularly in relation to some senior management, and there is also a need to complement staff
resources in the licensing department for banks.

36. The framework administered by the NBP in preventing criminal control of currency
exchange offices is targeted at legal owners and senior management; currency exchange activity
may only be performed by individuals with a clean criminal record. The current legal framework
does not allow for the controls to be more developed.

37. With the exception of credit unions, FIs not subject to the supervision of the UKNF or the
NBP, such as non-bank lenders and factoring firms, are not subject to checks to prevent control
by criminals. Casino operators are subject to some licensing controls in relation to shareholders,
but there are gaps in controls relating to beneficial owners and some senior management
positions. The controls in place for legal practitioners and notaries are basic. There are also no
developed market entry controls in place for real estate brokers, DPMS and any TCSPs when
undertaking activities covered by the FATF. There are no market entry controls in place with
regard to VASPs.

38. The understanding of ML risks at individual firm and sector levels in relation to FIs by the
GIFI, the UKNF and the NBP is greater than that for DNFBPs and greater for ML risks compared
with TF risks. For some years, financial supervisors have risk rated FIs for ML/TF risk; they
receive offsite and onsite information and undertake onsite and offsite supervision. Each of the
methodologies used has created differentiation of risk between institutions.

39. Supervision by the UKNF and the GIFI includes good elements of risk-based supervision,
and GIFI has commenced supervision of VASPs. The NBP also undertakes elements of risk-based
supervision and, although there is scope for refinement, it provides the best model in Poland for
coordination for organisations with regional offices engaged in AML/CFT. However, there is a
significant shortfall in resources at GIFI, which handicaps the extent of its supervision and its
ability as the “lead” AML/CFT supervisor to coordinate the overall supervisory engagement of the
authorities.

40. There is no supervision of DNFBP sectors that are not subject to registration. Registered
DNFBPs are not risk rated, and with the exception of notaries, they are subject to a much lesser
degree of supervision. GIFI has been able to undertake some supervision of DNFBPs on the basis
of risk-based triggers.

41. GIFI was the only supervisory authority that could, up until July 2018, impose sanctions
for AML/CFT breaches and has made recommendations for prosecutions; since then, the UKNF
and the NBP also have powers of sanction. The UKNF has imposed a few penalties and has sought
to develop a more robust approach since 2018. The NBP has issued fines for some years, including
to individuals, although there was a shortfall prior to 2020 compared with the risks of the
currency exchange sector. Limited sanctions have been imposed on DNFBPs in recent years,
which are not consistent with the risks represented by DNFBPs.

42. GIFI, the UKNF and the NBP have been particularly active and have made substantial
efforts to promote understanding by supervised entities of their obligations.

43. Supervision and awareness-raising by supervisors have made a positive difference to the
level of AML/CFT compliance by FIs and registered DNFBPs.
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Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

44. Poland has assessed elements of the ML/TF risks associated with legal persons. There is
a common understanding as to the primary risk of abuse of legal persons (fictitious companies
fronted by “straw men” used for VAT fraud and associated ML). A Government-led initiative has
been introduced to address the risks of fictitious companies. The number of fictitious companies
has reduced during the last few years as a result of the national initiative aimed at identifying and
dealing with such companies.

45. The overall approach to transparency is multi-faceted. There is very good operational
exchange of information between authorities. There are elements of coordination and some
statistics relevant to considering effectiveness, although overall coordination of the framework
as a whole and measurement of effectiveness has yet to be fully developed.

46. Information on the types of legal persons is maintained in the public domain.

47. Basic information is maintained in the National Court Register (NCR). A significant
number of applications for registration is refused or dismissed. The wide-ranging checks
undertaken by the NCR team prior to registration and also after registration and receipt and
review of financial statements provide benefits in addressing the risk of fictitious companies.
Court officials are also responsive to information received in ensuring the database is correct.
While the data on the register is regarded as being very good quality by the authorities using it,
there is some scope to enhance the existing checks to complement the positive activities and
outcomes to date.

48. Poland has established a central, publicly accessible register of beneficial owners of legal
persons (CRBO), which commenced operation in 2019. The large majority of legal persons have
registered information in the register, although almost a quarter of legal persons remain to be
registered. The CRBO and other authorities have a positive view of the quality of the data
registered to date. In order to ensure that data is adequate, accurate and current, the CRBO team
started undertaking a major sampling exercise and strong checks on the data selected. The KAS,
the UKNF and GIFI routinely use the information on the register, which has the effect of checking
the information used.

49. Poland has also established the National Clearing House (NCH), a database of information
provided by banks on owners and beneficial owners of bank accountants and transactions made
using the accounts. The NCH team checks the data is complete but does not verify its accuracy.
The KAS, the UKNF and GIFI routinely use the information on the NCH, which has the effect of
checking it.

50. The basic and beneficial ownership registers and the NCH are complemented by
information held by banks, notaries and lawyers. A considerable number of legal persons are
subject to CDD by more than one obligated institution. Almost all legal persons have a bank
account. There are very positive aspects to banks’ approaches to beneficial ownership, and the
UKNF, GIFI (as supervisor and FIU) and the KAS have found information held by banks to be
generally reliable. Banks’ approaches to obtaining information have improved and continuing to
develop.

51. The team administering the CRBO has commenced an approach to sanctions. However,
notwithstanding some very positive aspects, the overall sanctions framework for the system as a
whole (noting also the relevant aspects of 10.3 and 10.7) is not comprehensively dissuasive.
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52. GIFI (as an FIU) has interrogated all of the financial intelligence it holds on legal persons
and compared it with the NCR and CRBO. Mismatches have been advised to the relevant registry
team.

53. The KAS undertakes sophisticated and multi-faceted analytical and investigative activity
relevant to combatting misuse of legal persons and ensuring the adequacy, accuracy and currency
of basic and beneficial ownership information. Risk scoring has allowed the KAS to target the risk
of VAT fraud (i.e. fictitious companies) and use its resources in a risk-based way.

54. The KAS prevented a significant number of legal persons from registering on the VAT
register and has struck off a significant number of companies from the register. It has also
increased VAT receipts. It has tangibly addressed the issue of use by fictitious companies, and
statistics indicate it is being effective. The Court has initiated a substantial number of proceedings
as a tool to generate the production of information. It has also imposed some fines (although
statistics are not kept on the number and level) and also struck off a substantial number of
companies (including fictitious companies).

International co-operation (Chapter 8; 10.2; R.36-40)

55. Polish legislation sets out a comprehensive framework for international co-operation,
enabling the authorities to provide assistance concerning ML/TF and associated predicate
offences. The Mo] acts as the central authority for the incoming and outgoing MLA requests. Its
role is particularly important with regard to the international co-operation with non-EU
countries, as the mechanism is different from the one concerning the co-operation with EU
countries, where there is direct co-operation between the authorities.

56. International co-operation is an essential component of Poland’s AML/CFT system, given
its geographical location at the crossroad of Europe’s main communications routes. Its status as
a transit country for illegal immigration, drug trafficking, smuggling and other forms of organised
crimes exposes the country to an increased outside ML/TF risk.

57. Poland proactively interacts with foreign counterparts from EU countries and has
demonstrated, through various case examples, effective co-operation with other EU MS.
Nevertheless, this applies, to a much lesser extent, to co-operation with non-EU countries, some
of which pose a high risk for the country from an AML/CFT perspective. The lack of
comprehensive statistics, including a breakdown by jurisdiction, also prevents the authorities
from demonstrating if the co-operation is used constructively to address ML/TF threats of
international nature faced by the country.

58. The management and monitoring of the quality and timeliness of the execution of foreign
MLA requests are fragmented with no centralised case management system. This impacts the
ability to assess the timeliness of the provided assistance and the prioritisation mechanism.

59. The GIFI has a broad legal basis for international co-operation and proactively and
constructively interacts with its foreign counterparts by exchanging information on ML/TF. The
assistance provided by the GIFI upon request or spontaneously is considered effective in terms
of the quality and timeliness of its foreign counterparts.

60. LEAs proactively exchange information with their foreign counterparts and have
demonstrated their ability to establish Joint Investigative Teams. The feedback received from the
international community illustrates that LEAs provide timely and high-quality assistance to their
foreign counterparts. Nevertheless, in the absence of comprehensive statistics, i.e.
incoming/outgoing requests; breakdown based on the predicate offences, jurisdictions, it is
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difficult to assess the volume, dynamic and the area of co-operation, although some successful
examples of co-operation in relation to ML cases have been provided. The absence of such data
also prevents the Polish authorities from following up and assessing the effectiveness of
international exchange of information, and measuring the extent to which these information
exchanges result in successful investigation and prosecution of ML and TF using MLA, and where
not, if country-specific impediments exist to prevent such anticipated results.

61. The supervisory authorities (other than the GIFI) regularly exchange information with
their foreign counterparts, but not for AML/CFT purposes.

62. Polish authorities provide and respond to foreign requests for international co-operation
in identifying and exchanging basic and beneficial ownership information of legal persons
registered in Poland. Such requests are usually part of more general inquiries. Several examples
were presented, which demonstrated positive feedback to the assistance provided.

Priority Actions

a) The authorities should take urgent action (i.a., through strategic and methodological
documents and guidance) to ensure that the confiscation of criminal proceeds,
instrumentalities and property of equivalent value is pursued as a policy objective. A
consistent practise should be developed to enhance the asset tracing, seizing and
recovery aspect of the investigations to substantiate motions for application of every
form of forfeiture. (108)

b) The authorities should take steps to collect and maintain meaningful, comprehensive
and comparable statistics, mainly on seized, confiscated, shared and returned assets
for all proceeds generating offences and all forms of international co-operation, based
on which a strategic document should be adopted to address the shortcomings and
allocate resources. (108, 102)

c) Proper analysis should be conducted to arrive at reasonable conclusions on the
country’s exposure to the ML/TF risks due to, inter alia, organised crime, specific
predicate offences with the highest potential of generating proceeds of crime, cross-
border movements of cash and funds, as well as due to activities of professional
money launderers and availability of certain higher-risk products/ services.
Comprehensive assessment should be wundertaken to achieve adequate
understanding of all aspects of the country’s exposure to the risk of TF (101)

d) A systemic approach should be introduced, and consistent action should be taken
towards alignment of objectives and activities of competent authorities with national
ML/TF policies by means of incorporating risk assessment outcomes into their roles
and priorities, adjusting agency-level policies with risk assessment outcomes,
implementing institutional and operational changes driven by a focus on identified/
emerging risks. (I101)

e) The GIFI should further develop and implement a comprehensive set of criteria for
prioritisation of SARs and related analytical proceedings, to enhance the support of
the operational needs of competent authorities in ML /TF cases; efforts of all involved
agencies need to be significantly enhanced to achieve early detection of suspicious
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9)

h)

)

k)

business relationships and transactions, thus also preventing large turnovers before
they are reported to the GIFI and disseminated to the LEAs. (106)

The practice of reporting under Article 86 of the AML/CFT Act for higher-level
suspicions should be improved through guidance aimed to secure blocking or
suspension of as many funds as possible, especially in case of accounts used for
transiting funds through the Polish financial system. (106)

Procedural and institutional measures should be undertaken to ensure that ML is
detected and investigated in all potential cases, including by: i) enhancing and
formalising the rules for conducting operational activities and adopting a coherent
practice for tasking LEAs with ML investigations; ii) pursuing ML as a priority and
prosecuting a wider range of ML offences, including autonomous ML, for criminal
activity which is in line with the ML threats and risks of Poland; iii) ensuring the
financial aspect is systematically explored by all LEAs and that detailed guidelines are
available to them on ML and parallel financial investigations; iv) enhancing the
mechanism for detecting ML/ TF suspicions as a result of false or non-declarations of
cross-border cash and ensure proactive investigation of such cases. (107, 108)

The authorities should take measures to clarify that the TF is a stand-alone crime and
not a byproduct of terrorism both in terms of risk and criminalisation, and the
technical deficiencies under R30 and 32 should be addressed. The border cash
control mechanisms should be strengthened by providing a legal basis to
administratively stop and restrain terrorist and FT suspicious assets. (109)

A specific risk assessment on the NPO sector’s exposure to TF risks should be
conducted, and more targeted measures should be applied for those entities which
are more vulnerable to TF abuse. (1010)

A supervisory system on PF-TFS must be urgently put in place. The authorities should
perform awareness-raising activities to enhance the knowledge and understanding
of some authorities (Border Guard) and entities of the private sector (especially
DNFBPs) on PF-related TFS obligations. (1011)

Poland should address the gaps which exist for FIs, DNFBPs and VASPs in relation to
preventing criminal control of obligated institutions and provide resources to allow
for the comprehensive exercise of those controls and comprehensive risk-based
supervision. This should include additional coordination and monitoring by GIFI to
ensure supervision by each supervisory authority is risk-based and effective. (103)

Poland should develop the NRA to undertake a comprehensive risk assessment and
understanding in relation to legal persons and ensure that the Financial Security
Committee undertakes robust coordination of risk-based activities by the authorities
so that basic and beneficial ownership information held in Poland is adequate,
accurate and current. (I01, 105)
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Effectiveness & Technical Compliance Ratings

Effectiveness Ratings

Note: Effectiveness ratings can be either a High- HE, Substantial- SE, Moderate- ME, or Low - LE level of effectiveness.
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MUTUAL EVALUATION REPORT
Preface

1. This report summarises the AML/CFT measures in place as at the date of the onsite visit.
It analyses the level of compliance with the FATF 40 Recommendations and the level of
effectiveness of the AML/CFT system and recommends how the system could be strengthened.

2. This evaluation was based on the 2012 FATF Recommendations and was prepared using
the 2013 Methodology. The evaluation was based on information provided by the country and
information obtained by the evaluation team during its onsite visit to the country from 10 to 21
May 2021.

3. The evaluation was conducted by an assessment team consisting of: Mr Arakel
MELIKSETYAN, Head of FIU Armenia, and Mr Andrian MUNTEANU, Deputy director FIU Moldova,
Law enforcement evaluators; Ms Vanya ILIEVA, Prosecutor, Supreme Prosecutor’s office of
cassation, Bulgaria and Dr Balazs GARAMVOLGY], Prosecutor, Deputy Head of Department, Office
of the Prosecutor General of Hungary, acting as Legal evaluators; Mr Richard WALKER, Director
of Financial Crime Policy and International Regulatory Advisor, Office of the Policy and Resources
Committee of the States of Guernsey and Mr Gerard PRAST CLAVERO, AML/CFT Supervisory
expert UIFAND Andorra, with the support from the MONEYVAL Secretariat of Irina TALIANU,
Stela BUIUC, Alexey SAMARIN and Lorena UNGUREANU. The report was reviewed by Ms Jelena
ILIC (Serbia), Mr Borislav CVORO (Bosnia and Herzegovina), Ms Catherine ROZAN (Germany).
and the FATF Secretariat.

4, Poland previously underwent a MONEYVAL Mutual Evaluation in 2013, conducted
according to the 2004 FATF Methodology. The 2013 evaluation and 2017 and 2018 follow-up
reports have been published and are available at Poland (coe.int).

5. That Mutual Evaluation concluded that the country was compliant with 2
Recommendations; largely compliant with 21; partially compliant with 17.

6. Poland was removed from the Follow-up process in 2018.
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1. ML/TF RISKS AND CONTEXT

1. Poland is located in Central Europe. It shares borders with Lithuania, Belarus, Ukraine,
Slovakia, Czech Republic, Germany and Russia’s Kaliningrad enclave. The capital city is Warsaw.
According to the Constitution of Poland?, the official language is Polish. The official currency of
Poland is the Polish ztoty* (PLN). The territory of Poland is divided into 16 voivodeships
(provinces); these are further divided into 314 powiats (counties or districts), 66 cities with
powiats rights and 2 477 gminas (communes or municipalities)®. The total area of the country,
according to the administrative division, amounts to 312 679 km2 (as of 1 January 2021°%), with a
population of 38.1 million people.

2. The Republic of Poland is a parliamentary democratic republic. The Prime Minister is the
Head of Government of a multi-party system, and the President is the Head of State and the
supreme commander of the Armed Forces. The Government of Poland is the supreme body of
executive power. The Government consists of a Council of Ministers headed by the Prime Minister.
Legislative power is vested in both the Government and the two chambers of Parliament, the Sejm
and the Senate. In light of the recent judicial reform, judicial independence is under scrutiny’.
Poland’s legal system is based on civil law principles.

3. Poland has been a member of the European Union since 1 May 2004 and of the Schengen
area since 21 December 2007. The country is also a member of numerous international
organisations, such as the Council of Europe (CoE), the Organization for Security and Co-operation
in Europe (OSCE), the Organisation for Economic Co-operation and Development (OECD), the
North Atlantic Treaty Organization (NATO), the United Nations (UN), the World Trade
Organization (WTO), as well as the Visegrad Group (V4: Poland, Czech Republic, Hungary and
Slovakia).

1.1. ML/TF Risks and Scoping of Higher Risk Issues
1.1.1. Overview of ML/TF Risks

4. According to the most recent National Risk Assessment (NRA), conducted in 2019, Poland
is exposed to medium money laundering (ML) and terrorism financing (TF) risks. The ML threat
posed by predicate offences is not quantified nor ranked, but some offences are listed and
analysed in separate sub-chapters, which implies that they represent a higher ML threat. Poland
claims the main proceed-generating ML predicate offences to be tax offences, corruption, illicit
trafficking of narcotic drugs and psychotropic substances, human trafficking and immigrant
smuggling, offences against property and economic transactions, offences related to the
infringement of copyright and industrial property rights, financial crime, offences related to
illegal gambling and document forgery. With regard to the fiscal offences, which appear to have
been identified as one of the main categories of proceed-generating crimes, the most common

3 Constitution of Poland, Article 27: “Polish shall be the official language in the Republic of Poland. This provision shall not
infringe upon national minority rights resulting from ratified international agreements”.

4 For the purpose of this report, the exchange rate used is 1 PLN = €22 cents.

5 Source: Statistics Poland / Regional Statistics / Classification of Territorial Units / Administrative division of Poland
6Source: Statistics Poland / Basic data

7 Source: GRECO (December 2019). Follow-up report to the addendum to the Fourth Round Evaluation Report (Rule 34) for
Poland
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modi operandi are carousel fraud, missing trader fraud, fake intra-Community supplies or
exports, “straw men”, and transnational VAT fraud.

5. A high risk of money laundering arises from organised criminal groups, both domestic (or
with Polish membership/connections) and international.

6. The terrorist threat is assessed by the authorities to be low in Poland. Nevertheless, the
authorities are aware that the geopolitical situation and involvement in military actions may
result in a certain risk of terrorist attacks. The geographical location of Poland also results in a
risk of the use of on routes for the transportation of people and goods from Eastern Europe and
Central and South-Eastern Asia. The NRA assesses the TF vulnerability as medium; however, as
confirmed in the discussions during the onsite visit, the risk of TF is perceived primarily as only
a derivative of the risk of terrorism, which is considered low in Poland. The NPO sector was not
assessed from a TF perspective. The authorities advise that, as of the moment, they have not
identified cases where local NPOs were used for TF purposes, but there have been investigations
with the GIFI on TF involvement of foreign NPOs.

1.1.2. Country'’s Risk Assessment & Scoping of Higher Risk Issues

7. Poland’s first NRA was published in July 2019. Its preparation was led by the GIFI, and the
NRA working group consisted of representatives of all competent AML/CFT bodies, including
LEAs, supervisory authorities, and other government bodies. The findings of the NRA were
discussed with representatives of the private sector prior to adoption. The risk assessment is
publicly availables.

8. The project for the development of the NRA methodology was launched at the turn of
2016 and 2017, building on the experience gained through the implementation of the Preliminary
National Risk Assessment conducted in co-operation with the International Monetary Fund (IMF)
in 2012 and the participation in the EU Supranational Risk Assessment carried out by the
European Commission since 2015. It is a combination of the risk factor assessment model® (with
its output defined as the “primary” risk) and the risk scenario assessment model1? (with its output
defined as the “residual” risk), where the final outcome (defined as the “general” risk) is the
weighted mathematical sum of the numerical outputs of the mentioned two models. For
conclusions related to ML/TF, both models use the notion of probability — as a function of threat
and vulnerability and the notion of risk - as a function of probability and consequences.

9. The assessment team considers that the theoretical basis of the NRA methodology is
debatable in terms of robustness and coherency for several reasons. First, the formula used to
calculate the probability of ML or TF by adding weighted values assigned to the threats and the
vulnerabilities would produce an index - but never a probability - of the considered
phenomenon. At that, the weights for such values should be equal according to the standard
distribution curve (but not 40% and 60% as assigned by the methodology) unless there are

8 Publications - Ministry of Finance - Gov.pl website (www.gov.pl)

9 Which comprises estimates of the asset value subject to ML or being the object of TF, threats of ML/TF-related to products
and services offered on the market, quantitative and qualitative information on operations of competent authorities and
obligated institutions within the national AML/CTF system, relevant legal provisions and their application.

10 Which comprises estimates regarding the list of modi operandi for ML and TF compiled on the basis of both domestic as
well as foreign experiences (similar to the one developed by the European Commission).
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statistical series/ empirical data reflecting the correlation between the outcomes and each of the
considered variables!?,

10. Similarly, adding weighted values assigned to the probability and the consequences of ML
or TF would produce the index of risk, where any weights for the considered variables other than
equal (specifically, 60% and 40% as assigned by the methodology) should be appropriately
supported/ justified by statistical series/ empirical data. In exceptional cases, in the complete
absence of such data, weights to the variables may be assigned based on expert judgment, which
should stem from the findings of comprehensive analyses (as opposed to the statement that one
of the variables is more or less “important” than the other). The same is true for the formula used
to calculate the “general” risk as a sum of “primary” and “residual” risks (with 33.3% and 66.6%
weights, respectively).

11. The work for the conduction of the NRA, mostly covering the period 2016-2019, started
in 2017 by the task force established at the inter-ministerial FSC, with the preparation of relevant
questionnaires addressed to cooperating units and obligated institutions to collect information.
The working groups established at the FSC in the beginning of 2018 played a central role in
producing the NRA report submitted for opinion to the FSC and subsequently published on the
website of the Ministry of Finance on 18 July 2019.

12. The wide range of data used for the preparation of the NRA has come from financial and
non-financial sectors, as well as competent regulatory, supervisory and law enforcement
authorities. It appears that the current mechanism for identification and assessment of ML/TF
risks in Poland involves a systemic exercise with high-level commitment and nationwide
coverage, employs a sustainable structure in terms of the process, and has access to
comprehensive data from public and non-public sources. The authorities confirm that the
mechanism provides for regular review and update of the risk information as a cyclical exercise.

13. As to the outcome of the risk assessment, upon stating that the risk of ML/TF in Poland is
at an average level (i.e. atlevel 2 on a 4-level scale), the conclusive section of the report speaks of
the need to further enhance the national AML/CTF system by means of improving applicable
legislative framework, optimizing procedures and ICT systems, as well as developing capacities
of all stakeholder agencies and entities in terms of training and information exchange (see Core
Issue 1.2 regarding the National AML/CFT Strategy and Action Plan).

14. The analytical value of the NRA report does not seem to be obvious. A large part of the
NRA report comprises extensive references to the FATF recommendations and EU regulations,
detailed provisions within the Polish legislation, general explanations on the phenomena of
ML/TF with little detail and analysis of their specific implications in the context of Poland.
Conclusions on the stated level of threats, vulnerabilities and consequences (and, accordingly, the
scores assigned to them especially under the “primary” risk assessment model) do not stem from
comprehensive analysis of the criteria defined by the NRA methodology. The NRA report lacks
qualitative analysis of the available statistics on the numbers of crimes, SARs, domestic and cross-
border wire transfers, inspections conducted by competent authorities specifically in terms of
their interpretation within the context of the country’s exposure to ML/TF.

15. Accordingly, the product of the NRA does not appear to be a significant contribution to
the identification and assessment - and subsequently to the understanding - of ML/TF risks in

11 The probability, i.e. “the likelihood of happening” of an event, can be calculated using the formula P(A) = n(A)/n(S), where
P(A) is the probability of the event “A”, n(A) is the number of favourable outcomes, and n(S) is the total number of events
in the sample space.
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the country. This was confirmed during the onsite visit, where numerous competent authorities
considered the NRA process a valuable exercise to enhance the general ML/TF awareness;
however, they did not confirm its product to be a full and comprehensive description of the
ML/TF landscape in the country.

1.2. Materiality

16. Poland has emerged as a dynamic market within Europe; it is the sixth-largest economy
in the EU*2 The country performed well during the 2014-2018 period, with the real GDP growth
rate generally exceeding 3%. In 2019, Poland’s economy expanded by 4.1% (as estimated by the
IMF). Despite the Polish economy being among Europe’s least affected by the COVID-19
pandemic, its GDP declined by 2.7% in 2020%3. Poland is classified as a high-income economy by
the World Bank and ranks 21st worldwide in terms of GDP (nominal) as well as 40th in the 2020
Ease of Doing Business Index. Poland has a highly diverse economy that ranks 23rd in the 2018
Economic Complexity Index.

17. The largest and most important sectors of Poland’s economy are agriculture, industry,
wholesale and retail trade, transport, accommodation and food services. Intra-EU trade accounts
for 80% of Poland’s exports (predominantly to Germany, Czech Republic and France), while
outside the EU, 3% of its exports go to both Russia and the United States. The largest part of
imports (69%) come from EU Member States (predominantly from Germany, the Netherlands
and Italy), while outside the EU, 8% of imports come from China and 7% from Russia. The largest
contributors to GDP®® in 2020 were: services (57.46%), industry (28.16%) and agriculture
(2.39%).

18. Poland has the sixth largest banking population in Europe and the second highest number
of banks. The country also has the sixth highest rate of banking sector employment in Europe.

19. The art market is the largest segment of the alternative investment market. The advantage
of the art market is its low sensitivity to business cycles. In 2019, the value of sales of works of
art and antiques amounted to PLN 162.5 million (€35.75 million) and increased by PLN 29.1
million (€6.4 million) compared to 2018. Auction houses, galleries and antique shops operate as
intermediaries on the Polish art market.

1.3. Structural elements

20. Some of the key structural elements (high-level commitment to address AML/CFT issues;
stable institutions with accountability, integrity and transparency; rule of law) necessary for an
effective AML/CFT regime are present in Poland to differing extents. However, the independence
and efficiency of the judicial system, as well as the political stability, raised concerns®®.

21. According to the NRA, corruption is also one of the top predicate offences for ML. The
Group of States against Corruption (GRECO) has on various occasions!’ expressed its concern

12 Source: Poland - The World Factbook (cia.gov

13 Source: Poland Overview: Development news, research, data | World Bank

14 Source: WDI - The World by Income and Region (worldbank.org)

15 Source: » Poland - GDP distribution across economic sectors 2020 | Statista

16 Source: Independence of Polish judges (europa.eu)

17 i.a following an Ad-Hoc Evaluation of Poland on this matter in June 2018
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about the increased influence of the legislative and executive branches of power over the
functioning of the judiciary, which has left judges increasingly vulnerable to political control and
has critically undermined judicial independence. In its Fifth Round Evaluation Report on Poland,
GRECO considered the situation similar to the Police and other law enforcement agencies. It
stated that the entire chain of criminal proceedings - from investigation to adjudication - was
being exposed to risks of political interference, which could ultimately undermine the
effectiveness of anti-corruption efforts®® (particularly in respect of persons with top executive
functions).

1.4. Background and Other Contextual Factors

22. Poland is reported to be one of the major amphetamine manufacturers for the European
market!’, where manufacturing and distribution of drugs are handled by local organised crime
groups. Due to the large population, Poland also represents a big market for drugs produced both
locally and imported into/ transited through the country.

23. Transparency International’s corruption perception index ranks Poland 45th among 180
countries in 2020%. The perception of corruption in the public sector has been steadily increasing
since 2015, when Poland held its highest rank of 29th. Significant risks of corruption have been
reported in public procurements, permit issuance and the healthcare sector, among others.

1.4.1. AML/CFT strategy

24. On the 19th of April 2021, Poland adopted the National AML/CFT Strategy, setting out the
implementation of specific measures that build upon the findings of the NRA and aim to improve
the national AML/CTF system. The implementation of strategic goals was supported by the
adoption of an Action Plan based on the National AML/CFT Strategy.

25. The AML/CFT Strategy and the Action Plan set six priority areas. These are: (i) increasing
the effectiveness of operations of the FIU and the cooperating units; (ii) adopting the catalogue of
obligated institutions and their duties to emerging threats and information needs; (iii)
harmonizing and improving the principles of supervision and control over the obligated
institutions; (iv) improving information exchange procedures and the scope, quality and access
to exchanged information; (v) improving the effectiveness of training programs, producing new
guidelines for the FIU, obliged institutions and LEAs and implement an expert forum for all
AML/CFT stakeholders; (vi) developing a methodology for the collection of statistical data
enabling the effectiveness assessment of the national AML/CFT system.

26. Among national strategies and policies relevant for combating ML/TF, the authorities
refer to the 2020 Efficient State Strategy with its Goal 7.2 defined to prevent and combat crime as
well as threats to public safety and order; and to the 2015-2020 Program for the Preventing and
Combating Economic Crime with its Tasks 6-8 defined to strengthen the coordination of
interagency co-operation, prepare draft new regulation in accordance with EU requirements, and
coordinate implementation of conclusions of AML assessments. In addition, a National
Antiterrorist Program was adopted for 2015-2019.

18 Source : GRECO Fifth Evaluation Report (28/01/2019)
19 Source: https://www.emcdda.europa.eu/countries/drug-reports /2019 /poland /drug-markets en
20 Source: https://www.transparency.org/en/countries/poland
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1.4.2. Legal & institutional framework

Institutional framework

27. The institutional framework involves a broad range of authorities. The most relevant ones
are the following:

28. The General Inspector of Financial Information (GIFI) is Poland’s financial intelligence
unit, the main coordination body responsible for AML/CFT policy in Poland. The GIFI performs
its duties with the assistance of the organisational unit established for this purpose within the
Ministry of Finance. The GIFI, together with the Department of Financial Information, functions
as the Polish financial intelligence unit. The duties of the GIFI, among others, concentrate on
activities connected with conducting the analysis of financial information provided by the obliged
institutions as well as co-operation, in particular the exchange of information, with cooperating
units and foreign FIUs (see Paragraphs 160-162 on the organisational setup of the FIU). GIFI is
competent for the application of specific restrictive measures (i.e. TFS) and performing
supervision and control of the fulfilment of AML/CFT obligations stemming from the Act.

29. The Financial Security Committee (FSC) is the opinion-making and advisory body in the
scope of AML/CFT, which operates at the GIF], and is created in line with the provisions of the
AML/CFT Act (Chapter 3). It provides opinions on the NRA and the AML/CFT Strategy. It also
issues recommendations concerning the application of specific restrictive measures and provides
analyses and assessments of AML/CFT legal solutions, as well as proposals for amendments of
AML/CFT provisions. The FSC is chaired by the GIFI and composed of representatives of all
relevant agencies engaged in the AML/CFT system.

30. The Ministry of Justice (Mo]) is responsible for the preparation of projects on civil and
criminal law, including provisions defining and penalizing money laundering.

31. The Ministry of the Interior and Administration is competent for the maintenance of
public order and public security, and state border protection. It is responsible for the
coordination of the mechanisms enabling governmental administration bodies to cooperate,
coordinate and exchange information.

32. The Ministry of Economic Development, Labor and Technology is, among others,
competent in the area of export control and licensing of international trade in strategic goods.

33. The Ministry of Foreign Affairs is responsible for coordinating the implementation of
issues related to the application of international sanctions and participates in the MLA.

34. The Police have the general power for investigating all offences in Poland, including
conducting counterterrorism activities, preparatory proceedings in cases of economic crimes and
tasks related to disclosure, identification, protection and recovery of property derived from crime
or related to crime.

35. The Internal Security Agency (ISA) has powers and competence to recognise, prevent
and counteract financing of terrorism and predicate offences that may be linked to money
laundering.

36. The Central Anti-Corruption Bureau (CBA) is a special service established to combat
corruption in public and economic life, particularly in public and local government institutions,
as well as to fight against activities detrimental to Poland’s economic interests.
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37. The Public Prosecutor’s Office (PPO) is responsible for investigating and prosecuting
ML, TF and other predicate offences. Its duties also encompass execution of the MLA requests.

38. The Komisja Nadzoru Finansowego (KNF) supervises the financial market in Poland,
including AML/CFT area. It exercises oversight of the banking sector, the capital, insurance,
pension market, supervision overpayment institutions and payment service offices, electronic
money institutions and the savings and credit union sector.

39. The Narodowy Bank Polski (NBP) is the central bank of the Republic of Poland, which
controls the fulfilment of the obligations imposed by the AML/CFT Act regarding entities
operating as currency exchange offices.

40. The National Revenue Administration (KAS) operates in the field of collection, control
and enforcement of taxes, customs duties, and other revenues of the state budget from public
levies, as well as combating tax and customs crime. The heads of customs and tax control offices
are empowered to exercise AML/CFT control in relation to obligated institutions controlled
within their competence.

41. The Border Guard (BG) is responsible for the prevention, identification and prosecution
of crimes and offences within its competence.

42. The following authorities are competent to control the AML/CFT compliance:
- Presidents of Courts of Appeal in relation to notaries;

- The National Association of Cooperative Savings and Credit Unions in
relation to cooperative savings and credit unions;

- Competent governors of provinces (wojewoda) or governors of districts
(starosta) in relation to associations;

- Competent ministers or governors of districts (starosta) in relation to
foundations.

1.4.3. Financial sector, DNFBPs and VASPs

43. An overview of the financial and non-financial sectors is provided in the table below.

Table 1.1: Overview of financial and non-financial sector

Reporting Entity Number Assets Size (PLN billion)
Licensed/ Registered

Financial Sector

Commercial banks (including 1 30 1780

state bank and 2 affiliating banks)

Cooperative banks 538 150

Payment institutions 38 N/A

Small payment institutions 46 N/A

Payment service offices 1367 N/A

Representative offices of foreign 8 69

banks and credit unions

Credit unions, National Association 26 9

of Cooperative Savings and Credit

Unions

Brokerage houses 38 68

Investment fund management 57 320
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companies
Open pension funds 10 155
Occupational pension funds 2 2
Life insurance undertakings 26 94
Non-life insurance and reinsurance 33 100
undertakings (personal and
property insurance)
Non-Financial Sector
Casinos (land based) 51 Total revenue in 2019
PLN 5 838 million
(€1 284 million)
Bet making points (bookmaking 2423 Total revenue in 2019
and sweepstake systems) PLN 6 836 million2!
(€1 504 million)
Real estate agents 19719 Contribution to GDP in 2019
PLN 110 649 million
(€24 342 million)
(real estate service)
Notaries 3617
Advocates 19 142 N/A
Legal Advisers 45 622 N/A
Foreign lawyers 104 N/A
External chartered accountants 5620, including 2 878 N/A
practising the
profession
External tax advisors 8963 N/A
Trust and Company Service N/A N/A
Providers
Bookkeeping services 71500 About 1.7 million companies
use bookkeeping services.
The estimated value of the
market is approximately PLN
5 billion (€1.1 billion)
Postal operators 283 Total revenue in 2019
PLN 10.2 billion (€2.19
billion)
Foundations 28 488 Total revenue in 2018
PLN 10.2 billion (€2.19
billion)
Associations and social 118 389 Total revenue in 2018
organisations PLN 16.0 billion (€3.52
billion)
44. Banks in Poland account for approximately 75.1% of financial sector assets, which

reached €6.03 million in 2018. The vast majority of the assets are managed by commercial banks.
At the end of 2018, the Polish financial landscape comprised 30 commercial banks (65%), 538
cooperative banks (5%) and 38 branches of credit institutions (3%). The Polish banking sector

21 Information on the implementation of the Gambling Law (https://www.podatki.gov.pl/pozostale-podatki/gry-

hazardowe/raporty/)
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was found to be dominated by foreign-controlled banks with investors from 18 different
countries (in particular, Germany and Spain). However, domestic investors controlled all
cooperative banks as well as 13 commercial banks.

45. The structure of assets of the Polish financial sector at the end of 2019 in general consists
of domestic, commercial banks with foreign branches (65%), investment fund management
companies (12%), pension funds (6%), cooperative banks (5%), non-life insurance undertakings
(4%), life insurance undertakings (3%), branches of credit institutions (3%), brokerage houses
(2%), credit unions (less than 1%). The bureaux de change are mostly Polish-owned and have a
limited number of offices across the country per firm since they are mainly familiar businesses
managed by individual entrepreneurs. The risk is not considered significant; however, they can
provide services in cryptocurrencies exchange, which is the sole reason for considering them with
particular care in the context of the present report (see the classification below).

46. The DNFBP sector in Poland comprises casinos (including online casinos), post office
operators, legal professions, accountants, foundations and associations, real estate agents and
entrepreneurs to the extent to which they accept or make cash payments for goods of the total
value equal to or exceeding the equivalent of €10 000.

47. There were 283 postal operators registered in 2019, out of which 143 were active in the
provision of postal services. Forty-four postal operators provided services in Poland as well as
abroad. The total volume of postal services amounted to PLN 10.2 billion (€2.19 billion). The
postal operators do not display particular AML/CFT risks.

48. In 2019, for 51 casinos, 30 licenses for arranging betting (including 2,423 outlets
accepting betting) and 18 licenses for arranging betting via the internet were effective. Gambling
game revenues reported by entities pursuing activities in the scope of gambling games in 2019
amounted to a total of PLN 22.6 billion (€4.9 billion). Casinos are considered as one of the riskiest
DNFBPs.

49. As of November 2020, there were 19 142 active attorneys and 104 foreign attorneys
providing legal assistance; 8 963 persons were entered in the list of tax advisers; and 45 622
registered legal advisers exercising their profession. The professions of legal advisor and tax
advisor are linked to the profession of attorney. Tax advisory services include providing advice,
opinions and explanations regarding tax obligations representing clients in proceedings before
tax authorities and before Administrative Courts.

50. Regarding notaries, according to the data of the Ministry of Justice, as of December 2018,
3 617 notaries were appointed in Poland. The legal professions are not considered as risky from
the AML/CFT perspective.

51. Regarding real estate trading, intermediaries are obligated institutions. Each
entrepreneur may perform intermediation activities in real estate trading subject to holding civil
liability insurance for damages caused in connection with the performance of these activities. The
data of Statistics Poland (Gtéwny Urzqd Statystyczny) shows that as of 31 September 2020, there
were 20 459 entities registered in the National Official Register of National Economy (REGON),
indicating intermediation in real estate trading as their activity. According to the estimations in
the NRA, the real estate sector is ranked on the fifth position in terms of risk amongst DNFBPs by
the cooperating units, while the private sector does not consider them as being part of the top
five risk areas. The AT has no reason to conclude that real estate agents in Poland do not present
significant ML/TF risks.
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52. According to information from the open sources, 15 cryptocurrency exchanges and 17
cryptocurrency bureaux de change offices offer their services on the internet in the Polish
language, but some of them are operated by entities registered abroad. In 2017 the Polish
Financial Supervision Authority (UKNF) asked the financial institutions supervised by them to
provide detailed information on their customers that appeared to be operating as VASPs. Several
virtual currency exchange offices closed their operations or moved them abroad after the UKNF
sent in 2018 letters to the banks and PSPs raising awareness about the risks related to
cryptocurrencies and requiring the application of EDD measures for their customers acting as
VASPs.

53. There are two types of cryptocurrency entities operating in Poland: currency exchangers
with physical presence, which exchange FIAT to crypto and vice-versa, and remote operators
which provide a wide range of financial services enabling both the purchase and sale of
cryptocurrencies, direct payments using cryptocurrencies or using payment instruments (e.g.
payment cards or apps) via the Internet.

54. More precisely, there are 20 exchange offices allowing the purchases and sales with the
physical presence of the client and three online operators (registered as PSPs) allowing the
purchase of the most popular cryptocurrencies (BTC, ETH, LTC). In addition, there are three
institutions offering exchange of cryptocurrencies via ATMs (called BitMats) with 112 devices
spread on the territory of Poland. The sums operated through those devices are limited to:
maximum €15 000 per day to be charged in the ATM by the operator and up to €1 000
transactions per customer in a given period of time (usually one week).

55. Pursuant to the Act of 1 March 2018 on Counteracting Money Laundering and Financing
of Terrorism (hereinafter referred to as the AML/CFT Act), VASPs are obliged institutions. There
are no market entry controls in place with regard to VASPs, which for AML/CFT purposes have
been included under GIFI's supervision. In 2019 GIFI conducted a full-scope inspection of one of
the largest VASPs (a crypto-currency exchange), while another inspection was carried out by the
KAS.

56. Taking into consideration the number of entities providing services related to trading and
exchange of cryptocurrency assets, it can be concluded that this sector plays a marginal role in
the Polish financial system.

57. The assessors classified the reporting entities (REs) on the basis of their relative
importance, given their respective materiality and level of ML/TF risks. The assessors used this
classification to inform their conclusions throughout this report, weighting positive and negative
implementation issues more heavily for most significant sectors than for less significant ones.
This approach applies throughout the report but is most evident in 10.3 and 10.4:

a) most significant: the banking sector based on the overall market share, as well as known ML/TF
cases;

b) significant: PSP, currency exchangers, casinos and VASPs based on exposure to ML/TF risks;

c) less significant: other FIs, including insurance, and the rest of DNFBPs.
1.4.4. Preventive measures

58. Preventative measures are set under the AML/CFT Act, which came into force on the 1st
of March 2018.
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59. The main preventive measures provided by the current AML/CFT legislation include the
following obligations: conducting risk assessments, applying customer due diligence measures,
submitting SARs, having a cash threshold report (CTR), above-threshold transaction reports,
maintenance and retention of records of transactions and implementation of AML/CFT
compliance program that is reflective of the reporting institutions’ ML and TF risk profiles.

60. The AML/CFT Act covers the obligated institutions, including postal operators and
entrepreneurs, carrying out activities consisting of making safe deposit boxes available.
Furthermore, several types of obligated institutions (inter alia: banks, credit institutions) are
required to report above-threshold transactions. This additional preventive measure has not
been required by the EU legislation.

1.4.5. Legal persons and arrangements

61. According to applicable laws of Poland, the following types of legal persons shall be
registered in the National Court Register (NCR): (i) a registered partnership, (ii) a professional
partnership, (iii) a limited partnership, (iv) a limited joint-stock partnership, (v) a limited liability
company, (vi) a joint-stock company, (vii) the European Economic Interest Grouping, (viii) a
Societas Europaea, (ix) a cooperative, (x) an association and (xi) a foundation.

62. According to statistics, at the end of 2020, there were 11 537 foundations and 7 227
associations registered in Poland. Foundations, as well as associations, are subject to mandatory
entry in the register of associations maintained within the National Court Register. After entry
into the register, they acquire legal personality. However, they become obliged institutions only
if they accept or make payments in cash of the total value equal to or exceeding the equivalent of
€10 000.

Table 1.2: Numbers of legal persons registered in Poland as of December 2020

Legal form Number
Limited liability company 446 732
Joint-stock company 9 546
Professional partnership 2426
Limited partnership 43 292
Cooperative 10 934
Societas Europae 8
European Economic Interest Grouping 8
Foundations 11537
Associations 7227

1.4.6. Supervisory arrangements

63. The AML/CFT supervision framework is consolidated mainly under the AML/CFT Act.
GIFI supervises all obligated institutions’ compliance with AML/CFT obligations. Given the wide
range of obliged institutions, GIFI's controls concentrate on institutions that do not have a
prudential supervisor. The coordination of the supervisory responsibilities is done by the GIFI.

64. Under Article 130(2) of the AML/CFT Act and under the terms laid down in separate
provisions, control may also be exercised: (i) by the President of NBP over currency exchange
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office operators, (ii) by the UKNF over entities supervised by it, (iii) by the National Association
of Cooperative Savings and Credit Union (NACSCU) over cooperative savings and credit unions,
(iv) by Presidents of Appeal Courts over notaries, and (v) by heads of the KAS over the obligated
institutions controlled by these bodies. The control process of those supervisory entities is
conducted under the separate provisions of the separate acts, which define the method of
operation, including supervisory powers.

Table 1.3: Supervisory arrangements for financial institutions

Financial institutions
Sector Licensing Body AML/CFT Supervisor
(Market Entry)
Banks UKNF UKNF/GIFI/KAS
Payment institutions UKNF UKNF/GIFI/ KAS
Payment service agents UKNF UKNF/GIFI
Currency exchange offices President of NBP President of
NBP/GIFI/ KAS
Brokerage houses UKNF UKNF/GIFI/ KAS
Collective investments UKNF UKNF/ GIFI/ KAS
Investment firms UKNF UKNF/ GIFI/ KAS
Insurance companies or intermediaries UKNF UKNF/ GIFI/ KAS
E-money institutions UKNF UKNF/ GIFI/ KAS
Credit Unions (SKOK) UKNF NACSCU/UKNF/GIF1/
KAS
VASPs N/A GIFI

Table 1.4: Supervisory arrangements for DNFBPs

DNFBPs
Type of business Licensing Body (Market AML/CFT Supervisor
Entry)

Land-based casinos Ministry of Finance Ministry of Finance
Bet making points GIFI/KAS
(bookmaking and Ministry of Finance

sweepstake systems)
Real estate agents N/A GIFI/KAS
Notaries Presidents of Appeal Courts GIFI/Presidents of Appeal
Courts/KAS
Lawyers Ministry of Justice GIFI/KAS
Foreign lawyers Ministry of Justice GIFI/ Presidents of Appeal
Courts/ KAS
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Legal advisers Ministry of Justice GIFI/ Presidents of Appeal
Courts/ KAS
External chartered Ministry of Finance GIFI/ KAS
accountants
External tax advisors Ministry of Finance GIFI/ KAS
Trust and Company Service N/A GIFI/ KAS
Providers
Bookkeeping services N/A GIFI/ KAS
Postal operators Office of Electronic GIFI/ KAS
Communications
1.4.7. International co-operation
65. Poland has a broadly comprehensive framework for international co-operation. It

provides a wide range of mutual legal assistance in all types of investigations, including AML/CFT
cases. The Public Prosecutor’s Office is the central authority for the receipt of MLA. The provisions
on MLA enshrined in the CPC enable courts and public prosecutors to provide legal assistance
upon a request of courts and public prosecutors of foreign countries. In case of the existence of
an MLA Treaty or other agreement, the mutual legal assistance can be rendered directly by the
Prosecution Office or a competent Court. In the absence of any MLA agreement, the Ministry of
Foreign Affairs receives the request and directs it to the competent ministry.

66. Apart from regular channels of MLA, the Polish prosecutor’s office cooperates with a
broad range of international organisations operating on the basis of international agreements in
the scope of activities undertaken to combat crime and also uses EU mechanisms, such as Eurojust
and European Judicial Network.
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2. NATIONAL AML/CFT POLICIES AND COORDINATION

2.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 1

a)

b)

d)

The current mechanism for identification and assessment of ML/TF risks in
Poland involves a systemic exercise with high-level commitment and
nationwide coverage, employs a sustainable structure in terms of the process,
and has access to comprehensive data from public and non-public sources.
Nevertheless, the analytical value of the most recent NRA does not seem to be
obvious, and it does not appear to be a significant contribution to the
identification and assessment - and subsequently to the understanding - of
ML/TF risks in the country.

The authorities have limited understanding of the ML threats emanating from
certain types of predicate offences, with conclusions based on statistics
available on crime rates, examples of some significant cases, but not on a
comprehensive view of the factual/ detected and potential/ undetected amount
of the proceeds of crime. There is a lack of uniform and comprehensive
understanding of ML/TF vulnerabilities. The risk of terrorism financing is
perceived primarily as a derivative of the risk of terrorism, and significant
further efforts are needed towards appropriate identification and reliable
assessment of TF risks.

Whereas the measures stipulated under the priorities of the National AML/CFT
Strategy adopted in 2021 would undeniably contribute to the enhancement of
the effectiveness of the national AML/CFT system, it is not obvious how these
priorities reflect and address the most prevalent threats and vulnerabilities
identified through the most recent NRA published in 2019.

The GIFI has taken some measures consistent with the findings of the NRA (e.g.
increasing staff by 20%, implementing the list of higher risk areas identified by
the NRA into the initial stage of the analytical process and the prioritisation of
information exchanges, etc.). Nonetheless, timing and scope of the measures
taken by the LEAs and the PPO do not enable a conclusion that they have been
informed by the NRA or the AML/CFT Strategy. There is no systemic approach
and consistent action in Poland for the alignment of objectives and activities of
competent authorities with national ML/TF policies.

Bilateral co-operation mechanisms provided under the AML/CFT Act are
adequate. The FSC, as the national platform for co-operation and coordination
at the policy-making level, is well positioned to define high-level goals and
objectives, approve risk assessment methodologies, outcomes and actions
plans, and provide guidance, but an operative coordination platform or similar
arrangements are missing. Moreover, SRBs with functions relevant for
AML/CTF are not represented at this (or any other) platform.

Financial institutions and DNFBPs affected by the application of the AML/CFT
requirements were involved in the NRA process to a certain extent, and a series
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of conferences and workshops were organised to present to them the results of
the NRA. Nevertheless, the private sector does not demonstrate practicable
awareness of the results of national ML/TF risk assessments, while some of
them consider that, regarding their exposure to ML/TF risk, the wording of the
analysis in the NRA is rather general/ vague, or that the findings of the NRA are
not reliable and accurate.

Recommended Actions
Immediate Outcome 1

a) Proper analysis should be conducted to arrive at reasonable conclusions on the
country’s exposure to the risk of ML/TF due to, inter alia, organised crime,
specific predicate offences with the highest potential of generating proceeds of
crime, cross-border movements of cash and funds, as well as due to activities of
professional money launderers and availability of certain higher-risk products/
services.

b) Comprehensive assessment should be undertaken to achieve adequate
understanding of all aspects of the country’s exposure to the risk of TF. This
would imply a change in the perception of the risk of terrorism financing,
supplemented by good awareness about the actors potentially interested in
infiltrating the AML/CFT system, as well as by express ability to trace potentially
TF-related cash movements and transfers.

c) Upon proper analysis and assessment of the national ML/TF risk exposure, the
National AML/CFT Strategy and other AML/CFT policies (if any) should be
revised to reflect and address - by means of focused and targeted actions - the
most prevalent ML/TF risks in the country.

d) Systemic approach should be introduced, and consistent action should be taken
towards alignment of objectives and activities of competent authorities with
national AML/CFT policies, by means of incorporating risk assessment
outcomes into their roles and priorities, adjusting agency-level policies with risk
assessment outcomes, implementing institutional and operational changes
driven by a focus on identified/ emerging risks.

e) The role of the existing national platforms should be expanded - or new
platforms should be established - to introduce mechanisms for co-operation
and coordination of issues related to AML/CFT (and where appropriate, to CPF)
at an operative level to include, inter alia, regular horizontal exchange of
information on risks/trends and specific cases. SRBs with functions relevant for
AML/CTF should be represented at such platforms.

f) The private sector should be provided with guidance on the implementation of
the recommendations of the NRA, the introduction of specific considerations
and amendments into their internal regulations based on the findings of the
NRA.

67. The relevant Immediate Outcome considered and assessed in this chapter is 10.1. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, 2, 33
and 34 and elements of R.15.
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2.2. Immediate Outcome 1 (Risk, Policy and Coordination)
2.2.1. Country’s understanding of its ML/TF risks

68. The current mechanism for identification and assessment of ML/TF risks in Poland
involves a systemic exercise with high-level commitment and nationwide coverage, employs a
sustainable structure in terms of the process, and has access to comprehensive data from public
and non-public sources. Nevertheless, as described in the introductory part of this report, the
analytical value of the NRA does not seem to be obvious, and it does not appear to be a significant
contribution to the identification and assessment - and subsequently to the understanding - of
ML/TF risks in the country.

69. The authorities have a limited understanding of the ML threats emanating from certain
types of predicate offences, with VAT-related tax crimes in the first place followed by investment
and other fraud, trafficking of drugs, tobacco, alcohol and other goods, cybercrimes, abuse of
power and misconduct in the trade of pharmaceuticals/ medicaments, etc. All authorities met
onsite speak more or less about the same types of the mentioned proceeds-generating predicate
offences - in various order of priority - with conclusions that are based on statistics available on
crime rates, examples of some significant cases, but not on a comprehensive view of the factual/
detected and potential/ undetected amount of the proceeds of crime generated in or passing
through the country, neither by individual offences as defined by the Criminal Code, nor by
categories of crimes.

70. The total amount of criminal proceeds in the country is estimated in the NRA as a
percentage of GDP within the range of 1.08% to 1.27% as of 2018. This approach does not seem
to be reliable mainly for the reason that the mentioned figure is not commensurate with the
outcomes of the AML/CFT system in either intelligence (e.g. amounts identified in SARs and other
alerts, FIU analytical proceedings, disseminations/ notifications to the law enforcement) or law
enforcement (e.g. amounts involved in investigations, indictments/ prosecutions and convictions;
as well as suspended/ blocked amounts, confiscations/ forfeitures) courses of action.

71. Organised crime, cross-border movements of cash and funds, specific predicate offences
with the highest potential of generating proceeds of crime in the country are among the issues
that need proper analysis and reasonable conclusions regarding Poland’s exposure to the risk of
ML/TF.

72. Organised crime is an area where deeper insight is needed through the NRA or other
nationwide efforts. While general information and case studies provided by the authorities
indicate a significant presence of organised criminal groups in the perpetration and commitment
of various crimes (including VAT-related fraud, drug and human trafficking, smuggling and
others) through abuse of, inter alia, services of banks, payment operators and currency exchange
bureaus, and NRA concludes that “the threat stemming from the offences committed by these
[organised criminal] groups is not decreasing”, but does not analyse the significance of this
phenomenon in the criminal landscape of the country, both in terms of the most prevalent modi
operandi used by these groups and of reliable estimates regarding the proceeds of crime factually
or potentially owned/controlled by them?,

22 There is one paragraph in the NRA stating that “according to CBSP data, in 2018, 8,030 persons (in 2017 - 7,113) operating
in 880 (in 2017 - 858) organised crime groups, including 742 Polish groups (in 2017 - 735), 128 international groups (in
2017 - 113), 5 Russian-speaking groups and 5 groups composed of foreigners (the same numbers as in 2017)” and that “a
considerable part of these groups dealt with drug crime, i.e. 374 (in 2017 - 336) and economic crime, i.e. 292 (in 2017 -
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73. With regard to the cross-border movements of cash, the NRA has a section?, which
provides statistics on the total volume of declared cash import into and export from the country
within the considered period. The average annual indicators for 2018-2020 are around €260
million for imports and €32 million for exports. The main source and destination countries are
Ukraine for incoming cash movements (accounting for more than 70% of imports) and Israel for
outgoing cash movements (accounting for more than 30% of exports). Moreover, a total amount
of around €6 million in non-declared cross-border movements of cash is reported for the same
period.

74. In this regard, the NRA does not provide analysis and conclusions about the economic or
other legitimate rationale and, subsequently, the potential of the mentioned cash movements in
terms of facilitating possible ML or TF. This is important having regard to the significant number
of Polish LLCs incorporated by Ukrainian nationals and the reported scheme of depositing cash
on the accounts of such companies for their further transfer to other EU or third countries.

75. As a result of the weaknesses of the NRA, the authorities’ understanding of risks related
to cross-border cash movements is limited. For example, regarding the significant cash outflow
to Israel, the explanation provided by the Border Guard (BG) was that this is done by Israeli
currency traders who collect cash in different currencies, physically bring them into Poland,
exchange at a favourable rate into shekels and take it back to Israel where they sell the shekels
again for PLN at an advantageous rate. This explanation does not seem reasonable and confirms
the need for the authorities to improve the understanding of cross-border cash movements and
related ML/TF risk exposure.

76. Regarding cross-border movement of funds more generally, the understanding of risk
is based on a document produced by the UKNF in 2018, which contains statistical data on the
number and volume of incoming and outgoing wire transfers with breakdown to source and
destination countries, including those considered higher risk for ML and TF. Nonetheless, the
document does not analyse the underlying economic or other legitimate rationales of the
respective movements of funds, at least to an extent of ascertaining that they are commensurate
with external economic activities of the country and ensuring that the significant differences in
some positions (e.g. the annual €330 billion difference between incoming and outgoing cross-
border transfers not explained by net imports/ exports, direct foreign investments or private
transfers) are not due to misusing the financial and other (e.g. real estate) sectors of the economy
for layering and integration of foreign proceeds of crime.

77. Among specific predicate offences with the highest potential of generating proceeds of
crime, VAT-related fraud is the number one crime in the country. The authorities should pursue
a much more comprehensive understanding of the significance of the threat emanating from this
crime, achieve a reliable estimate on the amounts of involved proceeds of crime, specify the
vulnerabilities that create favourable conditions for this type of criminality, and continue taking
addressed mitigation measures aimed at suppressing the respective risks?’. The assessment team
considers the VAT taxation system itself, the tax declaration regime, certain features of legal

305). Some also carried out so-called multi-criminal activities, i.e. 92 groups (2017 - 81", without any estimates any of the
criminal profits generated/ owned/ controlled by such groups.

23 Namely, the section “Cash circulation” within the subchapter considering the risk areas in the non-financial market

24 The authorities advise that, among measures aimed at combating VAT-related fraud, certain tools have been
implemented, such as introduction of Single Control File (JPK), comparison of data reported in the form of JPK_VAT with
financial flows data in the STIR system, introduction of online cash registers, establishment of the Central Register of
Beneficial Owners, implementation of changes in the system of monitoring road and rail transport of goods and trade in
heating fuels (SENT system), introduction of the VAT split payment mechanism.
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entities are among the main vulnerabilities making the system susceptible to misuse for ML
purposes.

78. Another predicate offence, which needs a far better understanding of both the significance
of the threat and the scope of the vulnerabilities, is drug trafficking. Poland is reported to be one
of the major amphetamine manufacturers for the European market?, where manufacturing and
distribution of drugs are handled by local OCGs. Due to the large population, Poland also
represents a big market for drugs produced both locally and imported into/ transited through the
country. In this regard, the authorities should develop an understanding of the proceeds of crime,
including those from the local production, to arrive at reliable estimates and take targeted action
for tracing and disrupting related financial flows. This is important having regard to the very
significant amounts of physically seized drugs and the non-estimated amounts that potentially
remain undetected.

79. Corruption as a predicate offence is another subject that should be appropriately
assessed and understood in Poland. Within tens of thousands of corruption offences annually
detected by various LEAs, around 70 per cent is document forgery stipulated under Article 271
of the Criminal Code, almost completely related to VAT-related fraud but, when taken
individually, not considered in terms of generating and laundering proceeds of crime (under the
applicable provisions of the Fiscal Penal Code). As regards the remaining few thousands of
detected corruption crimes, the examples presented by the authorities mostly refer to non-
significant cases (with up to €20 000 in proceeds) with the involvement of medium level company
management or local self-government authorities acting in detriment to private or public
interests. This does not appear to be in line with the steadily increasing perception of corruption
in the country since 2015%, and with the significant risks of corruption reported in public
procurements, permit issuance, health care sector, etc.

80. Activities of professional money launderers need to be analysed and understood to a
much deeper extent, especially in relation to the professions of tax and legal advisers and, more
generally, individuals who are in a way or another involved in the business of company
incorporation and sale, which is still significant in Poland. Meetings with the competent
authorities and the private sector confirm that there is a large number of companies incorporated
in Poland, currently estimated to be within the range of 50 thousand (and reportedly being three
times more a few years ago), which are a product of the so-called “nests” or “incubators”
incorporating dozens of companies daily for their subsequent sale to real owners, both for legal
and illegal (mainly VAT-related fraud) purposes. Vulnerabilities in this area are pertinent
primarily to the banking system, where additional tools should be implemented for early
detection of shell companies, verification of sources of incoming funds, final destinations of
outgoing transfers, identification of beneficial owners, etc. Another issue is the lack of interaction
between local banks, where funds travel from an account to another with no appropriate
communication between the compliance officers.

81. “Collect” services wherewith domestic payment institutions use bank accounts for
settlement of multiple payments on behalf of unidentified customers?, payable-through or

%5 https: //www.emcdda.europa.eu/countries/drug-reports/2019 /poland /drug-markets en

26 As of 2021, Poland ranks 45t in the annual corruption index produced by Transparency International since its highest
position of 29t in 2015 (https://www.transparency.org/en/countries/poland).

27 The authorities advise that, among measures aimed at mitigating the risk associated with such services, they have been
qualified as posing a higher risk of ML/TF, and the obliged entities have been requested to apply enhanced CDD measures
with regard to the respective customers.
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nested accounts, services offered by entities engaged in cryptocurrency trade?® fostering
anonymity and similar products or services available in the market are among the subjects that
need analysis - much deeper than the descriptions provided and scores assigned under the
“residual” risk assessment model - to assess threats and vulnerabilities specific to them in the
context of Poland, so as to enable design and implementation of targeted measures aimed at the
mitigation of relevant ML/TF risks.

82. With regard to the understanding of ML/TF vulnerabilities, the National AML/CFT
Strategy adopted on 19 April 2021 identifies several sectors and areas as having the highest level
of vulnerability. These include physical cross-border transportation of funds or other assets,
telecommunications services related to mobile payments, crowdfunding, and payment services
offered by entities other than banks. On the other hand, the authorities met onsite expressed
various views on the most prominent ML/TF vulnerabilities in the country, some putting an
equation sign between threats and vulnerabilities, others referring to certain products (e.g.
virtual currencies, bearer shares, electronic money), delivery methods (e.g. non-face-to-face
relationships) and modus operandi (e.g. physical cross-border movement of cash, use of Hawala),
thus not demonstrating a uniform and comprehensive understanding of the subject matter at
national level.

83. The risk of terrorism financing is perceived primarily as a derivative of the risk of
terrorism, which is considered to be moderate in Poland. The understanding of TF risk is not
supplemented by good awareness among intelligence and investigative agencies about the
financial activities of individuals, groups and organisations potentially interested in infiltrating
the AML/CFT system, as well as by express ability to trace potentially TF-related cash movements
and transfers (especially those through the Hawala networks present in the country).

84. According to the NRA, until early 2019, the Internal Security Agency (ISA) identified
certain methods of raising funds in Poland for supporting terrorist organisations, such as income
from work (legal and illegal), financial support from family members, collections under the guise
of charity support (including online), collections conducted on behalf of a terrorist organisation
(voluntary and forced), and proceeds from criminal activities (smuggling, fraud, extortion, etc.).
Moreover, the ISA has also identified cases of investment in real estate by members and
supporters of terrorist groups in Poland.

85. Nonetheless, further discussions on these topics during the onsite did not give a
comprehensive view of the intelligence work, which enabled identification of the mentioned
methods of and actors in TF, nor did they provide the vision of competent authorities regarding
the current situation with the use of the same or different methods by any actors, as well as
regarding factual and potential risk of TF unrelated to the perception of the low risk of terrorism
in the country. With regard to the presence of Hawala networks, which are popular among certain
immigrant communities and national minorities, competent authorities report difficulties in
terms of estimating the total turnover in such networks, identifying the persons handling them,
locating the directions and purposes of the transfers within the networks. All of these are factors
necessitating further efforts towards appropriate identification and reliable assessment of TF
risks.

28 The authorities advise that since July 2018, virtual currency service providers are subject to AML/CFT regulations and
are therefore required to apply CDD measures.
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2.2.2. National policies to address identified ML/TF risks

86. After publication of the NRA on 18 July 2019, the authorities developed and adopted the
National AML/CFT Strategy, including its Action Plan, on 19 April 2021, setting out the
implementation of specific measures that build on the findings of the NRA and pursue
improvement of the national AML/CTF system. The National AML/CFT Strategy and Action Plan
define six priorities for the way forward, particularly providing for:

o Increasing the effectiveness of operation of the FIU and the cooperating units - the
measures specified under this priority include optimizing operational analysis (by
increasing staff and automating analytical processes); updating analysis and
information exchange procedures within the GIFI; preparing a plan for the
development of strategic analyses; and assessing financial, human and technical
resources of the cooperating units vis-a-vis their tasks in AML/CFT;

o Adapting the catalogue of the obligated institutions and their duties to emerging
threats and information needs - the measures specified under this priority include
supplementing the catalogue of the obligated institutions involving crowdfunding
service providers; analysing the feasibility of introducing a threshold for cash
transactions; and updating the regulations regarding virtual currencies;

e Harmonising and improving the principles of supervision and control over the
obligated institutions - the measures specified under this priority include reviewing
legal provisions on associations and foundations; developing tools for identification
and supervision of entities not subject to registration/ licensing requirements;
amending provisions on sector-specific supervision of DNFBPs; introducing
provisions on off-site supervision carried out by the GIFI; and amending the
legislation to provide for supervision of online currency exchange activities;

e Optimising the procedure for information exchange and the scope and quality of
exchanged information, as well as access to information - the measures specified
under this priority include implementing the Directive (EU) 2019/1153 on the use
of financial information; enabling full functionality of the Financial Information
System; completing implementation of electronic document templates stipulated by
the AML/CFT Act; improving the GIFI access to the databases of cooperating units;
improving capacities and use of the GIFI ICT system for information exchange; and
proposing amendments to the provisions on the exchange of customer information
between obligated institutions, LEAs, supervisors and the GIFI;

e Organising an effective system for training and for exchange of knowledge and
experience - the measures specified under this priority include developing training
programs and producing guidelines for the GIFI, obliged institutions and LEAs; and
proposing the development of an expert forum for all stakeholders in the national
AML/CFT system;

o Defining uniform rules for generating statistical data needed to evaluate the
effectiveness of the national AML/CFT system - the measures specified under this
priority include developing a methodology for the collection of statistical data
enabling assessment of the effectiveness of the national AML/CFT system.

87. All measures stipulated under the priorities defined by the National AML/CFT Strategy
would undeniably contribute to the enhancement of the effectiveness of the national AML/CFT
system. Nonetheless, it is not obvious how these priorities reflect and address - by means of
focused and targeted actions - the most prevalent threats and vulnerabilities identified through
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the NRA?® and, more importantly, those that still need proper identification and comprehensive
assessment, as described under the analysis for Core Issue 1.1 and the introductory part of this
report.

88. This first of all relates to the risks emanating from cross-border movements of cash and
funds, organised crime, specific, prevalent predicate offences such as VAT-related fraud, drug
trafficking and corruption, activities of TCSPs and individuals potentially acting as professional
money launderers, Polish shell companies, “collect” services, payable-through accounts, etc. The
National AML/CFT Strategy would also need to be updated to incorporate, inter alia, analytical
feeds on newly emerged risk trends and patterns, regarding the significant time lapse between
the publication of the NRA report in 2019 and the adoption of the strategy in 2021.

89. Among national strategies and policies relevant for combating ML/TF, the authorities
refer to the 2020 Efficient State Strategy with its Goal 7.2 defined to prevent and combat crime as
well as threats to public safety and order; and to the 2015-2020 Program for the Preventing and
Combating Economic Crime with its Tasks 6-8 defined to strengthen the coordination of
interagency co-operation, prepare draft new regulation in accordance with EU requirements, and
coordinate implementation of conclusions of AML assessments. Reference is also made to the
2015-2019 National Antiterrorist Program dealing with the threats of terrorism. Obviously, the
above-mentioned documents adopted in 2014-2015 and, subsequently, the activities of
competent authorities within their framework do not amount to established practices of
developing and implementing national policies to address ML/TF risks identified through
national risk assessments, particularly the most recent NRA of 2019, or similar exercises.

90. In terms of monitoring implementation of the current and any future national AML/CFT
strategies, it would be beneficial to utilize a mechanism that, in addition to collecting information
on the implementation of the measures stipulated by such strategies (as required under Article
32 of the AML/CFT Act), would also use that information to assess the effectiveness of
implemented measures so as to revisit, when necessary, the actions, milestones and deadlines
established for those measures, and to provide for identification and assessment of undetected/
newly emerging risks. The authorities advise that such a mechanism is available under Article
19(2) of the AML/CFT Act, which defines the task of the FSC to perform reviews of the
implementation progress of the national AML/CFT strategy. Nonetheless, the assessment team
has not been provided information on the (documented) outcomes of the FSC practical work
performed so far in that direction.

2.2.3. Exemptions, enhanced and simplified measures

91. The current legislation does not provide for exemptions from any FATF
Recommendations requiring financial institutions or DNFBPs to take certain actions. Obligated
institutions may apply simplified CDD measures in cases where their own risk assessments
confirm a lower risk of ML and TF. However, there is no requirement for such risk assessments
to be consistent with the NRA.

92. Obligated institutions are required to apply enhanced CDD measures in cases when a
higher risk of ML or TF is present, with specific examples of possible higher risk scenarios set out
under Article 43 of the AML/CTF Act. These examples, in essence, are a replication of the non-

29 For example, those listed in Tables 2 and 3 of the National AML/CFT Strategy as risk scenarios with highest likelihood
levels (e.g. use natural persons as money mules for cross-border transportation of cash; use of Hawala networks; purchase
or top-up of SIM cards or use of online payment services to transfer funds, etc.)
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exhaustive list of factors and types of evidence of potentially higher risk set out in Annex III of the
Directive (EU) 2015/849, thus unrelated to the findings of the NRA. Further requirements on
enhanced CDD measures are set forth under Articles 44-46 of the AML/CFT Act in relation to
higher risk third countries, cross-border correspondent relationships and PEPs, with no
interconnection or interplay with the results of the NRA. At that, there is no requirement for
obligated institutions to take into account the higher risks identified by the NRA or to incorporate
information on those risks into their risk assessments.

93. The assessment team has not been provided with any examples on the use of risk
assessment outcomes as a basis to justify/ allow exemptions for lower-risk scenarios, support/
require enhanced measures for higher-risk scenarios, or consider waivers of application of
certain measures/ requirements based on risk assessments. The authorities advise that work on
the NRA and the resulting risk assessment of insurance contracts was the basis for the adoption
of the provision in Article 42 of the AML/CFT Act establishing that a lower risk of ML/TF may be
evidenced when concluding an insurance contract where the annual premium does not exceed
the equivalent of €1 500 or the single premium does not exceed €3 500. Nonetheless, there is no
analysis in the NRA regarding the issue of insurance contracts, and the respective provision of the
AML/CFT Law has been introduced (1 March 2018) well before the adoption of the NRA (18 July
2019).

2.2.4. Objectives and activities of competent authorities

94. The assessment team has been provided general information on some measures taken by
competent authorities to improve tax administration and combat fiscal crimes (considering that
these are the most frequently identified predicate offences for money laundering), to warn the
private sector of the risks related to cryptocurrencies, and to improve the practices of detecting
and securing the proceeds of crime. Overall, the timing and scope of these measures do not enable
a conclusion that they have been informed by the NRA published in 2019 or the National
AML/CFT Strategy adopted in 2021.

95. Among such measures, KAS was established under the Ministry of Finance by merging tax
administration, fiscal control and customs service in 2017. Over the last 3-4 years, legislation has
been drafted to counteract aggressive tax optimization techniques and reduce the VAT gap, the
Standard Audit File for TAX (SAF-T) was put in place, the STIR system of the National Clearing
House (NCH) was introduced to curb the possibilities of misusing the financial sector for tax
fraud, the mechanism of VAT split payment and the online cash register was implemented to
control and monitor ongoing taxpayer sales.

96. The GIFI, the UKNF and the NBP published communications on risks related to virtual
currency trading. In November 2017, the UKNF sent a request to the banks asking for information
on accounts opened by their customers for cryptocurrency exchanges. The responses indicated
that such accounts were maintained by both commercial and cooperative banks. Further
communication caused termination of business relationships with cryptocurrency exchanges in
some cases, while the amendments to the AML/CFT Act made cryptocurrency exchange or
bureaux de change obligated institutions.

97. GIFI implemented the list of higher risk areas identified in the NRA into the initial stage
of the analytical process, as well as into the prioritisation of incoming requests and spontaneous
disclosures from foreign FIUs. The list was also integrated into the electronic form for submission
of structured SARs and responses to the GIFI requests by obliged institutions. Between 2019 and
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2021, the GIFI increased the staff of analytical and control units by approximately 20%, creating
a unit to deal with the increasing volume of requests and spontaneous disclosures from foreign
counterparts.

98. The assessment team has not been provided information on objectives and activities of
law enforcement agencies, as well as the Public Prosecutor’s Office (PPO), specifically building on
the findings of the NRA or other risk assessments and aimed at mitigating ML/TF risks identified
by such assessments.

99. Whereas the above examples indicate measures taken by the authorities that are in line
with the recently adopted National AML/CFT Strategy and relevant for mitigating the ML/TF risks
in the country, it appears that there is no systemic approach and consistent action in Poland for
the alignment of objectives and activities of competent authorities with national ML/ TF policies,
by means of incorporating risk assessment outcomes into their roles and priorities, adjusting
agency-level policies with risk assessment outcomes, implementing institutional and operational
changes driven by a focus on identified/ emerging risks.

100. Given the fact that the National AML/CFT Strategy and Action Plan were adopted one
month before the onsite visit, it is premature to make conclusions as to whether its
implementation would result in focused action of the competent authorities consistent with
identified ML/TF risks towards better intelligence output and guidance by the GIFI, improved
practices of combating major domestic and foreign ML/TF threats by the LEAs, and more effective
supervision of obligated institutions’ compliance with the AML/CFT requirements by the
SUpervisors.

2.2.5. National coordination and co-operation

101. With regard to national coordination and co-operation mechanisms available in Poland,
there are two platforms® considering issues related to AML/CTF. SRBs with functions relevant
for AML/CTF are not represented at any of these platforms. Moreover, none of these platforms is
tasked with coordination and co-operation of issues related to CPF.

102. The first platform comprised of 22 member agencies and chaired by the GIFI is the
Financial Security Committee (FSC), operating under the provisions of the AML/CTF Act. It is an
advisory and consultative body at the GIFI with competencies of giving opinions on programming
documents (e.g. NRA and AML/CFT strategies), on EC recommendations and application of
specific restrictive measures in the field of AML/CFT. The second platform comprised of 22
member agencies and chaired by the Minister of the Interior and Administration is the Inter-
Ministerial Team for Terrorist Threats. Its tasks include monitoring terrorist threats, presenting
opinions and conclusions to the Council of Ministers, and developing draft standards and
procedures.

103. The mentioned platforms with representatives of the GIFI, law enforcement authorities
and other public administration bodies meet regularly. The authorities advise that the first

30 The authorities also reported on another platform for co-operation and coordination, i.e. the Inter-Ministerial Team for
coordinating activities under the 2015-2020 Program for the Preventing and Combating Economic Crime, comprised of 16
member agencies and chaired by the Minister of the Interior and Administration, with some tasks relevant for AML/CTF
(e.g. establishing a register to enhance security and accessibility of financial data, preparing draft new regulation in

accordance with EU requirements, etc.). However, this team ceased to exist in 2020.
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platform has a primary say in matters related to the national AML/CFT system, whereas the
second one is more focused on the threats of terrorism, while TF is mostly considered as a “by-
product” of terrorism rather than a separate phenomenon to be identified and prevented in the
broader context of CTF. In terms of accessibility of information at the national level, an important
role is played by the NCR and KCIK®!, where criminal information is collected and through which
additional information can be obtained from other entities bound to submit information to these
databases.

104. According to the regulations of the FSC, it meets at least three times annually, adopts
decisions through resolutions by simple majority voting (with a justification for each resolution),
and produces minutes of its meetings that are endorsed by the FSC. In 2018-2019, the primary
task of the Committee was preparation of the NRA. In January 2019, a working group was created
within the FSC to finalize the works of the NRA and to produce the NRA report. In the same year,
the FSC considered proposals of the Central Anti-Corruption Bureau (CBA) on changes to the
relevant regulations enabling access to information on holders of securities, the issue of whether
all deficiencies of the national AML/CFT system should be disclosed in the publicly available
version of the NRA, and the amendments proposed to the AML/CFT Act to ensure compliance
with the Directive (EU) 2015/849.

105. The FSC, as the national platform for co-operation and coordination at the policy-making
level, is well positioned to define high-level goals and objectives, approve risk assessment
methodologies, outcomes and actions plans, and provide guidance on policy implementation and
follow-up. The assessment team considers that the role of the FSC could be beneficially expanded
by introducing mechanisms - both in terms of relevant structures (e.g. working groups within the
FSC) and tools (e.g. methodologies, guidelines, etc.) - to coordinate implementation of other tasks,
such as collection of statistical data necessary for assessing the effectiveness of the national
AML/CFT system (which is now a task assigned to the GIFI under the National AML/CFT Strategy
and Action Plan), conduction of topical/ad hoc strategic analyses other than the NRA,
arrangement of regular horizontal exchange of information on risks/trends and specific cases,
etc.

106. Bilateral co-operation mechanisms provided under the AML/CFT Act, such as
notifications from the Public Prosecutor’s Office to the GIFI with regard to decisions on blocking
accounts, suspending transactions, initiating proceedings or taking other criminal procedure
measures (as stipulated under Article 81), or exchange of AML/CFT-related information between
the GIFI and the LEAs (as stipulated under Articles 103-106) are adequate. Nevertheless, the
assessment team considers that multilateral co-operation and coordination mechanisms aimed
at harmonization of efforts by all competent authorities (and SRBs, as necessary), also in terms of
access to information, implementation of joint initiatives at an operational level, and provision of
routine feedback on joint actions/ specific cases should be developed to achieve better results in
combating ML/TF.

107. The authorities also advise that Poland participates in the Proliferation Security
Initiative® launched in 2003, considering this platform as a tool to enhance international efforts
to counteract the proliferation of WMD. This, however, does not amount to a national platform
for the coordination and co-operation of issues related to CPF.

31 The National Criminal Register and the National Consulting and Intervention Center for the Victims of Trafficking
32 https://www.state.gov/about-the-proliferation-security-initiative /
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2.2.6. Private sector’s awareness of risks

108. Financial institutions and DNFBPs affected by the application of the AML/CFT
requirements were involved in the NRA process to a certain extent by way of responding to
questionnaires on their perception of ML/TF risks in the country. From among more than 260
questionnaires circulated to the private sector and competent authorities, around 32% of
responses came from the private sector, mainly from banks (around 70%), as well as from
cooperative savings, credit unions and notaries. This helped identify the products and services in
the market, which are perceived to be most vulnerable to misuse for ML/TF purposes.

109. Shortly after obtaining the positive opinion of the FSC on the NRA, it was published on the
website of the Ministry of Finance on 18 July 2019. Thereafter, the GIFI organised a series of
conferences and workshops for the representatives of financial and non-financial sectors to
present the results of the NRA; their unions and associations received letters regarding the NRA
publication. Following the publication of the NRA, the UKNF required financial institutions under
its supervision to conduct a review of their enterprise-wide risk assessments to bring them in line
with the NRA and indicated that this would be verified during onsite visits. The authorities advise
that the availability of such assessments and their consistency with the NRA is also verified by the
audit function of the obligated institutions.

110. Banks met onsite advised that they would take into account the higher risks identified by
the NRA and incorporate information on those risks into their own risk management/mitigation
policies and procedures. Nonetheless, they did not provide much detail on how exactly the
recommendations of the NRA were implemented or what were the specific considerations and
amendments introduced into their internal regulations after the publication of the NRA. Some of
the DNFBPs (e.g. notaries) considered that the wording of the analysis in the NRA regarding their
exposure to ML/TF risk is rather general/ vague to enable conclusions as to what should be
revised in their internal regulations, while others (e.g. casinos) were of the opinion that the
findings of the NRA regarding the risk exposure of their activities were not reliable and accurate.

111. With regard to the provision of guidance on risks identified by the NRA, the authorities
and the private sector did not advise of specific guidance in the form of STR indicators, red flags,
ML/TF typologies and trends particularly developed on the basis of the findings of the NRA and
communicated to the obligated institutions for improving awareness of the NRA outcomes.

Weighting and conclusion

112. The current mechanism for identification and assessment of ML/TF risks in Poland
involves a systemic exercise with high-level commitment, nation-wide coverage, appropriate
structure and data access; however, the product of the NRA misses some important constituents
to make it a significant contribution to the understanding of ML/TF risk. The authorities have
certain understanding of the ML threats emanating from certain types of predicate offences, and
the views of individual authorities on ML/TF vulnerabilities generally concur with the NRA
findings; however, significant further efforts are needed towards achieving a comprehensive view
of the factual/ detected and potential/ undetected amount of the proceeds of crime, uniform
understanding of ML/TF vulnerabilities, as well as appropriate identification and reliable
assessment of TF risks. The National AML/CFT Strategy sets out specific measures pursuing
improvement of the national AML/CTF system; however, it was adopted too shortly before the
onsite visit to show tangible results in practice; there is no systemic approach and consistent
action in Poland for the alignment of objectives and activities of competent authorities with
national ML/TF policies. The FSC, as the national platform for co-operation and coordination at
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the policy-making level, is well positioned to define high-level goals and objectives, but an
operative coordination platform or similar arrangements are missing. The private sector has been
involved in the NRA process to a certain extent and is generally aware of its outcomes;
nevertheless, individual obliged entities do not demonstrate practicable awareness of the results
of national ML/TF risk assessments through, inter alia, implementing the recommendations of
the NRA or introducing relevant amendments into their internal regulations based on the
outcomes of the NRA. The IO is achieved to some extent, and major improvements are needed in
terms of risk understanding and strategic mitigation measures.

Overall conclusions on 10.1

113. Poland is rated as having a Moderate level of effectiveness for 10.1.
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3. LEGAL SYSTEM AND OPERATIONAL ISSUES

3.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 6

a)

b)

d)

The GIFI is a key source of financial intelligence and other relevant information
in Poland, with full access to a wide variety of information from the private and
public sectors. Other competent authorities, including LEAs, extensively and
routinely access information both from the GIFI and from other available
sources. Nevertheless, a significant part of the GIFI resources is used for
purposes that, while serving the general interests of the state in combating
economic and other crime, are not focused on initiating and furthering ML/TF
investigations to trace and confiscate criminal proceeds generated in or passing
through the country.

Typologies reported in SARs are generally commensurate with the landscape of
prevalent proceeds-generating crimes in the country, but improvements are
needed in terms of specific higher risk predicate offences (e.g. corruption). SAR
reporting is not consistent with the risk profile of certain sectors (e.g. payment
service providers, currency exchange operators and VASPs) and individual
players (e.g. particular banks).

Availability of the reporting regime under Article 74 of the AML/CFT Act for
lower-level suspicions may (indirectly) stimulate defensive reporting practices,
as well as serve to justify the lack of more decisive action by obligated
institutions in circumstances potentially related to ML. The GIFI does not have
sufficient mechanisms for the provision of general and specific feedback to the
obligated institutions on, inter alia, their SAR reporting performance.

The GIFI has the necessary infrastructure, including physical and IT security
measures, for safe receipt and storage of all reports and other disclosures. The
outcomes of the GIFI preliminary and advanced analyses, as well as of the
disseminations to the competent LEAs, have proper structure, involve
reasonable analysis, and convey substantiated conclusions.

Prioritisation of SARs and related analytical proceedings within the GIFI is not
sufficiently standardised to ensure mandatory consideration of all relevant
descriptors of relative significance, which may adversely affect the selection of
cases to be analyzed. Moreover, transformation ratios of the GIFI notifications
and other disseminations to the PPO and the LEAs into investigations and
indictments are low; LEAs mainly use the communication from the GIFI for their
own statutory activities with little or no focus on tracing proceeds of crime.
There are appropriate legal bases and extensive practice of co-operation
between competent authorities to exchange financial intelligence and other
information through disseminations and responses to requests on suspicions
related to ML, TF and predicate offences. Nonetheless, the lack of effective
follow-up mechanisms impedes objective assessment and, subsequently,
improvement of the effectiveness of co-operation between competent
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authorities, as the available mechanism covers only a small segment of the value
chain generated within the AML/CFT system.

Immediate Outcome 7

a)

b)

d)

The country has a broad range of LEAs, but none are designated with specific
responsibility to investigate ML. Each LEA has the competence to investigate ML
in connection to predicate offences, and the competences regarding the latter
are non-exclusive, resulting in overlapping and dispersed responsibilities. LEAs’
practice is almost entirely focused on the predicate offences with no due
attention to the identification of proceeds and the associated ML activities.
Overall, the contribution made by the LEAs to ML identification and
investigations is disproportionate to the important role that they are required
to play with respect to major proceeds generating crimes. Subsequently, there
is a mismatch between the number of ML investigations and the number of
investigations and convictions of proceeds generating predicate offences.

Half of ML investigations are initiated based on the GIFI notifications, which,
however, do not contribute proportionally to ML indictments and convictions.
The indictments and convictions in such cases are less successful than in ML
cases initiated based on other sources, which raises concerns with regard to the
capacity of the authorities to investigate complex ML cases when the link to the
predicate criminality is less obvious.

The authorities have demonstrated a low level of proactiveness concerning ML
investigations related to cross-border cash, which constitutes a major risk for
the country, and have put to limited use the information on ML suspicions
included in the MLA incoming requests, despite the inherent geographic ML/TF
risk.

The overarching role of the PPO in conducting ML investigations appears to be
limited by the fact that the operational activities of the LEAs are not under
prosecutorial supervision and by the special unsupervised tax-related crime
investigations conducted by the KAS independently. As a result, potential ML is
not detected and investigated in all relevant circumstances.

LEAs lack a comprehensive perception of the relevance of parallel financial
investigations, which is mirrored by the number of ML investigations achieved
when comparing the number of proceeds generating predicate crimes being
investigated with the number of cases where money laundering was additionally
investigated. No detailed and meaningful guidelines are available for LEAs and
PPO on ML investigations which would ensure the quality and the uniform
approach towards ML cases among the wide range of LEAs, including through
parallel financial investigations.

ML investigations and prosecutions reflect, to some extent, the risk profile that
the country faces, mostly in relation to tax and fraud crimes. ML cases
investigated and prosecuted do not adequately reflect the cross-border cash
transfer’s risk.
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g)

h)

The authorities have demonstrated effective results in the prosecution of ML in
self-laundering ML cases and, to some extent, third-party ML cases. As to stand-
alone and foreign predicate offences connected ML cases, a positive trend can be
noticed, but the numbers remain behind the ones achieved for self-laundering.
This may be attributed to the high evidentiary standard applied in relation to
the underlying predicate offence; uncertainty as to the evidentiary requirements
in proving stand-alone ML; the general lack of specialised experts in conducting
parallel financial investigations (all authorities); the limited expertise in
conducting criminal investigations, impacting the quality of the presented
evidence before the court (KAS).

The penalties in ML cases have gradually increased, and the range of sentences
included more custodial prison sentences instead of fines. Nevertheless, they
often remain in the lower range of punishment which is not fully dissuasive.
While legal entities are said to be frequently used as a vehicle for ML and the
main predicate crimes, in practice, the criminal liability of a legal person is not
enforced, and no legal persons have been convicted for ML.

No examples/ statistics have been provided on the criminal justice measures
applied in cases where, due to justifiable reasons, it was not possible to secure
an ML conviction.

Immediate Outcome 8

a)

b)

d)

The legal framework was enhanced, but some of the measures still have a
discretionary character (confiscation of instrumentalities), while other
provisions fall short of the standard (inability to confiscate all types of property,
i.e. intangible assets).

Although LEAs achieved some results, especially in cases of ML, the confiscation
of proceeds and instrumentalities is not pursued as a policy objective. This is
confirmed by the lack of comprehensive statistics on the seized, confiscated and
recovered property, which impacts the ability of the Polish authorities to assess
the effectiveness of their own system strategically. The new AML/CFT Strategy
(2021) does not envisage any priority related to the confiscation regime.

The number of decisions on the seizure of property and the value of the seized
property has significantly increased in 2019, compared to the previous years.
This illustrates the efforts of the authorities to seize ill-gotten assets. However,
these figures are extremely low when compared to the estimated proceeds of
crime laundered in Poland.

LEAs could not demonstrate a comprehensive perception of the relevance of
parallel financial investigations. In 2019 the National Assets Recovery Office
(ARO) was established, but in practice, ARO’s activity seems to focus more on
facilitating international co-operation and communication with various
networks and foreign counterparts.

The effective implementation of the cross-border cash control regime in the
non-EU borders has resulted in convictions for fiscal crimes and related fines for
undeclared cash. Still, the regime has not demonstrated its effectiveness for
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detecting ML/TF-related cash/BNIs. In cases of detected false or non-
declaration, the restrained assets concern only the equivalent value of the fine
for the fiscal crime and the remaining assets are returned, even in cases of
suspicions of ML.

There is no single mechanism for asset recovery/managing/disposing of
property and no centralised authority in charge of management of such
property, which impacts the effectiveness.

Recommended Actions

Immediate Outcome 6

a)

b)

d)

The GIFI should revisit its resource distribution arrangements to consider
whether there is need for reallocation of resources towards activities and tasks
directly relevant for AML/CFT; recipients of the GIFI communications should
expressly and effectively focus on initiating and furthering ML/TF investigations
to trace and confiscate criminal proceeds generated in or passing through the
country.

The practice of reporting under Article 86 of the AML/CFT Act for higher-level
suspicions should be improved through guidance aimed to secure blocking or
suspension of as many funds as possible, especially in case of accounts used for
transiting funds through the Polish financial system. The authorities should act
more proactively, applying both supervisory tools of the KNF and analytical
efforts of the GIFI, to timely identify low performers in SAR reporting and to take
remedial action.

A well-established mechanism is needed - at least for the most important
players in the market - to regularly receive, from the GIFI and the supervisors,
analyses and conclusions on matters that have key importance in terms of
effective implementation of the AML/CFT requirements including, but not
limited to, SAR reporting.

The GIFI should further develop and implement a comprehensive set of criteria
for prioritisation of SARs and related analytical proceedings, thus also lowering
the level of subjectivity related to personal decisions of the management. Efforts
of all involved agencies need to be significantly enhanced to achieve early
detection of suspicious business relationships and transactions, thus also
preventing large turnovers before they are reported to the GIFI and
disseminated to the LEAs.

A comprehensive follow-up mechanism is to be implemented to provide for
regular stocktaking of all information exchanges between the GIFI and the
cooperating units. Such mechanism should comprise tools for general and
specific feedback on the use of information exchanges both on a regular and ad
hoc basis.

Immediate Outcome 7

a)

Enhance and formalise the rules for conducting operational activities so that the
LEAs properly and proactively consider ML suspicions of major proceeds
generating crime even in the pre-investigative stage of proceedings. The PPO
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b)

d)

f)

9)

should also analyse the bottlenecks in the criminal procedure that lead to the
identified disproportionalities between high-risk predicate offences and ML
investigations.

Establish a mechanism to ensure that the cases subject to KAS independent
investigation and prosecution in fiscal penal misdemeanours are scrutinized
from the point of view of ML and are referred to the PPO for investigation if
connected to major proceed generating crimes (e.g. tax fraud).

Specific guidelines on identifying and investigating ML should be developed for
the LEAs, including types of ML, specificities for various predicate offences,
typologies, professional ML etc. The guidance should be supported with
systematic training programs for the LEA officers working on cases of proceeds
generating offences.

The PPO should adopt a coherent practice to task selected units of LEAs with ML
investigations that have the appropriate knowledge, experience, and resources.
The PPO should bring more ML indictments to the courts in a broader range of
proceed generating crimes to develop the jurisprudence on third-party and
stand-alone ML and the required level of proof concerning the predicate
offences. Prosecutors should consider separating the ML aspect and continue
the investigation thereof even after indicting the predicate offence.

Align the ML offence’s disposition in the Penal Code with the structure of the
Vienna and Palermo Convention’s ML definition.

Poland should take steps to enhance the dissuasiveness of sentences and
address the lack of ML investigations and convictions against legal persons.

Immediate Outcome 8

a)

b)

d)

The authorities should take urgent action (ia, through strategic and
methodological documents and guidance) to ensure that the confiscation of
criminal proceeds, instrumentalities and property of equivalent value is pursued
as a policy objective. A consistent practise should be developed to enhance the
asset tracing, seizing and recovery aspect of the investigations to substantiate
motions for application of every form of forfeiture.

Poland should establish a reliable, comprehensive and coherent statistical data
gathering regime on seizures, confiscations and asset recovery measures across
the whole criminal procedure, including all actors. This will enable the
authorities to measure and demonstrate the effectiveness and to take strategic
decisions.

The LEAs should continue to expand and reinforce their operational asset
tracing and asset recovery capacities (including through training, use of
accounting/financial experts and methodological tools) to be able to support
and follow up the major proceeds generating crime investigations with in-depth
parallel financial investigation.

The current practice concerning undeclared cash and applied fines needs to be
reconsidered and brought in line with the threats and vulnerabilities identified
in the NRA, as well as scrutinizing ML/TF suspicions.

Poland should establish a coherent system for the handling and management of
secured assets as well as the enforcement of confiscation orders.
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f) Amend the general rules on confiscation in the Criminal Code in order to
expressly cover the confiscation of laundered property, of any type of assets,
including intangible assets, and make confiscation of instrumentalities
mandatory.

114. The relevant I0s considered and assessed in this chapter are 10.6-8. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, R. 3,
R.4 and R.29-32 and elements of R.2, 8,9,15,30,31,34,37,38,39 and 40.

3.2. Immediate Outcome 6 (Financial Intelligence ML/TF)
3.2.1. Use of financial intelligence and other information

Access to information

115. The GIFlis a key source of financial intelligence and other relevant information in Poland.
It has access to a wide range of domestic information sources under Articles 72, 74, 86 and other
provisions of the AML/CFT Act; this includes SARs* and TTRs%, tax and customs databases®, land
and property registers, company and beneficial owner registers®, cross-border cash
declarations®, criminal records, dedicated databases (e.g. World Check), as well as foreign
intelligence provided by counterpart FIUs spontaneously and upon request.

116. The GIFI is empowered to request from obligated institutions additional information
without any restrictions (e.g. no need for a prior SAR), set deadlines for the response based on
urgency and complexity of the request, and require submission of information in parts where
necessary. Accessing information held by obligated institutions is part of the GIFI's routine
activities with appropriate legal empowerment and practical implementation; therefore, no
separate statistics are kept or presented on that feature of its access to information.

117. The GIFI is also authorised to request cooperating units, including LEAs, to provide or
make available any information or documents, including the findings of analyses/ audits and the
data in ongoing investigations, indicating timelines and forms for the communication of
information. The authorities confirmed that such requests are part of daily operations of the GIFI
and the cooperating units, for which separate statistics are not kept, but no impediments have
ever been identified/reported. A special form has been developed to facilitate request-based
information exchanges between the GIFI and the cooperating units.

118. The primary method of making financial intelligence available to the competent
authorities is the GIFI notification under either Article 103 (notifying ML/TF-related suspicions
to the PPO) or Article 106 (notifying non-ML/TF-related suspicions to other competent

33 Here and hereinafter, the abbreviation “SAR” refers to suspicious activity reports and/ or suspicious transaction reports.
34 Here and hereinafter, the abbreviation “TTR” refers to the reports on transactions above the applicable threshold (€15
000)

35 Including general taxpayers register, VAT taxpayers register, list of entities removed from VAT taxpayers register, data
from Standard Audit Files for Tax, information on conducted tax audits

36 Including the National Court Register (NCR), the National Official Register of National Economy (REGON) and the Central
Register and Information on Business Activity (CEIDG)

37 Data is submitted through the electronic communication channel directly to the ICT system of the GIFI.
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authorities) of the AML/CFT Act. In case of communication with the PPO, the GIFI differentiates
between “main” notifications as the original alert sent to it and “supplementary” notifications as
the additions to the original alert communicating further outcomes of the GIFI analysis (e.g.
information requested from obligated institutions or obtained from foreign FIUs). The tables
below present statistics on the GIFI disseminations to the PPO and other competent authorities
over the period 2016-2020 (excluding the responses to the requests from the PPO and other
competent authorities, which are analysed separately):

Table 3.1: GIFI notifications to cooperating units

Cooperating unit 2016 2017 2018 2019 2020
Under Article 103 of the AML/CFT Act (suspicions of ML/TF)

Public Prosecutor’s Office (PPO), including 402 340 436 578 675
“Main” notifications 202 171 184 320 378
“Supplementary” notifications 200 169 252 258 297

Under Article 106 of the AML/CFT Act (suspicions of predicate offences)

All other cooperating units 644 566 615 276 249
Total 1 (Article 103 (“main”) and Article

106) 846 737 799 596 627
Ratio, Article 103 (“main”) to Total 1 24% 23% 23% 54% 60%
Total 2 (Article 103 (all) and Article

106) 1046 906 | 1051 854 924
Ratio, Article 103 (all) to Total 2 38% 38% 41% 68% 73%

119. Overall, on average, 49%38 to 65%3° of the GIFI notifications to the cooperating units
within the considered period is unrelated to ML/TF suspicions and pursues mostly investigation
and prosecution of predicate offences, which rarely involve consideration of ML/TF. This is
confirmed by the statistics on the use of financial intelligence by the competent authorities, as
shown in Tables 3.3-3.7 below. Whereas the share of ML/TF-related notifications to the PPO has
significantly increased over time (from 24% to 60% counting “main” notifications, or from 38%
to 73% counting all notifications), this means that with consideration of the responses to the
requests received from the cooperating units as analysed further below this section, a significant
part of the GIFI resources is still used for purposes that, while serving general interests of the
state in combating economic and other crime, are not focused on initiating and furthering ML/TF
investigations to trace and confiscate criminal proceeds generated in or passing through the
country. This is specifically important given the high level of threats emanating from specific
types of criminality, such as VAT-related fraud, drug trafficking, corruption etc. (see the details in
the analysis for 10.1).

120. Another method for the competent authorities to access financial intelligence is provided
under Article 104 (for the PPO and the courts) and Article 105 (for other competent authorities)
of the AML/CFT Act. Through this method, in addition to various sources of information available

38 Counting all notifications to the PPO
39 Counting “main” notifications to the PPO
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under respective sectorial laws (e.g. the Police Act, the Anti-Corruption Bureau Act, etc.), all law
enforcement agencies?9, as well as the PPO, the KAS, the UKNF, the Supreme Audit Office (NIK)
and the courts may obtain from the GIFI information based “on a written and justified request”
made in the scope of the statutory duties and competences of the mentioned bodies and agencies.

121. In particular substantiated cases, the GIFI may refuse to make information available to
the requesting agencies if that could negatively affect its analysis or expose a natural or legal
person to disproportionate damage. The authorities advise that the single occasions of the GIFI
refusal to provide information (2-3 cases over the period 2016-2020) were technical in nature,
e.g. related to the absence of subject names, the period to be covered, the role of a particular
subject etc.

122. The table below presents statistics on the requests to the GIFI by cooperating units over
the period 2016-2020 and on the responses to such requests:

Table 3.2: Requests to GIFI by cooperating units under Articles 104-105, and responses to
such requests

Cooperating unit 2016 2017 2018 2019 2020
Public Prosecutor’s Office (PPO) 597 747 737 732 844
National Revenue Administration (KAS) 1405 834 575 428 317
Police (incl. PCBI) 145 109 108 126 159
ig;e)rnal Security Agency (ISA) (incl. CTC- c4 40 79 81 86
Central Anti-Corruption Bureau (CBA) 26 31 27 104 84
Border Guard (BG) 27 29 16 21 36
Military Police - - - 5 15
Military Counterintelligence Service (SKW) - 4 49 53 37
Courts 1 6 8 9 7
:[;rr:;;e;g(;f Finance (supervisor for ) ) 12 33 33
Komisja Nadzoru Finansowego (KNF) - - 1 18 13
Total, requests from cooperating units 2255| 1800| 1605 1610 | 1631
Total, responses to cooperating units 1561 963 630 248 247

123.  Asin the case with the GIFI notifications to the cooperating units, on average, 59% of the
requests to the GIFI within the considered period come from the cooperating units other than the
PPO and do not focus on investigation and prosecution of ML/TF. The authorities advise that
responses to the requests from the cooperating units do not trigger full-scope analytical
proceedings and are produced by a dedicated unit responsible for domestic co-operation through
a simplified analysis process (see further details in “Table 3.18: Outcomes of GIFI analyses”). In

40 Including the Police, the Military Police, the Border Guard, the Internal Security Agency, the Intelligence Agency, the
Military Counterintelligence Service, the Military Intelligence Service, the Central Anti-Corruption Bureau, and the Internal
Supervision Inspector.
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relation to this, the significant difference between the numbers of requests received and
responded over the period 2016-2020 needs further interpretation®, as there should be a reason
for that other than single occasions of the GIFI refusal to provide information and the
argumentation that sometimes several requests relate to the same case/ subjects and, therefore,
are covered by one response.

124. Two LEAs, namely the CBA and the ISA, have direct access to the TTR database of the GIFI.
Moreover, the CBA and the KAS have access through the STIR - the ICT system of the National
Clearing House - to information on VAT-paying entities, including records on bank accounts,
beneficial owners and transactions. The Police and other LEAs have access to a wide range of
information, including data that constitutes a tax, banking and professional secrecy (under court
control) and other relevant information. All competent authorities have access to the Central
Register of Beneficial Owners (CRBO), which is a publicly available database.

125.  As challenges in accessing financial intelligence, some of the competent authorities refer
to the unnecessary requirement for a court sanction in order to access bank secrecy in ongoing
investigations when charges have not been brought yet against any person; the long response
time for financial institutions to provide the requested information; the long waiting time for
customs and tax authorities to initiate control activities supporting ML investigations; and the
insufficient coordination among various competent authorities impeding more efficient
information exchange and investigation. All competent authorities consider the quality of
information available or accessible to them as accurate and adequate.

Use of information

126. There are no comprehensive and accurate statistics on the use of financial intelligence
accessed or obtained by the competent authorities from the GIFI and other sources in criminal
investigations. Therefore, the assessment team looked at the issue from the standpoint of
individual competent authorities based their statistics in an attempt to achieve an all-
encompassing view of how the system works.

Table 3.3: Use of GIFI disseminations by PPO under Article 103 (“main” notifications)

Indicator 2016 2017 | 2018 | 2019 | 2020
Notifications to PPO 202 171 184 320 | 378
Refusals to institute criminal proceedings 15 11 11 10 | N/A
Notifications attached to ongoing investigations N/A 7 56 102 | N/A

Notifications having triggered new investigations N/A 153 117 208 | N/A

Indictments signed off on completed
investigations N/A 49 46 61| N/A

41 One of the reasons for the said difference might be double counting of the notifications to cooperating units under Article
106 and responses to the requests from them under Article 105 of the AML/CFT Act (as presented in Table 3.4 below). In
any case, the lack of consistent and reliable statistics is a serious issue with significant impact on the analysis of various

aspects of the AML/CFT system in Poland.
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Ratio, notifications attached to ongoing

investigations/ notifications N/A 4% 30% 32% | N/A
Ratio, new investigations to notifications N/A 93% 91% 95% | N/A
Ratio, indictments to notifications N/A 30% 36% 28% | N/A

127. Data in the table above shows that from all the GIFI “main” notifications to the PPO on
ML/TF suspicions, on average, 93% become new investigations, of which 31% become
indictments for ML/TF. Importantly, in the considered period, as many as 47 “main” notifications
of the GIFI to the PPO (data for 2020 is missing) have been refused for instituting a criminal
investigation with reference to the lack of justified reasons to suspect that a criminal offence has
been committed. As a result, the trend over the considered period is decreasing, from 7% to 3%,
and thus positive. Nonetheless, the fact that the share of notifications attached to ongoing
investigations has significantly increased up to almost one-third of all notifications to the PPO
might be indicative of overextended processes both at the end of obliged entities - related to
maintaining business relationships that keep triggering SARs filed with the GIFI and forwarded
to the PPO and at the end of the PPO - related to lengthy periods of investigation on the subjects
of GIFI notifications (vis-a-vis the lack of many complex investigations, which might involve
numerous notifications and thus necessitate longer investigation periods).

128. The analysis of the use of GIFI communication with the PPO would be incomplete without
considering the number of requests received and responded to on ML/TF suspicions. As shown
in Table 3.3, within the considered period, the PPO has made to the GIFI a total of 3,657 requests,
or 41% of all requests from the cooperating units. While there are no separate statistics on the
number of the PPO requests responded to by the GIFI (and considering the significant difference
in the numbers of received and responded requests as shown in Table 3.3), the assessment team
reasonably assumes that such a large number of requests for information, which is almost three
times bigger than the total number of 1,255 GIFI “main” notifications made to the PPO, should
have created added value in the form of additional ML/TF investigations initiated by the PPO (or
by LEAs with a mandate to investigate ML/TF, should the PPO make requests to the GIFI within
investigations initiated by such LEAs). The authorities justifiably argue that in some cases, one or
more requests are sent to the GIFI further to the “main” notifications made earlier by it, or within
the scope of the same investigation (sometimes both by the PPO and by the LEA to which the case
has been assigned) and, therefore, every response to a request from the PPO should not account
for a separate investigation.

129. Nevertheless, considering that in every single year within the considered period, the
number of ML/TF investigations initiated by the PPO has never exceeded the number of the
“main” notifications made by the GIFI, while the ratio of new investigations to GIFI notifications
has roughly remained the same, effective use of the GIFI responses to the PPO requests remains
questionable within the context of the overall communication between the GIFI and the PPO (and
LEAs, where applicable).

130. Next, the assessment team considered statistics on the GIFI communication (i.e.
notifications and responses to requests on suspected predicate offences) with the cooperating
units over the period 2016-2020, as presented below (a breakdown of the statistics to individual
cooperating units, which would make the analysis more targeted, is not available):

Table 3.4: GIFI communication with cooperating units under Article 105 (responses to
requests) and Article 106 (notifications)

56



Cooperating unit 2016 | 2017 | 2018 | 2019 | 2020

Notifications (under Article 106) 644 566 615 276 249

Responses to requests (under Article 105) 1561 963 630 248 247
2 1 1

Total 205 529 245 524 496

131. The data in the above table has been compared with that on the use of information as
reported to the GIFI by individual cooperating units under Article 14(5) of the AML/CFT Act
stipulating provision of feedback on the actions taken with regard to provided information. Such
data is available primarily for the KAS and Police (from the GIFI Annual Report for 2020)42:

Table 3.5: Use of GIFI communication by KAS, 2020

Action taken Number Share in total
Attached to ongoing tax and customs control 209 33%
Currently subject to further analyses 203 32%
Forwarded to KAS subdivisions for further processing 67 11%
Initiated tax and customs control 63 10%
Not acted upon/ shelved 56 9%
Used otherwise as part of own statutory activities 26 4%
Forwarded to PPO/ LEAs for initiating criminal
proceedings 6 1%
Used for blocking accounts for fiscal crimes 2 0%
Total 632 100%

132. Based on the data in the table above, 43% of the GIFI communication to the KAS is used
to initiate tax and customs controls or to supplement existing controls. Another 44% is subjected
to further analyses (potentially indicating a large backlog of cases on the recipient’s side), on 9%
of communication, no further action is taken (potentially indicating the need for better
interaction between the GIFI and the KAS to fine-tune the scope/substance of requested data to
enhance usability of communicated information), and only 1% is forwarded to the PPO/ LEAs for
initiating criminal proceedings (still unclear whether with or without charges of ML). In relation
to this, the authorities advise that the KAS follows the principle of the economics of proceedings;
their objective is to recover unpaid taxes and to bring the perpetrators to justice. Accordingly,
they may refrain from taking action if that objective, in their opinion, cannot be achieved
effectively (e.g. no transactions, no assets, the owner of the company is no longer in Poland etc.).
This confirms the AT’s conclusion on the lack of LEA’s focus on ML/TF.

42 [deally, the figures in this and the next table should be comparable to the sum of the respective figures in Table 3.1 (on
the number of the GIFI notifications to the cooperating units) and in Table 3.2 (on the number of requests made by the
cooperating units to the GIFI), which is not the case due to the lack of centralized uniform statistics on exchanges of
information between competent authorities and on outcomes of using such information.
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Table 3.6: Use of GIFI communication by Police, 2020

Action taken Number Share in total
Currently subject to further analyses 101 59%
Attached to ongoing preparatory proceedings 25 15%
Used otherwise as part of own statutory activities 19 11%
Response indicated lack of information on request
subjects 10 6%
Verified negatively (proceedings not initiated) 6 3%
Forwarded to PPO for initiating criminal proceedings 6 3%
Used as part of international exchange of information 3 2%
Forwarded to KAS for further processing 2 1%
Total 172 100%

133. A similar picture is portrayed looking at the outcomes of using the GIFI communication
by the next key recipient, namely the Police. Here the share of information subjected to further
analysis (59%) is even larger than in the case of the KAS, another 11% is used as part of own
statutory activities, and only 3% is forwarded to the PPO for initiation of criminal proceedings

not necessarily with ML charges.

134. To conclude the topic on the use of financial intelligence accessed by competent
authorities in Poland, summary data provided by the PPO shows the number of criminal
investigations initiated based on information received from all domestic and foreign sources:

Table 3.7: Instigated money laundering investigations, by source of information

Total Share in
Source of information 2018 2019 total

General Inspector of Financial Information

(GIFT) 117 208 325 43%
Public Prosecutor’s Office (PPO) 54 68 122 16%
National Revenue Administration (KAS) 18 25 43 6%
Police (incl. PCBI) 18 35 53 7%
Internal Security Agency (ISA) (incl. CTC-

ISA) 6 10 16 2%
Central Anti-Corruption Bureau (CBA) 2 4 6 1%
Border Guard (BG) 2 1 3 0%
Courts 4 1 5 1%
Foreign sources 1 3 4 1%
Public administration bodies 1 2 3 0%

58




Komisja Nadzoru Finansowego (KNF) 1 - 1 0%
National Guarantee Funds 1 - 1 0%
Banks 45 39 84 11%
Cooperative savings and credit unions 2 - 2 0%
Natural and legal entities 40 41 81 11%
Total 312 437 749 100%
135. As one can see in the table above, while the GIFI is a key source of information for

initiating ML investigations in the country, the PPO is the initiator of investigations in 16% of
cases. A modest share of 6% and 7% of ML investigations is initiated further to notifications to
the PPO by, respectively, the KAS and the Police, although these two agencies are the largest
“consumers” of information from the GIFI with, respectively, 40% and 50% share of the KAS and
7% and 15% share of the Police as requesters of information and receivers of notifications from
the GIFI. A positive aspect is that 11% of the investigations are initiated based on information
received from natural and legal entities, which indicates a proactive approach within the society
to report potential crimes.

136. The last, but not least, descriptor of the use of financial intelligence by competent
authorities is the number of notifications sent to the GIFI on decisions about blocking accounts or
suspending transactions, instituting criminal proceedings, bringing charges or indictments in
ML/TF cases. Reliable statistics on this is available for the PPO only, which provides feedback to
the GIFI under Article 81 of the AML/CFT. The table below presents statistics over the period

2016-2020:
Table 3.8: Notifications to GIFI by PPO under Article 81
2016 2017

2020
185

2018 2019

191

Cooperating unit

Number of notifications 51 77 90

137. The PPO has also presented a breakdown of data to the stages of such procedure, as
presented in below statistics for the period 2018-2020:

Table 3.9: Notifications to GIFI by PPO under Article 81, by stage of criminal proceedings

Stage of criminal proceedings 2018 2019 2020
Instituting preparatory proceedings 28 54 52
Conducting preparatory proceedings 18 39 29

Bringing charges 34 83 82
Bringing indictment 10 15 22
Total 90 191 185

138.

Further aspects of the use of financial intelligence and other relevant information to

develop evidence and trace criminal proceeds related to ML/ TF and predicate offences is
presented under the analysis for Core Issue 6.3 (regarding the extent to which FIU analysis and
disseminations support operational needs of competent authorities), as well as 10s 7 and 9
(regarding investigation and prosecution of ML/TF).
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3.2.2. STRs received and requested by competent authorities

Reports and disclosures received from obligated institutions

139.  Obligated institutions file two types of SARs with the GIFI. The first type of SAR is filed
under Article 74 of the AML/CFT Act in relation to “any circumstances which may indicate the
suspicion of committing the crime of money laundering or financing of terrorism” no later than two
business days following the day of confirming the suspicion. These SARs are associated with
situations whereby the obligated institution does not have much information or arguments to
substantiate its suspicions but also cannot assign the respective business relationship to the pool
of “normal” ones due to certain features (e.g. lack of sufficient CDD information, unclear business
profile, etc.). The assessment team considers that availability of the reporting regime under this
article may (indirectly) stimulate defensive reporting practices, as well as serve to justify the lack
of more decisive action by obligated institutions in circumstances potentially related to ML, e.g.
in case of business relationships with shell companies widely used in VAT-related fraud and
similar crimes (also see the analysis of the data in Table 3.10 on the proportion of SARs filed with
GIFI under different regimes).

140. The second type of SAR is filed under Article 86 of the AML/CFT Act immediately upon
having “justified suspicion that the specific transaction or specific assets may be associated with
money laundering or financing of terrorism”, for which the GIFI has 24 hours to confirm blocking
the account or suspending the transaction. These SARs are associated with situations whereby
the suspicions of the obligated institution have matured to an extent of considering the
application of provisional measures to prevent the flight of funds on suspected accounts. The
assessment team considers that the practise under this reporting regime needs to be further
improved to secure blocking or suspension of as many funds as possible, especially in the case of
accounts used for transiting funds through the Polish financial system (also see the analysis of
the respective data in Table 3.19 on assets included in notifications, blocked account balances and
suspended transactions).

141. The GIFI also receives notifications from the obligated institutions*3 under Article 89 of
the AML/CFT Act on business relationships or transactions that they report directly to the PPO
upon “acquiring reasonable suspicion” that the assets are proceeds of, or associated with, a crime
other than ML, TF, or fiscal crimes. Upon receipt of the respective notification, the PPO has 96
hours to issue a decision on the institution or a refusal to institute relevant proceedings and
should immediately notify the obligated institution of such a decision. If proceedings are
instituted, the PPO will block the account or suspend the transaction for a period not longer than
six months.

142. Another type of report is stipulated under Article 90 of the AML/CFT Act, whereby
obligated institutions notify the GIFI on business relationships or transactions that, while having
the features of those reported under Article 86, were not blocked or suspended. The reasons for
the failure to comply with the requirements of Article 86 are attached to such reports, mainly
associated with situations when suspicions arise after the funds are gone—the element triggering
the suspicions emerges after carrying out the transaction.

143. The GIFI also receives other disclosures from the obligated institutions not qualified as
SAR, mostly related to the provision of supplementary information or other communication on

43 Except for banks, branches of credit institutions, cooperative savings and credit unions
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previously filed SARs or GIFI requests. The table below provides statistics on SARs and related
disclosures filed with the GIFI by obligated institutions over the period 2016-2020:

Table 3.10: SARs and related disclosures filed with GIFI by obligated institutions

Sources of and bases for reporting 2016 2017 2018 2019 2020
SARs under Article 74 2996 3211 2853 3313 3172
SARs under Article 86 363 131 153 305 324
Notifications under Article 89 - - - 3 3
Notifications under Article 90 - - - 63 21
Other disclosures - - - 13 67
Total 3359 | 3342 3006| 3697 | 3587
Ratio, Article 74 SARs to all disclosures 89% 96% 95% 90% 88%
Ratio, Article 86 SARs to all disclosures 11% 4% 5% 8% 9%

144. Hence, on average, 91% of all SARs come under the regime stipulated by Article 74 of the
AML/CFT Law, i.e. are associated with lower level suspicions whereby obligated institutions
articulate circumstances potentially indicating to the possibility of - but not features
substantiating - ML/TF suspicions. On the other hand, if the data for 2016 is dropped (since the
authorities advise that the share of SARs filed under Article 86 is not reliable as it comprises a
large number of uniform notifications filed by a single postal operator), the year-on-year
proportion of the SARs filed under Article 86 over the considered period shows a slowly
increasing dynamics, which is indicative of the need for further guidance and training for
obligated institutions to improve their skills and ability to file better justified SARs, thus also
reducing the work done by the GIFI subsequent to SARs that provide little or no details on the
features substantiating ML/TF suspicions.

145. The GIFI advises that the significant majority of SARs filed by obligated institutions
contain complete, accurate and adequate information that enables evaluating the case and, in
combination with additional data available to it, making the decision whether the case should be
disseminated to the PPO as a notification on suspicion of ML or TF, or to other competent
authorities as a notification on suspicion of other crimes. The SARs which form the basis of the
GIFI analysis are filed in the form of a descriptive text document, wherein obligated institutions
set out the reasoning of their suspicions. Among obligated institutions, banks keep records of all
individuals and companies that have been subjects of their SARs or previous GIFI requests. They
monitor the accounts, detect when new contractors appear in the transactions and send follow-
up SARs linking them to previous SARs or GIFI requests.

146. Nevertheless, the GIFI observes that some SARs have shortcomings in terms of missing
CDD or account information or inadequate justification of the suspicion, which are particularly
challenging in case of SARs reported pursuant to Article 86 of the AML/CTF Act due to the 24-
hour deadline to make the decision on blocking the account or suspending the transaction. To
remedy this shortcoming, the GIFI has instructed obligated institutions to apply all relevant CDD
measures first and, only upon having all necessary information and documents, consider filing a
SAR with the GIFL. It also provides written materials (handbooks/ typologies) and training aimed
at enhancing the quality of SARs.
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147. Another parameter of SAR quality is their alignment with the prevalent risks in the
country. Whereas the assessment team has not been provided with structured statistics on the
typologies underlying SARs filed by the obligated institutions, relevant conclusions can be
indirectly drawn looking at the breakdown of the value of blocked accounts and suspended
transactions based on SARs, as well as on alerts from the cooperating units, as follows:

Table 3.11: Breakdown of value of blocked accounts and suspended transactions, by type
of suspected criminal activity

Category 2016 2017 2018 2019 2020

Other fraud/extortion 51700 | 14600| 67500| 80497 | 69783

Other penal fiscal offences 39900 | 73200| 59600 | 40413 | 62160

VAT fraud in international trade 63300 | 41600 | 50200| 48845 | 45300

Phishing attacks 1300 5500 2000 | 24558 4114

111

Other 17900 -1 19800 | 20609 398

Terrorist activity - - -| 18558 -

Acts to detriment of economic entity 1400 4000 6500 | 15055 3521
Smuggling or illegal trading in other

goods 29900 0 3700 | 10599 7137

Corruption - 4100 3900 4112 1702

317

Smuggling/drug trafficking 0 2100 700 793 716

Smuggling/trading in tobacco products 1200 - - 138 155

Theft - - - 21 1

Other predicate offences 1800 2100 | 29400 - 1516

208 147 560 264 307

Total 400 200 300 198 503

148. On average, 35% of the typologies reported in SARs pertain to VAT-related fraud and
other penal fiscal offences, 22% to drug trafficking/ smuggling, which is commensurate with the
landscape of prevalent proceeds-generating crimes in the country. Nonetheless, SARs with
underlying typologies of corruption offences comprise 1% only, which is not consistent with the
significance of the threat emanating from this predicate offence, even having regard to its highly
latent nature and complexity of methods of laundering the proceeds of crime. In relation to this,
the authorities advise that the low level of SARs specifically associated with corruption-related
suspicions is “compensated” by the number of the GIFI analytical proceedings concerning
corruption, which are then notified to the CBA (overall 375 disclosures as notifications under
Article 106 and responses to requests under Article 105 of the AML/CFT Act within the period
2016-2020). Nevertheless, the very low number of ML investigations instigated by the CBA (2
cases in 2018 and 4 cases in 2019) and the lack of statistics on corruption investigations
instigated by the CBA further to the GIFI notifications do not enable a conclusion that corruption
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offences are appropriately identified, and relevant disseminations of the GIFI are properly used,
within the AML/CFT system.

149. The tables below show the concentration of SAR reporting by different types of obligated
institutions:

Table 3.12: SARs filed with GIFI by different types of obligated institutions

Obligated institutions 2016 2017 2018 2019 2020
Banking sector 2836 3104 2779 3538 3345
Cooperative savings and credit unions 33 44 24 5 6
Insurance sector 6 4 14 14 12
Capital sector 18 16 22 22 19
Payment services providers 18 19 30 58 72
Currency exchange sector 21 1 2 4 6
Other financial institutions 13 9 9 20 45
Gambling sector - - 9 5 8
High value goods dealers 35 43 77 13 2
Legal professionals 15 20 16 8 3
Tax and accounting advisers 12 12 2 8 17
NGOs - - - 1 2
VASPs - - 1 - 50
Total 3007 3272 2 985 3 696 3 587
150. According to the data in the table above, on average, 94.3% of SARs come from the

banking sector, which is commensurate with its 70% share of the financial sector total assets and
diversity of products/ services offered to customers. Nonetheless, certain obligated institutions,
such as payment service providers, currency exchange operators and VASPs, given the risk profile
of their activities, would be expected to have a more significant contribution in terms of SAR
reporting compared to the current practices of, respectively, 1.2%, 0.2% and 0.31% (although in
absolute numbers a major increase of SARs filed by VASPs has been recorded, i.e. 1 in 2018 and
50 in 2020).

151. Concentration of SAR reporting is also an issue within the bank sector, which is the major
contributor of SARs in the AML/CFT system. The table below depicts a sanitised breakdown of
SARs reported over the period 2019-2020 by individual banks:

Table 3.13: SAR reporting by individual banks

Bank 2019 2020 Average
B509 17.3 15.5 16.4
B1017 16.4 28.3 22.3
B1096 13.7 10.6 12.2
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B1230 7.9 5.2 6.5
B7132 4.8 0.0 2.4
B1496 4.5 4.6 4.6
B1085 4.2 7.1 5.6
B541 3.0 3.3 31
Others 28.3 25.5 26.9
Total 100.0 100.0 100.0

152. As shown in the table above, the first five contributors of SARs produce 60% of the total
number of SARs. This could be considered normal with regard to the size of the banks, as well as
their business model, risk profile, consumer base and other relevant characteristics. Nonetheless,
meetings during the onsite visits revealed that one of the most significant players in the market
providing the whole range of the products and services stipulated by the license and having
comparable (or even higher) parameters of activities vis-a-vis the top three reporting banks has
been filing around 120 SARs annually over the period 2016-2020. This may suggest inadequate
reporting practices in particular banks within the sector.

153. In relation to this bank, the authorities inform to have taken action since 2019, due to
which in 2021 penalties were imposed and criminal proceedings were initiated against the staff
of one particular branch of the bank responsible for reporting suspicious activity. They advise
that the bank has a smaller percentage of corporate and non-resident clients (although the bank
confirmed otherwise during the onsite meeting), has well-functioning procedures for customer
onboarding (particularly for foreigners and Polish companies controlled by them), thus justifying
the low number of cases of identified ML/TF suspicion. In this regard, the assessment team
considers that the authorities should act more proactively, applying both supervisory tools of the
KNF and analytical efforts of the GIFI to identify low performers and take remedial action
promptly.

154. In addition, obligated institutions** file TTRs with the GIFI on transactions with a value
over €15 000, related to cash deposits to and withdrawals from accounts, transfers of funds*s,
currency exchange transactions and certain notarial operations. Around 30-35 million reports
per year are added to the TTR database, which is extensively used for operational analysis
conducted by the relevant divisions of the GIFI.

Reports and disclosures received from cooperating units and other sources

155. Cooperating units are also obligated to “immediately notify the GIFI of a suspicion of
committing a crime of money laundering or financing of terrorism”. With regard to the SARs from
cooperating units (mostly from the KAS and the Police), these are sometimes follow-ups of
previous working contacts related to the contents of a to-be-filed SAR. Accordingly, the GIFI does
not face major problems with inadequate justification of the suspicion. Nevertheless, in certain
cases, these SARs do not meet the expected quality standard in terms of missing identification
data disabling proper identification of individuals or businesses; lack of information regarding

44 Except for currency exchange offices, notaries, attorneys and legal advisers, tax advisers and intermediaries in real estate
trading
45 Except for certain types of intra-institution and domestic transfers
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the alleged stage of ML and the related transactions; and very general information about the
predicate offence indicating lack of strong evidence.

156. The GIFI also receives disclosures from other sources, such as anonymous
whistleblowers, for which the procedure of registration and analysis is the same as for SARs. The
table below provides statistics on SARs and related disclosures filed with the GIFI by cooperating
units and other sources over the period 2016-2020:

Table 3.14: SARs and related disclosures filed with GIFI by cooperating units and other
sources

Sources of and bases for reporting 2016 2017 2018 2019 2020
SARs from cooperating units under Article
83 853 796 543 240 143
Other disclosures from cooperating units - - - 53 36
Disclosures from other sources 55 47 97 110 39
Total 908 843 640 403 218

157. Over the period 2016-2020, the number of SARs filed by cooperating units has been
steadily decreasing, mainly due to lower levels of reporting by the KAS. This is not commensurate
with ML threats emanating from certain types of predicate offences with the highest potential of
generating proceeds of crime, wherein VAT-related fraud is the number one offence in the
country. On a related note, KAS is not a major contributor to the PPO in notifications to instigate
ML investigations (see Table 3.7 in the analysis for Core Issue 6.1), meaning that it does not focus
on tracing and confiscating proceeds generated through fiscal crimes.

Table 3.15: Breakdown of SARs filed with GIFI by cooperating units under Article 83

Cooperating unit 2016 2017 2018 2019 2020
National Revenue Administration (KAS) 788 751 479 141 29
Police (incl. PCBI) 55 40 54 94 104
irsll‘ie)rnal Security Agency (ISA) (incl. CTC- 4 1 7 ) 9
Central Anti-Corruption Bureau (CBA) 4 2 2 3 6
Border Guard (BG) 2 2 1 - 2
Total 853 796 543 240 143

158. The GIFI has the necessary infrastructure, including physical and IT security measures,
for safe receipt and storage of all reports and other disclosures sent by obligated institutions and
cooperating units. The authorities do not report any instances of a security breach, information
leakage or tipping-off caused by or facilitated through to the actions of the GIFI.

159. The GIFI does not have sufficient mechanisms for the provision of general and specific

feedback to the obligated institutions on, inter alia, their SAR reporting performance. General

feedback is delivered through meetings at different fora, such as at the Polish Banks Association,

publication of communiques on the GIFI website on issues that need clarification, publication of

annual reports, meetings with individual obliged entities, workshops on typologies and trends,
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etc. To improve the reporting performance by obligated institutions, a well-established
mechanism is needed - atleast for the most important players in the market - to regularly receive,
from the GIFI and the supervisors, analyses and conclusions on matters that have key importance
in terms of effective implementation of the AML/CFT requirements including, but not limited to,
SAR reporting. As for specific feedback, this is limited to the GIFI obligation to inform the
obligated institutions about making a notification to the PPO further to a SAR filed by them, with
no communication on the status of other SARs, including the reasons for their non-escalation to
the LEA.

3.2.3. Operational needs supported by FIU analysis and dissemination

160. In terms of legal definition, the Polish FIU is represented by one person - the General
Inspector of Financial Information - whom Article 10 of the AML/CFT Act defines as one of the
“competent government administration authorities in charge of counteracting money laundering
and financing of terrorism” (the other authority is the Minister of Finance). The GIFI is appointed
and dismissed by the Prime Minister of Poland at the request of the Minister of Finance after
seeking the opinion of the minister competent for coordination of special services’ activities and
has the status of the Secretary or Undersecretary of State in the office of the Minister of Finance.

161. The authorities advise that, due to respective arrangements within the Polish legislation,
all activities of government agencies are done on behalf of the first person in the agency;
consequently, the AML/CFT Act lists all duties and powers of the FIU as those assigned to the GIFI
personally. In practice, the GIFI has issued a written authorisation for the Director of the
Department of Financial Information (DFI) to perform all these duties and powers except for
signing off the NRA, the National AML/CFT Strategy, annual reports, communiques to the private
sector published on the GIFI website, as well as representing the national FIU at the Parliament,
the Cabinet of Ministers etc. To avoid confusion, all references in this report to the GIFI pertain to
the DFI as the structural department within the Ministry of Finance, unless specified otherwise.

162. The DFI has its own structure and internal regulations. Divisions of the DFI fulfil tasks
related to the core function of analysis (i.e. the divisions for preliminary, regular and complex
analyses with a total of 29 staff positions; the divisions for data processing and modelling with a
total of 12 staff positions), receipt and dissemination (i.e. the divisions for national and
international co-operation with a total of 18 staff positions), as well as tasks related to support or
supplementary functions (i.e. the division for control with 12 staff positions, the team for legal
assistance and the team for national risk assessments with three staff positions each).

163. The DFI owns an IT system - the SIGIIF - specifically designed and implemented to serve
its functions and tasks. It is separated from similar systems of the Ministry of Finance and is
maintained by the IT unit within the DFI. SIGIIF is comprised of the so-called external and internal
modules. The external module is used for receiving SARs, TTRs and other communication from
obligated institutions, as well as for enabling access of relevant data to obligated institutions and
cooperating units. Data is received via a special interface or website, encrypted and signed with
a qualified electronic signature. The internal module is used for analytical processing of
information with tools for data search, link and statistical analysis. Apart from the SIGIIF, the DFI
analysts also have access to other analytical software, such as Data Walk or Clementine.

164. Each SARreceived atthe DFIis first screened by the Deputy Director overseeing analytical
units to determine its priority and urgency and is assigned to the division responsible for
preliminary analysis, where the analyst fills in a score sheet assigning points to the case. Cases
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that receive points above the pre-determined threshold are qualified as “active” cases proposed
to be forwarded for further analysis; those below the threshold remain as “passive” cases. The
Deputy Director makes the final decision on the status of the case. Any “passive” case may be
forwarded for further analysis whenever there is new information that justifies doing so.

165. Insome instances, a case may bypass the scoring stage and be immediately forwarded for
further analysis, for example, when obligated institutions send a SAR under Article 86 of the
AML/CFT Act seeking the DFI confirmation to block an account or suspend a transaction, or when
cooperating units send SARs asking to consider the possibility of blocking an account or
suspending a transaction. On the other hand, in some instances, a case may also be qualified as a
“passive” one without the scoring stage, e.g. when the obligated entity states in the SAR that LEAs
have been informed of the case pursuant to Article 89 of the AML/CTF Act.

166. There is also a third category called “registered” cases, which are neither “active” or
“passive” and form the pool of the analytical proceedings triggered by SARs that are not attached
to an existing case, are not considered a priority, do not prove positive for links to previous
requests or other alerts, and are not associated with higher risk areas (such as trade in drugs and
medicines, virtual currencies, cross-border movements of cash etc.). The table below presents
statistics on the categories of ML analytical proceedings initiated by the GIFI within the period
2016-2020:

Table 3.16: Categories of ML analytical proceedings initiated by GIFI

Category 2016 2017 2018 2019 2020
“Passive” cases 978 883 993 1057 951
“Active” cases 1040 901 793 734 663
“Registered” cases 491 782 374 710 643

Total 2509 2 566 2160 2501 2 257

* Over the considered period, the GIFI also initiated 195 TF analytical proceedings (see the
relevant statistics in Table 3.18)

167. To enable relevant comparisons, the assessment team considered the number of all SARs
filed by obligated institutions and cooperating units within the same period:

Table 3.17: SARs and other disclosures filed with GIFI

Source of SAR or other disclosure 2016 2017 2018 2019 2020
Obligated institutions 3290 3272 2982 3697 3587
Cooperating units 853 796 543 293 179
Other sources 55 47 97 110 39
Total 4198 4115 3622 4100 3805

168. Comparing the number of analytical proceedings initiated by the GIFI with the number of
all SARs filed by obligated institutions and cooperating units within the considered period, there
is a significant difference totaling on average 40% of all filings annually. The authorities advise
that, at an average 1.65 SAR per case indicator over the considered period, this difference
comprises the SARs that are attached to an existing “passive” or “active” case or revitalize an
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existing “registered” case sending it to pre-analysis for re-determination of status as “active” or
“passive”. Nonetheless, following the principle that each SAR should end up joining one of the
specified three categories of analytical proceedings within the GIFI, and considering that
responses to requests from domestic and foreign counterparts are not registered as separate
cases/ analytical proceedings, this difference most probably comprises either the backlog of SARs
awaiting initial screening and prioritisation for subsequent assignment to the respective category
of analytical proceedings, or a fourth category of disclosures filed with the GIFI and not explained
to the assessment team as far as their further processing and use are concerned. It is also possible
that the above-mentioned difference is due to inconsistencies of the system/ software used to
generate statistics on the numbers of SARs, analytical proceedings and other deliverables of
internal procedures.

169. Prioritisation of SARs and related analytical proceedings is done similarly in the course of
preliminary and advanced analysis, considering first whether the SAR requires urgent action in
terms of blocking an account or suspending a transaction, concerns TF suspicions, pertains to the
higher risk areas identified by the NRA“, is related to previous/ ongoing cases or information
received from cooperating units, contains information on specific predicate offences, or is
specified as a priority by the Director, the Deputy Director or the head of the respective analytical
unit. Such prioritisation, while quite reasonable in terms of initial processing of newly arrived
SARs, is not sufficiently standardised to ensure mandatory consideration of all relevant
descriptors of relative significance, which may adversely affect the selection of cases to be
analyzed.

170. To remedy this, the GIFI should further develop and implement a comprehensive set of
criteria for prioritisation of SARs and related analytical proceedings, thus also lowering the level
of uncertainty related to personal decisions (e.g. prioritisation by the Director or the Deputy
Director), which technically cannot be well-informed to due to the large number of SARs received
daily (on average 15-16 per working day) and the lack of initial outcomes of analysis to make
such decisions (the authorities advise that this process will be further formalised).

171.  “Active” cases proposed for advanced analysis are forwarded to the units in charge of
regular and complex cases. Throughout the course of the analysis, the analyst decides whether
additional information is to be requested from obligated institutions or cooperating units to
further the work. Such requests are authorised by the head of the relevant unit upon verification
of the legal basis and the scope of information requested. Authorisation is also required for
requests to block an account or suspend a transaction, disseminations to the PPO or other
competent authorities, requests and spontaneous disclosures to foreign FIUs, and summaries for
case closure. Each search in the databases with sensitive information is registered and can be
executed only through personal login ID and password. Access to databases is granted only on a
“need to know” basis.

172. Outcomes of the GIFI analyses are considered in terms of the notifications to the PPO on
ML/TF suspicions and to other competent authorities on suspicions of predicate offences:

46 These areas are mainly defined in terms of high-risk countries and regions (associated with armed conflicts, tax havens,

drug production countries etc.)
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Table 3.18: Outcomes of GIFI analyses

2016 2017 2018 2019 2020
Analytical proceedings initiated for ML 2509 2566 2160 2501 2257
Including, "self-initiated" analyses 54 45 71 27 68
Analytical proceedings initiated for TF 89 37 41 19 9
Including, "self-initiated” analyses 2 - - - -
Total, analytical proceedings 2 598 2603 2201 2520 2 266
Notifications to PPO ("main") 202 171 184 320 378
Notifications to PPO ("supplementary") 200 169 252 258 297
Notifications to other competent
authorities 644 566 615 276 249
Total, notifications (with PPO "main"
only) 846 737 799 596 627
Ratio, notifications (with PPO "main"
only) to analytical proceedings 33% 28% 36% 24% 28%
Total, notifications (with PPO "main"
and "supplementary") 1046 906 1051 854 924
Ratio, notifications (with PPO "main" and
"supplementary") to analytical
proceedings 40% 35% 48% 34% 41%

173. The number of “self-initiated” analyses, which are triggered by the requests or other
alerts from the domestic and foreign counterparties, is relatively small compared to the number
of such requests (see “Table 3.2: Requests to GIFI by cooperating units under Articles 104-105,
and responses to such requests” in the analysis for Core Issue 6.1, as well as the respective
statistical data in the analysis for [0.2), indicating that the GIFI rarely finds value in information
requests to launch its own analysis. The authorities advise that requests often involve SARs/cases
already in progress; therefore, initiating a new case on own initiative is not necessary. This,
however, should be considered in the broader context of effective use of the GIFI responses to the
requests from the cooperating units, as analysed under sub-section “Use of information” above.

174. The ratio of notifications to analytical proceedings, on average within the range of 30%4%7
to 39%?*8 over the considered period, declined from 33% in 2016 to 28% in 2020 (counting “main”
notifications to the PPO, which are the primary triggers for initiating new investigations). The
authorities explain this with the argumentation that a notification does not equal a case, and
sometimes more than one analytical proceeding can be reported to the LEAs within one
notification. As a reason behind this, they present that the links to other proceedings not obvious
atthe moment of initiating a new proceeding may be identified during the analysis, which appears
to conflict with the statement that all SARs are pre-screened for links with previous/ ongoing

47 Counting “main” notifications to the PPO
48 Counting all notifications to the PPO
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cases. In any case, there still needs to be a reasonable explanation about, for instance, why it
would be necessary to have on average three separate analytical proceedings reported to the
competent authorities in one notification, why the ratio of “main” notifications to analytical
proceedings would decline over time, to demonstrate, for example, that more and more analyses
do not end up with a conclusion that there is nothing worth of dissemination to the LEAs, thus
indicating either insufficient quality of SARs/ other alerts or inadequate outcomes of analysis to
support the needs of competent authorities.

175. Another measurement of the extent to which FIU analysis and disseminations support the
needs of competent authorities is the value of assets indicated in the notifications to the
competent authorities compared to the value of blocked account balances and suspended
transactions on the FIU’s own initiative or further to requests from the competent authorities:

Table 3.19: Statistics on assets included in notifications, blocked account balances and
suspended transactions

Indicator 2016 2017 2018 2019 2020
Value of assets involved in notifications to
LEAs (PLN billion) 18.6 6.2 6.3 11.6 15.4
Accounts blocked, domestic 325 351 302 640 673
Of which, on GIFI's initiative 295 310 233 392 300
Value of blocked domestic account balances
(PLN million) 171.3 140.6 | 430.6 208.0 246.2
Of which, on GIFI's initiative 166.1 107.1 382.1 106.0 574
Accounts blocked, foreign - - - 4 1
Value of blocked foreign account balances
(PLN million) - - - 13.0 13.8
Transactions suspended 22 21 15 37 32
Of which, on GIFI's initiative 1 2 2 4 13
Value of transactions suspended (PLN
million) 31.2 3.0 116.7 31.0 26.7
Of which, on GIFI's initiative 2.1 1.6 0.04 3.7 2.4
Total value of blocked account balances/
suspended transactions (PLN million) 202.5 143.6 547.3 252.0 286.7
Of which, on GIFI's initiative 190.2 129.7 | 397.1 146.7 91.8

176. Hence, the ratio of the total value of blocked account balances and suspended transactions
to the value of assets involved in the GIFI notifications is on average 2.5%. Whereas this indicator
might objectively reflect the fact that notifications to the LEAs usually refer to the account
turnovers (sometimes overestimated, as the authorities advise), which may be times more than
the account balances at the moment of reporting, this also means that, first, the principles for
reporting the value of assets involved in in the notifications should be revised to provide a more
realistic overview of the subject matter, and second, the efforts of all involved agencies need to
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be significantly enhanced to achieve early detection of suspicious business relationships and
transactions, thus also preventing multi-million turnovers on such accounts before they are
reported through SARs and disseminated to the LEAs upon the GIFI analysis.

177. This is also indicative of potential practices and issues related to: a) on the obligated
institutions’ side - reporting SARs under Article 74 and waiting for the GIFI reaction while
maintaining the business relationship and allowing major turnovers on respective accounts; and
b) on the GIFI's side - having a significant backlog of SARs awaiting analysis and resolution or,
alternatively, spending too much time on individual case analysis and resolution, which in any
case results in belated action towards tracing and securing potential proceeds of crime for
confiscation at subsequent stages of applicable criminal procedure.

178. The assessment team has been provided sanitised examples of the outcomes of the GIFI
preliminary and advanced analyses, as well as of the disseminations to the competent LEAs,
which have proper structure, involve reasonable analysis and convey substantiated conclusions.
Notifications to the competent LEAs contain a description of specific schemes of transactions and
patterns of activity of the reported subjects, including financial data, beneficial ownership
information, supporting documents and assumptions on predicate offence/ ML/ TF.

179. The authorities advise that tasks related to strategic analysis are assigned to various units
of the GIF], including the Data Modeling Division, the NRA Team, the staff responsible for
producing annual reports etc. The assessment team has been provided with examples of the
outcomes of strategic analyses produced using the database of SARs, TTRs, border-crossing
declarations, money remittances etc., exploring IT-powered filtering and visualization tools.
While some of the examples seem to be more technical (e.g. identification of errors in TTRs) or
operational (e.g. weekly reports on identified TTRs or BCDs linked to previous GIFI notifications
to the PPO) in nature, others (e.g. categorisation of cases as per the assigned typology,
determination of the preferred method of money transfers in case of laundering proceeds of
phishing attacks) can be a useful addition to the typological and other strategic products offered
by the FIU.

3.2.4. Co-operation and exchange of information/financial intelligence

180. Legal bases for the co-operation between competent authorities to exchange financial
intelligence and other information are laid down in the AML/CTF Act stipulating that both the
GIFI and the cooperating units are: a) obligated to file and b) entitled to request information on
suspicions related to ML, TF and predicate offences (see the details in the analysis for Core Issue
6.1). The GIFI and the cooperating units have elaborated a template request for information along
with substantive support (e.g. trainings, phone call clarifications) on the procedure and principles
of information exchange under the AML/CTF Act. Information exchanges are subject to
confidentiality requirements established by the AML/CFT Act and relevant sectorial laws.

181. Inaddition, the KAS has approved in 2019 rules of co-operation with the GIFI, setting out
provisions and templates for notifications on suspicious activity, communication of control
planning and findings, as well as provision of feedback on the use of exchanged information. The
Border Guard issued in 2019 an instruction for its structural and territorial units on the
procedure of exchanging information with the GIFL. Other competent authorities do not advise
having co-operation agreements, instructions, guidelines or similar tools to facilitate the
exchange of financial intelligence and other information. There are agreements on co-operation
between the GIFI and the ISA, the GIFI and the CBA.

71



182. The GIFI cooperates with a wide range of competent domestic authorities. Decisions on
the mode and extent of co-operation are made internally within the DFI; they need not be
consulted by other departments of the Ministry of Finance or with other competent authorities.
Co-operation is realised both by formal exchange of information through official documents and
by operational interaction through working contacts.

183. A dedicated and secure IT system is used for the exchange of information between the
GIFI and the PPO, managed by the latter. It enables the GIFI to promptly send notifications to
prosecutors, along with all attached evidence, which is particularly important in cases of requests
to block an account or suspend a transaction due to deadlines defined in the AML/CTF Act. The
PPO uses this system to send requests for information to the GIFI. For the exchange of information
between the GIFI and ISA, a dedicated and secured IT system (CATEL) managed by the ISA is used.

184. Other competent authorities advise using conventional methods (such as e-mail or paper
mail) for the exchange of information.

185. As shown in the analysis for Core Issue 6.2, over the considered period, the GIFI has
received above 2 600 SARs from cooperating units. These SARs are evaluated in the same way as
those from the obligated institutions. If the outcomes of the SAR analysis are disseminated to the
PPO, feedback is sent to the cooperating unit (as in the case of SARs from the obligated
institutions). When the GIFI receives a SAR from an obligated institution under Article 86 of the
AML/CTF Act, before deciding whether to block an account or suspend a transaction, the GIFI
contacts the prosecutor or the competent LEA to discuss if it would not have a negative impact on
the investigation due to the potential tipping-off of the subjects of investigation.

186. Moreover, the GIFI has received more than 12 000 requests from cooperating units for
information concerning around 58.000 subjects. As a rule, the requests seek information on bank
accounts and financial transactions of the subjects. In case of the PPO requests in connection with
notifications sent by the GIFI, these often look for additional documents and information from
foreign FIUs to trace the further flow of money. The requests sometimes trigger “self-initiative”
analyses by the GIFI when analytical cases are opened not on the basis of SARs but of suspicious
activities identified in the course of preparing responses to requests from cooperating units (see
“Table 3.18: Outcomes of GIFI analyses” in the analysis for Core Issue 6.3).

187.  Upon receiving the notification of suspected ML or TF from the GIFI, the PPO provides
feedback within 30 days on issuing a decision for: 1) transaction suspension or account blocking;
2) institution of proceedings, 3) suspension of proceedings; 4) reinstatement of suspended
proceedings; or 5) charging a person with an offence. The PPO also informs the GIFI about
indictments, and the GIFI may request a copy of such documents. In tax fraud investigations, there
are also cases whereby the prosecutor closes the criminal investigation but forwards the case to
tax authorities for relevant proceedings, and financial or administrative sanctions are applied in
the end. Other cooperating units are also required to provide feedback to the GIFI on the use of
its disseminations.

188. Overall, it appears that there are appropriate arrangements in Poland to provide for co-
operation of the GIFI and the competent authorities, including through exchange of financial
intelligence and other relevant information. Nevertheless, there is at least one issue - the lack of
effective follow-up mechanisms - that impedes objective assessment and, subsequently,
improvement of the effectiveness of co-operation. The arrangements under Article 81 AML/CFT
Act stipulating for the feedback from the cooperating units to the GIFI cover a small segment of
the value chain generated within the AML/CFT system, i.e. feedback is provided only with regard
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to decisions about blocking accounts or suspending transactions, instituting criminal
proceedings, bringing charges or indictments in cases related to ML/TF. Other than this, the GIFI
has no information on the use of the notifications and responses to requests to numerous LEAs,
all of which are entitled to investigate and prosecute ML/TF but rarely do so. Accordingly, a
comprehensive follow-up mechanism to provide for regular stocktaking of all information
exchanges between the GIFI and the cooperating units is necessary, comprising tools for general
and specific feedback on the use of such exchanges both on a regular and ad hoc basis.

Weighting and conclusion

189. The GIFlis a key source of financial intelligence and other relevant information in Poland,
with full access to a wide variety of information from the private and public sectors. Other
competent authorities, including LEAs, extensively and routinely access information both from
the GIFI and from other available sources. Nonetheless, a significant part of the GIFI resources is
used for purposes that, while serving the general interests of the state in combating economic and
other crime, are not focused on initiating and furthering ML/TF investigations to trace and
confiscate criminal proceeds generated in or passing through the country.

190. SAR reporting is not consistent with the risk profile of certain sectors (e.g. payment
service providers, currency exchange operators and VASPs) and individual players (e.g. particular
banks). Availability of the reporting regime under Article 74 of the AML/CFT Act for lower level
suspicions may (indirectly) stimulate defensive reporting practices, as well as serve to justify the
lack of more decisive action by obligated institutions in circumstances potentially related to ML.
The outcomes of the GIFI preliminary and advanced analyses, as well as of the disseminations to
the competent LEAs, have proper structure, involve reasonable analysis and convey
substantiated conclusions. Nevertheless, transformation ratios of the GIFI notifications and other
disseminations to the PPO and the LEAs into investigations and indictments are low; LEAs mainly
use the communication from the GIFI for their own statutory activities with little or no focus on
tracing proceeds of crime. Overall, the 10 is achieved to some extent through GIFI's work in
accessing, analyzing and disseminating information. Nevertheless, major improvements are
needed in the area of using financial intelligence, through focus on initiating and furthering
ML/TF investigations to trace and confiscate criminal proceeds generated in or passing through
the country.

Overall conclusions on 10.6

191. Poland is rated as having a Moderate level of effectiveness for 10.6.
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3.3. Immediate Outcome 7 (ML investigation and prosecution)
3.3.1. ML identification and investigation

192. The total number of ML investigations between 2017 and 2019 was 1077, with 321 in
2017, 319 in 2018 and 437 in 2019 (see Table 3.20). Almost half of the investigations resulted
from the GIFI notifications, with the other half resulting from other sources. As reflected in Table
3.7. (see 106), the PPO is the initiator of most of the investigations (based on its own findings),
while a modest share is initiated further to notifications to the PPO submitted by LEAs. Other
sources include the notifications from the banking sector (concerning other crimes, like fraud),
criminal complaints by natural and legal persons and foreign sources (i.e. MLA requests). During
the period 2014 - 2019, 10 ML investigations were initiated as a result of the incoming MLA
requests.

193. Since 2017, the LEAs have had broad powers and access to various databases already in
the intelligence phase (tax, bank or professional secrecy-protected data, insurance, securities
investment funds etc.). The access to the secrecy-protected data is tied to judicial permission. In
practice, the LEAs often rely on the GIFI to obtain the data available there (essentially financial
information kept in the GIFI databases). In cases where the GIFI has sent a notification to the PPO,
it can subsequently obtain and provide additional data to the PPO.

Table 3.20 Number of ML investigations

ML investigations Prosecutions Convictions
Commenced Cases/Persons
Total ML ML Cases/
investigations investigations Persons
carried out resulted from
independently STRs
(without a
prior STR)
2020 493 246 247 214/ 88/ 191
926
2019 437 229 208 196/ 65/ 123
664
2018 319 202 117 165/ 72/ 160
591
2017 321 168 153 139/ 94/ 234
541
2016 278 154 124 91/ 234 100/ 251
2015 311 204 107 102/ 384 53/ 123
2014 351 232 119 75/ 269 46/ 121

194.  All the LEAs together identify only about 10% of the ML suspicions as the result of their
intelligence gathering, which is then translated into initiated criminal investigations (see Table
3.7,106). The LEA’s contribution, as a whole, is not proportionate to their respective portfolios of
major proceed generating crimes.

195.  One of the reasons for this shortcoming might be that there are no designated LEAs in
Poland with specific responsibility to investigate ML (see R. 30). Each LEA has competence to
investigate ML in connection to the predicate offences under their remit and, in practice,
whichever authority detects the suspicion of a crime conducts the investigation to the end.
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Additionally, the competence of the LEAs shows broad overlaps in the main proceeds generating
criminality fields, resulting in cases of similar crimes being investigated by different authorities
(i.e. tax crimes are investigated by practically every LEA, corruption investigated by Police, CBA,
ISA etc.). As a result, the ML and the major proceeds generating predicate crimes investigations
are dispersed among the LEAs, with a general lack of focus and specialisation. Overall, the ML
offence is regarded as having no real added value in the proceeds generating crime investigations
and having no influence on the applied sanction or additional relevance in asset recovery. In
addition, no detailed and meaningful guidelines exist as to the steps to be taken for the detection
and investigation of potential money laundering®. This might explain the limited effectiveness
that has been achieved in this regard.

196. Another potential impediment is that no due attention is paid by the LEAs to the
identification of illicit proceeds and to associated ML activities. According to LEA explanations,
the ML aspect of predicate crimes is investigated during their intelligence-gathering activities.
Nevertheless, this claim is supported only by sporadic data, which shows little correlation with
the actual results (see 106, Table 3.7. and Table 3.21) and indicates that a relatively small
percentage of investigations of predicate offences develop into ML investigations as well,
although some improvements of the number of ML investigations initiated based on notifications
to the PPO by certain LEAs can be noticed (Police, including the Central Bureau of Investigation
(PCBI) -35in 2019, compared to 18 in 2018; KAS - 25 in 2019, compared to 18 in 2018; ISA - 10
in 2019, compared to 6 in 2018).

197. The financial investigation is perceived as a general obligation if the application of
forfeiture is prevalent and is seen as an integral part of the “regular” investigation. However, no
statistics were provided as to how many such investigations are conducted annually*.

198. Forensic expertise is routinely called upon in financial and economic crime cases,
potentially supporting the ML aspect of the case as well. The PPO itself possesses analytical
capacities at the regional level offices but also tasks the KAS with analytical objectives and makes
use of the capacities of the Institute of Economic and Financial Expertise which was established
in 2018. Likewise, the internal analytical capacities of the Police are used to support the financial
investigations (financial and billing analyses).

199. While acknowledging the above, these investigations/analyses do not significantly
contribute to the initiation of new ML investigations. They are not systematically conducted by
specialised teams of financial investigators and do not include a full enquiry into the financial
affairs related to criminal activity, with a view to identifying the extent of criminal networks and
the scale of criminality.

200. This might explain the low results achieved when comparing the number of proceeds
generating predicate crimes being investigated with the number of cases where money
laundering was additionally investigated, and proceeds seized (see [08).

49 Guidelines on the rules of conducting preparatory proceedings in cases of offences related to the procedure of extortion
of undue reimbursement of value added tax (VAT) and other fraudulent losses of this tax (2017) and Guidelines on the
principles of conducting preparatory proceedings for financial crimes committed to the detriment of many wronged parties

using financial instruments and banking activities (2016).

50 See FATF Guidance on AML/CFT-related data and statistics (2015), page 58 - https://www.fatf-

gafi.org/media/fatf/documents/reports/AML-CFT-related-data-and-statistics.pdf
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201. When investigating predicate criminality, ML is not considered systematically in all
relevant circumstances. According to the available criminal statistics, the following pattern can
be established throughout a longer period of time: annually, there are approximately 400.000
registered potential predicate offences (excepting the high number of tax crimes investigated by
KAS), about half of these fall into the category of major proceed generating crime-types, perceived
as the main threats for ML, while yearly there are about 200 new ML investigations started,
resulting in about 100 indictments, and 50-60 convictions (see Tables 3.21 and 3.22.).

Table 3.21 Number of registered predicate offences and ML

Number of registered = Number of registered
predicate offences ML
(without KAS)
2014 N/A N/A N/A
2015 N/A N/A N/A
2016 398695 301 0.0008%
2017 406119 365 0.0009%
2018 380254 462 0.0012%
2019 393368 1263 0.0032%
2020 N/A N/A N/A

Table 3.22 Number of ML cases (without a prior GIFI notification)

ML/TF investigations Indictments Convictions
without prior GIFI Cases/ persons Cases/ persons
notification
2020 246 177/ 722 71/ 153
2019 229 135/ 449 57/ 81
2018 202 119/ 431 60/ 130
2017 168 90/ 309 120/ 327
2016 154 62/ 129 79/ 164
2015 204 60/ 209 33/ 70
2014 232 45/ 162 30/ 94

202. Likewise, when comparing the numbers of the achieved convictions for the predicate
offences, which are among the major proceeds generating crimes and threats for the country (tax
and drug-related crimes), with the number of ML investigations with the same underlying
predicate offence, the ratio is not proportionate (see Table 3.23), which indicates that the system
misses opportunities to identify ML cases. Notwithstanding, the positive feature of the ML
investigations initiated in connection to a predicate crime is the relatively high indictment and
convictions rate (about 50%), compared to the lower rate noticed in the ML investigations
resulting from the GIFI notifications (see Table 3.24).

Table 3.23 ML investigations compared to the number of convictions for tax and drug-
related crimes (2014-2018).
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Convictions for Number of ML
predicate offences investigations in relation
(persons) to predicate offences
Tax-related crimes (direct/indirect 22 245 560
taxes, customs and excise duties and
taxes)
Drug-related crimes 9167 51

203. Inrelation to tax-related crimes, which mainly fall into the competence of KAS, a few ML
cases are investigated, despite the high number of yearly tax crime investigations. According to
the data available, KAS conducted preparatory proceedings related to ML: 6 cases in 2017, 10 in
2018, 12 in 2019 and 10 in 2020, which is low in comparison to the volume of their tax crime-
based portfolio.

204. One of the reasons for such modest results in detecting potential ML cases in relation to a
crime that is perceived as posing the highest ML threat to the country is the limited capacity of
the KAS staff. There are no specialised ML experts to conduct such preparatory proceedings, and
the available expertise concerns only tax-related matters. This was also confirmed by the judges
the AT met onsite, in relation to the quality of the evidence presented before the courts. KAS
officials claimed that they look into the ML aspect even if the legal qualification according to Art.
299 of Penal Code is not registered. Nevertheless, the above results do not fully mirror this claim.

205. According to the Police statistics,in 2020 only, 638 operational activities in ML allegations
were conducted, and already in the first three months of 2021, further 235 cases. In comparison
to the same year, 2020, the number of the relevant predicate offences handled by the Police was
about 210.000, which roughly means that the ML aspect is considered in every 3 000t procced
generating crime case. This is a low ratio even considering that many predicate crimes, by their
nature, might not warrant an ML investigation.

206. The number of ML investigations initiated by the prosecutor based on Police findings
(which includes the PCBI) is only a fraction of the overall predicate cases, leading to the
conclusion that, even if some scrutiny exists to a limited extent, potential ML cases are not
brought to the PPO for starting the actual criminal investigation on a regular basis.

207. In corruption cases investigated by the CBA, the ML aspect is rarely taken into account.
According to the available statistics, only in less than 1 % of the corruption-related investigations
is the ML aspect considered. The number of ML indictments in such cases is negligible (2 in 2018;
21in 2019), with no final convictions. Inrelation to the ML investigations connected to other types
of predicate offences, since its establishment (between 2007-2021), only 160 such investigations
have been carried out by the CBA.

208. Although not part of the main type of activity, the powers of the ISA include the
investigation of financial crimes when they are considered to jeopardize the security of Poland.
Yearly, ISA conducts about 100 such ML-related operational activities (107 in 2014, 111 in 2015,
102in2016,117in2017,111in 218,108 in 2019). Nevertheless, few of these result in initiating
a criminal investigation on ML (6 investigations in 2018 (5%); 10 investigations in 2019 (9%)).

209. With regard to the source of ML investigations, as described above, almost half of the
investigations resulted from the GIFI notifications. Still, the PPO and the LEAs make limited use
of such information for initiating ML investigations (see 10.6). The PPO’s refusal to initiate an
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investigation based on the GIFI notification may be appealed by the latter. This routinely
happened in the past, usually resulting in the court overturning the refusal as premature.
Nevertheless, the increasing number of the GIFI notifications and the decreasing number of the
PPO refusals to initiate investigations based on such notifications is a positive development (10
refusals in 2020, compared to 26 in 2015).

210. Overall, the ML investigations initiated as a result of the GIFI notifications appear to be
less successful than those initiated from other sources (about 27% indictment rate and 10%
conviction rate, compared to a 50% rate for indictments and convictions) (see Tables 3.24 and
3.22). These results, together with the number of refusals to institute criminal investigations by
the PPO, over the period 2015 - 2019 (due to lack of justified reasons to suspect that a criminal
offence has been committed), presumably derive from the less obvious connection to a predicate
offence, the limited capacity of the authorities to investigate more complex and standalone ML
cases and the concerns raised with regard to the quality of financial intelligence in general (see
106).

Table 3.24 Number of ML cases (based on a prior GIFI notification)

Investigations Indictments in Judgments passed Persons
initiated based on cases based on in cases based on  indicted -
GIFI notifications to  GIFI notifications GIFI notifications  convicted
PPO
2020 247 37 17 204/ 38
2019 208 61 15 215/ 42
2018 117 46 12 160/ 30
2017 153 49 13 232/ 69
2015 107 33 20 148/ 53
2014 119 30 16 107/ 27
Total 951 256 93 1066/ 259
Percentage 100% 27% 10%

211. Few cases, if at all, were initiated as a result of cross-border declarations of cash. This
raises concerns as to the level of proactiveness of the competent LEAs (KAS and BG Service) and
PPO and the lack of guidelines in this area. The described cases by the competent authorities in
relation to undeclared/ declared cross-border cash (see 10.8) indicate that, as a practice, even in
cases of ML suspicions, the ML investigation is not initiated.

212. Incoming international requests regarding proceeds generating criminality are
sporadically used to start ML investigations. The authorities presented statistics on the ML cases
initiated as a result of incoming MLA requests, which indicates that, during 2014 - 2019, ten such
ML investigations were initiated (eight resulted in indictments and two convictions). This is a
commendable result. However, there is no mechanism in place for proactively harvesting the
incoming MLA requests (see 102).

213. Based on the principle of legality and ex officio mandatory action, which is a fundamental
principle of the Polish criminal law and procedure, each potential crime must be investigated in
an equal manner, which impacts the prioritisation of ML cases. One way of prioritising the ML
investigations is by assigning them to hierarchically higher prosecution units - the regional and
circuit Prosecutor’s Office, and the Public Prosecutor’s Office, depending on the seriousness of the
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case, with about 10% of the ML cases being prioritised and carried out by the local division of the
Department of Organised Crime and Corruption of the PPO (most complex/ serious cases).

214. The ML criminal investigations are under the control of the prosecutor who conducts the
investigation and who can task any law enforcement agency (LEA) with the execution of
investigative steps and measures. Therefore, the PPO is the obvious focal point and would be in
the best position to foster the inclusion of the ML aspect in the investigations of those predicate
offences which are regarded as the main threats for the country. This role appears to be limited
by the fact that the operational activities of the LEAs are not under prosecutorial supervision, and
as a result, potential ML might pass undetected.

215. In the pre-investigation (or operational, intelligence) stage, all the LEAs, comprising the
Police, KAS, CBA, ISA, BG, are entitled to conduct intelligence gathering, including in ML cases,
with no prosecutorial oversight, based on their respective laws (e.g., Act on the Police, Act on the
Central Anti-Corruption Bureau etc.). Thus, it is up to the LEAs to bring the results of their
operational activity to the prosecutor who can institute the ML investigation, according to the
CPC.

216. The KAS is vested with the power to directly ‘prosecute’ fiscal offences described in the
Fiscal Penal Code, without the oversight and control of the prosecutor, if these are not in
conjunction with the crimes codified in the Penal Code. This might have a deteriorating effect on
ML detection and investigation in connection to tax crimes since this ‘fast track’ option would not
be available if the ML suspicion is also a part of the investigation. The Polish authorities clarified
that these powers refer only to minor violations (where the amount of a depleted/ exposed to
depletion public liability or the value of the object of the act does not exceed five times the
minimum wage - about €5 000) and that in case of ML suspicions there is an obligation to notify
the PPO, but no statistics were provided on such notifications.

217. Inlight of the above-described circumstances, the use of methodological guidelines on ML
investigation/ prosecution is of key importance for ensuring the quality and the uniform
approach towards ML cases among the wide range of LEAs with such competences. However,
insufficient guidelines were issued by the PPO. The two existing Guidelines of 2016 and 2017 on
the principles of conducting preparatory proceedings for financial crimes and for tax crimes
marginally tackle the ML aspect.

218. Domesticjoint investigation groups, including prosecutors and law enforcement officials,
are used to enhance the effectiveness of investigations. Such investigations groups are created in
complex cases, mostly related to economic crimes. Between 2016 and 2019, 66 such groups were
established at the national level and 50 at the regional level, 37 of which were set up to investigate
money laundering alongside predicate crimes.

219. Poland was a member of 45 JITs established between 2015-2020, out of which 5 included
suspicions of ML (see 10.2). Given the size and geographical position of the country and the typical
cross-border and organised crime nature of JIT cases, these figures are rather modest, but there
is an upward trend in the application of this judicial co-operation tool, with significantly more JIT
agreements concluded in the past two years. The cross-border movement of illicit assets
connected to the offences investigated in these cases would merit an emphasized inquiry into ML,
though.

220. Poland participates in the European Money Mule Actions (EMMA) organised by Europol,

which since 2017 has led to the identification of hundreds of individuals, bank accounts and

thousands of transactions in a growing number. The results of this LEA co-operation do not seem
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to have made an impact on the number of ML cases and are yet to be translated into investigations
(and convictions).

3.3.2. Consistency of ML investigations and prosecutions with threats and risk
profile, and national AML policies

221.  According to the Polish NRA and the general consensus of the authorities met with onsite,
the highest ML threats are tax crimes (especially VAT-related fraud), investment and other fraud,
drug-related crimes (including crimes against the pharmaceutical law), cybercrime and
smuggling of goods and connected excise crimes. The most likely means and methods of ML
identified in the NRA are through the use of: natural persons as money mules for cross-border
transportation of cash; Hawala networks; purchase or top-up of SIM cards or use of online
payment services to transfer funds.

222. The 2021 AML/CFT Strategy does not target specific predicate offences or types of ML,
and the AT has not been provided with information on objectives and activities of law
enforcement agencies, as well as the PPO, specifically building on the findings of the NRA or other
risk assessments and aimed at mitigating ML/TF risks identified by such assessments (see also
10.1).

223. ML investigations reflect, to a certain extent, the risk profile of Poland. The statistical
breakdown of the ML investigations demonstrates that the tax crimes, frauds and drug-related
offences find their correspondence in the most numerous ML cases (e.g. 2017-2019 - 41 drug-
related ML investigations, 312 tax related, 313 in relation to crimes against property). On a less
positive note, there are no data on the other types of predicated; hence an analysis cannot be done
in this respect.

80



Table 3.25 The underlying predicate offence in ML investigations (PPO)

2017 2018 2019
Offences against fiscal obligations and settlements of 110 89 113
donation or subsidy
Offences against property 106 100 107
Offences against the credibility of documents 27 29 51
Offences against the Law on counteracting drug 19 8 14
addiction
Offences against business turnover 11 6 16
Offences against public safety N/A 4 2
Offences against the Act on trading in financial 1 2 2
instruments
Offences against freedom 2 2 7
Offences of corruption 4 2 3
Offences against the Law on bonds N/A 1 1
Offences against the Rights of Persons Pursuing Paid N/A 1 N/A
Work
Offences against the Act of pharmaceutical Law 17 1 5
Offences against the Law on author’s rights and related 2 1 1
rights
Offences against the Industrial Property Law 2 1 N/A
Offences of human trafficking 2 1 1
Offences against the Payment Services Act 3 N/A N/A
Offences against the Act on the manufacture of alcohol 2 N/A N/A
and tobacco products
Offences against the Act of Energy Law 1 N/A N/A
Offences against the Gambling Act 1 N/A
Offences against the Circulation of Money and Securities N/A N/A 1
Offences against the Act on restrictions on conducting N/A N/A 1
certain business activities by persons holding public
office
Offences against the Act on the protection of certain N/A N/A 1
services provided by electronic means
Offences against the Act on banking Law 1 1 N/A
Total 311 249 326

224. Ashighlighted by the statistics below (Table 3.26), in practice, from 2017 to 2019, around
a third of the ML investigations were connected to fiscal crimes, with a decreasing trend during
this period. Another third of the ML investigations is represented by offences that can be put
under the umbrella of “frauds” (see Table 3.25), while the drug trafficking-related ML
investigations represent 4.6%. Although no data was provided regarding their successful
prosecution, this appears to be largely in line with the country’s risk.
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Table 3.26 ML investigations in connection to fiscal crimes

Total number of Total number of ML Proportion of fiscal
initiated ML investigation crime cases in ML
investigations initiated due to or in investigations

combination with
fiscal crimes

2020 493 119 24%
2019 437 123 28%
2018 319 91 28%
2017 321 112 35%
2016 278 189 67%
2015 311 68 21%
2014 351 104 29%

225. The authorities provided some successful examples of convictions reflecting the main ML
proceeds generating threats, namely tax-related crimes and frauds (see the Case studies
described below).

Box 3.1: Case studies in line with threats and risk profile

Case 1. The Scrap metal case - VAT fraud (Autonomous ML)

The investigation covered money laundering committed by entrepreneurs operating on the steel
trade market.

The identified predicate offence was VAT fraud committed by representatives of two companies,
CMC and HK. They underreported their tax obligations for the period of 2006-2011 by
introducing into their accounting systems numerous VAT invoices certifying fictitious purchases
of scrap metal. The invoices were issued by the companies IZ (owned by Sebastian C.) and ZP
owned by (Tomasz A.). The approximative amount of proceeds was PLN 34 865 047 (€7 705 175).
The proceeds of the VAT fraud were then transferred by CMC and HK to the bank accounts of IZ
and ZP companies. Next, Robert B. - the leading perpetrator in the case - commanded Sebastian
C. and Tomasz A. to transfer the money to their private bank accounts and then withdraw it in
cash. The role of Joanna S. - the second perpetrator in the case - consisted in receiving money from
Sebastian C. and Tomasz A. and handing them over to Robert B. The investigations revealed that
Joanna S. was to receive proceeds of tax fraud in the total amount of PLN 1 584 736 (€350 227).
The Court of Gliwice sentenced, on 26 September 2018, Robert B. to two years and six months of
imprisonment, and Jolanta S. to one year and two months of imprisonment with a probation
period of four years.

In addition, the court ordered the forfeiture of equivalent benefits in the amount of PLN 34 865
049 (€7 705 176) for Robert B.

Case 2. The Money Mules case - Cyberattack fraud (Autonomous ML)

The investigation covered the activity of an organised criminal group between 2014 and 2015.
Twenty-two citizens of various countries (Poland, Nigeria, Senegal, Cameroon and the United
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Kingdom) were charged with participation in organised criminal activities and aggravated money
laundering.

Foreigners were the main members of the identified criminal group, and they were specialised
exclusively in laundering proceeds issued from criminal activities committed outside Poland. A
clear division of roles and tasks has been revealed during the investigations: some members came
to Poland to open numerous bank accounts in their own names using forged identity documents.
Ten Polish banks submitted 25 SARs to the FIU. The Prosecutor then issued 34 decisions on
blocking the accounts to which the stolen funds were transferred. The main underlying predicate
offences were identified as cyberattack frauds (Business Email Compromise) and unlawful
interference with IT systems committed against natural and legal persons.

The modus operandi was to send victims incorrect information on the beneficiary’s bank account
numbers to which they were supposed to transfer payments to their business partners. The
money would arrive to the perpetrators, who then transferred it to subsequent bank accounts.
Finally, the money was withdrawn at cash desks and ATMs in Poland, other EU countries and in
Africa.

During the investigations, it was revealed that the value of damages resulting from the underlying
crimes, and thus the total of laundered funds, was established in Poland at around PLN 10 761
029, €495 386 and US$1 379 809.

Property was seized for an amount of approximately PLN 2 000 000 (€442 000). The value of
forfeited property amounted to approximately €100 000. Out of the 22 perpetrators involved, 18
were convicted for money laundering and sentenced to penalties ranging from one year and two
months to two years of imprisonment, to which fines and forfeiture of the benefits of the crime
were added.

The remaining four perpetrators were prosecuted in separate investigations due to their hiding
from LEAs after concluding the main investigation. All of them were convicted.

Case 3. The Amber Gold case - Fraud (Self-laundering)

The investigation was conducted by the District Prosecutor’s Office in £.6dZ and covered the
activities of the shareholders and managers of AG Ltd. Between 2009 and 2012, they misled their
clients to dispose of their property against their interest, with damages amounting to a total of
PLN 850 640 168 (€187 991 477).

The clients entrusted their funds to the perpetrators with the objective of purchasing certified
precious metals (gold, silver, platinum), which would later bring profit as a result of trading.
However, the purchase certificates did not reflect the actual purchases made, and the company
did not undertake any actions aimed at making profit.

The identified predicate offence was fraud in a scheme called the “pyramid on the financial
market”, forgery of documents and use thereof and presenting false data. Collected funds were
then laundered by multiple transfers between bank accounts held by AG Ltd and other entities
belonging to the ,AG Group” as well as to natural and legal persons. The transfers were mainly
made to a German-based company operating in the aviation sector (PLN 299 306 556 / €65 847
4472). They also covered current operations of the AG Group (PLN 212.165.276 / €46 676 360),
consisting mainly in purchasing of real estate, vehicles, computer software, paying employees’
salaries, taxes, advertisement payments and donations.

In 2019, two persons were sentenced. The first was sentenced to 15 years of imprisonment (out
of which 8 years for ML), a fine of 530 daily rates of PLN 300 (€66); while the second was
sentenced to 12 years and 6 months of imprisonment (out of which 4 years for ML), a fine of 450
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daily rates of 300 PLN (€66). Both were banned from running a business for ten years, with an
obligation to restore damages. No forfeiture measures were applied.

226. Based on the country’s risk profile and the perception of the authorities, drug-related
criminality is a major concern, both as a transit country and a source of synthetic drugs. The
country still must develop a comprehensive understanding of the proceeds of drug crimes
(especially the local production), which would enable the authorities to arrive at reliable
estimates and take targeted action for tracing and disrupting related financial flows. This is
important because of the significant amounts of physically seized drugs and the non-estimated
amounts that potentially remain undetected (see also 10.1).

227. There is still a gap between the number of convictions in drug-related crimes and the
drug-related ML investigations (see Table 3.23), but proportionally, in the overall number of ML
investigations, the drug-related predicates are ranked in high positions. On a less positive side,
the authorities were unable to provide examples of ML convictions (nor investigations for that
matter) connected to domestic drug production proceeds.

228. According to the authorities, the recent ML drug-related investigations indicate a shift in
the modus operandi by means of post parcels, bank transfers and use of cryptocurrencies, which
implicates the need to investigate the role of the alleged money launderers who were not involved
in committing the drug crime. The AT was provided with one such case at the stage of
investigation, which is a positive outcome, but no actual convictions have been achieved at this
stage.

229. ML cases investigated and prosecuted do not adequately reflect the cross-border risk. The
detection of undeclared cash results rarely in ML investigations, and a generally low level of
proactiveness in this was observed. As a result, there appear to be missed opportunities to
investigate ML in relation to cross-border cash, even in cases where ML suspicions were present
(see the description under Core Issue 7.1). Nevertheless, as a recent positive development, the
authorities presented a case example of ML investigation in relation to a large amount of
undeclared cross-border cash, which were seized. The investigation and the information received
as a result of international co-operation via Europol indicate that the potential illicit source of
cash is criminal activity connected to smuggling, human trafficking and tax evasion.

3.3.3. Types of ML cases pursued

230. Effective results in the prosecution are achieved mostly in self-laundering cases and third-
party ML cases. No “professional ML” convictions were reported apart from one ongoing
investigation (see BOX 8 under 102). Although the numbers remain behind the ones achieved for
self-laundering, a positive trend can be noticed on stand-alone ML convictions (7 convictions in
2014, compared to 18 in 2019).

CASE BOX 3.2. - The Phishing case - Cyberattack fraud (Third-Party ML)

The investigation covered the activity of an organised criminal group that operated in Poland
between 2011 and 2016. Some of the suspects were charged with third-party money laundering
since they were not involved in any underlying predicate offence.
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The investigation covered the participation of 14 Polish citizens in an organised criminal group
committing crimes against property, mainly breaching IT security, breaking into the electronic
banking systems and stealing funds. The proceeds of crime were then laundered by electronic
transfers to accounts opened in Poland and other EU countries and controlled by the group
members, and subsequently withdrawn in cash. Then, the cash was transferred to non-EU
countries via money remittance services.

The underlying predicate offences were identified by Polish banks, which received information
from foreign banks about unauthorised transactions made on the victims’ accounts.

In 2019, all suspects were sentenced to imprisonment for a period ranging between 1 and 3 years,
with fines ranging from PLN 1 000 to 12 000 (€220 to €2 655).

For 12 out of the 14 perpetrators, the court ordered the forfeiture of the proceeds of crime
amounting to between PLN 100 to 30 000 (€22 to €6 630).

231. The analysis of the statistics indicates a significant increase in ML cases connected to
foreign predicate offences (nil in 2014, compared to 23 in 2019), which is a positive development
(see Table 3.27). However, when looking at the volume of the international co-operation requests
and the geographical position of the country, more emphasis is expected to be placed on this
category.

Table 3.27 Convictions by type of ML

Total number Self- Third-party Stand-alone ML
of ML laundering laundering laundering connected
convictions (%) (%) (%) toa
(persons) foreign
predicate
offence
(%)
2020 N/A N/A N/A N/A N/A
2019 123 66 (54%) 39 (31%) 18 (14%) 23 (19%)
2018 160 126 (79%) 23 (14%) 11 (7%) 21 (13%)
2017 234 201 (86%) 18 (8%) 15 (6%) 53 (23%)
2016 251 222 (88%) 17 (7%) 12 (5%) 14 (6%)
2015 123 82 (66%) 29 (24%) 12 (10%) 2 (2%)
2014 121 109 (90%) 5 (4%) 7 (6%) 0 (0%)

232.  Atthe pre-trial stage, self-laundering is the most prevalent form of ML in practice (cc. 50-
60% of the cases), but other forms (third-party and stand-alone ML) are also present, in varying
proportion (see Table 3.28).
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Table 3.28 Investigations by type of ML

Types of ML Total new ML Self-laundering (%)  Third-party and Stand-
investigations investigations alone laundering (%)

2020 N/A N/A N/A

2019 156 99 (63%) 57 (37%)

2018 128 75 (59%) 53 (41%)

2017 126 59 (47%) 67 (53%)

2016 76 32 (42%) 44 (58%)

2015 109 56 (51%) 53 (49%)

2014 102 49 (48%) 53 (52%)

233. The majority of ML investigations and prosecutions are tied to their predicate offences. In
this respect, reportedly, the high evidentiary standard in relation to the underlying predicate
offence poses impediments in pursuing ML cases. This is confirmed by the high proportion of
discontinuations and acquittals (the number of the decisions on discontinuation of ML
investigations is almost the same as the number of ML indictments; the number of acquittals -
almost 10% of the indictments). According to the prevailing court interpretation, the predicate
offence must be proven to the exact legal qualification; thus, the unspecified criminal origin or
behaviour is not considered enough basis for a conviction for ML. Also, the actual connection of
the illicit assets to the predicate crime has to be proven, e.g., in a drug trafficking case, the
trafficking, the amount of drugs and the amount of illicit gains from the crime. The Polish
authorities claim that these standards set by the judicial practice do not impede ML prosecutions,
although this is not reflected in the achieved results.

234. Notwithstanding the above, there are examples of the courts stepping away from the high
evidentiary standards, but this jurisprudence is usually connected to foreign predicates
investigated abroad (see Case Box 3.3).

CASE BOX 3.3 - The French case - (Autonomous ML)

The case was initiated based on a notification to the Prosecutor’s Office by a commercial bank. In
fact, the commercial bank received a request from a French commercial bank for the return of
funds in the amount of €196 000, which had originated from a phishing offence and had been
transferred to the account held by the Polish company at the Polish commercial bank and later
transferred to the account of a Chinese company, in China. Four days later, another request was
made by the French commercial bank regarding the return of funds in the amount of €227 166.
The funds were returned to the applicant before being credited to the account of the Polish
company. On the same day, another transfer was made to the account of the Polish company in
the amount of €292 700 originating from another French commercial bank. Based on suspicions
that the account of the Polish company was being used for phishing offences, the Polish
commercial bank blocked the account (June 2014). In September 2014, the applied measures
were waived, and the funds in the amount of €292 700 were returned to the account of the French
company.

To prove the illegal source of the money, the Polish LEA used a notification from the French
authorities certifying that the transfer was undue and the operation was a fraud. The Polish
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judges accepted the evidence. One person was convicted for aggravated ML and sentenced to
three years imprisonment in 2018.

235.  According to the PPO, the length of the investigations in ML cases can expand to several
years. Although the investigation phase’s initial 3-month limit can be extended by the prosecutor
(and further on by the senior prosecutor), without an absolute maximum, these cycles of
extensions and the need for justification thereof puts a certain pressure on the authorities. In
complex, time-consuming cross-border cases, especially if the ML aspect has been included only
at a later stage of the investigation, this might also lead to the loss of evidence and thus to
discontinuation of the criminal proceedings.

236. The number of sentences pronounced by the Polish courts is consistently only about half
of the filed indictments per year, which indicates a cumulating backlog and obstructs the
development of jurisprudence concerning ML.

237. The lingering technical deficiencies on the criminalisation of ML (see R.3) may have an
impact on the legal practice, although some appear to have been addressed. For example, with
regard to the potential limitations of the wording laundered property (the illicit assets ‘obtained
from the benefits derived from a committed prohibited act’), the established interpretation of the
Supreme Court enables indictments/convictions concerning direct gains obtained from the
predicate offence in self-laundering cases. On a less positive note, the over-restrictive result-
based intentional element requires additional efforts from the authorities. This may potentially
impact the ability to effectively pursue ML cases and achieve convictions, as the lack of criminal
intent is among the main reasons for the high number of discontinuations and acquittals. Apart
from the technical deficiencies, the system would benefit from the incrimination of the negligent
form of ML, which would prevent situations in which the absence of enough evidence to
substantiate, with high certainty, the criminal intent would lead to the discontinuation of the
criminal proceeding.

3.3.4. Effectiveness, proportionality and dissuasiveness of sanctions

238. Money laundering is punishable by up to eight years of imprisonment pursuant to the
Criminal Code. A maximum prison sentence of ten years is foreseen for aggravating money
laundering. The maximum sentence prescribed for ML is proportionate to other economic crimes,
e.g. fraud - eight years, corruption - eight years (aggravated corruption, up to 12 years),
embezzlement - three years (aggravated embezzlement, up to ten years).

239. The courts determine the appropriate sentence based on the individual facts of the case
considering both the seriousness of the offence and the personal circumstances of the offender.
The sentences are based on a wide range of elements relevant to each individual case, and do not
always record what effect the ML activity specifically has on the final penalty. It is therefore not
always clear the extent to which conviction for ML leads to an additional sanction.

240. The penalties imposed in ML cases since 2013 have gradually increased, and now the
range of sentences passed for money laundering prosecutions has included more custodial prison
sentences instead of fines. Nevertheless, they often remain in the lower range of punishment
which is not fully dissuasive.

241. In practice, the minimum prison time imposed is systematically six to eight months.
Starting 2018, in some of the major cases, more dissuasive sentences have been applied (nine
years imprisonment in one case).
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242. The average prison time imposed in ML cases in 2018 and 2019 was one year and six
months and one year and five months of imprisonment, respectively, which is a slight increase
from the previous period (e.g. one year and two months in 2017). Looking at the average of prison
time pronounced in ML cases, coupled with the minimums and the harshest penalty, the AT
concludes that the sentences can be, and at least sometimes are, imposed in a proportional
manner. Imprisonment sanctions are accompanied by fines and forfeiture of benefits of the crime,
instrumentalities or substitute value.

243. The sentences for ML can be an important factor underlying the decisions on whether
there is value in prosecuting offenders for money laundering, in addition to pursuing prosecution
for predicate offences. In many cases, the LEAs see a greater impact from the penalties applicable
to the predicate offences, and the general mindset is that ML has little added value in this respect.

244. There are no sanctions applied against legal persons in ML cases, although, according to
the opinions expressed by the authorities, in financial crime, tax crime and fraud, the perpetrators
almost always exploit the involvement of legal entities. According to the Polish authorities, the
reason for this is that these legal entities are almost always shell companies with no assets and
legal activity. Polish authorities also indicate that legal entities which were used in criminal
conduct are routinely stripped of their VAT registration in an administrative procedure of the
KAS, effectively rendering them useless for further activities. According to their perception, this
sanction ensures that the ranks of legal entities are kept as clean as possible. The available data
indicates that, between 2017 and 2020, more than 415.000 entities (individuals and legal
persons) were deleted from the VAT register. Nevertheless, the lack of any convictions for legal
persons cannot demonstrate that effective, proportionate and dissuasive sanctions are applied.

3.3.5. Use of alternative measures

245. According to the authorities, Poland considers applying alternative criminal measures in
cases where an ML investigation has been pursued but where it is not possible, for justifiable
reasons, to secure an ML conviction. Initially, reference was made to forfeiture measures applied
on the basis of a ruling on conditional dismissal of proceeding (e.g. death, insanity or other
substantial criminal law or procedural law obstacles). During the onsite visit, the authorities
mentioned that, in practice, when ML offence cannot be included in the indictment due to
justifiable reasons, they prosecute for other offences. Nevertheless, this has not been
demonstrated by case examples or relevant statistics.

Overall conclusions on 10.7

246. Poland has a broad range of LEAs, but none are designated with specific responsibility to
investigate ML, which impacts their appetite to venture into an ML investigation. Overall, ML
cases are not fully prioritised, and the number of ML investigations remains behind the number
of convictions for proceeds generating predicate offences. ML investigations and prosecutions
reflect, to some extent, the risk profile that the country faces. At least for the top three threats,
Poland has demonstrated effective results in prosecuting and securing ML convictions, mostly in
relation to self-laundering and third-party ML cases. As to stand-alone and foreign predicate
offences connected ML cases, a positive trend is noticed. The authorities face several obstacles in
investigating, prosecuting and adjudicating ML cases, including in relation to the high evidentiary
standard applied in connection to the underlying predicate offence, the uncertainty as to the
evidentiary requirements in proving stand-alone ML, the general lack of specialised experts in
conducting parallel financial investigations (all authorities) and the limited expertise in
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conducting criminal investigations, impacting the quality of the presented evidence before the
court (KAS). The penalties imposed in ML gradually increased and were not fully effective and
dissuasive, but the practice proved proportionality.

247. Poland is rated as having a Moderate level of effectiveness for 10.7.
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3.4. Immediate Outcome 8 (Confiscation)

3.4.1. Confiscation of proceeds, instrumentalities and property of equivalent value
as a policy objective

Policy through legislation/procedures

248. Although LEAs have achieved some results, especially in cases of ML, the confiscation of
criminal proceeds, instrumentalities and property of equivalent value is not pursued as a policy
objective. This is supported by the lack of comprehensive statistics on the seized, confiscated and
recovered property. This aspect was not considered in the context of the NRA and impacts the
ability of the AT to assess the effectiveness of the system.

249. At the strategic level, the new AML/CFT strategy (2021) does not envisage any priority
related to the confiscation regime. The Polish authorities argue that the AML/CFT Strategy in
Priority VI targets to enhance the “rules for generating statistical data needed to evaluate the
effectiveness of the national AML/CFT system”. However, this pertains only to keeping statistics,
not to the confiscation regime as such. In addition, due to the recent adoption of the Strategy
(during the onsite visit), its content has no impact on effectiveness.

250. Seizure and confiscation, in theory, are defined objectives and - through to the legality
principle-based criminal procedure - a legal obligation in the ML cases and criminal procedures
in general (Art 297 CCP and Art 202 of the Rules on internal procedures of the PPO (RIP)). In ML
cases, forfeiture of benefits and indirect gains from an offence is mandatory according to Art. 299
para 7 and Art. 44 of the Penal Code, and the court may give detailed explanation on the grounds
of the judgment. The confiscation of instrumentalities has a discretionary character. In case there
is a victim of the crime, reparation takes precedence.

251. Since 2017, the CC features extended forfeiture (Art 45 para 2 and 3), which makes it
possible for the court to confiscate elements of property if the perpetrator gained benefit even
indirectly from a more serious offence (at least five years imprisonment upper limit or organised
crime or benefit of significant value) based on a presumption that any asset obtained in the five
years before committing the offence was illicit. Any such asset transferred to third parties can be
subject to forfeiture as well. The scope of this legal instrument is fairly broad, and authorities
claim to apply it, especially in drug-related cases. However, there is no policy level mechanism to
incentivise the LEA or prosecutors in applying this tool. The PPO informed that an order was
issued in March 2017 requiring prosecutors to pay special attention to the issue of forfeiture
envisaged by Art. 45 of the CC. Nevertheless, the Polish authorities did not demonstrate how often
extended forfeiture is used in practice and whether it has been applied in ML cases.

252.  Although in April 2017, a special form of confiscation was introduced to the CC, namely
the forfeiture of an enterprise (in case the perpetrator directly or indirectly obtained material
benefits using the enterprise), its application is still discretional. The authorities maintained that
such confiscation has been ordered by the Courts in some cases, but there is no data on the
number of instances, value of assets, or crime(s) for which it was applied.

253. A significant policy-level difficulty resides in the fact that the temporary seizure of the
suspect’s property is not mandatory. The temporary seizure is applied only in cases where the
LEA can establish a risk of removal of assets, which conduct may impede the execution of the fine,
forfeiture or other monetary sanction imposed in the final judgment. For the LEAs to apply a
temporary seizure, the prosecutor must take the formal decision on property securing, and the
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decision can be appealed in court. This puts an unnecessary burden on the LEAs and dissuades
them from the timely application of the provisional measures, a conclusion confirmed by the
weak results obtained in terms of actual seizures and confiscations achieved in Poland globally,
as described under the Core Issue below.

Methodological tools and institutional measures

254. Thelegal provisions on provisional measures and confiscation have been supported since
2018 with the Methodology on the seizure of property (hereafter the Seizure Methodology)
developed in the context of the “Program for preventing and combating economic crime for 2015-
2020” and supplemented by other guidelines issued by the PPO. While most of the guidelines
focus on specific types of criminality (e.g., financial crimes, fraud, tax offences), the one issued on
31 March 2017 addresses the asset recovery topic, reinforcing the obligation to apply any means
to deprive the perpetrator of illicit assets, instructing prosecutors to require the LEAs to do an in-
depth search for these. While the adoption of such methodological tools is commendable, the
limited results obtained in terms of asset recovery suggest that those remain optional and no
control or peer pressure measures have been put in place to enforce their application (e.g.
including the asset tracing/recovery in the yearly appraisal of prosecutors LEA, monitoring of
preventive measures imposed etc.).

255. The Seizure Methodology appears to be a comprehensive document, including a
description of activities preceding the issuance of seizure orders (such as collecting data on
assets) and activities aimed at determining the property profile of the suspect. It contains a
description of the information detained by GIFI and modalities of obtaining it. To improve its
content, the authorities already conducted an updating process led by the PPO and comprised of
prosecutors, judges, representatives of LEAs and ministries, to include the extended confiscation,
forfeiture of an enterprise and to give guidance on the practical aspects of seizing
cryptocurrencies. Nevertheless, at the time of the onsite visit, the revised version was not
available.

256. According to the PPO, in order to respond to the emerging trends concerning
cryptocurrencies, the Seizure Methodology was updated, aiming to strip the perpetrator of access
to the wallets and convert cryptocurrencies into FIAT money, and such, to channel the assets back
to traditional procedural steps. There is no specific legislation on these procedures yet, and the
AT was not presented with case examples to demonstrate the practical application and the broad
interpretation of the legal provision (“items”), which would include the virtual assets.

257. There are further plans to update the Methodology, which will also take into
consideration the new EU rules on freezing orders.

258.  Although available, not all LEA met on site were aware of the content of the Seizure
Methodology nor used it systematically in their work which negatively impacts effectiveness.

259. In December 2008, following the EU Council Decision 2007 /845 /JHA, the National Assets
Recovery Office (ARO) was established at the HQ of the National Police with the aim to serve as
the only contact point for international exchange concerning asset recovery, facilitating the
tracing and identification of proceeds of crime, using the Europol SIENA channel within the EU,
CARIN channels in the Camden Network. Beyond this mandate, ARO provided trainings on asset
recovery to field units and, in some large cases, performed actions concerning asset tracing.

260. In April 2019, in addition to the central ARO office, permanent Regional Asset Recovery
Units and Teams were established at the Voivodship Police HQs’ Economic Crimes Departments
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for the purpose of operatively supporting police investigations. According to the information
provided by the Polish authorities, at the time of the onsite visit, the personnel of the structure
was a total of 91 officers, of which ten are allocated in the National Police Headquarter (central
ARO). Due to this rather limited capacity, the main activity of the ARO structure is coordination
and counselling, and to a limited extent, in some cases, operational support. Prosecutors are not
satisfied with the ARO’s activity and want it to be more oriented towards parallel financial
investigation, assets tracing and recovery.

261. Parallel to the above structure, the commander of the Police Central Bureau of
Investigation (PCBI) on 26 June 2019 issued an internal order to streamline and coordinate PCBI’s
own efforts in the field of disclosure and securing of property within the PCBI. As a result, 70
coordinators at the central and local levels were appointed, dealing with the disclosure and
securing of property (assistance in complex cases, conducting trainings, issuing opinions on
documentation in connection with the co-operation with the GIF], etc.).

262. Next to the Police, KAS plays a significant role in seizing and securing assets. Since April
2019, the KAS took the policy measure to establish designated asset recovery units with a central
and 15 regional Centers for Tracing and Asset Recovery (CUOM). CUOM has a task to support
asset tracing and recovery efforts of KAS units but also serves as an international co-operation
unit as well in tax and customs-related matters.

263. Based on the Polish Tax Ordinance Act, as a result of risk analysis, including the suspicion
of tax fraud, with the aim of securing tax income, the head of KAS can block a bank account for 72
hours which can be extended up to three months.

Policy through practice

264. Since April 2017, through amendments to Police Act and the Internal Security Act, the
LEAs - next to the various relevant databases and registries - was given broad access to property-
related databases, including banking, tax or other professional secrecy protected ones, where
they can collect information on the property status of the person under investigation. At the
request of the LEAs, the holder of such secrecy-protected data (e.g. financial institutions, tax
authorities) must disclose them. Institutions, governmental or municipal bodies and
entrepreneurs active in public services are obliged by the law to comply with these requests. The
exchange flows on electronic channels seem to be an effective step to speed up asset recovery
efforts, especially in financial crime areas. In the case of a ‘hit’ in the databases, the LEAs take
steps to temporarily seize the assets, with all the procedural burden as described above, as an
obligatory judicial decision must be obtained to secure the asset.

265. Inassettracing, the LEAs routinely use information from GIFI and conduct analysis of cash
flow and turnover of assets, check the registers, in some cases try to obtain additional background
information from informants, and since 2017, they are allowed to use special investigative
techniques for asset tracing as well.

266. In practice, and as described under 106, an important part® of the GIFI notifications to
LEA is unrelated to ML/TF suspicions and pursues mostly investigation and prosecution of
predicate offences, which is still relevant for this Immediate Outcome. In addition to various
sources of information available under respective sectorial laws (e.g. the Police Act, the Anti-

51 On average 71% to 83%
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Corruption Bureau Act, etc.), all law enforcement agencies>2, as well as the PPO, the KAS, the UKNF
and the Supreme Audit Office may obtain from the GIFI information based “on a written and
justified request” made in the scope of the statutory duties and competences of the mentioned
bodies and agencies. Although not formalised through a written document, this practice can be
considered at policy level as confirmed by the statistics on the use of financial intelligence (see
Tables 3.3-3.7 under 106) and the interviews onsite.

267. The value of seized property seems to be on the rise (in 2019), at least in the investigation
phase. The Polish authorities recently started to emphasise asset recovery, and while the
amended legal environment supports this, and asset recovery specialisation started to take shape
in the major LEAs, the impact of these changes is yet to be seen in practice. The fragmented nature
of statistical data gathering on asset seizure and recovery hinders the Polish authorities from
demonstrating the actual effectiveness of the current system in place.

Parallel financial investigations

268. LEAs could not demonstrate a comprehensive perception of the relevance of parallel
financial investigations, which are not considered as a separate, specialised item, but more a part
of the “regular” investigations. While this approach may not be problematic, treating the financial
part of the crime as any other component points to the absence of financially specialised
investigators/analysts. Another fact that indicates the lack of effectiveness of this “integrated
approach” is the recent and repeated attempt of the Polish authorities to create specialised units
(ARO, CUOM, property securing coordinators within the PCBI) for assets tracing/recovery.

269. Apart from the Seizure Methodology, there are no measures taken at the policy level to
encourage LEA and prosecutors to conduct financial investigations and to pursue the proceeds of
crime systematically and as a matter of priority. The lack of focus on the detection and securing
of proceeds of crime in the pre-investigative proceedings, together with the absence of de facto
support to pursue financial evaluations from a dedicated agency, leaves the AT unconvinced that
confiscation is pursued as a policy objective in Poland.

270. The AT has not seen any parallel financial investigations so far in relation to TF cases (see
under Immediate Outcome 10).

3.4.2. Confiscation of proceeds from foreign and domestic predicates, and proceeds
located abroad

271. It must be mentioned from the outset that the depth of the analysis under this Core Issue
is seriously affected by the lack of statistical data, as the AT was not given any meaningful
information as to what criminal offences have been represented in the statistics on the
performance of the confiscation and provisional measures regime, whether there were measures
taken against proceeds located abroad, to which extent instrumentalities or equivalent value
were confiscated etc... There was a general and absolute lack of information regarding the
confiscations, while only partial figures were provided in the area of the provisional measures,
which were too fragmented to draw substantiated conclusions. The analysis below is based on
and structured according to the type of data available.

52 Including the Police, the Military Police, the Border Guard, the Internal Security Agency, the Intelligence Agency, the
Military Counterintelligence Service, the Military Intelligence Service, the Central Anti-Corruption Bureau, and the Internal
Supervision Inspector.
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272.  On the positive side, the legal framework on provisional measures and confiscation of
proceeds of crime and instrumentalities has been improved since the 2013 evaluation. The new
provisions enable the confiscation of instrumentalities even if they do not belong to the offender
and of the enterprise used for the commission of a crime. Some of the measures still have a
discretionary character (confiscation of instrumentalities), which may impact the effectiveness,
while other provisions fall short of the standard (inability to confiscate all types of property, i.e.
intangible assets). Regarding the latter, the AT was informed that the judicial practice adopted a
broad interpretation of the legal provision to encompass virtual assets. Nevertheless, the
assessors were not presented with the respective Court decision and hence, are unable to confirm
this statement.

Table 3.29 Seizures and Confiscations in ML cases

Property seized (€) Number of Property Number of
cases confiscated53 (€) cases

2020

2019 383232977 172 9432780 31
2018 84 094 702 129 22769 508 50
2017 117 846 700 N/A 23112 585 68
2016 49 344 055 75 16 055128 48
2015 65818 610 71 9327510 33
2014 84 470 385 81 1793 697 12

273. When looking at the overall value of the table above, a positive conclusion can be drawn
on the effectiveness of the system in ML cases, as in some years, notable sums appear to have
been confiscated (2017 and 2018). Nevertheless, the AT was not provided with statistics on the
assets actually recovered. Another disturbing finding was that only in about half of the total ML
cases year by year were confiscation measures applied (e.g. 65 ML convictions were pronounced
in 2019 (see Table 3.1. under 107), while in the same year, confiscation was imposed in only 31
cases). This means that in 34 ML cases, no confiscation measure was imposed whatsoever.**

274.  An increasing trend can be noted between 2014 and 2017, with a stable level sustained
in 2017 and 2018. A significant decrease is observed in 2019. This was explained by the
authorities as a mere coincidence whereby that year, the courts simply heard cases in which less
property had been seized at the stage of the investigation. The AT encourages the authorities to
consider such strategic analyses more carefully to identify trends and features that may lead to
better or poorer results in specific circumstances.

275. During the preparatory proceeding in the fiscal-penal cases, the KAS is seizing and secures
assets in a steadily growing value, while statistics on applied forfeiture only exist because the
‘prosecution’ is also done by KAS itself. The figures show a tendency that the share of tax crimes
connected to asset recovery by KAS decreased from 2015 to 2018 from 98% to 72%, with a slight
increase again to 78% in 2019.

53 On the basis of courts’ decisions of first instance. No data on the actually recovered property.

541n 2020, in 38 ML cases out of the 88 ML convictions, no confiscation measures were imposed.
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276. However, the applied forfeiture as a sanction in fiscal penal cases seem to be very low in
comparison, with 6, 2 and 2 % in value of the total secured assets in 2018, 2019 and 2020,
respectively. The reason for this wide gap between secured and forfeited assets is unclear, as the
Polish authorities did not provide an explanation on the outcome of more than 90% of the secured
assets in these cases.

Table 3.30 Seizure and forfeiture in KAS cases

Value of Percentage of = Forfeiture applied Percentage of
seized/secured assets  assets secured in by courts in fiscal assets
(in PLN) connection of tax penal cases forfeited to
crimes secured assets

2020 236.726.380 N/A 5.363.794 2%
2019 319.916.579 78% 7.782.938 2%
2018 160.842.822 72% 9.526.623 6%
2017 129.011.321 71% N/A
2016 108.840.846 78% N/A
2015 109.488.915 98% N/A

277. On the other hand, instead of or in addition to forfeiture, fines are also applied to a much
higher number in penal and fiscal-penal cases prepared by KAS. There is no breakdown to the
nature of crimes in question, but from the above figures, it can be subsumed that the majority has
been tax crimes. It is also not clear whether these fines are enforced from the secured assets.

Table 3.31 Applied fines in penal and fiscal penal cases

Total amount of fines ~ Number of convicted Average amount of fine
(in PLN) persons (in PLN)
2020 104.978.106 23782 4414
2019 240.378.307 37343 6437

278. The Border Guard seizes illicit assets they encounter during their activities; the value of
secured assets between 2014 and 2021 varies between PLN 2.8 million (€0.6 million) and PLN
137.6 million (€30.2 million) per year. Due to the nature of their competence, the fluctuation is
natural, as a single significant case can have a major impact on the data. The fact that in 2019 the
Border Guard seized a value of about 40% of the seizure of KAS in the same year is an
achievement, even if it can be attributed to one case.

279. There was no data made available to the AT on the asset recovery results of the other
LEAs.

280. The courts order forfeiture to a high number and value, with the majority applied to
financial gains. The Polish authorities presented statistics only on first instance court decisions
and only for 2020.
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Table 3.32 Forfeited assets in 2020

Data on forfeiture 2020, first instance
courts
Number of cases 30195
Number of persons subject to forfeiture 33739
Value of forfeiture ordered (in PLN) 442 596 217
(€97 371 167)

281. The execution of forfeitures applied by the courts’ decisions is a task of the KAS
enforcement offices and is considered a negligible part of their portfolio. The enforcement is
carried out in an administrative procedure; in 2020, the KAS fiscal offices received 9 610
judgments brought in criminal cases for execution of forfeiture, of which 5 047 were executed in
an average timeframe of 90 days. It is not clear how the rest of the pronounced forfeiture orders
are handled if only a third of the judgments are forwarded for execution to KAS. There are no
specific statistics on ML cases.

282. Overall, Poland has not demonstrated how much of the seized assets were actually
confiscated. The data kept by the Ministry of Justice on the total value of the confiscated assets
regards only the decisions of the first instance courts (not final decisions). In relation to the de
facto recovered property, it appears that no aggregated data is maintained by the KAS, which is
in charge of the administrative execution of the court decisions, including those on forfeiture.

283. There is no single mechanism for managing/disposing of seized or confiscated property
and no centralised authority in charge of management of such property, which negatively impacts
the effectiveness.

3.4.3. Confiscation of falsely or undeclared cross-border transaction of
currency/BNI

284. The effective implementation of the cross-border cash control regime in the non-EU
borders has resulted in convictions for fiscal crimes and related penalties of fines for undeclared
cash (e.g. 216 convictions in 2020, with the amount of imposed fines of PLN 514 332 /€113 153).
Still, the regime has not demonstrated its effectiveness for detecting ML/TF-related cash/BNIs.

285. Cash-controlis only established at the non-EU borders (Ukraine, Belarus and Russia), plus
in the international airports. The declaration threshold is €10 000. There is no mechanism
available to counter cash couriers entering through the EU internal borders.

286. There are no statistics available on the confiscations of false or undeclared currency or
BNI, hence the AT based its analysis on case studies and on discussions held onsite with the
responsible agencies.

287. In practice, the main sources of influx of declared cash are Ukraine and Israel. The
explanation provided by the authorities for this trend is that Ukrainian citizens use the cash to
buy goods in Western Europe (e.g., used cars, mobile phones), which will then be taken back to
Ukraine. Concerning Israel, the authorities maintain that Israeli citizens arrive with cash in
different foreign currencies, exchange these into PLN and/or purchase luxury goods, then return
to Israel on the same day. The supposed rationale beyond this currency exchange tourism is the
favourable difference in the exchange rates. No ML suspicion has been raised in these cases.
While not contradicting the authorities’ conclusion, the AT is of the opinion that there are
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unexplored areas of risk related to this type of cross-border movement of cash that need more
attention from the responsible bodies.

CASE BOX 3.5. - The fake diplomatic passport case

In 2018 the Border Guard authorities identified a person travelling from Dubai into Poland who
declared carrying cash in value of over €330 000 in various currencies (PLN, CHF). The search
performed on the person revealed several luxurious goods (watches, shoe wear). A closer
inspection of his documents revealed a fake diplomatic passport. The subsequent investigation
concluded that his main activity was buying luxurious goods for re-selling and that he was a
frequent traveller. As a result, the penalty in the form of a fine was applied for non-declaration of
the luxury goods. The rest of the money/goods were released back to the person.

288. Undeclared cash is handled according to the provisions of the penal fiscal code, resulting
in a fine. The proportion and volume of fines imposed seem to be very low, their dissuasiveness
being questionable. In cases of detected false or non-declaration, the restrained assets concern
only the equivalent value of the fine for the fiscal crime and the remaining assets are returned,
even in cases of suspicions of ML (see case boxes 3.5 and 3.6.). Only a few ML investigation has
been started based on undeclared cash.

CASE BOX 3.6. - Undeclared cash

The Polish authorities discovered undeclared cash (€12 000) on a traveller from China to Poland.
As a result, they initiated fiscal and criminal proceedings. There were well-grounded suspicions
established in relation to the person: he indicated the source of money as “gains in a casino” but
was unable to produce any justification/document, the other goods he possessed were cheap, and
the investigation also revealed that his main activity was selling goods in a third country (not the
country of origin nor Poland). His activity involved a frequent cross-border movement of cash.
The result of the investigation was the application of the fine for non-declaration. The rest of the
money was released back to the traveller. The GIFI was informed about the case in compliance
with general reporting obligations. No follow-up measures were taken.

289. The total and the average value of fines (approx. €500 on average in the last year) seem
to be insignificant in comparison to the value of undeclared cash, which is clearly not
proportionate and dissuasive. This is a particularly significant shortcoming, especially in light of
the NRA, which identified cross-border cash movements as one of the main concerns. Also,
according to the figures, the majority of undeclared cash stems from only a few cases with more
than €50 000 (23 in 2018, 22 in 2019 and 15 in 2020), which points to large sums being moved
through the Polish border unreported.
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Table 3.33 Fines imposed on undeclared cash transporting

Number Total amount of Total amountof Average fine Percentage of
of cases unreported fines in PLN per case in fines to the
cash in PLN PLN value of
unreported
cash
2020 216 16 142 020 514 332 2381 3%
2019 366 36491 326 582 935 1593 1.6%
2018 197 24 267 857 431070 2188 1.7%
2017 150 71523 296 292 000 1947 0.4%

290. Concerning cash couriers, the LEAs treat the phenomenon as an indication of ML with
unknown predicate offences, which connects with the issues raised in 107. Although Poland has
participated in the European Money Mule Actions (EMMA) organised by Europol since 2017,
there is no data on how the results were taken into account to start and conclude ML
investigations. According to the reporting tables, perpetrators acting as money mules, organisers,
move of funds through bank accounts have been identified in a higher number; this is not
reflected in ML investigations.

291. The overall lack of data prevented the Polish authorities from demonstrating the
effectiveness of the cash/BNI control system, and the available data raises concerns about its
usefulness.

3.4.4. Consistency of confiscation results with ML/TF risks and national AML/CFT
policies and priorities

292. The number of decisions on seizure of property and the value of the seized property
significantly increased in 2019, compared to the previous years (€877 mln in 2019, compared to
€245 mln in 2018 or €286 mln in 2017). This illustrates the efforts of the authorities to seize ill-
gotten assets. However, these figures are low when compared to the estimated proceeds of crime
laundered in Poland. Additionally, in the absence of the breakdown of data on seizures and
confiscations for specific predicate crimes, the AT is not in a position to assess if these measures
are in line with the main ML threats and risks.

293. The NRA identified risks are based on law enforcement experiences, typology of cases and
assets they encounter in actual cases. As already expressed under other IOs, there is no data on
the damages caused by crimes or the volume of actually laundered assets, and the authorities
indicated that they do not collect such data. The NRA estimates the volume of laundered assets as
high as cc. 1% of the GDP, which would amount to 22 billion PLN (6 billion US$) as of 2018. At the
onsite visit, both GIFI and KAS stated that this figure is a realistic estimation.

294. Incomparison, the secured and forfeited assets’ overall volume is dwarfed. Due to the lack
of comprehensive statistics, the AT could not establish an overarching conclusion on the efficacy
of the system and on how aligned the practice is with the NRA and major proceed generating
crimes. The absence of statistics also indicates the lack of an internal strategic analysis on the
effectiveness of the entire repressive system through the deprivation of criminals of illegally
acquired property.

295. The KAS, partly due to its extended powers to ‘prosecute’ fiscal offences directly, is an
important factor in asset tracing and recovery. The value of assets seized in fiscal-penal cases is
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steadily rising, with a vast majority coming from tax-related crimes. On the other hand, the value
of confiscated assets based on these measures remains low. (See Table 3.30 Seizure and forfeiture
in KAS cases above)

296. There is no established system to preserve and manage seized assets other than the
provisions of the Criminal Procedure Code and the Rules of Internal Procedure of the PPO, which
is based on the nature of the seized items (e.g., evidence, prohibited items, objects of artistic or
historical value, perishable objects, etc.).

Overall conclusions on 10.8

297. Although LEAs have achieved some results, especially in cases of ML, the confiscation of
proceeds and instrumentalities is not pursued as a policy objective. This is confirmed by the lack
of relevant statistics on confiscations applied in relation to the predicate offences, which
negatively impacts the authorities’ ability to assess the effectiveness of the system and to take
targeted policy measures to address the weaknesses. There was a general lack of information
regarding the confiscations (except for ML), while only partial figures were provided in the area
of the provisional measures, which were too fragmented to draw any positive conclusion. There
is a total absence of information on assets actually recovered. In cases of detected false or non-
declaration, the restrained assets concern only the equivalent value of the fine for the fiscal crime
and the remaining assets are returned, even in cases of suspicions of ML. The confiscations are
not consistent with the ML/TF risks and national AML/CFT policies and priorities. Poland is
rated as having a Low level of effectiveness for 10.8.
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4. TERRORIST FINANCING AND FINANCING OF PROLIFERATION

4.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 9

a)

b)

d)

The Counter Terrorism Centre of the Internal Security Agency (CTC-ISA) is the
main LEA responsible for identifying and investigating TF cases, which in
practice are exclusively conducted in connection with a terrorism offence. Two
convictions of four individuals were achieved in the assessed period. In both
conviction cases, the financing of terrorism took place in Poland, and the accused
were Polish citizens or had strong ties with Poland. The profile of the convictions
is partially in line with the country’s risk profile, as explained under 9.1.

The prosecution and LEA did not adopt methodological guidance or instructions
for TF investigations, nor did they develop a system to prioritise all potential TF
cases. The AT is concerned about the general understanding and prioritisation
of TF among the responsible institutions, which might create blind spots in the
system.

TF investigations are conducted and supervised by the specialised Local
Divisions of the Department for Organised Crime and Corruption of the Public
Prosecutor's Office. In the case of the convictions achieved so far, the TF
consisted in the collection and movement of funds (about €8 500) and other
assets (paramilitary equipment), as well as in the use of funds (€200) and other
assets (mobile phones, clothes).

The main challenge in effectively prosecuting TF cases, even when financing
elements are present, is the impossibility of proving the commission of or the
link with a terrorist act. This is an area of concern, especially in the context of
the technical deficiencies described under R.5. While in one of the TF
convictions, the TF was proved through the membership of the perpetrators to
a terrorist organisation, one of the culprits who participated in the financing act
was acquitted due to the fact that he was not a member of the said organisation.
TF investigations are not integrated and used in support of national counter-
terrorism strategies, as Poland does not have a separate document that would
constitute a national anti-terrorism financing strategy.

The sanctions applied in relation to the two convictions achieved are minimal
and not sufficiently dissuasive. In one case, complex TF actions were punished
by imprisonment of two years and one month. The second case, apparently less
serious, comprised punishments of one to three years. Hence, no positive
conclusion can be drawn on the proportionality of sanctions.

Immediate Outcome 10

a)

The Polish TF TFS system is a combination of solutions and legal provisions
provided at the domestic and EU level. Under the national designation regime,
the competence to identify and propose persons to the relevant United National
Security Council (UNSC) committees is given to the Financial Security
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b)

d)

Committee, a collective body composed of 23 authorities at the national level,
including the GIFI and the ISA.

Poland did not propose any designations to date nor received third-party
requests. While this is largely in line with the country’s TF risk profile, it must
be mentioned that the authorities do not have uniform procedures or
mechanisms for identifying targets for designation/listing, de-listing, and
granting exemptions. Some authorities, ISA, GIFI would use the same sources as
for any investigation/SAR analysis; other members of the FSC were less clear
how this would work in practice.

The UNSCRs sanctions lists are promptly published and updated on the FIU’s
website, where newsletters are also available. Upon subscription, the REs
receive prompt notifications on any changes in the lists.

No funds related to TF TFS have been frozen, and no false positives have been
reported. This is largely consistent with the country’s risk. Guidance has been
provided to REs on FT-related TFS by providing e-learning courses on the FIU’s
website. Nevertheless, the overall communication approach adopted by the
authorities is not yet sufficiently targeted.

FIs, particularly in the banking and insurance sectors, have a good
understanding of their freezing and reporting obligations, developed their own
automated screening systems to check clients and other participants to the
transaction against sanctions lists. The awareness of the FT-related TFS
obligations of the DNFBP sector varies.

Poland did not carry out a specific risk assessment on the NPO sector’s exposure

to TF risks. The NPOs are obligated entities when performing transactions in
cash exceeding €10 000, which is a risk mitigation factor. The NRA outlines
some FT risk scenarios which may concern NPOs, but those are rather general
and not connected with the Polish realities. Several controls have been carried
out on NPOs since 2016, but they are not conducted risk-based and are rather
oriented to technically identify NPOs that are obliged entities and report
respective cases to GIFL.

Immediate Outcome 11

a)

b)

PF targeted financial sanctions are addressed through EU legislation explicitly
to DPRK and Iran, which displays elements of an effective system. The national
AML/CFT legislation does not provide PF requirements, and as a result, no
supervisory duties are entrusted to any domestic authority or body.

No case of freezing assets has been registered related to the respective UNSCRs,
which is largely in line with the country risk seeing the geographical position of
the country and their main trade partners.

The trade in special commodities and technologies, such as military equipment,
dual-use goods and technologies related to weapons of mass destruction, is
subject to control by the state. The Ministry of Economic Development, Labor
and Technology (minister competent for economy) is active in the area of export
controls and licensing the international trade in strategic goods, thus
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d)

participating in a wider mission of counter-proliferation. The FSC and the FIU
have no competences in countering PF; therefore, they are not involved in the
licensing process, which indicates a lack of coordination and prioritisation at the
national level.

The financial sector demonstrated a sound understanding of their obligations
under the PF UNSCRs, as well as the necessary steps to be taken to apply the
freezing mechanisms. However, the lack of targeted guidance and
communication from the state bodies coupled with the lack of supervision
shows that PF is not regarded as of serious concern among the authorities.

The DNFBPs have a limited understanding of their PF preventive obligations
under the UNSCRs. It appears that insufficient measures are taken to detect
funds or other assets that are wholly or jointly owned or controlled, directly or
indirectly, by designated persons or entities.

Recommended Actions

Immediate Outcome 9

a)

b)

d)

g)

The authorities should take measures, procedural, methodological, or
otherwise, to clarify that the TF is a stand-alone crime and not a byproduct of
terrorism both in terms of risk and criminalisation.

The ISA should be given the authority to investigate TF offences that are not
targeting the Polish state’s security.

Internal and external EU border cash control mechanisms should be
strengthened by providing a legal basis to stop and restrain terrorist and FT
suspicious assets administratively (see R32). The identification of such assets
should be supported by developing specific indicators and typologies.

Authorities should undertake measures to enhance and formalise the rules for
conducting operational activities so that all LEAs properly and proactively
consider TF suspicions when needed to avoid TF aspects being overlooked.

Measures should be taken to ensure that financial investigations are carried out
not only in terrorism-related cases but also in cases of suspicions about the
legality of the funding and/or the destination of funds.

Training and awareness-raising initiatives should be put in place for other
authorities (such as prosecution or Border Guard) for them to acquire sufficient
knowledge to start and conduct a TF case on their own initiative (e.g. based on
an MLA request received from a foreign counterpart or suspicious activity at the
border).

The technical deficiencies identified under R.5 affecting the full criminalisation
of financing of terrorism as required by the standard should be remedied.

Immediate Outcome 10
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a) Provide to all obligated institutions regular training on implementation of FT
TFS, emphasising DNFBPs sector.

b) Conduct a detailed risk assessment of the NPO sector to identify those at risk of
FT abuse. The risk assessment process should engage representatives of
the NPO sector.

c) Adopt a targeted risk-based approach to the supervision of the NPO sector.
Immediate Outcome 11

a) A supervisory system on the application of the PF-TFS must be urgently put in
place in Poland, which shall include an effective and dissuasive sanctioning
regime for non-compliance with the PF TFS requirements.

b) The authorities should perform trainings and awareness-raising activities in
order to enhance the knowledge and understanding of some authorities (Border
Guard) and some entities of the private sector (especially DNFBPs) on PF-
related TFS obligations.

c) The authorities should issue guidance for the private sector in the application of
the PF UNSCRs.

d) A domestic coordination mechanism on PF matters should be established to
enhance the country’s capacities to prevent sanctions from being evaded and to
develop and implement policies and activities to combat the financing of
proliferation of WMD.

298. The relevant Immediate Outcomes considered and assessed in this chapter are 10.9-11.
The Recommendations relevant for the assessment of effectiveness under this section are R. 1, 4,
5-8, 30, 31 and 39 and elements of R.2, 14, 15, 16, 32, 37, 38 and 40.

4.2. Immediate Outcome 9 (TF investigation and prosecution)

4.2.1. Prosecution/conviction of types of TF activity consistent with the country’s
risk-profile

299. The Polish NRA divides the risk of terrorist financing between the “risk on the territory
of Poland”, which is based on the terrorist threat itself and estimated as low, and the “overall risk
of terrorist financing”, which was estimated to be at the medium level. The NRA®® recognises the
country as an attractive place for logistics bases and the transfer of money and other assets for
terrorist purposes; hence it can be assumed that the difference between the two is the external
TF risk which brings the “overall” risk from low to medium. As expressed in the Introductory part
and in the context of 101, the AT has reservations regarding the accuracy of the NRA, especially
due to questionable methodological tools used.

300. At the operational level, the TF is seen by the authorities as a byproduct of terrorism,
somehow linked to it when assessing the risk. Beyond this, the understanding of TF risk is not
supplemented by good awareness about purely financial activities of individuals, groups and

55 See page 736
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organisations potentially linked with terrorism that could abuse the Polish system of its financing.
As a result, there is a limited ability to trace potentially TF-related movements and transfers,
especially using Hawala networks and to launch TF investigations that would be more consistent
with the country’s risks.

Table 4.1. Number of preliminary proceedings carried out by ISA (TA and TF)

2016 2017 2018 2019 2020

Terrorist acts 19 19 15 10 8

TF 2 3 5 3 4

Total number of pending 21 22 20 13 12

cases
Number of charges 1 3 2 1 3
related to terrorist and

TF preliminary
investigations

301. The ISA is the main LEA responsible for identifying and investigating TF cases, which in
practice (and as a result of the understanding of risk explained above) are exclusively conducted
in connection with a terrorism offence. In the last seven years, ISA handled three TF cases that
ended with indictments. Further on, two TF convictions of four individuals were achieved, which
is a positive outcome. In both conviction cases, the financing of terrorism took place in Poland,
and the accused were Polish citizens or had strong ties with Poland. The profile of the convictions
is partially in line with the country’s risk profile, as further explained below.

CASE BOX 4.1. - The Caucasian Emirate

The case was initiated in 2014 by ISA as a result of covered operations. The suspects were Taus
G., Zaur G, Alvi Y. and Shamkhan A., foreign citizens who in 2007-2009 came to Poland, where
obtained subsidiary protection status (Shamkhan A., Taus G.) or tolerated stay (Zaur G. Alvi Y.).

The four suspects lived in Lomza, where they made contact with the "Salvation" Foundation
providing assistance to people from a sensitive community. In 2014, the suspects began to collect
funds with the intention of transferring them to Caucasian extremists fighting as mercenaries in
Syria. The collection was made among certain nationals by referring to the principles of Islam and
the obligation of voluntary alms. Some of the donations came from abroad. The collected cash was
handed over to a courier (nicknamed Abu-Askhab), who physically transported it to the war zone
through Germany, Austria and Turkey. The funds so transferred amounted to at least €8 500.

In 2014, the perpetrators also facilitated medical care for Vakha K., an Islamic fighter who
suffered a gunshot injury in Syria. The suspects enabled his arrival and stayed in Poland and
organised an operation to remove a bullet from his chest, after which Vakha K. left for Turkey.

In May 2014, the accused began purchasing commonly available paramilitary equipment (tactical
backpacks and headsets) acquired on the internet using the accounts of the employees of the
"Salvation" Foundation. They handed over the purchased equipment to their spouses, who sent
it to Turkey.
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In 2016 the four suspects were indicted with terrorism financing and participation in an
organised group with terrorist purpose charges, and the case was sent to District Court in
Biatystok. In August 2017, Taus G. Zaur.G and Shamkhan A. were found guilty, as the Court
established that they provided material support and financing of terrorist acts in their capacity
of members of a terrorist organisation. They were sentenced to two years and one month of
imprisonment. The Court ordered the confiscation of PLN 1000 and EUR1700 (approximatively
EUR 1900) due to the financial standing of the perpetrators who did not have any property.

Alvi Y. was acquitted as the Court concluded that although the accused was aware that the money
was collected, moved and used to finance a terrorist organisation, the evidence did not conclude
that he was a member of an organised criminal group.

The investigation concluded that the Foundation was abused, and no collusion between
perpetrators and its employees was found.

On January 16, 2018, the judgment was upheld by the Court of Appeal in Bialystok.

302. Some conclusions can be drawn from the two convictions described under Box 4.1 and
4.2 and their consistency with the country’s risk. In both cases, the financing part was quite basic,
consisting mostly in handling and transportation of cash and a serious/complex parallel financial
investigation into TF was not needed /undertaken. The risk related to the physical transportation
of cash is well known and understood by ISA and is in line with the country’s risk profile.
However, this is less acknowledged by other authorities potentially involved in TF cases such as
the Border Guard.

303. Turning to investigations, the authorities presented the AT with some ongoing cases that
appear to be more in line with the country’s risk than the convictions, as they include potential
financing of ISIS foreign fighters, use of Hawala system, MTSs and even bank accounts. This
suggests an improving understanding of TF risks at the LEA level over time (the ongoing
investigations are more recent than the convictions). The investigations also demonstrate the
ability of GIFI to meaningfully contribute to an ongoing investigation, although no case is
triggered by a GIFI report/dissemination.

CASE BOX 4.2. - The Arson case

The investigation was initiated by ISA on the basis of a report filed by a third party and concerned
Tomasz S., Adrian M. and Michat P, all three supporters of nationalist organisations in Poland.

At the beginning of January 2018, a German journalist, Manuel O. made contact with Michat P. via
Facebook and floated the idea to attack a cultural centre of a national minority in Ukraine. Michat
P. agreed to this proposal, and Manuel O. sent Michat P. €500 by post. Michat P. recruited Tomasz
S. and Adrian M. and gave them PLN 1 000 (€220) to cover the travel expenses to Ukraine, and
equipped them with cell phones, SIM cards and clothing. The two travelled to Ukraine through
Slovakia.

On the night of 3-4 February 2018, Tomasz S. and Adrian M. went to the building of a national
minority cultural NPO, drew a swastika on the facade and set the building on fire. Michat P
followed the acts through video. The next day, the perpetrators returned to Poland through
Slovakia and met with Michat P., who gave them PLN 1 000 (€220) each as a reward. On February
7,2018, Michat P. met Manuel O., who gave Michat P. compensation of €1 500 for the acts.
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The investigation consisted of interviewing witnesses, searching the perpetrators' flats and
securing the content of text messages and conversations. The ISA determined the itinerary of the
perpetrators by tracing their cell phones. The Border Guard determined whether and when the
suspects were crossing Polish borders.

There was close international co-operation between the Polish and Ukrainian prosecutor's
offices, and a JIT was established, enabling evidence exchange without any further formalities.

In March 2020, Michat P. was sentenced to 3 years of imprisonment for TF. The Court also
imposed a fine amounting to PLN 15 000 (approximately €3 000) and forfeiture of equivalent
benefits of PLN 8 000 (approximately €1 500).

Adrian M. was sentenced to two years of restriction of liberty and obliged to perform unpaid
community work. The Court forfeited the equivalent of benefits gained by Adrian M. of PLN 2 000
(approximately €450). Tomasz S. was sentenced to one year of imprisonment and a fine of PLN 4
000 (approximately €900) together with the forfeiture of the equivalent of benefits gained by
Tomasz S. (approximately €450). The court obliged all three convicts to redress damage incurred
by the NPO and forfeited mobile phones used as instrumentalities to commit the crime. The
sentences were not TF-related but for publicly committed incitement to hatred based on national
and ethnic differences.

Manuel O. absconded, which led to the decision to exclude the evidence against him from the
Arson case and initiate (also in 2018) a separate investigation in which Manuel O. was charged
with TF in December 2018. The investigation was suspended due to the hiding of the suspect. In
connection to a parallel investigation concerning the involvement of Manuel O. in the Arson case
carried out by the German authorities, the Polish authorities initiated negotiations for
transferring the proceedings to Germany. The up-to-date information of the whereabouts of
Manuel O. implies the death of the suspect.

304. Turning to other riskindicators, the AT was informed that there were five TF-related MLA
requests received by the Polish authorities from foreign counterparts in 2019. The MLA requests
were executed by the District Prosecutor’s Offices in Katowice, Rzeszéw, Gdansk and Warsaw,
and none gave grounds to launch a criminal investigation by the Polish authorities. While three
of the MLA requests included mostly hearing of witnesses, the other two had more substantive
links with Poland. In one of the cases, 19 Polish companies, their owners, founders, CEOs,
accountants and other employees were involved, and in the second, business activities were
carried out in Poland by the person investigated in the foreign jurisdiction. The absence of follow-
up might be caused by the legal gaps in the application of the criminal liability of legal persons
(see also R5), but in any case, it is hardly in line with the actual country risk, as far as the legal
entities are concerned.

305. Apart from the actual cases (including MLA), in the course of its work, ISA identified
certain methods of fundraising for supporting terrorist organisations, such as income from work
(legal and illegal), financial support from family members, collections under the guise of charity
support (including online), collections conducted on behalf of a terrorist organisation (voluntary
and forced), and proceeds from criminal activities (smuggling, fraud, extortion, etc.). Moreover,
the ISA has also identified cases of investment in real estate by members and supporters of
terrorist groups in Poland. This is partially in line with the country’s risk profile and with the
constituent elements of the two convictions.
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306. Since 2014, when there was an increase in Europe of cases involving foreign terrorist
fighters, the ISA has been actively monitoring the foreign fighters and returnees who were Polish
citizens or linked to Poland. However, there are no TF cases regarding returnees, and it cannot be
concluded that this threat is adequately reflected in TF cases investigated.

307. The analysis above, coupled with the NRA statement that Poland might be an attractive
place for logistics bases and the transfer of money and other assets for terrorist purposes and
with the shortcomings with regard to the TF offence, reflected in the TC Annex (R.5), raise
additional concerns about the possibility of a full and effective investigation into a TF case.

308. Another TF vulnerability identified in the NRA and confirmed by the convictions is the
movement of cash. In this context, the finding of the TC Annex (32.8) that the customs do not have
the specific power to stop and restrain currency at the borders in order to ascertain whether
evidence of TF may be found is of particular importance. This raises concerns about the ability of
the authorities to identify and initiate TF enquiries at the borders.

309. Overall, the AT considers that the TF convictions and even more the ongoing
investigations lead to a positive conclusion as they reflect certain elements of the country’s risks.
Nevertheless, a clear statement that the results achieved in the period under review are fully
consistent with the country’s risk profile is difficult to make in the absence of a more significant
number of prosecutions and convictions and taking into account the shortcomings.

310. The assessment team takes comfort in the fact that the ISA is systematically involved in a
number of TF cases that appear to be quite well-grounded in their substance. However, this is a
double edge observation which, coupled with the number of TF MLAs requests received in 2019
and other trends identified by ISA, suggests that a more comprehensive TF risk assessment is
needed to address all the different types of potential TF activity (e.g., collection, movement and
use of funds or other assets) (see also 101). The absence of cases initiated other than through the
ISA’s work suggests that other authorities (including the prosecutors) lack sufficient knowledge
and/or coordination to start a TF case on their own initiative (e.g. based on an MLA request
received from a foreign counterpart). The GIFI’s contribution to the initiation of the TF cases
remains marginal.

4.2.2. TF identification and investigation

311. The identification of TF cases has so far been carried out only by the Counter-Terrorism
Centre of the ISA, which also ensures the communication between other the LEA potentially
involved in the performance of national security tasks (such as terrorist actions but not TF), on
the basis of the Act on the ISA and the Intelligence Agency of 24 May 2002.

312. ISA conducted nine TF investigations since 2016, out of which three were finalised with
an indictment and two sentences were pronounced. At the time of the onsite visit, one case was
still under investigation, and the investigation of another case was suspended (due to an outgoing
MLA request and the flight of the key witness in Syria). The capabilities of the other bodies to
conduct terrorism-related financial investigations remain virtually unused as they consider the
terrorism-related matters as being in ISA’s remit.
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Table 4.2. - TF investigations conducted by ISA

Until

Data 2016 2017 | 2018 | 2019 | 2020 V2021

Number of investigations conducted
in cases under Art. 165a of the Polish 2 3 5 3 4 1
Criminal Code.

Number of investigations initiated 1 2 3 0 2 0
Number of investigations terminated 1 1 2 1 3 0
bringing charges 1 0 1 0 1 0

by termination 0 1 0 0 1 0
Suspension 0 0 1 1 1 0

313. The specifics of the TF investigations, as introduced to the assessors, appear to
demonstrate both the applicability of the legal framework and the ability of the Polish authorities
to cooperate among themselves and with foreign counterparts. As described under the sub-
chapter above, the convictions are related to the collection and transfer of funds (domestic and
from abroad), and the funding was linked to a specific terrorist act, activity or organisation.

314. The main source of potential TF cases for the ISA is intelligence acquired in the course of
already initiated terrorism cases. The methods of collecting information include operational and
reconnaissance activities, monitoring of open sources and analysis of accessible databases. Other
sources that might trigger a TF preliminary analysis are information stemming from operational
activities and leads from other agencies, including foreign counterparts.

315. Atool designed to be used to pro-actively initiate a TF or a terrorism case consists in the
Catalogue of incidents of terrorist nature>¢, which was distributed to several agencies by ISA.
Group 11 of the Catalogue refers to TF and covers incidents related to the introduction of the
circulation of assets from illegal or hidden sources. No information was provided on identified TF
cases or investigations resulting from an incident report under this Catalogue.

316. Between 2016 and 2020, FIU submitted 237 disseminations to ISA concerning potential
links with terrorism. These were not TF notifications that, in accordance with the AML/CFT Act,
should be provided to the PPO. No TF case was prompted by ISA following those disseminations;
nevertheless, in one of the investigations, information from FIU was used (the case is ongoing).

Table 4.3. - Information exchange between ISA and GIFI
Year 2016 2017 2018 2019 2020

Terrorism Financing:

Requests to GIFI 24 9 15 11 38

Notifications from

GIFI 103 45 53 25 11

56 Approved through the Directive of the Minister of the Internal affairs and administration of 22 July 2016
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317. According to ISA, each FIU dissemination, like any other disclosure, is subject to an
operational investigation. Such verification includes a preliminary financial analysis and
verification against all available information: the police databases; international databases
(Europol, Interpol); open sources (Companies Register, Trade Register, Real Estate Register, etc.)
mainly to determine whether it can be linked to any terrorist activity.

318. The AT is unable to ascertain how the GIFI disseminations were used by ISA, but no
grounds were identified to report the case to the PPO. The assessment of the sufficiency of the
data as a potential TF (or any other crime) case belongs to ISA and not to the prosecution.

319. The PPOs are not formally involved in the operational phase of the TF cases unless the
LEA (ISA in this particular case) opens a formal criminal investigation. Therefore, there is no
independent legal body to review ISA’s decisions when a case is discontinued at the operational
level.

320. The ways in which potential cases of TF are examined have been closely scrutinised by
the AT. ISA generally presented its methods for a proactive approach - exchange of information
on extremist groups; social media monitoring; co-operation with foreign and local counterparts,
although no specific examples were presented. The ISA applies the reactive approach in work on
the study of the GIFI reports. The means of gathering information on suspected terrorists are
mainly operational and intelligence activities (HUMINT); opensource monitoring (OSINT); co-
operation with partner services (local or foreign); analysis of records included in accessible
databases.

321. There is no established practise for ISA to send feedback to the GIFI on the actions taken
and the final decision on each notification received. This raises concerns about the effective
coordination and communication between the ISA and the FIU in the field of countering terrorism
and its financing.

322. The view of the Polish authorities that TF offence is an element of the crime of terrorism
has several interlinked factettes. On the one hand, it is a matter of practice, as all the TF cases are
strictly connected with a terrorism case. On the other hand, there is a theoretical understanding
of the crime referred to in Article 165a CC (TF) as a preparatory stage into a specific terrorist act
or activity rather than a separate crime. It is possible that this understanding by practitioners is
influenced by academia5’ and the judiciary. The latter shared their opinion that the intention of
the perpetrator of the TF to finance a specific terrorist act is essential for the recognition of the
features of TF. Thirdly, from the risk perspective, the TF analytical part in the NRA is focused
almost entirely on the risks of terrorism and not so much on TF, which in any event is linked to
terrorism. Finally, from the technical perspective, and as presented in the TCA (R30.1), the ISA
lacks formal competences in investigating TF offences that are not endangering the Polish state’s
security (through a terrorist act).

323. The ISA investigation unit and the Prosecutor's Office use all possible means to gather
evidence during TF investigations. Interrogations of witnesses are cited as the most important
evidence of the intentional element in the TF crime. Secret operations, including wiretapping, are
widely used. When necessary, searches of people and premises, seizure of property, examination
of telephones are carried out. The help of phonoscopy experts and translators is used.

57 Thus, the NRA (p. 727) quote Prof. Alicja Grzeskowiak, who considers TF "as a crime in the foreground of the respective

terrorist crime, representing a stage of preparation for this type of act".
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Information from payment institutions on TF cases is obtained without difficulty within two
weeks to two to three months.

324. On a positive note, in the course of one of the ongoing investigations, ISA provided
expertise on the structure and operational rules of ISIS and the potential roles played by suspects.
The authorities pointed out (and the AT agrees) the value of the analyses elaborated by the ISA
for the TF investigations. Officers of the mentioned unit undergo specialist analytical trainings,
which is a commendable undertaking.

325. TFinvestigations are conducted and supervised only by the specialised Local Divisions of
the Department for Organised Crime and Corruption of the PPO. With regards to the convictions
achieved so far, the TF consisted in the collection and movement of funds (about €8 500) and
other assets (paramilitary equipment), as well as in the use of funds (€200) and other assets
(mobile phones, clothes).

326. The prosecution and LEA did not adopt methodological guidance or instructions for TF
investigations, nor did they develop a case management system to prioritise potential TF cases.
In fact, ISA has a monopoly on TF cases that have been handled from the beginning to the end
exclusively by them; therefore, and seeing the limited number of cases, a case management
system is not needed. While this can be considered somehow positive in terms of centralisation
and specialisation, it leaves all the other authorities in Poland unconcerned by the TF, which
might result in blind spots in the system. This is confirmed by the lack of reaction to all five TF
MLA requests received in 2019 (see analysis in previous core issue) in terms of domestic
investigations/analysis/measures which could have been triggered by those notifications. The
AT is concerned about the general understanding and prioritisation of TF among the responsible
institutions, especially in cases where the financing has no direct link with Poland.

327. The authorities stated that the main challenge in effectively prosecuting TF cases, even
when financing indications are present, is the impossibility to prove the commission of or the link
with a terrorist act. While in one of the TF convictions, the financing element was proved through
the membership of the perpetrators to a terrorist organisation, one of the culprits who
participated in the financing act was acquitted due to the fact that he was not a member of the
said organisation. This confirms the four factettes concerns expressed in paragraph 323 above.

4.2.3. TF investigation integrated with -and supportive of- national strategies

328. It cannot be concluded that the TF investigations are integrated and used in support of
national counter-terrorism strategies, as Poland does not have a document that would constitute
a national anti-terrorism financing strategy. Poland applies the provisions of the 2005 EU
Counter-Terrorism Strategy, Directive 2015/849 and Directive 2019/1153.

329. Until 2019, the "National Antiterrorist Program for 2015-2019" was in force, which
contained some general priority actions of legislative nature, aiming at implementing the
previous MONEYVAL assessment report recommendations on TF offence, but no other pertinent
strategic objectives/ actions in relation to countering TF were envisaged.

330. Itshould also be noted that the programme has identified GIFI as the main competence in
counteracting TF, as it deals in the area of collection, gathering, processing and analysing financial
information, and is responsible for taking action in this field, including through its co-operation
with foreign FIUs. However, the GIFI’s notifications to ISA are not TF-related from the outset, in
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which case they should have been disseminated to the PPO. No TF disseminations to the PPO
have been reported.

331. Thenew AML/CFT Strategy (2021) lacks priority measures in connection with countering
TF (among the six generally defined priorities), or at least they are not addressed by means of
focused and targeted actions that would integrate and be supported by the results of the TF
investigations.

4.2.4. Effectiveness, proportionality and dissuasiveness of sanctions

332. The Polish legal framework provides for a dissuasive sanctioning regime for TF crimes,
with the exception of acts provided by Art.165a (3) CC (see analysis under R5). The offences
covered by the two convictions achieved in the period under review and analysed in the sub-
chapter above do not fall within this exception.

333. Despite the availability of sanctions, when looking at the penalties applied in practice in
relation to the two convictions achieved, they are minimal and not sufficiently dissuasive. In one
case, complex TF actions were punished by imprisonment of two years and one month. The
second case, apparently less serious, comprised punishments of one to three years. No positive
conclusion can hence be drawn on the proportionality of sanctions.

334. Regarding the reasons for this difference in the imposed penalties, AT got acquainted with
the motives for one of the sentences and the individualisation of the punishment. It turns out that
for the Court, the amount of funding found in the investigations plays a more significant role in
terms of punishment than the level of danger that the funded act may cause. Based on these data,
no positive conclusion can be drawn as to the appropriateness and dissuasiveness for TF crime.

335. The possibility of imposing a fine and confiscation for the crime of TF, in addition to
imprisonment, means that the Polish courts have additional legal remedies to punish the
perpetrator accordingly. Unfortunately, their actual implementation is limited, including the
small number of investigations leading to convictions.

4.2.5. Alternative measures used where TF conviction is not possible (e.g.
disruption)

336. Evenintheory, the possibility to use criminal, regulatory or other measures when it is not
possible to secure a conviction for TF is very limited. The application of confiscation under Art.
45 of the CC is the only possible measure to be taken in the absence of a conviction.

337. There is no possibility in these cases (when for some reason a conviction cannot be
secured) to impose a sanction or other restriction on a related legal entity, as, by law (Act of 28
October 2002 on liability of collective entities), it is bound by the existence of a convicted person.

338. In practice, the authorities have never applied alternative measures in lieu of proceeding
with FT charges.

Overall conclusions on 10.9

339. Poland has taken some steps in a positive direction in the field of TF investigations - the
legal framework has been expanded, and practical experience has been gained. However, there
are still some technical shortcomings (commented on in the TCA) that also affect efficiency. The
ISA is the main LEA responsible for identifying and investigating TF cases, which in practice are
conducted primarily in connection with a terrorist offence. In the last seven years, ISA handled
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several TF cases, out of which three ended with charges. Further on, two TF convictions of four
individuals were achieved, which is a positive outcome. The prosecution and other LEA have not
adopted methodological guidelines or instructions for TF investigations, nor have they developed
a case management system to prioritise TF cases. None of the FIU reports to ISA on potential links
to terrorist financing triggered a case of TF; however, information from the FIU was used in one
of the investigations. It cannot be concluded that FT investigations have been integrated and used
to support national counter-terrorism strategies. The sanctions applied in relation to the two
sentences reached are minimal; hence they are not dissuasive or proportionate. The 10 is
achieved to some extent as the authorities demonstrated that TF convictions could be achieved,
and ISA has competences in relation to TF. Nevertheless, major improvements are needed to
ensure full effectiveness of TF investigations capacities and integrate the TF investigations in the
national counter-terrorism strategies.

340. Poland is rated as having a Moderate level of effectiveness for 10.9.

4.3. Immediate Outcome 10 (TF preventive measures and financial
sanctions)

4.3.1. Implementation of targeted financial sanctions for TF without delay

341. FT-related TFS are implemented on the basis of the AML/CFT Law, additionally to the
relevant EU Regulations, which are directly applicable in Poland. The sanctions lists are published
on the GIFI's website immediately after the decision of the United Nations Security Council, and
the lists are automatically updated based on changes on the website of UN Committees. The
implementation of sanctions stemming from resolution 1373 takes place without delay as at the
national level, the decision of the GIFI concerning listing is enforceable with immediate effect
(Article 120 (7) of the AML/CFT Act). Therefore, the implementation of TFS and freezing of
property values of persons and entities designated by the UNSCR is made without delay.

342. To support the application of the TF TFS, in 2018, GIFI and KAS published
communications on their website, regarding the specific measures to be taken, including and the
obligation to freeze and prohibition to make property values available. These communications
include the legal framework governing the TF TFS, the measures to be taken in this regard and
contain links to the sanctions list on the UN website.

343. Moreover, the authorities developed a communication mechanism to notify relevant
competent authorities and all obligated institutions of new designations: upon subscription, a
newsletter is available on the GIFI’s website for the entities to receive prompt notifications on the
updates of the lists. GIFI provides a tool available to be uploaded from its website, allowing access
to updated lists in format. Over 1,000 subscriptions have been reported since the initiative was
launched in mid-2019. The authorities clarified that the tool is intended for small, obligated
institutions as large FIs use automatic updates delivered in their software. GIFI did not provide
any information on the percentage of the obligated institutions that subscribed to the newsletter,
but seeing the overall number of RE in Poland, this type of outreach, although a commendable
initiative, is an area for further strengthening. The lists are published on the GIFI's website and
are available in MS Excel format too.

344. Poland does not have any cases to prove the implementation of TFS pursuant to UNSCRs
1267 and its successor resolutions and 1373; neither has it designated persons or entities that
meet the designation criteria under the mentioned Resolutions.
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345. The provisions of the AML/CFT Act give the competence for listing (at the national level)
and making proposals for listing (to UNSC) to the Financial Security Committee, composed of
representatives of more than 20 national authorities58. The Law sets the procedural steps to be
taken for proposing or listing persons or entities, for considering listing at the request of other
states, and for issuing requests for freezing to other countries. However, the authorities do not
have uniform procedures or mechanisms for identifying targets for designation/listing, de-listing,
and granting exemption.

346. Motions from competent national authorities to propose a person or entity to be
recommended for listing can be submitted by any member of the FSC as a result of potential
targets being identified in the execution of their duties. According to the AML/CFT Act, based on
the recommendation from the FSC, GIFI may submit (through the MFA) a designation request to
foreign institutions and international organisations (including the UN). This is not a formal
obligation for the GIFI, but in practice, since the FSC is a consultative and advisory body for the
GIFI, it should be expected that the recommendation of the Committee would result in the GIFI
making an application to foreign authorities. The FSC recommendation should contain the
justification for the proposal, as well as information and documents confirming the circumstances
grounding it.

347. Similarly, the requests from foreign countries shall be received through the MFA, which
is a member of the FSC. Based on the justified motion, after considering all the collected
information and documentation, the FSC shall decide and may recommend entering a person or
entity into the national list of persons and entities against which the financial sanctions shall be
applied.

348. Recommendations of the FSC on the listing are made collectively, by analysing all
circumstances of the case, according to specific criteria provided by the law5%, which cover the
standards set forth in UNSCRs. Based on the recommendation of the FSC, the GIFI issues the listing
decision, which is enforceable with immediate effect, and which amends the national sanctions
list immediately.

349. Thesystem described above has never been tested in practice, as no listing proposals have
been made to the FSC for consideration. This is largely in line with the country’s risk profile as no
attacks have occurred, and there are no reasons to believe that potential targets might be present
on its territory. The authorities maintain they had a “dry run”, an exercise, to test the system.

350. To identify potential targets, various authorities would apply different approaches
depending on their main activities. For example, GIFI would base their initial analysis on a
potential candidate for listing on information received from REs and conduct the same type of
analysis to determine the grounds for listing, as in the case of any SAR. The ISA would use the

58 Ministry of Internal Affairs, the Ministry of Justice, the Ministry of Foreign Affairs, the Ministry of National Defence, the Ministry of
Economic Development, Labor and Technology, the Ministry of Finance, the minister competent for computerization, a member of the
Council of Ministers competent for coordinating the activities of special services, the Chairperson of the KNF, the President of the NBP,
the Chief Commander of the Police, the Chief Commander of the Military Police, the Chief Commander of the Border Guard, the Public
Prosecutor, the Head of the Internal Security Agency, the Head of the Central Anti-Corruption Bureau, the Head of the Intelligence
Agency, the Head of the Military Intelligence Service, the Head of the Military Counterintelligence Service, the Head of KAS and the

Head of the National Security Bureau.
59 Art. 121 of AML/CFT Act

113



information they have in the terrorism-related cases, and they would inform the FSC at the
indictment, while the PPO would collect their suspicions on the potential listing from their
ongoing cases and would inform the FSC the moment they would press charges against the
respective individual or entity. Other FSC members were not clear what procedure they would
apply to identify potential targets.

351. Generally, the obligated institutions comply with the specific restrictive measures to
persons and entities indicated in the lists announced by the GIFI pursuant to the UNSCRs. In case
of a hit, the information associated with the freezing of assets shall be provided to the GIFI
immediately, no later than two business days following the day of the freezing.

352. Obligated institutions are aware of their TF-related TFS obligations and of the
requirements to freeze funds/assets of designated individuals/entities. They have systems in
place that allow the swift implementation of TFS by automatic screening of customer database as
soon as they become aware of new designations (e.g. by checking updates on relevant UN sources
or upon receipt of a notification from the GIFI).

353. Banks, insurance companies and money or value transfer services rely on a range of well-
known commercial databases to screen their existing and potential customers against the
sanctions lists. Clients are checked against the TFS lists at the stage of establishing the business
relationship and on every occasion when transactions are carried out. Regular checks of the client
database are automatically performed daily, on average. (For detailed analysis on categories of
FIs and DNFBPs, see also 104.)

354. TheFls proved a complex understanding of the sanction’s evasion risk, including potential
use of complex legal structures and activity on behalf of designated persons by associates. They
have a good perception of the need to identify and screen not only customers and BOs,
representatives/signatories of the legal person, but also all subjects of the ownership structure,
in fact, all parties to a transaction.

355. DNFBPs proved variable levels of understanding of legal provisions and measures to be
taken on the implementation of TF-related TFS. Sectors with greater legal knowledge (notaries
and lawyers) are more aware of restrictive measures that would have to be implemented in case
of a positive match, which would include notification to the GIFI and the PPO, blocking of the
provided funds and the non-provision of services. Notaries, casinos, auditors, lawyers and real
estate agencies conduct manual checks on sanctions lists provided by the GIFI through its
website. Other sectors (real estate) understand the concept of “lists” in a broad sense and would
equally treat matches in any list (PEPs, sanctions, high-risk jurisdictions, etc.). In the case of
casinos, the screening measures are applied to the clients on a very large number of different lists
including, UNSCRs.

356. As described above, the private sector has been provided with some online guidance on
FT-related TFS. The GIFI and other supervisors make TFS information available on their websites
and keep contact on a case-by-case basis with the representatives of obligated institutions.
However, the overall communication approach adopted by the authorities is not yet sufficiently
targeted, and obligated institutions need to seek TFS-related communication mostly out of their
own initiative. Most of the trainings are more of a general AML/CFT nature, and only a small part
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is dedicated to TFS®. As a result, the DNFBPs had difficulties in describing details related to TFS,
being limited only to general knowledge in this regard.

CASE BOX 4.3 - Case-by-case feedback

GIFI has a dedicated e-mail box to which obligated institutions send inquiries regarding the
implementation of obligations resulting from the application of TFS. Institutions ask, for example,
which lists are to be used, is there a national sanction list, which entities are to be checked against
the sanction lists (whether their clients or clients' contractors). Approximately 130 e-mails have
been received to this inbox.

357. Supervisory authorities test the screening mechanisms of obligated institutions, verify
possible business relationships with the sanctioned persons and assess how partial matches with
lists identified as false positives would be resolved. AT was not provided with any confirmation
on the detection of significant deficiencies in the area of TF-related TFS compliance, and thus, no
remedial measures have been taken in relation to breaches of TF TFS-related provisions.

4.3.2. Targeted approach, outreach and oversight of at-risk non-profit
organisations

358. Poland identified through the NRA the subset of organisations that fall within the FATF
definition of NPOs which include all foundations and associations but did not carry out a specific
risk assessment on the NPOs sector exposure to TF risks. Not being based on a risk analysis, the
subset of NPO considered as falling under the FATF definition is quite broad.

359. A separate chapter of the NRA is dedicated to the analysis of the “Activities of NPOs”, but
as described under the Introductory part and under 101, the value of the assessment is very
limited. Most of the “analysis” speaks about generalities such as the definition of NPOs, legal
requirements applicable to NPOs, the scope of NPO activity according to the EU Commission, and
types of such organisations under Polish law.

Table 4.4 Total NPO®! number distribution by type of main activities (2019)

NPO Type Number Percentage
Distribution
Culture & Art 11 600 12,9%
Education & Investigation 9500 10,6%
Health 3700 4,2%
Sport, tourism, recreation 25500 28,5%

60 [n 2018, the GIFI organised four meetings dedicated inter alia to sanctions; in 2019, there were four seminars covering the issue
of sanctions (for cooperative banks, accountants, auditors, notaries, legal advisers, real estate agents, tax advisers, attorneys, and
insurance companies). In February 2020, the GIFI organised a training entitled "Application of specific restrictive measures and the
National Assessment of Money Laundering and Terrorist Financing Risk - Threats and Vulnerabilities", attended by representatives
of cooperative banks. In December 2020, the GIFI started a series of trainings (continued at the beginning of 2021) on the obligations
of the obligated institutions in the field of counteracting the financing of terrorism, including the application of specific restrictive
measures. The training was attended by representatives of customs and tax control offices, courts of appeal and the National

Association of Cooperative Savings and Credit Unions.

61 All NPOs not only associations and foundations
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Rescue services 14 100 15,7%
Social services 6 600 7,3%
Business and professional affaires 2900 3,3%
Environment 2 400 2,7%
Hunting 2700 3%

Employment assistance 1200 1,4%
Local social and economic development 3500 3,9%
Law, advocacy, civil rights 1500 1,7%
Support for institutions, NGO and citizens initiatives 1300 1,5%
Other activities 3000 3,3%
Total 89 400 100%

360. Two general TF possible scenarios identified by the EU Commission related to the
collection and transfer of funds through the NPO for TF purposes are included in the body NRA
(the establishment of an NPO in order to "raise funds" and the use of existing NPOs to finance
local terrorist activities). In addition, Annex 3 of the NRA includes some TF risk scenarios
associated with the charitable organisations, but it is not clear why this category of NPO was
chosen, and it cannot be concluded that the guidance is thoroughly applicable to all NPOs.

361. The TF risk analysis related to NPOs stops there as the GIFI's assessment on NPOs
activities® is exclusively focused on “money laundering threat without any links to terrorist
organisations and financing of terrorism”, followed by a description of possible fund-raising
sources without any conclusions/assessment on where the threat may be. A statistical analysis
on proceedings instituted by the GIFI in 2016-2018 where the words "association" or
"foundation" were noted follows, but without any actual conclusion or explanation on what this
would entail. In any case, such a conclusion would pertain to ML and not TF.

362.  Overall, the NRA assessed the risk of NPOs exposure to FT as low-medium, without
having a clear basis to substantiate this finding.

Table 4.5 Overview of NPOs in Poland (2019)
*Number of entities that fit the NPO concept as defined by the FATF.

Types of NPO Number*
Foundations 15300
Associations 69900
Private Legal Person of Public Utility 8700
Total 93900

363. There were 85.200 actively operating non-profit organisations registered in Poland (i.e.
associations which constitute legal entities and other similar social organisations, foundations,
social-religious organisations, as well as economic and professional self-government
organisations) with a total of 8.9 million members. In 2019, 28.5% of organisations dealt with
sports, tourism, recreation, 15.7% with rescue, 12.9% with culture and art, 10.6% with education
and upbringing and scientific research, 7.3% with social and humanitarian aid. Social and

62 Para 604 of the NRA
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humanitarian aid activities are more often a point of interest of entities with the status of public
benefit organisation (PBO).

364. Poland established that associations and foundations correspond to the FATF definition
of non-profit organisation. Activities of organisations of this type are regulated by three acts: Act
of 24 April 2003 on public benefit activity and volunteering (PBAV), Act of 6 April 1984 on
Foundations and Act of 7 April 1989 - Associations Law.

365. Associations constitute the most numerous group of active organisations in the non-profit
sector (69 100 in 2019; 78.4%). Supervision of the activities of associations of local government
units lies with the voivode competent for the registered office of the association.

366. Foundations represent the second group of organisations that contribute to the non-
profit sector, with 15 300 active foundations being registered (16.5% of the total number of active
non-profit organisations). Foundations are supervised by the competent minister depending on
their activities (indicated in the articles of association). If a foundation has the status of a public
benefit organisation, it is also supervised by the Chairman of the Public Benefit Committee.

367. NPOs (exceptassociations that are not PBOs) are subject to a number of transparency and
reporting requirements. PBO’s financial statements are published on their websites and on the
website of the National Institute of Freedom, as they are subject to additional scrutiny owing to
their tax-preferential status. All foundations must publish their annual financial reports where
the sources and the manner of financing are indicated for all income over €15 000. There was no
information about instances (apart from that such situations do exist) where the foundations did
not observe this obligation and the measures taken as a result.

368. Associations that are not PBO have no obligation to prepare and send (eg. to the
supervisory authority) a report on their activity. The authorities maintained, however, that in
practice, most associations prepare such reports to enhance their credibility in the eyes of citizens
and donors or for applications for grants (to which it is usually required to attach a financial
report).

369. Associations and foundations become obligated institutions under the AML/CFT Law if
they meet three cumulative conditions: they have legal personality; they have been established
accordingly on the basis of the Act of 7 April 1989 -

Associations Law or on the basis of the Act of 6 April 1984 on Foundations; they accept or make
payments in the amount equal to or exceeding the equivalent of €10 000 in cash, regardless of
whether the payment is made as a single operation or several operations that seem to be related.

370. The general supervision of associations is performed by customs and tax control offices,
competent governors of provinces (voivodes) or governors of districts. Foundations are
monitored by customs and tax control offices, competent ministers (depending on the
Foundations’ profile and/or activities), or governors of districts. The voivodes conducted 79
inspections in 2018 and 80 in 2019 as ordered by the Chairman of the Public Benefit Committee
(inspections conducted in PBOs). The remaining figures are found in the table below.
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Table 4.6: Supervisory actions on NPOs

Year Authority
Governors of Tax inspection The
- L p GIFI Ministry presidents of
district office L
the cities
2016 16 15 - - -
2017 14 2 3 - -
2018 82 1 - - -
2019 7 - - 2 5

371. The supervision performed on NPOs by various state authorities (i.a., Ministry of Labour,
Ministry of Finance) is focused on other matters than CFT, is not performed as risk-based and is
rather oriented to technically identify NPOs which could become obliged entities and report
respective cases to GIFI. The supervisors lack human resources and AML/CFT trainings.

372. The control of compliance with the AML/CFT requirements by foundations and
associations which are obligated institutions is performed by the GIFI, who is at the same time
the coordinator of all AML/CFT control activities carried out by other institutions related to NPOs.
The number of inspections carried out between 2016 and 2019 is reflected in Table 4.6, but the
volume of supervisory actions is not commensurate with the sector’s dimension.

373. According to the AML/CFT Law, in the framework of the NPO coordination, by 15
November of each year, the GIFI shall elaborate and make available information concerning areas
and sectors particularly exposed to the risk of money laundering or financing of terrorism. The
authorities maintained that such information was provided to the NPO sector in 2018, 2019 and
2020, but the assessors were not presented with a sample; therefore, a conclusion on the value of
its content cannot be drawn. In the course of the GIFI's inspections, several AML/CFT aspects are
checked, such as the internal procedures, the CDD measures applied (including the BO), and the
manner of analysing transactions with a view to suspicious transactions reporting. One SAR was
filed in 2019 by a foundation.

374. There is a nascent form of communication between the GIFI and the NPO supervisors on
possible risk scenarios that should be taken into account when carrying out outreach and targeted
risk-based supervision and monitoring of NPOs, but only two onsite inspections were carried out
following such, by the Ministry of Economic Development, Labor and Technology.

375. Poland has not reviewed the frequency and monitoring of NPOs at risk. Some outreach
was reported, mostly for the authorities supervising foundations, but this pertains to the
amended provisions of the AML/CFT Act and not to the risk. During the respective training, the
GIFI presented the manner in which foundations should fulfil their obligations in the AML/CFT
area and discussed the control guidelines applicable to foundations. The document developed by
the GIFI, containing guidelines on the manner of conducting controls and their and scope, was
made available to the authorities supervising foundations. Information letters were sent to the
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supervisory authorities carrying out controls in foundations and associations, and the content
was published on the GIFI's website.

376. As aresult of one of the controls executed by controllers of the Minister of Family and
Social Policy on a foundation, several irregularities related to the AML/CFT obligations were
identified, and administrative proceedings in the form of a fine were instituted. The AT is not
aware of the level of fine nor of the findings on the specific irregularities detected.

377. TheNPO sector itselfis aware to a certain extent of the TF risks. They are able to articulate
potential risks and the mitigation measures applied, such as the fact that the support may be
delivered in the form of equipment or services (building wells, water dams, purchase materials,
psychological or medical support or counselling), rather than actual monetary aid given to
beneficiaries. The sector benefitted from training on TF risks organised by international
organisations through the MoF. They are aware of the NRA and consider the financial reports sent
to the Ministry of Economic Development, Labor and Technology a form of communication with
the authorities, which contributes to the preventive measures. Nevertheless, their awareness of
the CFT legislation and typologies and patterns of NPO misuse for TF purposes are areas for
improvement.

4.3.3. Deprivation of TF assets and instrumentalities

378. No freezing under UNSCRs 1267 and 1373 have been reported. The obligated institutions
met onsite, confirmed that upon a freezing action taken under the FT-related TFS regime, they
would report the amount frozen to the GIFL. Following analysis by the GIFI, reports are
disseminated to the ISA for further intelligence actions and investigations.

Table 4.7: Property seized and confiscated in TF cases

Property seized (€) Property confiscated (€)
2020 124 445 1700
2019 0 0
2018 0 0
2017 0 1900
2016 1900 0
2015 0 0
2014 0 0

379. Inrelation to TF convictions achieved so far (two cases, see 10.9), confiscation measures
aimed at depriving the terrorists of the allocated or used instrumentalities were applied. In one
case, out of the total amount of the collected and moved funds (€8 500) and other assets
(paramilitary equipment), only €1 900 were seized and subsequently confiscated. The authorities
are currently conducting two TF investigations in relation to the collection and movement of
funds via money transfer providers (and hawala). While one investigation included identification
and seizure of assets (€124 445 and jewellery), no such measures were carried out in connection
to the other case (despite the lengthy investigation initiated in 2018).

119



4.3.4. Consistency of measures with overall TF risk profile

380. As described above, confiscations for TF have been achieved, and a series of preventive
measures have been imposed in the ongoing cases. This is a commendable outcome that proves
the ability of the competent authorities to apply confiscation measures in TF cases. Nevertheless,
the measures taken at the national level to deprive terrorists, terrorist organisations and terrorist
financers of assets and instrumentalities are not fully consistent with the Polish risk profile for
several reasons.

381. First of all, the risk of terrorism financing itself is not fully assessed through the NRA or
otherwise and is perceived primarily as a derivative of the risk of terrorism. The understanding
of TF risk is not supplemented by good awareness among intelligence and investigative agencies
about purely financial activities that could potentially infiltrate the financial or non-financial
systems. In particular, due to the low level of terrorist threat and the associated link with terrorist
financing in Poland, ISA acknowledged only individual cases of persons whose activities could
indicate an intention to collect or transfer funds to entities related to particular terrorist
activities. There is an acknowledged absence of instruments for deprivation of TF assets in case
of using informal cash transfer services, as Hawala system.

382. Secondly, the ISA identified certain methods of raising funds in Poland for supporting
terrorist organisations, such as income from work (legal and illegal), financial support from
family members, collections under the guise of charity support (including online), collections
conducted on behalf of a terrorist organisation (voluntary and forced), and proceeds from
criminal activities (smuggling, fraud, extortion etc.). The identification of such typologies was not
doubled by similar seizures and confiscations.

383. Turning to the general confiscation regime, the shortcomings identified there impact the
authorities’ ability to effectively seize and confiscate in TF cases as in any other crime (see R4).

Overall conclusions on 10.10

384. Poland implements UNSCRs 1267 and 1373 based on EU and internal legislation. No
requests were received by the authorities, nor proposals or designations were made pursuant to
UNSCRs 1267 and 1373. Poland did not apply freezing measures based on UNSCRs 1267 and 1373
and did not restrain TF funds, which is largely corresponding to overall TF and terrorism country
risk profile. Most material sectors of obligated institutions demonstrated comprehensive
knowledge on the TF TFS related issues and their freezing and reporting obligations. Poland still
needs to take efforts to perform a specific risk assessment on the NPO sector’s exposure to TF
risks. There was Guidance published on the GIFI website; however, the level of understanding by
the NPO sector of their risk of FT exposure is not fully satisfactory.

385.  Overall, the IO is achieved to some extent as the targeted financial sanctions regime is in
place, assets have been confiscated in TF cases, and some measures were taken to ensure NPOs
awareness and transparency.

386. Poland is rated as having a Moderate level of effectiveness for 10.10.
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4.4. Immediate Outcome 11 (PF financial sanctions)

4.4.1. Implementation of targeted financial sanctions related to proliferation
financing without delay

387. The adoption of the JCPOA agreement in 2015 made it possible to rebuild relations
between the European Union (including Poland) and Iran. In 2020, Iran was ranked 108th in
terms of exports and 97th in imports. The largest positions in Polish exports to Iran in 2020 were
“Other food products” (17.4% of the total); watt (8.4%); Fuel, oil or coolant pumps (5.5%) and
engine parts USD (4.7%). The exports consisted in chemicals (21.3% of total); pistachios (12.5%);
dried grapes (12.2%); fragrance blends (11.3%).

388. Poland and the DPRK do not have any bilateral agreements regulating the principles of
economic co-operation. Mutual contacts of economic nature are very limited, in particular, due to
the UN Security Council and EU sanctions imposed on the DPRK. The scale of bilateral trade is
minimal. The vast majority of very insignificant imports and exports recorded in the statistics are
the migrant property of employees of the Polish Embassy in Pyongyang or the DPRK Embassy in
Warsaw.

389. The NBP does not record North Korean investments in Poland or Polish investments in
DPRK.

390. Poland has in place national legislation requiring an export authorisation for the sale,
supply, transfer or export of arms and related materials to third countries and an authorisation
for the provision of brokering services and other services related to military activities, which,
together with Council Decision (CFSP) 2016/849, provides the basis for enforcement of the arms
embargo against the DPRK and the ban on related brokering services. Poland is a member of the
main international export control regimes in this area, including the Wassenaar Arrangement on
Export Controls for Conventional Arms and Dual-use Goods and Technologies.

391. The trade in goods and technologies such as military equipment and dual-use goods,
including technologies related to WMD, is subject to control by the state. The main role in this
area is given to the Department for Trade in Strategic Goods and Technical Safety on behalf of the
Ministry of Economic Development, Labor and Technology (minister competent for economy),
which licenses international trade in strategic goods, including dual-use goods. The procedure is
initiated by filing an application to the minister competent for the economy by the entity wishing
to export products present on the control lists (dual-use goods list or military equipment list).
Before a license is granted, an EU database (so-called COARM online system - in case of arms or
DUES - in case of dual use goods) is checked for the presence of similar applications denied by
the other EU MS within the last three years.

392. From the statistics provided, an increase in the number of licenses granted and
certificates issued for dual-use goods is apparent (from 53 issued in 2014 to 195 provided in
2019). The authorities explained that this is due to a significant increase in foreign investments,
especially in some regions of Poland. This resulted in new entities coming to the market, some
specialised in development of advanced technologies which quite often use dual-use materials
and products, hence needing licenses. This sector is more dynamic as compared to the
conventional arms market, which is more stable and the players there are mainly seasoned Polish
companies.
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4.4.2. Identification of assets and funds held by designated persons/entities and
prohibitions

393. Targeted financial sanctions concerning the UNSCRs relating to the combating of
financing of proliferation are addressed in the Republic of Poland at the EU-level providing for
sanction legislation referring explicitly to DPRK and Iran, such as Council Regulation (EC) No
1509/2017 (DPRK regulation) and Council Regulation (EC) No 267/2012 (Iran non-proliferation
regulation), respectively. Both regulations are binding in their entirety and directly applicable in
all Member States.

394. The EU mechanisms do not suffer from technical problems in relation to the time of their
transposition when it concerns Iran. Individuals and entities had already been listed by the EU
when their designation by the UN was made. There are additional mitigating measures applied
by the EU requiring prior authorisation of transactions with designated Iranian entities. This
allows the authorities to determine if the transfer of funds for which the authorisation is
requested would be permissible according to the EU Regulations.

395. As for the TFS against DPRK, in the past, some designations by the UN were shortly
transposed into the EU framework, but in some other cases, delays in implementation of the
UNSCRs of DPRK can still occur.

396. Poland did not develop a domestic mechanism of publication of the UNSCRs on PF as the
freezing obligations under European regulations are applicable to all natural persons and all legal
persons within the EU and take effect immediately on publication of the regulations in the EU’s
Official Journal.

397. Pursuant to Article 47 of the Regulation 1509/2017 (DPRK regulation), the Council
communicates its decision to the natural or legal person, entity, or body referred to in paragraphs
1 and 2, including the grounds for listing, either directly, if the address is known, or through the
publication of a notice, providing that natural or legal person, entity or body with an opportunity
to present observations. Identification of assets and funds held by designated persons/entities
and prohibitions

398. The financial institutions have protocols in place to identify and freeze assets without
delay and display a good understanding of their obligations in the implementation of PF TFS. The
DNFBP sector has substantial deficiencies in observing the PF-related obligations, mostly due to
the lack of awareness. This is partially explained by the lack of designated authority in controlling
the implementation of the PF-related regulations.

399. No assets of persons linked to relevant DPRK or Iran UNSCRs have been identified in the
country, and as a result, no assets or funds associated with PF have been frozen. In the period
under review, no UTRs have been filed in relation to proliferation or PF. This corresponds to the
country profile, as Poland is geographically located a significant distance from, and has no tight
commercial or other links with the countries concerned. While no hits have been reported, there
is no reason to doubt that financial institutions can take such steps effectively, at least as regards
specifically named jurisdictions and persons.

400. As DPRK and Iran - related transactions are to be considered a high risk, it is therefore
mandatory to perform enhanced due diligence, and what follows, there are neither exemptions
nor thresholds applicable.
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401. During the interviews, GIFI explained that in case of the identification of a transaction or
a financial flow that might be related to proliferation activities (i.a., transfers into the accounts of
regimes on which international sanctions were imposed), the information would be forwarded to
ISA to perform statutory operational and analytical work.

402. In 2016, the Government of Poland adopted the National Interdiction Mechanism (NIM),
describing the procedures for interagency co-operation and decision-making when interdicting a
dual-use item suspected of being destined for production of WMD or their delivery means. It also
presents international commitments in the non-proliferation domain and national legal basis for
actions of governmental authorities. Although no direct reference to PF is made, NIM serves as a
guidebook meant to help to expedite actions by relevant services.

403. The FSC and GIFI are not involved in the process of granting the licenses and issuing
certificates for dual-use goods or any other activity related to PF at the national level; thus, it
seems that the financing of proliferation is insufficiently prioritised when it comes to identifying
persons and entities involved in proliferation of WMD.

4.4.3. FIs, DNFBPs and VASPs’ understanding of and compliance with obligations

404. The financial sector demonstrated a sound understanding of their obligations under the
PF UNSCRs, as well as the ability to take the necessary steps to apply the relevant mechanisms.
Banks perform automatic checks on their customers, beneficial owners, other participants of the
business relationships and transactions against the international sanctions lists (including PF
UNSCRs and dual-use goods). The checks are done at the onboarding when a transaction is being
conducted and periodically (mostly daily, with lists being updated on the same frequency). Most
of these IT solutions are provided at the group level. In case of positive matches, the transaction
is suspended or the account is blocked and is notified to either the GIFI or the PPO, who would
then proceed to give further instructions.

405. Other FIs (PSPs, investment firms, insurance companies, credit unions and leasing
companies) implement similar procedures adapted to their own business, size and complexity,
although “positive” cases were not reported. Certain FIs (credit unions) confuse the notion of high-
risk jurisdictions with that of sanctions lists and do not differentiate between measures for TF
and PF. In the case of foreign exchange, checks are performed on the spot for transactions over a
certain threshold against a self-generated list based on GIFI and EU listings. In case of a hit, the
amount would not be exchanged.

406. Overall, the DNFBPs lack full understanding of PF rules and their obligations on the
implementation, relying mostly on manual checks on the “sanctions lists”, which in their
understanding would comprise both TF and PF. No particular measures are taken to detect funds
or other assets that are wholly or jointly owned or controlled, directly or indirectly, by designated
persons or entities.

407. Sectors with greater PF knowledge (real estate and casinos) are more aware of the
restrictive measures but understand the concept of “lists” in a broad sense and would equally
treat matches in any list (PEPs, TF or PF sanctions, high-risk jurisdictions, etc.). Notaries were not
aware of the PF UNSCRs or of their obligations thereof. Most of the sectors (lawyers, notaries)
deplored the lack of communication from the authorities in this respect.

408. VASPsrunreal-time and ex-post screenings (including on PF TFS), on their customers and
transactions, based on risk criteria (which can include nationality, potential suspicions raised
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during the remote identification process or the transaction history, amount of the transaction,
etc.).

409. Most of the reporting entities that met onsite mentioned that they would inform the GIFI
and ISA before proceeding with a transaction when a link to a PF UNSCR would be established.
Only FIs, especially banks, acknowledged the potential for sanctions evasion, including through
the use of persons or entities owned or controlled by those designated, otherwise it is not widely
understood by other obliged entities.

410. The obliged entities have the possibility, on their own initiative, to acknowledge the
potential risk of being abused for PF, based on the e-learning course provided on the GIFI website,
which informs about the obligation to verify the sanction lists (including sanctions against Iran
and DPRK) in the context of the risk related to business relationship or transaction associated
with those countries. It directly states that in the case of association of business relationships or
an occasional transaction with a high-risk third country (including Iran and KRLD) or a state in
relation to which the UN or the EU made the decision on imposing sanctions or specific restrictive
measures, the obligated entities should apply enhanced due diligence measures.

411. The MFA is responsible for sanctions-related guidelines both for public and private
stakeholders issues some guidelines on financial sanctions imposed on DPRK and Iran. A training
devoted to the issues of CTF/CPF (Iran & DPRK) was organised for the obliged entities in 2017 at
the invitation of the Polish Bank Association. The MFA sent letters to entrepreneurs regarding the
activities related to the DPRK and issued legal opinions in response to specific questions posed
by the private sector. The MFA informs about materials of the European Commission, and the
website includes a link to EU websites, where all information on sanctions, including guidelines
and opinions, can be found.

412. However, those initiatives were left to the initiative of the private sector, and the obliged
entities deplored limited awareness-raising action taken by other supervisory authorities in
relation to PF issues. No systematic outreach to support the private sector in fully understanding
their obligations was provided.

4.4.4. Competent authorities ensuring and monitoring compliance

413. The supervisory authorities do not have legal responsibilities in ensuring and monitoring
compliance with the PF TFS. However, during the interviews, UKNF stated that they would
consider the verification of PF-related TFS obligation in their respective inspection procedures in
an attempt to have an overall view on the entire system where preventing PF is seen as part of.
This statement was confirmed, i.a., through the inclusion in the UKNF “co-operation”
questionnaire for payment institutions of a question on the existence of clients who deal in arms
or have transactions with entities and individuals in countries subject to EU and US sanctions.
Similarly, the UKNF off-site supervision questionnaires for payment institutions include the
provision of the sanctions lists used and a description of the methods and frequencies of the
screening of customers against sanctions lists, together with printouts of system logs confirming
the screening of the customer database against those lists, and information on the percentage
score (or related algorithm applied) of customers’ identification details with the sanctions lists.

414. UKNF and NBP do not draw a distinction between TFS related to PF and TF when
conducting onsite inspections in the exercise of their general functions, and examined the systems
put in place by Fls to implement the sanctions regimes for both TF and PF.

124



415. However, during the interviews, other supervisors (notaries, gambling sector) stated that
they do not consider any issues related to PF during the inspections. While the staff of the
supervisory authorities receive trainings in TFS matters, the lack of specialised training on PF
may have an impact on the effectiveness of monitoring the PF-related obligations, as all
supervisory authorities stated that no specific training on PF was provided.

416. The assessment team was not provided with data that would suggest that there are
methodologies in place to specifically check compliance with TFS related to PF. No sanctions or
penalties have been imposed.

417. While from the technical perspective, the EU freezing mechanism is functional and
mandatory, a coordination domestic mechanism on PF matters would enhance the country’s
capacities to prevent sanctions from being evaded and to develop and implement policies and
activities to combat the financing of proliferation of WMD.

Overall conclusions on 10.11

418. PF-related UNSCRs are applied in Poland through the EU mechanisms, which do not suffer
from technical problems in relation to the time of their transposition when it concerns Iran.
Delays in the implementation of the UNSCRs of DPRK can still occur. No case of freezing assets
held by persons or entities designated under PF sanctions programs has been registered in
Poland, which is largely in line with its risk profile. Most of the financial institutions (by far the
most material) understand their obligations and can take restrictive measures effectively should
the situation occur. Some DNFBPs perform manual screening on the “lists” which are understood
in a global manner: TF, PF TFS, together with the high-risk countries and PEPs. Supervisory
authorities do not have responsibilities in ensuring and monitoring compliance with the PF TFS
while there is proof of some supervisory actions on PF in practice. The Immediate Outcome is
achieved to some extent as the legal framework is largely in place and the most material sectors
apply sound preventive measures. Major improvements are needed, especially by introducing a
supervisory mechanism and more targeted guidance to DNFBPs.

419. Poland is rated as having a Moderate level of effectiveness for 10.11.
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5. PREVENTIVE MEASURES

5.1. Key Findings and Recommended Actions

Key Findings

2)

b)

c)

d)

All FI and DNFBPs met onsite to perform regularly updated risk assessments.
Certain entities, particularly in the banking sector, demonstrate a remarkable
degree of risk understanding. Entities having a lower degree of risk
understanding (mostly DNFBPs) perform risk assessments more as formalistic
exercises aimed to comply with the legal obligations, not allowing them to fully
identify specific risks applicable to the entity or to implement more
comprehensive mitigation measures besides the general AML framework.

Most FlIs belonging to international financial groups implement robust group-
wide procedures. This circumstance does not prevent the implementation of the
local AML requirements. On the contrary, often, the group procedures demand
the implementation of higher (than Polish) standards, thus enhancing the
overall degree of AML compliance of the obligated entities.

FIs establish comprehensive transaction monitoring systems based on IT tools
that generate alerts. However, some cases in which a heavy reliance on alert
systems is placed without fully considering whether the determined risk
scenarios are commensurate to the business profile and risks have been
detected. Regardless of the approach adopted to transaction monitoring, banks
amount for most of the SARs reported, with other FIs and DNFBPs reporting
lower numbers, although this is mostly in line with their respective risk profiles.
Notwithstanding this fact, some cases of inability to detect suspicions by
DNFBPs have been noticed.

FIs, have a good understanding of their CDD, ongoing monitoring and record-
keeping requirements and apply them appropriately. DNFBPs comply with the
basic CDD/KYC and record-keeping obligations, although employing less
sophisticated control mechanisms when compared to FIs, which is in line with
the lower degree of complexity of their businesses and their risk profile.

The application of enhanced due diligence (EDD) is mostly made according to
the risk scenarios determined by the law (ia., politically exposed persons
(PEPs), high-risk jurisdictions or private banking) and mainly consist of a more
frequent review of the customer, which is in line with the local legislation and
international standards. Better performing entities within FlIs (mostly among
the banking sector) also adopt additional control measures that are
commensurate to the risks identified for their own businesses. Similarly,
obtention of support documents or review of external sources to ascertain
customer declarations, including the source of funds, are, at least, undertaken as
EDD measures, except in the cases of better performing FIs, who adopt this
approach on a more regular basis.
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f)

9)

h)

There is a widespread policy not to engage with a business relationship if the
entity is not satisfied with the information held on the beneficial owner. The
identification and verification of the identity of the beneficial owner are
satisfactorily done via the use of several external sources, not solely based on
the register of beneficial owners.

Virtual assets service providers (VASPs) have no specific registration
obligations and are instead registered as payment service providers (PSPs).
Notwithstanding this fact, VASPs are REs and are supervised for AML/CFT
purposes. Even in a context in which guidance for a harmonised approach is not
provided by the authorities, VASPs demonstrated a degree of initiative and
commitment in the implementation of preventive measures commensurate to
the characteristics of their activities. In terms of relationships with other
obligated institutions, no banks reported to deal with VASPs as customers, nor
to undertake VASP activities themselves.

Some banks and insurance companies, as well as most PSPs and VASPs met
onsite to allow for online customer onboarding and identification processes. In
such cases, entities have implemented effective control measures and
verification steps to ascertain the identity of the customer and to avoid any
potential risks associated with anonymity and non-face-to-face relationships.

Recommended Actions

Poland should take appropriate steps to ensure that:

a)

b)

d)

DNFBPs and some smaller FIs should conduct more specific risk assessments
with the view of identifying specific ML/TF risks applicable to their own
business, allowing them to establish more targeted preventive measures
(including EDD measures) that are commensurate to such risks.

Good practices on effective monitoring and SAR reporting are provided by the
authorities, which should lead to an increase in the number of SARs from all
reporting entities, especially in relation to DNFBPs and smaller non-banking FIs.

There is less reliance on customer declarations, especially among DNFBPs, to
comply with CDD/KYC obligations, shifting the focus towards verification of
statements through external and reliable sources. Verification of the source of
funds should be considered a regular CDD measure, and the degree of
verifications should be enhanced for EDD.

VASPs apply AML/CFT obligations in a consistent and harmonised manner,
operating under a robust legal framework that includes specific licensing and
registration requirements.

DNFBPs are able to understand the differences between AML/CFT compliance
and TFS implementation.
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420. The relevant 10 considered and assessed in this chapter is 10.4%%. The Recommendations
relevant for the assessment of effectiveness under this section are R.9-23 and elements of R.1, 6,
15 and 29.

5.2. Immediate Outcome 4 (Preventive Measures)%

421. The banking sector, amounting to 92,3% of GDP in terms of assets, is by far the most
material in Poland. Banks are also highly relevant in terms of risk; therefore, their level of
compliance has a substantial place when weighting and concluding on the overall compliance of
the private sector. Major players of the sector include entities that are part of bigger international
financial groups (mainly EU-based) as well as Polish-owned banks with branches and
subsidiaries of their own, both locally and abroad (mostly in neighbouring or close-ranged
countries).

422.  While the sector mainly targets polish natural and legal persons, foreign customers and
complex structures (several layers of ownership, multijurisdictional) are equally onboarded (or
present in the ownership chain of onboarded customers), albeit in a lesser capacity. The range of
products and services includes, among others, traditional banking services, private banking or
payment services, as well as insurance and investment solutions. Some firms have also put their
focus on more innovative, technology-driven business lines.

423. Other sectors among FIs that draw attention are PSPs (rated by supervisors as the highest
risk sector) and the currency exchangers. Although the PSPs sector is broadly characterised by
its fully online presence, different profiles of entities can be spotted amongst the sector. While
some entities belong to wider foreign groups or offer limited services (for instance, provision of
e-commerce solutions to polish merchants), the risk seems to reside in smaller, less regulated and
harder to identify PSPs, who offer more complex and sophisticated services, which hinder the
traceability of transactions. Authorities have also detected cases involving such entities and
organised crime. Nevertheless, in terms of materiality, those entities are marginal in the context
of the Polish economy. Foreign currency exchanges are mostly polish-owned and have a limited
number of offices across the country per firm since they are mainly familiar businesses managed
by individual entrepreneurs. However, some entrepreneurs running foreign exchange offices also
carry out VASP functions (as separate entities/businesses and not under the same FEO license),
which is the sole reason for considering them with particular care in the context of the present
report.

424. Other FIs fare lower in terms of relevance and risk. While insurance companies,
investment firms and financial leasing companies can also be part of international groups, their

63 When assessing effectiveness under Immediate Outcome 4, assessors should take into consideration the risk, context and
materiality of the country being assessed. Assessors should clearly explain these factors in Chapter One of the mutual
evaluation report under the heading of Financial Institutions, DNFBPs and VASPs, as required in the instructions under that

heading in the Methodology.

64 The first paragraph should give a short summary of what relative importance assessors have given to the different types
of financial institutions, designated non-financial businesses and professions and VASPs, taking into account the risk,
context and materiality of the country being assessed. This should be supplemented by a cross-reference to the more
detailed information in Chapter One on how each sector has been weighted (based on risk, context and materiality) (as

required in the instructions under that heading in the Methodology).
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offer of services is limited (open-ended, closed, and pension funds for capital market firms and
retirement and saving plans, as well as unit-linked products for insurance companies), aimed
mostly at polish natural and legal persons. Collective savings and credit unions offer services
exclusively to its members (polish residents), which are heavily standardised across the industry
(mostly loans and short-term loans and, in a much less significant way, incoming foreign money
transfers corresponding to recurrent payments and providing access to money remittance
services).

425. DNFBPs as a whole are less material than FIs and are focused on the Polish market.
Notaries and lawyers do not participate in activities such as opening or managing accounts or
executing payments on behalf of customers, managing customer assets or management of
incorporated companies. Lawyers, tax advisors, auditors and accountants tend not to be majorly
involved in company or legal arrangements of incorporation activities, as such activities are
concentrated among TCSPs, which were not bound to market-entry requirements at the time of
the onsite and were less supervised as a result. Casinos are mostly land-based (only one
authorised online operator) and with a similar profile: cash-intensive, offering a limited range of
services and with a vast majority of local customers.

426. The VASP sector is composed of Polish-established companies, including: (i) 20 onsite
exchange offices that require physical presence of the customer, which focus on converting FIAT
to crypto and vice-versa; (ii) 3 online exchange offices that allow the purchase of cryptocurrencies
and; (iii) institutions offering the instant exchange of cryptocurrencies via the so-called BitMats
(3 operators). Poland adopted a restrictive approach in relation to this sector by flagging the
cryptocurrencies operators as high-risk customers for Fls and requiring the application of EDD
measures, which explains the low number of players and overall low materiality.

427. VASPs have been legally obliged to implement AML/CFT preventive measures since their
categorisation as reporting entities in 2018. Entities are mostly being registered as PSPs as a
temporary measure until the entry into force of the specific licensing and registration
requirements that were being worked on at the time of the onsite. This measure allows the
authorities to identify the number of actors and avoid the provision of unregistered activities, but
in the same time could lead to an overestimation of the risks of the PSP sector and make
determining the real scope and range of activities of each of the sectors more difficult.

5.2.1. Understanding of ML/TF risks and AML/CFT obligations and application of
risk-mitigating measures

428. All reporting entities are obliged to perform comprehensive ML/TF risk assessments
associated with their activities (covering customer, geographical, products and services,
transactions and distribution channel risks) pursuant to article 27 of the AML/CFT Act and to
update them periodically or whenever changes in the business activity occur.

429. Inpractice, all entities met onsite have performed such assessments and formalised them
into a written document, which is periodically updated. In the case of FIs, the assessment of risks
is updated, on an annual basis, if not more frequently, whenever major events occur, such as
adoption of new products or technologies or opening of new branches and subsidiaries. Similarly,
all entities were aware of their AML/CFT obligations and implemented internal controls and
procedures.

430. Interms of risk mitigation, obligated institutions generally use risk scoring models, which
are effective tools to ensure that the preventive measures applied are commensurate to the risks
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that each customer and transaction poses. These models rate business relationships into different
risks categories (mainly low, medium, high and non-acceptable) based on different factors
regarding the customer, such as country of residence, nationality, legal form, professional activity,
source of funds or the bank products and services used. In this regard, banks and larger FIs
perform the risk classification through IT systems that calculate and update the scoring
automatically. The risk scores given to the customers are updated when significant changes in the
business relationship (i.a., changes in customer data or alerts triggered by the transaction
monitoring systems) materialise. The risk scoring model itself, the factors it takes into account,
and their weights are mostly reviewed on an annual basis, pursuant to UKNF recommendations.

Financial institutions

431. Common practice within Fls, particularly the banking sector, was to conduct risk
assessments even before the legal obligation entered into force in 2018. Assessments provided
by some financial institutions were collected by the authorities to serve as a source for the
elaboration of the NRA, although no feedback from the authorities was received by the OEs.

432. UKNF requests risk assessments from Fls as part of their onsite supervisory actions,
although the provision of specific feedback or recommendations for improvement besides minor
formal issues is rare. Feedback in relation to risk assessment shortcomings is most commonly
provided in an aggregated form via the publication of general guidance related to the scope of the
assessment, identification of risks, mitigating measures and their implementation or customer
risk classification, among others.

433. The banking sector is knowledgeable about ML/TF risks which is, attributable, in part, to
their belonging to international groups and conglomerates. Although the ability to identify
specific ML/TF risks applicable to each of their entities and to adopt preventive measures
commensurate with those varies in-between banks, it can be concluded that the degree of risk
understanding across the sector is, overall, solid. Depending on their own business model, some
entities mainly allude to more general risks, such as corresponding relationships, private banking,
certain types of customers (PSPs, PEPs, etc.), high-risk jurisdictions or wire transfers, to name a
few, while others, more focused on innovative business lines, are able to articulate specific risks
better, such as those associated with non-face-to-face customer onboarding and provision of
services, opening of branches and subsidiaries abroad, cross-border risks with jurisdictions they
are particularly exposed to (mainly within the EU), trade finance or collective accounts.

434. Similarly, the adoption of mitigating measures for the banking sector relies on the risk
profile of each entity, but, in general terms, the measures adopted are commensurate to such
profiles. In this regard, those entities that mainly allude to high-risk scenarios covered by the AML
legislation also refer to legislative AML obligations, such as availability of internal audit function,
internal controls and procedures, training programmes, transaction monitoring, CDD/KYC
procedures or application of EDD to pre-defined scenarios (private banking, PEPs, etc.), or
augmenting the frequency of their implementation.

435.  On the other side of the spectrum, those entities involved in providing more innovative
products and services with better risk identification procedures have also implemented more
tailored risk-mitigating measures. For example, entities that have identified risks related to non-
face-to-face business relationships have implemented mitigating measures such as the use of
digital identification tools (biometrics, ID scanning mechanisms, gathering information directly
from the Polish electronic ID card, use of video tools and algorithms to verify the identity of the
person appearing in it, etc.), imposing limitations to the accounts (thresholds, access to certain
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products and services, etc.) and enhanced ongoing monitoring until physical identification can be
accomplished or non-allowance of certain high-risk customers (PEPs, foreign customers, etc.) to
be onboarded via such means.

436. Among measures to deal with risks, a fairly widespread practice is termination of
business relationships that could be related to the risks identified, for example, reducing the
number of accounts associated with PSPs, especially those with foreign ownership or that have
been detected not to be licensed. These measures are to be understood within the framework of
a growing tendency within the banks to be more risk averse and risk cautious, hinting at some
instances of de-risking instead of risk mitigation.

437. Some of the risks that best exemplify the previous statement are those related to VA and
VASPs. While those are frequently brought up as risks, there is a widespread consensus within
the banking sector not to expose themselves to these technologies or to customers engaging with
such activities.

438. Other FIs besides banks tend to have a less sophisticated risk understanding, which
somehow mirrors their risk profile and complexity of their business. For example, while PSPs and
foreign exchange offices are mostly able to identify specific risks and apply commensurate
mitigating measures, other FIs (insurance, investments firms, financial leasing and credit unions)
consider their sectors to be inherently low-risk, and the application of the AML/CFT regulation
to be a sufficient mitigation measure. These general low-risk claims, while generally accurate,
lead to less specific ML/TF risks identified and do not fully substantiate the translation of sectorial
conclusions at each entity level.

439. In the insurance sector, most companies are part of wider international financial groups,
and the risk assessments tend to be performed at the group level or with significant input and
directions from parent companies. For the entities, such assessments allow them to adapt and
graduate their internal AML/CFT preventive measures and enhance the monitoring in areas of
higher risk. Most risks identified are product-related, although the general belief among entities
is that their life insurance products are low-risk, which is in line with their risk profile. Authorities
report some trends associated with the insurance sector, such as an increase in foreign
customers, which pose greater difficulties to the CDD process, areas of decreasing risk, such as a
low degree of cross-border activities or a shift from investment products to endowment products.
However, these conclusions were not replicated by entities met onsite.

440. The capital markets and pension funds firms share a similar low-risk perception in
relation to their products and customers, who are mainly Polish-based and, to a lesser extent,
within the range of the EU. The fact that the funds corresponding to contributions and
withdrawals from investment products have to circulate through the banking sector is also
considered a risk-mitigating factor. On a less positive note, these considerations do not allow the
sector to determine all ML/TF scenarios that could be applicable to their firms.

441. Paymentservice providers focus on the business activities of their customers, considering
sectors such as casinos, DPMS or other cash-intensive businesses as riskier in terms of ML/TF or,
in some instances, non-acceptable. Given the prevalence of online activities, PSPs identify the
risks of non-face-to-face business relationships as their major focus in terms of risk and do adopt
specific mitigating measures (digital identification tools like those mentioned for the banking
sector).

442. Exchange offices are rightfully concerned about risks associated with acquisition and
physical transportation of cash, high denomination banknotes and linked transactions. In terms
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of mitigation of those risks, entities implement different measures, such as CCTV tools or controls
over transactions below the legislative threshold over which CDD must be conducted.

443. Financial leasing institutions, by the very nature of their activities, do not consider
themselves to be much exposed to ML/TF risks, as these firms do not hold accounts on behalf of
customers, nor do they accept cash as means of payment, but only wire transfers. The AT agrees
with this conclusion. The sector is mostly concerned with the exposure to monetary damages (not
ML/TF-related) due to fraud risks such as use of fraudulent documentation or non-provision of
the assets subject to leasing.

444. Collective savings and credit unions are in a similar position regarding their perception
of exposure to ML/TF, which has not led to identification of any particular sectorial risk or at the
level of each entity. The reasonable arguments to support such assessment is the provision of
products and services solely to natural persons, members of the union and residing in Poland,
and their limited range and amounts, mainly including loans, accounts and fixed-term deposits
and, in a much lesser capacity, insurance brokerage, electronic banking, outgoing money
remittances and incoming wire transfers.

DNFBPs

445. In general, risk understanding amongst DNFBPs is lower than that of financial
institutions, in particular when compared with the banking sector. However, there are differences
between DNFBPs. While casinos are able to articulate specific risks and mitigation measures, risk
understanding from other DNFBPs mainly alludes to general risks, academic typologies or
knowledge about the AML/CFT legislation and its implementation. Similarly, belonging to sectors
perceived as low-risk or the participation of other obligated institutions (like banks) in their
services are considered sufficient mitigating measures. In these cases, risk understanding is lower
and, although risk assessments are conducted, these tend to be formalistic exercises aimed at
complying with the legal obligation but do not lead to the identification of specific ML/TF risks or
mitigating measures applicable to the entity.

446. The real estate sector is considered to be exposed to an average or medium level of risk
(therefore not sharing the NRA conclusions for the sector) and does not identify any particular
ML/TF risks. The reasoning behind this is that cash is not accepted in real estate transactions;
hence all transactions are settled through the banking system, which exercises its own controls.
There is a view that potential launderers tend to target smaller-scale real estate agencies, not part
of bigger national or international groups, which seems to be correct. The sector tends to confuse
the individual risk assessment at the entity level with the assessment of risks on a
customer/transaction basis and the adoption of CDD/KYC measures.

447. In relation to tax advisors, auditors and accountants, they periodically conduct risk
assessments, although these are limited to broad, academic risks associated with cross-border
tax services. The general understanding alludes to ML/TF risks being mitigated by refusing to
perform transactions on behalf of customers. Furthermore, the sectors do not share the views of
the NRA in relation to the high risks associated with accounting services, nor do they consider it
to be particularly helpful due to its main focus being towards FIs.

448. It should also be noted that representatives of accounting-related sectors referred to the

risks associated with shell and shelf companies and the misuse of legal persons in general, despite

not being directly applicable to them due to their lack of engagement with company incorporation

activities. Such risks were said to be related to underregulated TCSPs, whose registration

obligations would not come into force until after the onsite, and the potential abuse of the online
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company incorporation procedure (S24 electronic system), which allows to set up limited liability
companies without requiring physical presence in Poland nor a notarial deed but requires
electronic signature and submission of the articles of association online.

449. Lawyers and, even more so, notaries do not share those views in relation to shell
companies risks, considering that those are mostly mitigated by the controls exercised before the
granting of a notarial deed (non-registration of companies without physical presence and
effective address in Poland, identification of proxies, no possibility of anonymous parties, etc.),
although they recognise the difficulties associated with the identification of shell companies at
the time of their incorporation. Besides those remarks, the understanding of legal professions in
relation to ML/TF risks mostly resides in knowledge about AML/CFT obligations, their
implementation and knowledge of the Polish legal framework in general.

450. Lastly, casinos consider that the findings of the NRA are more applicable to a different
profile, namely bigger casinos. They have identified several ML/TF risks of their own, which
mainly include exchanges from chips to currency unlawfully claimed as winnings, payment of
prices via wire transfers, associated persons to assure winnings by placing opposite bets and
exchange of small banknotes into higher denomination ones.

451. Several mitigation measures to address those risks are in place, such as the issuance of
certificates of winning after ascertaining, via CCTV controls, that the player has indeed been
playing and won, checking that the bank account where the winnings are sent is linked to the
customer (for example, by checking that the account is related to the credit card used to acquire
the chips) and determining the source of funds before exchanging large sums of low-
denomination cash.

452. The sector also acknowledges the potential threats of illegal online gambling but
considers the probability very low, and in any event, those would be banned from issuing winning
certificates.

VASPs

453. VASPs have identified ML/TF risks related to anonymity and the overall
acknowledgement of their activities being high risk. The need for a blacklist of crypto wallet
addresses at an EU level as a means to mitigate the risks associated with VA transactions was
mentioned during the onsite. Regarding the AML/CFT obligations, the entities considered that
becoming reporting institutions has not had any major impact in terms of their internal controls
and procedures, as they were already in place, which shows a good degree of awareness and
understanding of their obligations and their commitment to implement preventive measures.

5.2.2. Application of CDD and record-keeping requirements

454. In general terms, obligated institutions, in particular FIs, have a good understanding of
their CDD, ongoing monitoring and record-keeping requirements and apply them appropriately.
If all necessary CDD data cannot be obtained, business relationships are generally not initiated or
terminated. Similarly, a “no beneficial owner, no business” approach seems to be governing all
business relationships across all RE. The mechanisms and tools for the implementation of these
CDD measures depend on the type of business, scope of activity or resources available. For
instance, more complex institutions (such as banks and larger FIs) have more sophisticated
resources at their disposal (software and analytical tools, access to databases, dedicated human
resources, periodic reporting to the Management Board, internal control and audit functions, etc.)
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whereas smaller entities rely less on sophisticated IT tools and more on simpler IT tools and
manual checks, in line with their size and complexity.

455.  Supervisors (mainly UKNF) assess compliance of FIs against CDD obligations. Through
their supervisory actions, some isolated, non-systematic shortcomings in the implementation of
some CDD measures (customer screening, identification of the beneficial owner, no application
of CDD in certain occasional transactions or overreliance in customer declarations) and record-
keeping requirements (failure to document and keep analyses) were detected for certain entities.

Financial institutions

456. The banking sector is particularly aware and correctly applies CDD obligations. In this
regard, customers are duly identified during the onboarding process via ID documents, external
databases or company incorporation documents for legal persons. Other CDD measures beyond
identification and verification of the identity include gathering information relative to customer
knowledge (KYC), such as the source of funds, the ongoing monitoring of the business relationship
through dedicated alert systems or the establishment of mechanisms for customer acceptance
(i.a. several stages of approval depending on the level of risk).

457. The application of CDD and updating of CDD data are equally graduated depending on the
risk rating assigned by the scoring systems. The degree of reliance in customer declarations
depends on the entity: while some mainly use them to pursue CDD and limit the use of external,
independent sources to high-risk business relationships (that is, as an EDD measure), others
perform external sources checks regularly. Ascertaining source of wealth is almost exclusively
relegated to an EDD measure for business relationships with PEPs, as is required by the standards
and the national legislation.

458. Regarding beneficial ownership, the sector adopts measures to understand the structure
of ownership and control of their customers and to be satisfied with who the beneficial owner is.
These measures include both customer statements and checking independent and reliable
external sources, such as external databases or public registers (national and international),
including the National Court Register and the Central Register of Beneficial Owners.

459. The banking entities are fully aware of the fact that the latter cannot be the only source
they can rely on to determine who the BO is. For example, one of the entities met onsite
maintained that, whenever encountering differences between BO information held by the
Register and their own analyses, these are further analysed and documented, in views of the
upcoming legal amendments that will require reporting these discrepancies to the authorities.
BO information of the whole customer portfolio is periodically reviewed and updated, whenever
deemed necessary, by the internal audit function or other dedicated teams or departments to
detect any changes in ownership and to ensure the validity and relevance of the data on an
ongoing basis.

460. Termination of business relationships when unable to pursue CDD (including
determining the BO) is a widespread practice among banks, as expressly regulated by the
legislation, although numbers of instances can differ greatly between entities, depending on their
more or less conservative approaches. Other risk-appetite reasons to not onboard customers or
to discontinue business relationships include certain higher-risk industries and businesses, shell
companies or unlicensed professionals.

461. In terms of record-keeping requirements, banks keep, mostly in electronic form, all the
relevant data and information for AML/CFT purposes (not just ID documents, but also evidence
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of analyses and controls performed) for five years from the date of the end of the last business
relationship that the customer had with the entity (that is, taking into account all products
contracted by the customer). UKNF has detected some failures to comply with these obligations
but qualified them as “minor”. The AT has no reason to challenge this conclusion.

462. The application of CDD mainly rests on the banking entity, notwithstanding the
outsourcing of some support tasks (provision of IT tools, centralisation of information and data,
etc.) to external consultancy firms. However, a certain trend of using courier companies/postal
offices as delivery channels has been detected by the UKNF and was confirmed by some of the
banks interviewed onsite. The supervisor does not consider this practice risky since the scope
seems to be limited to customers holding a Polish ID card. However, the full extent of such
relationships, the degree of involvement of these parties in performing CDD obligations (which,
at least, include customer identification and gathering of KYC information duties) and their
accountability in cases of failure is not fully clear or formalised.

463. Most of the statements made for the banking sector in relation to the implementation of
CDD (including BO identification) and record-keeping requirements can also be applicable to
other FIs. However, certain sectorial particularities can also be found.

464. Theinsurance sector adapts CDD measures in relation to the delivery channel used, which
include vast networks of agents and brokers (who act as the first line of defence, identify the
customer and gather KYC information), and remote onboarding (when specific IT tools for
customer identification are used). The sector also notes how complex structures tend to be more
present in investment policies, thus making the BO identification harder, although external
databases and the Central Register of Beneficial Owners are used as sources in all cases. In terms
of transaction monitoring, the sector is remarkable in establishing logic algorithms and alert
systems to track sectorial-specific typologies, not just taking into account the transactions
themselves but also all participants in the insurance contract.

465. Some exchange offices pay particular attention to potentially linked transactions (mainly
related to tax avoidance) and customers acting on behalf of companies when determining their
CDD measures. Specific questions aimed at detecting such circumstances are put in KYC
documents, or lower thresholds than those of the AML Act (€15 000) are applied to start
recording transactions and pursuing CDD. Other measures include setting communication,
information sharing and real-time control mechanisms between different offices belonging to the
same exchanger. It must be noted that the implementation of such controls goes beyond the legal
obligations, depending on the initiative of each entrepreneur, and is not due to dissemination of
best practices or other types of encouragement by the supervisors.

466. Investment firms’ main distribution channels are tied agents, who are authorised and
supervised by the UKNF and can be investment firms themselves (e.g. brokers), which are subject
to licensing and AML/CFT requirements. Regarding the termination of business relationships
when unable to pursue CDD, some capital market companies sell open-ended investment funds
that do not allow customer rejection due to the nature of public products. On a positive note, the
sector claims to have never encountered any suspicions related to these types of business
relationships. In terms of beneficial ownership, companies periodically check external sources
(mostly national registers), basing the frequency on the risk assigned to the business relationship.
In this regard, the sector detected differences between their own BO analyses and the information
held by the national register and expressed some concerns about the accuracy, validity and
completeness (lack of associations and foundations) of its information.
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467. PSPs often check external sources (open sources, external databases, contracts, invoices,
etc.) when pursuing CDD to ascertain the payment, as well as the customer profile and its business
activity. In terms of source of funds, however, PSPs that mostly serve Polish merchants (payees)
consider that the verification of this point should more reasonably be carried out by the banking
entity from which the payment comes. Regarding ongoing monitoring requirements, the ex-post
controls take into account all elements of a transaction (that is, the payer, the payee, the beneficial
owners and/or representatives of legal persons and the rationale behind the transaction received
by the customer), as well as transactional history (including cases of reimbursements or refunds).
In case alerts are triggered, further documentation is requested, and if the entity is not satisfied,
several measures can be undertaken (blocking of the account, suspending the transaction,
reporting to GIFI, etc.). Other CDD measures implemented by some PSPs include requesting
internal policies, risk assessments or the results of the internal audit to customers who are Fls. In
relation to the beneficial owner, some entities mentioned having detected legal arrangements,
such as trusts, in the chain of ownership of some of their customers, evidencing the presence of
more complex structures, whose beneficial owner is determined by regularly checking the
sources already covered for other Fls. Evidence of all controls described is subject to record-
keeping requirements and not just customer identification documents.

468. Leasing companies not only implement KYC procedures but also KYS (Know Your
Supplier), as their CDD systems take into account three factors: customer, supplier and asset. KYS
measures include verifications such as onsite visits to the suppliers, checking external databases
to ascertain beneficial ownership or consulting open sources of information to check the business
activity and the existence of negative news. The purpose of the business relationship is also a
point of focus, as companies determine whether the need to lease a particular asset is consistent
with the business activity of the counterparty. The leasing sector also employs a significant sales
force as delivery channels (first line of defence), although the customer identification process is
centralised. The role of the sales agents is limited to gathering customer information, but not their
acceptance. Termination of relationships is only related to suspicions and cases in which the
beneficial owner cannot be determined. In terms of ongoing monitoring, and due to the nature of
the business, the focus is placed on performing periodical reviews of samples of KYC and BO
information, detecting changes in behaviour from what was established at the initial contract and
tracking typologies such as payments after the date of the instalment or after 30 days from the
due date of the contract.

469. Creditunions usually work with natural persons acting on their own behalf; therefore, BO
identification is a much less significant issue for the sector. CDD measures are mostly related to
determining the range of products of interest and the expected account balance, factors that will
be taken into account during the ongoing monitoring to detect behavioural deviations, like cases
in which natural persons act as business owners or cards exceeding certain amounts, thus raising
suspicions about not being used for the expected purposes. Detection of such typologies can lead
to risk rating increases or reporting to the GIFL. Unions have integrated into their systems the
record-keeping obligations in order to ensure that customer identification documents, as well as
support documentation (source of funds, notarial deeds, forms, declarations, etc.), are kept for a
period of 5-years after the end of the business relationship.

DNFBPs

470. DNFBPs comply, in general terms, with the basic CDD/KYC and record-keeping
obligations. For transaction monitoring, less sophisticated tools are employed when compared
with FIs, although it should be noted that most non-financial professions, by their very nature, do
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not engage with long-term business relationships involving transactions. Regarding the
effectiveness of the measures implemented by the sectors, some results of inspections carried out
by the GIFI show certain failures in the identification of the beneficial owner, determination the
customers’ ownership structure (and documentation and retention of such analyses) or
examination of the source of funds, but this is rather rare and not systematic.

471. The real estate sector complies with customer identification and KYC obligations,
although these are limited to just the part of the transaction that they are representing (either the
buyer or the seller). Identification of BO is mostly limited to customer statements, although in
certain situations deemed to be of higher risk, external sources (mostly national registers,
including the Central Register of Beneficial Owners) are checked too. All verifications are once
again performed for recurring customers. In terms of source of funds, the sector claims that two
situations prevail: i) transactions previously carried out by them, where this previous selling is
considered as the source of funds, or ii) transactions associated with bank financing (mortgages),
where the responsibility to perform the verifications falls on the banks. In general, although the
sector implements CDD measures, it does not always understand the need for their
implementation besides for legal compliance purposes, as the involvement of notaries and the
banking sector in real estate transactions can be considered as a sufficient preventive measure.
Regarding record-keeping, all relevant documents (ID, VAT number, powers of attorney, BO
information, etc.) are kept for a period of five years from the date of the transaction.

472. Notaries and lawyers perform CDD/KYC procedures on their customers, including
conducting background checks in external sources. When company incorporation is involved, the
measures are stricter, and BO identification and justification of the source of funds is pursued. In
the case of notarial deeds, physical presence is always required; hence, there is no possibility for
anonymous parties. The statements made in the deed are ascertained based on information held
in public registers and/or documents.

473.  Accountants, auditors and tax advisors all have CDD processes in place, collect customer
information using credible external sources (mostly open sources of information and external
databases), analyse the ownership structure of their customers and determine the BO via the use
of external sources (mainly the National Court Register and the Central Register of Beneficial
Owners, acknowledging that the latter cannot be the only source).

474. Casinos identify every person entering their premises using CCTV systems and requesting
ID documents. Certificates of winning are issued and payouts above a certain threshold (around
€500) are recorded. The systems implemented ensure that there is no potential anonymity at any
stage. KYC forms are only applied to high turnover customers (which also grants them the rating
of high risk). Source of funds is not pursued systematically, but only in instances where certain
suspicions are raised (for example, customers attempting to exchange large sums of small-
denomination coins) via the means of documentation or explanations provided by the customer,
checking external databases or performing internet searches. The sector claims that considering
their business profile (do not engage with long-term relationships or cross-border transactions),
the AML obligations are not reasonably tailored to their business.

VASPs

475. VASPshave implemented formal AML/CFT procedures, covering CDD and record-keeping
obligations, although, in practice, controls are implemented on a transaction per transaction basis
due to the quickly evolving nature of their businesses and the ML/TF schemes associated with
their activities. This leads to controls being implemented above certain thresholds and conditions
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defined by each entity, which are periodically reviewed and updated. This fact, however,
demonstrates the initiative and commitment of the sector to implement preventive measures that
are commensurate to their businesses and risks in a context in which a lack of legal framework
and guidance from the authorities hampers the adoption of a more unified approach.

476. Due to their fully online nature, customer identification is performed remotely (ID
scanning or multiple pictures of the customer showing an ID document), alongside several
security mechanisms (geolocation to ensure the customer is located in Poland, ascertaining the
address via invoices or phone calls, detection of anonymous IPs, monitoring of red flags and
certain keywords, etc.). Verification of the source of funds is also threshold and suspicion-based
according to the criteria defined by each entity (for example, an amount that does not correspond
with the claimed business activity). While the sector relies on the fact that funds can only come
from and be transferred to Polish bank accounts, it also ensures that the accounts involved are
linked to the customer without any third parties involved. Additionally, representatives who met
onsite acknowledged the risks associated with their line of business, such as anonymity or the
difficulties in tracking the funds once leaving the scope of their exchanges.

5.2.3. Application of EDD measures

477. The circumstances in which EDD must be applied, regardless of any other characteristics,
are covered by the AML/CFT legislation and can mostly be summarised in private banking
customers, PEPs and high-risk jurisdictions, as well as the implementation of restrictive measures
whenever positive matches pursuant to UNSCRs, are detected. GIFI assesses compliance with
these EDD requirements through supervisory activities, which have allowed it to detect certain
shortcomings in relation to PEP obligations in some entities.

478. Banks and larger FIs are exposed to a greater number of high-risk scenarios:
corresponding banking, use of new technologies, private banking, PEPs or high-risk customers
(PSPs, certain industries, complex structures (trusts, multijurisdictional ownership chains, etc.))
and as a result, use more sophisticated systems (commercial databases, automated systems,
additional research from open sources, customer and transaction screenings, etc.) to implement
the necessary EDD measures.

479. EDD measures mostly consist in incrementing the frequency and intensity of regular CDD
measures. In the case of Fls, it includes ascertaining the source of funds and wealth via external
support documentation, enhanced transaction monitoring and analysis by reviewing documents
allowing for a better understanding of the transactions (agreements, contracts, invoices, etc.), a
more frequent reassessment of customers and update of their data, establishing several layers of
approval for the business relationship, customer screenings against external databases and
adverse media or onsite visits to customers (in the case of leasing companies) etc. If customers
do not provide the information required for the implementation of EDD, entities tend to submit a
SAR or even end the business relationship. DNFBPs tend to avoid high-risk business relationships,
and, as a result, the implementation of EDD is limited in practice.

PEPs

480. In general terms, obligated institutions identify the condition of PEP of their customers
and beneficial owners, require authorisation from senior management to establish or continue
business relationships with them and determine their source of funds and wealth, as the
legislation requires. In the case of FIs, especially larger ones, PEP condition is identified through
screenings against external databases, both at the onboarding and periodically during the course
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of the business relationship (mostly overnight), in order to detect any changes from the initial
status.

481. Some representatives of the PSP and insurance sectors rely on customer declarations
during the onboarding phase, but subsequent checks are done via automatic screenings. In the
particular case of insurance companies, checking PEP status is extended to other participants of
the contract, like the assured person or the beneficiary of the policy before the payout. Similarly,
PSPs consider both the originator and beneficiary in their screening to determine PEP status,
including those performed at the time of processing the payment. Investment firms pointed out
the fact that, prior to 2018, only foreign PEPs were classified as such and that they needed to
adapt their systems to include national PEPs after the legislative change. Credit unions consider
the presence of PEPs in their sector to be rare. Regarding verification of source of funds and
wealth, public information bulletins, notary confirmations, contracts or payroll documents are
used.

482. DNFBPs place a higher reliance on customer declarations to ascertain PEP status and the
source of funds/wealth. Tax advisors, accountants, auditors and lawyers present low numbers of
PEPs as customers. Representatives of the real estate sector interviewed, despite complying with
the legal obligations of PEP identification, did not fully comprehend the reasoning behind those
obligations nor the risks associated with business relationships with PEPs. In the particular case
of casinos, screening against lists from external providers (including PEPs) is mandatory when
accessing their premises. Although the sector claimed never to have encountered any positive
matches, it also expressed some concerns about the accuracy of the lists, which led them to
implement customer declarations subject to criminal liability in case of false declaration.
Furthermore, casinos also expressed difficulties in implementing EDD measures, like verifying
the source of funds, due to the nature of their business and consider that there should be greater
involvement from the authorities in providing tailored guidance about their expectations on how
compliance with such obligations should be achieved.

483. VASPs implement real-time and ex-post screenings against PEP lists, updated on a 24-
hour basis. As is the case for identification and CDD, not all transactions and customers are
scanned, depending on the criteria and thresholds established by each VASP. Representatives
who met onsite stated that they never identified a PEP among their customers. One of them
received an onsite inspection by the UKNF, which concluded that the frequency of PEP screening
was insufficient. The shortcoming was subsequently remediated by the VASP.

Correspondent banking

484. Polish banks engage, in large numbers, in corresponding relationships with banks abroad
and provide such services to foreign banks who wish to operate in Poland. Such relationships are
considered as high risk, which warrants the implementation of EDD measures like assessing the
respondent entity in terms of customer, geographic and product risk, demanding their AML/CFT
policies and procedures, requesting information via standardised and periodically updated
questionnaires (Wolfsberg group), ensuring that the entity is duly licensed or conducting
background checks and checks against sanctions lists, among others. Unless these criteria are
fully met, the correspondent relationship is not established. In some instances, corresponding
banking relationships are provided intra-group, in which case the customers accessing those
services are already onboarded and subject to CDD by the group matrix or branch, and the Polish
banking entity can have access to such information. One entity brought up the fact that having
PSPs as customers raises concerns among correspondent banks abroad and that the

139



implementation of EDD measures towards these types of customers (implementation of periodic
requests of information regarding their degree of compliance with AML/CFT and sanctions lists
screening obligations) was well received by the foreign entity and allowed establishing the
corresponding relationship.

485. Regarding VASPs, no evidence could be gathered onsite in relation to implementation of
due diligence measures to counterpart VASPs (akin to corresponding banking relationships)
when facilitating transfer services.

New technologies

486. Asalready stated, adoption of new technologies is significantly present in certain banking
entities and insurance companies, as well as the VASP and PSP sectors. New technologies are
mostly associated with remote identification and provision of products and services, including
contactless payment services. Although most entities, as described in section 5.1.1, implement
commensurate risk-mitigating measures (which fall within the scope of EDD), these are applied
in a non-harmonised manner (that is, at each entity’s own initiative), as a result of a lack of
standardised risk assessments prior to launch or adoption of new technologies. In terms of
exposure to new technologies via customers, obligated institutions have very little appetite for
VASPs, VA-related customers and PSPs.

Wire transfers

487.  Wire transfers rules are applied by banks and other Fls in accordance with EU Regulation
2015/847. Compliance with wire transfer requirements is checked via UKNF controls and
supervision activities (specific checks regarding payer and payee information on a sample of
selected messages), which detected some failures mostly related to small and medium-sized
enterprises with less significant risk profiles.

488. The banking sector monitors cross-border incoming and outgoing wire transfers in real-
time and via ex-post analyses, including those of the branches. Controls aimed at ensuring that
wire transfers are accompanied by the necessary originator and beneficiary information are
applied to all transfers, irrespective of the amount, and include suspension of transactions lacking
completeness in this regard and the periodical review of samples of already processed transfers
to ascertain the proper functioning of ex-ante controls. Additionally, banks implement threshold-
based controls that pursue the goal of detecting suspicions, also both in real-time (checking
keywords and phrases, the existence of numbered accounts or unrelated parties, etc.) and ex-post
(coherence with the customer transactional behaviour). The alerts trigger the analysis of the
corresponding AML department, and if the suspicion is confirmed, a SAR is filed. Alerts generated
ex-post can also be carried over to real-time controls, suspending subsequent transfers
associated with the account until expressly authorised. White-lists (exclusions from controls) are
very rarely used and are often limited to temporary uses in relation to previously generated alerts
by an account that has already been positively analysed.

489. Credit unions also provide wire transfer-related services, although in a much less
significant capacity. In this regard, the limited amounts of incoming wire transfers are always
monitored by IT systems shared across all unions and are subject to intermediary supervision
(the National Union). The sector also provides access to money remittances services by a
worldwide financial services company, the only service offered to the general public and not just
union members, although these types of customers are subject to the same CDD/KYC
requirements as any member of the union would be.
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490. PSPsimplementsimilar real-time and ex-post controls to those of banks for wire transfers
when processing payments. Real-time checks include determining the coherence of the payment
in relation to transaction history, scanning of keywords and red flag scenarios, non-allowance of
certain words or characters in mandatory fields for issuing the payment, IP tracking, etc. These
criteria are periodically reviewed and updated. Payments can be put on hold until they are duly
analysed and the PSP is satisfied with the explanations and/or additional documentation before
authorising them.

Targeted financial sanctions relating to TF

491. In terms of TFS, banks automatically check customers, beneficial owners, other
participants of the business relationships and transactions against international sanctions lists
(including those of external providers of databases, UNSCRs, EU, local ones provided by the GIFI,
dual-use goods, etc.), during the onboarding, in real-time when a transaction is conducted and
periodically (mostly daily, with lists being updated on the same frequency). Most of these IT
solutions are provided at group level. In case of positive matches, the transaction is suspended,
or the account is blocked, and a notification is sent either to the GIFI or to the PPO, who then
proceeds to give further instructions (including unfreezing in cases of false positives).

492. Other FIs (PSPs, investment firms, insurance companies, credit unions and leasing
companies) implement similar procedures adapted to their own business, size and complexity,
although cases where transactions or accounts needed to be blocked and notified are much rarer,
non-existent or the result of false positives. Investment firms expressed some concerns regarding
delays in lists updates by external providers. Credit unions confuse the notion of high-risk
jurisdictions with that of sanctions lists and do not differentiate between measures for AML, CFT
and TFS. In the case of foreign exchange, checks are performed on the spot based on the self-
generated list provided by the GIFI for those attempted transactions over a certain threshold (€15
000 according to the legislation, or lower if the entrepreneur has so decided). In case of hits, the
amount would not be exchanged. Verification of further scenarios, besides sanctions screening,
that could be potentially linked to TF is not common among smaller, less material FIs.

493. DNFBPs mostly conduct manual checks on sanctions lists provided by the GIFI through
its website. Sectors with greater legal knowledge (notaries and lawyers) are more aware of
restrictive measures that would have to be implemented in case of a positive match, which would
include notification to the GIFI and the PPO, blocking of the provided funds and the non-provision
of services. Other sectors (real estate) understand the concept of “lists” in a broad sense and
would equally treat matches in any list (PEPs, sanctions, high-risk jurisdictions, etc.). As stated,
screening against lists, including sanctions, is systematically performed for all customers visiting
a casino. However, situations that would lead to TFS implementation are very rare for DNFBPs.

494. As explained for PEPs, VASPs run real-time and ex-post screenings, including
international sanctions lists, of their customers and transactions, when the criteria determined
by the VASP is met (which can include nationality, potential suspicions raised during the remote
identification process or the transaction history, amount of the transaction, etc.). There have been
no notifications of implementation of TFS by VASPs.

Higher-risk countries

495.  Obligated institutions have internally implemented lists of high-risk countries, based

mainly on FATF and EU lists, guidelines from the GIFI and, in the case of bigger FIs, also following

indications from the international financial group, among other sources. These lists are regularly

updated. In some instances, entities have also developed lists of prohibited entities in relation to
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their own risk appetite. Links with high-risk jurisdictions are detected via screenings against the
lists (or manual checks for small FIs and DNFBPs) at the onboarding or during the ongoing
monitoring of the business relationship.

496. EDD measures implemented in relation to customers, beneficial owners (or any other
participants in the business relationship) or transactions linked to high-risk jurisdictions are
mainly those implemented in any other high-risk scenario determined by the AML/CFT
legislation (higher intensity and frequency of CDD), including rating that particular customer as
high-risk. On top of that, certain sectors, like banks, have additional dedicated tools to monitor
transactions linked to high-risk countries and suspend them in real-time until further analysis is
conducted. Some banks adopt a stricter approach by not accepting any business relationship
where high-risk jurisdictions are involved. This approach is also shared by other FIs (insurance
companies, credit unions, etc.) and most DNFBPs and VASPs as well. Regardless of the approach,
it should be noted that all obligated institutions met onsite claimed scenarios in which high-risk
jurisdictions are involved are either rare or non-existent.

5.2.4. Reporting obligations and tipping off

497. Obligated institutions are, overall, aware of reporting obligations, either those falling
under the scope of article 74 of the AML/CFT Act (circumstances pointing to potential ML/TF) or
article 86 (blockage of accounts or suspension of transactions due to justified suspicions of
ML/TF). Reporting from banking entities accounts for the vast majority of SARs, with numbers
oscillating between 100 to 500 reports per entity per year. The same can be observed regarding
the number of blocked accounts.

498. For transaction monitoring and detection of suspicions to consider for reporting, bigger
FlIs, in particular the banking sector, rely on automated alert-generating systems. Their degree of
development depends on the degree of sophistication of compliance function, its size and the
complexity of activities. UKNF reviews the effectiveness of such systems, the management,
analysis and closure of alerts and their timeliness, as well as compliance with reporting
obligations to the GIFI and its promptness. Although the feedback is mostly positive, the
monitored scenarios do not always fully align with the risks identified by the entity.

499. Regarding the typologies reported by the sector, there is not one single pattern. Some
entities refer to risks detected in the NRA, such as tax crimes or VAT frauds, and claim to have
detected and reported cases associated with those risks (for example, companies suspected to be
involved in carrousel schemes). Other entities consider the NRA conclusions not applicable nor
useful for them and focus their detection systems on other typologies such as the trade of illegal
pharmaceuticals, investment frauds, transfers of funds outside Poland via cash withdrawals or
Polish companies with foreign ownership.

500. There is a widespread consensus among banks to adopt a qualitative approach rather
than a quantitative one in terms of SARs. In this regard, the aim is for SARs not to be limited to a
particular customer o transaction, but to rather to typologies or cases involving multiple
customers and accounts, taking into consideration the entire transaction history and even
resorting to information and documents held by branches, subsidiaries or the matrix of the group
to be able to provide the overarching picture of the case. Contacting the GIFI before submitting
the SAR to comment on the case is also common practice, as is terminating business relationships
(which can range from 0 to more than 800 depending on the institution) rather than onboard
customers that could potentially be reported later on, thus decreasing the overall count of SARs.
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501. Notwithstanding the above, supervisors (GIFI and UKNF) have detected some
shortcomings concerning transaction monitoring, analysis, and reporting by some obligated
institutions in relation to insufficient substantiation of suspicions. However, none of the entities
that met onsite reported to have received any feedback after a SAR is submitted, unless the case
is forwarded to the PPO or whenever the blockage of an account or the suspension of transaction
is triggered at the request of the GIFI or the PPO. Some banks met onsite acknowledge the lack of
feedback as a serious issue and claim that it impacts their capacity to determine whether they are
complying adequately with their reporting obligations or not.

502. Other FIs besides banks submit far fewer SARs, which is in line with the materiality and
the risk of the sectors. The numbers oscillate from 18-22 SARs per year for the capital market
sector to 18 to 72 SARs for the PSPs (statistics are presented under 106). Although the typologies
monitored mainly allude to customer behavioural changes and other sectorial-specific scenarios
triggered ex-post by the alert systems, the actual suspicions reported are managed on a case-by-
case basis, and not many clear patterns can be established. Generally, the volume of the SARs
reported follows the materiality and risk patterns, although, in the case of certain sectors (mostly
currency exchangers), the reporting system is an area for improvement.

503. In terms of blockage of accounts, suspension of transactions and seizure of assets, these
other FIs also receive requests from the GIFI and/or the PPO, either at their own initiative or as a
result of the reporting of the FI, albeit much more occasionally.

504. Some sectorial particularities can be spotted, such as: (i) difficulties expressed by PSPs
to report the whole case when providing services to only one of the parts of the transaction (the
payer or the payee); (ii) the splitting of big amounts into different accounts at different entities
for credit unions; (iii) the preference of exchange offices to deny the exchange when there are
suspicions rather than reporting them later; (iv) the focus of financial leasing companies on fraud
risks, which leads them to report hundreds of cases per year to the PPO but no ML/TF SARs or;
(v) the fact that the monitoring of sectorial-specific scenarios by the insurance companies, such
as contribution and surrenders from parties unrelated to the policyholder, or their focus on new
trends, such as the abuse of certain investment products for tax evasion purposes, does not lead
into higher SAR numbers.

505. DNFBPs report less than most Fls. Entities filing low numbers of SARs tend to consider
potentially reportable cases to be theoretical and not applicable to them or perceive their
activities to entail a low risk of ML/TF. There were instances where customers declined starting
the business relationship if CDD/KYC measures were pursued, but in such cases, not enough
information has been gathered to issue a SAR. Similar to the views expressed by some banks,
some DNFBPs deplored a lack of approachability of the GIFI during the reporting procedure and
the subsequent feedback.

506. VASPs started to reportin 2018 when they became REs according to the law, although the
vast majority of SARs can be attributed to the year 2020 (up to 50 SARs). Considering their
relatively recent inclusion as REs, this can be considered as a positive start.

507. Regardless of the number of SARs, a general pattern across all sectors, both financial and
non-financial, is the lack of SARs involving TF. In terms of FIs that have automated transaction
monitoring systems, the availability of specific TF-related scenarios within those systems is not
common, and the screenings are mostly limited to sanctions lists screening and adoption of
freezing measures in cases of positive matches.
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508. Most entities are aware of the prohibition to inform customers about filed SARs, accounts
blocked, and transactions suspended, which has been duly transposed into their internal controls
and procedures, determining what is allowed to be shared with customers under such
circumstances. This is reinforced via additional measures, such as specific employee trainings in
this regard. Despite this fact, entities do not consider further questions from customers whose
business relationship has been terminated to be frequent.

5.2.5. Internal controls and legal/regulatory requirements impending
implementation

509. FIs, DNFBPs and VASPs implement internal controls and procedures that regulate the
application of preventive ML/TF measures within the entity, including issues such as recurring
customer checks, regular reporting or analysis and identification of suspicious transactions,
among others, with the aim to comply with the AML/CFT obligations set in the legal framework.

510. The implementation of internal controls and procedures, internal and external audit
functions by FIs takes into account recommendations and principles from the UKNF, which also
reviews their implementation and effectiveness via inspections, allowing detection of
shortcomings in relation to the effectiveness of the procedures.

511. Most banks and larger Fls belong to international financial groups and implement robust
policies and procedures at that level. This fact does not prevent the implementation of the local
AML requirements, as international groups to which Polish Fls are part of are mainly EU-based,
therefore implementing similar international AML standards. Although Fls are working towards
greater harmonisation of processes across the group, discrepancies between the local
requirements and the international standard can still appear. If the latter is stricter (for example,
implementation of BO identification procedures for cases of 10% of share capital or above), which
tends to be the most frequent case, addendums or waivers can be applied to local procedures in
order to implement the group policy; in any other instance application of Polish requirements
prevails.

512. Implementation of group-wide procedures has improved the overall degree of AML
compliance due to additional inspections, controls and reporting from and to the parent company.
It has also favoured an environment in which there is fluid and frequent communication across
the group, which allows, for example, the exchange of information to form a complete picture of
a customer for the purpose of suspicions reporting, or the implementation of periodic committees
to exchange views, share approaches or propose modification to ML/TF monitoring scenarios.

513. Larger FIs and, more prominently, the banking sector have developed their internal
compliance and internal audit functions to a significant degree. In this regard, most of them
operate under a three lines of defence model in which the compliance department or the specific
unit dealing with AML/CFT issues acts as the second line, exercising functions in relation to
customer acceptance and risk appetite policies, authorisation of high-risk customers and overall
assurance of the correct implementation of the AML/CFT procedures. Regarding internal audit,
this instance of control allows entities to detect shortcomings regarding the implementation of
AML/CFT policies and procedures in areas such as BO and PEP identification and monitoring,
which have led to improvements in these processes.

514. Smaller FIs and DNFBPs, mainly targeting the Polish market, have internal procedures
focused on the local AML obligations. Their degree of effectiveness differs amongst sectors and
entities; that is, while some internal procedures are tailored to the risks faced by the entity and
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accurately represent the specific preventive measures implemented by it (like certain foreign
exchange offices), others (most DNFBPs) tend to be formalistic documents that do not provide
many details on the specific measures and procedures implemented by the entity, commensurate
to their risk profile, beyond the general AML obligations already prescribed by the legislation.

515. Regarding VASPs, the effectiveness of their internal procedures could not be assessed as
in-depth due to their recent categorisation as reporting entities. However, despite having formal
AML/CFT procedures in place, the onsite meetings with sector representatives pointed out
management of AML obligations on a case-by-case basis rather than a strict following of
formalistic procedures due to the dynamic and rapidly changing nature of the sector.

Overall conclusions on 10.4

516. All obligated institutions perform periodically updated risk assessments, and the banking
sector, in particular, has demonstrated a good understanding of risks and implementation of
mitigating measures, while smaller FlIs and DNFBPs have a less sophisticated and sometimes
more formalistic approach. The risk understanding by REs (both national and business-related)
is sound, especially when considering the most material entities. FIs and DNFBPs are aware of
their AML/CFT obligations, including adoption of CDD, EDD and TFS (with some shortcomings in
the understanding of TFS by DNFBPs), and implement internal (or group-wide) controls and
procedures. EDD measures mostly consist in incrementing the frequency and intensity of regular
CDD measures and, in the case of Fis, also include ascertaining the source of funds and wealth via
external support documentation, amongst other measures. DNFBPs tend to avoid high-risk
business relationships, and, as a result, the implementation of EDD is limited in practice. In terms
of reporting suspicious activities, FIs employ comprehensive transaction monitoring systems,
and the reporting behaviour of REs is largely commensurate with their materiality and exposure
to risks. VASPs equally implement preventive measures, but there is a lack of a harmonised
approach due to the absence of a regulatory framework and guidance. The riskiest and most
material sectors apply sound ML/TF preventive measures. Moderate improvements are needed
in less material FI, some of the DNFBPs and VASPs. The latter have low materiality, explained by
the reduced number of players and the restrictive approach adopted by the Polish authorities,
which are taken into account in weighing them.

517. Poland is rated as having a Substantial level of effectiveness for 10.4.
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6. SUPERVISION

6.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 3

a)

b)

d)

The UKNF pays particular attention to the licensing of the new participants of
the financial market for which it has responsibility and has the most robust entry
checks for all obligated institutions, especially concerning legal and beneficial
ownership. Nevertheless, there are gaps in the controls, particularly in relation
to some senior management. There is also a need to complement the existing
staff resources in the licensing department for banks.

The framework administered by the NBP in preventing criminal control of
currency exchange offices is targeted at legal owners and senior management;
currency exchange activity may only be performed by individuals with a clean
criminal record. The current legal framework does not allow for the controls to
be more developed. In addition, while there has been success in dealing with
unauthorised payment institutions, it is probable that there are still a few
unauthorised operators.

With the exception of credit unions, FIs not subject to the supervision of the
UKNF or the NBP, such as non-bank lenders and factoring firms, are not subject
to checks to prevent control by criminals.

Casino operators are subject to some licensing controls in relation to
shareholders. There are also gaps in controls relating to beneficial owners and
some senior management positions.

There are basic controls in place for legal practitioners and notaries. However,
there is a need to complement the existing staff resources at the Mo] to take a
more proactive approach. There are no developed operational market entry
controls in place that are able to prevent criminals from establishing, operating
or benefitting from holdings in real estate brokers, DPMS and any TCSPs when
undertaking activities covered by the FATF. There are also no market entry
controls in place with regard to VASPs.

Overall, the understanding of ML risks at individual firm and sector levels in
relation to Fls by the GIFI, the UKNF and the NBP is greater than that for DNFBPs
and greater for ML risks compared with TF risks. For some years, financial
supervisors have risk rated FIs for ML/TF risk; they receive offsite and onsite
information and undertake onsite and offsite supervision. Each of the
methodologies used has created differentiation of risk between institutions.
Nevertheless, a more discrete and forceful approach to the individual
components of threat and controls would lead to more sophisticated
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g)

h)

j)

k)

D)

understanding and approaches to supervision. Fundamental changes are not
needed.

The UKNF has the most comprehensive approach to supervision; its use of IT
and data analytics are a key part of this. The UKNF’s supervisory team would
benefit from a relatively small number of additional staff to enable increased
supervisory engagement. Supervision by the UKNF and the GIFI includes good
elements of risk-based supervision, and GIFI has commenced supervision of
VASPs. The NBP also undertakes elements of risk-based supervision. Although
there is scope for refinement, the NBP provides the best model in Poland for
coordination for organisations with regional offices around the country engaged
in AML/CFT.

There is a significant shortfall in resources at GIFI, which handicaps the extent
of its supervision and its ability as the “lead” AML/CFT supervisor to coordinate
the overall supervisory engagement of the authorities.

There is no supervision of DNFBP sectors that are not subject to registration.
Registered DNFBPs are not risk rated, and, with the exception of notaries, they
are subject to a much lesser degree of supervision. At a strategic level, the
greater focus on notaries by the Appeal Courts is consistent with the risks
presented by legal persons in relation to VAT fraud and laundering of
the proceeds of this crime. Nevertheless, there are shortcomings in resources
and coordination within the Appeal Court system, which militate against
comprehensive risk-based supervision. GIFI has been able to undertake some
supervision of DNFBPs on the basis of risk-based triggers.

Until July 2018, GIFI was the only supervisory authority that could impose
sanctions for AML/CFT breaches; since then, the UKNF and the NBP have also
had powers of sanctions. GIFI has a long history of applying sanctions and,
importantly, has made recommendations for prosecution. The UKNF
has imposed a few penalties and has sought to develop a more robust approach
since 2018. It is establishing an enforcement team within its AML/CFT
supervisory department to further increase the robustness of the approach,
including with regard to the application of sanctions to individuals (with one
such sanction under investigation) and the promptness of enforcement. The
NBP has issued fines for some years, including to individuals, although there was
a shortfall prior to 2020 compared with the risks of the currency exchange
sector. Limited sanctions have been imposed on DNFBPs in recent years; this is
not consistent with the risks represented by DNFBPs.

All the supervisory authorities met by the assessment team have endeavoured
to promote understanding by supervised entities of their obligations. GIF], the
UKNF and the NBP have been particularly active and have made strong efforts
to promote understanding.

Supervision and awareness-raising by supervisors have made a positive
difference to the level of AML/CFT compliance by FIs and registered DNFBPs.
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Recommended Actions
Immediate Outcome 3
The UKNF should:

(a) reinforce controls in relation to preventing the possibility of criminal control of
obligated institutions subject to its registration/licensing and supervision by:

ensuring the scope of checks covers all senior management of Fls and associates
of criminals, and also appointing additional staff resources within the bank
licensing department sufficient to achieve this in relation to banks;

developing a more intensive approach to ensuring consistency across the
departments dealing with licensing and market entry to prevent criminals from
controlling FIs;

(b) establish systems to more formally identify whether or not unauthorised MSBs
are in operation (for potential investigation by LEAs) and to address the risks
presented by domestic payment institutions not subject to market entry
requirements;

(c) refine the existing ORION risk rating methodology to include further detail on
threats and controls;

(d) appoint some additional staff resources to the supervisory department and
develop the approach into comprehensive risk-based supervision;

(e) the sanctions team (with additional staff resources) should ensure that the
approach to enforcement is demonstrably proportionate and consistent with
risks;

GIFI should be provided with substantial additional staff resources; with these
additional resources, it should:

(a) as the “lead” supervisory authority, coordinate the operational activities of the
supervisory authorities, monitor their activities and ensure that, as a whole, the
supervisory framework for all FIs and DNFBPs is comprehensive, risk-based and
effective;

(b) refine its risk rating methodology for Fls so that it is more detailed and refine
the risk ratings of Fls, and extend the risk rating methodology or develop a new
methodology and risk rate DNFBPs;

(c) collect, check and analyse sufficient data on a period basis in order to ensure the
risk rating methodologies for FIs and DNFBPs mentioned in sub-paragraph (b)
above are effective;

(d) develop its existing supervisory approach so that it is comprehensively risk-
based;

(e) develop its approach to the application of sanctions in light of increased staff
resources and increased supervisory engagement.

The NBP should:

() in relation to the prevention of criminal elements from controlling currency
exchange offices, be provided with additional powers and develop its controls
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pertaining to entrepreneurs, currency exchange office staff and beneficial
OWners;

(b) be provided with increased statutory powers to prevent registration of currency
exchange offices for persons with criminal record;

(c) enhance its existing risk rating methodology and develop a risk-based approach
to the intensity of supervision.

With regard to market entry for DNFBPs:

(a) Real estate brokers, DPMS and any TCSPs should be subject to registration and
supervisory requirements, including requirements to ensure criminals cannot
beneficially own or control such DNFBPs. The controls in relation to preventing
criminals from being appointed as notaries or lawyers or from controlling
casinos, including coordination of controls, should be strengthened. Additional
staff resources should be provided to the Mo]J so as to maintain up to date lists
of registered and practising notaries and to facilitate and ensure this
combination of strengthened controls and coordination in relation to notaries
and lawyers.

(b) Additional resources should be appointed within the Appeal Court system (or
appointed elsewhere, which can assist that system) to ensure comprehensive
and risk-based supervision of notaries. In addition, formal reporting and
measurement systems should be introduced so that the activities of the
individual Courts can be easily understood and coordinated.

(c) Within the context of overall coordination by GIFI, the KAS should develop a
formally coordinated approach to risk assessment and supervision by its
headquarters and regional offices so that there is greater understanding within
the KAS of the activities of the offices and the extent to which they are risk-based.

518. The relevant 10 considered and assessed in this chapter is 10.3. The Recommendations
relevant for the assessment of effectiveness under this section are R.14, 15, 26-28, 34, 35 and
elements of R.1 and 40.

6.2. Immediate Outcome 3 (Supervision)

6.2.1. Licensing, registration and controls preventing criminals and associates
from entering the market

UKNF

519. Banks - The licensing team for banks has 31 staff, who also have other responsibilities. It
is understaffed, albeit not significantly, and is recruiting further officers and looking to improve
IT and other systems. The licensing of a bank is a two-step process, which can be regarded as the
issue of a preliminary licence to the founders of a bank in order to establish the entity, followed
by the issue of a follow-up licence which enables commencement of commercial activities. This
second step allows assessment of a bank’s operational readiness before it can accept customers.
The business model for each bank is understood by the UKNF; the model does not affect the level
or type of checks undertaken to prevent criminal control of banks.

149



520. The UKNF is content that its controls have not allowed criminals either to beneficially or
legally own a bank or to be a controller of a bank at the executive level (even where it has relied
on assessments of fitness and propriety of senior management carried out by the bank). It obtains
information on ownership and control structures, and its checks on these and beneficial
ownership include banks acquiring a licence and covers the management board of the acquiring
bank. Any lack of clarity in the structure is investigated. Information sought on legal and beneficial
owners includes the source of the funding for those funding the bank. As part of the checks,
individuals in the ownership structure and on the management board of a parent or acquiring
bank are required to provide the most recent tax return, CV and a certificate of absence of criminal
conviction in Poland from the National Criminal Register (and also a certificate from other
jurisdictions where the individual has been resident for more than five years). Sanctions lists, the
internet and the European Banking Association’s (EBA) database are checked, and input is sought
from foreign supervisory authorities on entities in the ownership structure, subsidiaries, and the
parent or acquiring bank. The UKNF gives the foreign authority one month to provide a response
before proceeding with its decision. The vast majority of requests (estimated at more than 95%)
to foreign authorities receive a response within a month. The number of requests made by the
UKNF is dependent on the nature of the acquirer but can be numerous (one case leading to over
40 requests).

521. With reference to Polish sources of information, the licensing department checks its
internal databases, liaises with other departments of the UKNF (one of which, the Compliance
Department, obtains information from GIFI) and the ISA. The AT notes that a conviction is
considered as “spent” after five years and removed from the central register of convictions after
that time and that this would apply to any request for information to any person as to whether
they had a conviction (i.e. a conviction of economic crime older than five years would not need to
be declared). The UKNF has pointed out that the circumstances leading to a spent conviction
might, nevertheless, still be relevant to it if it learns of those circumstances from another source.
The UKNF requires each application to provide information on any penalties which have been
applied and any ongoing proceedings and, where there is pertinent information, also asks
relevant authorities (usually the court and the Public Prosecutor’s Office) about the case.

522. Changes of legal or beneficial ownership must be advised to the UKNF before they take
effect and can only take effect once the UKNF has given its consent.

523. The same approach for individuals on the management boards of parent and acquiring
banks mentioned above also applies to the president (i.e. the chief executive officer) and the chief
risk officer of the management board of the applicant or licensee in Poland prior to their
appointment. Other members of the management board and members of the supervisory board
are automatically assessed on the same basis but after, rather than before, appointment, with the
UKNF relying on the bank’s own assessment prior to appointment. All supervisory and
management board members must inform the bank if they become subject to criminal
proceedings, and the bank is in turn required to inform the UKNF. Management and supervisory
board members must be dismissed by the bank on conviction. Key function holders (for which
the UKNF uses the EBA definition) are not automatically assessed for fitness and propriety by the
UKNF either before or after appointment; subject to the triggers referred to in the paragraph
below, the UKNF relies on the bank’s own assessment.

524. The UKNF’s assessment of beneficial owners, legal owners, management and supervisory
board members - as well as any assessment of key function holders - after the licensing of a bank
is based on a set of weighted signals. The signals derive from various sources - off-site
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supervision, onsite inspections, the SREP process, whistle-blowers, the fit and proper assessment
carried out by supervised institutions and provided to the UKNF, information received from other
authorities or media monitoring. Each signal is assigned a weight. Where the combined weight of
signals reaches a certain threshold, an in-depth fit and proper assessment is triggered; this is
similar to the initial assessment (although, depending on the case, it might be limited only to the
factors which have led to the signals). A review of a few key function holders has been undertaken
via this risk-based approach.

525. The UKNF intends to use its proposed increased staff resources for the licensing
department to focus more on members of the management board beyond the president and chief
risk officer, members of the supervisory board and key function holders. The UKNF has published
prospective requirements for the fit and proper test for the management board and the
supervisory board (although these requirements seem to gather existing regulations and
practices in one place rather than establish new requirements) but has been unable to publish
material, as has been planned for some time, on key function holders as a result of the pandemic.

526. The UKNF was of the view that consideration of tax returns and audited financial
statements from legal persons is helpful in identifying associates of criminals. In the case of the
persons funding a new licensee and acquirers of significant holdings, information in relation to
bank accounts for the previous year is also required. The AT notes that the totality of checks
carried out would usually uncover any apparent links with criminality.

527. Payment institutions - The licensing team for payment institutions comprises five staff
(one of the positions is vacant). This seems to be sufficient. The UKNF also has specialised
departments (i.e. cybersecurity and FinTech), which are routinely consulted when dealing with
payment institution applications; the FinTech department includes an intelligence unit, which is
consulted on arisk basis, i.e. when there is uncertainty or suspicion about the applicant, including
in relation to links to third parties - this is relevant to whether persons might be associates of
criminals. Larger domestic payment institutions are considered in the same way as a bank, with
a few differences as follows. Financial statements and tax returns are not requested at the
licensing stage, although they are required of potential new beneficial and legal owners after
licensing. Input is sought from foreign supervisors in every case where the applicant has
undertaken supervised activity in other jurisdictions - a response has always been received.

528. At the operational level, all members of the management board (not only the president
and chief risk officer) are assessed by the UKNF prior to authorisation of the institution. After
authorisation the same assessment is undertaken for new appointments to the board, albeit after
the person has been appointed. Requests have been made to the UKNF for information on the
probity of individuals by the Police and the Public Prosecutor’s Office. One of these has been in
relation to an authorised payment institution, with most of the others being in relation to
unauthorised business and in a few cases relating to small payment institutions (such an
institution does not need an authorisation provided it has registered with the UKNF). Grounds
for refusal of authorisation do not appear to include criminality, although it might be possible to
use the criterion on the inability of the applicant to ensure sound and prudent management of its
activities.

529. Smaller payment institutions are registered without checks in light of the EU Payment
Services Directive framework, their size (and consequential risk profile), the importance of
ensuring competition and as they are permitted to provide only a limited range of services. A
significant increase in the number of small players (now more than 100) began in 2020. It is an
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offence for a person with a conviction to establish a small payment institution, and any conviction
handed down after registration must be advised to the UKNF. Small payment institutions are
subject to ongoing AML/CFT supervision, and the payment service department (which concerns
both licensing and offsite supervision) provides overarching information on risks to the
supervisory department.

530. Non-domestic payment institutions based in the EU can undertake activity in Poland on
the basis of EU passporting provisions.

531. Althoughitdoes not actively search for unauthorised activity, since the beginning of 2017,
the payment service department has promoted, and the department responsible for co-operation
on criminal justice matters has made 25 referrals to the Public Prosecutor’s Office on the basis of
suspicion that institutions have been engaging in unauthorised business. These referrals
originated from the UKNF’s offsite analysis and signals from the market and customers. Feedback
on the outcome of these referrals has not been provided. The UKNF has also issued 37 warnings
in relation to unauthorised operators. The UKNF has considered there are a small number of
operators providing unauthorised or unregistered business but to a low level, with small scale
transactions and by persons who are not aware of the legal and regulatory framework. The UKNF
has noted that it does not have the legal competence to detect crimes and that such detection is
inconsistent with a supervisory body but, whether or not changes to the legal framework are
needed, the AT considers that the UKNF should be proactive in identifying unauthorised business
(for potential investigation and prosecution by other authorities).

532. Insurance - the department for licensing and non-AML/CFT supervision for insurers
comprises 37 people; 13 staff are dedicated to licensing and related functions after licensing (e.g.
dealing with changes of beneficial owner or new members of the management board). Licensing
of brokers is the responsibility of a separate department of five people. While there is a need for
an increased number of staff, more generally in relation to supervision of the insurance sector,
the UKNF considers that the functions with regard to licensing and related functions have not
been adversely affected.

533. The approach to dealing with applications for insurers is similar to that for banks with a
few differences. Financial statements are required for the last three years and bank statements in
relation to the last year for corporate entities; where the legal or beneficial owner is an individual
(there has been one case in the period since 2017), the last three tax declarations are required.
Where the legal or beneficial owner is a foreign entity, input is sought from the relevant
supervisory authority - in every case, a decision has been made only after input has been
received.

534. The approach to management boards in relation to insurers is similar to that for banks
with assessment of the president and chief risk officer prior to appointment and other members
of the board after appointment. Input is sought from foreign supervisory authorities; consent is
not provided until input has been received. Other members of the management board, members
of the supervisory board and key function holders (the heads of the compliance, actuarial, internal
audit and risk management departments) are assessed after they have been appointed. Other
members of senior management are not subject to assessment by the UKNF.

535. Investment/securities - the department for licensing and non-AML/CFT supervision for
investment firms has over 40 people, of which eight are in the licensing team and ten on the
financial supervision team (which provides support to the licensing team). This seems to be
sufficient. The department for licensing and supervision (other than for AML/CFT) for UCITS
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managers and alternative investment fund (AIF) managers has 62 people, of which 23 are in the
licensing team. This also seems to be sufficient. The approach for investment firms and UCITS and
AIF managers is similar to that for the banking sector.

536. With regard to investment firms and UCITS and AIF managers, members of the
supervisory board must be notified to the UKNF at the application stage and immediately after
appointment, together with supporting information on the impeccability of reputation, including
certificates of non-criminality in relation to Poland and other jurisdictions. Consent from the
UKNF is required prior to the appointment of the chief risk officer and chief investment officer of
the management board (based on consideration of supporting information, including certificates
of non-criminality in relation to Poland but not outside Poland). Consent is not required for other
members of the management board or for other members of senior management, and the UKNF
does not review whether or not they might have criminal records.

537. Non-bank lenders - non-bank lenders have been required to register with the UKNF
since 2017. The registration process is automatic, and the framework of registration does not
provide for controls to prevent criminals or their associates from entering the non-bank lending
sector. The UKNF’s website makes it clear that non-bank lenders are not licensed or supervised
by the authority.

538. Each sector for which the UKNF has a licensing, market entry or registration role has a
different department responsible for the role (also see the UKNF’s role below in relation to credit
unions). There would be merit in refining the high-level approach within the UKNF so that there
is a deeper shared understanding in a single place as to the similarities and differences between
the operationalisation of the roles (and use of the assessment methodology, which is proposed to
be further developed) and to what extent this should lead to any refinement of approach by
individual departments.

539. NBP - Currency Exchange Offices - The headquarters and other regional offices of the
NBP include AML/CFT amongst the range of their duties. Each regional office is responsible for
licensing of currency exchange operations within its geographical area and enters data into a
central register available to all NBP offices; headquarters approve all entries (notwithstanding
that registration has already taken place). 85% of currency exchange offices are sole traders, with
15% structured as commercial companies such as limited liability companies and joint-stock
companies.

540. As a matter of law, entrepreneurs who own and run currency exchange offices (sole
traders and shareholders of commercial companies, with the shareholders generally being the
beneficial owners as well) and any person providing exchange services cannot have a criminal
conviction. As part of their application, entrepreneurs must confirm that they (i.e. not any staff or
the beneficial owners of the limited number of exchange offices where the beneficial owners of a
commercial company might be different to the entrepreneur) have a valid certificate from the
National Criminal Register confirming absence of criminal convictions in Poland or, if a different
country is applicable, the relevant authority in that country. At this stage, reliance is placed by the
NBP on the entrepreneur. The certificate must be renewed annually. During each onsite
inspection, the NBP checks whether, in practice, all persons required not to have a criminal
conviction have a valid certificate. Where the certificate is older than three months, the NBP
checks the person with the National Criminal Register. Inspections have led to cases where
convictions of entrepreneurs were discovered by a regional office. The registrations of those
entrepreneurs were withdrawn, and they were forbidden from carrying out currency exchange
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activities. There were four cases in 2017, five cases in 2018, one case in 2019, three casesin 2020,
with no cases being identified in 2021 prior to the AT’s visit to Poland. The NBP is content that
only a very small minority of currency exchange offices carry on business despite their owners
having received a conviction after registration and that any person operating with a criminal
conviction will be found as a result of the frequency of inspections. There is no current legal basis
to review the criminal records of beneficial owners during onsite inspections, but legal changes
later in 2021 will alter this position. To date, no criminality by beneficial owners has been drawn
to the attention of the process.

541. Copies of applications for registration and related material are provided by the regional
office to the headquarters of the NBP, which considers the accuracy of the application after the
business’ registration. In practice, the currency exchange office is considered by the NBP as
having dual registration with both headquarters and the regional office. However, registration of
a currency exchange office is, in effect, automatic, and there are no legal grounds to prevent a
currency exchange service provider from being registered or operating, or an individual from
owning or operating within such a FI, except the legal requirement for such a person not to have
a conviction and discovery of persons with convictions during onsite inspections (see above).
There is no legal basis for consideration of individuals from the perspective of whether they might
be associates of criminals.

542. The annual updates and checks during onsite inspection processes are positive; there is
also scope to increase the level of checks by, for example, reviewing the media/internet and
seeking input from third parties.

543. NACSCU and UKNF - Credit Unions - No new credit unions have been established since
2006; the possibility of an unlicensed credit union being established is remote and would be
easily detected. While there are no legislative provisions on prevention of control through
ownership or beneficial ownership, the shareholdings of all 23 credit unions are widely spread;
usually, each member holds a single share and always has one vote. The Credit Union Act applies
to all members of the supervisory and management boards and specifies that they must not have
been convicted of an offence against property or documents. The NACSCU considers board
members to be low risk, as the credit unions themselves are low risk, and presidents are normally
recruited from within the credit union. All presidents are Polish citizens and well known in the
sector and to the NACSCU even before they are appointed as president.

544. A suitability test is applied by the UKNF before a person takes on the post of president. A
certificate from the central register of convictions evidencing absence of a criminal conviction is
required, the CV is reviewed, and input is sought from GIFI and the NACSCU. A number of
individuals proposed to be presidents were rejected at the early stages of supervision of the
sector, albeit on the grounds of suitability /experience rather than for AML/CFT-related reasons.
Nevertheless, this shows the commitment to ensuring high standards. Credit union management
boards normally comprise three individuals; a suitability test is applied to boards on the same
basis as for banks. There are no ongoing checks in relation to criminality after a credit union has
been established, although legislation requires that members of management and supervisory
boards must not have been convicted.

545. Ministry of Finance - Casinos -The Ministry of Finance is responsible for issuing
concessions (analogous to licences) to casinos (with the KAS participating in the licencing process
where applications are invited for a concession which becomes free but not otherwise). There are
11 officers in the licensing team at the MoF; this seems to be sufficient. Concessions are issued
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for a period of six years; casinos must be owned by Polish limited liability companies or joint-
stock companies or by companies with similar rules established in EU or EFTA countries. There
are nine entities with a total of 50 concessions for operating casinos. Of these, one concession is
an online casino owned by the State, while a very large majority of the others are owned by a
major group, or the company is listed on a stock exchange.

546. Before issuing a concession, the Ministry of Finance seeks input from GIFI, the ISA, the
CBA and the Police on shareholders holding 10% or more of the shares, and members of the
supervisory and management boards, members of the audit committee and any representatives
they appoint. Board members must provide certificates from the National Criminal Register and,
where relevant, an EU Member State (which leaves a potentially small gap in relation to other
jurisdictions). Negative information has never been received. The information which helps to
confirm the legality of the source of capital is also required from shareholders, namely the latest
corporate financial statements and the most recent personal tax returns, although this
information is not passed on for consideration outside the casino licensing and supervision team
(e.g. to the tax department of the KAS). These checks would be of some value in ascertaining
whether individuals are associates of criminals. Beneficial owners are not yet checked (although
legislative changes will make this possible later in 2021). Senior management outside the
supervisory and management boards, the audit committee and their representatives are not
assessed (although some applications include lists of employees, there have been examination
requirements since 2017 for compliance officers, and whistleblowing in relation to criminality is
possible).

547. The Ministry must be notified within seven days of a change of shareholder. New
shareholders are subject to the same process as that described above. Every two years, the
Ministry requests GIFI, the ISA, the CBA and the Police whether they have any negative
information about the company, shareholders and members of the management board; no
negative information has been received.

548. Mo] - Notaries - A head of department and four other members of staff work in the Mo]’s
department for notaries; the department has had significant staff turnover and is under-
resourced as a result of this and an absence of at least one subject matter specialist. Additional
capacity would also enable additional proactivity. There are 250 to 300 applications to be
notaries each year.

549. There are two access routes to the notarial profession. One consists of taking the notarial
examination after completing notarial training or taking the notarial examination without
training but after completing a professional internship. The second mostly relates to “transfer”
from other legal professions such as judges, prosecutors, advocates and legal advisers who have
practised the profession for at least three years.

550. Persons who wish to be notaries submit an application to the MoJ; the Minister appoints
notaries by administrative decision. The applicant must provide an opinion from an employer,
supervisor or patron about their employment and may provide other supporting information if
they wish to demonstrate their impeccability of character or ability to be a notary. Before a
decision is issued, the Minister must consult the council of the relevant regional chamber of
notaries, with an absence of response within the specified time frame constituting a positive
opinion from the chamber. The Ministry provides a copy of the application package to the
chamber.
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551. The Ministry does not maintain a list of notaries who have been appointed or who are
currently practising, but the AT was advised that, following complaints made to it, the Ministry
contacts the council of the relevant chamber of notaries and requests information or clarification
as to whether there has been any irregularity in the activity of a notary; the Ministry has indicated
that there are several such cases each month. Most of the complaints are not about potential
criminality, but there is, nevertheless, a process for dealing with queries. Following the
appointment of a notary, express checks in relation to criminality are not made by the regional
chamber after registration of a notary. However, the regional chamber provides the Minister with
copies of its onsite inspection reports for notarial offices for consideration - this has led to the
Mo] ordering further inspections or initiating proceedings.

552. This contact between the chambers and the Mo] is relevant to the fitness of notaries. The
AT notes that there is scope to establish routine dialogue between the Mo] and regional chambers,
which would add to the existing liaison. There is no communication between the Mo] and GIFI or
between the notarial chambers and GIFI to ascertain if GIFI has relevant information on the
fitness of notaries. There are, however, cases of law enforcement agencies notifying the Minister
that criminal proceedings have been initiated against notaries. In the event that criminal
proceedings are instituted and completed against notaries, the Public Prosecutor’s Office is
obliged to notify the board of the appropriate chamber of notaries (statistics are not maintained
on the number of notifications by LEAs or on completed proceedings). The Minister or the council
of a chamber of notaries may also submit a request to the disciplinary court of the relevant
chamber to initiate disciplinary proceedings. The Minister made 18 requests between the
beginning of 2018 and the end of March 2021. These requests arose from complaints about
violation of proper processes such as the drafting of a notarial act or the obligation to read out
notarial acts in their entirety, the result of analysis of protocols of inspections or vetting of notary
offices. Thirteen proceedings were concluded with a sanction; in five cases, the notaries were
reprimanded, while eight cases were discontinued. Three proceedings are still pending.

553. Mo]J and SRBs - Attorneys and Legal Advisers - A head of department and eight other
members of staff work in the MoJ’s department for lawyers; the same resource issues apply as
those described above in relation to the Ministry’s role for notaries.

554. Applications for registration for advocates/legal advisers are made to the relevant
regional council of advocates or legal advisers as appropriate. By way of context, there were 3,348
applications for registration for advocates and legal advisers in 2020 alone. Decisions on
registration as an advocate are made by the district bar councils and, for legal advisers, councils
of the regional chambers of legal advisers, after examination as to whether the candidate fulfils
the prerequisites for entry (which include impeccable character). They require to be provided
with a certificate from the National Criminal Register evidencing that the applicant has not been
convicted in Poland, together with information supporting the impeccability of character of the
candidate. Similar evidence of non-criminality is required, when relevant, in relation to foreign
jurisdictions. Should a positive decision be made, the regional council sends the Minister of Justice
a copy of the resolution on entry of the individual on the list of advocates/legal advisers, together
with the candidate’s application. The Minister has the right to object to the entry within 30 days
of receiving the information. An absence of objection is de facto consent to the registration.

555. The Mo] emphasised to the AT the importance it attaches to seeing evidence of lack of
criminality by means of certificates of non-criminality in both Poland and elsewhere. Queries by
the Ministry on applications have been made to the Ministry of Higher Education on the
equivalence of foreign legal qualifications with Polish qualifications, but no checks are
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undertaken by the Ministry to verify absence of criminality or association with a criminal.
Negative responses by the Ministry on an application for registration have been based on lack of
equivalence of foreign educational qualifications with the Polish requirements for lawyers.

556. Ongoing checks are not undertaken by the Mo] or the regional councils following
registration. The Mo] advised the AT that it is advised by local prosecutors when proceedings are
being undertaken against advocates and legal advisers and that, upon a conviction, the processes
for proceedings operated by regional councils are commenced to consider the case in question
and can end with expulsion/suspension of professional registration. Since 2016, the Higher
Disciplinary Court of Advocates has expelled 44 advocates and suspended 338 advocates for
varying periods. Sixteen legal advisers have been expelled, while 71 have been suspended for
varying periods.

557. The Mo] has been able to obtain the statistics mentioned above specifically for the
purposes of the evaluation; there would be merit in formalising ongoing liaison between the
regional councils and the Mo] in connection with the ongoing fitness of registered advocates and
legal advisers. As GIFI's input is not sought, there would also be merit in establishing a formal
mechanism so that it can contribute both at the time of the application and after registration.

558. Other Fls, other DNFBPs and VASPs - Other types of FI (such as factoring businesses),
DNFBPs not referred to above and VASPs are required to register with the NCR when undertaking
business in a corporate form (which includes the types of partnership which can be incorporated
in Poland). This means that such FIs (not mentioned above) are not subject to market entry tests
and express assessment to verify absence of criminal control; accountants are limited to an
accountancy role and are not able to carry out activities captured by the FATF in that role, but
there are no operational measures for registration or market entry for other DNFBPs listed by
the FATF and there are no market entry controls to prevent criminals from controlling VASPs
(although there is AML/CFT supervision by GIFI and this might help in preventing such
criminality).

6.2.2. Supervisors’ understanding and identification of ML/TF risks

559. The issues raised in 10.1 and 10.4 mean that understanding of ML and TF risks by
supervisory authorities cannot yet be comprehensive. In addition, not all DNFBP sectors are
covered by a registration requirement, and DNFBPs subject to supervision are not formally risk
rated.

560. UKNF - Understanding of ML risk is generally good. Each supervised Fl has been risk rated
under the UKNF’s ORION methodology since 2015. The end product is a numerical score rather
than a specific rating. Sixteen criteria are considered, with each criterion being allocated to one
of three scored weightings. The systemic significance of a FI is key. The banking sector is the
highest risk, with universal banks receiving the highest score; banks that are less systemically
important and have a lower risk customer base have a much lower score. TF is considered from
the perspective of internal AML/CFT policies, and there is a component that includes screening
and freezing of assets. The UKNF comprehensively understands its methodology and intends to
it in order to take account of the 2018 changes to the AML/CFT Law and to enhance the
methodology’s sophistication and coverage. As part of this objective, the scope of data collected
from banks and investment sector firms (but not payment institutions) will be widened. Overall,
the approach currently taken is thoughtful; nevertheless, the AT has a concern that too great a
focus might be given to the systemic nature of banks and, in addition, the factors articulated in
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ORION, which form the basis of the risk scoring, could usefully be extended (i.e. made more
detailed) to more forcefully cover TF and demonstrably allow more detailed interrogation and
assessment of the various components of risk such as customer risk (including beneficial owners)
and geographic risk, the whole of country approach in the NRA, and vulnerability (such as internal
controls). Data collection from payment institutions could also usefully be increased.

561. The risk scoring for each entity is reconsidered on an annual basis at the time of the
preparation of the following calendar year’s onsite programme. It is also reconsidered after an
onsite inspection and as a result of trigger events, such as a media report, information from
another authority or customer complaints, which could lead to a change of data in ORION. There
were 134 changes of risk scoring from 2018 to 2020 (a significant proportion being in relation to
banks), and in a significant number of cases, this led to inclusion of the FI in the onsite inspection
programme. The AT regards this recalibration of risk as positive and showing enhanced
understanding of the risk profile of individual institutions in light of developments.

562. The UKNF receives information from quite a comprehensive range of sources, including
both offsite and onsite supervisory engagement. This information (see below and 10.5) informs
completion and use of ORION for risk assessment (with one of the benefits of extending ORION
as mentioned above being to further articulate the quantum of information used in risk
assessment and how it is used).

563. Banks are required to complete questionnaires for the UKNF each quarter covering the
number of customers, their risk ratings, the number of PEPs and the number of SARs. Separately,
banks are requested to provide information on relationships with payment institutions.

564. The UKNF obtains information from the NCR and the CRBO. Also, prior to an onsite or
offsite inspection, the NCH is requested to provide information on bank accounts, including the
number of relationships with Polish companies and on the beneficial owners of such companies;
the NCH provides the information (and its analysis) to the UKNF upon request. The NCH also
provides information on individuals who are BOs if they are connected to more than one
customer of a bank and when they are a BO of customer accounts in more than one bank. This
enables the UKNF to extend its consideration of customer accounts at one bank during an
inspection to customer accounts at other banks. In addition to requests made pre-inspection,
information is sought from the NCH several times each month. Information from the NCH (and
the CRBO) is also checked against information provided by the bank under inspection for each
legal person which the bank has as a customer. Checks are also made against NCR data on a
sample basis. The UKNF looks for connections between companies and considers the
relationships between BOs and the jurisdictions to which they are linked, including jurisdictions
assessed as high risk by the authority; as part of this process, the UKNF looks for high-risk
companies. The checks include the frequency and accuracy of banks in updating the two registers
and the NCH database.

565. The UKNF places great stock on business risk assessments by Fls and issued a model
template by way of guidelines in 2015. These have improved over time, and in general, the quality
has developed and matured, and the UKNF sees them as useful to institutions and the supervisor.
They are considered during the onsite process; anonymised business assessments seen by the AT
indicate they provide a good source of information to the UKNF on risks to individual FIs and
sectors.

566. The UKNF also uses the information it obtains during onsite and offsite inspections. As
part of this, it keeps quite detailed information on its findings, including breaches found, and has
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analysed these. An improved approach to risk has meant that the number of potential customers
rejected by banks has tripled since 2019, and this also informs the UKNF. In addition, meetings
with FlIs and substantial contact at outreach events inform the UKNF’s understanding of risk.

567. For the purposes of the NRA, the UKNF required all FIs subject to its supervision to
provide information on cross-border transfers, enabling it to develop a thematic analysis of flows.
Linked with this, it has taken steps (see below) to understand the combination of risks within the
relationships between banks and payment institutions.

568. Significant information is collected by the UKNF in relation to use of banks by fraudsters,
including from liaisons with compliance teams to enhance joined-up approaches. A similar
approach is taken concerning virtual assets and the development within Poland of virtual asset
and foreign exchange platforms. FIs in Poland have introduced new distribution channels, which
are mainly internet-based. In turn, this information on developing technologies and approaches
to technologies informs the supervision of individual FIs.

569. The UKNF spoke well about its understanding of the main risks, the most important being
the use of fictitious companies. Understanding of TF is less than understanding of ML.

570. NBP - The NBP has an understanding of the number and pattern of currency exchange
offices across Poland. The main currency exchanged is the EUR, with the USD some way behind.
Legal persons are a small part of the customer base. The highest risks are seen as the ability to
undertake CDD only when the value of a transaction meets the designated threshold and the face-
to-face cash nature of the transaction (i.e. cash transactions under the threshold are anonymous).
Large transactions are also seen as a threat, although these are rare and dependant on the location
of the currency exchange office. In practice, offices carry out analysis of their customers even
where transactions have a value below the threshold and also where customers appear regularly,
or irregularly but many times, and require CDD from them. The NBP notes that offices themselves
have a concern about the implications of customers carrying out transactions routinely. TF is seen
as difficult to understand in the context of the currency exchange sector but is treated as a threat
notwithstanding this. The NBP’s understanding of risk benefits from these approaches by offices.

571. The NBP comprehensively understands its risk rating methodology, and overall
understanding of ML risks is generally good. It had a clear view of the components of a good
business risk assessment; it issued guidance to currency exchange offices in 2018 on the
composition of such assessments; and benefits from the outcomes generated by supervised
entities. The NBP also issued its own assessment of the currency exchange sector in 2018.

572. Currency exchange offices have been risk rated since 2019. Each currency exchange office
is rated as high (587 offices), medium (794 offices) or low risk (1 130 offices) under the
methodology. The rating is considered annually and is informed by the results of onsite
inspections. While the smaller number of high-risk entities compared with low-risk entities is
consistent with a standard risk pattern, the relatively high number of high-risk currency exchange
offices might suggest that the number can be reduced further in order to further develop risk-
based supervision. A distinction is not made between ML risk and TF risk - ML/TF risk is
considered as a whole. The NBP indicated that there is a link between its risk rating methodology
and the NRA and noted that it had contributed to the NRA based on its understanding of risk.
Overall, the approach is relatively simple but treated in a developed way through familiarity and
use, with a series of factors that are weighted and which suggest elevated or diminished risk
compared with medium risk. These include size, location, the concentration of offices, the
combination of business activities within the office, the products offered, the results of previous
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inspections, the number of transactions each day, quarterly turnover and the scale of purchase
transactions. There is some degree of focus on factors which are to do with size/structure /impact.
Customer and geographic risk are covered through the factor on location of the office (e.g. a
location in a shopping mall suggests a particular client base while a location near a border might
suggest geographic risk). There is scope to enhance the model to consider customer, geographical,
transaction (including information on the number of transactions) and TF risks; the whole of the
country picture in the NRA; and controls, more discretely and forcefully. The weighting attached
to size/structure/impact could be considered at the same time. There is also scope to consider
whether the number of high-risk entities should be reduced. Any changes would be an
enhancement to an existing approach, which positively differentiates between offices. There
would also be merit in considering whether a review of the criminal records register on occasions
other than inspections, together with any other external input, might be an appropriate explicit
factor. The AT notes that newly registered offices are considered to be high risk and treated as
such, but there is no obvious reference to this in the methodology; this factor could therefore be
added.

573.  GIFI - GIFI assesses the ML/TF risk of each FI using a methodology (introduced in July
2018) based on nine weighted criteria. The ratings are revisited every six months; trigger events
do notlead to reconsideration of ratings, although the AT notes that reconsideration is in any case
relatively frequent. GIFI was authoritative when discussing the methodology with the AT (i.e. it
has a comprehensive understanding of the methodology) and advised that it takes account of the
NRA when rating FIs.

574. GIFI's risk rating methodology is different from that used by other supervisory
authorities, and it completes its risk rating for each FI separately to, and without explicit input on
the rating from, other supervisors. Each Fl is therefore rated under two different and independent
risk rating methodologies by two different supervisors. If this approach of using two different
perspectives is to be continued, there would be merit in bilateral discussions of the risk rating for
each FI so that each supervisor understands the precise perspective of the other. In addition,
there is scope to enhance the model to consider customer, geographical, beneficial ownership and
TF risks, the whole of the country picture in the NRA, as well as controls, more discretely and
forcefully. Any changes would be an enhancement of an existing approach that positively
differentiates between the risks of Fls.

575.  GIFI has concluded a risk rating for each DNFBP sector, although individual DNFBPs are
not risk rated.

576. While the AT notes that inspections are largely undertaken to FlIs, GIFI receives
information from quite a comprehensive range of sources, including its offsite and onsite
engagement (such as quarterly returns, offsite inspections (which have been held since 2019 and
are similar to onsite inspections in practice and include customer file reviews but not interviews
of representatives of the institution), meetings with obligated institutions, onsite inspections, and
contact through training events) and input from other supervisory authorities. It closely monitors
the number and type of breaches found during onsite inspections. It also leverages SARs,
transaction reports and other intelligence it receives, such as whistle-blowers. In addition, as the
secretary to the NRA process, it is very well placed to see the wider risk picture. It is well placed
to leverage this information to understand risk.

577. Onor before 15 November each year, GIFI provides each supervisory authority (and the
regional office/court of an authority where the regional office/court has responsibility for
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supervision) with a letter on areas and sectors particularly exposed to the ML/TF risk for
consideration. GIFI advised that the letter is based on the NRA and judgments made by GIFI from
information it has received and considered during the previous year. The documents inform the
plans that each supervisory authority provides to GIFI and differ between supervisory
authorities; they reflect factors relevant to the supervisor in question. In addition, the information
is amended from year to year. There is scope to refine this guidance to more assertively address
the main risks facing Poland. Although the AT notes that there is no explicit reporting mechanism
by the supervisory authorities (and that the introduction of such a mechanism would be
beneficial), GIFI is comfortable that supervisors follow the guidance because of the patterns
evident in the annual onsite inspection plans provided by the supervisors. Separately, while the
UKNF has its own risk rating model and has developed its own programme of inspections, it has
advised GIFI that the risk areas it has identified are consistent with those GIFI has identified and
that GIFI's guidance is followed.

578. Appeal Courts - Notaries are not subject to risk rating by the Appeal Courts. Judges met
by the AT had not been involved with the NRA but advised that they found the NRA to be helpful
in understanding risks. They agreed with the views expressed by notaries and the notarial
business risk assessments they had seen that the risk profile of the profession is low. CDD is
undertaken, beneficial owners are identified, and further questions are asked after identification;
anonymous transactions are not permitted. The responsibility of notaries to report suspicion was
noted by the judges, together with the checks necessary to meet that responsibility. By way of
reinforcing this point, it was also noted that only one SAR had been filed by the notary sector with
GIFI (see 10.4 for the AT’s concern as to this level of reporting). Digitisation assists notaries to
search for higher threat companies, and further digitisation of notarial processes was advised to
the AT as a distinct benefit in allowing enhanced understanding of risk. Absence of company
information in the CRBO or outdated information is seen as a red flag by notaries, and co-
operation by the sector with the authorities is seen as improving identification of fictitious
companies. The requirement since 2018 to register extracts from notarial deeds was also seen as
a benefit by the judges. The seriousness with which notaries carry out their role is noted during
interviews by the judges onsite. Fraud was seen as a possibility, although cases were described
as being exceptional. The regional Appeal Courts have not risk rated notaries and are not aware
of GIFTI’s ratings.

579. The AT is concerned that there is a disconnect between the perceived risk profile of
notaries and the gatekeeper role of notaries in relation to legal persons and the continuing abuse
of companies for VAT frauds. Notaries are required for real estate transactions; such transactions
are not seen as presenting a particular risk. Notaries were not considered to be susceptible to TF
risk.

580. KAS - The KAS has indicated that the regional offices have risk analysis units that risk
rate casinos based on a model template used throughout the organisation (albeit minor
modifications might be made by regional offices in practice), and the outputs are used to prepare
the onsite inspection plans; while, based on experience, considering the risk assessments as using
advanced approaches, the head-quarters of the KAS does not possess information on any specific
modifications or detailed outputs of the assessments, including the individual risk ratings for
casino operations. The risk analysis and rating cover a range of risks; ML risk is one of the
components. The KAS pointed to the small number of casino operators and frequent inspections
of casinos as risk mitigants. The casino sector was seen as distant from the risk issue of tax fraud,
and the KAS was not aware of any case of a casino or casino operator being involved with ML or
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TF. More specifically, casinos are considered by the KAS to be low risk for ML or TF in light of the
comfort it takes from its overall programme of supervision, registration of clients, audio-visual
recording of games, maintenance of records for five years and the lack of anonymity for winners
- who must be registered as winners. However, GIFI considers casinos to be high risk and has
devoted focus to them. The KAS has pointed out that each authority is considering risk from its
own perspective. Nevertheless, the difference in the conclusions of the two supervisory
authorities suggests there is scope for greater risk assessment, coordination and joined-up
understanding of risks.

6.2.3. Risk-based supervision of compliance with AML/CFT requirements

581. UKNF - In addition to the Director, the AML Compliance Department has 13 officers
engaged in supervision, three analysts, and two officers engaged in co-operation with other parts
of the UKNF and third parties. The AT considers that there would be merit in adding a small
number of additional officers to the team. Staff are experienced, and the team includes substantial
private sector experience. They were authoritative in the discussions with the AT. Training is
wide in scope and undertaken in relation to both AML and CFT (with CFT modules), although the
focus is on ML.

582. In addition to receiving offsite questionnaires from FIs, offsite inspections have been
undertaken as a result of the first lockdown of the pandemic. These inspections go beyond desk-
based analysis and include interviews. Depending on the findings, an offsite inspection can lead
to further engagement, such as an onsite inspection. These inspections involved meeting virtually
with FIs and focussing discussion on the customer base, CDD and transactions, together with
checks on compliance with other obligations and discussion with the FI on seeming anomalies.
These inspections led either to the completion of the inspection or a decision to undertake an
onsite inspection when conditions permitted. Since April 2020, the UKNF has conducted only
offsite inspections. Depending on its conclusions on risk, offsite inspections were full scope or
thematic in nature and were guided by a methodology.

583. As with other supervisory authorities, the UKNF provides its schedule of onsite
inspections for the next calendar year to GIFI at the end of the previous year. This is informed by
consideration of ORION and articulates the sector for each FI to be visited, the types of inspection
(e.g. comprehensive or targeted, such as a focus on internal control systems) and the reason for
the inspection. Ad hoc inspections are also carried out.

584. Priorto an onsite inspection, the UKNF requests a list of information to be provided. There
is also a methodology to help guide the inspection. The AT considers there is scope to add some
detail to guide separate consideration of TF as well as ML, and sectoral and national risks as well
as the FI's own risks. The UKNF has advised that it considers coverage of TF to be adequate.

585. The pattern of offsite and onsite inspections by the UKNF for each year since 2017 and
the first four months of 2021 is as follows:

Table 6.1 Onsite and offsite inspections conducted by the UKNF (2017- April 2021)

2017 2018 2019 2020 April 2021
(onsite) (onsite) (onsite) (mostly (offsite)
offsite)
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Banks 32 15 16 16 6

Securities 3 6 1 1 2
Branches of credit

institutions 4 0 4 0 2
Investment funds 3 0 1 3 0
Insurance 2 0 2 2 0
Credit unions 5 0 3 1 0
Payment 1 2
institutions 1 16 9

586. The difference in the number of inspections over the period in the table and the pattern
of inspections suggests that overall, the volume of inspections should be increased.

587. In 2018 and 2019, the large majority of onsite inspections were conducted on banks and
payment institutions. This is in line with overall sectoral risks. All banks considered by the UKNF
to be high risk have been subject to inspection since 2017 (also see 10.5). Payment institutions
became more prominent in the inspection programme as a result of the EU issuing information
in 2017 on the risk profile of the payment sector, the transformation of the sector in Poland in
terms of the size and product range, and awareness of the importance of responding to
developments and address virtual currencies as an emerging international and domestic risk. In
addition, the UKNF is conscious of the importance of its inspection programmes in understanding
the combination of risks as a result of the relationships between banks and payment institutions.
This illustrates the importance the UKNF attaches to monitoring developments across FIs, the
interplay of relationships and mitigating emerging risks. It wishes to address any potential shift
from traditional asset classes into virtual currencies and non-fungible tokens as soon as possible.
During 2020 and 2021, the focus has been on inspecting banks.

588. The main focus for a full-scope inspection is the overall understanding of risk by the FI,
ongoing and transaction monitoring and CDD, including measures taken in relation to updating
information on customers and the identification and verification of beneficial owners. There is
also a focus on controls for higher risk customers and the coherence of transactions for such
customers. This includes a review of red flags and how they are addressed in practice; this
includes a review of a sample of 50 to 100 alerts and how these are dealt with, including the
substantiation for closing an alert; the process for generating internal reports of potential
suspicion and the way these are handled, including the substantiation for not filing a SAR with
GIFI. Beneficial ownership is considered, to some extent, from a top-down perspective rather than
focussing only and specifically on fictitious companies and VAT fraud from a bottom-up
perspective. Nevertheless, the UKNF does consider this risk to a substantial degree in its
inspections, as indicated here and in 10.5. Currently, 50% of each full-scope inspection on average
has been devoted to beneficial ownership. Overall, inspections also cover the criteria included in
ORION and the elements added to the AML/CFT Law in 2018, such as the inclusion of the new
requirements for training. Considerable attention is paid to the IT architecture of Fls, and the
UKNF is provided with direct access to the IT system in order to assess the currency and

163



calibration of the system, including the date and implications of any upgrades. The use of IT and
data analytics is of particular merit. Between 20 and 100 customer files (the number depending
on the size of the FI as opposed to ML/FT risk per se) are checked. Adequacy of identification and
verification of beneficial ownership is considered as part of the sample. The AT considers that
there is scope to pay more focussed attention to the specific risks of Poland during inspections.

589. In light of a report issued by the European Commission in 2017 on EU risks, 18 onsite
inspections in 2018 to banks and investment institutions were thematic, focussing on treatment
of beneficial ownership and safety deposit boxes. There is a specific methodology for these
inspections (there is scope to add some further detail). At least 100 customer files were sampled
at each inspection to assess the adequacy of standards in relation to verifying beneficial
ownership and CDD. In addition, the 16 inspections in 2018 to payment institutions were
thematic and included consideration of how these institutions fulfilled training obligations
towards their agents.

590. Ad hocinspections in relation to CDD have been undertaken.

591. A minimum of three staff participates in onsite inspections. The size of the team is
extended depending on the size and risk of the FI and, on some occasions, officers from the
cybercrime or other departments also participate. Inspections usually last five days but can take
longer.

592. NBP - The headquarters of the NBP is responsible for coordination of supervision. This
has included the development of inspection methodologies and procedures (including a template
to guide inspections) and guidelines on co-operation, organised training twice a year for all
inspectors; held meetings with regional offices on the contents of the risk assessment approach
for individual currency exchange operations; risk rated each currency exchange office;
considered inspection reports prepared by the inspectors after inspections as a means of quality
control; and, since 2018, imposed sanctions for breaches detected by any regional office. The
headquarters sees its focus on providing routine training for staff across Poland (at least
annually) as a particular strength; staff cannot undertake inspections without attending training
at least every two years, and training attendance must be reported to HR departments. Coverage
of the training is considered by the NBP to be comprehensive - its approach is that staff must
have the knowledge to effectively conduct the inspection. It has included risks, including risks
presented by entrepreneurs (although TF is not included). This is additional to any other training
which might be offered (e.g. by GIFI) or undertaken at the regional level. In addition, the
headquarters provides operational support. Where an entrepreneur has operations in Warsaw
and in other cities, there is coordination by the headquarters so that onsite inspections are
synchronised across the NBP network.

593. The headquarters of the NBP has ten staff and is sufficiently well resourced. It is a matter
for the 16 regional offices to decide whether they have adequate resources, but, at the time of
visit by the AT to Poland, the headquarters was comfortable that the regional offices are
sufficiently resourced. In general, staff levels at each regional office reflect the differing number
of exchange offices subject to supervision, and there is a formal support programme in place in
which officers in one regional office support any shortfall in another region. There are some 120
full-time and part-time staff altogether. The regional offices report to the President of the NBP
and, if those offices advise that they need additional resources, the headquarters is supportive
and report as such to the President.
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594. The NBP has recommended currency exchange offices undertake CDD for transactions
with a value lower than the designated threshold so as to mitigate the risk of anonymous
transactions. The NBP also focuses attention on training of currency exchange offices, in
particular the training of entrepreneurs.

595. The timing of an inspection is coordinated by the headquarters when an inspection is to
be carried out by more than two regional offices. Offsite information in the form of purchases and
sales for each currency and the cash balance at the end of each quarter is received on a quarterly
basis; the form also allows the turnover of each office to be determined. This informs risk rating
of currency exchange offices.

596. The NBP has developed time frames for onsite inspection, with high-risk exchange offices
subject to inspection every two to three years, medium risk offices every four to five years and
low risk offices every six to seven years. This is a slightly longer time frame for each risk category
than was the case previously - the NBP advised that this change in frequency results from a risk
analysis completed each year. There have been exceptions in meeting these time frames, at one
period to a staff shortage, or when currency exchange offices have been suspended. New currency
exchange offices are rated as high-risk and are inspected within a year of registration. As with
other supervisory authorities, the annual plan is provided to GIFI at the end of the year. The plan
is not rigid - it is adjusted in relation to ad hoc inspections. The AT expects the natural
consequence of the reduction in number of high-risk currency exchange offices indicated in
paragraph 572 to be an enhanced frequency of onsite inspection to such offices.

597. The table below shows the pattern of the NBP’s onsite inspections for each year since
2017 and the first four months of 2021, divided into risk categories. Ad hoc inspections are
undertaken and have been carried out in response to requests by GIFI and LEAs. Information from
dissatisfied customers leads to inclusion of the currency exchange office in the following year’s
inspection programme.

Table 6.2 Onsite inspections conducted by the NBP divided into risk categories (2017-
April 2021)

High risk | Medium Lowrisk | Total Number
risk which are ad
hoc
inspections
2017 no risk assessment 652 8
2018 no risk assessment 411 6
2019 239 243 285 767 5
2020 103 120 115 338 6
01.01-30.04.2021 46 31 27 104 2

598. The number of inspections undertaken is substantial; a minimum of two staff undertakes

each inspection, but the number can be higher. Inspections have taken between 2 and 26 days
depending on the size and number of outlets of the currency exchange office as well as the
geographical spread of the office and its outlets. All inspections are full scope inspections with the
same approach undertaken for each regardless of risk and are conducted based on a template.
There is, therefore, scope for intensity of supervision to be altered so as to be risk-based.
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599. Compliance with all AML/CFT obligations for all customer transactions during the
previous year is checked during an inspection. The inspection includes whether the entrepreneur
understands risks and whether all relevant transactions have been reported to GIFl. AML/CFT
controls and procedures are reviewed to consider if they are consistent with the nature and size
of the business. Inspections also check the level of training undertaken and whether or not
entrepreneurs and customer-facing staff have attended the e-training provided by GIFL. It is
positive that NBP officers are using a guide to focus the inspection; there is scope to enhance the
guide and, therefore, the approach in practice so that inspections are more detailed in relation to
risks.

600. GIFI- GIFlis responsible for supervising approximately 329 000 obliged institutions (out
of which around 12 000 entities belong to the financial sector, and around 317 000 entities belong
to the non-financial sector). These numbers do not include business entities that become
obligated institutions by accepting the amount of €10 000 in cash. However, the GIFI did not
provide an exact number but the most accurate estimation possible. The AML/CFT supervisory
team had seven staff in 2017; while this figure had increased to 12 at the time of the AT’s visit to
Poland, there is a need for additional, substantial staff resources. The current staffing level means
that GIFI, as the “lead supervisory authority”, can coordinate the preventive framework to a
partial rather than a comprehensive extent.

601. As it receives the inspection plans of other supervisors, GIFI is able to provide input to
those supervisors in relation to the institutions which are the subject of the plans. It also receives
onsite inspection reports, including for ad hoc inspections and SARs, which it factors into its input.
For example, in 2019, it suggested to the UKNF that it should check the SAR reporting system of
a bank which the GIFI considered had issues in that area. A convincing number and type of other
examples were also provided to the AT to demonstrate the proactivity and benefit of this input.

602. GIFI's inspection programme for each calendar year (finalised at latest by the end of
January) is informed by the level of its resources, the information it possesses and its conclusions
on the annual inspection plans of the other supervisory authorities which it receives by 30
December prior to the year which is the subject of the plan. GIFI does not hold joint inspections
and, where a sector has another supervisor, will select institutions for inspection not selected by
that other supervisor - for example, GIFI undertook two inspections of banks in 2019 in addition
to the banks inspected by the UKNF; the two banks were the next most risky under GIFI’s
methodology after the banks selected by the UKNF. Ad hoc inspections, as well as planned
inspections, are carried out. Planned inspections are full scope, while ad hoc inspections are
targeted. Ad hoc inspections arise in response to an issue and usually focus on CDD measures,
beneficial ownership and reporting of suspicion.

603. The number of inspections has been significantly affected due to the low level of staff
resources. The table below provides information on the number of onsite inspections for each
year since 2017 and the first four months of 2021. The risk ratings are individual ratings for FIs
and sectoral for other entities, including VASPs. The shortfall in staff resources means that further
staff are needed to increase the scale of the onsite (and offsite) inspection programme in line with
Poland’s risks. The table below contains the number of onsite inspections undertaken by GIFI and
also shows the split between FIs and DNFBPs by the FATF on the one hand and other entities on
the other to show the split of the GIFI's supervisory engagement:

Table 6.3 Onsite inspections conducted by the GIFI divided into risk categories (2018-
2020)
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Number
of on-
site Risk Full | Thematic | Planned | Ad-hoc
Obligated institution controls | rating |scope| control | control | control
2018
low -2;
medium
Banks 3 -1 1 2 2 1
Payment institutions 1| high 1 0 0 1
Investment fund companies 1 low 1 0 1 0
Entrepreneurs operating in the field
of trading in metals or precious and
semi-precious stones 1| medium 1 0 0 1
Notaries 2 | medium 2 0 2 0
2019
Banks 2 high 2 0 1 1
Payment institutions 2 high 1 1 0 2
Investment fund companies 1| medium 1 0 1 0
VASP 1| high 1 0 1 0
Notaries 3| medium 3 0 3 0
Attorneys 2 | medium 2 0 2 0
Legal advisers 2 | medium 2 0 2 0
Tax advisers 2 | medium 2 0 2 0
Intermediaries in real estate trading 5 low 5 0 5 0
2020
high - 2;
medium
Banks 3 -1 2 1 2 1
Investment fund companies 1| medium 1 0 1 0
Betting operators 1| high 1 0 0 1
Notaries 2 | medium 2 0 2 0

604. GIFI uses a procedure to guide each inspection. The document for full-scope inspections
covers PEPs; the appointment of compliance officers; business risk identification and assessment;
customer risk identification and assessment; the application of CDD measures (including EDD);
procedures; training; internal reporting of breaches; provision of information on wire transfers;
TF TFS; transaction analysis for higher risk customers; maintenance of transaction records;
suspension of transactions and blocked accounts; and control of obligated institutions. The
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procedure reflects requirements of the AML/CFT Act and, for each requirement, simple guidance
on how to verify fulfilment of the obligation.

605. Customer files are reviewed. The inspection leader selects several files based on the risks
of the institution and includes PEPs, legal persons for which a PEP is included in the beneficial
ownership and customers with high geographical risk.

606. The scope of individual inspections increased in 2019 after the revision of the AML/CFT
Act. In discussion, GIFI was convincing about its approach and advised that, during inspections,
the inspection team considers in what areas to strengthen its control activities, for example, by
increasing the number of files sampled to check compliance with a particular requirement in
more detail. Documents seen by the AT imply (but do not wholly demonstrate) good quality
inspections, which are stronger than suggested by the control document in relation to ML (but
with TF not addressed separately within the overall approach to AML/CFT except for basic TFS
checks). The AT has been advised that the scope of inspections varies depending on the type of
obligated institution and particularly considers whether the institution has a business
relationship with the customer; where such relationships exist, the scope of CDD measures is
different, and this guides the sample of files sampled. GIFI has also advised that, where there is
enhanced risk, it deepens its approach. Nevertheless, while GIFI has indicated that the procedure
allows flexibility for the inspection to be adjusted to the situation in particular institutions, there
is scope for a more comprehensive risk-based approach, which would include a more detailed
procedure for each of ML and TF, intensity of supervision and a demonstrable treatment of
national and sectoral risks (e.g. fictitious companies).

607. VASPs have been included in GIFI's programme. In 2019 it conducted a full-scope
inspection of one of the largest VASPs (a crypto-currency exchange), while another inspection
was carried out by the KAS. In 2020 GIFI arranged for the KAS to inspect an exchange. In addition,
GIFI's inspections to banks consider how those FlIs approach customers in the cryptocurrency
sector. Its inspection plan for 2021 includes four further inspections to institutions in the sector.
GIFI has recognised the risks of VASPs, and its programme will benefit from the additional staff
resource recommended by the AT.

608. Appeal Courts - Under the AML/CFT Law, the President of each Appeal Court has the
lead AML/CFT responsibility for each Court. In practice, as neither the Presidents nor the Appeal
Courts have been provided with staff to undertake day-to-day supervision, AML/CFT supervisory
engagement is delegated to a judge or several judges of the Court — or temporary visiting judges.
This is creative and positive, but, nevertheless, judges of the Court have existing responsibilities
and, with regard to visiting judges, AML/CFT duties are in addition to their judicial duties and
duties related to internal administrative supervision. The President decides to what extent to
“sign off” engagement, and the AT understands that, in at least some cases, there is no systematic
reporting of supervisory activity to the President. The combination of resource issues and use of
individuals for whom AML/CFT is one of many responsibilities in at least the majority of the
system means that the scope of supervision and the effectiveness of supervision across Poland
cannot be comprehensive or easily measured.

609. Thejudges met had participated in the three briefing events held by GIFI in May 2019 and
January and December 2020. Training is not compulsory and not systematic or coordinated (and
no central record of training is maintained). Overall, other than provision of onsite inspection
plans to GIFI and addressing requests by GIFI to undertake inspections of specific notaries, each
Appeal Court acts independently.

168



610. As with the other supervisors, an onsite inspection plan is provided by the President of
each Appeal Court to GIFI at the end of each year (based on guidance issued by GIFI). In addition,
for one of the regions for which the AT met a visiting judge, there is a procedure which indicates
that, in developing the plan, account must be taken of the dates and findings of previous
inspections and information from the Council of the regional chamber of notaries. Furthermore,
the judge advised the selection process was risk-based to the extent of selecting notaries who are
not based in small towns; in this case, the visiting judge makes the decisions as to which notaries
to select for inspection and when. A judge from a different region advised that all notaries in that
region are inspected every four years based on the gap between inspections and statistics on the
number of transactions and that a number of ad hoc inspections had been undertaken. However,
the number of inspections has been continually decreasing, as follows: 2017 (171), 2018 (135),
2019 (126),2020 (110).

611. There are two types of inspections, planned inspections and ad hoc inspections requested
by GIFI, the latter being full scope or targeted. GIFI provides the reason(s) for the request. The
most recent request for one judge met by the AT was to review transactions as there had been
delays in notifications by the notary to GIFL.

612. Theresource issues have had a negative impact on the number of inspections. Inspections
include interviews and checks of a random sample of files and notarial deeds. Shortcomings
detected have been minor such as an absence of the certificate required where training has been
undertaken. One judge checked medium-risk transactions during his inspections. Inspections
include TF at least to some extent (e.g. whether it is covered by the business risk assessment and
whether training has been undertaken). Business risk assessments by notaries are developed
with the help of the regional chamber of notaries. During inspections, cases have been found of
transactions that had not been reported to GIFI and were subsequently advised to GIFI by the
judge (penalties had not been imposed as the failure to provide reports had arisen due to
technical issues). The judges met by the AT were convincing about the seriousness of their
approach. Anonymised reports of visit findings seen by the AT are systematic and serious and
broadly cover the scope of obligations. Nevertheless, in the absence of external input and
coordination, there is scope for inspections (and their intensity) to be more demonstrably
detailed and demonstrably in line with Poland’s risks. Offsite supervision is not undertaken.
Outside of the Appeal Court system, an inspector of the relevant regional council of notaries
conducts an inspection within one year of registration of the notary and every four years
thereafter. The AT has been advised that these inspections cover AML/CFT and that there is close
communication between the notarial chamber and the Appeal Court.

613. The Polish authorities have noted that notaries are not guardians for the correctness of
companies’ operations and that whether the company is created for fictitious purposes is beyond
the control of the notary. They also note that: the notary has the possibility and legal obligation
to control a specific transaction for signals that may indicate ML or TF; the procedure, risk
assessment and awareness (gained through mandatory training) of the notary to check whether
a transaction might be related to ML/TF; and the control of notarial duties by the Presidents of
the Appeal Courts, together serve to correctly guard against suspicious transactions.
Nevertheless, the AT retains a concern about the overall robustness of AML/CFT supervisory
engagement (and that this is within the context of an ongoing issue with regard to fictitious
companies), and the quantum of other risks in relation to legal persons is not known.

614. KAS - The KAS has 72 staff engaged in casino supervision and considers it has sufficient
and sufficiently well-trained staff to undertake AML/CFT supervision. Staff combine AML/CFT
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with other responsibilities and are located in the headquarters (six staff) and 16 regional offices.
Forty-six staff have been trained in AML/CFT by means of presentations, conferences and
workshops, while some of these and other staff have participated and are participating in an e-
training course provided by GIFI. This is positive, and the number of staff participating in training
is growing, but an enhancement so that a systematic approach to training is developed would be
beneficial. Each regional office makes its own decisions, and any coordination by headquarters is
not substantial.

615. GIFI is provided with an onsite inspection plan by the headquarters and each of the
regional offices of the KAS, together with general reasoning behind the plan, at the end of each
year; the plan takes account of risks. All regional offices of the KAS are provided with GIFI's
guidance in November.

616. Offsite supervision is not undertaken by the KAS. It has carried out the following number
of planned inspections covering casinos’ AML/CFT responsibilities: 2017 (14), 2018 (8), 2019
(2),2020 (4) and 2021(0). The AT notes that operations by casinos were limited by the pandemic
in 2020. The number of inspections has decreased on the basis that the casino sector has only
nine operators, of which two own 34 casinos between them. The KAS and provides the exit report
to the MoF, who liaises with the KAS to review the seriousness of the findings, progress by the
casino in remediation of breaches and whether any issues might lead to revocation of a
concession. GIFI is also provided with a copy of the report. At least two people carry out each
inspection. The content of inspections arises from the general guidance issued by GIFI each
November to the headquarters and regional offices of the KAS. From the visit material seen by the
AT, thought is given to checking compliance with AML obligations. A control procedure, albeit
very high level, is used for inspections. The KAS advised that it focuses on operations rather than
procedures. CFT is not separately considered from AML. Overall though, AML/CFT is an addition
to the wider supervision of casinos, and there would be merit in the KAS and GIFI working
together to develop inspections with greater depth and so that they are risk-based (including in
relation to intensity).

617. The table below shows the number of onsite inspections undertaken by KAS to casinos
and also to other entities, which go beyond the FATF standard but are relevant for the purposes
of showing the split of priorities for the KAS between casinos and other e-gambling entities.

Table 6.4 Number of controls conducted by KAS to casinos and other e-gambling entities
(2017- Q1 2021)

CONTROLS IN CASINOS, GAME ROOMS AND MUTUAL BETTING POINTS

2017 2018 2019 2020 1st quarter 2021
Games rooms 8 6 124 67 48
Including targeted 0 1 1 1 0
only at the AML
area
Mutual betting 297 463 479 259 91
points
Including targeted 5 0 1 1 0
only at the AML
area
Game casinos 119 109 124 56 8
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Including targeted 14 8 2 4 0
only at the AML
area

618.  Other supervisory authorities - For the purposes of completeness, the table below
contains information on onsite inspections undertaken by other supervisory authorities.

Table 6.5. Total number of inspections conducted by each institution (2018-2020)

Total number of inspections conducted by each institution 2018 | 2019 | 2020
National Association of Cooperative Savings and Credit Unions 12 6 4
Governors of provinces or governors of districts - associations 15 16 0
Ministers or governors of districts - foundations 0 0 1
Customs and Tax Control Offices 19 27 18
Total 46 49 23

6.2.4. Remedial actions and effective, proportionate, and dissuasive sanctions

619. Until 13 July 2018, only GIFI had statutory power to issue administrative sanctions. From
that date, three supervisory authorities have been able to impose sanctions in connection with
violations they have found, namely the UKNF, the NBP and GIFI. Other supervisory authorities do
not have the power to impose penalties, and they must send the results of onsite inspections to
GIFI, which imposes penalties where it considers this appropriate. In addition, administrative
penalties became applicable to individuals for the first time from 13 July 2018.

620. UKNF - Remediation of breaches is always required by the UKNF. Deadlines for
remediation are set if justified by the severity of the breach and the significance of the
recommendation by the UKNF. In the most significant cases, the UKNF monitors progress
monthly, including by meeting monthly with officers of the FI. In other cases, reports on progress
are required from the FI every three months. There is a procedure in relation to the issue of
penalties. The UKNF’s approach is to issue a written warning where the breach is relatively
insignificant and to initiate use of stronger sanctions for other breaches. In 2018, 89 breaches
identified led to the issue of five warnings; in 2019, 141 breaches identified led to three warnings
and two fines; in 2020, 290 breaches identified led to no warnings and one fine; the UKNF advised
the AT that offsite rather than onsite inspection handicapped the supervisor’s ability to impose
penalties. The fines were PLN 100 000 /€22 000 (a payment institution), PLN 450 000 /€99 000
(a commercial bank) and PLN 1,200,000 / €261 296 (a commercial bank). This last case was
decided by the court of last instance (i.e. the institution appealed the penalty but the UKNF’s
conclusion was upheld by the court). For 2021, up to the end of May, the UKNF identified 117
breaches and has initiated six sanctions, which had yet to be resolved at the time of the AT’s visit
to Poland. Until March 2021, the UKNF was not able to issue more than one sanction (e.g. a
warning and a fine) for a breach. The UKNF noted that it has been developing its approach and
that, in 2020 and 2021, it has strengthened the approach to sanctions, including potentially in
relation to individuals (no penalties have been issued to individuals to date). It also wishes to
improve the promptness of imposition of sanctions as the process of imposition has taken about
a year from the date of the inspection. In March 2021, a separate sanctions unit was established
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with one lawyer so that supervisory officers are not also responsible for enforcement; the
intention is to add further staff resources to the unit. Information on the sanctions imposed is
provided to GIFI for publication by that body.

621. NBP - Remediation is required where the NBP detects breaches, and it makes
recommendations for remediation; the currency exchange office is required to respond within 30
days as to what actions have been taken. There are procedures for the imposition of sanctions.
Sanctions are issued by the headquarters, and those applied are specified in the table below.
While quite a substantial number of fines were issued in 2017, the level of penalties in 2018/2019
diminished and is not consistent with the size of the sector and number of inspections; this
pattern was attributed to the amendment and bedding down of the AML/CFT Law. However,
since 2019 the number of fines imposed has been growing, with all fines being published
(including the name of the person subject to the penalty) on the Ministry of Finance website and
issuing its highest ever fines in the first few months of 2021. Penalties have been imposed on
individuals (i.e. sole traders) as well as on legal persons. The table below shows the number of
sanctions imposed by the NBP on entrepreneurs conducting currency exchange activities
between 2017 and April 2021.

Table 6.6 Number of sanctions imposed by the NBP on entrepreneurs conducting currency
exchange activities (2017- April 2021)

Number | Number of . L) .The Number of
of financial Sanction of | value of | highest individual
sanctions enalties BUB At peenatti oy ppen Aty ersons
P (PLN) L) | P
2017
(imposed by i ) ) i )
GIFI) >0
2018
(imposed by - i i i i i
GIFI)
2019 6 6 ) 13200 Z:Oé);) 5
(=€3100) 600)

2020 69 200 8000

36 31 5 (=€15 (=€1 27

700) 800)
January to 30 6 000
April 2021 8 8 - (_2350880) (= €1 3
- 300)

622. GIFI - The completion of an inspection and communication with the institution is subject
to a written process. The obligated institution receives the report, has an opportunity to make
reasoned objections, and the process is ended by the issue of the final report by GIFI. Inspections
result in the issue of a follow-up statement to the inspected institution. Examples seen by the AT
were structured and systematic in approach. Breaches are advised to the institution with
recommendations, the time frame for remediation and reporting to GIFI.

623. GIFIimposes sanctions under a Code of Administrative Procedures and has a long history
of imposing penalties. It imposes sanctions except where a breach is not material and where the
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obligated institution has remediated the breach. Such cases are rare. While the GIFI has issued
only fines, it has also published each penalty (including the identity of the recipient) on its website
since July 2018. The legislative changes in 2018 also provided GIFI with an ability to order
obligated institutions to cease specified activities, but it does not regard any breach or series of
breaches as having been sufficiently serious to warrant using this power. GIFI has provided
explanations and other information at the request of prosecutors and appeared in court as a
witness. It has advised that it has received feedback on proceedings (including discontinuation of
them), but it is not clear to the AT to what degree liaison between the PPO and GIFI is systematic,
and enhancement of the links would be positive.

624. Thereisscope for a greater number of sanctions to be imposed in areas such as the notary
sector if a greater number of inspections were to be carried out.

625. The table below contains an overview of the total number of administrative proceedings
conducted after the controls undertaken by GIFI and other supervisors between 2016 and 2021
up to the time of the visit to Poland by the AT for each type of obligated institution; the total
amount and the maximum amount of penalties imposed and the number of notifications sent by
the GIFI to the PPO. These notifications principally date to the pre-2018 legal changes, which
provided GIFI with greater powers of sanction. Information on the outcomes of the notifications
to prosecutors is not available to the AT.

Table 6.7: Overview of the total number of sanctions imposed by the GIFI and other
supervisors

o RT3 admi.nistrative Pl X X . Number of notifications sent by the GIFl to
Type of obliged institution | first and second instance conducted after Total amount of penalties (PLN) Maximum financial penalty (PLN)
controls of GIFl and other supervisors proseators
Years| 2016| 2017| 2018 2019 2020 2021 2016| 2017| 2018 2019|  2020( 2021 2016 2017) 2018| 2019 2020  2021) 2016| 2017| 2018| 2019 2020 2021
Domestic banks, branches
of foreign banks 36| 13] 14] 1] 4] 0f 1177500|498000( 97500 0] 4010000 0] 200,000 125000| 25000 0] 3700000 0 5| 4 0 o 1 0
Cooperative Savings and
Credit Unions 11 0 1 0 0 3| 49.500 0f 3000 0 0 12000{ 25.000 0 3000 0 0f 5000 0 0 0 0 0 0
Payment institutions 2 1 2 1 3 1 0f 15000{ 36000| 15000 25000| 300000 0[  15000] 35000 15000 15000 300000 0 0 0 1 1 0
Brokerage houses 4 2 2 0 0 0[ 37.000( 10000{ 5000 0 0 0f 25.000 5000] 5000 0 0 0 1 0 1 0 0 0
Investment companies (TFI) 1 1 0 0 0 1] 30.000{ 10000 0 0 0 15000 30.000f 10000 0 0 0 15000 0 2 0 0 0 0
Notaries 3 4 4 0 1] 1] 18500 16000{ 2500 0] 5000{ 5000] 9.500| 6000 1000 0 50000 5000 1f 2] 1f o of 0
Entities operatingin the
field of games of gambling 1 4 3 0 1 0 1500| 21000 20000 0[ 5000 0 1500(  10000{ 10000 0 5000 0 0 0 1 0 1 0
Life insurance companies 3 21 0 0] O0f 0] 360.000f550000 0 0 0 0] 300.000( 30000 0 0 0 0 1 1 0o o 0 0
Entities offering currency
exchange services 29 52 19 0 1 0 174.400(334200( 46600 0 500 0f 150.000[ 100000| 22000 0 500 0 0 2 0 0 0 0
Entities operating auction
houses 2 1 0 0 0 0| 80.000( 5000 0 0 0 0 50.000 5000 0 0 0 0 0 1 0 0 0 0
Foundations 20 0 o 0 o 1 5000 0 0 0 0f 1700] 4500 0 0 0 0] 17000 of 0 of 0 0 0
Entrepreneurs 2 4 2 0 1 1 15000 37200| 9000 0[ 9000 5000{ 10.000[  30000| 6000 0 9000 5000 0 0 0 0 0 0
Precious metals dealer of of 1f o 0 0 0 0 0 0 0 0 0 0 0 0 0 of of o o 0 0 0
Real estate agent 0 0 0 0 2 1 0 0 0 0[ 507000| 500000 0 0 0 0f  500000{ 500000 0 0 0 0 0 0
Legal adviser 00 o o 0 2f 0 0 0 0 0] 10000 0 0 0 0 0 5000 0 o o 0 o 0 0
Lawyer 0 0 0 0 1 1 0 0 0 0[ 5000 2000 0 0 0 0 5000{ 2000 0 0 0 0 0 0
Tax advisor 0 o o o 1f 0 0 0 0 0] 18500 0 0 0 0 0 5000 0 o o 0 o 0 0
Accounting office 0 0 0 0 0 1 0 0 0 0 0f 1300 0 0 0 0 0f 1300 0 0 0 0 0 0
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6.2.5. Impact of supervisory actions on compliance

626.  GIFI, the UKNF and the NBP have created a positive difference in compliance by obligated
institutions at various levels. There are better quality AML/CFT policies; implementation of new
and better procedures; better business risk assessments and understanding of risk; better
provision of training; better CDD mitigating measures, including in relation to beneficial
ownership; purchase of more IT software; an increase in the number and upskilling of compliance
staff; strengthening of internal controls; and an increase in focus in AML/CFT compliance. The
larger institutions demonstrate more of these improvements. Fls, in particular, have responded
well to training by supervisors.

627. GIFI provides outreach across the FI and DNFBP sectors. In addition to what is said in the
paragraph above, it considers its positive impact is evidenced by increased training activities by
obligated institutions. Its supervision of banks, with a particular focus on SAR filing in 2020 and
2021, has had a positive effect on transaction monitoring and SAR processes. Overall, it has seen
positive effects in terms of better compliance with AML/CFT provisions brought both by a
combination of outreach, supervision and post-inspection recommendations, as well as the
imposition of administrative penalties, e.g. publication of information about penalties on its
website and notifications of suspicion of committing a crime of money laundering or financing of
terrorism submitted to the Public Prosecutor's Office.

628. In line with its priority to address emerging risks, the UKNF has successfully raised
awareness of technology issues and channels for potential ML and TF. Banks and payment
institutions have responded positively to this. The UKNF sees the positive impact of outreach and
training activities it conducts as crucial as it has positively affected the entire financial sector.
Awareness of the AML/CFT obligations by credit unions has also been positively affected by
actions taken by UKNF as well as the NACSCU.

629. Inspections carried out by the NBP, as well as fines imposed, have contributed to the
currency exchange office sector, demonstrating a stronger awareness of its AML/CFT obligations.

630. The Appeal Courts (i.e. the judges acting for the Presidents) have also made a positive
difference; notaries treat AML seriously. The controls carried out by the Presidents of appeal
courts and GIFI have had a positive impact on the whole notary sector; this includes their
professional bodies, which have mobilised to raise awareness of AML. In addition, GIFI has noted
the positive impact of its outreach and training activities with respect to notaries.

631. The KAS has noted that supervision has led to improved customer identification and
monitoring of game play and that its inspections of casinos have a positive effect, evidenced by
the few irregularities in this sector.

6.2.6. Promoting a clear understanding of AML/CFT obligations and ML/TF risks

632.  GIFI has undertaken significant outreach to supervised entities over the period under
review, notwithstanding the limitations imposed by the pandemic and the consequential
reduction of opportunities for outreach. It has mainly covered non-FI sectors as much of the
financial sector is subject to outreach by the UKNF.

633. GIFI has developed a free e-learning course for all obligated institutions, which was
launched in February 2019 and has been completed by over 34,000 participants. It provides
significant information (including FAQs) on its website and has issued a range of communications
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such as risk documents and guidelines on matters such as the updating of the AML/CFT Law in
2018; control procedures; non-face-to-face business; restrictive measures; CDD for currency
exchange offices; beneficial owners; virtual currencies; and the scope of notarial activities subject
to AML/CFT requirements. Training has included events such as meetings or seminars.

634. In 2018, training was provided to VASPs in relation to their obligations under the revised
AML/CFT Law. There were also four meetings with groups of obligated institutions, including on
sanctions. These were followed in 2019 with four seminars on sanctions to a range of Fls and
DNFBPs. In 2019 GIFI worked with the Security Council of Banks in relation to suspicion, cross-
border transfers, fiscal crime, virtual currencies, and payment institutions; and participated in a
meeting with banks on security and AML structures. In the same year, it undertook meetings with
and training for the gambling sector. In 2020 cooperative banks were provided with training on
sanctions and the NRA.

635.  GIFI has also made presentations to a range of individual institutions. In addition, it has
provided training on AML and CFT (including restrictive measures in particular) to other
supervisory authorities, which informs outreach undertaken by those supervisors.

636. The UKNF maintains information on its website and has issued guidance (also placed on
the website) on verification of identity by video; the issue of questionnaires by banks to obtain
information from payment institutions; risk assessment; publication of the NRA; and crypto-
currency and other virtual asset exchanges. Notification of the revisions to the AML/CFT Law in
2018 was made by letter and several seminars, each of which was dedicated to a particular sector.

637. It has actively engaged with obligated institutions to raise awareness about risk and its
mitigation; this included the issue of guidance in 2018 on risk assessment and sector-specific
seminars. This theme of raising awareness of risk has also included working with FIs in meetings
and workshops to raise awareness of and address the risks of virtual currencies before they
become a feature of the Polish system. As part of this theme, in 2018, the UKNF published an
announcement on the functioning of virtual exchanges and crypto-currency exchanges and the
UKNF’s expectations with regard to establishing and maintaining business relationships with
virtual asset service providers. In addition, the UKNF has encouraged enhanced communication
between banks and payment institutions so as to improve communication between those two
sectors. Under the Innovation Hub programme, the UKNF has held meetings with obligated
institutions, applicants and other stakeholders on technological advances and solutions. More
than 1,000 representatives of obligated institutions from all of the sectors under the UKNF’s
supervision (together with several hundred law enforcement officials) have attended seminars
led by the UKNF as part of the Education Centre for Market Participants (CEDUR) programme.
This programme provided additional opportunity for the UKNF to present its expectations on the
implementation of AML requirements and new trends and risks - this has included risks posed
by VASPs. Dedicated training on TF has been provided to the banking, investment and payment
sectors. Meetings have been held with the Polish Bank Association to discuss approaches to
meeting AML/CFT obligations and the changing technical requirements for wire transfers, and
with the Polish Organisation of Non-Payment Institutions and the Polish Banking Association
with regard to obligations for payment institutions and co-operation between banks and payment
institutions. The UKNF has also worked with LEAs and prosecutors, among other authorities, in
providing training to the private sector. On a substantial number of occasions, officers of the
UKNF have made presentations to the private sector at conferences or training courses.
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638. The NBP maintains information on its website. In 2018 the NBP informed all
entrepreneurs by letter of the changes to the AML/CFT Law. In 2019 the NBP arranged two
meetings on the revised legislation, which were attended in total by 200 entrepreneurs.

639. More generally, all three authorities respond to queries from obligated institutions and
work closely together (GIFI in particular) on promoting better understanding of AML/CFT by
institutions. They provide outreach to obligated institutions by supporting joint training to such
institutions through joint sponsorship or contribution by participation or providing information
for use in the outreach. Also, Communication No 30 on investment decisions in relation to virtual
currencies, information on legal changes, meetings after onsite inspections and the provision of
model procedures have involved inter-authority liaison.

Overall conclusions on 10.3

640. The market entry licensing verifications checks carried out by UKNF are generally robust,
particularly in relation to legal and beneficial ownership. Some gaps in the controls of the senior
management remain, mostly as a result of the legislation. The NBP performs fit and proper
controls on currency exchange offices but is also subject to limitations in the legislative
framework it administers. Licensing and market entry checks are in place for some DNFBPs with
some areas for improvement. Overall, the understanding of ML risks at individual firm and sector
levels in relation to FlIs by GIFI, the UKNF and the NBP is greater than that for DNFBPs and greater
for ML risks compared with TF risks. The UKNF has the most comprehensive approach to
supervision; its use of IT and data analytics is a key part of this. The UKNF’s supervisory team
would benefit from a relatively small number of additional staff. There is no supervision of DNFBP
sectors which are subject only to registration by the NCR. GIFI has a long history of applying
sanctions and has made recommendations for prosecution. Limited sanctions have been imposed
on DNFBPs in recent years, which is not consistent with the associated risks. While noting that
there are areas for improvement in a range of areas relevant to this 10, the AT has attached
significant weight to supervision of the banking sector.

641. Poland is rated as having a Moderate level of effectiveness for 10.3.
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7. LEGAL PERSONS AND ARRANGEMENTS

7.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 5

a)
b)

c)

d)

g)

Information on the types of legal persons is maintained in the public domain;

Poland has assessed elements of the ML/TF risks associated with legal persons.
There is a common understanding as to the primary risk of abuse of legal
persons (fictitious companies fronted by “straw men” used for VAT fraud and
associated ML);

A Government-led initiative has been introduced to address the risks of fictitious
companies. The number of fictitious companies has reduced during the last few
years as a result of the national initiative aimed at identifying and dealing with
such companies.

The overall approach to transparency is multi-faceted. There are elements of
coordination and some statistics relevant to considering effectiveness, although
overall coordination of the framework as a whole and measurement of
effectiveness has yet to be fully developed. There is very good operational
exchange of information between authorities;

Basic information is maintained in the NCR. A significant number of applications
for registration is refused or dismissed. The NCR team undertakes wide-ranging
checks prior to registration and also after registration, including checks on
foreign databases, which have a positive effect on the quality of registered data.
The checks at the application stage and receipt and review of financial
statements provide benefits in addressing the risk of fictitious companies. Court
officials are also responsive to information received in ensuring the database is
correct. While the data on the register is regarded as being very good quality by
the authorities using it, there is some scope to enhance the existing checks to
complement the positive activities and outcomes to date;

Poland has taken the positive step of establishing a central, publicly accessible
register of beneficial owners of legal persons (CRBO), which commenced
operation in 2019. The large majority of legal persons have registered
information in the register, although almost a quarter of legal persons remain to
be registered. The CRBO and other authorities have a positive view of the quality
of the data registered to date. The KAS, the UKNF and GIFI routinely use the
information on the register, which has the effect of checking the information
used;

The team responsible for administering the CRBO information has commenced
verification of data to ensure it is adequate, accurate and current by undertaking
a major sampling exercise and strong checks of the data selected. It is planned
for a systematic programme to be undertaken once prospective additional staff
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h)

j)

k)

D)

have been recruited;

Poland has also established a database of information provided by banks on
owners and beneficial owners of bank accounts and transactions made using the
accounts (the NCH). The NCH team checks that the data is complete but does not
verify its accuracy. The KAS, the UKNF and GIFI routinely use the information on
the register, which has the effect of checking it.

The basic and beneficial ownership registers and the NCH database are
complemented by information held by banks, notaries and lawyers. A
considerable number of legal persons are subject to CDD by more than one
obligated institution. Almost all legal persons have a bank account. Significant
attention has been paid by the UKNF (in particular) and GIFI to assessing the
adequacy of beneficial ownership information held by banks. The AT found a
range of very positive aspects to banks’ approaches to beneficial ownership, and
the UKNF, GIFI (as supervisor and FIU) and the KAS have found the information
held by banks to be generally reliable. Banks’ approaches, including recognition
of control through forms other than ownership, have improved and continue to
develop;

GIFI (as an FIU) has interrogated all of the financial intelligence it holds on legal
persons and compared it with the NCR and CRBO. Mismatches have been
advised to the relevant registry team. In addition, a project has commenced
analysing legal persons that had not registered information with the CRBO
against transactional data. It has also passed cases to the KAS for its analysis and
investigation;

The KAS undertakes sophisticated and multi-faceted analytical and investigative
activity relevant to combatting misuse of legal persons and ensuring the
adequacy, accuracy and currency of basic and beneficial ownership information.
This includes information from a wide range of sources and searches for
disguised links and control. Risk scoring has allowed the KAS to target the risk
of VAT fraud (i.e. fictitious companies) and use its resources in a risk-based way;

The KAS prevented a significant number of legal persons from registering on the
VAT register and has struck off a significant number of companies from the
register. It has also increased VAT receipts. It has tangibly addressed the issue
of use by fictitious companies, and statistics indicate it is being effective. The
Court has initiated a substantial number of proceedings as a tool to generate the
production of information. It has also imposed some fines (although statistics
are not kept on the number and level) and also struck off a substantial number
of companies (including fictitious companies). The team administering the
CRBO has commenced an approach to sanctions. However, notwithstanding
some very positive aspects, the overall sanctions framework for the system as a
whole (noting also the relevant aspects of [0.3 and [0.7) is not comprehensively
diss