* X %
*
* *
* *
* 4 *

COUNCIL  CONSEIL
OF EUROPE  DE L'EUROPE

MONEYVAL(2010) 9
18 March 2010

Committee of expertson the evaluation of anti-money laundering measures
and thefinancing of terrorism

MONEYVAL

Typology research

Money laundering through private pension funds twednsurance
sector - Red flags and indicators

! Adopted by MONEYVAL at its 3% Plenary Meeting (Strasbourg, 15-18 March 2010).



Money laundering and financing of terrorism redyfiaand indicators
for the insurance and private pensions sectddsreh 2010

TABLE OF CONTENTS

. INTRODUGCTION ..ottt sttt sttt s et be st et et et e e e e esesseanentens 3

[1. RED FLAGS AND INDICATORS.....c.o ottt e et ene e anennens 4
oo o 11 [ | A ] 1= o 11 o T SRR RRRRRR 4
2. RISk enhanCing factorS ........ooo e e 7
3. Payment and settlement of premium ... 8
4. Post-inception Of POIICY........coiiiiiieii e 10
ST O =1 o 1SR P PRSPPI 11
6. Special types of transaction and ProdUCE..............euuuiiiiiiiriii e 12

© [2010] All rights reserved. Reproduction is auteed, provided the source is acknowledged, save
where otherwise stated. For any use for commepigboses, no part of this publication may be
translated, reproduced or transmitted, in any forrny any means, electronic (CD-Rom, Internet, etc)
or mechanical, including photocopying, recordingamy information storage or retrieval system
without prior permission in writing from the MONEYAL Secretariat, Directorate General of Human
Rights and Legal Affairs, Council of Europe (F-63®trasbourg or dghl.moneyval@coe.int).



Money laundering and financing of terrorism redyfiand indicators
for the insurance and private pensions sectdisreh 2010

Money Laundering and Financing of Terrorism
Red Flags and Indicatorsfor the Insurance and Private Pensions Sectors

[.INTRODUCTION

1.

International standards in the fight against mdaeyndering and financing of terrorism (including th
40+9 FATF Recommendations, the third European URlwactive, other regulations, policies, etc.)
specify a range of obligations to which the fin@h@nd non-financial institutions are required to
comply.

These requirements are required to be implemenyefinbncial institutions and other designated
businesses to prevent the entity from being exgdofor the purposes of money laundering and
financing of terrorism. In order to develop effeet preventative controls and procedures it is
important that financial institutions understand tiature of the risks and vulnerabilities thatchiti
their particular business.

The insurance industry has a number of featureshndmhances the risk of it being exploited for the
purposes of a money laundering and financing abtiesm, in particular, its international nature and
the savings and investments features of some opribducts. Furthermore it is an industry that is
used extensively by both natural persons as wédiged persons.

In recent years, the insurance and pensions sd@wesexperienced substantial and sustained growth
in many countries in the MONEYVAL region. It is anicular feature of the MONEYVAL region
that there has been significant growth in noniliurance, which is not a regulated category ifall
the countries concerned. In consequence of this,fallowing a risk analysis, some MONEYVAL
countries, have made the choice to include thisgoay on the list of obligors; the main reason
frequently being the fact that currently the nde-tnarket is bigger than the life sector.

The insurance sector is therefore an exposed kassiime and could be attractive to money launderers
seeking to place funds into a financial product thifl provide them with a reliable and clean retur
of funds invested. If a money launderer is ablmtawe funds into an insurance product and to receive
a payment made by an insurance company, then hehaike given his funds the appearance of
legitimacy.

Given the potential vulnerability of the insurarared pensions sectors, many MONEYVAL countries
have developed guidelines and indicators. Thisrteggeks to bring together a comprehensive list of
red flags and indicators specifically for the ireswre and private pensions sectors. These indicators
are drawn from indicators developed by countriethiwithe MONEYVAL region as well as other
sources including international bodies such asRimancial Action Task Force (FATF) and the
International Association of Insurance SupervigtksS).
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I1.RED FLAGS AND INDICATORS
The suspicious indicators listed below are beirayigled here to give law enforcement, regulatorsthed
private sector an overview of the types of actdgtihat can be suspicious. This list is not exlaist
Furthermore, it should be noted that some of ttsespicious indicators and red flags may be not be
applicable in all jurisdictions.
It is noted that the occurrence of one or morehesé indicators/red flags may be a warning sign of
unusual activity that may be indicative of moneyndering (ML) / terrorist financing (TF) and/or the
occurrence of an insurance specific designatechcéfeHowever, this does not necessarily mean that
money laundering, terrorist financing or any otifiegit activity is occurring. Further investigatioshould
be conducted if any of these indicators/red flagspgesent during the course of a transaction stoooer
interaction.
This list of red flags and indicators is structuteaover:-

- Account opening

- Risk enhancing factors

- Payment and settlement of premiums

- Post-inception of policy

- Claims

- Special types of transaction and product

1. Account opening

A customer’s profile, both financial and personapresents the main benchmark against which the
rationale for the transactions they perform orhaf business relationships they entertain can Essasd.
Some of the indicators that follow are applicalieoas all areas of the financial services industngreas
others are highly insurance sector-specific indicatClearly there may be innocent reasons why the
policyholder acts in a way that initially raisespicions, but it is for the insurer/intermediarysieek to
verify such reasons.

General indicators
Duediligence

It is noted that due to the nature of some typesooklife insurance, it may be necessary to ideritie
policyholder and the nature of the underlying slasset insured.

e Customers who are reluctant to provide identifyimgrmation when purchasing a product, or who
provide minimal or seemingly fictitious informati@md/or suspicious or fraudulent documents or ID.
« Delay in providing or failure to provide informatido enable verification to be completed.

« Clients avoid direct contacts with employees, dmlators or the intermediary entity through frequen
unjustified issue of mandates or powers of attorney

« Applicant provides information that is difficult expensive for the institution to verify.

« The applicant for insurance business uses a maililtlgess outside the jurisdiction and where during
the verification process it is discovered thathbene telephone has been disconnected.
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Reluctance to provide any information or provisafrinformation in general or about the ownership
of a risk which is difficult for the insurer to vbr.

Media reports of illegal activity.

Abnormal business requests

Customers who seek or accept very unfavourableuatmlicy/contract provisions or riders.
Any transaction involving an undisclosed party.

Application for a policy from a potential customera distant place where a comparable policy could
be provided “closer to home”.

Customers who show little concern for the investimgarformance of a product, but a great deal of
concern about the early termination features optieduct, including “free look” provisions.

Insurance policies with premiums that exceed tlents apparent means.
The applicant for insurance business appears ® palcies with several institutions.

Customer does not know what exactly he wants tarenget is interested in all options, including the
most irrelevant ones (e.g. Insurance against ezaites in Poland)

Insurance policies with values that appear to berisistent with the client’s insurance needs.

The requested insurance and/or proposed transadtiave no apparent purpose, make no obvious
economic sense and appear unrealistic, illegahethical.

Purchase of a policy that does not meet the custemeeds, unrelated to his health or age (e.g.
Disabled or elderly person and extreme sports).

Use of common registration techniques for contréwds involve life insurance policies or change of
names of registered persons for no obvious reason.

Concluding multiple life insurance policies by astamer nominating different beneficiaries with no
clear connection between them.

The client conducts a transaction that resultsdarespicuous increase of investment contributions.

Customer behaviour

Insistence on speedy issue or service withoutabeired paperwork or other requirements.

Transactions in which customers unusually emphdkisaecessity for secrecy, or they ask, force or
bribe the insurance agent or intermediary not poresuch transactions to the authorities.

Customer acts in a hurry, does not analyse an, offerot interested in charges and costs, chobges t
most expensive option which may not necessarilfhbanost appropriate one.

Appearance and abnormal behaviour of customer (Meyvousness, lack of self-confidence,
hesitation, clothing, etc.).

Companion or other persons who influence and/otroboustomer’s decisions and whose general
behaviour appears suspicious.

Attempts to corrupt an employee (an additional cassian promised for loosening requirements and
not paying attention to shortcomings of the client)

The client suggests the duration of the life ineaeacontract to be shorter than the standard duarati
offered by the insurance company.
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Corporate Customers

Difficulties and delays in obtaining copies of agnts or other documents of incorporation, where
required, about a new corporate/trust client.

Significant and apparently unnecessary use of ofeshaccounts, companies/structures in
circumstances where the client’s needs do not stippoh economic requirements.

The use of intermediate corporate vehicles or osfrerctures that have no apparent commercial or
other rationale or that unnecessarily increasedheplexity of policy ownership or otherwise result

a lack of transparency. The use of such vehiclestmictures, without an acceptable explanation,
increases the risk.

Insurance includes risks that are irrelevant torateg range (e.g. insurance against internet theft
knowing that the customer has no access to the.web)

The insurance and premium is unreasonably high aceapto annual turnover of the company.

The company has new ownership and the backgrouddippearance of the new owners (homeless
people, etc.) does not harmonise with the compaafjig or the financial activities of the company
suddenly change after the change of ownership.

The financial indicators of the company concerneal significantly different from that of similar
companies.

The company is represented by a person (authotiseityn) whose appearance and skills obviously
make him unsuitable for this, especially if suchspa is not an employee of the company.

A company representative who is reluctant to revaals not fully aware of the nature of the
company’s underlying business.

Transactions with insurance policies entered imdehalf of non-existent or fictitious companies.

Customer type

The fact that a customer falls into one of the gatties listed below does not in itself mean thatdbject
of the transaction is money laundering or the fanaq of terrorism. It does, however, indicate tbzira
care needs to be taken in accepting the custontemasubsequent monitoring of the performance ef th

policy.

Customers that are legal persons whose structukegmadifficult to identify the ultimate benefidia
owner or controlling interests.

Charities and other “not for profit” organisatiowkich are not subject to monitoring or supervision
(especially those operating on a “cross-borderid)as

"Gatekeepers" such as accountants, lawyers, or gitedessionals holding accounts, policies or
contracts at an insurance company, acting on behétieir clients, and where the insurance company
places unreasonable reliance on the gatekeeper.

Customers who are Politically Exposed Persons (PEPs

Customers where the beneficial owner of the cohtsarot known (e.g. certain trusts).

Customers who are introduced through non facede-t&hannels.

A company is unreliable, involved in fraud and shaidnsactions, registered as an unreliable debtor.

Where the policyholder is a known criminal, a riefabr an associate of a known crimirfal.

2 It would be unfair to relate a transaction or aibess relation to ML only because it is connettesomeone with
criminal precedents, but such connections can iogrtae used as an indicator of risk. Clearly itnst always
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2. Risk enhancing factors

Intermediaries

Both life and non-life insurance carriers rely higaen intermediaries to introduce insurance busine
This may mean that the insurer has to rely onnterinediary to conduct CDD and verification witle th
customer. Furthermore, intermediaries frequertdiytol the cashflow between the insurer and thentli
Although this is normal insurance business pradtidees present opportunities for money laundeaing
the financing of terrorism.

* Reluctance by the intermediary to provide ownershigtails and other relevant company
documentation.

* Business introduced by an agent/intermediary inuaregulated or loosely regulated jurisdiction or
where organised criminal activities (e.g. Drug ficking or terrorist activity) or corruption are
prevalent.

* The overseas intermediary is based in a jurisdictutnich has ineffective, poorly enforced or no
money laundering legislation.

* Transactions involving third parties, whose invohent only becomes apparent at a later stage.
* Unnecessarily complex placing chains.

* Excessive commission paid to an intermediary oritivelvement of an intermediary whose role
appears superfluods.

« Commission paid into a bank account in a diffejerisdiction to the intermediary.

« Unusually high level of refunds and cancellations.

« Overpayments of premium with a request to repaeitoess to a separate bank account.
« Resistance to audit of client money account.

« Results of an audit which reveals premium financargangements between policyholders and
intermediaries, which may obscure source of furrdarge unusual cash payments.

¢ Fraudulent documents presented by agent.
Geographical

Country risk may refer to the domicile of the pghiolder, the location of the risk insured or thealton
of any intermediary involved in the transaction.ckrtain circumstances it may also relate to beiages
of life insurance policies.

Certain specialised insurance risks may only besiptes to be insured in certain jurisdictions (e.g.
specialist property and casualty risks at Lloyaidondon). Likewise, in order to spread a larg &n
insurer may chose to reinsure in another jurisalicti These are normal commercial transactions and
should not of themselves give rise to a suspicitomoney laundering or financing of terrorism.

possible for insurers and intermediaries to galevant information, such as the personal crimiralords of their
own customers or of their relatives or associatdsch are rightly deemed to be confidential. Howe\adfective

customer due diligence procedures and the usdfefatitiated sources of information may provideegper insight
of both actual and potential customers. To this é&ma implementation of channels for the excharfgeformation,

to the extent permitted by legislation, within theurance sector (or even wider) is desirable.

% Situations where intermediaries apply particuldnityh commission charges, i.e. in excess of thelusammission
or fee charged for that type of product, to theéqyblolder are an indicator of enhanced ML risksurch situations,
the intermediary may be directly or indirectly itved in a ML operation, or simply knows that funofsdubious
origin are involved in the transaction or sincecha sense that the transactions featured a higiketorhimself, and
thus demanded a higher than normal commission.

7
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Insurance companies and intermediaries should tat@ account warnings issued by competent
authorities about risks applicable to countriesgeographic areas, including the specificity ashe t
particular risks posed. The fact that the insursklis situated in or in transit to or through@untry as
set out below does not in itself mean that moneawpdaring or terrorist financing is involved, noreldss
particular care should be exercised in taking ahdwsiness and a combination of other indicatousdc
indicate that there is a suspicious transactiaeport.

e Countries identified by FATF Statements as haviegkvAML/CFT regimes, and for which financial
institutions should give special attention to basmrelationships and transactions.

« Countries or geographic areas subject to sanctiembargoes, or statements of concern issued by
international bodies such as the United Nationd\")J FATF, or governments. In addition, in some
circumstances, countries subject to sanctions asores similar to those issued by bodies sucheas th
UN, but which may not be universally recognisedyiina given credence by a life insurance company
or intermediary because of the standing of tharigsbiody and the nature of the measures.

» Countries or geographic areas identified by credgdurces as lacking appropriate AML/CFT laws,
regulations and other measures.

e Countries or geographic areas identified by credddurces as providing funding or support for
terrorist activities or that have designated tésta@rganisations operating within them.

« Countries or geographic areas identified by creddolurces as having significant levels of corruptio
or other criminal activity.

* Countries or geographic areas where protectioncimstomers “privacy” prevents the effective
implementation of AML/CFT requirements and/or faates the framework for the establishment of
shell-companies or the issuance of bearer shares.

e Cross border elements such as the insurer, themastand the beneficiary of the contract being in
separate jurisdictions (but see comments above).

« A request to insure goods, assets etc, in trapsibrtsituated in countries where terrorism, the
production of drugs, drug trafficking or an orgasscriminal activity may be prevalent or which are
the subject of Financial Action Task Force warnigices or on their Non Cooperative Countries and
Territories list or on the Transparency InternatioGorruption Perceptions List.

Product
The following features may tend to increase thie piofile of a product:

* Allowance of withdrawals at any time with limitedarges or fees.

» Acceptance to be used as collateral for a loanocanditten in a discretionary or other increasesk ri
trust.

« Products that allow for assignment without the iesbeing aware that the beneficiary of the comtrac
has been changed until such time as a claim is made

e Products that allow for high cash values.

* Products that accept high amount lump sum paymeaoigled with liquidity features.

¢ Products with “free look” provisions, which allowrfcancellation with full refund of premium within
a defined “cooling-off” period.

3. Payment and settlement of premium

It is to be noted that many economies are stijdr cash based for small transactions and elgedple
are frequently more comfortable with cash than \ettter forms of payment. Therefore, the use ofi cas

8



Money laundering and financing of terrorism redyfiand indicators
for the insurance and private pensions sectdisreh 2010

in itself does not necessarily mean that the tretiwais linked to money laundering. This is pautarly
true with regard to savings products with smalutagpremium payments.

Funds received from a country regarded as high(sis& under Geographical above).
The receipt of premiums from offshore and/or lighaf unregulated financial intermediaries.

The applicant for insurance business requests ke mdump sum payment by a wire transfer or with
foreign currency.

Premium paid from a foreign account in a differpmisdiction to the domicile or residence of the
policyholder.

Customers who use unusual payment methods, sucéishs cash equivalents (when such a usage of
cash or cash equivalents is, in fact, unusual)pesedl money orders, cashier cheques or structured
monetary instruments when the type of businessaion in question would normally be settled by
cheques, credit or debit cards or other methogapfent.

Attempts to use a third party cheque when purcigasipolicy.
Multiple sources of funds to pay premiurfis.

Acceptance of very high value or unlimited valueympants or large volumes of lower value
payments.

Payment of a very large insurance premium whicls dme correspond to client’s assets or income.
Acceptance of frequent payments outside of a nopmehium policy or payment schedule.
An atypical incidence of pre-payment of insuraneanpums.

Insurance party requests a large purchase of a fumpcontract when the party usually makes small,
regular payments.

Money passing through a number of different persombentities may introduce numerous layers to a
transaction to create opacity and disguise thecgonfrfunds.

Overpayment of premium and unwillingness to takerita next premium instalment.

One or several overpayments of the policy premitofiswed by request that any reimbursement be
paid to a third party.

The client (as a natural person) performs paymétieinsurance premium with funds from a legal
person.

Multiple payments of premium from different accautttat do not exceed a reportable threshold.

* It is unusual for funds used to pay policy premsuim originate from different sources, such asedéffit banking
institutions, even if all sources could eventuséyreferred to the policyholder himself. Accordinghe purchase of
the insurance policy in this manner may indicaterapons at the layering or integration stage of. ML

® The exception to this would be circumstances whdegal person pays funds into an employee inverstior
pension policy as part of a “save as you earn” sehe
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4. Post-inception of policy

Customer behaviour

e Customers who transfer or assign the benefit abduyrt to an apparently unrelated third party.
« Policyholder substitutes the ultimate beneficiaithvan apparently unrelated third party.
« Policyholder changes the designated beneficiarigeut knowledge or consent of the insurer.

« Policyholder changes beneficiaries simply by sigran endorsement on the policy.

e Early termination of a product, especially at aslosr where cash was tendered and/or the refund

cheque is to a third party.

e The applicant for insurance business wants to both® maximum cash value of a single premium
policy, soon after paying for the policy.

e Unusual viaticdl sales.

* Frequent and unexplained movement of accountsipsi@ontracts/funds to different insurance
companies or other financial institutions.

« Using an insurer or insurance intermediary likeakbto move funds arourid.

Refunds and cancellations

e Customers who seek early termination of a produnciuding during the "free look"/"cooling-off”
period), especially at a cost to the customer.

¢ A number of policies taken out by the same instioedelatively small premiums (normally paid with
cash) which are then quickly cancelled.

e Early surrender of investment type policies, esgdgcivhere to do so defies economic logic.
e Cancellation of the policy and a request for tHaré to be paid to a third party.

« Overpayment of premium with a request to pay theees to a third party or in a foreign currency.

e Large and/or simultaneous requests of advance maamof policies and/or their use to obtain loans,

especially where this involves accepting disadwgetas conditions, or frequent partial cashing in of
large single-premium policies.

Request to cancel the insurance policy or usingitie of exercising the exoneration clause in case
of policies having high value premium without gigia valid explanation for so doing.

Cancellation of a property casualty policy where piolicyholder retains an interest in the undegyin

insured risks/assets.

® A viatical settlement is the sale of a life insuza policy by the policy owner before the policytaras. Such a
sale, at a price discounted from the face amouthefolicy but usually in excess of the premiuraglor current
cash surrender value, provides the seller an immediash settlement. Generally, viatical settlemémiolve
insured individuals with a shorter life expectancy.

" Insurers are now in the position of offering ewmreasingly sophisticated products to their cusiamincreasingly
competing with other parts of the financial sechany investment type life policies offer considaeaflexibility in
the making of additional premiums and early redémmptHowever where such products are used by aywider
in a fashion similar to the way one would make afsa bank account, namely making additional prempayments
and frequent partial redemptions, this is an ingicaf possible ML. This risk is increased whemstrring funds
are received or paid to numerous accounts or teidor jurisdictions (especially if a risky/non coogtive
jurisdiction is involved or foreign exchange resions are in force in the receiving jurisdiction).
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5. Claims

All insurance companies are vulnerable to insurdraaed and have mechanisms and procedures designed
to identify and avoid fraudulent claims. The claiprocess can, however, be utilised to facilitatemey
laundering.

Nature of the Claim

« Apparently legitimate claims that occur with abnatmegularity e.g. Regular small claims within the
premium limit from the same insured or intermediary

« A change of ownership/assignment of the policy juiir to a loss occurring.

« Abnormal loss ratios for the class of risk boundlema binding authority, especially where the
intermediary has claims settling authority (possieVidence of claims being fabricated and reported
to underwriters, or under-reporting of claims where intermediary is acting as unauthorised insurer
or even not paying claims).

« The customer withdraws a claim and gives up histsigvhen the insurance company requires
additional documents.

* The client represents himself/herself as the aig@dperson of the claimant with no justified reeso
(he/she is not a relative, guardian, professiodaisar, etc.).

Settlement

« “Cash only” reimbursement required.
« Claims paid to persons who are the subject of lafiereement or regulatory investigation.

e The customer readily accepts prompt payment of lsmédan expected amount when the insurance
company postpones payment of compensation or guedtie amount of the claim.

« Customer unconditionally accepts an offer of a loaount of reimbursement.

* Request for cash payments or issuance of seveeguel in structured amounts under the reporting
threshold, at maturity date.

* Reimbursement into a foreign account in currendifferent to the original premium.
Payment to third parties

It is in the nature of insurance products thatnetaiare frequently paid to persons other than the
policyholder. This applies both to life (e.g. dmetdeath of the policyholder) and to non-life (e.g.
repairers, accident victims, etc.). It is nonetkslimportant to ensure that all payments are nade
legitimate third parties.

« Claims requested to be paid to persons other ti@mmsured or legitimate third parties.

« Claims requested to be paid to persons not naguaafiociated with the claim.

« Ceding of rights in favour of a third party (e.gchted in tax haven).

8 See introduction under Payment and Settlementeabov
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6. Special types of transaction and product

Reinsurance

Establishment of bogus insurers, which may be tsgqidace the proceeds of crime or terrorist funds
with legitimate reinsurers.

Establishment of bogus reinsurers, which may bel tseeceive the proceeds of crime or terrorist
funds from insurers or insurance intermediaries.

Involvement of recently established insurance dnsigance companies or companies whose
background does not appear particularly transpatent

Treaty reinsurance policies with a level of claim$¥elow the annual premium.

Conclusion of reinsurance contracts with reinsuneran off-shore centre with a reputation for low
standards of supervision or in countries with highk of money laundering or financing of terrorism.

Private pension schemes

The following indicators are specific to privatenp®n schemes/voluntary pension funds (pension
scheme). It should, however, be noted that marlgeofndicators set out above may also apply tGipen
schemes.

Large cash sums deposited in Pension schemes bpengof the scheme.

Deposit of securities or other assets whose padssess not justified by the contractor's or
policyholder’s income-earning capacity and/or tgpdusiness payment into a capitalisation scheme.

Transfer of assets from an unrelated third patty ancapitalisation scheme.

Insistence on depositing securities or other asstis capitalisation scheme that would not nolynal
be allowed by the scheme rules.

Unrelated third party paying contributions castbehalf of a member of a pension scheme.
Unemployed person paying contributions into an eygé pension scheme.

Funds or other assets deposited into a pensionmechdiich are inconsistent with the profile of the
policyholder.

The type or volume of the transaction, which isypidal of the economic activity of the client and
explanatory notes to transactions conducted byglteet arise reasonable suspicion.

The client performs a large number of identicahs$gctions involving amounts immediately below or
close to the threshold for reporting large transast

The transaction is related to another transactidrich has already been reported to the FIU by a
credit institution, credit union, investment brokge company, investment management company,
depository, organiser of a regulated market or iparfsind.

® Whenever insurers or intermediaries have as toeinterparts companies that are relatively nenasetan opaque
corporate and ownership structure, they shouldsiiyate more accurately their counterparts' backgtp with a

view to ascertaining whether it is real companiesy/tare dealing with and not fake undertakingshetl companies,
which may be effectively used for ML purposes.
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