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There is no “one” silver bullet…



Independent pan-European 

Non-profit organisation 

dedicated to protecting patient 

safety by making the internet a 

safer place to buy medicines 

where it is legal to do so

https://buysaferx.pharmacy





The goal of the Global Cybercrime.Exchange is to create a universal overview 

of Cybercrime

To make transparent which Service Providers are fighting abuse successfully and which ones need help

and offer all stakeholders a more efficient and effective way to use abuse signals and make the internet a 

safer place

Illegal Content

DDOS Attacks

IP Violations

Ransomware

Hacking

Spam

Cyberbullying & 
Harassment

Scams & Fraud

Cybercrime.Exchange



The Signal.Exchange offers transparent leaderboards on Abuse Levels 

Creating a feedback loop and level playing field for Internet Service Provider, Social Media and Other Platforms

Illustrative



Both non-profit as well as commercial data feed providers have joined the 

GSE

We are only at the start….
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• All Member States under the FMD legally 
oblige pharmacists to sell at least OTC 
medicines

• 8 Members States and 3 EEA countries have 
allowed RX online for decades 19 MSs 
disallow

• General Pharmaceutical Legislation (GPL) 
gives opportunity to amend Article 172
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Enabling patients across the EU to obtain their prescription medicines online



EU Parliament meeting







NABP
.Pharmacy Verified Websites Program

• https://nabp.pharmacy/programs/dotpharmacy/#:~:te
xt=NABP%20reviews%20pharmacies%20with%20an,to
%20the%20verified%20websites%20list.

https://nabp.pharmacy/programs/dotpharmacy/#:~:text=NABP%20reviews%20pharmacies%20with%20an,to%20the%20verified%20websites%20list.


A gTLD DotPharmacy for all EU countries?

DotPharmacy

DotFarmaciaDotFarmacia

DotFarmacia

DotApoteka

DotApotheke

Dot Pharmacie

DotApotheek

DotApotek
DotApteekki

DotApotek



A gTLD DotPharmacy for all ratified Medicrime
Convention countries?

Dot Pharmacie

Dot аптека

Dot LEKÁREŇ

Dot eczane

Dot صيدلية

Some Examples
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Objective of the market research programme

ASOP EU is proposing that the 
Medicrime Convention Committee of the 
Parties’ countries, embark on a longitudinal 
multi-country market research project to 
ascertain behaviours and track trends of 
falsified medicines
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• Pan EU/EEA search tool to check if a website is NOT on a ”Not 
recommended” watchlist

• Pan EU/EEA White list so people can actively search for an 
online pharmacy/hybrid physical/online pharmacy
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https://www.youtube.com/watch?v=Llb6HWbS6Q0
https://www.youtube.com/watch?v=Llb6HWbS6Q0


https://www.youtube.com/watch?v=iI1k7KLHgCg
https://www.youtube.com/watch?v=iI1k7KLHgCg


Contact details
Mike.Isles@asop.eu

Thank you
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