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Foreword

“The wheels of justice grind slowly but very finely.” This short sentence, attributed to the
author of The Art of War, Sun Tzu (544-496 BC), contains two truths that are fundamental
to any legal system: in order to obtain the flour of justice, 1) facts need to be carefully
ground to separate the wheat from the chaff, and 2) such fine grinding requires time. This
is @ necessary trade-off that modern societies have come to accept. There are cases,
however, in which another legal maxim (of unclear attribution) applies: “Justice delayed is
justice denied”. To put it another way, on certain occasions courts are simply too slow to
prevent or even to right a wrong. This is particularly true in the live broadcasting of sports
events. The screen life of a sports event is as short as the duration of the game in
question since its interest lies mainly in its being watched live. This has as the
unavoidable consequence that the piracy of live sports event broadcasts causes
immediate and unrecoverable losses in terms of audience and revenues.

This issue has already been in the regulatory spotlight for quite some time. On the
occasion of the adoption of the Copyright Directive in 2019, the European Commission
“acknowledge[d] the importance of sports events organisations and their role in the
financing of sport activities in the Union” and committed to “assess the challenges of
sport event organisers in the digital environment, in particular issues related to the illegal
online transmissions of sport broadcasts”. A more recent own-initiative Resolution from
the European Parliament issued in May 2021 underlines that “the problem with existing
measures is that enforcement comes too late” and “calls on the Commission to clarify and
adapt existing legislation, including the possibility of issuing injunctions requesting the
real-time blocking of access to or removal of unauthorised online content”.

At the behest of the European Commission, the European Audiovisual Observatory
has produced the present mapping report, which provides a comprehensive analysis of the
remedies adopted at national level in the EU and in the UK against online piracy of sports
content. Considering that there is not much wide-ranging literature on the topic, our work
has involved looking directly at the sources, such as legislative frameworks and the
transposition of EU directives, administrative and judicial procedures, and case-law, and
then elaborating a comparative perspective. We have looked in particular at the
availability and the functioning of blocking and take-down injunctions, including dynamic
injunctions which are being increasingly applied to certain types of online infringements
of rights.

We have detected various issues.

The starting point is that sports events as such are not intellectual creations and
therefore are not protected by copyright. Nevertheless, the recording of such events or
their broadcast may be protected by copyright if they meet certain conditions of
originality. In any case, the recording and broadcast of such sports events are protected by
the related rights granted to producers of audiovisual works and broadcasting
organisations respectively.

Then there is another issue, namely the variety of national legal approaches in
terms of the legal protection offered to sports event organisers. With the exception of
eight countries where specific audiovisual rights have been provided for by law (Bulgaria,



France, Greece, Hungary, Italy, Romania, Slovakia and Spain), in most other countries,
there is no specific regulation. Sports event organisers do, however, often enjoy certain
rights related to the stadium or venue (known as domiciliary rights or house rights), which
in practice give them the possibility to take legal action for unauthorised access to their
premises or for the breach of contractual obligations prohibiting the filming, recording, or
broadcasting of the event.

The nature of the rights held by organisers, clubs, leagues or broadcasters has a
direct impact on their entitlement to take legal action and on the different types of
protection that can be granted. Generally speaking, all rightsholders and assignees of the
exploitation rights are entitled to take legal actions, but the legal basis may vary, as may
the results. Depending on the legal protection that is granted, legal action may or may
not be based on copyright law. This means in practical terms that certain remedies like
injunctions against online intermediaries which are contained in copyright laws are only
available to rightsholders or assignees.

Speaking of remedies, sanctions also vary from country to country. Most countries
provide both civil and criminal remedies, but lengthy procedures are certainly not ideal
for instant infringements such as those concerning live sports events. Notice and take-
down procedures have proven to be a faster solution, but still, they are not the ultimate
solution for live events, considering that sanctions have to be “effective, proportionate”
but also “dissuasive”.

Building upon an important judgment of the CIEU of 2014 in the Telekabel case,
some national courts have started to allow the dynamic use of blocking orders, that is, the
extension of the blocking orders to future URLs and not just to currently existing
websites. For the time being, live blocking injunctions, that is, injunctions which allow the
repeated blocking of a site every time a live broadcast is in process, have been applied
only in Ireland, the Netherlands, Spain, Sweden and the UK. These remedies are
considered to be extremely efficient, as they can be executed in a timely manner and
therefore hinder active live streams.

Such complex mapping could not have been undertaken without the invaluable
contribution of our national experts, who helped us gather the relevant information; of
our coordinating expert Giovanni Maria Riccio assisted by Fabiola Iraci, who helped us
structure and analyse the legal framework; of a number of sports organisations who
shared valuable information on the systems they have put in place; and of the institutions
across the European member states, who assisted us in checking the correctness of the
information. | would like to thank them all.

Strasbourg, December 2021

Maja Cappello
Head of the Department for Legal Information

European Audiovisual Observatory
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1. Executive summary

1.1. Project objective

The purpose of this project is the analysis of national remedies against online piracy of
sports content, with particular emphasis placed on assessing the availability and
examining the functioning of blocking and take-down injunctions, including dynamic
injunctions which are being increasingly applied to certain types of online infringement.
The analysis reflects a comparative perspective, which takes into account: i) the
legislative frameworks and the transposition of EU directives; and ii), the procedures and
case law.

1.2. Key findings

This section presents the key findings and reports the remedies applied and related
procedures.

With regard to the relevance of copyright and related rights for the legal
protection of sports events, it should be noted that sports events as such are not
protected by copyright, as pointed out by the Court of Justice of the European Union
(TEV). In the Football Association Premier League (FAPL) case,! the court noted that
“sporting events cannot be regarded as intellectual creations classifiable as works”, as
“the subject-matter concerned would have to be original in the sense that it is its author’s
own intellectual creation”. National courts have also reached the same conclusion (e.g.
Poland,? Spain® and Sweden*). However, the recording and broadcast of a sports event may

1 CJEU, 4 October 2011, Football Association Premier League Ltd and Others v. QC Leisure and Others (C-403/08)
and Karen Murphy v. Media Protection Services Ltd (C-429/08), https://curia.europa.eu/juris/liste.jsf?num=C-
403/08 &language=en.

2 Regional Administrative Court Warsaw, 20 February 2015, Ill SA/Wa 1078/14, OP 2015/3/255-258.

3 Supreme Court, 25 June 2013 (EDJ 2013/140039).

4 Supreme Court case, NJA 2015 s. 1097:
https://www.domstol.se/hogsta-domstolen/avgoranden/2015/36097/.
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be protected by copyright, where the recording meets the originality requirement.® In
addition, the recording and broadcast of a sports event are protected by the related rights
that are respectively granted to producers of audiovisual works and to broadcasting
organisations. In fact, Articles 2 and 3 of the Directive 2001/29/EC on the harmonisation
of certain aspects of copyright and related rights in the information society (InfoSoc
Directive)s and Article 9 of the Directive 2006/115/EC on rental right and lending right
and on certain rights related to copyright in the field of intellectual property (Rental and
Lending Rights Directive)” grant related rights to the producer of an audiovisual works for
the first fixation of the work and, on the other hand, to the broadcasters in the broadcast
signal.

In some of the countries covered by this mapping report where no specific
protection is granted to sports events (e.g. Cyprus, Czech Republic, Germany), sports event
organisers can usually rely on domiciliary rights (also referred to as “house” rights), that
allow the owner, the tenant or any other subject to claim rights the recordings made
within the premises and the venues where the events take place. On this basis, sports
event organisers may take legal actions against those who record the sports events
without prior authorisation, thus infringing domiciliary rules (unauthorised recording
made possible by the access to their premises).

Only eight of the covered countries have expressly regulated the rights on
audiovisual sports events (Bulgaria, France, Greece, Hungary, Italy, Romania, Slovakia,
Spain). For instance, the French Code of Sport assigns the exploitation rights to sports
federations and event organisers in the sports events or competitions they organise, and
they are both entitled to take legal actions. However, it is unclear whether such
exploitation rights are included among domiciliary rights or whether they are covered by
copyright law (in the form of related rights). Article 3 of the Italian Legislative Decree No.
9 of 9 January 2008 holds that the organiser of the competition (the Federation or the
League)® and the organisers of the events® are joint owners of the audiovisual rights
relating to the events of the competition. However, Article 4 specifies that only the
competition organiser, as the sports event organiser, is entitled to the exercise of the
audiovisual rights relating to the single events of the competition.

> The originality requirement is a concept that is used in order to assess whether a work may be protected by
copyright or not. According to the Infopag CJEU case, the test is met where the work reflects the author’'s own
intellectual creation (see CJEU, 16 July 2009, Infopaq International A/S v. Danske Dagblades Forening, C-5/08).

6 Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the harmonisation
of certain aspects of copyright and related rights in the information society, https://eur-lex.europa.eu/legal-
content/EN/ALL/?uri=celex%3A32001L0029

7 Directive 2006/115/EC of the European Parliament and of the Council of 12 December 2006 on rental right
and lending right and on certain rights related to copyright in the field of intellectual property (codified
version), https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32006L0115

& Article 2, paragraph 2 (e): “the subject to whom the organisation of the competition is demanded or
delegated by the sports federation recognised by the Italian National Olympic Committee, competent for the
specific sport discipline”.

° Article 2, paragraph 2 (c): “the sports club that assumes the responsibility and the burdens of organising the
event played in the sports facility in which it takes place”.
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The different types of protection granted to sports event transmissions also
influence the entitlement to take legal action in the event of infringement. In some cases,
the subjects entitled to take legal action in the event of piracy are the sports clubs and
the sports league organisers (France, Spain), in other cases only the latter category is
entitled (ltaly). In general, rightsholders and assignees of the exploitation rights are
entitled to take legal action in all the covered countries, even if on a different legal basis
and for different types of legal action. In some countries, this entitlement to take legal
action is based on the infringement of domiciliary rights, in others on the violation of
contractual obligations, and in others, where regulated by national law, on the violation
of the rights granted by the law (Italy). However, where the initial rights are transferred to
the broadcaster, and the licensee’s rights (i.e. the broadcasters’ rights) are affected, then
the licensee may be entitled to take legal action.

The core of the report is devoted to the remedies against online piracy of sports
event broadcasts and to the procedural rules in place under the national laws of the
covered countries. Also, in this respect, the approaches and solutions taken at national
level show certain trends, even if the differences among the covered countries are still
relevant. There are still significant discrepancies in notice and take-down procedures , as
they have not been fully harmonised by the Directive 2000/31/EC on certain legal aspects
of information society services, in particular electronic commerce, in the Internal Market
(E-Commerce Directive).’® Some countries, in the context of the implementation of the E-
Commerce Directive, have introduced notice and take-down procedures on their own (e.g.
Finland, Lithuania); in others, administrative procedures have been introduced, while in
most cases these procedures have been defined by case law. Several differences among
the covered countries still remain with regard to notice and take-down: in some countries
the notification is addressed to private parties (i.e. from the complaining party to the
Internet Service Providers (ISPs), while in others it is addressed to the administrative
authority. In some countries, the recourse to notice and take-down procedures is a
condition of admissibility for filing a judicial complaint (e.g. Germany), while in others, the
complainant can go to court without first notifying the defendant of the violation.

The situation is less clear in those countries where the requirements of the
notification are interpreted by the courts. These requirements may include an obligation
for the complainant to identify URLs or internet protocol (IP) addresses; to demonstrate,
even prima facie, the ownership of the right; to specify the deadlines for the defending
party to respond to the notification, and so on. With the exception of Belgium, where the
courts follow the requirements identified by the Brussels Court of Appeal in the leading

10 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic commerce, in the Internal Market, https:/eur-
lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32000L0031.
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case Belgacom v. IFPI - Universal,'* in other jurisdictions, due in part to the scarcity of
judicial decisions, the requirements of the notification are not evident.

In the case of infringement of intellectual property (IP) rights, EU legislation
provides for the possibility for judicial authorities to issue injunctions against the
infringers (Article 11 of Directive 2004/48/EC on the enforcement of intellectual property
rights (IPRED)™2 and for rightsholders who are entitled to take legal action to request the
application of injunctions against intermediaries whose services are used by a third party
to infringe intellectual property (IP) rights (Article 11 of the IPRED, Article 8 of the InfoSoc
Directive, and Article 14(1) of the E-Commerce Directive). Although EU legislation does
not define blocking injunctions, this expression commonly and generally refers to orders
which require intermediary ISPs to put in place the technical measures to block or disable
access to a website or a platform. There are no specific injunction procedures for live
sports event broadcasting.

In most countries, the general rules provided by the codes of procedure (civil and
criminal) for injunctions are followed (e.g. Belgium, Cyprus, Czech Republic, Estonia, Italy,
Latvia, Lithuania, Netherlands), while in some countries specific measures provided by the
copyright legislation apply (e.g. Austria, Finland). These orders are mainly addressed to
ISPs rather than directly to infringers (operators of the websites and of the platforms), and
the analysis shows that removal orders addressed directly to infringers are less frequent
when compared to blocking orders addressed to ISPs. Furthermore, it should be noted
that, according to the procedural rules, the joinder of parties, i.e. the website/platform
operator and the ISPs (access and host providers), is not compulsory and that plaintiffs
may therefore decide to sue only the ISPs (in order to obtain a blocking injunction)
without involving the direct infringer (in order to obtain a removal blocking).

In certain covered countries, courts have started developing a dynamic use of
blocking orders. In fact, starting from the CJEU’s Telekabel case,* which allows blanket
injunctions, some countries (ltaly, Spain, Sweden, Netherlands, UK) have experienced the
possibility for the courts to extend blocking orders beyond the currently existing websites
(or rather the URLs), therefore covering potential future infringements.

For the time being, live blocking injunctions have been applied only in Ireland,
the Netherlands, Spain, Sweden and the UK. These remedies are considered to be
extremely efficient as they can be executed in a timely manner and therefore hinder
active livestreams. For instance, in the Ecatel case,* the Dutch High Court ordered the ISP
to implement the blocking order within 30 minutes of receiving the notification from the
rightsowners. UK courts have widely applied live injunctions, notably in the cases in

11 Brussels, 13 Feb. 2001 (NV Belgacom Skynet v. Vzw IFPI Belgium & NV Universal), A&M, 2001/2, 279, English
translation in ECDR, 2002.

12 Directive 2004/48/EC of the European Parliament and of the Council of 29 April 2004 on the enforcement
of intellectual property rights, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32004L0048.

13 CJEU, C-314/12, UPC Telekabel Wien, 27 March 2014, https://curia.europa.eu/juris/liste.jsf2num=C-314/12.

4 High Court, 24 January 2018, Football Association Premier League v. Ecatel (C/09/485400 / HA ZA 15-367):
https://www.poderjudicial.es/search/AN/openDocument/dlecc270d29d6605/20200219.
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which the Football Association Premier League (FAPL) and the Union of European
Football Associations (UEFA) brought actions against UK telecoms operators. In these
lawsuits, the blocking orders were not addressed to specific websites, but covered a list of
servers from which the illegal activity was conducted and the corresponding IP numbers.
UK courts also empowered claimants with the possibility of notifying each ISP of the
revised list of target servers to be blocked on a weekly basis. Live orders are limited to a
certain period of time (e.g. a league season), although they can be extended for
subsequent periods of the same sports events. However, the time limit has not been
uniformly applied by the courts and significant differences still persist (e.g. Spain, UK).1s

The proportionality of the measures to be adopted is a criterion which is generally
cited both by national courts (e.g. Netherlands, Sweden, UK)and in the national
legislation (e.g. Finland, Germany, Spain).®¢ Proportionality finds its legislative basis in
Recital 58 and Article 8(1) of the InfoSoc Directive and Article 3 of the IPRED, which state
that, in the case of IP infringement, the sanctions provided for should be effective,
proportionate and dissuasive. This principle has been highlighted, for instance, in a
decision of the Swedish Patent and Market Court, where the copyright holders brought an
action against an access provider aimed at blocking users’ access to websites where
protected content was made available.”” In this case, the court issued a dynamic
injunction stating that intermediaries may be obliged to take actions to prevent copyright
infringements and that this measure was proportionate to the access provider’s freedom
to trade. Similarly, in the Netherlands, in the above-mentioned Ecatel case, the Dutch
High Court stated that the live blocking order issued was proportionate to the business
freedom of the hosting provider. Finally, in the FAPL v. BT case,® the UK High Court stated
that orders sought by the claimants did not impair the freedom of ISPs to carry on their
business, in as much as these orders would not interfere with the provision by the
defendants of their services to their customers, neither would the orders require the
defendants to acquire new technology, and that the organisers of the sports event and the
licensees of the audiovisual rights had a legitimate interest in curtailing copyright
infringements.

Finally, one aspect that does not yet seem to have been examined in the case law,
apart from obiter dicta in a few cases concerning the infringement of sports event

5 For more information on the case law concering dynamic blocking injunctions, see also Frosio, G. and
Bulayenko, O., “Study on Dynamic Blocking Injunctions in the European Union”, IPR Enforcement Case-law
Collection, EUIPO in cooperation with the Centre for International Intellectual Property Studies (CEIPI):
https://euipo.europa.eu/tunnel-
web/secure/webdav/guest/document_library/observatory/documents/reports/2021_Dynamic_Blocking_Injuctio
ns/2021 Study on_Dynamic_Blocking_Injuctions_in_the_European_Union_FullR_en.pdf.

16 See Section 60c(1) of the Finnish Copyright Act (Act 404/1961, as amended by Act 679/2006).

17 Swedish Patent and Market Court, 9 December 2019, Case No PMT 7262-18,
https://www.domstol.se/patent--och-marknadsdomstolen/.

18 FAPL v.s BT and Others Il - [2018] EWHC 1828 (Ch); UEFA v.s BT and Others - [2017] EWHC 3414 (Ch)).
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broadcasting, is the compatibility with the principle of proportionality of the allocation of
the costs of blocking orders to ISPs.

Sanctions also are different in the various countries. While most of the covered
countries provide both civil and criminal remedies for IP infringement, criminal cases are
quite rare. The commercial or for-profit purpose of the infringement is taken into
consideration in the majority of the covered countries, although there are some
exceptions (e.g. Bulgaria, Cyprus, Latvia, Poland, Romania).

This comparative analysis also describes the administrative authorities that exist
in some countries and which have been created or given specific powers in relation to IP
infringement and administrative blocking orders. These administrative bodies have
different powers and may issue blocking orders, based on different procedural rules (e.g.
Estonia, France, Greece, Italy, Lithuania, Spain). In Italy, a significant number of copyright
cases (154 cases at the time of writing), including in the field of sports event
broadcasting, have been filed before AGCOM (the Italian Communications Authority),
whose competence is limited to issuing removal or blocking orders against ISPs. In
France, a law was recently adopted establishing the creation of a new integrated
regulatory authority for audiovisual and digital communications, ARCOM,” with extended
competences in relation to online piracy.

In order to combat online piracy efficiently and facilitate the enforcement of
copyright and related rights, codes of conduct and/or Memorandums of Understanding
(MoU) have been adopted at the national level by public and/or private entities in only a
minority of countries (codes of conduct in Denmark, France, Netherlands, Spain and MoU
in Czech Republic, Latvia, Poland, Portugal, Slovakia, UK). In Germany, the Clearing House
for Copyright on the Internet (CUIl) has been formed by ISPs and rightsholders with the
aim of blocking access to structurally copyright-infringing websites. Some of the codes
and MoU are expressly devoted to the broadcasting of live events, such as the MoU
agreed among the Portuguese associations,” which provides a specific procedure aimed at
facilitating the blocking of infringing websites. Initially concluded in 2015, it was
reviewed in 2018 to tackle the piracy of live events. The new agreement facilitates the
temporary blocking of illegal transmissions of sports events, in particular football
matches, on the internet. The results obtained in Portugal demonstrate that this approach
is efficient.

Finally, this comparative analysis has aimed to identify studies and reports that
deal with the issue of illegal online transmissions of sports events (France, Hungary,
Latvia, Poland, Spain, UK). Certain studies analyse the technologies and business models

Law No. 2021-1382 of 25 October 2021 on the regulation and protection of access to cultural works in the
digital age (LO/ n° 2021-1382 du 25 octobre 2021 relative a la régulation et a la protection de ['accés aux oeuvres
culturelles a l’ére numérique), https://www.legifrance.gouv.fr/dossierlegislatif/JORFDOLE000043339178/.

20 The IGAC, the Portuguese Association of Telecom Operators, the Portuguese Consumer Directorate-General,
the organisation responsible for “pt” domain registrations (DNS.PT), the anti-piracy group MAPINET,
advertising associations and consumer associations:
http://www.apel.pt/gest_cnt_upload/editor/File/apel/direitos_autor/memorando_APRITEL_IGAG_MAPINET.pdf
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used for illegal streaming of sports content, as reported in studies conducted in certain
countries (Belgium, France, Latvia, Poland, Spain). In several countries, awareness
campaigns related to online piracy have been launched (Austria, Croatia, Cyprus, Czech
Republic, Denmark, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania,
Netherlands, Poland, Romania, Slovenia, Slovakia, Spain, UK).
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2. Methodology and structure of the

mapping report

The report relies on an extensive review of EU law, JEU judgments (including the
reception of the outcomes of these judgments by national courts), national legislation and
case law concerning the remedies against online piracy of audiovisual sports content. The
review of national legislation, case law and practices is based on the information provided
by national legal experts through a standardised questionnaire.

The methodology adopted by the European Audiovisual Observatory can be
summed up as follows:

the selection of an international expert to provide assistance throughout the
mapping and the elaboration of a comparative analysis;

the selection of national experts from relevant institutions, universities and/or law
firms;

the elaboration of a standardised questionnaire on national remedies against
online piracy of sports content from a legal and non-legal perspective to be filled
in by each national expert;

one questionnaire per country was completed;

the compilation of information collected in country reports checked by the
national expert and subsequently sent for checking to the national experts of the
European Commission Contact committee on Copyright in the information
society.”

The questionnaire aimed at identifying:

the national framework on copyright, applicable also to audiovisual sports events,
and including the transposition of EU regulations and directives, with a focus on
the national remedies;

the availability and functioning of notice and take-down procedures, removal and
blocking injunctions, dynamic and live blocking injunctions and de-indexing
injunctions, in relation to sports events;

the existence and competences of national bodies, and the implementation of self
and co-regulatory initiatives to combat online piracy (codes of conduct and MoUs);

21 Except for those EU countries where no names of national experts on the Contact Committee could be
provided and for the UK.
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the relevant case law at the EU and national levels related to the infringement of
audiovisual sports content;

the reports and studies concerning piracy of audiovisual sports content and other
non-legal considerations.

Based on these elements, the European Audiovisual Observatory, with the assistance of an
international expert, elaborated a national country report for each member state. These
legal summaries have been checked by the national experts of each country and
subsequently sent for checking to the national experts of the European Commission
Contact committee on Copyright in the information society.

The country reports can be divided into the following sections:

Section 1: General legal framework - this section provides an analysis of national
legislation on copyright and related rights and the transposition of the relevant
provisions of the EU directives.

Section 2: National rules applicable to audiovisual sports content — this section
provides the legal definitions of broadcasters and sports event organisers, with a
particular focus on specific rules applicable to sports events. This section also
analyses the legal protection of audiovisual recordings and broadcasts of sports
events, in particular with regard to who holds the rights and who is entitled to
take legal action.

Section 3: Remedies and sanctions applicable in the event of infringement - this
section aims at listing the national remedies applicable specifically to cases
concerning online piracy of audiovisual sports content. Moreover, the section
reports the existence of national bodies with competences on IP infringement and
the implementation of codes of conduct and MoUs. This section also reports on
the implementation and application of notice and take-down procedures, removal
and blocking injunctions, including de-indexing, dynamic injunctions, and the
applicable sanctions.

Section 4: Case law - this section presents relevant national cases related to the
infringement of audiovisual sports content, with particular reference to the
following aspects: the concept of communication to the public; knowledge and
awareness of the illegal activity; notice and take-downs; measures against end-
users and criminal sanctions.

Section 5: Reports and studies — this section provides a list of reports and studies
concerning piracy of audiovisual sports content, including the implementation of
awareness-raising campaigns and the existence of associations involved in the
fight against online piracy of protected content.

The comparative legal analysis mirrors the structure of the national legal summaries and,
for the issues detailed in the aforementioned sections 1 to 5, provides an analysis aimed
at highlighting the common trends and patterns which exist between the covered
countries, as well as the relevant specificities of some individual cases.
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3. Comparative legal analysis

3.1. Scope of protection of sports events

This section outlines the scope of protection of sports events, in particular, the existence
of a definition of sports events and sports event organisers in national law, and the
application of national laws on IP infringement to sports event content, taking into
account that the sports event itself is not protected as an object of copyright or related
rights. It also contains reference to specific rules and details as to the subjects entitled to
take legal action.

3.1.1. Definition of sports events and sports event organisers

In general, the legislation of most of the covered countries does not contain an explicit
definition of sport events, with the exception of Italy and Latvia.

For instance, Article 2 of Italian Legislative Decree No. 9 of 9 January 2008
qualifies as a sports event any match played by two teams as part of a competition -
according to the modalities and duration laid down by sports regulations — organised by
the person or organisation which has sports facilities to host the event and which is open
to the public.22 The Latvian Sports Law (Sporta likums)** provides for a legal definition of
“sports events” in Section 1 No. 5, whereby a sports event can be a sports competition, a
sports demonstration or any other activity in the field of sport.

In some countries, sports events are merely mentioned in certain legislative
provisions (e.g. Czech Republic,”* France,”” Spain?*) without a specific definition. Similarly,

22 https://www.camera.it/parlam/leggi/deleghe/08009dL.htm

2 https://likumi.lv/ta/en/en/id/68294-sports-law

24 The Broadcasting Act (BA) uses the term “broadcasting of sports event” and “live transmission of sports
event”, without further elucidation in the context of the obligations of the radio and television broadcaster as
regards the promotion of European production (sections 42, 43 BA) and advertisement and product placement
(sections 49, 50, 53a BA).

25 Code du Sport, Article L. 331-5
https://www.legifrance.gouv.fr/codes/texte_Lc/LEGITEXT000006071318/2021-04-06/

26 The General Law on Audiovisual Communication includes sports events within the definition of "television
programmes” that are broadcast on television: https.//www.boe.es/buscar/act.php?id=BOE-A-2010-5292.
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an explicit definition of “sports events organiser” is found in only a few countries. For
instance, Article 2 of Italian Legislative Decree No. 9 of 9 January 2008 qualifies “sports
event organisers” as the sports club undertaking the responsibility and the corresponding
obligations for the organisation of the sports event taking place in sports facilities at its
disposal. The same provision also defines a “sports league organiser” as the person to
whom the organisation of a sports competition is assigned or delegated by the competent
sports federation, recognised by the Italian National Olympic Committee.

In other countries, sports event organisers are not defined in the national law
which might, however, mention the conditions under which a subject may be authorised
to organise an event (e.g. Bulgaria,” Czech Republic,® France). In other cases, the law
mentions the categories of subjects which may organise such events (e.g. Croatia,”
Hungary®) and the obligations that they have to carry out for the organisation. Only in
Latvia are sports training sessions explicitly not considered as events.** However, in the
other covered countries, even if it is not specifically provided, sports training sessions are
generally not considered as events.

3.1.2. Legal protection related to sports events

As a general rule, sports events as such are not considered to be creative works and
therefore do not fulfil the prerequisites for copyright protection. As explained by the CJEU
in its judgment of 4 October 2011, in the Football Association Premier League (FAPL) case?,
“the subject-matter concerned would have to be original in the sense that it is its author’s
own intellectual creation” and “sporting events cannot be regarded as intellectual
creations classifiable as works” within the meaning of the InfoSoc Directive. In other
words, the lack of creative choices and expressive freedom is the main argument for
excluding sports events as such from copyright protection. Furthermore, athletes’

27 Article 10 (1) of the Physical Education and Sports Act 1996. According to the Act, organisers must be legal
entities, which carry out training, competitive and organisational-administrative activity in one or several
kinds of sports and develop and popularise physical education and sport.

28 Section 7a of Act No. 115/2001 Coll., on Support for Sport (Zdkon ¢ 115/2001 Sb., o podpore sportu), defines
the “operator” (provozovatel) as a person that is authorised by the owner of the sports facility to organise a
“sports undertaking” under the stipulation of obligations relating to the safety of persons and property during
the course of the sports undertaking. (Zdkon ¢ 115/2001 Sb., o podpofe  sportu,
https://www.psp.cz/sqw/sbirka.sqw?cz=115 &r=2001.

29 Article 18, paragraphs 1 and 3 of the Sports Act (Zakon o sportu NN 71/06, 150/08, 124/10, 124/11, 86/12,
94/13, 85/15, 19/16, 98/19, 47/20, 77/20): https://zakon.hr/z/300/Zakon-0-sportu

30 Although the law does not define the sports event organised, this role is reserved to sports clubs and sports
federations (Article 65 (2) of the Act on Sports (2004. évi I. toérvény a sportrél)) which are both defined
(respectively by Article 17 and Article 19 of the same act).

31 Section 15(1) of the Latvian Sports Law

32 Football Association Premier League Ltd (FAPL) and Others v. QC Leisure and Others (C-403/08), Op. cit.
paragraphs 97-98.
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performances may reflect their skills, but these are not considered creative enough to be
protected by copyright.

Similarly, the Spanish Supreme Court stated that sports events as such cannot be
considered copyrightable because they do not have a minimum degree of originality and
creativity.®® The Regional Administrative Court in Warsaw reached the same conclusion
and added that the broadcasting of a sports event is the mere representation of the event,
providing image and sound using such technical means that the observer can follow it in
real time.>* However, both the audiovisual recording and the broadcast of sports events
may be protected by copyright, provided they fulfil some originality criteria. In addition,
Articles 2 and 3 of the Infosoc Directive and Article 9 of the Rental and Lending Rights
Directive grant related rights, on the one hand, to producers of audiovisual works for the
first fixation and, on the other, to the broadcasters of the broadcast signal.

Furthermore, the CJEU’s observation in the Football Association Premier League case
is worthy of note in this regard:

[S]porting events, as such, have a unique and, to that extent, original character which can
transform them into subject-matter that is worthy of protection comparable to the
protection of works, and that protection can be granted, where appropriate, by the various
domestic legal orders.>

and therefore

it is permissible for a Member State to protect sporting events, where appropriate by virtue
of protection of intellectual property, by putting in place specific national legislation, or by
recognising, in compliance with European Union law, protection conferred upon those
events by agreements concluded between the persons having the right to make the
audiovisual content of the events available to the public and the persons who wish to
broadcast that content to the public of their choice.

Only eight of the covered countries have created special forms of protection for sports
event organisers (specific rights in France, Greece, Italy and Spain; other specific
provisions in the law in Bulgaria, Hungary, Romania and Slovakia). On this point, it is
worth mentioning Law No. 2725/1999 on Amateur and Professional Sports in Greece,
amended by Law No. 4612/2019, which provides for the right to remuneration for
authorising, e.g. the broadcasting or retransmission of the event and its recording and
reproduction.

35 Supreme Court, 25 June 2013 (EDJ 2013/140039).

34 Regional Administrative Court Warsaw, 20 February 2015, 11l SA/Wa 1078/14, OP 2015/3/255-258.

35 Football Association Premier League Ltd (FAPL) and Others v. QC Leisure and Others (C-403/08), Op. cit.
paragraph 100.

36 Football Association Premier League Ltd (FAPL) and Others v. QC Leisure and Others (C-403/08), Op. cit.
paragraph 102.
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3.1.2.1. Rights attached to the venue or the sports event organiser

In many countries (e.g. Belgium, Cyprus, Czech Republic, Denmark, Estonia, Finland,
Germany, Hungary, Luxembourg, Malta, Netherlands, Slovenia, Sweden), domiciliary rights
(also referred to as “house” rights) apply to sports events. This category of property rights
grants protection to the owner, the tenant or any other subject who may claim rights over
the premises and the venues where the events take place. Sports clubs are generally
entitled to these rights because they own premises and venues (e.g. stadiums) or, more
frequently, because they lease the facility from a public (e.g. municipalities) or a private
entity.

Domiciliary rights only allow the rightsowner to control access to the venue where
a given sports event takes place and to prohibit the unauthorised recording of the event,
e.g. through mobile phones. This legal protection may be based on the contractual terms
associated with the sale of tickets or on a proprietary relationship with the venue. The
sports event organisers owning the domiciliary rights also hold the right to authorise or
not the broadcasting or the making of audiovisual recordings of sports events, based on
the right to allow access to the sports event venue. Sports event venues can be owned by
public local authorities, such as municipalities, or by private entities such as the top clubs
which own their own stadiums.

The domiciliary rights consist in the legal basis for sports events organisers to
negotiate the conditions and the rules for audiovisual production companies and
broadcasters to record or broadcast the event. For instance, in Germany, with regard to
the rights of sports event organisers, the courts held that sports event organisers are
entitled to exercise their domiciliary rights in order to prohibit any activities within the
organisation’s facilities that may lead to an infringement of their interests, i.e.
unauthorised filming by unauthorised parties.’” So, sports event organisers are exclusively
entitled to grant permissions to film and broadcast the event within their premises, on the
basis of their domiciliary/house rights.’® This approach has been confirmed in later
judgments by the German courts. In a famous case, known as the Hdrfunkrechte case, the
German Federal Supreme Court held that football clubs have the right to prohibit audio
recordings, filming or photographing of their games from within the stadium. If the
spectators do not respect these rules, they may be forced to leave the premises.®

7 BGH (German Federal High Court of Justice), decision of 14 March 1990 - KVR 4/88 - Sportbroadcast, in
GRUR (Gewerblicher Rechtsschutz und Urheberrecht) 1990, 702:
https://dejure.org/dienste/vernetzung/rechtsprechung?Gericht=BGH&Datum=14.03.1990&Aktenzeichen=KVR
%204/88.

38 BGH (German Federal High Court of Justice), 14 March 1990 6 KVR 4/88 - Sportiibertragungen, published in
GRUR (Gewerblicher Rechtsschutz und Urheberrecht) 1990, 702:
https://dejure.org/dienste/vernetzung/rechtsprechung?Gericht=BGH&Datum=14.03.1990&Aktenzeichen=KVR

%204/88.
39 BGH 8 November 2005, KZR 37/03 (Horfunkrechte):

© European Audiovisual Observatory (Council of Europe) 2021

Page 13


https://dejure.org/dienste/vernetzung/rechtsprechung?Gericht=BGH&Datum=14.03.1990&Aktenzeichen=KVR%204/88
https://dejure.org/dienste/vernetzung/rechtsprechung?Gericht=BGH&Datum=14.03.1990&Aktenzeichen=KVR%204/88
https://dejure.org/dienste/vernetzung/rechtsprechung?Gericht=BGH&Datum=14.03.1990&Aktenzeichen=KVR%204/88
https://dejure.org/dienste/vernetzung/rechtsprechung?Gericht=BGH&Datum=14.03.1990&Aktenzeichen=KVR%204/88

MAPPING REPORT ON NATIONAL REMEDIES AGAINST
ONLINE PIRACY OF SPORTS CONTENT

Also, the Danish Supreme Court established that sports event organisers can only
authorise or not authorise filming or broadcasting the event within their premises.®
However, the right to broadcast or make audiovisual recordings can be transferred by a
contractual agreement, resembling a licence agreement. The permission granted is only
contractual and effective against the parties to the agreement, and not against other
parties.

3.1.2.2. Rights attached to the audiovisual recording

3.1.2.2.1. Sports events, audiovisual recording and copyright protection

There is no uniform EU approach to what constitutes a work of authorship under
copyright law. In all the covered countries, the originality and/or creativity of the work of
authorship are prerequisites for a work to be eligible for protection under copyright law.
Also, as mentioned above, in all national legislations, sports events are not copyrightable
per se. Nevertheless, audiovisual recordings of sports events may be protected by
copyright, provided that the recording can be considered as the author’s own intellectual
creation, reflecting the choices and the personality of the author of the work (e.g. choices
on subjects to be filmed, camera angles, framing, etc.).* As mentioned above, only if the
audiovisual recording of the sports event is creative - thanks to the filming or editing or
position of cameras - can it be protected by copyright law.#

In this respect, the Swedish Supreme Court ruled that, in order for a television
broadcast of a sports event to be considered a protected work, it is required that the
content of the broadcast go beyond simply following the match or the competition itself
and that the content can be defined as IP content.*®

In the Netherlands, even if the fixation of a film is not a precondition for copyright
protection, the event must be recorded with some creativity in order for it to be eligible
for copyright protection. In the Ecatel case, the Hague Court stated that it is necessary to

http://juris.bundesgerichtshof.de/cgi-
bin/rechtsprechung/document.py?Gericht=bgh &Art=en &nr=34602 &pos=0&anz=1.

40 Danish Supreme Court U2004 2945 H and U 1982 179:
https://www.jurabibliotek.dk/view/book/9788771981865/back-1.xml,

“IThe CJEU, in the Panier case, stated that the author should be able to express his/her creative abilities in the
production of the work by making “free and creative choices in several ways and at various points in its
production”. ( Eva-Maria Painer v. Standard VerlagsGmbH and Others, Case C-145/10,
https://curia.europa.eu/juris/document/document.jsf?text=&docid=115785 &pagelndex=0&doclang=en &mode
=lst&dir=&occ=first&part=1&cid=171443).

42 See for instance, the Austrian Supreme Court in OGH - 4 Ob 208/15i - 7.1.2016, and 4 Ob 184/13g -
17.12.2013.

43 Supreme Court case, NJA 2015 s. 1097:
https://www.domstol.se/hogsta-domstolen/avgoranden/2015/36097/. Previously, the Court of Appeal of
Norrland, 20 June 2011, n. B 1309-10, upheld a decision stating that the recording of a hockey match, with
the commentary, could not fall within copyright protection.
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make creative choices, including with regard to the placement of cameras, for the
recording of a football match to be considered as a copyright-protected work.*

In Ireland* and the UK,* however, fixation on a tangible medium is a requirement
for all copyrighted works, including films. In other cases (notably sports events involving
minor economic investment), filming may not be protected by copyright, as the degree of
originality and creativity is not sufficient (for instance filming with the aid of still cameras,
drones or robots may not be considered as fulfilling the creativity criteria, lacking the
choices and the stamp of the author).

3.1.2.2.2. Licences for the recording of sports events

If the sports event organiser (i.e. the federation or the league) records the sports event, it
will own the copyright in the recording, provided that the recording meets the conditions
of originality and creativity, as well as the related economic exploitation rights to that
recording.

In practice, sports event organisers usually commission the recording of the sports
events by third parties, such as broadcasters and/or producers, who hold related rights in
the work. In such cases, the sports event organisers may also transfer - with an
appropriate licence - the copyright in the work to the broadcasters and the producer. It is
therefore the responsibility of the broadcaster and/or the producer under this licence to
record and fix the event on a tangible medium.

3.1.2.2.3.  Producers’ related rights

The producer of the audiovisual work (i.e. the subject which materially produces the
recording) is granted related rights in the recording. This is the case in all covered
countries, in accordance with the Rental and Lending Rights Directive, which grants
related rights to the producer of the first fixation of the film, provided that the recording
of the sports event is considered to be a film or cinematographic work within the meaning
of Article 2 of the Rental and Lending Rights Directive, i.e. “a cinematographic or
audiovisual work or moving images, whether or not accompanied by sound”.#

Originality is not required for the granting of these related rights. However, if the
film is also original, it will be protected by copyright (as a copyrighted film) and by related

4 Football Association Premier League v. Ecatel, op. cit.

4 Section 2(1) Copyright and Related Rights Act of 2000.

46 Section 5B Copyright, Designs and Patents Act of 1988.

47 Moreover: i) the exclusive right to authorise or prohibit the making available to the public, by wire or
wireless means, in such a way that members of the public may access the original and any copies of the film
from a place and at a time individually chosen by them; ii) the exclusive right to distribute (make available to
the public in tangible copies) by sale or otherwise, in respect of the original or copies of their films.
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rights (for the first fixation). Furthermore, Articles 2(1)(d) and 3(2)(c) of the InfoSoc
Directive grant the producers of the first fixations of films, in respect of the original and
copies of their films, the exclusive rights to authorise the reproduction and the making
available to the public, by wire or wireless means, in such a way that members of the
public may access them from a place and at a time individually chosen by them (i.e. video
on demand). Unless national laws expressly provide otherwise,, the related rights in the
recording belong to the producers of the recording, who assign them to sports organisers.

3.1.2.3. Related rights of broadcasters

Related rights are also granted to broadcasters for the transmission of broadcast signals
for public reception. In fact, according to Articles 7(2), 8(3) and 9(1)(d) of the Rental and
Lending Rights Directive, broadcasters have the right to authorise or prohibit the fixation
of the broadcasts, the reproduction and the distribution of fixations, the rebroadcasting of
their broadcasts by wireless means, as well as the communication to the public of their
broadcasts if such communication is made in places accessible to the public against
payment of an entrance fee. Furthermore, Articles 2(1)(e) and 3(2)(d) of the InfoSoc
Directive respectively provide broadcasters with the exclusive rights to authorise the
reproduction and the communication to the public of the “fixations of their broadcasts,
whether those broadcasts are transmitted by wire or over the air, including by cable or
satellite”.*

In this case too, it is not necessary for the broadcast to meet any criteria of
creativity or originality in order to be protected by related rights. The rights which are
granted to broadcasters are as follows: (i) fixation; (ii) reproduction by specific technique;
(iii) broadcast by a television broadcasting organisation; (iv) rebroadcast; (v) putting
fixations into circulation; (iv) communication to the public at locations accessible for an
entrance fee; (vii) making their fixations available in such a way that anyone can access
the work at the place and time of their choosing (making the programme available
online).

3.1.2.4. Special forms of protection in the covered countries

As permissible under the CJEU’s judgment in the Football Association Premier League case,®
which states that member states can grant sports events specific legal protection under

4 The CJEU, in the C More Entertainment AB case, ruled that the InfoSoc Directive must be interpreted as not
precluding national legislation extending the exclusive rights of the broadcasting organisations as regards
acts of communication to the public which broadcasts of sporting fixtures made live on the internet may
constitute, provided that such an extension does not undermine the protection of copyright; CIEU, C More
Entertainment AB v. Linus Sandberg, 26 March 2015, C-279/13:
https://curia.europa.eu/juris/document/document.jsf?text=&docid=163250&pagelndex=0&doclang=EN &mod
e=Ist&dir=&occ=first&part=1&cid=22498559

49 https://curia.europa.eu/juris/liste.jsfznum=C-403/08 & language=en.
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national laws, eight of the covered countries have specific regulation of audiovisual rights
of sports events (Bulgaria, France, Greece, Hungary, Italy, Romania, Slovakia, Spain). As a
preliminary point, it should be noted that the above-mentioned audiovisual rights of
sports events are regulated differently under various legal provisions in the covered
countries, as reported in this section.

The French Code of Sport® assigns the exploitation rights to the sports federations
and event organisers in the sports events or competitions that they organise. However,
French legislation does not set the boundaries of these exploitation rights, nor does it
specify which rights can be included under the notion of exploitation. In the Roland
Garros case (Fédération Frangaise de Tennis, FFT v. Unibet), damages were awarded to the
FFT based primarily on the violation of its exploitation rights and trademark infringement.
As regards “exploitation” rights, the court ruled that any form of economic activity whose
purpose is to generate a profit and which would not exist if the sports event itself did not
exist, must be regarded as an exploitation within the meaning of this text. Additionally,
the court stated that the violated rights were included in the property rights.s* In any case,
the exploitation rights only cover the broadcasting of sports events and do not include
information and images not directly or exclusively related to sports events organised by a
federation. The Code of Sport also states that all or part of the exploitation rights in
sports events and competitions organised in each sports season by the professional
league may be assigned at no cost by the sports federations to sports clubs provided that
such sport clubs participate in these events and competitions (Article L. 333-1).52 The
commercial conditions of the exploitation rights assigned are defined through a decree.

Another example of specific regulation of audiovisual sports events is provided by
Article 3 of Italian Legislative Decree No. 9 of 9 January 2008, which holds that the
organiser of the competition (the Federation or the League) and the organisers of the
events (clubs) are joint owners of the audiovisual rights relating to the events of the
competition. However, Article 4 specifies that the exercise of the audiovisual rights
relating to the individual events of the competition is owned by the organiser of the
competition. Pursuant to Article 4(4), the audiovisual production of the event is managed
by the organiser of the event who, for these purposes, can film directly or through a
technical filming service, or rely on the broadcasters who have been assigned the
audiovisual rights. If the organiser of the event does not intend to carry out the
audiovisual production, then it is carried out by the organiser of the competition, who can
film directly or through a technical camera service or rely on the assignees of audiovisual
rights. The Italian legislative decree has also created a new and specific related right, by

>0 https://www.legifrance.gouv.fr/codes/texte_Lc/LEGITEXT000006071318/2021-04-06/.

>1 | eqalis, L'actualité du droit des nouvelles technologies, Cour d’appel de Paris Péle 5, 1ére chambre Arrét du 14
octobre 2009: https://www.legalis.net/jurisprudences/cour-dappel-de-paris-pole-5-1ere-chambre-arret-du-14-
octobre-2009/.
>2https://www.legifrance.gouv.fr/codes/section_lc/LEGITEXT000006071318/LEGISCTA000006167058/#LEGISC
TA000006167058.
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amending the Copyright Law and introducing Article 178-quater, which states that the
Copyright Law is applicable to audiovisual sports rights. This also means that audiovisual
sports rights derogate from the general rule of Article 178-ter of the Copyright Law which,
by implementing the Rental and Lending Rights Directive, grants exclusive rights to the
producer of cinematographic or audiovisual works or sequences of moving images. Thus,
the Italian Copyright Law grants related rights to both the organiser of the competition
(pursuant to Article 178-quater) and the producer (Article 178-ter).

The Greek law on sport also provides for specific protection for sports events
organisers (Law No. 2725/1999 on Amateur and Professional Sport, as last amended by
Law No. 4612/2020). Sports event organisers are granted exclusive economic rights over a
sports event as they are the legal entities organising and running the event. Every sports
club or professional sports entity enjoys the right to authorise through remuneration: (i)
radio or television broadcasting or retransmission, by any technical means, of sports
events hosted by said club or entity; (ii) recording and reproduction of sports events or
their snapshots, by any means and in any fixation material; (iii) public distribution of said
reproduction material by transfer of ownership, rental or public lending. Sports event
organisers can licence the above-mentioned related rights through an exclusive or a non-
exclusive licence.

In Spain, a Royal Decree holds that participation in a football league automatically
entails the assignment by the clubs to the organiser of the competition of the right to
commercialise the audiovisual rights to broadcasters on a collective basis.’* This provision
only covers the First and Second Divisions of the football league and some specific
tournaments (the so-called King's Cup, Copa de S.M. el Rey) or single events (Spanish
Super Cup). According to Article 1 of this Royal Decree, the rights of exploitation of
audiovisual content of football competitions include:

events that develop on the pitch, including the areas of the sports arena visible from the
same, from two minutes before the scheduled start time of the sporting event until the
minute following its conclusion, and include the rights for its broadcast both live and
deferred, in its entirety and in summary or fragmented versions, intended for exploitation
on the domestic market and in international markets.

It must be said that, according to Article 2 of the Royal Decree, the “ownership of the
audiovisual rights included” in the scope of the Royal Decree belongs to the participating
clubs, but the participation in an official professional football competition shall
necessarily involve the assignment by the holders (i.e. the clubs) of the right to the joint
marketing of the audiovisual rights to the organiser of the competition (i.e. the League).

>’Royal Decree No. 5/2015 of 30 April 2015 on urgent measures in relation to the commercialisation of the
exploitation rights of audiovisual content of professional soccer competitions. https://www.global-
regulation.com/translation/spain/616497/royal-decree-law-5-2015%252c-of-30-april%252c-on-urgent-
measures-in-relation-to-the-marketing-of-the-rights-of-exploitation-of-audiovisual-content-of-prof.html.
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In the other countries that do not have specific regulation of audiovisual rights,
the collective selling of audiovisual rights by sports organisers (leagues or federations) to
broadcasters is standard practice, with the sole exceptions of Portugal and Cyprus. The
exploitation of the audiovisual rights is granted to sports event organisers on a legislative
or a contractual basis.

On a contractual basis, in other countries, as mentioned, the collective
management and selling of audiovisual rights relies on the provisions of the federations’
statutes (e.g. Czech Republic, as well as the above-mentioned countries, where the
legislative provisions exclusively cover football events). In fact, the participation of a club
in a sports league or a sports federation automatically implies the acceptance of the rules
of these leagues and federations, including the rules assigning the exploitation of
audiovisual rights to the organiser. An exception is made when the clubs are also the
organisers of the competition, as in the case of friendly matches or tournaments. In these
cases, clubs are also entitled to commercialise the audiovisual rights in these events to
broadcasters. Moreover, in Bulgaria, Hungary, Romania and Slovakia, there are some
provisions that refer to audiovisual sports events and sports event organisers.

On a legislative basis, Article 36(1) of the Hungarian Sports Act states that the
“recording and broadcasting of sporting activity” belong to the sports federation which is
entitled to enter into agreements for the exploitation of the audiovisual rights (and, in
general, of the media rights) on behalf of the athletes and of the clubs. Similarly, Article
13(3) of the Bulgarian Physical Education and Sports Act** holds that broadcasting rights
are granted to clubs and sports federations, even if the contracts with broadcasters are
made only by federations through a collective licence. The only case in which the clubs
may directly negotiate with the broadcasters is that in which a sports event or a
competition (such as friendly matches or tournaments) is directly organised by the club.
However, this is a general rule which is followed in all the other countries in which a
centralised negotiation with the broadcasters is recognised as pertaining to the sports
leagues. As mentioned above, in Romania, Article 45(1) c) of Law No. 69/2000 on Physical
Education and Sports, the sports organisers, national sports federations and other sports
structures hold exclusive rights in the advertising, publicity and radio and television
transmission of the competition. In Slovakia, Article 8 Section 9 of Act No. 440/2015 on
Sport confers the right to give consent to the use of video, audio and video-audio
transmissions and recordings from competitions and other events, as well as the right to
indicate the competition by name, an unmistakable image symbol, an unmistakable
audible signal and the exclusive right to use that sign.

>+ http://www.lex.bg/bg/laws/ldoc/2133881857.
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3.1.3. Entitlement to take legal action regarding sports
events

As for the entitlement to take legal actions, the analysis highlights significant differences
among the covered countries. First and foremost, the “entitlement to take legal action” is
understood to be the status and condition of having the legal standing to assert one’s
rights - in the case of violation - before a court. Through a court action, the subject can
therefore ask for specific protection, such as inhibiting the violation, ordering an
injunction or obtaining compensation for the infringement of his/her rights. With regard
to sports events, the owner of the venue in which the sports event takes place (generally,
the sports club), or any licensee, may take legal action against any person who records or
transmits the event taking place in the venue without prior authorisation, in breach of
property rules (unauthorised access to the premises) or contractual rules (breach of
contractual obligations in the conditions of access which prohibit anyone with access to
the premise from filming, recording or broadcasting the event). These types of actions are
rare as they are not related to mass infringements, such as those committed by the
websites which retransmit the signal of sports events, but exclusively by the spectators of
these events.

In some jurisdictions, sports clubs can also be entitled to act against any person,
other than the licensed broadcaster, who unlawfully rebroadcasts the sports event.>> This
is possible in those countries (Bulgaria, Greece, Hungary, Romania) where the clubs are
entitled to autonomously negotiate audiovisual rights of sports events, but also in those
countries (Spain, Czech Republic, Portugal, Sweden) where the rules of the federations or
of the clubs entitle sports event organisers to negotiate audiovisual rights on behalf of
the clubs.®

This entitlement has been recognised in the Dutch case law, where the courts held
that the clubs are entitled to prohibit the rebroadcasting of sports events, based, inter
alia, on a judgment of the Dutch Supreme Court of 1987 granting sports clubs a form of
protection in respect of the broadcasting rights linked to their house rights.’” In another
case, it was disputed whether the football league was entitled to take legal actions
instead of the clubs: the Court of First Instance stated that the audiovisual rights were
owned by both the club and the league in charge of the tournament, but the Court of

>> Even if case law has not been reported, see Court of Lisbon, 26 September 2001, in which the sports club
Benfica sued television sports company Olivesdesportos, with which the club had entered into an agreement
for the audiovisual rights of soccer matches: https://www.sportbusiness.com/news/benfica-lose-tv-rights-
court-case/.

6 Liga Portugal (LP) and the Portuguese Football Federation (FPF) have entered into an agreement (a
memorandum of understanding - MoU) under which the audiovisual rights of the soccer Primeira Liga will be
centralised and negotiated directly by the FPF instead of by the individual football clubs from the 2027/2028
season onward.

°7 Hoge Raad, 23 October 1987, NJ 1988, 310 (KNVB v. NOS); Hoge Raad, 23 May 2003, NJ 2003, 494 (KNVB v.
Feyenoord).
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Appeal, and subsequently the Supreme Court, reversed this decision, granting the rights
exclusively to the clubs and thus the entitlement to sue the infringers.s

In Spain, the law provides only for an obligation to transfer the powers of jointly
commercialising audiovisual rights to the sports event organisers, but those rights are still
owned by the clubs; then the clubs themselves are also entitled to take legal actions, as
specified in the Explanatory Memorandum of Act 5/2015 of 30 April 2015.5°

The situation is different where legislative provisions grant the audiovisual rights
or their management exclusively to the sports event organisers (e.g. Italy, France, Spain,
Greece). In these cases, sports event organisers, rather than the individual clubs, may act
on the infringements of the audiovisual rights granted by the law. As mentioned, in Italy
the law assigns a related right to the sports event organiser, while in France and Greece
sports event organisers may bring a legal action on the basis of a generic exploitation
right.

Broadcasters or producers (or a production company) are also entitled to take legal
actions on different basis.© As stated, they are entitled to act for the protection of the
related rights granted by the Rental and Lending Rights Directive and by the InfoSoc
Directive in order to prohibit the fixation, the reproduction of the fixation and the
rebroadcasting and communication to the public of their broadcasts by third parties, as
well as for copyright infringement in the case of recording of sports events. The
relationship with the organisers (e.g. sports leagues) does not affect the possibility of
taking legal action, as long as they may act as owner of the copyright (in the case of
audiovisual recordings) or of the related rights (in the case of fixation) or as licensees of
these rights.s

As for the specific judicial remedies (prima facie proceedings, urgent proceedings,
proceedings on the merits), they are granted to all the subjects listed above: thus, the
entitlement to take legal action covers all the potential actions which are recognised by
the national law. The same subjects, where owning a specific right and where allowed by
the national laws, are also entitled to provide a notification to initiate a notice and take-
down procedure.

*8 Court of Appeal of The Hague, 31 May 2001 (KNVB v. Feyenoord); Hoge Raad, 23 May 2003, NJ 2003, 494
(KNVB v. Feyenoord).

% However, all the legal proceedings have been initiated by the Liga Nacional de Futbol Profesional and the
Real Federacion Espaniola de Fitbol, and by broadcasters.

% For the sake of completeness, one national expert reports that the entitlement to take legal action is
granted also to copyright collecting societies (Sweden), while another (more correctly in our opinion) stands
on the opinion that a collective management organisation is not entitled as broadcasting rights are not
collectively managed (Czech Republic).

61 See for instance Juzgado de lo Mercantil numero 1 de A Coruia, 7 February 2017 and Court of Milan, 13
January 2016.
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3.2. National remedies, enforcement rules and procedures

This section outlines the national remedies and enforcement rules, including procedures
and case law. It is divided into five main topics in order to provide an overview of the
different kinds of remedies applied: i) the legal qualification of the infringement, as an
introduction to the remedies provided by the national law; ii) the specific national
authorities and related competences; iii) notice and take-down procedures; iv) removal
and blocking orders (injunctions) v) codes of conduct and MoU. All concepts will be
defined and put into context.

3.2.1. Legal qualification of copyright infringement

Copyright infringement can be classified as a civil violation and/or a criminal offence.
Sometimes copyright infringements are differentiated depending on whether they are
committed for commercial purposes/for profit under national law.

3.2.1.1. Criminal offences and civil violations

In most covered countries, copyright infringement consists in both civil and criminal
violations. However, in some jurisdictions (Czech Republic, Latvia, Lithuania and Malta)
criminal proceedings based on copyright infringement are not frequent.

Regarding criminal sanctions, in the majority of the covered countries (for instance
Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, France, Luxembourg, Portugal,
Spain, UK), imprisonment and fines are provided and ordered by the courts. An example of
a criminal sanction is the Spanish one, where a fine of EUR 400 000 was issued to the
web pages www.exvagos.com, www.exvagosl.com and www.exvagos2.com for a very
serious infringement of the Law on Intellectual Property,® consisting in the resumption,
on two or more occasions, of illegal activities of infringement of IP rights on the internet;
the fine was issued in addition to the cessation of the activity.

On the other hand, in Croatia, , the punishment is only a monetary fine in cases of
misdemeanours, while the sanction is imprisonment for up to three years for other
criminal offences which include infringement of copyright or related rights.

In other countries, the criminal sanction is mostly represented by imprisonment.
For instance, in the UK, criminal sanctions were tightened in 2017 from two years to ten

62 Real Decreto Legislativo 1/1996, de 12 de abril, por el que se aprueba el texto refundido de la Ley de Propiedad
Intelectual, regularizando, aclarando y armonizando las disposiciones legales vigentes sobre la materia:
https://wipolex.wipo.int/en/legislation/details/20049.
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years’ imprisonment, when Parliament increased the maximum sentence through the
Digital Economy Act 2017, Section 32.¢*

Similarly, in Poland, the criminal penalty consists in imprisonment for up to three
years in the case of: the manufacture of devices or their components used for unlawful
removal or circumvention of effective technological measures preventing communication
to the public; the recording or reproduction of works or objects of related rights or trades
on such devices or their components; advertising them for sale or rental purposes.

However, in only three countries (ltaly, Spain, UK) have the operators of infringing
platforms and websites been imprisoned for massive copyright infringements of
audiovisual rights, insofar as these operators were responsible for allowing them.

3.2.1.2. The notion of commercial purpose in copyright infringement

This paragraph summarises different legal rules on criminal offences committed for
commercial purposes and/or acting for profit.

As regards the commercial purposes of the infringement and/or acting for profit,
reference should be made to the concept of commercial scale infringement held by the
IPRED (Articles 6(2), 8(1) and 9(2)). This notion is not defined by the IPRED, even if its
Recital 14 states that acts “carried out for direct or indirect economic or commercial
advantage, normally excluding acts carried out by end consumers acting in good faith” are
included in this notion. Furthermore, according to the “Guidance on certain aspects of
Directive 2004/48/EC of the European Parliament and of the Council on the enforcement
of intellectual property rights”, the concept of commercial scale:

should be interpreted and applied taking into account qualitative elements, such as the
economic or commercial advantage which may be pursued by the infringements in
question, as well as quantitative elements, such as the number and extent of the
infringements, which are relevant in the case at hand.¢

As for the “commercial purpose” in the covered countries, different definitions can be
used for this notion, in particular: ii) financial gain; or ii) commercial scale.

Only in five of the covered countries do the national laws not differentiate the
crimes depending on acting for profit (Bulgaria, Cyprus, Latvia, Poland, Romania). In all
the other jurisdictions, there is a differentiation of crimes based on acting for profit, which
generally has an impact on the severity of the criminal sanction.

In Austria, Belgium, Estonia, Finland, Germany, Ireland, Slovakia and Slovenia,
where infringers have acted for profit, imprisonment and fines are the sanction provided

63 https://www.legislation.gov.uk/ukpga/2017/30/section/32.
64 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0708 &rid=1.
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against them. In the Czech Republic, the damages are calculated based on the profit
obtained. In Greece and Slovenia, the parameters of high market value, very high market
value and commercial scale are considered in order to establish a higher sanction.

In Spain, the classification as a crime or misdemeanour is determined by the
concurrence in the act of infringement of two circumstances: (i) the intention to obtain a
direct or indirect economic benefit and (ii) whether the act is carried out “to the detriment
of a third party”.ss

According to German national law, an infringement is considered to have been
committed for commercial purposes when it consists of a repeated infringement of rights
with the aim of creating an income stream that is more than just temporary. Therefore, a
single infringing act committed for profit does not amount to infringement committed on
a commercial basis.

In Estonia, the Penal Code specifies certain criteria to define commercial
purposes, for instance that the infringement is committed by means of a computer system
in a professional and economic activity and the amount of gain is higher than the amount
of 20 minimum daily rates of this economic activity.

In the case of infringement on a commercial scale, the penalty is greater. In
Greece, if the gain sought from the copyright infringement - such as an illegal
reproduction of a copyrighted work - is of particular economic relevance, the penalty
shall be not less than two years’ imprisonment and a fine.% This sanction can be applied
where the infringement is committed not only for financial gain, but also on a commercial
scale. The term “commercial scale” in the context of a criminal offence, means that the
perpetrator poses a serious threat to the protection of copyright or related rights.

3.2.2. Specific national bodies with competence in relation
to copyright infringement

This section indicates whether the covered countries have specific bodies, other than
judicial bodies, which are competent to enforce online copyright, specifying their roles
and powers in relation to online copyright enforcement, also with reference, where
existing, to the infringement of rights in sports events.

In some covered countries, administrative authorities have recently been created
or empowered with specific competences in relation to copyright infringement and/or in
the issuing of administrative blocking orders (France, Greece, Italy, Lithuania, Spain).
Recourse to these bodies does not exclude the possibility of filing civil or criminal actions.
However, in Italy and Greece, when a case has already been filed before an administrative

65 According to Article 270 of the Spanish Criminal Code, both conditions are necessary for the act to qualify
as a crime.
¢ Article 66(3) of Law No. 2121/1993.
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authority, the proceedings will be suspended by the courts until the case has been settled
before the administrative authority.

In France, a new law was recently enacted on the regulation and protection of
access to cultural works in the digital age,®” which provides for the creation, from January
2022, of a new authority (ARCOM),8 merging the former HADOPI® and the French
audiovisual regulatory authority (CSA), with extended competences, notably in the fight
against online piracy. In particular, ARCOM will be given competences to identify
infringing websites and notify intermediaries for the purpose of blocking access, and to
request search engines, directories and other indexing services to de-index infringing
websites. In addition, ARCOM will have the power to extend courts’ dynamic blocking
orders to related domain names and mirror sites. The new law also foresees agreements
between rightsholders and intermediaries to guarantee the enforcement of court
decisions and the establishment of a “blacklist” of infringing websites. In the case of non-
compliance, intermediaries may be exposed to further legal action.

The Italian Communications Authority (AGCOM) adopted resolution No.
680/13/CONS setting up a procedure on copyright infringements on electronic
communications networks. AGCOM, in compliance with the criteria of graduality,
proportionality and adequacy (Article 4) may order the selective removal of the infringing
digital works or, in case of massive violations and if the servers are located outside the
Italian territory, may order the ISPs to disable access to these servers.

In Greece, the Committee for the Notification of Copyright and Related Rights
Infringement on the Internet (EDPPI)® is in charge of complaints concerning the
infringement of IP rights committed on the internet. It has an alternative competence, in
the sense that a precondition for examining an infringement is that the same case is not
pending before the national courts. The EDPPI can issue its orders against ISPs (access
and hosting providers) as well as against the operators of websites or platforms, but not
against end-users.

In Estonia, the Copyright Committee, formed at the Patent Office,”* works as a
conciliatory body (out-of-court settlement, pursuant to Article 17 of the E-Commerce

67Law No. 2021-1382 of 25 October 2021 on the regulation and protection of access to cultural works in the
digital age (LOI n°® 2021-1382 du 25 octobre 2021 relative a la régulation et a la protection de l'acces aux
oeuvres culturelles a l'ére numérique),
https://www.legifrance.gouv.fr/dossierlegislatif/JORFDOLE000043339178/.

68 Autorité de régulation de la communication audiovisuelle et numérique (Audiovisual and Digital
Communication Regulatory Authority).

% The Hadopi (Haute autorité pour la diffusion des oeuvres et la protection des droits sur internet - High
authority for the distribution of works and protection of rights on the internet) is an administrative body
whose competences included, until recently, the protection against online copyright infringement and the
regulation and identification of measures to protect IP rights.

70 https://opi.gr/en/committee

71 § 87. Copyright committee: (1) A copyright committee (hereinafter the committee) shall be formed at the
Patent Office and the committee shall act in the capacity of an expert committee. The minister responsible for
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Directive as transposed in & 87 of the Copyright Act) and therefore manages copyright and
related rights disputes, although it has not been involved in sports broadcasting rights
infringements. In Lithuania, the Lithuanian Radio and Television Commission is
empowered to address extra judicial blocking injunctions for online infringements.

In Spain, the national body with competences in relation to infringement of
copyright is the Second Section of the Intellectual Property Commission (IPC) (also
referred to as the “Second Section”), an administrative body controlled by the Ministry of
Culture. The function of the Second Section is to restore legality in the digital field with
respect to cases of infringement of IP rights by the person(s) in charge of an information
society service (ISS), provided that such a person - directly or indirectly - acts for profit
or has caused or is likely to cause pecuniary damage to the holder of such rights. In these
cases, the Second Section is entitled to issue blocking and removal orders, in the form of
administrative injunctions.

In the other covered countries (Austria, Croatia, Cyprus, Czech Republic, Denmark,
Finland, Germany, Hungary, Ireland, Luxembourg, Malta, Netherlands, Poland, Romania,
Slovenia, Sweden, UK) there is no national body with competence in relation to copyright
infringement other than the courts and judicial bodies.

The table below shows the covered countries where a specific national body holds
specific competences in relation to copyright infringement.

the area shall appoint the members of the committee for a period of five vyears.
https://www.riigiteataja.ee/en/eli/504032021006/consolide
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BE

BG

cy

Ccz

DE

DK

EE

ES

Fl

FR
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Specific national bodies with competence in relation to copyright infringement

- Competent authority Competences and roles

No

Flemish Media Regulator in the
Flemish Community; High Council of
Audiovisual Services in the French
Community and Ombudsman in the
French and German-speaking
communities

Minister of Culture

No

No

No

No

Copyright Committee

Second Section of the Intellectual
Property Commission (IPC)

No

Haute Autorité pour la diffusion des
oeuvres et la protection des droits sur

No

Monitoring compliance with various obligations
related to copyright and handling any complaints
about governmental bodies

Out-of-court dispute settlement, according to
Article 98c of the Law on Copyright and
Neighbouring Rights, according to L.331-12 to
L.331-37 of the French Intellectual Property Code

No

N/A

No

No

Out-of-court dispute settlement, according to §
87 of the Copyright Act

Blocking and removal orders (also in the form of
administrative injunctions)

No

Identification and notification to infringing
websites for the purpose of blocking access;
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- Competent authority Competences and roles

U'Internet (HADOPI) ; From January
2022, ARCOM (Autorité de régulation
de la communication audiovisuelle et
numeérique)

GR

HR

HU

LT

LU

LV

MT

NL

Committee for the Notification of
Copyright and Related Rights
Infringement on the Internet (EDPPI)

No

No

No

Italian Communications Authority
(AGCOM)

Lithuanian Radio and Television
Commission

No

National Electronic Mass Media
Council

No

No

requesting search engines and indexing services
to de-index infringing websites; extending courts’
dynamic blocking orders to related domain
names and mirror sites; promoting the
establishment of “blacklist” of infringing
websites, between rightsholders and
intermediaries.

Examination of any complaint of infringement of
copyright or related rights committed through the
internet; ordering dynamic blocking injunctions

No

No

No

Ordering the removal of digital works or, in the
case of massive violations and if the servers are
located outside the Italian territory, ordering ISPs
to disable access to the servers

Ordering of extra judicial blocking injunctions for
online infringements

No

Monitoring and controlling illegal
retransmissions of audiovisual programmes

No

No
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- Competent authority Competences and roles

PL No No
PT General Inspectorate of Cultural Imp95|t|qn of anlnlstratlve fines and
o confiscation of illegal works and related
Activities (IGAC) .
instruments

R

0 No No

E
S No No
Sl No No

Minister of Culture, Minister of

Finance and Telecommunications . . .
SK Ordering monetary sanctions, as provided by Act

Office of the Slovak Republic and No. 220/2007 and Act. No. 308/2000
Council for Broadcasting and

Retransmission

K
u No No

Source: Analysis of the responses to the European Audiovisual Observatory standardised questionnaire

3.2.3. Notice and take-down procedures

When the E-Commerce Directive was adopted, it was decided that the need for
harmonising notice and take-down (NTD) provisions at the EU level would be assessed as
part of the implementation reports of the Directive (see Article 21(2)). The Directive itself
encourages the adoption of self-regulatory rules in this field (Article 16 and recital 40).
The E-Commerce Directive (notably Article 14) has a horizontal application, and it has
been widely used in cases of copyright infringement. The Directive does not impose an
obligation to regulate NTD procedures. In the event, the absence of an obligation to
introduce NTD measures has led to a strong fragmentation among the covered countries.

In fact, in some of the covered countries, NTD procedures are provided for at the
legislative level (for example in Austria, Finland, Greece, Hungary, Italy, Luxembourg,
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Malta, Netherlands, Romania, Slovakia, Sweden), while in others no statutory provisions
have been made in this respect (for example in Belgium, Bulgaria, Croatia, Cyprus, Czech
Republic, Denmark, Ireland, Latvia, Lithuania, Poland, Portugal, UK).

For example, in Belgium, the requirements for NTD procedures are identified by
the case law of the national courts. In the Belgacom v. IFPI - Universal case of 2001, the
Brussels Court of Appeal established specific guidelines for copyright owners and ISPs. In
particular, the notification must include at least the following information: (i) the claimant
must notify the ISP about the existence of the infringing content; (ii) the reasons why,
prima facie, the content is considered to be infringing or otherwise illegal; (iii) specific
and detailed information in order to allow the ISP to identify the disputed content. The
ISP should prove within three business days that the flagged content is legal, otherwise it
must suspend it or restrict access to it. In the event that the content at issue is
subsequently declared to have been legally posted, the claimant should accept liability,
and hold the ISP harmless. The guidelines are commonly applied by the Belgian courts to
determine the conditions under which an ISP may be held liable for the provision of its
services to users and third parties.

In addition, in countries such as Estonia, Greece, Italy, Lithuania, or Spain, an
administrative procedure has been implemented.

For instance, in Spain, the administrative procedure that has been introduced is
based on Article 195 of the Intellectual Property Law and must be brought before the
Second Section of the Intellectual Property Commission (IPC). According to this procedure,
the prior notification, sent by the claimant to the ISP, should at least identify the exact
protected work, the rightsholder and a URL where the work is made available to the
public. If the ISP does not answer or does not remove the infringing content, then the
Second Section of the IPC may adopt measures.

In Italy, an NTD procedure specifically devoted to copyright infringement was
introduced by the above-mentioned Resolution No. 680/13/CONS of AGCOM”2 and entered
into force on 1st April 2014. The notification made by the copyright holder should fully
complete AGCOM’s template otherwise it will be dismissed. Upon receiving the
notification and analysing it, AGCOM opens a proceeding notifying the ISPs and, if known,
the uploaders and editors of websites and web pages. ISPs and uploaders can submit a
counter-notification within five days. The procedure cannot be undertaken if a lawsuit is
pending between the same parties for the same issue before a court.

In Estonia, § 10 of the Information Society Services Act (“Restricted liability upon
provision of information storage service”) entitles the Estonian Copyright Protection
Organisation (ECPO), following a notification by a copyright holder, to contact an ISP
(generally a hosting provider) in order to remove illegal content within a specific deadline
decided by the authority on a case-by-case basis.

72 However, the resolution is applicable to certain copyright works (audiovisual works) and to certain
operators (providers of audiovisual media services).
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For instance, in Germany, § 97a UrhG? lists the information that the injured party
or its representative (e.g. a lawyer) must notify to the infringer (website or Internet
platform) or to the hosting provider. The notification gives the infringer an opportunity to
desist from the infringement and to settle the dispute. The notification shall a) state the
name or company of the injured party if it is not the injured party but a representative
who gives the notification, b) provide a precise description of the infringement, c) break
down claims to payment asserted into claims for damages and claims for compensation,
and d) if the notification contains a request to enter into an obligation to desist from
infringement, it shall state to what extent the proposed obligation to desist from
infringement goes beyond the notified infringement. All the conditions must be met. If
the notification is addressed to a hosting provider, this provider must then forward the
notification to the potential infringer who may respond and deny the allegation, in which
case the complainant must provide additional evidence, as specified by the case law.™*

Moreover, it is worth mentioning that in Germany and Estonia, the prior use of
NTD procedures is a condition of admissibility for the filing of a judicial complaint.

On the other hand, in Finland, the procedure of removal without revealing the
identity of the infringer, before the proceeding, is considered to be more efficient,
because it would take too long to start civil proceedings.

Another procedure is that of French Law No. 2004-575 of June 21, 2004, on
Confidence in the Digital Economy (Loi pour la confiance dans ['économie numérique -
LCEN). According to Article 6-1-5 LCEN, the ISP is aware of the illegal nature of the
content where it is notified with the following information: a full identification of the
natural person or legal entity reporting the illegal content; a description of the illegal
content, its location and, if relevant, the electronic address where the content can be
accessed; the legal basis on which the illegal content should be removed or blocked; a
copy of the message sent to the author or publisher of the illegal content or the request
for its suspension.

Concerning the obligation to remove the illegal content, in Belgium, Poland and
Slovenia, there is no general obligation for providers to monitor the information which
they transmit or store, nor is there a general obligation to actively seek facts or
circumstances indicating some illegal activity taking place. However, providers must
promptly inform the competent public authority if they become aware of illegal content.

In France, Germany, Hungary, Romania and Sweden, on the other hand, the service
provider has to remove or block the access to the content and is also obliged to stop the

7 Act on Copyright and Related Rights (Gesetz Uber Urheberrecht und verwandte Schutzrechte),
https://www.gesetze-im-internet.de/urhg/added.

74 BGH (German Federal High Court of Justice), decision of 25.11.2011 - VI ZR 93/10 - Blog-Eintrag, printed in
GRUR (Gewerblicher Rechtsschutz und Urheberrecht) 2012, 331; BGH (German Federal High Court of Justice),
decision of 17.08.2011 - | ZR 57/09 - Stiftparfum, printed in GRUR (Gewerblicher Rechtsschutz und
Urheberrecht) 2011, 1038.

© European Audiovisual Observatory (Council of Europe) 2021

Page 31


https://www.gesetze-im-internet.de/urhg/added

MAPPING REPORT ON NATIONAL REMEDIES AGAINST
ONLINE PIRACY OF SPORTS CONTENT

infringement and prevent similar ones. In Hungary, the procedure provided by Article 13
of the Copyright Act’s establishes that, within eight days of becoming aware of the
infringement, the complaining party shall address the notification to the ISP, which is
expected to remove the content “expeditiously”. The uploader of the content may submit
a complaint and, in this case, the ISP is allowed to reinstate the content.

There are different ways to establish actual knowledge of the infringing activity
for access and hosting providers. For instance, in Germany, § 10 of the Law on Telemedia
Services (TMG) provides that actual knowledge and awareness of the illegal content is
established when a sufficiently precise notification is given. In this respect, a judgment of
17 August 2011 of the German Federal High Court of Justice (BGH) held that a reference
to copyright infringement is only worded specifically enough if the addressee of the
notice can easily understand the legal infringement. In Lithuania, the service provider is
considered to have acquired the knowledge only upon receiving a notification about the
illegal conduct of users or the illegal content hosted on its servers.

In the UK, Section 191JA of the Copyright, Designs & Patents Act provides that the
High Court shall have the power to grant an injunction against a service provider, if the
service provider has actual knowledge of another person using their service to infringe
copyright. In establishing actual knowledge, the court must evaluate all the elements and
circumstances that appear to be relevant, including whether a notice has been received by
the service provider; this notice must also include the details of the infringer.

In general, even when the law or administrative regulations do not make an
explicit reference, from a jurisprudential perspective, the courts require the exact
identification of the content, i.e. through the indication of the relevant URLs in order to
establish actual knowledge. Some courts’ have justified the necessary targeting of URLs
by the proportionality principle, considering that, on the one hand, the ISP is expected to
act without delay to ensure the protection of the copyright and the related rights of the
claimants, while, on the other, the claimant (i.e. the copyright holders) must facilitate the
search for infringing content.

As regards the entitlement to submit notifications, in the majority of the covered
countries, the rightsholder is the party entitled to do so. However, in some covered
countries, other parties are also entitled to do so, such as in Estonia (the Copyright
Protection Organisation), in Romania (the national authority or any interested party), or in
Spain (the Second Section of the Intellectual Property Commission). Moreover, in two of
the covered countries, the rightsholder must prove that he/she is the person who is
entitled to submit notification of the illegal content (Germany and Finland).

75 HCA (Act No. 76 of 1999 on Copyright Law/1999. évi LXXVI. térvény a szerzdi jogrol).
https://net.jogtar.hu/jogszabaly?docid=99900076.tv.
76 Court of Appeal Milan, 1 February 2015.
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Table 2. Notice and take-down procedures

Notice and take-down | Entity entitled to Conditions for the .
. R . i Effects of the notices
procedure submit notices submission of notices

Notification must
include the facts
AT . underlying the Cease-and-desist
ves Rightsholder copyright and the type | order
of copyright
infringement

Notification to the
service provider of the
existence of the
illegal content; proof,
provided by the
service provider, that
the content is legal,

on the contrary the The suspension or
BE . rovider must suspend | restriction of access to
Yes Rightsholder P . P . .
or restrict access to it. | the illegal content by
In the case of the service provider
audiovisual sports
content, notification
to the service provider
of the infringement
and a request for the
prompt removal of the
content
BG
No No No No
cY
No No No No

© European Audiovisual Observatory (Council of Europe) 2021

Page 33



cz

DE

DK

EE

ES

Yes

Yes

No

Yes

Yes
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Notice and take-down | Entity entitled to Conditions for the .
. . e ik Effects of the notices
procedure submit notices submission of notices

Rightsholder

Rightsholder

No

ECPO (Estonian
Copyright Protection
Organisation)

Rightsholder -
Second Section of the
IPC

Page 34

Notification
identifying precisely
the content and the
illegal nature of the
same

Evidence of the
ownership of the
rights

Notification
identifying precisely
the illegal nature of
the content and
providing evidence of
it

No

Notification
identifying precisely
the illegal nature of
the content and
requesting the
removal of the illegal
content by the ISP

Notification
identifying precisely
the illegal nature of
the content and
requesting the
removal of the illegal
content by the ISS

A second complaint to
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To establish actual
knowledge and the
liability of the service
provider, the ISP must
examine the
notification and
respond to it. The
service provider can
remove the content or
deny access to it, after
the evaluation of the
notification.

The establishment of
actual knowledge and
liability of the
provider. As soon as
the service provider
becomes aware, he or
she has to act
expeditiously to
remove the
information or disable
the access to it.

No

N/A

Measures adopted by
the Second Section of
the IPC in order to
remove the content

In the event of non-
compliance, a fine of
between EUR 150 001
and EUR 600 000 will
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Notice and take-down | Entity entitled to Conditions for the .
. . e ik Effects of the notices
procedure submit notices submission of notices

Fl

Yes

Rightsholder
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the Second Section of
the IPC if the ISS has
not answered

Notification shall
include: (i) the name
and contact
information of the
notifying party;

(i) an itemisation of
the material, for which
prevention of access is
requested, and details
of the location of the
material;

(iii) confirmation by
the notifying party
that the material
which the request
concerns is, in its
sincere opinion,
illegally accessible in
the communications
network;

(iv) information
concerning the fact
that the notifying
party has in vain
submitted its request
to the content
provider or that the
content provider could
not be identified;

(v) confirmation by the
notifying party that
he/she is the holder of
copyright or related
rights or entitled to
act on behalf of the
rightsholder;

(vi) the signature of
the notifying party.

be issued.

Prevention of access
to the illegal content
by the hosting service
provider: if the service
provider
acknowledges that the
prevention is not
useful, the service
provider must present
a plea and it must
include proof as to
why the prevention
was not applied..



FR

GR

Yes

Yes, in the case of live
events
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Notice and take-down | Entity entitled to Conditions for the .
. . e ik Effects of the notices
procedure submit notices submission of notices

Rightsholder,
beneficiary, user

Rightsholder

(i) full identification of
the natural personal
or the legal entity
reporting the illegal
content

(i) a description of the
illegal content, its
location, the
electronic address
where the content can
be accessed

Blocking access to or
removing the content

(iii) the legal basis on
which the unlawful
content should be
removed or blocked

(i) a largescale
violation of protected
copyright and related
rights on the internet
through a national or
global live and
imminent
transmission of the

event .
Prevention of the

broadcasting of illegal
content and the order
to block access to a
website or a domain
name for the whole
duration of the event

(i) specific URLs, IP
addresses or domain
names, that support
the unauthorised
subscription
connection by any
means and, in
particular, by the use
of passwords or of a
decoder

(iii) urgent need of
preventing an
immediate, serious
and imminent danger
or irreparable damage
to the public interest
or to the rightsholder
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Notice and take-down | Entity entitled to Conditions for the .
. . e ik Effects of the notices
procedure submit notices submission of notices

HR Yes Rightsholder
HU Yes Rightsholder
IE Yes Rightsholder
T Yes Rightsholder
LT Yes Rightsholder
LU Yes Rightsholder
Lv Yes Rightsholder
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Conditions specified in
the terms and
conditions of the
platform

Notification to service
provider in a private
document precisely
identifying the
content of an illegal
nature

Notification precisely
identifying the
content of an illegal
nature

Reporting the
infringement of
copyrighted work to
AGCOM, including the
URLs where the
content is found with
sufficient details in
order to ensure the
provider’s knowledge

No

Reporting the
infringement of
copyrighted work

Principle of
voluntariness

N/A

The service provider
must remove the
illegal content at the
request of the
rightsholder.

Civil Lliability

Order to remove the
illegal content; order
to disable access to
the relevant digital
works in the case of
massive infringements

No

The service provider is
not obliged to remove
the content. It is up to
the plaintiff to prove
having duly notified
the intermediary of
the infringement.

The service provider is
not obliged to remove
the content.



MT

NL

PL

PT

RO

SE

Yes

Yes

Yes

No

Yes

Yes
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Notice and take-down | Entity entitled to Conditions for the .
. . e ik Effects of the notices
procedure submit notices submission of notices

Rightsholder

Rightsholder

Rightsholder

No

National authority;
interested person

N/A
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N/A

N/A

Conditions of a
general notice

No

Written complaint,
reasons on which the
complaint is based,
date and signature

N/A

MAPPING REPORT ON NATIONAL REMEDIES AGAINST

If legal action is taken,
the liability of the
intermediaries,
including the online
hosts is limited or
removed.

Civil liability if the
illegal content is not
taken-down.

The service provider is
free to decide if the
notice is reliable or
not and in
consequence, remove
or block the illegal
content. The liability
of the service provider
is established
according to his/her
experience and
previous activity in
the field of hosting
services.

No

Removal of the illegal
copyrighted work

Removal of the illegal
content, application of
criminal sanctions, if
the service provider
fails to fulfil the
obligation to remove
the illegal content.



Notice and take-down | Entity entitled to Conditions for the .
. R e ik Effects of the notices
procedure submit notices submission of notices

Sl

No
SK Yes
UK No

Source: Analysis of the responses to the European Audiovisual Observatory standardised questionnaire

Rightsholder
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No

The conditions
specified in the terms
of the platform

No
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3.2.4. Permanent and interim injunctions

EU legislation provides specific enforcement measures to be used by rightsholders.

Article 8(3) of the InfoSoc Directive” provides for injunctions against ISPs if their
services are used by a third party to infringe copyright or a related right. Recital 59 of the
same directive states:

Member States shall ensure that rightholders are in a position to apply for an injunction
against intermediaries whose services are used by a third party to infringe a copyright or
related right.

For the infringement of intellectual property rights, Article 11 of the IPRED?® holds
that competent judicial authorities can issue injunctions prohibiting the continuation of
an infringement on the basis of a judicial decision. The injunctions may be addressed to
both the direct infringers (websites or platforms) and the ISPs whose services are used by
a third party in order to infringe the rights. Moreover, Article 9 of the IPRED holds that
interlocutory injunctions are:

intended to prevent any imminent infringement of an intellectual property right, or to
forbid, on a provisional basis and subject, where appropriate, to a recurring penalty
payment where provided for by national law, the continuation of the alleged
infringements...

Finally, Article 14 of the E-Commerce Directive” holds that, in the case of hosting,
ISPs are not liable if they do not have knowledge of the illegal activity or information and,
as regards claims for damages, if they are not aware of facts or circumstances from which
the illegal activity or information is apparent. In the event that the ISPs have actual
knowledge of illegal activity or information, they are not liable if they act expeditiously to
remove or to disable access to the information. Article 18 of the same directive adds:

77 Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the harmonisation
of certain aspects of copyright and related rights in the information society:
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32001L0029:en:HTML.

78 Directive (EU) 2004/48/EC of the European Parliament and of the Council of 29 April 2004 on the
enforcement of intellectual property rights: https://eur-lex.europa.eu/legal-content/EN/ALL/
2uri=CELEX%3A32004L0048R%2801%29. “Member States shall ensure that, where a judicial decision is taken
finding an infringement of an intellectual property right, the judicial authorities may issue against the
infringer an injunction aimed at prohibiting the continuation of the infringement. Where provided for by
national law, non-compliance with an injunction shall, where appropriate, be subject to a recurring penalty
payment, with a view to ensuring compliance. Member States shall also ensure that rightholders are in a
position to apply for an injunction against intermediaries whose services are used by a third party to infringe
an intellectual property right, without prejudice to Article 8(3) of Directive 2001/29/EC".

7% Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic commerce, in the Internal Market (‘Directive on
electronic commerce'): https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32000L0031
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Member States shall ensure that court actions available under national law concerning
information society services' activities allow for the rapid adoption of measures, including
interim measures, designed to terminate any alleged infringement and to prevent any
further impairment of the interests involved.

The E-Commerce Directive is horizontal, and its provisions may be applied in general to
all civil and criminal law violations including copyright or related rights infringements.

Injunctions may be divided into permanent injunctions and interim injunctions.
Whereas permanent injunctions are issued after a proceeding on the merits, interim
injunctions can be issued by a court without a full hearing on the merits of the case,
because the rights or interests of the claimant could be irreparably and seriously harmeds®°
by the duration of a proceeding on the merits.®* The principal aim of interim injunctions is
to prevent or limit further injury and irreparable harm caused by the infringement. In
general, interim injunctions remain in force until the end of a proceeding on the merits. In
some countries, parties asking for an interim injunction must demonstrate that the length
of the full trial might jeopardise their ability to enforce their rights (e.g. Austria®,
Denmark,® Italy®). In some cases, proof of the urgency by the plaintiff is not mandatory in
order to obtain the interim injunction (Belgium,® Germany?® Netherlands?).

In the case of urgent proceedings, provisional and precautionary measures may be
ordered without the defendant having been heard (ex parte proceedings). In general, ex
parte measures are taken at the request of the plaintiff (France, Finland, Italy, Romania),
which is expected to provide a prima facie evidence (Germany, lItaly, Luxembourg). The

8 |rish courts, in accordance with the leading case Merck, stand on the opinion that a preliminary injunction
cannot be issued where the defendant is likely to suffer a greater irreparable damage by the granting of the
injunction. Merck Sharp & Dohme Corp v. Clonmel Healthcare Ltd, [2019] IESC 65,
https://www.bailii.org/ie/cases/IESC/2019/S65.html

8 The Report of the European Parliament with recommendations to the Commission on challenges of sports
events organizers in the digital environment of 2021 underlined the necessity of speeding up the procedures
in the case of live broadcasting of sports events. In particular, the Report proposed a legislative modification
of the EU legal framework in order to clarify that “acts expeditiously” set out in Article 14 of the E-Commerce
Directive “is considered to mean immediately or as fast as possible and in any event no later than within 30
minutes of the receipt of the notification from rightholders”, without the necessity of any court order.
Furthermore, the European Parliament also asked for a modification of the IPRED aimed at introducing “the
possibility for the relevant judicial or administrative authority to issue injunctions requesting the real-time
disabling of access to, or removal of, illegal online live sport events content” and at allowing the use of
temporary blocking injunctions limited to to the duration of the live broadcast.

82 § 381 Executions order

8 Section 413 of the Administration of Justice Act

8 Article 700 Civil Procedure Code

8 In Belgium this proof must be provided in the summary proceedings, while it is not required in the case of
stakingsvordering, i.e. interim injunctions ordered by the judge at any stage of the trial during a proceeding on
the merits.

8§ 935 ZPO

8 Article 254 Dutch Civil Procedure Code
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preconditions for issuing these measures may differ in the individual jurisdictions. In
Ireland, a high standard of evidence is required while, in other countries, a condition often
applied by the courts is that the amount of copyrighted works infringed must be
significant (Finland); this is occasionally calculated on the percentage of the works
displayed on the website or platform (Netherlands). Furthermore, ex parte measures are
considered to be exceptional.®® The party which introduced the ex parte proceeding must
commence proceedings leading to a decision on the merits within a certain deadline,
otherwise the interim injunctions cease to have effect. The deadline can be set by the law
(e.g. Belgium, Greece, Hungary) or by the court issuing the injunction (e.g. Czech Republic,
Luxembourg, Slovenia). In this latter case, the deadline is usually 30 days. In some
covered countries, the injunction is confirmed, without the necessity of a further
proceeding on the merits, if it is not appealed by the defendant (Germany, Italy). In
general, no damages can be claimed in urgent procedures aimed at issuing an interim
injunction (e.g. Belgium, Italy, Luxembourg).

While no specific injunction procedures are provided by EU law that specifically
relate to illegal live broadcasting, the following types of injunctions could be relevant:
removal or blocking injunctions; dynamic injunctions; live blocking injunctions (which are
a sub-category of the dynamic injunctions); de-indexing injunctions. These will be
assessed in the following sections.

3.2.4.1. Removal or blocking injunctions

Although EU legislation does not provide a specific definition, the term “blocking
injunction” commonly and generally refers to injunctions which require intermediaries to
block or disable access to the infringing content made available through a website or a
platform by putting appropriate technical measures in place.

3.2.4.1.1. The scope and criteria of blocking injunctions

In general, the addressees of blocking injunctions are access providers (or “innocent” ISPs,
as they are not the direct infringers), as in all the covered European jurisdictions, it is not
required that the lawsuit be brought jointly against the access providers and the alleged
infringers. Furthermore, the notion of an ISP is interpreted by the CJEU in an extensive
manner, including other operators such as hosting providers and domain name managers.
As clarified in the CJEU’s Telekabel judgment, an ISP “is an intermediary whose services
are used to infringe a copyright or related right within the meaning of Article 8(3) of [the

8 For instance, in Greece “extreme urgency” is required, while in Belgium the requirement is “absolute
necessity”.
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InfoSoc] Directive 2001/297, without limiting the scope to the services provided by the
intermediary.#®

In one country (Finland), measures may be issued against ISPs only in the case of
an unknown infringer (in which case the claimant must indicate the measures taken to
identify the alleged infringer) or after suing the direct infringer.

As elaborated above, in Germany, a notification of the infringement must first be
addressed to the “infringer” or “interferer” (Stérerin) (Internet platform or hosting service)®
before legal proceedings are commenced and the latter has not acted expeditiously in
order to remove the content in question or to block access to it and to ensure that such
infringements do not recur. Only after this step may an injunction be issued by the court
against the ISPt In addition, pursuant to § 7 of the German TMG, access providers can be
requested via a judicial order to block the access even if they are not considered liable for
the infringing acts committed by the users. The prerequisite for demanding such a
blocking injunction is that no other measures are practicable by the copyright or related
rights holder in order to stop the infringement. The blocking must be reasonable and
proportionate as held firstly by the case law®? and then by the above-mentioned § 7(4)
TMG. Furthermore, the actual infringement of an IP right is required - the potential for
infringement is not sufficient on its own. In any case, German courts, when issuing
blocking injunctions and considering their proportionality, take into account the
constitutional rights of both access providers and users, and notably the right to freedom
of speech and the freedom to conduct business. As mentioned below, proportionality is an
open criterion assessed on a case-by-case basis. The aim of proportionality is to
pragmatically ensure that the efficiency of the measure has a limited impact on any
conflicting rights (such as those of users).

In some jurisdictions these blocking injunctions are ex parte injunctions, i.e.
injunctions are rendered inauditaaltera parte (without the other party being heard),
without the direct infringer or ISP being sued (e.g. Malta, Netherlands). Some courts (Italy,
UK) have also specified that the joinder of parties, involving the operator of the website

8 Paragraph 32:
https://curia.europa.eu/juris/document/document.jsf;jsessionid=BF89E107122488F5A14F44EF6432D6467text
=&docid=149924 &pagelndex=0&doclang=it&mode=Ilst&dir=&occ=first&part=1&cid=22471161

% The condition for issuing the injunction to have sent the notice to the ISP and that the ISP has not acted
expeditiously to issue the injunction refers to the intermediary (and not to the direct infringer/perpetrator, for
whom this condition does not apply).

1 In the Cyando case, the CJEU has clarified that Article 14(3) of the E-Commerce Directive allows member
states to establish procedures governing the removal of illegal information or the disabling of access to such
information: “(..) while Member States are required, under Article 8(3) of the Copyright Directive, to guarantee to
rightholders covered by that directive a legal remedy against providers whose services are used by third parties to
infringe those rights, Member States may, however, provide for a procedure which precedes the exercise of that
legal remedy, which takes into account of the fact that, in accordance with Article 14(1) of the Directive on
Electronic Commerce, the service provider concerned is not liable for the infringement in question.” See CJEU Joined
Cases C-682/18 and C6683/18, and 132 and following: https://curia.europa.eu/juris/liste.jsf?num=C-682/18.

2 German Federal High Court of Justice
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or of the platform and the ISPs (access and hosting provider) is not mandatory and that
this allows complainants to decide to sue just the ISPs without involving the direct
copyright infringer.” These decisions considered that neither Article 8(3) of the InfoSoc
Directive (nor Section 97A in the UK case) require the joinder of the third-party infringer
and Article 12 of the E-Commerce Directive provides orders directed exclusively to access
providers.

Furthermore, the measures adopted against ISPs depend on the type of activity
they carry out. In fact, in the case of mere conduit/access provision, the courts generally
order the blocking of IP addresses or the blocking of certain URLs that are indicated by
the claimants, while in case of websites or platforms hosting third-party content (i.e.
hyperlinks leading to other web resources allowing access to unauthorised sports event
broadcasting), the removal of the infringing content is ordered.

In the case law, as has been said, the most frequent injunctions involved the
blocking of IP addresses and were ordered against access providers. For instance, in a
case involving a famous Spanish-based platform hosting hyperlinks which redirected
users to other websites broadcasting unauthorised sports events, Spanish®* and Italian®
courts issued similar injunctions, ordering the ISPs providing access to users to block the
website (the same website in both cases), until the website itself proved to the courts that
it had complied with the orders given to the owner of the website and thus had removed
the infringing hyperlinks.

The analysis of the replies to the questionnaires reveals that, if the law does not
require the adoption of a specific measure, the national courts apply blocking orders
indifferently against IP addresses and Domain Name Systems (DNS), often jointly.” A
Belgian court stated that DNS blocking was the most acceptable solution, excluding the
application of IP blocking. According to the court, in addition to the fact that the IP
address blocking technique requires more investment, it entails the risk of blocking all the
internet sites grouped under the same IP address and thus making perfectly legal and
lawful information inaccessible at the same time. This seems, however, to be an isolated
statement, specific to the circumstances of the case.”

In Luxembourg, however, judges are not entitled to choose the technical measures
to be taken; these must be chosen by the defendant (similarly in Austria) and be
appropriate to the request of the court.

% Dramatico Entertainment Ltd. v. British Sky Broadcasting Ltd [2012] EWHC 268 (Ch) (20 February 2012); Court
of Milan, 12 April 2018, R.G. 2017/51624: https://www.medialaws.eu/wp-content/uploads/2018/10/0Ord.-
Milan012042018.pdf

94 Juzgado de lo Mercantil numero 1 de A Corufa, 7 February 2017.

% Court of Milan, 13 January 2016.

% See for instance Court of Milan, court orders 30 January 2019, No. 3874/2019 and 4 March 2019, No.
8692/2019.

9 Antwerp Court of Appeal, 26" September 2011
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According to the NTD special procedure established by Article 66E of the Greek
Copyright Law,”® the Committee for the Notification of Copyright and Related Rights
Infringement on the Internet (EDPPI) may, at the request of the rightsholder, order the
removal of the infringing content, the blocking of access to this content or any other
measures deemed appropriate aimed at the discontinuation of the infringement or at its
prevention. In addition, Article 66E(10A) of the Greek Copyright Law provides for a swift
procedure, according to which the EDPPI may apply the immediate (live) blocking of
either specific URLs, IP addresses or domain names. It is noteworthy that this procedure
results exclusively in blocking access to the content, not in removing it. Furthermore, this
blocking is allowed under certain specific conditions, the main one being that the
infringement of protected copyright and related rights is occurring on a large scale. The
other major condition is the need for urgent prevention of an immediate, serious and
imminent danger of irreparable damage to the public interest or to the rightsholder.

In the Netherlands, judges are free to choose the most appropriate measures as
long as these measures are proportionate to the illegal act. Therefore, as noted, blocking
injunctions may be issued exclusively where the percentage of illegal content is higher
than that of the legitimately and lawfully displayed content.

3.2.4.1.2. The principle of proportionality

The principle of proportionality has its basis in Article 5(4) of the Treaty on European
Union and in Article 52(1) of the Charter of Fundamental Rights of the European Union,
where the term is used in order to signal the need for balance in the case of competing
rights (e.g. copyright and free speech; copyright and data protection). This principle also
features in the EU copyright “acquis”. As mentioned above, Recital (58) and Article 8 (1) of
the InfoSoc Directive and Article 3 of the IPRED state that the sanctions provided for
copyright infringements should be effective, proportionate and dissuasive. The
proportionality of the measures is therefore frequently required by both the courts (e.g.
Germany, Ireland,” Sweden'®) and the national legislation (e.g. Germany, Spaini®) in
relation to all types of injunctions. It requires a case-by-case analysis.

This principle was invoked, for instance, in a decision of the Swedish Patent and
Market Court, where the copyright holders brought an action against an access provider
aimed at blocking users’ access to websites where protected content was made

% This procedure aims at facilitating the prevention of illegal broadcasting of events of national or global
viewing (e.g. sports events), but it can also be applied for clones of the original site that appear in a new IP
address or URL or domain name, if it is actually hosting the same content.

% Sony Music Entertainment (Ireland) and Others v. UPC Communications lreland Ltd., [2016] IECA 231
https://www.casemine.com/judgement/uk/5da0480a4653d07b2518fd30.

100 See next paragraph.

101 Article 22 RD 1889/2011 of 30 December 2011, which regulates the operation of the Intellectual Property
Commission.
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available.o? In this case, the court issued a dynamic injunction stating that intermediaries
may be obliged to take actions to prevent copyright infringements and that this measure
was proportionate to the freedom to conduct business of the access provider. Similarly, in
the Netherlands, in the Ecatel case the High Court stated that the live blocking order
issued was proportionate to the freedom to conduct business of the hosting provider.

Another example of applying the principle of proportionality can be found in the
FAPL v. BT case.'s In this case, the UK court stated that the orders sought by the claimants
did not impair the freedom to conduct business of ISPs, in as much as these orders would
not interfere with the provision by the defendants of their services to their customers and
the orders would not require the defendants to acquire new technology.?** Furthermore,
the court considered that the claimants (both the organiser of the event and the licensees
of the audiovisual rights) had a legitimate interest in curtailing copyright infringements,
and, considering their role in supporting sport in the UK, there was a public interest in
combating infringements of their rights. Finally, as for the freedom of internet users to
impart or receive information, this “plainly does not extend to a right to engage in
copyright infringement”* and, considering that the websites involved in the order
“appear to be exclusively, or almost exclusively, engaged in infringing activity, at least
during the periods in which the Order will take effect, the operators have no right which
requires protection”.1o

However, an interesting issue which has not been thoroughly explored by national
courts is whether the costs of implementing the measures included in the blocking orders
may be allocated to ISPs and to what extent this choice is in line with the proportionality
principle. The French Court of Cassation, in a case not directly related to sports event
broadcasting, concluded that the E-Commerce Directive and the InfoSoc Directive do not
preclude that the cost of these measures may be borne by ISPs, despite their non-Lliability:

access and hosting providers are legally compelled to contribute to the fight against
illegal content and, more specifically, against infringement of copyright and related, if
these intermediaries are in the best position to put an end to these infringements.’”

In contrast, in one ltalian decision, the court stated that the costs of the technical
measures to be adopted by the ISPs, considering the balance of the interests, should be
borne by the claimants.i®¢ In the Irish case, Sony Music Entertainment Ireland Ltd and Others
v. UPC Communications Ireland Ltd, the court stated that one of the criteria for an

102 Swedish Patent and Market Court, 9 December 2019, Case No. PMT 7262-18:
https://www.domstol.se/patent--och-marknadsdomstolen/.

103 FA Premier League v BT [2017] EWHC 480 (Ch): https://www.bailii.org/ew/cases/EWHC/Ch/2017/480.html.
104 Paragraph 46.

105 Paragraph 47.

106 [bidem.

107 Court of Cassation, 6 July 2017, No. 909.
https://www.courdecassation.fr/jurisprudence_2/premiere_chambre_civile_568/909_6_37275.html.

108 Court of Milan, 11 June 2018,
https://drive.google.com/drive/folders/10rx5_B0O7TCpBe2lPs5_UJYbshp2GtETH.
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injunction against an ISP is that the costs involved were not excessive or disproportionate
and that the order itself should not be unduly complicated.1®

Finally, although some legislations do provide measures against end-users or, at
least, general measures are applicable also towards these subjects (e.g. Austria, Cyprus,
Hungary, Romania, Slovenia), they are reported in the replies to the questionnaire by
some national experts as being rare (e.g. Austria, Germany). In general, these measures
have not been applied by the courts against end-users but only against those subjects
(websites or platform operators) who are engaged in direct lucrative activity, through
massive infringements that cause economic damage to copyright owners, usually
resulting in activities carried out for profit (i.e. operators of platforms, websites and other
internet services) (e.g. Italy, Spain). In the UK, the Digital Economy Act 2010 included
provisions on limiting internet access for end-users, through new legal duties for ISPs.11
The regulatory body designed to limit internet access for end-users was Ofcom. This
legislation went further than non-statutory arrangements between rightsholders and ISPs,
which were focused on warning letters rather than suspension/blocking. However, the law
has never been executed. In one case regarding a peer-to-peer (P2P) platform used for
sharing copyrighted content, the Portuguese Court of Intellectual Property deemed the
measure of the blocking of IP addresses of end-users of the platform was disproportionate
and excessive in the light of the protection of other fundamental rights of the
individuals.1

Table 3. Blocking injunctions

Removal and blocking Competent authority to issue Legal basis for the removal and
orders the removal and blocking blocking orders

orders

AT Removal and blocking Courts § 87 UrhG, paragraph 3 of the
orders (preliminary or Austrian Injunction and
temporary injunctions) Enforcement Statue
Removal and blocking Courts Article 19 and 584 of the Judicial
orders (permanent and Code and Article XI.291 ELC; Article
BE | interim injunctions; XVII.14(3) ELC; Article X1.334(2) ELC

blocking injunctions against
ISPs; online marketplaces;
transport, shipping agents)

199 Sony Music Entertainment Ireland Ltd and Others v. UPC Communications Ireland Ltd [2016] IECA 231
110 Sections 3-16, inserting new sections 124A-N into the Communications Act 2003:
https://www.legislation.gov.uk/ukpga/2010/24/contents.

11 https://link.springer.com/article/10.1007/s40319-016-0479-4
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BG

cy

cz

DE

DK

EE

ES

Fl

FR

Removal and blocking
orders

Not mentioned in national
law; never applied

Removal and blocking
orders/injunctions

Removal and blocking
orders (preliminary
measures; interlocutory
injunctions)

Removal and blocking
orders/injunctions

Removal and blocking
orders (interlocutory
injunctions; Prohibitory or
mandatory injunctions)

Provisional and
precautionary measures

Removal and blocking
orders/injunctions

Removal and blocking
orders (prohibition against
infringement; claim for an
injunction; discontinuation
order; interim
discontinuation order;
blocking order)

Removal and blocking

Competent authority to issue
the removal and blocking

orders

Not mentioned in national
law; never applied

Courts

Courts

Courts (German High Federal
Court)

Courts

Courts

Courts, Criminal Courts and
Second Section of the IPC and
Commercial Court

Courts

Courts - (HADOPI
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Legal basis for the removal and
blocking orders

Not mentioned in national law;
never applied

Article 13(5) of Law No. 59/1976 -
Civil procedure rules at the
discretion of courts — Article 32 of
the Courts of Justice Law No. 14/60.

General civil procedure laws
(Section 74 et seq. of the Civil
Procedure Code and Section 40 (1)
(f) of the Copyright Act

Code of Civil Procedure (§ 935 ZPO)
and & 7 Section 4 TMG

Sections 413-414 of the
Administration of Justice Act

§§ 377-378 of the Code of Civil
Procedure on securing action and
§ 56 of the Gambling Act

Articles 138 and 195.5 of the LPI

Sections 56g, 60b, 60c, 60d and
60e of the Copyright Act

Article L. 336-2 of the Intellectual
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Removal and blocking Competent authority to issue Legal basis for the removal and
orders the removal and blocking blocking orders
orders
orders Commission for the protection | Property Code and Article 6-1 of
of rights) Law No. 575 of 21 June 2004
Removal and blocking Courts and Committee for Article 64A of Law No 2121/1993
R orders the Notification of Copyright  On copyright and related rights

and Related Rights
Infringement on the Internet

(EDPPI)
HR Removal and blocking Courts Articles 177 and 185 of the
orders (preliminary Copyright Act and Article 22 of the
injunctions) Electronic Commerce Act
HU | Removal and blocking Courts and Court of Appeal Article 94/A of the HCA
orders
Removal and blocking High Court Sections 40 5(A) of 2000 Act
IE orders (blocking
injunctions; interlocutory
injunctions)
IT Removal and blocking Courts - AGCOM Articles 78-quater, 156 and 163 of
orders (interim injunctions) the Copyright Law
Removal and blocking Courts; Lithuanian Radio and Articles 78 and 81 of the Law on
LT | orders/injunctions (also Television Commission copyright and related rights
extrajudicial blocking
injunctions)
LU | Removal and blocking Courts Articles 76 and 81 of the Copyright
orders/injunctions Law
Removal and blocking Courts Chapter 30 of the Civil procedure
LV | orders (preliminary law - Sections 250.11 and 250.12
injunctions and injunctions of the Civil Procedure Law; Section
in proceedings on the 691 (7) of the Copyright Law
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MT

NL

PL

PT

RO

SE

Sl

SK

UK

Removal and blocking
orders

merits)

Removal and blocking
orders (preliminary

measures and proceedings
on the merits; provisional
and prohibitive injunctions)

Removal and blocking
orders

Removal and blocking
orders

Removal and blocking
orders

Removal and blocking
orders (interlocutory
measures)

Removal and blocking
orders (interim and
temporary injunctions)

Removal and blocking

orders (interim injunctions)

Removal and blocking
orders (blocking
injunctions; financial
deposits)

Removal and blocking

Competent authority to issue
the removal and blocking

orders

Courts

Courts

Courts

Courts - National
Telecommunications
Authority (ANACOM)

Courts

Courts

Courts

Courts

Courts
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Legal basis for the removal and
blocking orders

Article 873 (1) of the Maltese Code
of Organisation and Civil procedure

Articles 26 d and 254 of the Dutch
Code on Civil Procedure

Article 79 (1) of the Polish
Copyright Act and Code of Civil
Procedure

Article 210-G of the Copyright and
Related Rights Code

Article 188(3) of Law No. 8/1996

Articles 53 b and 57 of the
Copyright Act

Articles 5 to 8 of the Act on
Conditional Access Protected
Electronic Services

Article 341 (1) of Act No. 160/2015
of the Civil Proceedings Code for
adversarial proceedings

Sections 96 and 97A of the 1988
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Removal and blocking Competent authority to issue Legal basis for the removal and
orders the removal and blocking blocking orders

orders

orders Act

Source: Analysis of the responses to the European Audiovisual Observatory standardised questionnaire

3.2.4.2. Dynamic injunctions

Dynamic injunctions are defined by the EU Commission in its Guidance on certain aspects
of Directive 2004/48/EC of 2017 as:

injunctions which can be issued for instance in cases in which materially the same website
becomes available immediately after issuing the injunction with a different IP address or
URL and which is drafted in a way that allows to also cover the new IP address or URL
without the need for a new judicial procedure to obtain a new injunction.’2

These injunctions are more flexible with regard to repeated infringements (which are
frequent in the case of infringement of sports broadcasting rights) and may ensure the
effectiveness of the measures taken for rightsholders.

In general, the CJEU has clarified in the Telekabel case that blanket injunctions are
not contrary to EU law. In fact, as the court stated:

the fundamental rights recognised by EU law must be interpreted as not precluding a court
injunction prohibiting an internet service provider from allowing its customers access to a
website placing protected subject-matter online without the agreement of the rightholders
when that injunction does not specify the measures which that access provider must take
and when that access provider can avoid incurring coercive penalties for breach of that
injunction by showing that it has taken all reasonable measures, provided that (i) the
measures taken do not unnecessarily deprive internet users of the possibility of lawfully
accessing the information available and (ii) that those measures have the effect of
preventing unauthorised access to the protected subject-matter or, at least, of making it
difficult to achieve and of seriously discouraging internet users who are using the services
of the addressee of that injunction from accessing the subject-matter that has been made

112 Communication from the Commission to the Institutions on Guidance on certain aspects of Directive
2004/48/EC of the European Parliament and of the Council on the enforcement of intellectual property rights,
https://ec.europa.eu/docsroom/documents/26582.
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available to them in breach of the intellectual property right, that being a matter for the
national authorities and courts to establish.’s

Moreover, the compatibility of dynamic injunctions with EU law has been confirmed by
the CJEU. In the Mc Fadden case, the CJEU pointed out that Article 12 of the E-Commerce
Directive:

does not preclude such a person from claiming injunctive relief against the continuation of
that infringement and the payment of the costs of giving formal notice and court costs
from a communication network access provider whose services were used in that
infringement where such claims are made for the purposes of obtaining, or follow the
grant of injunctive relief by a national authority or court to prevent that service provider
from allowing the infringement to continue.’**

In Italy, the Court of Milan rendered a decision - not related to sports content - following
an interim injunction that ordered some Italian access providers to block access to a
specific domain name. The court, deciding on the merits of the case, ordered a dynamic
injunction, not limited to a single domain name. This measure was considered compatible
with the prohibition of general monitoring obligations, proportionate and at the same
time effective. It consisted in ordering ISPs to prevent access to the same content, already
found to be illegal, regardless of the domain name, which kept changing due to the
deliberate will of the defendant to continue the violation. According to the court, a
different order limited to a specific domain name would be ineffective against the so-
called mirror websites.'s

The Commercial Court of Madrid (No. 7 of 11 February 2020), in a lawsuit
introduced by Telefonica Audiovisual Digital S.L.U. (the licensee of the audiovisual rights
on live football events), ordered nine internet access providers to block illegal access to
several web pages that made available to the public broadcasts and retransmissions of
soccer matches without authorisation from the rightsholders.i’¢ The blocking order
involved 44 websites to be blocked by the access providers within 72 hours and ISPs were
ordered to block any new websites (with a different domain name) within three hours of
the notification by the claimant party (which had to send the ISPs an updated list with the
URLs of the new websites) and to notify the claimant of the exact time when they blocked

113 Telekabel, paragraph 40:

https://curia.europa.eu/juris/document/document.jsf?text=&docid=149924 &pagelndex=0&doclang=EN &mod
e=lst&dir=&occ=first&part=1&cid=22473745.

14 Tobias Mc Fadden v. Sony Music Entertainment Germany Gmbh, C-484/14, EU:C:2016:689 (Mc Fadden),
paragraph 79.

115 Court of Milan, 12 April 2018, R.G. 2017/51624:
https://www.medialaws.eu/wp-content/uploads/2018/10/0rd.-Milan012042018.pdf. More recently, the same
court issued similar blocking orders, extending them to all the IP addresses and any top-level domain names
used to access to the same IPTV services; see Court of Milan, 30 January 2019, R.G. 2019/3874 and Court of
Milan, 4 March 2019, R.G. 8692/20109.

116 http://www.poderjudicial.es/search/AN/openDocument/d1ecc270d29d6605/20200219.

© European Audiovisual Observatory (Council of Europe) 2021
Page 52


https://curia.europa.eu/juris/document/document.jsf?text=&docid=149924&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=22473745
https://curia.europa.eu/juris/document/document.jsf?text=&docid=149924&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=22473745
https://www.medialaws.eu/wp-content/uploads/2018/10/Ord.-Milano12042018.pdf
http://www.poderjudicial.es/search/AN/openDocument/d1ecc270d29d6605/20200219

MAPPING REPORT ON NATIONAL REMEDIES AGAINST
ONLINE PIRACY OF SPORTS CONTENT

access to the newly added web resources. The court listed the names of the websites, but
also their IP addresses and their URLs, extending the blocking order to URLs, DNS, IP
addresses, and via access in HTTP and HTTPs protocols. Access providers were also
ordered to notify the owner of the sports broadcasting rights of the effective execution of
the blocking measures, identifying all blocked web resources (URLs, DNS, IP addresses)
and HTTP and HTTP protocols, and the day, hour and minute of execution of the block on
each web resource. Furthermore, the blocking order will be enforceable until 25 May
2022, covering the following three seasons of La Liga (the Spanish national football
competition). A similar measure was held by the Court of A Coruna, in a case dated 2017,
in which ISPs were ordered to block users’ access to a specific website containing
hyperlinks to other websites broadcasting unauthorised sports events, and to or any other
web page that the website editor might use in the same terms, or that redirects to said
website.

In Sweden, the case law has adopted an approach which is very favourable to
copyright holders as the dynamic injunctions are not limited to a list of URLs notified
before the trial or in a subsequent time period, fixed by the court, but are extended to
services which have specific characteristics. The Swedish Patent and Market Court has
issued dynamic injunctions since 2018. In its first decision the court ordered the ISPs to
“take reasonable steps” to prevent access to URLs and websites “whose sole purpose is to
provide access to said illegal file-sharing services”, not only on the listed URLs, domain
names and web addresses.!” The characteristics of the targeted services which are
included in the blocking orders are analytically described by the court in a five-page
annex. The duration of the order was fixed for three years. In another decision issued on
26 June 2020, the Patent and Market Court pointed out that the “characteristics, structure
and function” of the target services must thus be clearly defined and taken into account,
although the definition of these aspects was less analytic than in the previous case.!1

In France, the recently-adopted law on the regulation and protection of access to
cultural works in the digital age introduce into legislation the possibility of using dynamic
injunctions for holders of broadcasting rights. According to this bill, as soon as a blocking
order becomes final, a new administrative authority (ARCOM), upon notification, will be
empowered to extend courts’ dynamic blocking orders to related domain names and
mirror sites..!”* The order shall last up to 12 months and shall impose the blocking or de-
listing of URLs, implemented according to a timetable modelled on the calendar of the
sports events.

117 patent and Market Court, case PMT 7262-18. The decision has been reviewed by the Svea Court of Appeal,
Case No. PMO'9945-18, 1 February 2019:
https://euipo.europa.eu/tunnel-web/secure/webdav/quest/document_library/observatory/
documents/reports/New_Case_Law_en.pdf.
8https://www.domstol.se/globalassets/filer/domstol/patentochmarknadsoverdomstolen/avgoranden/2020/p

mt-13399-19.pdf.
119 http://www.senat.fr/rap/120-557/120-5576.html.
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The duration of the orders is different for each individual country. As already
stated, the national legislation of the covered countries does not regulate the content of
the injunctions, and thus their duration, which is generally decided by the judges on a
case-by-case basis. The analysis of the case law also shows significant differences even in
the same jurisdictions, as in the UK, where the court of the FAPL and UEFA limited its
order to one year (or, more correctly, to one season),'?2 while the Matchroom injunctions
last for two years.!t

Table 4. Dynamic injunctions
Character and
... . scope of the Duration of the Implementation of the
Dynamic injunctions . . . o er .
dynamic dynamic injunctions dynamic injunctions
injunctions
AT The concept of
Yes N/A N/A dynamic injunctions is
interpreted widely.
Measures imposed by
BE Blocking of . the court, in respect of
b domain names R AR ALERR Article 6 of the Judicial
Code
BG No No No No
v No No No No
¢ No No No No
When an infringement
. is likely to occur, a
DE Yes Preyentlng future N/A dynamic blocking
infringement e .
injunction can be
applied.
The blocking can be
DK Yes Blocking the other | N/A extended to other
domains which websites if the

120 British Telecommunications Plc, EE Limited, Plusnet Plc, Sky Uk Limited, Talk Talk Telecom Limited, Virgin
Media Limited (see FAPL v. BT and Others | — [2017] EWHC 480 (Ch); FAPL v. BT and Others Il - [2018] EWHC
1828 (Ch); UEFA v. BT and Others - [2017] EWHC 3414 (Ch)).
121 Matchroom Boxing Ltd and another v. British Telecommunications plc and Others [2020] EWHC 2868 (Ch):
https://www.bailii.org/ew/cases/EWHC/Ch/2020/2868.htmlL.
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Character and
... . scope of the Duration of the Implementation of the
Dynamic injunctions . I . - .
dynamic dynamic injunctions dynamic injunctions
injunctions
provide access to infringing site changes
the same internet its domain name.
EE No No No No
Access providers are
ordered to block access
ES Blocking of . to t.he.web5|tes,

Yes websites Case-by-case basis notifying the
rightsholder that they
have implemented
these measures.

Fi No No No No
Under a Elock{ng and de-
e indexing of URLs,
notification, the X .
FR . implemented according
Yes blocking of the 12 months .
to a timetable
access to the
. modelled on the
websites
calendar
The claimant has to
GR Yes Block.lng of Gasesby-caselbasis pay a fee. For.each day
websites of non-compliance, a
fine can be imposed.
HR No No No No
HU No No No No
A plaintiff can notify
IE the defendants of other

Yes N/A N/A related domain names,
IP addresses and URLs
that must be blocked.

. The Italian courts apply
IT

Yes Evlé)é:iltr;i Cli Case-by-case basis the blocking orders on

the basis of Article 156
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Character and

scope of the Duration of the Implementation of the
dynamic dynamic injunctions dynamic injunctions
injunctions

Dynamic injunctions

and Article 163 of the
Copyright Law.

Courts do not allow
dynamic injunctions if

LT No No No the redirect and mirror
websites are not
expressly specified.

LU No No No No

LV No No No No

MT No No No No
Sought by rightsholder

NL Ves Block'lng of Case-by-case basis !n ex parte procedure or

websites in summary
proceedings.

PL No No No No

ISPs block access to
websites after an

PT Ves Blocking of Case-by-case basis evidence-based

websites investigation following
a request from the
plaintiff.
RO No No No No

The measures are also

SE Yes Blocking of Case-by-case basis extended to services
websites and URLs with the same

characteristics.

Sl No No No No

SK No No No No
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Character and

scope of the Duration of the Implementation of the
dynamic dynamic injunctions dynamic injunctions
injunctions

Dynamic injunctions

A dynamic injunction is
applicable only when,
UK Yes Blocking of e iy s e after a broadcast of a

websites live event, the fixtures
will remain available
for weeks.

Source: Analysis of the responses to the European Audiovisual Observatory standardised questionnaire

3.2.4.3. Live blocking injunctions

A live blocking injunction consists of an order aimed at blocking the illegal broadcasting
of a real-time event. At the time of writing, live blocking injunctions have mainly been
applied in the common law area (lreland and the UK), the Netherlands, Spain and
Portugal. Live blocking injunctions have rarely been applied by the courts even if they
seem an appropriate remedy for the unauthorised retransmission of live sports events.

An example of the application of live blocking injunctions is offered by the UK
precedent FAPL v. BT, in which two technological aspects could significantly and
positively affect the application of live blocking orders. On the rightsholders’ side the
existence of video monitoring technologies used by the FAPL allows the identification of
infringing streams with a very high level of accuracy close to the real-time event;'2 this
can be used in close to real time during events. On the ISPs’ side, blocking systems allow
them to block and unblock IP addresses during the course of an event by means of what is
often automated technology.

UK courts have widely applied live injunctions, notably in the cases in which the
FAPL and UEFA brought actions against UK telecom operators (access providers).!2 In
these cases, the blocking orders were not addressed to specific websites, but covered
specific servers from which the illegal activity was conducted and the corresponding IP
addresses. Furthermore, the court empowered the FAPL with the possibility of notifying
each ISP on a weekly basis of the revised list of target servers to be blocked. These orders
are limited in time as they cover only one league season, although they can be extended
for the following league seasons. The courts also stated that the live blocking orders were
not unduly complicated or costly and that no other equally effective but less expensive

122 http://www.bailii.org/ew/cases/EWHC/Ch/2017/480.html.

123 British Telecommunications Plc, EE Limited, Plusnet Plc, Sky Uk Limited, Talk Talk Telecom Limited, Virgin
Media Limited (see FAPL vs BT and others | - [2017] EWHC 480 (Ch); FAPL vs BT and others Il - [2018] EWHC
1828 (Ch); UEFA vs BT and others - [2017] EWHC 3414 (Ch)).
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measures could be used by the FAPL. In another case, because of the irregular timing of
the events, related to boxing matches, it was not possible to identify the target servers in
the same way and a particular form of monitoring was to be carried out over a seven-day
period prior to each event, by the FAPL. The order provided for boxing events to be
notified to the defendants at least four weeks in advance of the date of the event.?

The Irish courts have followed the same reasoning as the UK courts in the FAPL
cases, issuing a first order in 2019, which lasted for one league season and then was
further extended by another court order;*% in 2020, a further order was issued in another
case also dealing with the blocking of IP addresses of infringing websites by access
providers.’” In both cases, the orders covered the existing servers as well as future
servers, within the duration of the order.

In 2018, in a Dutch case, the Court of The Hague issued a blocking order against
an ISP (Ecatel) ordering the blocking of any service used by third parties to infringe the
copyrights belonging to the licensee of the sport broadcasting rights (FAPL) promptly.
Ecatel had to block a service no later than 30 minutes after receipt of a notice from the
FAPL (or its designated third party) with an electronic report containing the list of
websites to be blocked, and to keep it blocked for the duration of the match.:2 |f Ecatel
had not respected the order, the court would have imposed a penalty up to a maximum of
EUR 1 500 000.

In the above-mentioned decision of the Commercial Court of Madrid,'?® the court
allowed the plaintiff (Telefénica Audiovisual Digital) to identify a new list of web
resources (in addition to those subject to the blocking orders) on a weekly basis and send
this list to the access providers. These ISPs must block the new web resources (URLs,
DNS, IP addresses), within a maximum period of three hours from the notification of the
new listing. According to the ruling, the weekly update list is sent simultaneously to all
access providers, to preserve homogeneity in its execution. In Italy, live blocking
injunctions are considered to be theoretically applicable in the case of live broadcasting
of sports events, although there are no precedents.

Lastly, in Portugal, under the procedure provided by the Portuguese MoU adopted
by the IGAC in December 2018, several pirate sites that stream live events have been
blocked. According to this procedure and after its application, 12 736 illegal streams of
national football championship matches have been identified and the streams have been
blocked by MAPINET and the IGAC. The blocking measure was temporary and related to
the duration of the broadcast of the events, also including the DNS blocking targets with
reference to a specific domain or website, preventing access to that domain or website.

124 Matchroom Boxing v. BT [2018] EWHC 2443 (Ch):
https://www.bailii.org/ew/cases/EWHC/Ch/2018/2443.html.

125 The Football Association Premier League Limited v. Eircom Limited and Others [2019] IEHC 615.

126 The Football Association Premier League Limited v. Eircom Limited (Trading as Eir) and Others [2020] IEHC 332.
127 Union Des Associations Européennes De Football v. Eircom Limited T/A Eir and Others [2020] IEHC 488.

128 hitps://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2018:615.

129 Football Association Premier League v. Ecatel, op. cit.
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Table 5. Live blocking injunctions

Character and

I i f th
scope of the live Duration of the live mplementation of the

live blocking
injunctions

Live blocking injunctions

blocking blocking injunctions
injunctions

AT No No No No

BE No No No No

BG No No No No

cYy No No No No

cz No No No No

In the case of live

Injunctions for sports events, § 97

DE streaming or . section 1 UrhG allows

Yes - Case-by-case basis . .
mirroring for presumptive action
infringing content if future infringements
are likely to occur.

DK ' No No No No

EE No No No No
Blocking of web Ifjentlflcatlon of a

list of web resources
ES resources (URLs,
Yes . Three years and the

Domains, IP corresponding block
addresses) P g

Fi No No No No

FR No No No No

GR | No No No No

HR | No No No No

HU | No No No No
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LT

LU

Lv

MT

NL

PL

PT

RO

SE

SI

SK

UK

Live blocking injunctions

Yes

No

No

No

No

No

Yes

No

Yes

No

No

No

No

Yes

Character and
scope of the live

blocking
injunctions

Blocking of
websites

No

No

No

No

No

Blocking of any
service used by
third parties to
infringe the
copyrights
belonging to
licensees of the
sports
broadcasting
rights

No

Blocking of
websites

No

No

No

No

Blocking of
websites
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Duration of the live
blocking injunctions

For the duration of the
event

No

No

No

No

No

Case-by-case basis

No

For the duration of
the event

No

No

No

No

For the duration of the
event
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Implementation of the
live blocking
injunctions

Implemented also with
regard to the target
servers

No

No

No

No

No

Setting a penalty of
EUR 5 000 for each
illegal stream, up to a
maximum of

EUR1 500 000

No

Implemented also
with regard to the
target servers

No

No

No

No

Implemented also with
regard to the target
servers
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Source: Analysis of the responses to the European Audiovisual Observatory standardised questionnaire

3.2.44. De-Indexing injunctions

A de-indexing injunction requires the search engine to remove from its index of search
results those results which lead to pages containing illegal copyrighted content. Such
injunctions are aimed at de-indexing websites and platforms which illegally broadcast
sports events or which host hyperlinks redirecting users to illegal broadcast sports events.

Injunctions against search engines do not fall within the provision of Article 8(3)
of the InfoSoc Directive, which refers to “intermediaries whose services are used by a third
party to infringe a copyright or related right”. This kind of injunction is usually based on
similar requirements to those provided for blocking injunctions, and notably those related
to the absence of any other possible remedy for the rightsholders and the reasonableness
and appropriateness of the de-indexing. However, as long as both the European and the
national regulations do not allow general monitoring obligations for search engine
providers, they cannot be expected to monitor their content. Furthermore, this measure is
theoretically different from blocking orders, as access to the infringing content is only de-
indexed, but users may still access this content by bypassing search engine services. In
any case, injunctions addressed to search engines may be another way of protecting
audiovisual rights, by limiting the findability of the infringing content.

In general, the recourse to de-indexing injunctions is extremely rare, and there is
no reported case law on these injunctions.

Table 6. De-indexing injunctions
De-indexing Competent authority to issue the | Legal basis of de-indexing
injunctions de-indexing injunctions injunctions

AT
No No No

BE No No No

BG No No No

Y

¢ No No No

z Section 77 of the Civil P
Yes Courts ection 77 of the Civil Procedure

Court and Section 40 of the Copyright
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De-indexing Competent authority to issue the | Legal basis of de-indexing
injunctions de-indexing injunctions injunctions
Act

DE

Yes Courts § 7 Sec. 4 TMG
DK Sections 413 and 414 of the
Yes Courts . . .
Administration of Justice Act
EE No No No
ES | Yes Courts Articles 455 and following LEC
Fi No No No
R Yes, for a duration Courts Article L. 322-6 Intellectual Property
of 12 months Code
R No No No
HR No No No
HU No No No
IE No No No
IT Article 156 and Article 163 of the
Yes Courts .
Copyright Law
LT No No No
LU No No No
LV No No No
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De-indexing Competent authority to issue the | Legal basis of de-indexing
injunctions de-indexing injunctions injunctions
MT

No No No

Article 26d of the Dutch Copyright

NL Yes Courts Act and Article 15e of the Dutch
Neighbouring Rights Act
PL .
No Not applied by Courts No
PT i - i
Yes Courts A.rtlcle 210-G Copyright and Related
Rights Code
RO No No No
SE No No No
Sl No No No
SK No No No
Uk No No No

Source: Analysis of the responses to the European Audiovisual Observatory standardised questionnaire

3.2.5. Codes of conduct and Memorandums of
Understanding
This paragraph outlines the existence of voluntary initiatives, such as national codes of

conduct and/or Memorandums of Understanding (MoU) related to the enforcement of IP
rights and the fight against online piracy at the national level.
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In addition to initiatives at the national level, detailed below, it is worth
mentioning the European MoU on online advertising and IP rights which was agreed in
2018.1%0 The signatories of the MoU®! committed to minimising the placement of
advertising on websites and mobile applications that infringe copyright. The results show
a drop of 12% in the advertisements’ share of European Business on IP-infringing
websites, and a decrease from 62% to 50% of advertising by major brands in the gambling
sector.'®2

The table below sums up which countries have adopted codes of conduct and/or
MoU and their relevance in relation to online piracy related to sports. In particular, the
table shows the entities involved, the scope of the code of conduct and/or MoU and the
main content of it. In most of the covered countries (Austria, Belgium, Bulgaria, Croatia,
Cyprus, Estonia, Finland, Greece, Ireland, Italy, Lithuania, Luxembourg, Malta, Sweden) no
codes of conduct or MoU have been identified at the national level by public and/or
private entities regarding the enforcement of IP rights and the fight against online piracy.
On the other hand, the other countries can be classified as follows.

m  Countries in which an MoU has been adopted (Latvia, Poland, Portugal, UK). In
Latvia, an MoU has been signed between the association “For legal content!”, the
Latvian Internet Association, the National Electronic Mass Media Council, the
Public Utilities Commission and the State Revenue Service. This MoU is aimed at
achieving a general and full understanding by the responsible competent
institution, and raising society’s awareness of illegal content, increasing the
number of registered broadcasting service providers and internet content
providers. Also, the Portuguese associations®** concluded an MoU in 2015, which
provides a specific procedure aimed at facilitating the blocking of copyright-
infringing websites. In addition, in Portugal, a new agreement is aimed at
interrupting infringement in the context of sports events by facilitating the
temporary blocking of illegal transmissions of live sports events on the internet, in
particular football matches.

m  Countries in which a code of conduct has been adopted (Denmark, France,
Netherlands, Spain). In particular, in France, two codes of conduct were adopted:
the Charter committing to fight piracy and for the development of online legal

130 https://ec.europa.eu/docsroom/documents/30226.

131 The MoU was signed by 29 signatories: https://ec.europa.eu/docsroom/documents/46236.

132 Study on impact of the memorandum of understanding on online advertising and intellectual property
rights on the online advertising market, Directorate-General for Internal Market, Industry, Entrepreneurship
and SMEs (European Commission: https://op.europa.eu/en/publication-detail/-/publication/5f7f9ed7-f0dd-
1leb-a71c-0laa75ed71al).

133 |GAC, the Portuguese Association of Telecom Operators, the Portuguese Consumer Directorate-General, the
organisation responsible for “.pt” domain registrations (DNS.PT), the anti-piracy group MAPINET, advertising
associations and consumer associations. IGAC is competent to supervise, inspect and monitor activities in the
area of copyright and related rights. IGAC is assisted by MAPINET, an association that has been working in the
detection of websites where protected works are made available or distributed to the public without the
authorisation of the legitimate rightsholders.
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music offers (Charte d’engagement pour la lutte contre la piraterie et pour le
dévelopement des offres légales de musique en ligne) between the cultural
industries, under the direction of the Minister for Economy; and the agreement to
combat audiovisual piracy (Accord de lutte contre la piraterie audiovisuelle) signed
by Google and the Association Against Audiovisual Piracy (ALPA). Recently, the
same agreement has been signed by ALPA and Facebook.?*

m  Countries in which recommendations or guidelines have been adopted (Germany,
Hungary, Romania, Slovakia). In these cases, there has not been a proper adoption
of a code of conduct or MoU, but some best practice and guidelines have been
adopted. For instance, in Romania, two documents, the “National intellectual
property strategy” and the “National Action Plan”, were adopted; these deal with
measures in the field of IP rights, including the enforcement of copyright and the
fight against piracy. Both documents were addressed to public authorities with
competences in the field of copyright enforcement. Also, in Slovakia, the
“Recommendations on domain piracy” were adopted by the Association for online
advertising with the aim of limiting unfair enrichment. Recently, in Germany, the
Clearing House for Copyright on the Internet (CUIl) has been formed by internet
access providers and rightsholders with the aim of blocking access to websites
which systematically infringe copyright. In particular, the CUIl conducts a review
procedure to determine whether a DNS blocking order may be issued against
structurally copyright infringing websites : at the end of the two stages of the
procedure, the CUII releases recommendations.

m  Further specifications and details on the application of codes of conduct and MoU
are provided in a series of case studies in section 4 below.

Table 7. Codes of conduct and Memorandums of Understanding
T e ST e
AT No No No No
BE No No No No
BG  No No No No
cY No No No No

134 https://www.cnc.fr/professionnels/communiques-de-presse/le-cnc-et-lalpa-saluent-lengagement-de-
facebook-dans-la-lutte-contre-le-piratage_1507523.
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Codes of conduct P Purpose and scope of the code Implementation
and MoU of conduct
cz No No No No

DE

DK

EE

ES

Fl

FR

GR

HR

HU

LT

Yes

Yes, MoU

No

Yes - voluntary
code of conduct

No

Yes, code of
conduct

No

No

No

No

No

No

Association of
internet access
providers and rights
holders

Association of
telecommunications
companies

No

Ministry of Culture
and Sports -
Secretary of State for
Digital Advancement

No

The major ISPs and
members of the
cultural industry

Google, Facebook
and ALPA

No

No

No

No

No

No

Examination of the
lawfulness of the blocking
of access to a copyright-
infringing website

The purpose is to regulate
the procedure related to
blocking injunctions

No

The purpose is to create an
alliance between
rightsholders, internet
operators and advertisers
against services infringing
IP rights.

No

The purpose is to fight
piracy and to develop of
online legal music offers.

The purpose is to combat
audiovisual piracy on the
internet, specifically illegal
videos, and improving the
notice and take-down
process.

No

No

No

No

No

No
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Implemented in
March 2021

No

No

Implemented in
March 2020 - drafted
in 2018

No

Implemented in 2004

Implemented in 2007
(Google) and 2021
(FB)

No

No

No

No

No

No



LU

Lv

MT

NL

Codes of conduct

and MoU

No

Yes, MoU

No

Yes, code of
conduct
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Participants

No

Association “For
legal content!”, the
Latvian Internet
Association, the
National Electronic
Mass Media Council,
the Public Utilities
Commission and the
State Revenue
Service

No

Negotiations
between internet
providers and a
variety of
stakeholders

ONLINE PIRACY OF SPORTS CONTENT

Purpose and scope of the code
of conduct

No

The main purposes are:

- to achieve a complete
understanding on the part
of the responsible
competent institutions,
officials and the
government regarding the
problems of illegal
television and internet
content providers and the
damage caused to the state
budget and Latvian society

- toraise the Latvian
society’s awareness of the
harm caused by illegal
television and internet
content providers and to
raise awareness of social
responsibility in this regard

- toincrease the number
of registered broadcasting
service providers and
internet content providers

- within the framework
of the MoU and the
competence of each Party,
to reduce the number of
households using illegal
television service providers.

No

The purpose of the code is
to provide a procedure for
processing notifications of
instances of unlawful and
criminal content on the
internet by the internet
intermediaries and to
indicate the conditions
under which removal
should take place, its
timing and the information
that must be provided to
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Implemented in 2008
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Codes of conduct - Purpose and scope of the code .
.

the service provider.

PL

PT

Yes, MoU

Yes, MoU

International
Content Protection
Summit organised by
the Sygnal
Association,
including national
and European
broadcasters and
televisions
companies

(i) Rightsholder
representatives, the
IGAC, the Portuguese
Association of
Telecom Operators,
the Portuguese
Consumer
Directorate-General,
the organisation
responsible for “.pt”
domain registrations
(DNS.PT), the anti-
piracy group
MAPINET,
advertising
associations and
consumer
associations

(ii) IGAC

The purpose is the
enforcement of IP rights
and the protection of the
rights of broadcasters,
distributors, licensors,
recipients of TV
programmes and other
multimedia content.

Implemented in
October 2018, in
Warsaw

(i) The MoU provides a
procedure to facilitate the
blocking of copyright-
infringing websites: (i) the
signatory rightsholder
representatives notify
MAPINET of websites that
contain either a minimum
of 500 works which
allegedly infringe copyright
or related rights, or sites
two thirds of whose content
is allegedly infringing
content; (ii) MAPINET are in
charge of gathering the
evidence submitted by the
rightsholders’
representatives and
forwarding two wide-
ranging complaints to the
IGAC per month; (iii) within
15 working days of
receiving the complaints,
the IGAC contacts ISPs to
restrict access to the
websites through DNS
blocking.

(i) Implemented in
2015

(i) Implemented in
2018

(ii) The purpose of the MoU
is to facilitate the
temporary blocking of
illegal transmissions of
sports events on the
internet, in particular,
transmissions of football
matches.
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Codes of conduct P Purpose and scope of the code Implementation
and MoU of conduct
RO No No No No

SE No No No No

SI No No No No

Association for

online advertising The purpose is to limit

(IAB) including IAB unfair enrichment at the
SK Yes, MoU UK, IAB ltaly and IAB expense of other Implemented in 2018

Poland, alongside trademarks on the Slovak

AdForm, Google and internet.

GroupM

Implemented with

UK Yes Police Intellectual N/A rightsholders in 2017

after a Freedom of
Information request

Property Crime Unit

Source: Analysis of the responses to the European Audiovisual Observatory standardised questionnaire.

3.2.6. Reports and studies

This section outlines a selection of the most significant reports and studies, including the
ones concerning: i) online piracy of protected content; ii) the illegal online transmission of
sports events; iii) reliable sources on the typology of technologies and business models
used for illegal online transmissions of sports events; iv) the legal offer of online sports
content. Moreover, we highlight the awareness campaigns regarding online piracy and the
associations of broadcasters or rightsholders actively working to address the issue of
online copyright infringement of audiovisual sports content.

First of all, reports and studies about online piracy of protected content have been
identified in the following member states: (Belgium, Bulgaria, Czech Republic, Finland,
France, Germany, Greece, Hungary, Italy, Latvia, Lithuania, Netherlands, Poland, Portugal,
Slovakia, Slovenia, Spain, Sweden, UK). In all these cases, the reports and studies concern
online piracy of protected content, without specific reference to sports content.

Moreover, in France, Latvia, Poland, Spain and the UK, specific reports and studies
dealing with illegal online transmissions of sports events have been published. For
example, in Latvia, two reports deal with the illegal transmission of sports events. These
reports concluded that 65% of respondents implicitly admit that they watch sports
programmes online illegally, revealing also that 5.6% of respondents implicitly admit to
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watching sports broadcasts online illegally via a smartphone. Meanwhile, in Hungary, a
research study reported the data collected from P2P file-sharing services and link-sharing
platforms in sports events.

Additionally, the studies reporting on technologies and business models used for
illegal streaming of sports content as reported have been adopted in Belgium, France,
Latvia, Poland and Spain. For instance, the Belgian Entertainment Association published a
study presenting the main technologies used for the illegal streaming of content,
specifically Internet Protocol Television (IPTV) and live streaming websites which are the
ones used for the illegal transmission of sports content. Similarly, in France, according to
the HADOPI study on the illegal use of live TV programmes (Etude: la consommation illicite
de programmes TV en direct) illegal IPTV, livestreaming, and social networks are the main
technologies and business models used for the illegal streaming of sports content.

It is worth mentioning that some member states have published studies on the
legal offer of online sports content (Germany, France, Sweden). In Germany, the
Kommission zur Ermittlung der Konzentration im Medienbereich reported that there has been
an increase in competition in the field of sports audiovisual rights since the emergence of
online platforms. Meanwhile, a portal with information on websites for sports events that
provides access to legal offers online has been implemented by the Swedish Patent and
Registration Office. In France, the national regulatory authority (CSA) published a report
entitled “The area of sports reception” which focuses on the quality and attractiveness of
legal sports programmes, the evolution of the area of sports events and the role of the
major economic and operational players, as well as the evolution of certain regulations.

In some countries, awareness campaigns related to online piracy were conducted
(Austria, Croatia, Cyprus, Czech Republic, Denmark, France, Germany, Greece, Hungary,
Ireland, Italy, Latvia, Lithuania, Netherlands, Poland, Romania, Slovakia, Slovenia, Spain,
UK). In Austria, Germany and Estonia, videoclips that show the negative consequences of
copyright infringement are played before movies in cinemas and on DVDs. In lIreland,
some campaigns highlighted the creation of a warning notice about fraud and safety in
online services, in relation to music piracy, which could be sent to uploaders. In Romania,
there is an awareness campaign that encourages young people to consume music by
buying, downloading, or listening online from legal sources. In France, the major
advertising agencies, rightsholders and advertisers signed a Charter of good practice in
online advertising for the enforcement of IP and related rights (Charte de bonne pratique
dans la publicité en ligne pour le respect du droit d’auteur et des droits voisins). Furthermore,
in some countries, there are associations which work actively in the copyright field
(Austria, Belgium, Bulgaria, Czech Republic, Denmark, Germany, Ireland, Poland, Romania,
Slovakia, Slovenia, Spain, Sweden).
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4. Conclusions

The overview of national remedies against online infringement of sports event
broadcasting is complex and characterised by several differences among the covered
countries on all the issues considered in this report. Also, the present report highlights the
peculiar aspects that differentiate infringements of sports event broadcasts from other
copyright infringements. In this context, the conclusions of the report may underline
some key issues and some common approaches.

1)

One area of common ground is that sports events themselves are not
copyrightable as held by the CJEU in the Premier League case considering that
“the subject-matter concerned would have to be original in the sense that it is its
author’s own intellectual creation”. Certain national courts have also ruled on this
issue. However, the audiovisual recordings of sports events are protected as long
as they meet the originality requirement.

In addition to copyright protection, related rights are granted in EU law to both
the producers of the audiovisual recordings and to the broadcasters. Producers are
entitled to the right of the first fixation of the film, while broadcasters are entitled
to the transmission of broadcast signals for public reception, even when the
content broadcast and carried by the signal is not eligible for copyright protection.
One of the main differences among the covered countries concerns the nature of
the rights which entitle subjects to take legal actions in the case of infringement.
In some countries the matter is regulated by law (in Italy, where a related right is
granted by the law to the organiser, and in France, through a generic right to the
economic exploitation of sports events). Sports clubs may take legal actions based
exclusively on domiciliary rights in the case of unauthorised recordings made
within the premises of the venue where the event takes place. However, this
would not cover illegal streams based on the official broadcast and disseminated
online (in this case the signal of the broadcast is captured by infringers and used
to distribute illegal streams). In eight countries (Bulgaria, France, Greece, Hungary,
Italy, Romania, Slovakia, Spain) special forms of protection have been granted to
sports event organisers, in some cases by assigning the economic exploitation of
the audiovisual rights to them. Federations and leagues can therefore act on this
basis in the case of illegal broadcasting or streaming of the event (for instance, in
France, Article L. 333-1 of the Sports Code provides that the exploitation rights for
sports events belong either to the sports federations or to the organisers of sports
events). In some countries, this right is also accorded to sports clubs (e.g. Cyprus,
Netherlands, Portugal). Broadcasters may act as owners of the copyright (in the
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case of audiovisual recordings on condition of originality or creativity) or of the
related rights (in the case of fixation) as well as licensees of these rights, if the
audiovisual rights are owned by the sports organisers (Leagues or federations).
Many countries have empowered public bodies with specific competences to act
in the case of copyright infringement, in order to speed up the time taken to
obtain an injunction or other remedies, reducing, at the same time, the costs
associated with legal proceedings.

Some countries, in implementing the E-Commerce Directive, have introduced
statutory NTD procedures. The purpose of the NTD procedure is principally to
avoid judicial proceedings, where the infringement is terminated after the
notification. In other cases, some measures have been implemented by
administrative regulations and finally, in the vast majority of covered countries,
the requirements of the NTD have been determined by law.

European law considers blocking injunctions, which are applicable for any
copyright infringement, in Article 16(1) of the E-Commerce Directive, Article 8 of
the InfoSoc Directive, and Article 11 of the IPRED. Blocking injunctions allow
courts to order ISPs to adopt technical measures aimed at disabling or blocking
access to websites or platforms disseminating illegal content or hosting
hyperlinks (uploaded by third parties/users) allowing access to illegal content.
There is no specific injunction procedure provided in EU or national law in the
case of illegal broadcasting or streaming of live sports events.

In general, blocking orders are mainly addressed to ISPs (access and hosting
providers), while those addressed to the operators of the platforms or of the
websites are less frequent. Also, measures taken against end-users are extremely
rare.

In the majority of countries, the rules of the procedural codes (civil and criminal)
on injunctions also apply in the case of copyright and thus, to the infringement of
sports event broadcasting rights.

Following the case law of the CJEU (in the Telekabel case), blanket injunctions are
allowed, and thus some courts have started using dynamic orders which also
involve future URLs and IP addresses, not just exclusively those which are in
existence at the time the order is issued. In some countries, courts have adopted
live blocking injunctions, i.e. injunctions that can be executed in a timely manner
and therefore hinder active live streams. Some courts have also empowered
claimants by granting them the right to periodically notify the list of new websites
and IP addresses used by the infringing parties.

10) Live blocking injunctions are time-limited, and the courts have extended the

duration of the measures over varying periods of time (one or more seasons;
subsequent events for the same sports broadcast). At the time of writing, live
blocking injunctions have been issued in only four of the covered countries.

11) When issuing blocking measures (including dynamic and live blocking injunctions)

national courts have to make sure they are proportionate. Nevertheless, the
question regarding the allocation of the costs of these measures to ISPs remains
unaddressed. This aspect should be carefully considered especially if it ISPs are
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required to dedicate human resources to the activities necessary to comply with
the court orders or to invest funds in the improvement of their technologies.
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5. Case studies:

This section contains a selection of five case studies on leading initiatives and best
practice in the fight against the infringement of sports events.

5.1. Dynamic blocking injunctions

Blocking injunctions have become an important legal remedy that is frequently used by
both rightsholders and prosecutors across the EU. Blocking access to a website can only
be done within the limits of the law and it requires targeted legal measures. In practice, in
response to the blocking of a website, internet pirates may create “mirror” websites that
are made accessible to internet users. These websites share the same illegal content by
using a new URL or by moving to another hosting service, typically with a domain name
that matches the previous one, so that internet users can easily find it using a search
engine. This dynamic nature of online piracy has triggered legislators to adopt a
“dynamic” approach to remedies too.

So-called “dynamic” (or “forward-looking”) blocking injunctions are intended to
cover repeated infringements of copyright and/or related rights and thus to enhance the
effectiveness of the measures available to rightsholders to protect their content on the
internet. The dynamic aspect of this legal mechanism allows the prevention of repeated
and future infringements of the same protected content, by extending the scope of a
particular injunction to cover similar websites, including other domain names, Internet
Protocol (IP) addresses or URLs, without the need to initiate new legal proceedings to
obtain a new injunction.®

As mentioned earlier in this report, this type of injunction exists in a number of
the covered countries (Austria, Denmark, France, Germany, Greece, Ireland, Italy, the
Netherlands, Portugal, Romania, Spain, Sweden and the UK). In a number of cases, such

135 The case studies incorporate the input received from the International Olympic Committee (I0C), La
Liga, Premier League, UEFA and the Sports Rights Owners Coalition (SROC) who responded to a specific
survey of the European Audiovisual Observatory.

1% European Commission (2017), Communication from the Commission to the European Parliament, the
Council and the European Economic and Social Committee, Guidance on certain aspects of Directive
2004/48/EC of the European Parliament and of the Council on the enforcement of intellectual property rights,
{SWD(2017) 431 final} - {SWD(2017) 432 final}, Brussels, COM(2017) 708 final:
https://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-708-F1-EN-MAIN-PART-1.PDF.
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injunctions have been granted in the context of illegal online dissemination of sports
events.

5.1.1. The scope of dynamic injunctions

An injunction to prohibit the continuation of an IP infringement or to prevent any
imminent infringement (i.e. both “static” as covering a specific website, or “dynamic”) may
be issued by the competent judicial authority against intermediaries, irrespective of their
liability and the legal qualification of the services under the E-Commerce Directive
(hosting, caching and “mere conduit” services), as long as their services are used by a third
party in order to infringe the rights.1*’

Thus, for example, in Italy, the Court of Milan, issued an injunction in October
2020 against the intermediary whose services were used to facilitate copyright infringing
activities,’®® in accordance with Article 156 et seq. of the Italian Copyright Act
(implementing Article 8(3) of Directive 2001/29/EC).** The court held in this regard that
the qualification of the intermediary’s activities as a hosting or access (content delivery
network - CDN) provider was not relevant for the purpose of issuing such an injunction.

In particular, the case concerned an application by Lega Serie A and Sky Italy for a
dynamic blocking injunction against CloudFlare and other internet service providers (ISPs)
for providing access to copyright infringing content, pursuant to Article 156 et seq. of the
Italian Copyright Act. The Court of Milan issued a dynamic blocking injunction ordering
the blocking of current and future domain names and IP addresses of several Internet
Protocol Television (IPTV) services for illegal distribution of audiovisual content. While
CloudFlare argued that it could not be found liable for hosting illegal content, the court
found that this service was an intermediary within the meaning of Article 156 et seq. of
the Italian Copyright Law, against which an injunction could be issued regardless of any
liability of its own.* In February 2021, this judgment was upheld on appeal by the Court
of Milan, which ordered CloudFlare to cease all services rendered in support of illegal
IPTV, including hosting services. In the absence of action, a penalty of EUR 5 000 was
imposed for each day of non-compliance with the judge's order. The Court of Milan also

137 See in this sense Article 8(3) of the InfoSoc Directive.

138 Court of Milan, Ordinance No. 42163/2019 R.G., 5 October 2020, Sky Italia, Lega Serie A v. Cloudflare et al.
See: EUIPO, Recent European case law on the infringement and enforcement of intellectual property rights,
May 2021, p. 82,

https://euipo.europa.eu/tunnel-
web/secure/webdav/guest/document_library/observatory/documents/reports/New_Case_Law_en.pdf.

39 |talian Copyright Act (Legge 22 aprile 1941 n. 633, Protezione del diritto d'autore e di altri diritti connessi al
suo esercizio): http://www.interlex.it/testi/l41_633.htm#156.

140 http://copyrightblog.kluweriplaw.com/2020/11/23/further-developments-on-italian-enforcement-against-
illicit-distribution-of-sport-events/.
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ordered the service provider Google Ireland Ltd to produce before the court information
that would allow the identification of the recipients of its services.*

Furthermore, the scope of an injunction order against an intermediary whose
services are used by a third party to infringe a copyright or related right, under Article 8(3)
of the Information Society (InfoSoc) Directive and Article 11 of the Intellectual Property
Rights Enforcement Directive (IPRED), may not be limited to the defendant targeted by
the legal action but may be extended to cover all ISPs under the jurisdiction of the
member state. For example, in Denmark, the code of conduct* signed between the
Danish Rights Alliance and Teleindustrien, the association of Danish telecommunication
operators, indicates that, if a court or a relevant authority delivers a blocking order
targeting a member of the industry, the Rights Alliance shall communicate the decision to
its members (ISPs) to block the designated websites, as confirmed in the case law.*
Based on a revision in 2020, the code of conduct also applies to dynamic injunctions.

Infringing websites are often listed in court decisions awarding blocking
injunctions but, due to the dynamic nature of content piracy, dynamic injunctions foresee
extensions to all future domain names, different IP addresses or URLs reproducing the
infringement.

5.1.1.1. Territorial scope

Blocking injunctions issued by national courts normally apply to access service providers
under the jurisdiction of the relevant member state and illegal activities having effects in
the same territory.** Courts can order the blocking of illegal content regardless of where
the IP infringement took place, or where the users accessing the content are located, as
long as the illegal activities are directed at users in the member state in question.

For example, in April 2019, the Court of Frederiksberg issued, for the first time in
Denmark, a dynamic injunction against the telecommunications operator Telenor.™*s The
plaintiff acted pursuant to the Danish Copyright law,*¢ notably Article 67, by which an

141 See the case as reported by FAPAV, “FAPAV: Rispetto delle regole fondamentale per sostenere il comparto
audiovisivo”: https://fapav.it/il-tribunale-di-milano-ordina-a-cloudflare-il-blocco-dei-servizi-alle-iptv-pirata/
42 Code of conduct for handling decisions on blocking access to intellectual property infringement services
(Code of Conduct for hdndtering af afgerelser om blokering af adgang til tjenester, der kreenker immaterielle
rettigheder), revised edition of 18 May 2020:
https://rettighedsalliancen.dk/wp-content/uploads/2020/06/CoC_DA.eksl .Anneks_m.logo_-1.pdf.

43 Court of Frederiksberg, Case BS-5975/2019-FRB, 15 April 2019, LaLiga v. Telenor:
https://docplayer.dk/130135008-Retten-paa-frederiksberg-kendelse.html .

4 For more details about jurisdiction in civil litigation over intellectual property matters, as well as the laws
applying with regard to non-contractual matters involving intellectual property, please see at pages 31 and
64-66 of Cabrera Blazquez F., Cappello M., Grece C,, Valais, S., “Copyright enforcement online: policies and
mechanisms”, IRIS Plus, European Audiovisual Observatory, Strasbourg, 2015, https://rm.coe.int/1680783480.
145 Op. cit., Case BS-5975/2019-FRB. See Laliga’s reaction to the decision: https://newsletter.laliga.es/global-
futbol/laliga-teams-up-with-rettighedsalliancen-and-wins-first-case-on-illegal-football-in-denmark.

146 Copyright Act. LBK No. 1144 of 23/10/2014 (Lov om ophavsret. LBK nr. 1144 af 23/10/2014):
https://www.retsinformation.dk/eli/lta/2014/1144.
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audiovisual recording may not be reproduced or made available to the public without the
consent of the rightsholder. In this case, Telenor was ordered to block customers' access
to websites offering illegal streaming of live sports events, at the request of the Danish
Rights Alliance,” acting upon the mandate of LaLiga. In particular, the court ordered
Telenor to implement a technical solution (@ domain name system (DNS) blocking
measure) to prevent access to the list of infringing websites, as well as other websites
notified to it by the Danish Rights Alliance. The court stated that, for the order to have the
desired effect, it is essential that the blocking is handled “dynamically”. Regarding the
notion of “actual knowledge” of illegal activity,*® the court specified that only website
addresses that are notified to Telenor by the defendant are covered by the injunction,
meaning that addresses that Telenor is unaware of, or that Telenor may become aware of
from other third parties, are thus not covered by the injunction.

In September 2019, a similar dynamic injunction was issued by the same Court of
Frederiksberg, ordering Telenor to block access to Rojadirecta, on the same terms
stipulated in the previous decision.** Following this decision, the Spanish company that
administers Rojadirecta, Puerto 80 Projects SLU, whose website was targeting users
worldwide, including in Denmark, appealed the first court decision, claiming that the site
was not illegal, as legal content was also available, adding that the alleged illegal
content was only a small part of the sports event content available on the website.’® The
defendant pleaded that any blocking of Rojadirecta should be limited to the specific times
when matches are played, as part of the proportionality assessment, in order to balance
the different fundamental rights at stake. Additionally, the defendant disputed Laliga’s
ownership of rights in the audiovisual recordings and the fact that the recordings were
protected by copyright, asking the court to annul the blocking order against Rojadirecta.
In its deliberation, the court established that LalLiga had provided enough evidence of its
ownership rights, pursuant to Spanish Royal Decree-Law 5/2015,s' and that the
recordings were protected by copyright due to the creative choices made, including the

47 Danish Rights Alliance (RettighedsAlliancen): https://rettighedsalliancen.com/.

148 Under Article 14 of the E-Commerce Directive, a liability exemption for hosting providers is provided on
condition that the provider does not have actual knowledge of illegal activity or information or that the
provider, upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable access to
the information.

9 In the April 2019 judgement, the Court of Frederiksberg decided to postpone the decision regarding
Rojadirecta, so as to allow the applicant sufficient opportunity to defend its interests during the proceedings.
Court of Frederiksberg, Case BS-5975/2019-FRB, 6 September 2019, LaLiga v. Telenor:
http://docplayer.dk/155331151-Retten-paa-frederiksberg-kendelse.html.

150 Court of Frederiksberg, Case BS-44200/2019-0LR, 1 July 2020, LaLiga v. Telenor:
https://www.recordere.dk/wp-content/uploads/2020/07/Bilag-2.pdf.

See also the Danish Rights Alliance’s reaction to the decision: https://rettighedsalliancen.com/the-danish-
rights-alliance-and-laliga-wins-case-on-blocking-of-illegal-live-sports/.

51 Royal Decree-Law 5/2015, of April 30, on urgent measures in relation to the marketing of the exploitation
rights of audiovisual content of professional football competitions (Real Decreto-ley 5/2015, de 30 de abril, de
medidas urgentes en relacion con la comercializacion de los derechos de explotacion de contenidos audiovisuales
de las competiciones de futbol profesional), https://www.boe.es/buscar/act.php?id=BOE-A-2015-4780.
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logo of LaLiga, the introductory video sequence, the anthem, film footage with highlights
from the match and various forms of graphics, as they appear in a transmission manual
prepared by Laliga for the rightsholders.>> Additionally, the court considered that
blocking access to Rojadirecta in Denmark was not disproportionate, given the extensive
violations reportedly taking place on the website, for which the company Puerto 80
Projects SLU could be held liable.

5.1.1.2. Temporal scope

Dynamic injunctions granted by courts are often limited in time, based on the principle of
proportionality. The durations granted tend to reflect the particular calendars of sports
events. However, as recurring matches take place over several months or years, courts
may issue injunctions that are enforceable over a specified period of time, covering up to
several competition seasons. As to the renewal or extension of the order, some courts,
such as those in Ireland, require a prior assessment of the effectiveness of the order and
consideration of whether an extension is appropriate.’® Furthermore, as dynamic
injunctions cover evolving infringing domain names and/or IP addresses that may be
unknown to the court at the time of the decision, courts often specify a timeframe
(periodically, or up to a certain deadline) for rightsholders or third parties mandated by
them to communicate lists of infringing websites to service providers for the purpose of
blocking access.

In Spain, Telefénica Audiovisual Digital had sought a dynamic injunction against
several ISPs to prevent access to unlicensed live football content.’>* Previously, Telefonica
had already asked the ISPs to block access to the illegal content, but the company had
failed to comply. As the defendants acquiesced to the claims brought forward by the
plaintiff, the Madrid Court issued an injunction in accordance with the terms of the
application, also ordering the defendants to bear the costs arising from the
implementation of the blocking measures pursuant to Article 21 of the Spanish Civil
Procedures Law.'* First, the court issued a “static” blocking injunction, covering three
football seasons between 2019 and 2022, requiring the ISPs to block access to the URLs,
DNSs and IP addresses of the pirate websites listed in the order, in both HTTP and HTTPs
protocols, within a maximum period of 72 hours from the notification of the court’s

152 Spanish law provides for a transfer of the audiovisual rights included in the scope of the Royal Decree-Law,
namely the “right of arena”, which belongs to participating clubs, and to the event organiser, Laliga.
According to a decision from the Court (Audiencia) of Sevilla issued on 22 September 2021, in such
audiovisual rights as foreseen in Article 2.1 of the Royal Decree-Law, the broadcasting right is also included,
for its exploitation in the national or foreign market (decision not published).

153 The Football Association Premier league Ltd v. Eircom Ltd (Trading as Eir) & Others (Approved) [2020] IEHC
332 (15 June 2020): http//www.bailii.org/ie/cases/IEHC/2020/20201EHC332.html.

134 Commercial Court No. 7 of Madrid, 11 February 2020, Appeal No. 2174/2019, Telefonica Audiovisual Digital,
S.L.U. v. Vodafone Espana, S.A.U., et al.:
https://www.poderjudicial.es/search/AN/openDocument/dlecc270d29d6605/20200219.

155 Ley 1/2000, de 7 de enero, de Enjuiciamiento Civil, 08/01/2001:
https://www.boe.es/buscar/act.php?id=BOE-A-2000-323&p=20151028 &tn=1#a21.
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decision. Subsequently, the court issued a dynamic blocking injunction to block all new
websites identified by the plaintiff and notified simultaneously to all ISPs, on a weekly
basis, within a maximum period of three hours from the notification of the new list, and
to report back to the plaintiff on the exact time the blocking was implemented. The
dynamic blocking injunction is valid until 25 May 2022 (the presumed end date of the
three football seasons covered by the order).

5.1.2. The criteria for dynamic injunctions

National courts have systematically assessed a number of criteria to justify their decisions
to grant a dynamic injunction, based on their interpretation of EU and national rules
related to injunctions. Despite the lack of harmonisation, some similarities regarding the
procedural requirements can be highlighted.

Rightsholders are required to provide evidence of their ownership of copyright
and/or related right, as well as of the alleged infringement of these rights (such as a list
of the allegedly illegal content), of the damage or harm caused by the allegedly infringing
activity or of the imminence of damage or harm to be suffered, if the infringement occurs
or continues - particularly in the case of an application for an interim (or provisional)
injunction.s¢

In many national jurisdictions, applicants are required to demonstrate that the
remedies and measures sought meet certain principles such as proportionality,
appropriateness, subsidiarity, objectivity and effectiveness.’”” However, the requirements
vary from country to country. While “effectiveness” and “subsidiarity” are required by the
courts in Ireland, the Netherlands®® and the UK,"* they are not required by the Spanish
courts, which instead require that measures be “objective” and “non-discriminatory”.s

The measures granted by the judge depend on the activity of the defendant and
the type of infringement. Depending on the courts’ assessment, the judge may grant a
“static” or “dynamic” injunction and define the scope of the remedies proposed.tt A full
examination by the judge (judgment on the merits) is necessary for the issuance of a
permanent injunction. However, in the case of potential or imminent damage related to

6 EUIPO, Study on dynamic blocking injunctions in the European Union, March 2021, p. 32,

https://euipo.europa.eu/tunnel-

web/secure/webdav/guest/document_library/observatory/documents/reports/2021_Dynamic_Blocking
Injuctions/2021 Study on_Dynamic_Blocking_Injuctions_in_the_European_Union_FullR_en.pdf.

157 |bid.

18 Judgement, District Court of The Hague, The Football Association Premier League v. Ecatel, 24 January 2018,

C/09/485400/ HA ZA 15-367: https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2018:615

159 See previously mentioned FAPL decisions for both Ireland and the UK.

160 Qp. cit., EUIPO.

161 1bid., EUIPO, p. 33.
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the occurrence or continuation of an infringement, the judge may apply urgent
proceedings and issue interim injunctions, which only require a partial examination of the
case (summary judgment).

In Italy, in urgent proceedings, a partial examination of the merits is sufficient for
the court to issue a dynamic blocking injunction, pending a full examination and a
subsequent decision of the court. In Greece, Ireland and Spain, proceedings can only be
inter partes. However, in several of the covered countries, proceedings can be either inter
partes or ex parte, under certain conditions, that vary across the countries. Those
conditions include: the urgency of taking action (Germany); that the infringement has
already occurred (Netherlands); a prior notification to the intermediary targeted by the
injunction (UK).z¢2

In 2019, the High Court of Ireland issued a dynamic injunction against several
ISPs, at the request of the FAPL (Football Association Premier League - UK), arguing that
“‘whilst the remedy may not be 100% successful, this is not relevant as long as the remedy
is persuasive™®* The judgement also referred to a 2016 decision by the Irish Court of
Appeal,’s* concerning music rights, which lists a set of criteria so as to assess whether an
injunction is consistent with EU law. In particular, the court ruled that an injunction must
be necessary (in this case, the court considered that ordering an injunction against the
“non-infringing” ISP was necessary in view of the ineffectiveness of other remedies to
stop copyright infringement in the digital context); the costs involved should not be
excessive or disproportionate and the order itself should not be unduly complicated (in
this case, for example, the judge considered the cost for the ISP to develop new software
for automated filtering in light of its turnover); the cost-sharing proposals must be fair
and reasonable (in this case, the judge used general criteria of fairness and
proportionality); the order must respect the fundamental rights of the parties affected,
including the users of the ISP and the duration of the proposed injunction and the
provisions for review should be reasonable. The same criteria were used as a basis to
assess further dynamic injunction orders in Ireland, including the extension of the 2019
orderts and, in 2020, a similar order at the request of the Union of European Football

162 Op. cit.

163 The Football Association Premier League Ltd. v. Eircom Ltd. t/a Eir & Others [2019] IEHC 615 (15 July 2019):
http://www.bailii.org/ie/cases/IEHC/2019/H615.html.

164 Sony Music Entertainment lIreland Ltd & Others v. UPC Communications Ireland Ltd [2016] IECA 231 (28 July
2016): http://www.bailii.org/ie/cases/IECA/2016/CA231.html.

165 The 2019 order was granted for a limited period until the end of the competition’s last game, then
extended following an application by the FAPL for the remainder of the 2019/2020 season and the
2020/2021 season.

Op. cit., [2020] IEHC 332.
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Associations (UEFA),ssand in July 2021, when the initial order in the Republic of Ireland®
was extended for the 2021/22 and 2022/23 seasons.1s?

In cases where none of the criteria set by the examining court are met, the request
for an injunction may be turned down. In Malta, the company IMG Media Limited
requested an injunction against several ISPs to block specific IP addresses as well as any
other IP addresses from which Serie A games were being illegally transmitted.1* The court
ruled that the applicant had not been able to satisfactorily demonstrate its ownership of
the rights, namely by providing a written licensing agreement. The applicant had provided
an unauthenticated copy of a letter issued by the Chief Executive Officer of Serie A as sole
proof of ownership, and the court estimated that “a simple copy of a statement made by a
person not properly identifiable” was not sufficient. Moreover, the applicant did not show
how it could suffer “irreparable prejudice” which could justify an injunction. Finally, the
court acknowledged that the remedy sought by the applicant was not suitable, adding
that the latter could have had recourse to provisional and precautionary measures
available under Chapter 488 of the Enforcement of Intellectual Property Rights Act'° to
protect its rights, but failed to do so.

Key UK judgements have provided ISPs or third parties against whom a blocking
order has been issued (including hosting providers, website or streaming service
operators, operators of the target servers, as well as any customer) with the possibility of
making an application to set aside or vary the blocking order.”” In this respect, and in
order to safeguard the interests of all parties, the Matchroom 2020 judgment provided for
exceptions, by allowing the ISP to request the suspension of the blocking in certain cases.
For example, a suspension may be requested in order to correct or investigate the
possible overblocking of material allegedly caused by the measure. Such a suspension
may also be requested by the ISP in order to ensure the reliable operation of its Internet
Watch Foundation blocking system, if the ISP reasonably considers that such operation
might otherwise be impaired. The blocking may also be suspended in order to maintain
the integrity of the service of the ISP or the operation of its blocking system in the event
of upgrades, troubleshooting or maintenance, or in the event of any imminent threat to

16 Union Des Associations Européennes De Football v. Eircom Ltd T/A Eir & Others (Approved) [2020] IEHC 488
(29 September 2020): http://www.bailii.org/ie/cases/IEHC/2020/20201EHC488.html.

167 https://www.uefa.com/insideuefa/news/0262-10a755a9beb9-932121c2f1af-1000--uefa-secures-irish-high-
court-order-to-halt-illegal-streaming-o/.

168 UEFA also successfully renewed its blocking order in the UK in July 2021 that will last for the 2021/22 and
2022/23  seasons.  https:y//www.irishtimes.com/business/media-and-marketing/order-against-pirates-live-
streaming-uefa-matches-is-extended-1.4620545.

169 Civil court, 1204/2020/1 LM, 1 October 2020,
https://ecourts.gov.mt/onlineservices/Judgements/Details?Judgement|d=0&Caseludgementld=123238.

170 Enforcement of Intellectual Property Rights (Regulation) Act, https:/legislation.mt/eli/cap/488/eng/pdf

171 See decisions: Matchroom Boxing Ltd & Anor v. British Telecommunications Plc & Others [2018] EWHC 2443
(Ch) (20 September 2018), https://www.bailii.org/ew/cases/EWHC/Ch/2020/2868.html and The Football
Association Premier League Ltd v. British Telecommunications Plc & Others [2017] EWHC 480 (Ch) (13 March
2017): http://www.bailii.org/ew/cases/EWHC/Ch/2017/480.html
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the security of the ISP’s networks or systems. In all cases, the suspension of the blocking
will be subject to a reasoned notification to the applicant or a designated third party,
within a reasonable period of time and provided that such suspension does not last any
longer than is reasonably necessary.

5.2. Live blocking injunctions and expeditious action

Responsive and expeditious actions, to prevent or disable access to alleged pirated
content, is particularly important as live sport events lose most of their market value once
the live transmission is over. Although national courts continue to order the complete
blocking of access to websites in the EU, a number of them'’2 have found that the problem
of piracy in the EU has grown to the point where blocking websites is no longer
sufficiently effective enough to combat live sports piracy. They have thus resorted to live
blocking orders, to block access to servers hosting, delivering and/or facilitating access to
illegal streams of live sports events, only while the event is being broadcast. This means
that the infringing service may become accessible again after the end of the live
transmission.

Live blocking injunctions are generally considered to meet the need for
expeditious action in the context of the live transmission of sports events, while providing
an appropriate and proportionate remedy that matches the lifespan of the live streams
and ensuring a “fair balance” between fundamental rights. In particular, live blocking
orders are more limited in time and therefore have potentially less impact on
fundamental rights, such as the right of the ISP to conduct business. Such injunctions
were first used in the UK, and then in other covered countries, such as Ireland and the
Netherlands.

5.2.1. The criteria for live blocking injunctions

Given the dynamic nature of live sports piracy, one type of dynamic injunction that is
particularly used in this area is the live blocking injunction (also referred to as a “live
blocking order”), as illustrated by the following case law.

In 2017, the England and Wales High Court issued the first live blocking order in
the EU, marking a significant milestone in the legal battle against online piracy of live
sports content.””s In this case, the Football Association Premier League (FAPL) sought a
blocking order requiring several major UK ISPs to take measures to “block, or at least
impede, access” by their customers to streaming servers which deliver illegal live streams

172 See, for example, in Ireland, Germany, Portugal or the UK.
175 The Football Association Premier League Ltd v. British Telecommunications Plc & Others [2017] EWHC 480
(Ch) (13 March 2017): http://www.bailii.org/ew/cases/EWHC/Ch/2017/480.htmL.
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of Premier League live games to UK customers, pursuant to Section 97A of the UK
Copyright, Designs and Patents Act 1988.77+ The court listed a number of key aspects that
established the scope of live blocking orders, as follows:

m  The order is a “live” blocking order which only has effect at the times when live
Premier League match footage is being broadcast: in practice, this is made
possible thanks to video monitoring technologies and blocking systems,
respectively for the rightsholder (the FAPL) and the intermediary (ISPs).

m  The order provides for the list of target servers to be "re-set" each match week
during the Premier League season. This allows for new servers to be identified by
the FAPL and notified to the defendants in order for them to block the target
servers each week; it also ensures that old servers are not blocked after the end of
a week, unless they continue to be observed as sources of illegal footage.

m  The order is only for a short period of time: the court granted the defendants time
to prepare for complying with the terms of the order, which was valid for the
duration of the 2016/2017 football season, and subject to an effectiveness
assessment prior to any future application by the rightsholders for a similar order.

m  The order requires a notice to be sent to each hosting provider each week when
one of its IP addresses is subject to blocking: the court allowed for the hosting
providers and the operator of any website or streaming service claiming to be
affected by the live blocking order “to be granted permission to apply to set aside
or vary the order”.

In exercising its discretion as to whether or not to issue an order, the England and Wales
High Court also assessed the proportionality of the order in relation to the competing
rights of the parties affected by it, in light of the need to ensure a “fair balance” between
fundamental rights, as developed by the CJEU, the European Court of Human Rights
(ECtHR) and national courts.'’s

The FAPL order prompted UEFA to seek and obtain from the England and Wales
High Court a similar injunction, a few months later. UEFA was seeking to ensure that the
same ISPs take measures to block, or at least impede, access by their customers to
streaming servers which deliver illegal live streams of UEFA Competition matches to UK

74 Copyright, Designs and Patents Act 1988:

https://www.legislation.gov.uk/ukpga/1988/48/section/97 A#:~text=%5BF197Alnjunctions%20against%20serv
ice,their%20service%20t0%20infringe%20copyright.

175 See (C-131/12, Google Spain SL v. Agencia Espanola de Proteccion de Datos, 2014,
https://curia.europa.eu/juris/liste.jsf?num=C-131/12; C-314/12, UPC Telekabel Wien GMBH v. Constantin Film
Verleih GMBH, Wega Filmproduktionsgesellschaft MBH, 2014,
https://curia.europa.eu/juris/document/document.jsf;jsessionid=F8979C20B601B9A3CEC292561DAFF957 ?text
=&docid=149924 &pagelndex=0&doclang=EN &mode=Ist&dir=&occ=first&part=1&cid=1532101; and C-
360/10, Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAM) v. Netlog NV, 2012,
https://curia.europa.eu/juris/documents.jsf?num=C-360/10.
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viewers for the duration of the 2017/2018 UEFA season.’s The injunction in the UEFA
case was granted on mostly similar terms as in the FAPL case. In addition, the England
and Wales High Court expressly noted that the evidence filed suggested that the
injunctions granted in the FAPL case had been “very effective” and that there had been no
evidence of “overblocking”. The court pointed out that the need “for such orders has been
emphasised by further evidence which has become available since then as to the scale of
the problem of illegal streaming”.

In 2019, the High Court of Ireland issued the first live blocking injunction in the
country, against several ISPs, at the request of the FAPL in a similar matter.?”” The court
referred to the reasons invoked in the FAPL case to apply such a blocking order and
anticipated that, based on the evidence submitted, such an order would have similar
effectiveness in Ireland as it had achieved in the UK. The order was granted for a limited
period until the end of the competition’s last game. The blocking was then extended
following an application by the FAPL for the remainder of the 2019/2020 season and the
2020/2021 season'’® and was followed by a similar live blocking order at the request of
UEFA, in 2020, that was granted on the same grounds.?® As previously mentioned, this
initial order in the Republic of Ireland®® was extended in July 2021 for the 2021/22 and
2022/23 seasons,’®t and UEFA also successfully renewed its blocking order in the UK in
July 2021 that will last for the 2021/22 and 2022/23 seasons.

5.2.2. The conditions of proportionality, effectiveness and
subsidiarity in live blocking injunctions

As with any blocking injunction, national courts require rightsholders to provide evidence
of their ownership of rights and the damage or harm they have suffered or are suffering as
a result of the alleged infringing activity or of the imminence of damage or harm to be
suffered, if the infringement occurs or continues. The latter is particular to interim
injunctions. Based on the evidence submitted, the court assesses whether the measures
requested by the applicant are appropriate and in accordance with the principles of
proportionality, effectiveness and subsidiarity.

76 Union des Associations Européennes de Football v. British Telecommunications Plc & Others [2017] EWHC 3414
(Ch) (21 December 2017): http://www.bailii.org/ew/cases/EWHC/Ch/2017/3414.html

177 The Football Association Premier League Ltd. v. Eircom Ltd. t/a Eir & Others [2019] IEHC 615 (15 July 2019):
https://www.bailii.org/ie/cases/IEHC/2019/H615.html.

178 The Football Association Premier League Ltd v. Eircom Ltd (Trading as Eir) & Others (Approved) [2020] IEHC
332 (15 June 2020): http://www.bailii.org/ie/cases/IEHC/2020/20201EHC332.html.

7% Union Des Associations Européennes De Football v. Eircom Ltd T/A Eir & Others (Approved) [2020] IEHC 488
(29 September 2020) : http://www.bailii.org/ie/cases/IEHC/2020/20201EHC488.html.

180 https://www.uefa.com/insideuefa/news/0262-10a755a9beb9-932121c2f1af-1000--uefa-secures-irish-high-
court-order-to-halt-illegal-streaming-o/.
8https://www.irishtimes.com/business/media-and-marketing/order-against-pirates-live-streaming-uefa-
matches-is-extended-1.4620545.
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In 2018, the FAPL sought from the Dutch District Court of The Hague an
immediate injunction against an ISP, Ecatel,*®? to stop providing any services that facilitate
the viewing of illegal streams of Premier League football.®®® In this case, the plaintiff
requested an order against the defendant, to cease and desist any service used by third
parties to infringe its copyright and trademark rights, by permanently or temporarily
suspending the service concerned within 30 minutes of the receipt of an electronic
notification by the FAPL or by a designated third party, permanently or only during the
broadcast, competition or a relevant part of a day, subject to an immediately payable
penalty in the case of non-compliance. It also asked for compensation for the damages
suffered and to be suffered by the FAPL and its licensees, as a consequence of the alleged
violations. The defendant pleaded that the claims violate the principles of effectiveness,
proportionality, and subsidiarity and constitute an inadmissible violation of the rights to
freedom of enterprise and freedom of information. It also argued that their service
provision would only concern “mere conduit” services - only acting as server rental
service and not as a hosting provider.

In its judgement,’® the court held that the FAPL was entitled to take legal action,
after providing undisputed proof of the transfer of rights by contractual agreement. It also
dismissed any prejudice to the users’ right to information or to Ecatel’s right to freedom of
entrepreneurship. The court highlighted that the required action is relatively simple,
involves little cost and will have to be undertaken only after prior notification by the
plaintiff and only for the limited duration of each football match. The court argued that
sports events broadcasts are considered as works entitled to copyright protection, insofar
as creative choices are made during a broadcast of a football match (e.g. the positioning
of the cameras, following certain moments of the game, moving along the camera or not,
zooming in and out, the switching between cameras during the recording and repeating
moments of the event, the live commentary during the event, the opening video, the
anthem and some of the graphic images used). It also added that the fixation requirement
cannot be applied because it “occurs simultaneously with the filming of the event”.
Finally, the court considered that Ecatel qualifies as an intermediary, according to Article

182 The FAPL had previously taken legal action against Ecatel, before the District Court of The Hague in August
2014, for copyright and trademark rights infringement by hosting illegal streams of FAPL-owned sports
content, resulting in a cease and desist order. However, in April 2015, Ecatel appealed the decision, claiming
to be a mere server rental service and not a hosting provider in the meaning of Article 14 of the E-Commerce
Directive.

183 To investigate and assess that Ecatel’s servers were used in the illegal streaming of Premier League
content, the FAPL commissioned NetResult/Opsec, a private company using advanced technology to help
broadcasters, distributors and other rightsholders in combatting live event-based piracy:
https://www.opsecsecurity.com/opsec-online/antipiracy-live-streaming-protection. See also Premier League
press release at: https://www.premierleague.com/news/603945.The company observed that an Ecatel server
was used as a hosting server of streaming platforms.

184 Judgement, District Court of The Hague, The Football Association Premier League v. Ecatel, 24 January 2018,
C/09/485400/ HA ZA 15-367: https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2018:615
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26d of the Dutch Copyright Act,'® as its servers are used both as origin nodes and edge
nodes of the illegal streams. Furthermore, the court established that Ecatel is a hosting
provider for streaming websites.

In determining the appropriateness of the measures requested by the plaintiff, the
court assessed these measures in light of the principles of proportionality, effectiveness,
and subsidiarity. With respect to the proportionality aspect, Ecatel claimed that the
blocking would affect access to other lawful content uploaded by its customers. The court
considered that it is the responsibility of both Ecatel and its customers to lay down, via
contractual agreement, and to implement an adequate notice and take-down policy to
clear their liability, simplify the procedure of taking down illegal content and facilitate
access to legal content. Additionally, the FAPL has indicated that it is able to report
individualised infringements and that blocking will only be necessary for a period limited
in time - the duration of the relevant event - and only if the stream has not already been
blocked in another way. Regarding the effectiveness criterion, the court referred to the
Telekabel/Wien case,'® where it was determined that measures are effective if they result
in preventing or discouraging unauthorised access to copyrighted works. As to the
principle of subsidiarity, the court assumed that there are no other less burdensome
measures which could achieve the objective desired, highlighting the technical difficulties
of tracing the “origin node” of each stream. Moreover, streaming providers could not be
adequately prosecuted for alleged infringements, due to the lack of clarity about their
identity, and because of their establishment in distant jurisdictions and rapid changes of
server addresses.

In the end, the court granted an order, requiring Ecatel to cease providing services
to customers during Premier League matches, no later than 30 minutes after receipt of an
electronic notification to that effect from the FAPL or a designated third party. The order
was effective 24 hours after its issuing and was applicable for the duration of the match.
Failure to comply with this order would result in an immediately payable penalty of EUR
5000 for each illegal stream, and up to a maximum of EUR 1 500 000.

5.2.3. The time dimension of live blocking orders

Due to the time constraints imposed by the nature of the event and the legal remedy (i.e.
live blocking), and in order to meet the requirements of effectiveness and proportionality,
several decisions have set time limits for the implementation of the remedies granted by
the courts. Some courts have also imposed obligations on intermediaries to execute the
blocking action, as well as obligations on rightsholders to provide the information
necessary for such execution.

185 Dutch Copyright Act (Auteurswet): https.//wetten.overheid.nl/BWBR0001886/2021-01-01
186 C-314/12, UPC Telekabel Wien GmbH v. Constantin Film Verleih GmbH, Wega Filmproduktionsgesellschaft mbH:
https://curia.europa.eu/juris/liste.jsf?num=C-314/12.
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5.2.3.1. Duration of the blocking

As mentioned earlier, the duration of the blocking order depends on the duration of the
single event. In certain sports, such as boxing, the duration of an event or a game may
vary. To ensure the proportionality of the measure, servers that have to be blocked, must
be unblocked as soon as reasonably practicable after the end of the event.

In the Matchroom 2020 decision,’® the court ordered the issuer of the blocking
request to notify the ISP within 15 minutes of the end of the relevant Matchroom event to
end the blocking and restore access. The court’s decision may be justified by the fact that
in certain sports, such as boxing, the end time is only indicative, as the encounter may
last for a shorter period of time. It is therefore justified to lift the blocking as soon as the
live event is over.

Most sports events occur based on a calendar, fixed in advance by the different
parties involved in the organisation. The information provided by rightsholders on the
timing of the event may impact their ability to obtain a live blocking order from the judge.
In a case filed before the England and Wales High Court, Matchroom requested an
injunction against several ISPs, to block the illegal streaming of boxing events. However,
the court noted that the scheduling of the events was not fixed sufficiently far in advance,
thus not allowing the rightsholders to list all of the individual boxing events within the
designated seven-day period prior to each event. Given these particular circumstances,
the court required the plaintiff to notify the defendants of the events at least four weeks
in advance and awarded a blocking order for two years. Later on, in the Matchroom 2020
decision, the court indicated that any changes to the start time, date or competitors for a
boxing event must be notified to the ISPs.:s

5.2.3.2. The need for prompt removal of illegal content
The effectiveness of live blocking injunctions lies in the promptness of blocking access to
illegal content or activity. In this regard, the 2017 FAPL UK decision emphasised that

[a] timely response is important in the case of Premier League matches because, to be
effective, any intervention must occur during the course of a match. The operators of
streaming servers reqularly change the IP addresses from which the servers operate.

The 2019 FAPL Ireland decision stated that

87 Qp. cit., Matchroom, 2020.

188 The applicant had filed a new blocking injunction request, after the first one expired. It had previously
been revised and extended by the court in 2019.

Matchroom Boxing Ltd & Anor v. British Telecommunications Plc & Others [2020] EWHC 2868 (Ch) (29 October
2020), https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2020/2868.html&query=IL-2018-
000155+.
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[t]he evidence regarding effectiveness [...] demonstrates the following: (a) Increased
compliance rate (that is the proportion of unauthorised live streams which have been
disrupted or removed within 60 minutes of detection); |[...].

Almost all known live blocking orders that have been granted by national courts have
asked for rapid action upon notification of the infringement, without, however, defining a
timeframe for action.’® Thus, for example, in the 2020 Matchroom decision described
above, the ISPs were ordered to use their best endeavours to disable access to the IP
address as soon as practicable and subject to the limits of their networks and resources
and to use the technical means set out in the decisions on at least two occasions during
and prior to the conclusion of a Matchroom event, so as to ensure that the blocking
worked effectively.

Meanwhile, considerable improvements in video monitoring technologies and
advances in blocking systems allow ISPs to block and unblock IP addresses during the
course of matches in some cases automatically. These technological advances have
allowed rightsholders to play a proactive role in adequately protecting their rights. In the
2017 FAPL UK decision, the judge considered that such technologies facilitate the
identification of illegal streams with a very high level of accuracy almost in real time,
enabling prompt content take-down notifications to be issued. In light of these
technological developments and in an unprecedented decision, the Dutch District Court of
The Hague assessed the notion of "expeditious” action for a hosting service provider in
the Ecatel case, setting the time limit for prompt action at 30 minutes, following the
formal notification of an IP infringement on its service by the rightsholder.*:

5.3. The role of police forces in addressing IP infringement:
legal proceedings and cross-border cooperation

Cooperation between police forces, rightsholders, stakeholder associations and public
bodies have proven to be efficient in the field of IP enforcement. Nevertheless, the
prosecution of IP infringements remain challenging due to the global dimension of online
content piracy, the complexity of the different infringing business models and the
geographical spread of the different activities and players involved across multiple
countries. In that respect, cross-sector cooperation and IP enforcement go hand in hand.*?

189 The Football Association Premier League ltd. v. Eircom ltd. t/a Eir & Others [2019] IEHC 615 (15 July 2019):
http://www.bailii.org/ie/cases/IEHC/2019/H615.html.

190 Qp. cit.,, Matchroom, 2020.

191 Qp. cit,, Ecatel, 2018.

192 EUIPO, “Illegal IPTV in the European Union”. Research on online business models infringing intellectual
property rights — phase 3, November 2019,
https://op.europa.eu/en/publication-detail/-/publication/0617f865-1bc6-11ea-8c1f-0laa75ed71al.
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At the national level, different approaches regarding the role of the police can be
observed. At the EU level, various cooperation frameworks and initiatives have been put
in place over the years, allowing prosecution and IP enforcement across borders.
Moreover, the EU agencies for law enforcement, Europol, and for criminal justice
cooperation, Eurojust, play an ever-growing role in coordinating actions across Europe
and in collaboration with international partners.

5.3.1. The role of police forces in addressing IP rights at
national level

The role played by law enforcement authorities varies significantly in each of the covered
countries, depending on the legal system, the structure of the public authorities and
institutions, as well as on existing agreements between all the different bodies involved
in the field of IP protection.

5.3.1.1. Structure and organisation of police forces in charge of IP protection

Police forces in charge of IP enforcement operate under a variety of structures that are
different from one country to another. Several of the countries have set up dedicated
cybercrime or copyright units within their police forces.

In Malta, the Cybercrime Unit provides technical assistance in the detection,
investigation, and prosecution of cybercrimes. Dedicated units exist in Belgium, Bulgaria,
Denmark, Greece, Ireland, Latvia, Lithuania, Poland, Sweden, and the UK.

In Italy, IP enforcement falls under the scope of activity of two police units: the
Postal and Communications Police, a unit of the state police that works on preventing and
investigating cybercrime and IP violations, among others;** and the Guardia di Finanza, a
special police corps that directly depends on the Ministry of Economy and Finance, is in
charge of addressing audiovisual piracy and trademark counterfeiting as part of its
general competence in all economic and financial matters.”® It has a Special

195 See Table 8: Overview of the main police structures and actions related to copyright infringement at
national level.

19 The Postal and Communications Police (Polizia Postale e delle Telecomunicazioni),
https://www.poliziadistato.it/articolo/23393/

195 Guardia di Finanza, https://www.gdf.gov.it/chi-siamo/organizzazione/compiti-istituzionali
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Technological Fraud Unit and an Economic-Financial Police Unit, that are involved in
multiple investigations.1#

The table below presents an overview of police actions addressing the piracy of
audiovisual content in EU member states and the UK, with a selection of the most
significant cases, where available.

Table 8. Overview of police action on audiovisual content piracy in the covered countries

o

AT - Austria No information reported.

The Federal Computer Crime Unit (FCCU) is a special unit within the Federal Police
BE - Belgium  that brings cyber-specialists together to tackle crimes related to computer
technologies.’

The Bulgarian Police Cybercrime Unit investigates IP infringement cases.

In 2019, it participated in an internationally coordinated operation with Europol

BG - Bulgaria | and Eurojust, alongside police authorities from Cyprus, Greece and the
Netherlands, in which servers related to a mobile application for the distribution of
television programmes were seized.**

The Cypriot police took part in an internationally coordinated operation with
Europol and Eurojust, alongside police authorities from Bulgaria, Greece and the

CY - Cyprus Netherlands, leading to the arrest of Cypriot nationals involved in [P
infringements.®

The police, together with the public prosecutor and the courts, may initiate

criminal proceedings against perpetrators of IP infringements.
CZ - Czech
Republic In February?® and May? 2019, the police conducted operations in several regions

against illegal broadcasts of top sports competitions, following a complaint from
DIGI TV, which holds the broadcasting rights to the FAPL, LaLiga, Bundesliga, Serie

1% Guardia di Finanza, Operazione Match off - Blitz contro la pirateria audiovisiva, 25 January 2015,
https://www.gdf.gov.it/stampa/ultime-notizie/anno-2015/gennaio-2015/operazione-match-off-blitz-contro-la-
pirateria-audiovisiva

17 The Federal Computer Crime Unit (FCCU),
https://www.police.be/5310/questions/criminalite-sur-internet/namur-magazine-la-computer-crime-unit.

198 Bulgarian Ministry of the Interior, Komucap flBop Kones: LLletuTe, KOMTO 33 2 Mecela Ca HaHECEHM Ha
HOCUTE/IUTE Ha MpaBa OT ronemMu 6bArapckM, HaUMOHANHK TENEBU3MOHHU Nporpamu, ca Hag 10,5 mnH. nesa, 15
June 2019, d https://www.mvr.bg/press/.

199 Philenews, “Further investigations into the pirated channels are expected”, 11 January 2018,
https://www.philenews.com/koinonia/eidiseis/article/475689.

200 Telly, “Krast vysilani Premier League se nevyplaci”, 7 February 2019, https://telly.cz/krast-vysilani-premier-
league-se-nevyplaci/.

201 Telly, “DIGI TV Uspésné zasahla proti dalS$im piratim”, 28 May 2019, https://telly.cz/digi-tv-uspesne-
zasahla-proti-dalsim-piratum/.
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A, and ATP tournaments.

Cybercrime experts from the National Criminal Police and Investigation Service
(NCOZ) of the National Central Office against Organised Crime took part in joint
international enforcement operations against online piracy.?%?

The police authorities of the different regions have contact points addressing
cybercrime.203

For example, the Bavaria Cybercrime Central Office (ZCB) is headed by the chief
public prosecutor and works in cooperation with the Federal Criminal Police Office
and with international partners.®* In 2017, two domains were switched off by ZCB,
in connection with illegal streaming platforms.2%

DE - Germany

The Police Cybercrime Centre NC3, has the technical capacity and expertise to
collaborate with the national police in investigating copyright related crimes.2%

DK - Denmark | In 2018, the Rights Alliance set up a permanent IP task force within the Office of
the Public Prosecutor for Special Economic and International Crime (S@IK), to deal
with internet-based crime.?”

The police have previously conducted an investigation against LeiserTV, a pirate
service providing access to Estonian TV channels.?® Proceedings shall be initiated

EE - Estonia by the rightsholders, who may file a criminal complaint with the police or the
Prosecutor’s Office.

The Spanish Criminal Code contains a chapter on IP-related offences, market and
consumers. Therefore, the police have the obligation to investigate criminal acts

ES - Spain that could constitute an IP offence under Article 282 of the Criminal Procedure Act
(LECRIM),? as well as to carry out the necessary procedures for the investigation of
facts, which are agreed by a judge under Article 777 LECRIM.

202 Czech Republic Police, “Mezinarodni operace - ochrana autorskych prav®, 7 September 2020,
https://www.policie.cz/clanek/mezinarodni-operace-ochrana-autorskych-prav.aspx.

203 The German Federal Police, “Polizei - Zentrale Ansprechstellen Cybercrime der Polizeien fiir
Wirtschaftsunternehmen®, https://www.polizei.de/.

204 Zentralstelle Cybercrime Bayern (ZCB),
https://www.justiz.bayern.de/gerichte-und-behoerden/generalstaatsanwaltschaft/bamberg/spezial_1.php.

205 Der Standard, “Illegales Sky-Streaming: stream4k.net und mystreamz.cc beschlagnahmt®, 26 January 2017,
https://www.derstandard.at/story/2000051545536/illegales-sky-streaming-deutscher-informatiker-verhaftet.
206 Astrid Sendberg, TV2, “60 dages faengsel og 100.000 kroner i bede for ulovlig streaming®, 24 April 2015,
https://nyheder.tv2.dk/krimi/2015-04-24-60-dages-faengsel-0g-100000-kroner-i-boede-for-ulovlig-streaming.
207 RettighedsAlliancen, “Fokus pa brugere af ulovlige tjenester @ges®, 29 January 2021,
https://rettighedsalliancen.dk/fokus-paa-brugere-af-ulovlige-tjenester-oeges/

208 Gregor Sibold, “Politsei kuulas LeiserTV asjas lle piraatluses kahtlustava mehe®, 11 October 2017,
https://digi.geenius.ee/rubriik/uudis/politsei-kuulas-leisertv-asjas-ule-piraatluses-kahtlustava-mehe/

209 Criminal Procedure Law (LECRIM) - Real Decreto de 14 de septiembre de 1882 por el que se aprueba la Ley de
Enjuiciamiento Criminal, https://www.boe.es/buscar/act.php?id=BOE-A-1882-6036
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The Spanish National Police have taken part in various operations aimed at
combatting IP infringement and have cooperated with Europol and Eurojust on
various occasions.??

In 2019, they led an operation to dismantle an illegal streaming network, leading
to the first sentence obtained by LalLiga against a regional illegal operator and
resulting in the sum of EUR 500 000, a combination of fines and compensation,
one of the largest in the history of audiovisual piracy in Spain.?!

Examples of cases of police intervention: 2

B The dismantling of an illegal infrastructure offering subscriptions that
gave illegal access to 1490 items of audiovisual content through social
networks (Facebook and WhatsApp) after a raid on a private home in
Madrid.?t?

B Seven people have been arrested for their alleged involvement in the
administration and distribution of an illegal signal to at least 15 000 users
throughout Spain. Four bank accounts with over EUR 145 000 were
targeted.?*#

Fl - Finland No information reported.

The judicial police have conducted various arrests against individuals selling IPTV
boxes and codes?*® or operating illegal streaming websites.?® They cooperated with

FR - F . . Lo . . . .

rance the Association Against Audiovisual Piracy (Association de lutte contre la piraterie
audiovisuelle, ALPA).

GR - Greece The police Cybercrime Sub-Directorate investigates crimes committed through the

internet, including piracy of audiovisual content. In 2020, an indictment was

210 E| Pais, “La Policia Nacional desmantela una red que ofrecia cine y series piratas a través de una aplicacion
de mensajeria”, 21 April 2021, https://elpais.com/cultura/2020-04-21/la-policia-nacional-desmantela-una-
red-que-ofrecia-cine-y-series-piratas-a-traves-de-una-aplicacion-de-mensajeria.html

211 | aliga, Press release: “Historic ruling in Andalusia against audiovisual piracy”, 19 November 2019,
https://www.laliga.com/en-GB/news/sentencia-historica-en-andalucia-contra-la-pirateria-audiovisual

212 As reported by LaLiga in its reply to the Observatory’s questionnaire.

213 Policia Nacional, “La Policia Nacional desmantela un centro ilegal que distribuia contenidos audiovisuales
a través de las redes sociales”, 13 February 2019,
https://www.policia.es/_es/comunicacion_prensa_detalle.php?ID=4134

214 Ministerio del Interior, “La Policia Nacional desarticula un grupo delictivo dedicado a la distribucién ilegal
de contenidos audiovisuales”, 28 December 2020, http://www.interior.gob.es/prensa/noticias/-
/asset_publisher/GHU8Ap6ztgsg/content/id/12721291.

215 Adrien Schwyter, Challenges, « Comment la police francaise a arrété des pirates informatiques IPTV », 12
June 2019, https://www.challenges.fr/high-tech/comment-la-police-francaise-a-arrete-des-pirates-
informatiques-iptv_657525

216 Tristan Brossat, Le Monde, « Vincent, 17 ans, lycéen, et créateur d’un des sites les plus populaires de
streaming illégal », 20 October 2018, https://www.lemonde.fr/pixels/article/2018/10/20/vincent-17-ans-
lyceen-et-createur-d-un-des-sites-les-plus-populaires-de-streaming-illegal 5372372 4408996.html
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HR - Croatia

HU - Hungary

IE - Ireland

IT - Italy

LT - Lithuania
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lodged against copyright infringers for decoding and rebroadcasting illegal pay-TV
channels, resulting in several arrests.?’

The Cybercrime Sub-Directorate also took part in a significant pan-European
coordinated operation with Europol and Eurojust, alongside police authorities from
Bulgaria, Cyprus and the Netherlands.?®

No information reported.
No information reported.

The Intellectual Property Crime Unit (IPCU) of the Irish police, An Garda Siochdna, is
the national point of contact and the national coordinating unit for the
investigation of IP offences. The unit works closely with other state agencies as
well as private industry.?*®

Copyright enforcement falls under the responsibility of both the Postal and
Communications Police and the Guardia di Finanza.

In November 2020, the Guardia di Finanza's technology fraud unit collaborated with
Eurojust in conducting a massive operation in 12 countries, leading to the
shutdown of 5 500 illegal live-streaming sites and social network channels using
IPTV technology and the seizure of money and equipment.??® As part of the same
operation codenamed “Operation Perfect Storm”, IMG, the legal distributor of Serie
A, filed a court injunction to prevent illegal streaming.??

A special police unit, the Intellectual Property Rights Enforcement Division of the
Tax Police Department under the Ministry of the Interior, was established to
address issues related to the implementation of organisational and technical
measures, the training of police staff and the development of a methodology for
investigating administrative IP infringements.??2

217 Police cybercrime sub-Directorate, Press release of 4 June 2020,
http://www.astynomia.gr/index.php?option=0zo_content&lang=%27..%27 &perform=view &id=94920 & Itemid=

2470&lang=.

218 Police cybercrime sub-Directorate, Press release of 19 September 2019,

http://www.astynomia.gr/index.php?option=0zo_content&lang=&perform=view&id=89373 &|ltemid=2325&lan
g=

29 An Garda Annual report 2017, https://www.garda.ie/en/about-us/our-departments/office-of-corporate-
communications/news-media/2017-garda-annual-report.pdf.

20 Guardia di Finanza, “Vast international operation of the Guardia di Finanza in synergy with the state police
to protect copyright, carried out in 19 foreign countries” (Vasta operazione internazionale della Guardia di
Finanza in sinergia con la polizia di stato a tutela del diritto d’autore svolta in 19 paesi esteri), 11 November
2020.

22! Times of Malta, “Italy-led IPTV crackdown shuts down servers in Malta and 11 other countries”, Sarah
Carabott, 11 November 2020, https://timesofmalta.com/articles/view/italy-led-iptv-crackdown-shuts-down-
servers-in-malta-and-11-other.831181.

222 Resolution No. 84-2552 of 29 September 2000 (Nutarimas Nr. 84-2552),
https://e-seimas.lrs.lt/rs/legalact/TAD/TAIS.110066/format/ISO_PDF/.
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The police can order injunctions and impose sanctions.

LU -

No information reported.
Luxembourg

Illegal activities can be reported to the Cybercrime Unit of the state police, which

regularly cooperates with the Association for Legal Content, Par Legalu saturu, and

with the national media regulator in the detection, investigation and prevention of
LV - Latvia illegal distribution of audiovisual content.??

Recently, the Cybercrime Unit carried out an investigation into the case of illegal
television distribution using card sharing, in the period between November 2016
and September 2019, leading to several arrests.?*

The Cybercrime Unit of the Maltese police investigates crimes that take place over
the internet or using a computer.??>

MT - Malta In 2012, UEFA and several TV broadcasters complained to the Maltese police about
the illegal transmission of football games. The rightsholders claimed that licensing
rights are being breached by providers of a card-sharing service that is used with
Dreambox, a satellite-based TV system.??

Violation of copyright and related rights can be reported to the police.??” For
conducting inspections, the Dutch police has frequently involved experts from
NL - Stichting BREIN, the Association for the Protection of the Rights of the
Netherlands Entertainment Industry of the Netherlands.??® It has taken part in an international
coordinated operations with Europol and Eurojust, alongside police authorities
Bulgaria, Cyprus and Greece.

The cybercrime and economic crime units of the Polish police have conducted
multiple operations and raids, particularly targeting card sharing.?”® These units

PL - Poland organise regular training sessions, workshops and conferences for police officers,
including a workshop on the demonetisation of piracy and e-workshops on anti-
piracy tools.*°

223 See information reported on the websites of the Association for Legal Content,
https://www.parlegalusaturu.lv/lv/aktualitates/ and the Electronic Media Council,
https://www.neplpadome.lv/lv/sakums/padome/padomes-sedes/sedes-sadalas/.

224 | atvian State Police, “Pabeigta izmekl&$ana lieta par nelegalas televizijas izplatisanu Riga un Balvos”, 27

January 2021, https://www.vp.gov.lv/lv/jaunums/pabeigta-izmeklesana-lieta-par-nelegalas-televizijas-
izplatisanu-riga-un-balvos.

225 Malta Police Cybercrime Unit,
https://pulizija.gov.mt/en/police-force/police-sections/Pages/Cyber-Crime-Unit.aspx.

226 Times of Malta, “More foreign networks seek Dreambox police probe”, Matthew Xuereb, 5 February 2012,
https://timesofmalta.com/articles/view/More-foreign-networks-seek-Dreambox-police-probe.405290

227 Joanknecht, https://www.joanknecht.nl/copyright/.

228 Stichting BREIN, “BREIN loopt mee bij controles op verkoop illegale” IPTV, 20 June 2019,
https://stichtingbrein.nl/brein-loopt-mee-bij-controles-op-verkoop-illegale-iptv/.

229 Police operations as reported by the association Sygnat: https://sygnal.org.pl/kategoria/akcje-policji/

230 Training sessions organised by Sygnat, https://sygnal.org.pl/kategoria/szkolenia/.
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The Public Security Police (Policia de Seguranga Publica) collaborate with the
PT - Portugal | General Inspectorate of Cultural Activities (IGAC), including in promoting the
protection of IP rights.?*

The police were mentioned under national IP action plans/strategies adopted by
previous government decisions as one of the public authorities with competences
in the fields of IP enforcement and the fight against piracy, thus cooperating with
the Romanian Audiovisual Communications Association (ARCA).

Additionally, there is a working group at the Prosecutor’s Office, attached to the
High Court of Cassation and Justice. The group includes all the public authorities
with competences in the field of copyright and related rights, including the
Romanian Copyright Office, the Romanian Trademark Office, the Customs
Authority, the Border Police, the General Inspectorate of the Romanian Police, the
Public Ministry or Ministry of Justice. It also includes intellectual and industrial
property major stakeholders, collective management organisations, associations
combatting piracy or dedicated to the study of IP rights and consumer associations.
The group is divided into three sub-groups: anti-piracy, anti-counterfeiting, and
collective management organisations.

RO - Romania

There is a dedicated division of the police in charge of investigating all IP
infringements and IT related crimes.?*? The rightsholder, or his/her representative ,

SE - Sweden is required to report an IP infringement to the police and report the crime to the
Public Prosecutor. The police are also part of the group called Government
Cooperation against Piracy, which works against IP violations.

Infringements of copyright and/or related rights may be considered criminal
offences. Proceedings shall be initiated by the rightsholders, who may file a

Sl - Slovenia criminal complaint with the police or the Office of the State Prosecutor.?*> A
representative of the General Police Directorate is part of the Intragovernmental
Working Group for the Fight against Piracy and Counterfeiting.

The criminal police office of the Praesidium of the Police Force is in charge of
addressing IP violations and computer crime beyond the region or the country,
cooperating in particular with internet connection providers, domain
administrators, associations for the protection of copyright and similar rights,
expert and professional workplaces. It also creates conditions for solving problems
related to the protection of intellectual property and cybercrime.?*

SK - Slovakia

1 Inspecdo-geral das Atividades Culturais, https://www.igac.gov.pt/pedagogia-e-prevencao-do-direito-de-autor
232 Swedish police, https://polisen.se/om-polisen/polisens-arbete/immaterialrattsbrott/.

233 Slovenian Intellectual Property Office (SIPO), http://www.uil-sipo.si/sipo/office/about-us/ipr-enforcement/
234234 Slovak Ministry of the Interior, https://www.minv.sk/?sluzba-kriminalnej-policie-urad-kriminalnej-policie-
prezidia-policajneho-zboru.
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The British Police Intellectual Property Crime Unit (PIPCU)?** is a department of the
City of London Police. It was established in 2013 and was granted special
investigative powers to deter serious and organised IP crime in the UK. It works in
close collaboration with the Federation Against Copyright Theft (FACT), aimed at
both illegal providers and consumers. In 2019, this collaboration led to the arrest
of the operators of a pirate streaming service of sport content, Dreambox. The

UK - United arrest led to a private prosecution brought by Premier League which resulted in the

Kingdom total jail sentences of 17 years — the longest sentences ever issued for piracy-
related crimes.?%

Additionally, several police units including PIPCU, Police Scotland, the Police
Service of Northern Ireland (PSNI) and the Association of Chief Police Officers are
part of the UK IP Crime Group founded in 2004. It brings together representatives
from the private sector, enforcement agencies and government departments
involved in tackling IP crime and infringement in the UK.’

5.3.1.2. The role of enforcement authorities in legal proceedings

Civil, criminal and administrative proceedings are available in all of the covered countries
against IP infringements. In general, police authorities may be involved in different
phases, from taking complaints from the harmed parties, i.e. rightsholders and end-users,
and initiating proceedings, to conducting investigations and on-the-ground interventions.
In a typical scheme, proceedings are initiated by rightsholders, their representatives or by
the public prosecutor in the case of criminal offences.

In Latvia, for example, as regards criminal proceedings, rightsholders may file a
complaint with the police as long as they are able to assess and prove substantial damage
to their rights and interests under Section 148 of the Criminal Law.?® The police can
address copyright infringements as crimes and have the powers to issue administrative
fines in the case of illegal transmission of TV broadcasts to the public.

End-users may also file complaints. Certain police authorities have set up means
to facilitate the reporting of cyber-infractions, including IP infringement by users who fall
victim to an illegal activity by an unauthorised TV broadcasting operator or service

235 The Federation Against Copyright Theft (FACT) is an organisation sponsored by the film and video industry,
to prosecute copyright violations, and works closely with public authorities, both in the UK and
internationally, https://www.fact-uk.org.uk/about-fact/.

26 FACT, “Thousands of subscribers to illegal streaming service warned by police”, https:/www.fact-
uk.org.uk/thousands-of-subscribers-to-illegal-streaming-service-warned-by-police/.

27 Intellectual Property Office, The UK IP Crime Group, https://www.gov.uk/government/publications/ip-
crime-and-enforcement-for-businesses/the-uk-ip-crime-group.

238 Criminal Law (Kriminallikums), https://likumi.lv/ta/id/88966-kriminallikums .
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provider, including via dedicated electronic hotlines, such as in Latvia.”®® In Greece, in
addition to traditional means, users may contact the police using a dedicated portal,® or
via its Twitter account. In Belgium, internet users may report alleged IP infringements,
committed on or via the internet on eCops, the Federal Police’s online portal, which is
then transferred to the competent police unit.2

In several covered countries, judicial and police authorities may initiate
proceedings ex officio in cases of aggravating circumstances, such as organised crime,
money laundering, fraud or crimes affecting public order and state security. In Malta, the
Executive Police can file a court case before the competent Court of Magistrates, as per
Chapter 9 of the Criminal Code.? In the Czech Republic, the police may initiate the
proceeding ex officio, including against unidentified offenders, pursuant to section 158 of
the the Penal Procedure Code.* In Sweden, where public interests require legal
proceedings against copyright violation, public prosecutors may initiate criminal
proceedings, under Article 59 of the Act on Copyright in Literary and Artistic Work.* In
Denmark, the State Prosecutor for Serious Economic and International Crime may issue a
notification to the police to initiate criminal proceedings, pursuant to Section 82 of the
Copyright Act.>#¢ In Ireland, the Intellectual Property Crime Unit (IPCU) of the Irish police,
An Garda Siochdna, and the Director of Public Prosecutions may investigate and prosecute
IP violations, including illegal online streaming services.>

Still within a typical operating scheme, police forces conduct investigations,
collect evidence, conduct raids, make arrests, seize equipment and financial assets,

239 | atvian State Police, Valsts policija aiztur nelegalas televizijas izplatitajus - vairak neka 200
majsaimniecibam partraukts nelegalais pakalpojums, 31 January 2019,
https://www.vp.gov.lv/lv/jaunums/pabeigta-izmeklesana-lieta-par-nelegalas-televizijas-izplatisanu-riga-un-
balvos.

240 Web portal of the Hellenic Police,
https://portal.astynomia.gr/webcenter/portal/digitalServiceElas/OnlineApplications/page129/Citizens1?_afrLo
0p=166679062510414559&_adf.ctrl-state=gf57j7yke_21#.

241 Greek police headquarters, Press release: A person was arrested by the Cybercrime Prosecution Directorate
for violations of the laws on intellectual property and the protection of subscription services, 4 June 2020,
http://www.astynomia.gr/index.php?option=0zo_content&lang=%27..%27 &perform=view&id=94920&Itemid=

2470&lang= .
242 Comment et ol signaler délits ou pratiques frauduleuses commis sur ou via l'Internet ?,

https://www.police.be/5323/questions/comment-et-ou-signaler-delits-ou-pratiques-frauduleuses-commis-sur-
ou-via-linternet.

243 Criminal code, https://legislation.mt/eli/cap/9/eng/pdf.

244 Act no. 141/1961 Sb. (Zdkon ¢. 141/1961 Sb., o trestnim fizeni soudnim (trestni fdd),
https://www.zakonyprolidi.cz/cs/1961-141.

245 Lag (1960:729) om upphovsratt till litterdra och konstnérliga verk, https://www.riksdagen.se/sv/dokument-
lagar/dokument/svensk-forfattningssamling/lag-1960729-om-upphovsratt-till-litterara-och_sfs-1960-729

246 Copyright Act (Ophavsretslovens), https://www.retsinformation.dk/eli/lta/2014/1144.

247 An Garda Siochana, Press release: Four arrested in operation targeting illegal TV streaming 11 September
2018, https://www.garda.ie/en/about-us/our-departments/office-of-corporate-communications/press-releases
/2018/september/four-arrested-in-operation-targeting-illegal-tv-streaming-11th-september-2018.html
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among other operations. Courts may instruct the police to undertake specific actions. For
example, in Belgium, a decision by the Supreme Court required the regional police and
the Belgian Federal Computer Crime Unit (FCCU) to determine a list of domain names to
block, to tackle the infringing activities of The Pirate Bay.* In Latvia, police forces raided
around 500 public places broadcasting a boxing event, and ended up prosecuting 30
cases of illegal broadcasting, and imposing financial penalties.?® In Italy, the Guardia di
Finanza has executed a preventive seizure order by a local court at the request of the
public prosecutor's office, targeting 58 infringing websites and 18 Telegram channels?°
which, through 80 million annual accesses, represent about 90% of audiovisual and
editorial piracy in the country.st More recently, the Guardia di Finanza conducted an anti-
piracy operation in ltaly, coordinated by the Naples Public Prosecutor's Office. The
operation code-named “Euro Strike 2020” led to the blocking of over 600 illegal
streaming services of UEFA EURO 2020 matches.?

In certain covered countries, police forces have additional powers. For instance, in
Lithuania, IP infringements fall under the competence of the police and public
prosecution bodies which have the power to order injunctions and impose sanctions.

Measures applied by police forces are mainly targeted at criminals or alleged
infringers but may also be aimed at intermediaries or end-users. In the UK, police forces
may take action against the end-users of illegal streaming services. The Lancashire Police
Cybercrime Unit issued warnings to subscribers of an illegal IPTV service, followed by
cease and desist notices sent via e-mail.* The list of subscribers was discovered as a
result of an arrest warrant served in connection with suspected illegal streaming.

5.3.1.3. Cooperation with other public authorities and rightsholders and
antipiracy associations

Cooperation between rightsholders’ and anti-piracy associations and police authorities to
tackle illegal audiovisual content distribution may take place within the framework of a
voluntary agreement.

Such is the case, for example, in Latvia where the state police signed a
cooperation agreement with the Association “For Legal Content” in 2017, aimed at

248 Belgian Supreme Court, (2e ch., sect. nlL.), R.G. no P.13.0550.N, 22 October 2013.

249 Sporta Centrs, “Brieza cina TV, internetd, kroga - legali vai nelegali?”, 26 January 2018,
https://sportacentrs.com/bokss/26012018-brieza_cina_tv_vai_interneta_legali_vai_n.

250 https://telegram.org/fag_channels.

251 Guardia di Finanza, “Operazione Evil web - Colpita la pirateria audiovisiva, editoriale e il sistema delle IPTV
illegali”, 23 Septembre 2015, https://www.gdf.gov.it/stampa/ultime-notizie/anno-2020/settembre/operazione-
evil-web-colpita-la-pirateria-audiovisiva-editoriale-e-il-sistema-delle-iptv-illegali.

252 UEFA, “UEFA welcomes anti-piracy operation conducted by the Guardia di Finanza in Italy”, 18 June 2021,
https://www.uefa.com/returntoplay/news/026a-128cb173cd9f-Oaaf3e3356ba-1000--uefa-welcomes-anti-
piracy-operation-conducted-by-the-guardia-di/?iv=true.

253 FACT, “Thousands Of Subscribers To Illegal Streaming Service Warned By Police”, 14 December 2020,
https://www.fact-uk.org.uk/thousands-of-subscribers-to-illegal-streaming-service-warned-by-police-2/
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reducing the activities of illegal TV programme and film distribution service providers in
Latvia.»* In Romania, the Romanian Audiovisual Communications Association (ARCA)z*
signed a collaboration protocol with the General Police Inspectorate in 2012 aimed at the
implementation of activities in order to prevent and control IP infringements regarding
television and radio programmes. In the UK, the British Police Intellectual Property Crime
Unit (PIPCU) established the Infringing Website List (IWL),>¢ an online portal containing a
reqgularly updated list of IP infringing sites, with the help of rightsholders and competent
bodies such as IAB UK, the British industry body for digital advertising.” The list, which is
controlled by PIPCU, aims at disrupting advertising revenues from IP infringing websites,
by dissuading advertisers, agencies and other intermediaries from being part of the supply
chain of illegal activities. In Belgium, the Belgian Internet Service Providers Association
(ISPA) has set up a contact point with the judicial police in order to facilitate the reporting
of illegal activities, including IP infringements.?s

In addition to enforcement operations, cooperation may focus on preventive and
educational initiatives, including:

m the organisation of training sessions. In Poland, the police took part, together with
other parties involved in combatting online piracy, in educational actions, such as
a training session involving police officers from all over the country aimed at
raising awareness about the illegal distribution of TV content developed by the
Polish IP rights association, Sygnat.>°

m participation in awareness-raisingcampaigns. In Latvia, an anti-piracy campaign
"Do not lie to yourself - you steal!" was launched in 2018 by the association “For
legal content” in cooperation with the state police, the Patent Office and the
Ministry of Culture, with the aim of raising public awareness on online piracy of
audiovisual content, including live sports.2°

254 Association “For legal vontent!”, https://parlegalusaturu.lv/en/#cooperation.

255 Romanian Audiovisual Communications Association (ARCA), http://audiovizual.ro/new/english-summary/ .
26 |AB UK, The Infringing Website List (IWL), https://www.iabuk.com/policy/infringing-website-list-iwl and
City of London Police,

http://news.cityoflondon.police.uk/r/1184/pipcu_disrupts__ 719_million_worth_of_ip_crime .

27 Internet Advertising Bureau (IAB), https://www.iabuk.com/about-us.

258 |SPA, code of conduct, https://www.ispa.be/code-conduct-fr/.

29 Sygnat, “The nationwide training program ‘piractwo.tv’ has been successfully completed!” 9 February 2020,
https://sygnal.org.pl/en/the-nationwide-programme-of-trainings-piractwo-tv-was-successful/

260 Ministry of Culture, association “For legal content!” launches anti-piracy social media campaign” (Biedriba
JPar legalu saturu!” uzsak pretpiratisma socialo kampanu), 7 February 2018,
https://www.km.gov.lv/lv/jaunums/biedriba-par-legalu-saturu-uzsak-pretpiratisma-socialo-kampanu-0.
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5.3.2. The impact of a coordinated approach through
cooperation with Europol and Eurojust

Live and on-demand streaming of television content online, known as IPTV has led to
market expansion and an increasing number of subscribers for legitimate services.
However, unauthorised delivery of IPTV content is also on the rise. While illegal IPTV does
not account for the majority of illegal streaming, it is arguably one of the most lucrative
areas, sometimes involving money laundering and/or carried out by organised criminal
groups.”! In this context, greater cooperation and coordination between enforcement
authorities at the European level, including national and European law enforcement
agencies, were seen as particularly necessary.

5.3.2.1. Europol - European Union Agency for Law Enforcement Cooperation

Sports content piracy is sometimes part of wider organised criminal activities, involving
large-scale piracy of audiovisual content®? or trafficking of counterfeit products, including
material that is used for illegal streaming, such as devices supporting IPTV technology.?:
Moreover, the complexity of investigating piracy related to organised crime may require
the European Union’s law enforcement agency (Europol)** to send experts on the ground,
to support its operations.?s In 2017 and 2018, Europol supported six operations against
organised crime groups involved in illegal IPTV crime, resulting in 24 arrests.¢

261 According to an estimate by the European Union Intellectual Property Office (EUIPO), EUR 941.7 million of
unlawful revenue was generated by copyright infringing IPTV providers in the EU in 2018 and these services
were used by 13.7 million people in the EU (3.6% of the EU population). For further details, see “Illegal IPTV in
the European Union, Economic, Legal and Technical analysis Report”, November 2019,
https://euipo.europa.eu/knowledge/course/view.php?id=3944.

262 |IPC3 took part in investigations led by the Intellectual Property Crime Unit of the Cypriot Police, with the
support of the Cybercrime Division of the Greek Police, the Dutch Fiscal Investigative and Intelligence Service
(FIOD), the Cybercrime Unit of the Bulgarian Police and with the support of members of the Audiovisual Anti-
Piracy Alliance (AAPA), to dismantle a crime group suspected of illegally distributing Greek, Cypriot and
foreign pay-TV channels.

Europol, Press release: “Law enforcement and private sector join forces to shut down illegal streaming
network”, 12 January 2018, https://www.europol.europa.eu/newsroom/news/law-enforcement-and-private-
sector-join-forces-to-shut-down-illegal-streaming-network.

263 The seized goods include illegal IPTV set-top boxes alongside counterfeit products, sports equipment, etc.
Europol, Press Release: “Counterfeit crackdown hits two organised criminal groups with more than 30
suspects arrested”, 13 June 2019, https://www.europol.europa.eu/newsroom/news/counterfeit-crackdown-
hits-two-organised-criminal-groups-more-30-suspects-arrested.

264 Europol handles criminal intelligence and combats serious international organised crime through
cooperation between competent authorities of EU member states.

265 |PC3 supported an operation by the Cybercrime Unit of the Bulgarian General Directorate Combatting
Organised Crime by deploying two experts on the ground in Bulgaria. The two officers exchanged information
in real time and cross-checked operational data gathered against Europol’s databases. The six companies
targeted by the operation were illegally distributing signals to over 30 000 subscribers.

Europol, Press release: “Huge hit to illegal IPTV distributors in Bulgaria”, 5 February 2020,
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Europol’s coordinated approach may be highlighted through various examples. In
April 2017, under the code-name “Operation Kasper”, a joint investigation led by the
Spanish National Police, with the support of the Bulgarian authorities, Europol and the
European Union Agency for Criminal Justice Cooperation, Eurojust, led to the dismantling
of a criminal network illegally distributing pay-TV channels across Europe. The operation
resulted in the arrest of eight suspects and the shutdown of the servers used to provide
illegal access to the channels.?

In 2019, in an operation within the framework of the Joint Investigation Team
(IT), police forces from Spain, Denmark and the UK, as well as Europol, 14 simultaneous
inspections were carried out in those countries, targeting the distribution of illegal IPTV
signals. The intervention, which followed a complaint by the Premier League for alleged
IP infringement by a Malaga-based website offering IPTV subscriptions with access to a
multitude of international conditional access channels, dismantled a highly complex
international technological infrastructure consisting of 11 server "farms” spread around
the world, some of which had more than 44 servers, and led to the arrest of five
offenders.2

More recently, in June 2020, a coordinated international law enforcement
operation led by the Spanish National Police with the support of Europol and Eurojust,
allowed the shutdown of an illegal IPTV streaming network based in Spain. The network
was operating in various other EU member states and served more than two million
paying subscribers worldwide. The intervention came after a complaint by Deutsche
Fuball Liga (DFL), the Spanish Football League (Laliga), NAGRA, Nordic Content
Protection and the Alliance for Creativity and Entertainment (ACE); the latter was also
involved on behalf of the content industry.?® The operation targeted a network that
illegally offered paid audiovisual content through IPTV and M3U2° lists to more than

https://www.europol.europa.eu/newsroom/news/huge-hit-to-illegal-iptv-distributors-in-bulgaria.

266 EUIPO, Intellectual Property Crime Threat Assessment, 2019, https:/euipo.europa.eu/tunnel-
web/secure/webdav/guest/document_library/observatory/documents/reports/2019_IP_Crime_Threat_Assessme
nt_Report/2019_IP_Crime_Threat Assessment_Report.pdf.

267 Europol, Press release: “One of Europe’s biggest illegal IPTV distributors dismantled”, 6 April 2017,
https://www.Europol.europa.eu/newsroom/news/one-of-europe%E2%80%99s-biggest-illegal-iptv-
distributors-dismantled.

268 Policia Nacional, “La Policia Nacional lidera la mayor operacion a nivel europeo contra la distribucidn ilicita
de senal a través de IPTV”, 21 March 2019,
https://www.policia.es/_es/comunicacion_prensa_detalle.php?ID=4176.

269 | aliga, “International coalition brings down global piracy ring with 40,000 video channels and 2 million
subscribers”, 30 June 2020, https://newsletter.laliga.es/global-futbol/international-coalition-brings-down-
global-piracy-dfl-laliga-nagra-nordic-content-protection.

270 M3U stands for MP3 URL. It is a format mostly associated with audio playlists but has expanded to contain
visual information and can be used for multimedia files. Multimedia players use M3U files to queue files for
playback. It is one of the most widely-used formats on MP3 players for audio compilations and for live
streaming, which is very popular in the IPTV industry.

An M3U file contains information on the media that you intend to add to your playlist. For IPTV services, you
can add data on the channels you want to watch using a text file to edit and compile the file.
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2 000 000 users around the world, using 50 servers, which generated profits of at least
EUR 15 000 000.71

Europol’s interventions illustrate the importance of multinational cooperation to
take down large-scale piracy networks. Additionally, Europol takes part in cross-border
cooperation with law enforcement from non-EU member states, such as Switzerland,”?
Canada and the United States.?”s Since July 2016, Europol and the European Union
Intellectual Property Office (EUIPO) have joined forces and co-funded the Intellectual
Property Crime Coordinated Coalition (IPC3).27# IPC3 provides operational and technical
support to law enforcement agencies and other partners in the EU and beyond. It does so
by facilitating and coordinating cross-border investigations; monitoring and reporting
online crime trends and emerging modi operandi; and raising public awareness and
providing training to law enforcement. In particular, the specialised unit, which operates
within Europol, has been instrumental in taking down websites used to sell counterfeit
merchandise and to target pirated TV decoders.

5.3.2.2. Eurojust — European Union Agency for Criminal Justice Cooperation

The European Union Agency for Criminal Justice Cooperation, Eurojust is another EU
agency working in close collaboration with national authorities to combat a wide range of
serious and complex cross-border crimes, including cybercrime.?”s Its tasks comprise
coordinating parallel investigations and meetings, involving judicial and law enforcement
authorities; setting up and/or funding the JIT (Joint Investigation Teams) for transnational
criminal investigations; and planning coordinated joint action days involving national

271 Policia Nacional, “Golpe a un complejo entramado que ofrecia de manera ilicita mediante IPTV y listas M3U
contenidos audiovisuales de pago a mas de 2 000 000 de clientes de todo el mundo”, 11 June 2020,
https://www.policia.es/_es/comunicacion_prensa_detalle.php?ID=3846.

272 Europol supported law enforcement from France, Germany, Monaco, the Netherlands and Switzerland to
take down eleven servers for IP infringement.

Press Release: “Widely used illegal streaming platform switched off from Switzerland”, 11 November 2020,
https://www.europol.europa.eu/newsroom/news/widely-used-illegal-streaming-platform-switched-
switzerland.

273 The investigation, supported by Europol and Eurojust, involved law enforcement authorities from a range
of EU member states, alongside Canada and the United States.

Press Release: Illegal streaming service with over 2 million subscribers worldwide switched off, 10 June 2020,
https://www.europol.europa.eu/newsroom/news/illegal-streaming-service-over-2-million-subscribers-
worldwide-switched.

274 Europol’s Intellectual Property Crime Coordination Coalition (IPC3), https://www.Europol.europa.eu/about-
Europol/intellectual-property-crime-coordinated-coalition-ipc3.

The IPC3 builds on the strategic agreement between Europol and EUIPO signed in 2013: Agreement on
Strategic Co-operation between the Office for Harmonisation in the Internal Market and Europol,
https://www.Europol.europa.eu/sites/default/files/documents/Agreement_on_Strategic_Co-
operation_between_the_Office_for_Harmonisation_in_the_Internal_Market_and_the_European_Police_Office.pdf

275 Eurojust, https://www.eurojust.europa.eu/about-us/what-we-do.
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authorities, for the purpose of arresting perpetrators, dismantling organised crime groups
and seizing assets and material.

In March 2021, Eurojust and EUIPO signed a Service Level Agreement (SLA) to
foster Eurojust’s capacity and expand its expertise to support complex investigations in
the field of IP infringement, by providing extra funding for Eurojust until the end of
2024.7s

An illustration of Eurojust’s support to crack down on large-scale IP infringement,
is the multi-country Action Day carried out in 2019. The operation coordinated by Eurojust
in The Hague led to the dismantling of an international criminal network committing
massive pay-TV fraud in Germany, France and the Netherlands: over 200 servers were
taken down and over 150 PayPal accounts were blocked.”” In 2020, Eurojust took partin a
coordinated Action Day at the request of the Italian authorities. Over 5 550 computer
servers, that were used to illegally transmit and store live sports events were taken down
in Italy, Bulgaria, France, Germany, Lithuania, Malta, Romania, Slovenia, Sweden and The
Netherlands. In Italy, actions were led by the Public Prosecutor’s Office (PPO) of Naples,
the Guardia di Finanza, supported by the Postal and Communications Police, in close
cooperation with the Italian desk at Eurojust.?’® More recently, in March 2021, following
an investigation undertaken by ACE and the Premier League, collaboration between
Eurojust, Europol and the Spanish National Police, lead to the shutdown of Mobdro, one
of the world’s largest illegal IPTV apps, which provided access to several pirated sports
channels worldwide and was accessible through a different set of compatible devices
including Smart TVs, IPTVs, smartphones and tablets.”? Mobdro had more than
100 000 000 downloads, and generated an estimated profit of EUR 5000 000 from
advertising.z

276 Eurojust, Press release: Stepping up cooperation to tackle intellectual property crime, 15 March 2021,
https://www.eurojust.europa.eu/stepping-cooperation-tackle-intellectual-property-crime.

277 Eurojust, Press release: Eurojust helps unravel massive trans-European pay-TV fraud, 18 September 2019,
https://www.eurojust.europa.eu/eurojust-helps-unravel-massive-trans-european-pay-tv-fraud .

278 Eurojust, “Eurojust coordinates action in Italy and ten other countries, taking down over 5 550 computer
servers”, 11 November 2020, https://www.eurojust.europa.eu/new-major-crackdown-on-fraud-with-illegal-
use-of-pay-TV-signals.

279 Eurojust, Press release: “Eurojust supports Spanish action against illegal streaming of football matches”, 9
March 2021, https://www.eurojust.europa.eu/eurojust-supports-spanish-action-against-illegal-streaming-
football-matches.

280 Policia Nacional, “Desmantelada una infraestructura de emision ilegal de contenidos audiovisuales que
contaba con mas de 100 000 000 descargas”, 11 March 2021,
https://www.policia.es/_es/comunicacion_prensa_detalle.php?ID=8541# .
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5.3.3. Cooperation networks facilitating the work of
prosecutors and law enforcement authorities

In the same dynamic, several networks were set up under the umbrella of EU agencies,
with the aim of enhancing operational and strategic cooperation. The three main
networks involving law enforcement authorities in the field of cybercrime are the
European Intellectual Property Prosecutors Network (EIPPN), the European Judicial
Cybercrime Network (EJCN) and the Network of National Experts on JIT .2t

5.3.3.1. EIPPN - the European Intellectual Property Prosecutors Network

The European Intellectual Property Prosecutors Network (EIPPN) was set up to expand the
geographical scope of cooperation in the field of prosecution of cross-border IP related
crimes. It covers EU member states, Norway and the USA. The main objective is to foster
expertise and knowledge sharing, to help raise awareness among prosecutors and judges
and to identify and develop up-to-date materials in order to reinforce the collective
investigating and prosecuting powers of national prosecutors.

5.3.3.2.  EJCN - European Judicial Cybercrime Network

EJCN is an EU network of prosecutors and investigative judges specialised in cybercrime.2s
It was established by Council Conclusion of 9 June 2016 (10025/16) with the objective of
facilitating the exchange of expertise and best practice, enhancing cooperation between
the competent national judicial authorities.?s? Eurojust is in charge of providing support to
the network - organising meetings, facilitating the day-to-day activities of the board, and
assisting in the implementation of the EJCN’s work programme.

5.3.3.3. JIT - Joint Investigation Teams

The Network of National Experts on Joint Investigation Teams (JIT) was set up in July
2005.2+ |t gathers national representatives from law enforcement, prosecuting and

281 EUIPO, “International judicial cooperation in intellectual property cases”, March 2021,
https://op.europa.eu/en/publication-detail/-/publication/ea3f0ee0-86d1-11eb-ac4c-01aa75ed71al.

282 The European Judicial Cybercrime Network (EJCN),
https://www.ejn-crimjust.europa.eu/ejn/PartnersDetail/EN/24#:~text=The%20European%20Judicial %
20Cybercrime%20Network,and%20criminal%20investigations%20in%20cyberspace .

283 Council of the European Union, Conclusions of the Council of the European Union on the European Judicial
Cybercrime Network - Council conclusions (9 June 2016), http://data.consilium.europa.eu/doc/document/ST-
10025-2016-INIT/en/pdf.

284 Network of National Experts on Joint Investigation Teams, https://www.ejn-crimjust.
europa.eu/ejn/PartnersDetail/EN/15#:~text=The%20Network%200f%20National%20Experts,exchanging%20e
xperience%200n%20best%20practice.
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judicial authorities as well as appointed contact points representing EU institutions and
agencies, such as Eurojust, Europol, European Anti-Fraud Office (OLAF), the European
Commission and the Council of the European Union. Its objectives are to support the work
of joint investigation teams, facilitate sharing experience and best practice and managing
the grants awarded by Eurojust to subsidise cross-border investigation activities of joint
investigation teams.

5.4. Administrative copyright enforcement and voluntary
cooperation systems

The EU legal framework, in particular the IPRED,?> allows member states to determine the
conditions and procedures relating to injunctions, including by administrative means.
While in most covered countries, IP enforcement is exclusively handled by the judicial
system, some of the covered countries have also created (or empowered) administrative
authorities with specific competences in addressing IP infringements and issuing
administrative blocking orders. These administrative procedures aim to provide quicker
and more responsive action than traditional judicial procedures against illegal streaming
of audiovisual content, including sports events, where temporal constraints are
particularly strong. The recourse to these bodies does not exclude the possibility of filing
civil or criminal actions even if, where a case has already been filed before an
administrative authority, the lawsuit will be suspended by the courts until the definition
of the case before the administrative authority (e.g. Greece, Italy).

For example, Greece,” Italy,¢” Lithuania,®® Spain®® and France?® have entrusted
administrative authorities with the task of addressing IP infringement. The scope of
responsibilities and powers granted to these administrative authorities are defined by law.
Such authorities often have regulatory and supervisory powers in the field of copyright

285 Directive 2004/48/EC of the European Parliament and of the Council of 29 April 2004 on the enforcement
of intellectual property rights, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32004L0048.

286 The Committee for the Notification of Copyright and Related Rights Infringement (EDPPI),
https://opi.gr/edppi/genikes-plirofories.

7 Autorita per le garanzie nelle comunicazioni (AGCOM), https://www.agcom.it/

288 | jetuvos radijo ir televizijos komisija - RTK (The Radio and Television Commission of Lithuania - RTCL),
https://www.rtk.lt/en/the-radio-and-television-commission-of-lithuania.

289 Comision de Propiedad Intelectual - Seccion Segunda (Commission on Intellectual Property, Second Section),
http://www.culturaydeporte.gob.es/cultura/propiedadintelectual/informacion-general/gestion-en-el-
ministerio/comision-de-propiedad-
intelectual.html#:~:text=La%20Comisi%C3%B3n%20de%20Propiedad%20Intelectual,%C3%A1mbito%20de %2
0la%20propiedad%20Qintelectual.

290 A recently-adopted law on the regulation and protection of access to cultural works in the digital age has
established ARCOM, a new authority from the merging of the HADOPI, the competent authority in tackling
online piracy, and the CSA, the audiovisual media regulator.
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and related rights protection on the internet. In Greece, Italy, Lithuania, and Spain, special
bodies may issue administrative orders to block or disable access to illegal content or
services and may impose fines in the case of non-compliance with issued decisions (e.g.
Greece, Italy). In Italy, special fast-track administrative procedures are possible in urgent
matters, where IP infringement is likely to cause considerable damages to copyright and
related rightsholders. In France, the High Authority for the Distribution of Works and the
Protection of Rights on the Internet (Haute autorité pour la diffusion des oeuvres et la
protection des droits sur internet - HADOPI) could, until recently, send warnings to end-
users and refer to authorities in the case of non-compliance.

In other countries (e.g. Denmark, Portugal), voluntary cooperation systems have
been set up through codes of conduct and Memorandums of Understanding (MoU),
sometimes under the aegis of public authorities, in order to combat online IP
infringement more efficiently.

5.4.1. Administrative public bodies

54.1.1. France - HADOPI

The High Authority for the Distribution of Works and the Protection of Rights on the
Internet (HADOPI) is an independent public authority in charge of fighting online IP
infringement* It is charged with promoting the development of legal offers and
observing the legal and illegal use of works protected by copyright or related rights;
protecting works from IP infringements online; and requlating and monitoring technical
measures used for IP protection. Additionally, the HADOPI may recommend or be
consulted by the government on legislative or regulatory amendments in the field of IP
rights.»? Rightsholders and their representatives may report IP infringements to this
authority, which then has the power to address internet users with warnings and to
impose fines.

In the case of IP infringement by internet users, the HADOPI's Commission for the
Protection of Rights (Commission pour la protection des droits - CPD) adopts the “gradual
response” (riposte graduée) procedure.??s This prevention mechanism consists of reminding
the holder of an internet connection of his/her obligation to ensure that it is not used to
download or make available on peer-to-peer (P2P) networks works protected by copyright

291 The Haute autorité pour la diffusion des ceuvres et la protection des droits sur Internet (Hadopi) was created in
2009, by Law No. 2009-669 of 12 June 2009, then reformed by Law No. 2009-1311 of 28 October 2009, which
revoked the Hadopi’s power to issue sanctions, after an intervention from the Constitutional Council. For
further details, please see at: https://hadopi.fr/organisation/presentation.

2921.331-12 to L.331-37 of the Intellectual Property Code,
https://www.legifrance.gouv.fr/codes/section_Lc/LEGITEXT000006069414/LEGISCTA000020737679/#LEGISCT
A000020740333.

295 Commission de protection des droits, https://hadopi.fr/organisation/commission-de-protection-des-droits.
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or related rights. The holder of an internet subscription may be a natural person or a legal
person (such as an association, a company, a municipality, etc.). After three unsuccessful
warnings, the CPD may decide to refer the matter to the judicial authority on the basis of
the offence of gross negligence, which punishes the holder of an internet subscription
who has not prevented the use of his/her connection for IP infringement purposes despite
the warnings sent by the HADOPI. The maximum penalty is EUR 1 500 (or EUR 7 500 for
legal persons). Although hundreds of thousands of warnings have been sent to internet
subscribers since the law was enacted in 2009, very few court decisions have been
rendered and the amounts have always been minimal (a few hundred euros).2+

Lately, one of the HADOPI's powers came under scrutiny. In particular, an
application was submitted to the Constitutional Council by associations representing
internet users on the ground that the right of the HADOPI's agents to obtain, for the
purposes of the procedure, from telecommunications operators, all data relating to
subscribers whose internet connection has been used to commit an IP infringement
(including identity, postal address, e-mail address and telephone number) without limiting
the scope of these documents or providing sufficient guarantees, would violate the right
to privacy, the protection of personal data and the secrecy of correspondence. The
Constitutional Council found that the open list of personal data is unconstitutional,
leaving the HADOPI with the possibility to require a closed list of data limited to identity,
postal address, electronic address and telephone number.2

A new bill regarding the regulation and protection of access to cultural works in
the digital age, which was promulgated on 25 October 2021,»¢ notably establishes the
creation of a new audiovisual regulator, the Audiovisual and Digital Communication
Regulatory Authority (Autorité de régulation de la communication audiovisuelle et numérique,
ARCOM)?” on 1 January 2022. The creation of ARCOM, which will merge the existing
HADOPI and CSA (Conseil supérieur de l'audiovisuel), aims to create an integrated regulator
with extended competences, notably on the creative chain, from the setting of obligations
to the protection of copyright and related rights and the fight against piracy. ARCOM will
also be given new areas of competence in relation to digital content piracy. In particular,
ARCOM will be given competences to identify infringing websites and notify
intermediaries, using data transmitted by the rightsholders, for the purposes of blocking
access, and to request search engines, directories and other indexing services to de-index
infringing websites. In addition, ARCOM will have the power to extend courts’ dynamic
blocking orders to related domain names and mirror sites. The new law foresees

2% Hadopi, “ La réponse graduée “, https://hadopi.fr/organisation/reponse-graduee.

295 Conseil Constitutionnel, Décision n® 2020-841 QPC du 20 mai 2020 - La Quadrature du Net et autres [Droit de
communication a la Hadopi], 20 May 2020,
https://www.conseil-constitutionnel.fr/decision/2020/20208410PC.htm.

2% aw No. 2021-1382 of 25 October 2021 on the regulation and protection of access to cultural works in the
digital age (LO/ n° 2021-1382 du 25 octobre 2021 relative a la régulation et a la protection de ['accés aux oeuvres
culturelles a l'ére numérique), https://www.legifrance.gouv.fr/dossierlegislatif/ JORFDOLE000043339178/.

27 Autorité de régulation de la communication audiovisuelle et numérique.
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agreements between rightsholders and intermediaries to guarantee the enforcement of
court decisions and the establishment of a “blacklist” of infringing websites. In the case of
non-compliance, intermediaries may be exposed to further legal action.

54.1.2. Greece - Committee for the Notification of Copyright and Related Rights
Infringement

In Greece, the Committee for the Notification of Copyright and Related Rights
Infringement (EDPPI)»% is established within the Hellenic Copyright Organisation (HCO),
with specific competences on infringements of copyright.?® The EDPPI is responsible for
examining complaints of online IP infringements, provided that the same case is not
pending before a court. The EDPPI may award dynamic blocking injunctions.:® The
dynamic blocking injunction has to be issued no later than 24 hours before the
transmission of the event and can order the blocking or removal of illegal content within
three days from the notification of the order.>* The EDPPI may impose a fine for each day
of non-compliance.*® Rightsholders or their representatives may initiate a procedure by
providing relevant evidence about IP infringement to support their claim and pay an
administrative fee.’® Their complaint is admissible on condition that alternative
procedures provided for by ISPs have failed to put an end to the infringement.
Infringements committed by end-users through downloading, streaming, or P2P file
sharing are not addressed by the EDPPI. Additionally, the EDPPI regularly updates a list of
domain names that have been blocked following EDPPI decisions.>

5.4.1.3. ltaly - AGCOM

In Italy, online copyright enforcement falls under the responsibility of the Italian
Communications Authority (AGCOM),>»s an independent public regulatory authority.®¢ It

2% The Committee for the Notification of Copyright and Related Rights Infringement (EDPPI),
https://opi.gr/edppi/genikes-plirofories.

299 Article 66E(2) of Law No. 2121/1993 on copyright and related rights, N6 «o¢ 2121/1993, Iveu x atikr
I6toktnoia, Suyyevika Akatw w ata kot MoAtotika OF 2 ata (Etonyntikn ékBeon ya to v. 2121/1993),
https://www.opi.gr/vivliothiki/2121-1993.

30 HCO, “Ymoupyeio MoAttiopol kat ABAnTiopoU: EvioxVetal n 7« pootacia thg 7 VELHATIKAG WSloktnoiag oto
Swadiktuo”, 29 July 2020, https://www.opi.gr/epikairotital/nea/9733-ypourgeio-politismoy-kai-athlitismoy-
enisxyetai-i-prostasia-tis-pnevmatikis-idioktisias-sto-diadiktyo.

301 That may be extended to up to 60 days by a decision of the Committee.

302 Article 25 of Law No. 4708/2020 and Article 68 of Law No. 4761/2020, Népog 4761/2020 - OEK 248/A/13-
12-2020 (Kwébwko 7 otn « €vog),
https://www.e-nomothesia.gr/kat-arxaiotites/nomos-4761-2020-phek-248a-13-12-2020.html.

303 HCO, Procedural stages for the submission of the application, https://opi.gr/en/committee/request-
committee.

304 OPI, Decisions of the Committee, https://opi.gr/index.php/en/committee/decisions-committee.

395 Autorita per le garanzie nelle comunicazioni (AGCOM), https://www.agcom.it/

306 Established by Law No. 249 of 31 July 1997.
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has supervisory functions in the telecommunications, audiovisual, press, and postal
services.

In 2013, AGCOM established an administrative procedure for the protection and
public enforcement of copyright and related rights online.>” According to this procedure,
AGCOM can order ISPs to remove illegal content or disable access to websites or
webpages hosting such content, within seven days from receipt of a complaint filed by
rightsholders or their representatives. The outcome of a decision depends on the location
of the server hosting the illegal content. If the server is located in Italy, AGCOM may order
the hosting provider to remove the content. Where the server is located outside of Italy,
AGCOM may issue a blocking order against internet access providers operating in Italy. In
the case of failure to comply with the aforementioned orders within the term established
by the decision, AGCOM is entitled to impose administrative fines.

The ordinary procedure is completed within a period of 35 working days.>®
However, according to changes introduced in 2018,*® in the case of massive scale IP
infringements involving a large number of works, repeated infringements, websites
dedicated to piracy of recent works, AGCOM may conduct fast-track proceedings to be
completed within 12 working days. According to this procedure, rightsholders can also
apply for interim protective measures, based on a preliminary assessment of facts, where
there is an alleged threat of imminent, serious and irreparable harm. In this case, AGCOM
shall take appropriate measures within three days of receipt of the complaint. Defendants
must comply with the AGCOM order within two days of notice of the order and can appeal
the order within five days of the notice, even if the appeal does not suspend the order. If
the order is not appealed within the term, it will remain a valid and final order.

Moreover, fast-track proceedings may also be launched, where the applicant has
already obtained an order from AGCOM under an ordinary or special procedure but alleges

307 AGCOM adopted Resolution No. 680/13/CONS, Regulation on the protection of copyright on electronic
communication networks and implementation procedures pursuant to Legislative Decree of 9 April 2003, No.
70 (Delibera n. 680/13/CONS, Regolamento in materia di tutela del diritto d'autore sulle reti di comunicazione
elettronica e procedure attuative ai sensi del decreto legislativo 9 aprile 2003, n. 70),
https://www.agcom.it/documents/10179/540163/Delibera+680-13-CONS/2fb37939-620c-410d-a2 3f-
2150d505b103?version=1.2.

308 AGCOM, Resolution No. 295/20/CONS on amendments and additions to the regulation regarding the
protection of copyright on electronic communication networks and implementation procedures pursuant to
Legislative Decree of 9 April 2003, No. 70, referred to in resolution No. 680/13/CONS and S.M.l. (Delibera n.
295/20/CONS modifiche e integrazioni al regolamento in materia di tutela del diritto d’autore sulle reti di
comunicazione elettronica e procedure attuative ai sensi del Decreto Legislativo 9 aprile 2003, n. 70, di cui alla
Delibera n. 680/13/CONS e S.M.L), https://www.agcom.it/documents/10179/19245163/Delibera+295-20-
CONS/bf1fe922-e581-48ed-9acb-c6c6b27b5a7c?version=1.0.

309 AGCOM, Resolution No. 490/19/CONS, Delibera n. 490/18/CONS, Modifiche al Regolamento in materia di
tutela del diritto d’autore sulle reti di comunicazione elettronica e procedure attuative ai sensi del decreto
legislativo 9 aprile 2003, n. 70, di cui alla delibera n. 680/13/CONS,
https://www.agcom.it/documents/10179/12343059/Delibera+490-18-CONS/875626ba-5956-400f-baf4-
86fd6ffbeQ73?version=1.1.
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that the violations are recurring. According to this special procedure, the applicant has to
submit a mere notice to AGCOM, without starting a new ordinary or fast-track procedure.
If AGCOM finds the notice of reiteration well grounded, within three days of the notice,
where the servers are established in Italy, it shall impose fines on those responsible (from
EUR 10 000 to EUR 250 000) and will inform the judicial authorities or, where the servers
are not established in Italy, it shall update the list of blocked websites with which the
access providers must comply.

In February 2021, AGCOM issued a significant blocking order against five illegal
websites, which generated a monthly traffic of about 1 million visits in Italy.?® The
decision came after Laliga filed a blocking request, between October 2020 and January
2021, to protect its rights in the country.

5.4.1.4. Lithuania - Radio and Television Commission

The Radio and Television Commission of Lithuania (RTCL)* is an independent body
accountable to the Seimas (Parliament), which regulates and supervises activities of
audiovisual media services and video-sharing platforms falling under the jurisdiction of
Lithuania. As of 1 April 2019, it enforces copyright and related rights protection on the
internet.

The Radio and Television Commission may grant extrajudicial blocking injunctions
for online IP infringements as specified in the Law on Copyright and Related Rights.5*
Rightsholders have to submit a request aimed at prohibiting the continuation of unlawful
acts or preventing acts that may infringe or cause damage to IP rights. The request has to
be corroborated by objective evidence of the infringement, as specified in Article 77 of
the above-mentioned law. The intermediaries may be ordered to suspend transmission,
eliminate or remove access to information infringing copyright, related rights or sui
generis rights.

5.4.1.5. Spain - Commission on Intellectual Property, Second Section

In Spain, the Second Section of the Commission on Intellectual Property (hereinafter the
Second Section)* is in charge of safeguarding intellectual property, including through

310 | aliga, “Golpe a la pirateria en Italia gracias a LalLiga”, 15 February 2021, https://www.laliga.com/es-
GB/noticias/golpe-a-la-pirateria-en-italia-gracias-a-laliga.

311 The Radio and Television Commission of Lithuania (RTCL), https://www.rtk.lt/en/the-radio-and-television-
commission-of-lithuania.

312 Republic of Lithuania Law on Copyright and Related Rights (Lietuvos Respublikos autoriy teisiy ir gretutiniy
teisiy jstatymas),
https://e-seimas.lrs.lt/portal/legalAct/lt/TAD/5f13b560b2b511e59010bea026bdb259?jfwid=9tq1470gj.

313 http://www.culturaydeporte.gob.es/cultura/propiedadintelectual/informacion-general/gestion-en-el-
ministerio/comision-de-propiedad-
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mediation and arbitration. It is an administrative body attached to the Ministry of Culture
and Sports.?** The Second Section’s function is to restore legality in the digital field with
respect to cases of IP infringement by those persons responsible for information society
services (ISS), provided that they are acting directly or indirectly for profit or that their
activity has caused or is likely to cause pecuniary damage to rightsholders. The Second
Section acts exclusively at the request of rightsholders or their representatives, subject to
the principles of legality, objectivity, proportionality and contradiction. It can order
measures,’* removal or blocking orders against two types of providers: (i) ISS providers
that infringe IP rights on a large scale;¢ (ii) ISS providers that infringe IP rights by
facilitating the description or location of works and services that are offered without
authorisation, through an active and non-neutral activity and that are not limited to mere
technical intermediation activities.’V

Before any blocking or removal order is issued, the ISS provider must be notified
so that, within a period of 48 hours, it may proceed to the voluntary withdrawal of the
illegal content or, where appropriate, present arguments and submit evidence on the
authorisation of use or the applicability of a limitation to the IP right in question. Once
the previous term has elapsed, where appropriate, evidence shall be examined within two
days and the interested parties shall be informed of the conclusions within a maximum
term of five days. The Second Section shall issue a decision within a maximum period of
three days. In the case of a lack of voluntary withdrawal, the Second Section may request
the collaboration of the providers of ISSs, electronic payment services and advertising
services, by requiring them to suspend the corresponding service that they provide to the
infringing provider. The Second Section’s decisions are without prejudice to any civil,
criminal or administrative actions that may be taken in parallel.

In the period between 2012 and 2020, the Second Section received a total of 671
complaints from rightsholders, resulting in 677 infringing websites being affected by the
Second Section’s decisions, 300 of which were ordered to block or remove infringing
content on the Spanish territory.?’® Those figures were achieved thanks to the possibilities
offered by the new technological tools developed and provided by Laliga, in the

intelectual.html#:~:text=La%20Comisi%C3%B3n%20de%20Propiedad%20Intelectual,%C3%A1mbito%20de %2
0la%20propiedad%20Qintelectual.

314 |t was created by Law 2/2011 of 4 March on Sustainable Economy (Ley 2/2011, de 4 de marzo, de Economia
Sostenible), https://www.boe.es/buscar/act.php?id=BOE-A-2011-
4117#~text=A%20los%20efectos%20de%20la,garantice%20el%20respeto%20ambiental%20y.

315 Such measures may include technical measures and specific duties of care required of the infringing
provider aimed at ensuring the cessation of the infringement and preventing its resumption.

316 Criteria used are based on the level of audience of the ISS in Spain, and on the number of protected works
and services that can be accessed through the service or business model.

317 For example, by offering ordered and classified lists of links to unauthorised copyright-protected works and
services, regardless of whether such links may initially be provided by the recipients of the service.

318 | a Moncloa, “El Ministerio de Cultura y Deporte alcanza sus mejores resultados en la lucha contra la
pirateria en Internet”, 30 June 2020,
https://www.lamoncloa.gob.es/serviciosdeprensa/notasprensa/cultura/Paginas/2020/300620-pirateria.aspx
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framework of the cooperation agreement between the Ministry of Education, Culture and
Sports and LaLiga.’®

5.4.2. Voluntary cooperation systems

5.4.2.1. Denmark - RettighedsAlliancen

In Denmark, the RettighedsAlliancen® (the Rights Alliance) is the leading organisation that
specialises in the enforcement of copyright and related rights on the internet. It handles
online IP infringements on behalf of the creative industry, which includes film, music,
literature, text, images and design. The Rights Alliance has also collaborated with sports
event organisers on several cases.

The Rights Alliance conducts investigations, documents IP infringements, and
assists authorities and the State Prosecutor for Serious Economic and International
Crime’s (S@IK) [P Task Force by qguiding and consulting in connection with
investigations, litigation, and blockings.

In 2014, a code of conduct was signed between the Telecommunications Industry
Association (TIA)*2 and the Rights Alliance under guidance from the Ministry of Culture.
The code allows collaboration with Danish ISPs, aiming to simplify and streamline the
implementation of court decisions.’? In 2020, the code was revised to keep up with
developments in the illegal market.’* When a blocking order is issued by a public
authority, e.g. a court, the Rights Alliance notifies the Telecom Industry Association
(Teleindustrien).?s

319 In June 2017, the Ministry of Education, Culture and Sports and the National Professional Football League
signed a Collaboration Agreement on the safeguarding of IP rights in the digital environment. For more
details, please see at: Resolucion de 19 de junio de 2017, de la Secretaria General Técnica, por la que se publica el
Convenio de colaboracién con la Liga Nacional de Futbol Profesional, en materia de salvaguarda de los derechos de
propiedad intelectual en el entorno digital, (see the annex for a description of the tools),
https://www.boe.es/diario_boe/txt.php?id=BOE-A-2017-7507

320 |n 2011, the RettighedsAlliancen replaced the Anti-Piracy Group. For further details, please see at:
https://rettighedsalliancen.com/association/

321 |n 2017, the Minister of Justice set up the IP Task Force under the State Prosecutor for Serious Economic
and International Crime (S@IK) at the request of the Rights Alliance. This special unit focuses on organised
and systematic IP crime. The government’s decision to establish an IP Task Force was a major and important
step in the fight against IP crime, at the same time recognising that it is a common challenge that requires a
focused effort. In 2018, the Task Force became permanent.

322 Telecommunications Industry Association, https://www.teleindu.dk.

323 Teleindustrien, http://www.teleindu.dk/wp-content/uploads/2014/10/TI-code-of-conduct-blokeringer.pdf

324 RettighedsAlliancen, May 2020, Agreement between the Rights Alliance and the Telecom Industry,
https://rettighedsalliancen.com/rights-alliances-publications/.

32> See section on the IP Task Force: RettighedsAlliancen, Annual Report 2018, p. 8,
https://rettighedsalliancen.dk/wp-content/uploads/2020/04/rettighedsalliancens-annual-report-2018-.pdf.
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Under the code, blocking orders issued by a competent court shall be
implemented by all ISPs adhering to the code, including their subsidiaries and other
affiliated companies, within seven working days. The agreement implies that the ISPs
shall also block additional website addresses, if the rightsholder proves that these
websites circumvent the order by providing access to the same illegal content covered by
the initial court order, including in the case that the infringing site changes its domain
name (i.e. dynamic blocking). Practically speaking, the scope of blocking orders issued by
a court may be extended to cover further illegal content, according to the same terms of
the judicial decision.?2

5.4.2.2. Portugal - IGAC

In Portugal, the General Inspectorate of Cultural Activities (IGAC)*? is the competent
authority for the protection of copyright and related rights, and cultural development
policies. Under Article 206 of the Copyright and Related Rights Code,?® the IGAC is
responsible for processing administrative offences and the general inspector of the IGAC
is responsible for imposing fines.

In 2015, the IGAC concluded a MoU with rightsholder representatives, the anti-
piracy group MAPINET, the Portuguese Association of Telecom Operators, the Portuguese
Consumer Directorate-General, the organisation responsible for “.pt” domain registrations
(DNS.PT), advertising associations and consumer associations. The MoU aims to facilitate
the blocking IP infringing websites. Under this agreement, rightsholder representatives
notify MAPINET of websites that are dedicated mainly to the infringement of copyright or
related rights. MAPINET gathers the evidence submitted by the rightsholders’
representatives and lodges, at fixed times of the month, wide-ranging complaints to the
IGAC. Each complaint by MAPINET collects together various notifications of pirate sites
made by rightsholders’ representatives. Within 15 working days from receiving the
complaints, the IGAC contacts ISPs to restrict access to the websites through DNS
blocking. These blocks expire after a year, unless the IGAC determines otherwise.
Additionally, the IGAC simultaneously informs the associations representing advertisers so
that their members exclude the affected websites concerned from the inclusion of
advertising. The parties have the right to lodge a judicial or administrative recourse.

In December 2018, a new MoU was signed by the IGAC, the association
representing Telecom Operators and associations representing producers, resellers and

326 European Parliament, “Challenges facing sports event organisers in the digital environment”, December
2020, p. 60, https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_STU(2020)654205
327 Inspecgdo Geral das Actividades Culturais (General Inspection of Cultural Activities),
https://www.igac.gov.pt/inicio.

328 Copyright and Related Rights Code - Law Decree No. of March 14, 1985 (Cddigo do Direito de Autor e dos
Direitos Conexos - DL n.° 63/85, de 14 de Mar¢o),
http://www.pgdlisboa.pt/leis/lei_mostra_articulado.php?nid=484 &tabela=leis&so_miolo=
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video authors, to facilitate the temporary blocking of illegal transmissions of sports
events on the internet, (especially of football matches), which require faster action by
their very nature (dynamic injunctions).

Since the new MoU came into force in January 2019, 12 736 illegal streams of
national football championship matches have been identified. All the streams have been
subject to blocking attempts, ok refused by these two entities.

5.5. The use of technology in copyright protection

Online piracy relies heavily on a large range of technologies, including apps, software and
devices. Likewise, technology can also be used in the fight against piracy. In the case of
live sports events, the need for expeditious action and enforcement has pushed
rightsholders to take the lead and adopt preventive strategies to avoid or, at least, to
mitigate the effects of online piracy. These strategies involve the use of sophisticated
technologies aimed at protecting IP rights, through encryption, monitoring, content
watermarking, geolocation, and content take-down technologies. Different technologies
can be combined to ensure a higher level of protection.

Despite the availability of several technical remedies, enforcement remains quite
challenging. First, there is the effort needed for monitoring and identifying infringing
service providers. Second, using or developing monitoring and enforcement technologies
is costly. At the same time, it remains technically easy for copyright infringers to
circumvent blocking orders. For instance, illegal content services tend to use technologies
to render content take-down difficult to implement by online platforms, such as cloud-
based content delivery networks and DDoS protection®2/web application firewall services,
that can be used to effectively hide the true origin of the illegal content and make
traditional notice-and-action processes difficult to implement. Moreover, some
rightsholders have reported that some online platforms are slow to respond to take-down
notices, or simply do not respond at all. In some cases, no contact details are available to
send take-down notices or the ones provided are false.

329 A Denial-of-Service attack (DoS attack) is a cyber-attack that causes temporary or indefinite disruption of
communication services and information systems, thus making resources unavailable to end-users. In a
Distributed Denial-of-Service (DDoS), the attack originates from several different sources.

European Network and Information Security Agency (ENISA), EISAS - “European Information Sharing and Alert
System for citizens and SMEs: A Roadmap for further development and deployment”, 2011,
https://www.enisa.europa.eu/publications/eisas_roadmap/at_download/fullReport.
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5.5.1. Content protection technologies and their use

Based on the principle that technology should be used proportionately and should not
lead to overblocking, several technical remedies are used in the field of copyright
protection. These apply at different levels, from the production and distribution of content
(e.g. through the incorporation of watermarks and fingerprints to encrypt content), to the
monitoring and enforcement phase once the acts of infringement have taken place (e.g.
geolocation, geo-blocking and content take-down tools).

5.5.1.1. An overview of existing content protection technologies

5.5.1.1.1. Encryption

Encryption is a process by which rightsholders (or in the case of live transmission,
rightsholders or broadcasters) encode/scramble information so that only the intended
public can view it, i.e. subscribers of the services or purchasers of the single transmitted
event.’3® Authorised users may access the streaming using an encryption key.

Recently, British Telecom (BT) stepped up its efforts to combat the illegal piracy of
its premium subscription-based content through a new partnership with leading video
infrastructure company, ATEME.** Under this cooperation, BT used ATEME’s sophisticated
encryption techniques to protect satellite uplinked content, making BT the first
broadcaster in the UK to provide the industry with ATEME’s encoder which uses BISS-CA
(Basic Interoperable Scrambling System Conditional Access) encryption.’® Its first use of
ATEME’s encoder was to secure BT Sport’s transmission of a football game, in August
2019. It then continued to be used to protect each of BT Sport’s Premier League live
broadcasts for the following football season.

5.5.1.1.2. Watermarking

Watermarking helps identify the content source for effective anti-piracy action to be
taken. Technically speaking, this technology adds “an invisible digital signature” to the
content. It embeds information about ownership and licensing. Such information enables

330 Max Wilbert, dacast, “7 Secure Video Streaming Methods and Platforms for Professionals”, 16 April 2021,
https://www.dacast.com/blog/secure-video-streaming/.

331 BT, “BT takes action to combat TV broadcasting piracy”, 9 January 2020, https://newsroom.bt.com/bt-takes-
action-to-combat-tv-broadcasting-piracy/.

332 Op. cit. “The BISS-CA encryption is an open, interoperable and secure standard of the BISS protocol with
dynamic rolling key support for encryption to help broadcasters in the fight against piracy.”
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the tracking of illegal copying and redistribution of content, by comparing matching
watermarks.:

Watermarking may be circumvented using several techniques implying visible
transformations on the streamed audiovisual content, such as resizing of the video,
mirroring, cropping, collusion, or the scrambling of small sections of video frames that
have similar chroma and luminosity, to confuse a watermark analysis tool.** However,
efficient watermarking technologies, with robust algorithms making reverse engineering
difficult, are able to resist attempts to affect the watermarking.

In 2012, in order to fight against the escalating online piracy of its games, the
Premier League started adding a watermark logo to its broadcasts.’* At the same time,
watermarking is also used by online pirates who use logo blocking techniques to hide or
alter the logo of licensed distributors. In the UK, the use of logo blocking and illegal
watermarking techniques were considered as “aggravating” circumstances by a local
court.»

5.5.1.1.3.  Fingerprinting

Fingerprinting uses special algorithms to extract and compress characteristic components
of a video to help track illegal copies by comparing matching fingerprints.?” Current
technologies allow the fingerprinting process of live streams, including of user-generated
content online, as fingerprints may be generated automatically during the streaming, with
a high level of precision that can detect footage that has been altered by users.

Several online platforms offer fingerprinting technologies, such as YouTube’s
Content ID, which allows rightsholders to identify and report illegal content that may
appear on its platform. The technology allows the automatic analysis of uploaded content
and its comparison with the files provided by the content owners. Since 2017, Content ID

333 NetResult, “Update on Digital Piracy of Sporting Events 2011, https://www.wipo.int/export/sites/www/ip-
sport/en/pdf/piracy_report 2011.pdf.

334 Cartesian, “Video Watermarking and the Battle against Piracy”, 23 September 2019,
https://www.cartesian.com/video-watermarking-and-the-battle-against-piracy/

335 WorldSoccerTalk, “Premier League Adds Its Logo To Broadcasts In Fight Against UK Pubs”, Christopher
Harris, 4  February 2012, https://worldsoccertalk.com/2012/02/04/premier-league-adds-its-logo-to-
broadcasts-in-fight-against-uk-pubs/.

3% Premier League, “Illegal stream organisation jailed for total of 17 years”, 20 March 2019,
https://www.premierleague.com/news/11105697sf209672524=1

337 EUIPO, Automated Content Recognition: Discussion Paper - Phase 1 “Existing technologies and their
impact on IP”, November 2020,

https://euipo.europa.eu/tunnel-
web/secure/webdav/quest/document_library/observatory/documents/reports/2020_Automated_Content_Reco
gnition/2020_Automated_Content_Recognition_Discussion_Paper_Full_EN.pdf.
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has allowed LalLiga to submit claims on over 600 000 items of illegal content every
year.:s

5.5.1.1.4. Geolocation and geo-blocking

Geolocation is the identification of users’ location through their IP address. Geo-blocking
is used to prevent or restrict users, from a particular geographical area, from accessing
certain content or servers. IP addresses are matched against a blacklist or whitelist to
determine access rights. It is generally used to ensure that territorial licensing is
protected, so that only official licensees in the area can legally provide access to the
licensed content.

5.5.1.1.5. Content take-down tools

Content take-down tools are commonly used to remove illegal content expeditiously.’*
They are built-in applications that are made available by IT companies for rightsholders
or their representatives, allowing them to remove content, including live streams (using
live take-down tools), directly from online platforms or hosting services.

5.5.1.2.  The use of copyright protection technologies by sports event organisers
and rightsholders

Here is an overview of existing technical remedies that are used by some of the major
sports event organisers and rightsholders for the protection of audiovisual sports content.

Table 9. Technologies used for copyright enforcement online

Technologies including encryption, content watermarking, monitoring and take-down,
geolocation and other.

Sports event
Technology

organiser

Encryption, content watermarking and geolocation are implemented by
ES - LalLiga (Spanish | broadcasters which acquire the audiovisual rights to broadcast LalLiga’s
Football League) competitions.

LaLiga monitors social media, streaming sites and illegal IPTVs, pirate

%8 | aliga, “LaLiga incorporates YouTube's Content ID tool into anti-piracy campaign”, 20 May 2017,
https://www.laliga.com/en-GB/news/laliga-incorporates-youtubes-content-id-tool-into-anti-piracy-campaign
339 Op. cit., NetResults, pp. 22 and 29
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Sports event
Technology

organiser

mobile applications where its competitions are made available without
LaLiga’s authorisation.

Regarding the take-down of the illegal broadcast or content pertaining to
LaLiga’s matches, it is the service providers that take down the illegal
content notified by Laliga.

Encryption: FAPL licensees/broadcasters have encryption for satellite and
Over-the-Top (OTT).

Content watermarking and fingerprinting: digital fingerprinting is used as

the basis for verifying content prior to sending take-down notices and in
UK - FAPL (English

Premier League)

content recognition systems provided by some streaming platforms.

Monitoring and take-down: the FAPL uses contractors to monitor the
online environment and send notices to various intermediaries.

Geolocation: broadcasters acquire exclusive territorial licenses and use
geo-blocking technologies.

Content fingerprinting: the 10C makes use of the automated content
recognition technologies provided by social media platforms, where
available, to facilitate take-down of live and on-demand content.
Rightsholders provide a reference video/audio stream to online platforms,
which uses that reference to automatically identify and flag attempts to
upload the same content to online platforms by other users. In most cases,
depending on the configuration, these uploads are immediately blocked,
and the offending users are notified immediately by online platforms. In
such cases the content owner is not involved. In other instances, where
the fingerprint match is more marginal, the match may be referred to the

International Olympic = content owner for manual review.

Committee (10C) Monitoring and take-down: Infringing sites are identified using keyword
searches, covert investigation, monitoring social media activity and
consulting databases of known infringing/linking sites. Website take-
downs take the form of DMCA (Digital Millennium Copyright Act) copyright
notices/abuse notifications and are initially targeted at the individual site
operators' contacts, and then escalated to the hosting provider and, if
needed, to the ISP.

Geolocation: the IOC requires its licensed broadcasters to implement geo-
restriction capabilities on all content distributed digitally on OTT or on
social media platforms. Furthermore, broadcasters are required to
implement virtual private network (VPN) detection to block access to users
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Sports event
Technology

organiser

who use VPN services to hide their real location.

Encryption: UEFA undertakes the technical distribution (in cooperation
with the European Broadcasting Union (EBU) of multilateral live signals
(by both satellite and internet streaming) to its broadcast partners
worldwide. The BISS-CA (Basic Interoperable Scrambling System
Conditional Access) protocol is used to protect the video signals
worldwide. BISS-CA is an open, interoperable and secure conditional
access standard of the BISS protocol including a dynamic/rolling key
system for encryption.

Monitoring and take-down: UEFA uses specialised anti-piracy agencies to

UEFA monitor and send take-down notices. Fingerprinting reference technology
is used to match detected illegal streams. Where available, UEFA uses the
automated content recognition technologies provided by certain social
media platforms (Facebook and YouTube) to facilitate take-down of both
live and Video on Demand (VOD) content. Twitch and Streamable provided
take-down tools.

Geolocation: UEFA requires its broadcast partners to geo-block all content
distributed to their respective domestic audiences (including via
terrestrial, satellite, internet and mobile broadcast platforms) so that it is
only available in their licensed territory.

Source: European Audiovisual Observatory’s questionnaire to SROC members

5.5.1.3. Cooperation with stakeholders

Sports event organisers work in close cooperation with all industries involved in the
distribution of audiovisual content, for the use and implementation of technical measures.
This includes cooperation with licensees, i.e. broadcasters and content distributors, for the
use of content protection and identification technologies, encryption, watermarking,
fingerprinting and geolocation. For content monitoring and take-down, major video-
sharing platforms and social networks offer content identification solutions, such as
YouTube’s Content ID, which allows the automatic identification and flagging of attempts
to upload illegal content, including repeated uploads of the same illegal content.* When
it comes to ISPs, hosting services, search engines and other intermediaries, they may

340 YouTube, “How Content ID works”, https://support.google.com/youtube/answer/2797370?hl=en.
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provide assistance for de-indexing and taking down content and blocking access to
websites and servers.

Table 10. Cooperation with stakeholders

Sports event
Stakeholders

organiser

Broadcasters: Laliga collaborates closely and mutually with its
licensees (broadcasters) in the protection of LaLiga's content.

Internet Service Providers: LaLiga maintains a close collaboration with
the Spanish company Telefdnica regarding anti-piracy measures.

Search engines: LaLiga also collaborates with and receives assistance
from Google for the de-indexing of infringing sites from the results of
ES - LaLiga (Spanish | Google's search engine.

Football League) Online platforms: over the past years, LalLiga has established a

collaborative relationship with many social media and online platforms
for the removal of unauthorised content including YouTube, Facebook
and Twitter, among others.

Other rightsholders: Laliga collaborates with many other rightsholders
in the sports sector such as Dorna Sports or Jupiler Pro League, among
others.

Broadcasters: The FAPL has daily exchanges with broadcasters on anti-
piracy measures.

Internet service providers: cooperation through blocking orders in the
UK, in Ireland, in Norway and a number of other countries outside
Europe - no voluntary cooperation.

Search engines: FAPL uses Google’s standard reporting mechanism and
reports infringing search results via a specialist monitoring company.

UK - FAPL (English Hosting services: FAPL has good relationships with a number of hosting

Premier League) providers and CDNs and is able to use a mixture a love take-down tools
and reporting systems to disrupt streams in real-time. Other hosting
services do not provide real-time take-downs and a number of rogue
companies provide little cooperation.

Online platforms: content recognition technologies are provided by
YouTube (Content ID) and Facebook (Rights Manager), Twitch has a real-
time take-down tool, while no solution has been provided by Twitter.

Set-top boxes manufacturers: no cooperation from manufacturers. The
PL relies on criminal cases in the UK, such as the case where three
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Sports event
Stakeholders

organiser

sellers of illegal devices from a pirate streaming organisation were
jailed for defrauding FAPL.3#

Other rightsholders: cooperation happens through networks such as
SROC,**2 AAPA3* and bilateral contacts. Other sports make witness
statements in legal cases.

Broadcasters: the I0C’s partnership with broadcasters mainly focuses on
the promotion of official broadcasting platforms. Where content
watermarking is used, broadcasters are provided with illegal content
samples to help with the identification of illegal content.

Internet service providers: the |I0C and its partners notify major ISPs
which are known to be used for hosting illegal content ahead of major
events to prepare these providers for an influx of take-down requests.

Search engines: The I0C engages with search engines regarding

. promotional efforts to highlight official platforms and also to request

International . .

. . the removal of infringing links.

Olympic Committee

(100) Hosting services: the I0C and its partners notify major hosting service
providers who are known to be used for hosting illegal content ahead of
major events to prepare these providers for an influx of take-down

requests.

Online platforms: certain social media and video-sharing platforms
provide content recognition tools to allow the automatic take-down of
live and recorded illegal content. The IOC and its partners also engage
with all platforms in the lead-up to major events to ensure that
adequate resources and escalation paths are available to ensure the
rapid take-down of illegal content.

Broadcasters: UEFA works collaboratively and has regular discussions
with its broadcast partners on anti-piracy issues and initiatives

L27 Search engines: UEFA has recurring meetings and discussions with

Google, UEFA’s anti-piracy vendors are part of the TCPRP (Trusted
Copyright Removal Program), and actively use Google’s reporting

31 Premier League, “Three sellers of illegal devices from pirate streaming organisation jailed for defrauding
Premier League”, 20 March 2019, https://www.premierleague.com/news/1110569.

342 Sports Rights Owner Coalition, https://www.sroc.info/.

343 Audiovisual Anti-Piracy Alliance, https://www.aapa.eu/.
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Sports event
Stakeholders

organiser

mechanisms to request the delisting/demotion of infringing sites..

Hosting services: UEFA notifies numerous hosting service providers, but
unfortunately the majority of them provide little to no cooperation.

Online platforms: UEFA has engaged with Facebook, YouTube and
TikTok to establish a direct line of communication and collaboration.
Twitch and Streamable provided UEFA with take-down tools.

Other sports event organisers: UEFA is a member of SROC, and also has
discussions with other football leagues and sports event organisers.

Source: European Audiovisual Observatory’s questionnaire to SROC members

5.5.2. The different economic approaches and the use of
copyright protection technologies

In most cases, sports event organisers and rightsholders use services and technologies
provided by third-party companies to protect their content online. However, due to the
surge in online piracy and the constant need to address recurrent threats, several sports
event organisers have reviewed their strategy, dedicating further resources to content
protection technologies. Some have stepped up their partnerships with these IT
companies by making direct investments, as is the case with the Deutsche Fufiball Liga -
DFL (Germany); by creating their own companies that develop in-house technologies, as is
the case with LaLiga (Spain); or by collaborating with sports event organisers counterparts
as is the case between Pro League (Belgium) and LaLiga (Spain).

5.5.2.1. DFL: defending “ryghts” through investment

In Germany, the Deutsche Fufiball Liga (DFL) has signed a cooperation agreement with
Athletia as part of the “DFL for Equity” investment strategy in order to address piracy on
web streaming and IPTV.3* Under this agreement, a joint venture, “ryghts”, was created, in
which the DFL will hold a share. Since the agreement was signed, in 2019, ryghts has
monitored all illegal international broadcasting of Bundesliga games. This partnership has
allowed the DFL to expand its business model and develop technological solutions to
fight against piracy that could also benefit other sports leagues.

344 DFL, “DFL for Equity: DFL and Athletia establish joint venture to monitor international piracy”, 7 August
2019, https://www.dfl.de/en/news/dfl-for-equity-dfl-and-athletia-establish-joint-venture-to-monitor-
international-piracy/.
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5.5.2.2. Laliga’s “do it yourself” approach

In Spain, LaLiga uses an in-house developed tool to fight against piracy in different
environments, including social media, streaming sites and illegal IPTVs, pirate mobile
applications, among others. LalLiga has invested in human and technical resources,
including for technologies used in the fight against piracy.>*s After many years of tackling
piracy, LalLiga has created its own anti-piracy services company. This focuses on the
development, commercialisation and evolution of software applications or tools for the
purpose of technological protection of audiovisual content and/or intellectual property
rights and the provision of all related services. LaLiga can count on its Technological
Protection of Content Department to develop in-house solutions, including in the field of
copyright protection. . In addition, LaLiga has set up its own anti-piracy lab which has
enabled it to develop a considerable number of valuable tools including:>

m  Marauder - Laliga’s first system which was launched to help the geolocation of
illegal websites, social media accounts and apps, by producing a map.

m  Lumiére - a tool that analyses web pages to collect information about ownership,
the location of their servers, whether or not they have ads or Google Analytics
code, among other things. Such information may later be used as evidence and
help with further investigations.

Blackhole - a large database of IPTV that allows the tackling card sharing.
NEKO - a tool that allows the reporting of infringements to social media
platforms in a quicker and more efficient manner.

Table 11. Cooperation and outsourcing to external companies for copyright enforcement
technologies

Sports event organiser Partner companies

LaLiga uses an in-house developed tool to fight against piracy in
different environments, including social media, streaming sites and
ES - LaLiga (Spanish illegal IPTVs, pirate mobile applications, among others.

Football League) After many years of fighting piracy, LalLiga has created its own anti-

piracy services lab. This focuses on the development,
commercialisation and evolution of software applications or tools for

345 LaLiga receives |+D+i certifications that endorse its work in technology and innovation:
https://wwwe.laliga.com/noticias/laliga-recibe-certificaciones-idi-que-refrendan-su-labor-en-materia-
tecnologica-y-de-innovacion.

More on Laliga’s efforts in fighting copyright infringement: https://noesfutboleslaliga.elmundo.es/directos-al-
futuro/como-trabaja-laliga-para-frenar-la-pirateria

3% | aliga, “Tecnologia y compromiso para acabar con la pirateria audiovisual”,
https://newsletter.laliga.es/futbol-global/tecnologia-y-compromiso-para-acabar-con-la-pirateria-audiovisual

© European Audiovisual Observatory (Council of Europe) 2021

Page 123


https://www.laliga.com/noticias/laliga-recibe-certificaciones-idi-que-refrendan-su-labor-en-materia-tecnologica-y-de-innovacion
https://www.laliga.com/noticias/laliga-recibe-certificaciones-idi-que-refrendan-su-labor-en-materia-tecnologica-y-de-innovacion
https://noesfutboleslaliga.elmundo.es/directos-al-futuro/como-trabaja-laliga-para-frenar-la-pirateria
https://noesfutboleslaliga.elmundo.es/directos-al-futuro/como-trabaja-laliga-para-frenar-la-pirateria
https://newsletter.laliga.es/futbol-global/tecnologia-y-compromiso-para-acabar-con-la-pirateria-audiovisual

MAPPING REPORT ON NATIONAL REMEDIES AGAINST
ONLINE PIRACY OF SPORTS CONTENT

-
e

the purpose of technological protection of audiovisual content and/or
intellectual property rights and the provision of all related services.

Rather than t