
To ban or not to ban E2EE?

§ End-to-end encryption: the process 
of converting human-readable 
plaintext to incomprehensible text

§ E2EE nexus with crime and terrorism

§ E2EE nexus with freedom of speech

§ Disclosure of information from ISP 

§ Compulsory back doors vs Going 
Dark

§ Five Eyes intelligence-sharing 
countries like the US, UK, and 
Australia – regularly advocate for 
“lawful” access to encrypted data

§ “Break encryption for some and you 
break it for everyone” 

www.coe.int/cybercrime

Octopus Conference 2021
Lightning Talk <A human in the Matrix: One step closer to 1984>

Cyberspace: a 
reflection of the real 

word. Currency: Data. 

Terrorists and criminals 
communicate using 

encryption

1- LEA prosecutes threats
2-Preserving anonymity
3- Free speech

1- LEA know where and who
commits a crime
2 – Compulsory back doors
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