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How UK courts tackle data crime with 
cascading effects

Qualitative research

37 Individuals à 17 sentencing remarks

50% cases with cascading effects, 50% without
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When cascade effect present, 
references to scale / reach / 
relations

Potential for harm: 
seriousness, mitigating & 
aggravating factors

YET

Uneven impact on sentencing
•Deterrence?
•Fairness of sentencing?

Sentencing = abstract 
‘seriousness’ of cybercrime / 
objective of punishment

Measuring 
seriousness of 

cybercrime

Language 
of statutes

Lack of 
authorities

•Sentencing guidelines on Fraud
Act2006, not CMA1990

• Some decisions of High Court act
on cascade; no ‘settled’ case law 
on seriousness

REC 1: use caadopt/refine sentencing guidelines
REC 2: cascade model to help with seriousness

REC 3: use full spectrum of laws
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