The use of automated data-processing techniques raises
challenges not only for the specific policy area in which they are
operated, but also for society as a whole. The right to life, the
right to fair trial, the presumption of innocence, the right to
privacy and freedom of expression, workers’ rights, the right to
free elections, and the rule of law itself are all impacted.
The impact of ‘algorithms’ used by the public and private
sector, in particular by internet platforms, on the exercise of
human rights and the possible regulatory implications has
become one of the most hotly debated questions today.
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The expert study on the human rights dimensions
of automated data processing techniques (in
particular algorithms) and possible regulatory
implications (DGI(2017)12) of December 2017 maps
out the main concerns from the Council of Europe’s
human rights perspective. While listing the possible
implications for various rights enshrined in the
European Convention, it concludes that all rights are
potentially impacted, as the growing use of
automation and algorithmic decision-making in all
spheres of life is threatening to disrupt traditional
power structures, as operators of algorithms (who
may be public or private) gain unprecedented
advantages. The study further seeks to identify
possible regulatory options that member states may
consider to minimise adverse effects or to promote
good practices.

Public entities and non-state actors should initiate
research to better understand and respond to the
human rights related legal and ethical implications
of algorithmic decision-making. Technological
developments should be monitored and reviewed
for potential negative impacts, with particular
attention paid to the use of algorithmic processing
techniques during elections and election campaigns.

Human rights impact assessments should be
conducted before making use of algorithmic
decision-making
in
public
administration.
Certification and auditing mechanisms for
automated data processing techniques should be
developed to ensure their compliance with human
rights. Effective responses to identified negative
impacts could include experimental regulation with
the aim to protect individual rights and guarantee
regulatory goals, provided they are accompanied by
systematic monitoring of their effects. Public
entities and non-state actors should encourage and
promote the development of human rights by
design and ethics-by-design approaches as well as
the adoption of stronger risk-assessment tools to
enhance the development of software that upholds
and protects fundamental values or basic ethical
and societal principles.
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Public entities should be held accountable for the
decisions they take based on algorithmic processes,
whether these are used to prepare their decisions
or to actually take them. Effective mechanisms
should be adopted that enable redress for
individuals that are negatively impacted by
algorithmically informed decisions.
Algorithms are often viewed as black boxes by both
consumers and regulators alike. Demands for more
algorithmic transparency have therefore been
growing in public and political debate and have
included requests that algorithms should be
reviewed prior to their use by independent auditors,
regulators and the public. In this context, the key is
not the provision of all data imaginable, but rather
the notion of “effective transparency”.
Institutions that use algorithmic processes should be
encouraged
to
provide
easily
accessible
explanations with respect to the data that is used by
the algorithm, the procedures followed and the
criteria based on which decisions are proposed.
Moreover, industries that develop the analytical
systems used in algorithmic decision-making and
data collection processes should create awareness
and understanding regarding the possible biases
that may be embedded in the design of algorithms.
Enhanced public awareness and discourse are
crucially important. All available means should be
used to inform the general public so that users are
empowered to critically understand and deal with
the logic and operation of algorithms. This can
include, but is not limited to, information and media
literacy campaigns.
Considering the complexity of the field, however,
there is also a need for additional institutions,
networks and spaces where different forms of
algorithmic decision-making are analysed and
assessed in a trans-disciplinary, problem-oriented
and evidence-based approach.
The Council of Europe expert committee on
automated processing and different forms of
artificial intelligence is developing detailed
guidelines for member states to curb the negative
human rights impacts of algorithms in the public
and private sector and to enhance their benefits for
society.
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