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Police structure in England and Wales
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« 43 Local police forces Torkanire
10 Regional Organised Crime Units

1 National Crime Agency
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Institute of Cyber Digital
Investigation Professionals

The Professionalisation

of Cyber Digital Investigations
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Project, History & Rationale: N, %

* Outcomes of Government meeting September 2015 \ ' S

 Retention - ‘Churn’?
« Credibility at court - No current professional ‘level’

« Solution for all Law Enforcement at the heart of cyber digital investigations -

V\\ ‘: -~
\'\ — -~ —

" —
\V - e d\ -—

P S— -~ ~—




% College of
Policing

Starting Point

Institute of Cyber Digital &
Investigation Professionals &




"

Policing ;5
The Project Since 2016

Scoped the need for Investigation Skills Framework AND delivered:
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« CDCP Skills and Standards Framework©

Professional status for:

* Investigators — Intelligence — Forensics - Analysts - Interviewers

National Register of Cyber/Digital Training Excellence (NRCDTE)

Candidate Assessment processes

Awards of industry standard professional status and membership of ICDIP

CDCP Succession Plan — Condition of continued professional status
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Application process:
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Applying: Which job family?

Investigator
Forensic ? Interviewer
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": {}| | eqe Df Cyber Digital Investigation Profession SKills and Standards Framework for my
g ‘Law Enforcement Staff at the core of Cyber Digital investigations, who may have to present evidence at court on ;;
Pol|c|ng their Specialist Cyber Digital Investigation Skills’ ‘-E
p——— :
® Copyright College of Policing (2018]. Investigator - Subject Practitioner o
All rights reserved. of
Person competent in cyber digital inwestigative skills and their practical application. Demonstrates effective investigative and intelligence E‘J‘
i ) i technigues and the preduction and management of associated case files and documentation. Has an ability to work independently whilst ol
Skill Ref Skill Skill also helping teams to apply policy/processes as part of an investigation. Has an ability to develop, propose, apply and demonstrate new E
Mo, Group Title processes, practices and measure performance outcomes. (E]
CDP205 |Conduciing Investigations — Demonstrates and applies understanding of how o take first response actions in investigations invalving cyber digital related evidence. E
CDP402 |Conduciing Investigations Conduct Cyt:-er Digital Demonstrates the ability to conduct cyber digital investigations. E
Investigations
CDP458 |Conduciing Investigations Inuegugay ng elecironic Demonstrates the ability to apply practices io investigate electronic evidence. E
svidenos
COPOD3 Personal ar!l:l Managerial Stakeholder Engagement Demonstrates the ability to work and network with Etake.hnlder.“s to quantify a.n.d in.'||'.:-n:-'.|'n=jl EE'.F‘-."i-:}E delivery and progress shared objectives and interesis c
Effectiveness in relation io cyber digital investigations
. o Proactively recognises, produces and shares good practice, and adwvice with colleagues and contributes effectively to debates and complex
Personal and Managerial Communication and - - - )
CDPo12 - S discussion demonstrating well-reasoned and measured arguments and conclusions. c
Effectiveness Knowledge Sharing

ICDIP

Institute of Cyber Digital
Investigation Professionals
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Assessment, Interview,
Accreditation Committee

7 Week
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21 Week Cycle
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Total Membership
244

Total LE agencies
40

Upskilling
opportunities
165

Breakdown by membership level
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Affiliate Associate Full
M Analyst M Forensic H Intelligence

Interviewer M Investigator

99%

See CDCP as
positive step

Current ICDIP membership breakdown
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87%

Satisfied with
scheme

Job family breakdown
16,7%

M Analyst
B Forensic
M Intelligence

M Interviewer

M Investigator
26,11%

7,3%

Breakdown by practitioner level

150

100
| D— R

Junior Practitioner Senior Strategist
Practitioner

M Affiliate M Associate M Full

/ﬁ’% having

completed the
professionalisation
process they are

less likely to
consider leaving
Law Enforcement
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Benefits:

* Evidence that is “admitted” not challenged in court

* Influencing decision to stay in LE

* Professionalising investigation (and aligned to cyber security

profession)
* Interoperability- increased resilience and skill sharing

* Accredited & quality assured training to maintain CPD
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* 43 Local police forces
* 10 Regional Organised Crime Units
* 1 National Crime Agency

Merseyside
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Northants
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College of Policing (CoP) NPCC- Team Cyber UK

* National and International * Network-working at local, regional,

* Professional body for everyone National and international level.
who works for the police service in Cyber crime focused

England and Wales. (+LEAS) * 4Ps: Prevent, Prepare, Protect,

* Ensure consistency across 43 forces Pursue
in England and Wales « Experts in cyber crime

 Set standards for the police service
on training, development, skills and
qualification

* Focus on all policing matters not
just cyber
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Cyber and digital
training

Motianal Police Chiefs” Council

Specialist/ Advance
Cyber Crime Units

Role Specific
Specialist Units i.e. intelligence, investigations, etc.

Level of complexity

Foundation
Frontline staff-Everyone
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College of Policing Training

-enhanced awareness of the use/misuse of technology
Online and how it features in the policing.

Comms RFPS vestEaton - seeks to build capabilities of a digital nature,
identifying and carrying out the actions required and
further ensure compliance in their actions.

- introduction to more complex internet related crime,

Digital Foundation 2 the impact of such crime and investigative techniques
(Internet, Intelligence and Investigations) for internet
facilitated crimes.

Digital Foundation 1 =
(Introduction-awareness) -awareness of the use and misuse of technology and

how it features in the policing landscape

- introduction to the criminal use of technology and
devices, the involvement and use of social media and
the opportunities of the Internet in relation to
Intelligence and Investigations.

Cyber Digital elements across whole curriculum
(i.e. Domestic abuse, Child protection)
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NPCC Cyber UK network

« January 2018 only a third of police forces had a dedicated CyBereiine
cybercrime response

E Motianal Police Chiefs” Cauwncil

« NPCC Cybercrime Programme tasked with creating a
dedicated response in every Force as part of
TeamCyberUK

« Force Units coordinated by a Regional Coordinator based
within the RCCU

« By April 2019 all Forces have some form of Cyber
Capability working to a nationally agreed minimum
standards

» Over 1000 officers and staff dedicated to Cyber
Dependent Crime Operations across the 4P’s
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NPCC SpeCIaIISt Cyb * Focused on incident response from ‘ Ork

a victim as well as offender
Specialist Cybercrime Training Framework perspective.

Focused on the investigation of
/\f\/\/\, cyber dependant crime
: Delegates will have achieved PIP
Specialist / Advanced Training

7 level 2

Introduces core concepts

/~%
such as:

* types of cyber crimes
and cyber attacks,

Internet Intelligence and
Investigations both overt
and covert

: Cyber S
: Cyber Prevent . Complementary DMI trainin
Network secu rlty, Course Invcestlgator P Training Darkweb g
ourse W

operating systems
open source
intelligence,

, Cryptocurrency

live forensics, Foundation in
oo . Computing,
digital forensics, Networking and

Cybercrime

legislation,
principles of digital
evidence.
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ICDIP

Institute of Cyber Digital
Investigation Professionals
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