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Actor Type: Official / Unofficial

Level of Organisation: None / Loose / Tight / Networked

Type of Motivation: Financial / Political / Social / Psychological
Level of Automation: Human / Cyborg / Bot

Intended Audience: Members / Social Groups / Entire Societies
Intent to Harm: Yes / No

Intent to Mislead: Yes / No

Message reading: Hegemonic / Oppositional / Negotiated
Interpreter Action taken: Ignored / Shared in support / Shared in opposition

Distribution
Creation when the
when the product is

message is distributed
created or made

public
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FIRSTDRAFT 7 CATEGORIES OF INFORMATION DISORDER

SATIRE OR PARODY MISLEADING CONTENT IMPOSTER CONTENT FABRICATED CONTENT

No intention to cause Misleading use of When genuine sources New content is 100%
harm but has potential information to frame an areim persona'ied false, designed to
to fool issue or individual deceive and do harm

FALSE CONNECTION FALSE CONTEXT MAMNIPULATED CONTENT
When headlines, visuals
or captions don't
support the content

When genuine content
is shared with false
contextual information

When genuing.
information or imagery is
manipulated to deceive













TYPES OF INFORMATION DISORDER

FALSENESS INTENT TO HARM

Misinformation Disinformation Malinformation

Unintentional mistakes Fabricated or deliberately Deliberate publication of
such as innaccurate manipulated audio/visual private information for
photo captions, dates, [ ) personal or corporate

statistics, translations, or nspi & rather than public inter-
hen satire is taken Qurs. est, such as revenge porn.
seriously. Deliberate change of
context, date or time of

genuine content.
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Pope Francis Shocks World, Endorses
Donald Trump for President, Releases
Statement
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Creation

Article conceived
by an unidentified
person.

Production

Article published on the site WTOE5
News, part of a network of 43 fabricated
news sites, which published over 750
articles.

Re-Production

Article shared by people connected to the
fabricated news site network to amplify
the impact of the article to make more
profit.

Article shared on Facebook by Trump
supporters.

Article shared by forces who had an
interest in Trump winning (e.g. became
content amplified by Russian troll
factories or bot networks).

Article shared by Hillary Clinton
supporters as evidence of how easily
Trump supporters could be fooled

!

Distribution

Article shared on
Facebook by
someone working
for this network of
fabricated sites.













Official / Unofficial

None / Loose / Tight / Networked
Financial / Political / Social / Psychological
Human / Cyborg / Bot

Members / Social Groups / Entire Societies
Yes / No

Yes / No

Actor Type:

Level of Organisation:
Type of Motivation:
Level of Automation:
Intended Audience:
Intent to Harm:

Intent to Mislead:

Message reading:
Action taken:

Hegemonic / Oppositional / Negotiated
Ignored / Shared in support / Shared in opposition

Interpreter

Agent
Type of Motivation | Level of Use of Intended |Intentto |Intentto
Actor organization | automation |audience |[harm mislead
Unofficial Financial Connected to a | No USvoters |Yes Yes
actor network of
sites
Message
Format Durability | Level of Imposter Legality |Target of
accuracy message
Text Election Fabricated No Yes Hillary
campaign Clinton
Interpreter
How is the | What
message action is
interpreted |taken? Is
by different |the
people? message
re-
produced?
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Clinton and Trump supporters Follow only Trump

live in their own Twitter worlds Sl ki

Follow neither

Hillary Clinton supporters in this user
group are not as cohesive as Trump
" supporters and they interact more
Clinton frecuently with users who follow both or
Supporters ’ neithér candidate. They have few mutual
follower networks in commeon with the
far-right conservative cluster.

+ This large cluster of Trump
supporters on Twitter have little
mutual follower overlap with other
users and are a remarkably
cohesive group. They exist in their
own information bubble.

Trump
Supporters

Source: The Electome | The Laboratory for Social Machines at the MIT Media Lab
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21,963 Views

WATCH LIVE: CREDO, ACLU, America’s Voice, Daily Kos,
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As for the Catholic Church's economic interest in unlimited legal
immigration, one need look no further than the hundreds of millions
of dollars paid each year by the federal government to Catholic
Charities, one of the nine leading voluntary agencies who resettle
Steve Bannon: What Built A... the tens of thousands of refugees who arrive in the country each
Posted by The Young Turks year under the Refugee Admissions Program.
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Steve Bannon denies immigrants built America.
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This report provides a new framework for policy-makers,
legislators, researchers, technologists and practitioners
working on the theoretical and practical challenges related
to mis-, dis- and mal-information — the three elements of
information disorder. While the historical impact of rumours
and fabricated content have been well documented,
the complexity and scale of information pollution in our
digitally-connected, increasingly polarised world presents
an unprecedented challenge. There is an immediate need to
work collaboratively on workable solutions and this report
provides a framework for the different stakeholders involved
in research, policy discussions, and technical innovations
connected to this phenomenon of information disorder.
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