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Introduction

cases, the decisions taken by a public authority will have important conse-

quences for each individual’s economic and social well-being. It is important,
therefore, that legal systems provide and apply principles of administrative law that
are effective in establishing and maintaining public trust in the fair and proper func-
tioning of public authorities. The principles set out in this handbook are of primary
importance in protecting the rights and interests of individuals in their relations with
public authorities, whether in respect of requests made by them, individually or col-
lectively, for action or services, or in respect of actions taken by a public authority at
its own initiative. These principles cover the decision-making processes that public
officials go through, the quality of the administrative decisions they make, as well
as the opportunities the public have for challenging those decisions, and the role
of tribunals, courts or other non-judicial bodies in reviewing them.

P eople rely on public authorities for many aspects of their daily lives. In many

The principles of this handbook commonly concern decisions taken by public
authorities in economic and social matters (referred to as“administrative decisions”):
for example, applications to undertake some form of commercial activity, permission
to build or develop land or change its use, access to a local school, allocation of
public housing, and hospital and nursing care. Decisions are most commonly taken
at regional and local level depending on the nature of the public service. The prin-
ciples will also be applicable to decisions taken by central and federal government
authorities, for example decisions in relation to tax matters, vehicle licensing and
passport applications.

In the context of public administration, decisions are increasingly made with the
support of algorithms or algorithmic systems. In this handbook, “algorithmic deci-
sion making"”is used as a generic term, regardless of the underlying technology (see
Terminology and key concepts). The administrative procedure can either be sup-
ported by algorithmic decision-making systems (partially automated decision) or
completely delegated to such systems (fully automated decision). In either case,
systems may generate output that partially informs decision making. In addition,
chatbots (see Terminology and key concepts) are increasingly used for administrative
communication and public policy development.

When public authorities make use of algorithmic decision making, they should
comply with the law and principles of the rule of law, human rights and democracy.
Where decision making is conducted via an internet platform, digitally or using
algorithmic systems, the physical location of a public authority may not be relevant.
Nonetheless, the principles apply equally, irrespective of the location or whether or
not the service is delivered via an internet platform, digitally or through algorithmic
decision-making systems. Given the specific character of online services provided
by public authorities (for example, when they provide the only point of access to a
public service), it is particularly important that steps are taken by them to ensure
the proper application of these principles.
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This handbook sets out and explains principles that have been adopted by the Council
of Europe which are relevant to relations between public authorities and the people
they serve.The Council of Europe instruments from which these principles are drawn
are listed in Appendix |. The reader should note that these instruments are the authori-
tative texts, as they are the result of political agreement between the member states
of the Council of Europe and have been adopted (and opened for signature, as the
case may be) by its Committee of Ministers. While recommendations and resolutions
of the Committee of Ministers of the Council of Europe are not legally binding on its
member states, they do have political and moral authority by virtue of each member
state’s agreement to their adoption (unless, and to the extent which they have
expressed a reservation to the text at the moment of its adoption) and the extent to
which they are widely applied in the law, policy and practice of member states.

Attention is drawn to a European Union (EU) resource similar to this handbook - A
toolbox for practitioners on quality of public administration (2017 edition, available in
English only).

Terminology and key concepts

Inevitably, over time, the terminology used by the Council of Europe has evolved
and this is reflected in its texts in the area of administrative law. As a general rule,
this handbook adopts the terminology used in Recommendation CM/Rec(2007)7
on good administration, and the definitions contained therein.

» “Administrative decisions” refer principally in the context of this handbook to
non-regulatory decisions taken by public authorities in relation to individual
measures that concern one or more individuals. Actions by public officials
consequent to an administrative decision represent implementation or execution
of that decision and are not separate, independent decisions. Regulatory
decisions of general application (orders, bye-laws and regulations) are also
covered. The handbook does not deal with decisions made in the exercise
of a judicial function or the participation of a public authority in a criminal
investigation, or those decisions relating solely to the internal organisation or
functioning of public authorities.

» “Public authority”, sometimes also referred to as the administrative authority
or the public administration, means a body established by public law, whether
at national, regional or local level, for the purpose of providing a public service
or acting in the public interest, as well as any private law body vested with
such powers.

» “Discretionary power”means a power that leaves a public authority some degree
of discretion as regards the nature of the decisions it can take, enabling it to
choose from several legally admissible solutions the one which it considers
the most appropriate.

» “Individuals”refer to both natural persons and legal persons (i.e. bodies created
by law), as well as persons who by virtue of national law have the right to claim
a specific collective interest.
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» “Public official”refers to any members of staff, whether statutory or contractual,
employed by state authorities or departments, whose salary is paid out of
the state budget, excluding elected representatives. For the purposes of this
handbook, this term includes staff employed by a private law body which
discharges public or quasi-public functions.

For the purpose of this handbook:

» “Algorithmic decision making’, or“algorithmic decision-making system’, means
a process of making a decision with the support of automated means. It usually
involves the use of automated reasoning to aid or replace a decision-making
process that would otherwise be performed by humans. It does not necessarily
involve the use of artificial intelligence but generally involves the collection
and processing of data.’

» “Algorithmic systems” are understood as applications that, often using
mathematical optimisation techniques, perform one or more tasks such as
gathering, combining, cleaning, sorting, classifying and inferring data, as
well as selecting and prioritising them. The tasks also include the making of
recommendations as well as decision making.

» “Artificial intelligence (Al)" is used as an umbrella term that refers to a set of
techniques dedicated to improving the ability of machines to assist or replace
human decision making.

» “Chatbot”means a computer program designed to simulate conversation with
human users.

Public authorities and the rule of law

In carrying out their functions public authorities should balance individual interests
with the interests of the community they serve, in other words the “public interest".
Administrative law regulates the exercise of powers by public authorities and pro-
vides for the control of their use. In some countries, there are special administrative
law proceedings and courts to resolve disputes arising from the exercise of these
powers whereas, in others, such disputes are resolved by ordinary courts. In many
cases, non-judicial review of decisions made by public authorities will also be
available.

Given the privileged place that public authorities have in democratic societies and
the public character of their role, it is natural that the rule of law is the primary source
of many of the principles in this handbook. The rule of law ensures that everyone -
individuals and public authorities — is subject to the law; that there is legal certainty
and that everyone knows what his or her rights and duties are under the law; that

1. The definitions of algorithmic decision making and artificial intelligence are set out in the
Recommendation of the Council of Europe Commissioner for Human Rights of 2019 entitled
“Unboxing Artificial Intelligence: 10 steps to protect Human Rights", accessed on 3 October 2023.
Furthermore, the definition of the rule of law is set out in the “Report on the rule of law", European
Commission for Democracy through Law (Venice Commission), CDL-AD(2011)003rev and in the
“Rule of law checklist’, adopted by the Venice Commission at its 106th Plenary Session (Venice,
11-12 March 2016), CDL-AD(2016)007.
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public authorities cannot act in an arbitrary manner; that proper application of the
law is ensured by an independent and impartial judiciary whose judgments are
enforced; and that human rights are respected, especially the principles of non-
discrimination and equality of treatment.

These principles still give public authorities a legal margin of discretion in decisions
they make, which should be left to them so public affairs are managed fairly and
efficiently.

Public sector reform

Over time, privatisation and nationalisation can change the public sector and the
services it provides. Change can also arise as a result of changes in funding arrange-
ments where the state decides in specific cases to be no longer responsible for the
direct delivery of particular services (for example, in the areas of health and educa-
tion). The state may instead decide to confer responsibility for the delivery of services
to a private agency or possibly the voluntary sector whose operations might be
supported either wholly or in part by public funds. In addition, decentralisation or
federalisation can bring delivery of some public services closer to the individual,
while centralisation can move them away, unless the centralised agency delivers its
services through a local office. Whatever the context, the principles in this handbook
are relevant so long as the service provided and the decision-making process that
relates to it retains a public character. This is also the reason why these principles
apply not only to public officials but also to private bodies which discharge public
or quasi-public functions (see the definition of “public official’, above).

Delivery of public services through
algorithmic decision-making systems

Over time, not only the delivery of public services has been entrusted to private
sector actors, but the way such services are provided has also evolved. The use of
algorithmic decision-making systems in the public sector is becoming more prevalent
owing to their low cost, round-the-clock availability and user-friendly character.
While the deployment of algorithmic decision-making systems has numerous
advantages, it also entails new risks, such as algorithmic discrimination, privacy
concerns due to extensive data collection and challenges accountability for errors
or biases, which may result in the rights of public service users being violated.

Given the specific context of administrative decision making where there is an
imbalance of powers between public authorities and individuals, additional safe-
guards should be put in place to mitigate any risks and ensure compliance with the
principles outlined in this handbook. Machines as such cannot be held accountable
for the malfunctioning of algorithmic decision-making systems. Therefore, public
services delivered and administrative decisions made through algorithmic decision-
making systems should be seen and treated in the same way as if they had been
carried out by public officials. The principles in this handbook remain relevant for
any form of algorithmic decision-making systems used in delivering public services,
as long as the service and decision-making process maintain a public character.
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European Convention on Human Rights

Many of the decisions taken by public authorities will concern individual rights and
freedoms protected by the Convention for the Protection of Human Rights and
Fundamental Freedoms (ETS No. 5 - hereinafter“the European Convention on Human
Rights” or “the Convention”). Of particular importance in this context is the general
prohibition against public authorities discriminating against anyone on any ground,
such as those indicated in Protocol No. 12, Article 1,2 and the rights to a fair trial
(Article 6) and to an effective remedy (Article 13). Other rights, such as the right to
respect for private and family life (Article 8), the protection of property (Protocol
No. 1, Article 1) and the right to education (Protocol No. 1, Article 2), will be relevant
to decisions of public authorities on typical issues such as land use, building controls,
regulation of businesses and professional bodies, schooling, pensions, social security
benefits and care proceedings in relation to children.

The fair trial guarantees of Article 6 will apply to the procedures that enable the
decisions of public authorities to be challenged (see Chapter IV). The reference in
Article 6 to the determination of a person’s civil rights and obligations includes legal
disputes between individuals and a public authority provided their outcome is
decisive for the individual’s private rights and obligations (Ringeisen v. Austria). Certain
types of disputes are excluded from Article 6. These arise from the exercise of state
sovereignty, sometimes referred to as“hard-core” public authority prerogatives, and
include disputes over taxation (Ferrazzini v. Italy), immigration (Maaouia v. France)
and standing for elections (Pierre-Bloch v. France). Public officials also enjoy the
protection of Article 6 in relation to disputes with their public employer. They will
only lose this protection where national law specifically denies them access to a
court in the particular circumstances of the dispute and where such an exclusion
can be justified by the state concerned on objective grounds (namely where there
exists a special bond of trust and loyalty between the public official and the state,
and the subject matter of the dispute in issue relates to the exercise of state power
orit has called into question the special bond) (Vilho Eskelinen and Others v. Finland).
Note also that characterising the proceedings as administrative law procedures
(rather than as civil law proceedings) will not preclude the application of Article 6,
as the European Court of Human Rights applies an autonomous interpretation of
national legal proceedings for the purposes of its application of the Convention.

A number of significant judgments of the European Court of Human Rights, relevant
to or recognising the importance of the principles in this handbook, have been
selected in order to illustrate the application of these principles, but it should be
remembered that the principles themselves are, of course, not the subject of these
judgments. The relevant selected cases referred to are listed in Appendix Il.

2. These grounds are sex, race, colour, language, religion, political or other opinion, national or social
origin, association with a national minority, property, birth or other status.
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Chapter |
Substantive principles

mining matters that affect the rights and interests of people living or working

T he principles contained in this chapter apply to public authorities when deter-
in the areas they administer or in which they deliver public services.

These principles concern the quality of administrative decisions. They reflect key
elements of the rule of law (objectivity, impartiality, legality) and the social need for
a fully transparent and participative environment between the community and
public authorities.

Principle 1 - Lawfulness and conformity

with statutory purpose

Public authorities shall act in accordance with the law and within the rules defining
their powers. They shall not act arbitrarily.

Source

» Recommendation CM/Rec(2007)7 on good administration (Article 2)

Commentary

The content of decisions taken by public authorities and the manner in which they
are taken should have a basis in law. Where a public authority acts outside or beyond
its powers (ultra vires), then that action will be unlawful. So that the public may
understand the nature and extent of a public authority’s powers, these powers
should be clear, precise and published widely.

Public authorities should act where they have a legal obligation to do so except
where circumstances arise beyond their control (force majeure). Force majeure is
accepted as a valid reason for not fulfilling a contractual obligation. In this context,
the state should ensure that public authorities have the necessary resources to
fulfilling their legal obligations, or the necessary powers to secure such resources
by their own means (for example, local taxes).
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Public authorities should act in accordance with the law and their statutory powers,
failing which they are at risk of taking unlawful administrative decisions or acting
outside or beyond their powers. In order to prevent them acting arbitrarily, public
authorities should act with objectivity and impartiality (see below, Principle 3).

No one should benefit from the unlawful conduct of public authorities. Unlawful
decisions should be withdrawn, subject to any interests legitimately acquired by
individuals relying on impugned decisions (see below, Chapter IV).

The reasons for which public authorities use their powers should correspond to the
reasons for which these powers have been granted as laid down by statute. Public
authorities should not use their powers for an improper reason or purpose, even if the
outcome might be the same. This principle is illustrated under French law by the doctrine
of“misuse of public power” (détournement de pouvoir) where an administrative decision
is not made in the public interest. An example is where a mayor of a village refuses an
application for a licence to run a bar in order to prevent competition with a bar (s)he
owns. It also applies where an administrative authority makes a decision relying on its
power to protect the public interest, but where the decision is in fact made to protect
some other interest rather than the public interest. An example is where a power is
exercised to safeguard public decency by prohibiting individuals from dressing or
undressing on a public beach except in specifically designated cabins available for rent,
when the main aim of this prohibition is to benefit those who rent out such cabins.

Ambiguities in relation to the interpretation of a public authority’s powers may be
resolved by reference to the preamble of the relevant legislation or preparatory
documents leading to its enactment, provided this is permitted by national law.

Relevant sources of law for the purposes of this principle will depend on the legal
system of each state but will normally refer to a state’s constitution, statute law and
secondary legislation. Also relevant are decisions and orders of its domestic courts
and/or general principles of law. Administrative guidelines may also be a source of
law to the extent that they can be invoked by domestic courts. Customary and
conventional rules of international law will also be relevant in jurisdictions where
they have the force of law. The European Convention on Human Rights is a key source
of law for member states of the Council of Europe.

This principle is also key when a public authority makes a decision involving the
automated processing of data, and above all when it affects individuals’ rights.
Sometimes, there is no significant impact on individuals if algorithmic decision
making merely establishes a fact relevant to the administrative procedure, without
encroaching on their fundamental rights. For example, the fundamental rights of
individuals are not threatened if an algorithmic decision-making system detects the
movement of wild animals by means of movement sensors placed in a roadside
forest. If there is a risk of a wild animal attempting to cross the road, an electronic
traffic sign to reduce temporarily the authorised speed of vehicles is automatically
activated and displays a warning signal.

However, the use of algorithmic decision making may sometimes have a significant
impact on the rights of individuals, such as when it is used in taking decisions
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regarding, for example, the payment of child benefit or unemployment benefit, the
issuance of forest clearance permits, the support to be provided to a pensioner living
alone, or where it is used in profiling individuals suspected of fraud or in screening
or assigning risk scores to potential beneficiaries.

Public authorities should especially ensure that personal data processing broadly
used by algorithmic decision making complies with the right to the protection of
personal data provided by European standards and national law.

In order to prevent public authorities from acting arbitrarily, fully automated deci-
sion making should generally be avoided where discretionary powers are conferred
to public authorities. The implementation of such powers should generally be carried
out by public officials.

In general, training of public officials should be put in place in order to ensure their
ability to properly use partially and fully automated systems, in particular to avoid
and correct over-confidence in the output of the systems (automation biases) (in
relation to internal review, see Principle 17).

Case law of the European Court of Human Rights

In Prokopovich v. Russia, the European Court of Human Rights found that a decision
on reallocation to a third party of a state-owned flat occupied by the applicant
amounted to a violation of Article 8 of the European Convention on Human Rights
because it had no legal basis in domestic law. By contrast, in Xintaras v. Sweden, the
Court found that withdrawal of the applicant’s driving licence had not violated his
property rights under Article 1 of Protocol No. 1 to the Convention because it was
provided for in domestic law and pursued the general interest of Swedish society,
striking a fair balance between that interest and the individual interests of the appli-
cant. In Stretch v. the United Kingdom, the applicant complained that he had been
deprived of the benefit of a renewal option on a lease granted by a local authority.
The government of the United Kingdom argued before the European Court of Human
Rights that the doctrine of ultra vires provided an important safeguard against abuse
of power by public authorities acting beyond the competence given to them under
domestic law. The European Court of Human Rights did not dispute this argument
and noted that the said doctrine reflected the rule of law underlying much of the
European Convention on Human Rights itself. In Lashmankin and Others v. Russia,
which concerned restrictions imposed by Russian administrative authorities on the
location, time and manner of conducting public events, the European Court of Human
Rights held that in matters affecting fundamental rights it would be contrary to the
rule of law — one of the basic principles of a democratic society enshrined in the
European Convention on Human Rights - for legal discretion granted to the executive
to be expressed in terms of an unfettered power. The law should indicate with suf-
ficient clarity the scope of any such discretion and the manner of its exercise.

In The Sunday Times v. the United Kingdom (No. 1), the applicant, a British newspaper,
challenged a prohibition to publish an article which, according to the authorities,
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would constitute contempt of court, as it would influence ongoing negotiations
between the parties to a court case. The case concerned claims brought by private
persons against a drug manufacturer that the medicine produced by the defendant
seriously damaged their children’s health. In Tolstoy Miloslavsky v. the United Kingdom,
the British courts had ordered the applicant to pay £1.5 million in damages for having
published defamatory material. The court had also banned further publication of an
article containing the material. The applicant sought to appeal but was ordered to
pay £124 900 by way of security for costs as a condition. Before the European Court
of Human Rights the applicant alleged that his freedom of expression was infringed
and his right to appeal against the first instance court decision was unduly restricted.
In both cases the European Court of Human Rights noted that the word “law” in the
expression “prescribed by law” covers not only statute law but also unwritten law.

Principle 2 - Equality of treatment

Public authorities shall treat individuals in similar situations the same. Any differ-
ence in treatment shall be objectively justified.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 3)
» European Convention on Human Rights, Protocol No. 12

Commentary

Public authorities should not discriminate between individuals either directly or
indirectly. The principle of equality of treatment requires that individuals in similar
situations are treated equally. This means that the enjoyment of any right provided
by law must be available to all persons without discrimination on any ground such
as sex, race, colour, language, religion, political or other opinion, national or social
origin, association with a national minority, property, birth or other status, unless the
difference in treatment can be objectively justified. Likewise, public authorities must
not discriminate between individuals on any of these grounds (Article 1 of Protocol
No. 12 to the European Convention on Human Rights). Therefore, where two or more
cases are objectively the same, public authorities must treat them the same.

The European Convention on Human Rights does not prohibit differences in treat-
ment provided they are based on an objective assessment of different factual cir-
cumstances and if a fair balance has been achieved between protecting the interest
of the community and respect for the rights and freedoms safeguarded by the
Convention. Parties to the Convention enjoy a certain margin of appreciation in
assessing whether and to what extent differences in otherwise similar situations
justify a difference in treatment. The scope of the margin of appreciation varies
according to the subject matter and facts presented, with the final decision being
a matter for the European Court of Human Rights. The Court has held that, if a policy
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or general measure has disproportionately prejudicial effects on a group of people,
the possibility of its being considered discriminatory cannot be ruled out even if it
is not specifically aimed or directed at that group.

The principle of equality of treatment does not prevent public authorities from
treating people differently as a result of changes in administrative policy and practice
over time, provided such changes are objectively justified and not made to treat a
particular group or groups differently. Public authorities should have regard to the
fact that some individuals may have legitimate expectations or have acquired legit-
imate interests as a result of earlier policy or practice (see below, Principle 5), so
where a public authority decides to change policy or practice it is very important to
inform the public beforehand.

It is important to highlight that in terms of this principle the situation of children
requires special consideration. Children in their relations with public authorities,
whether directly or indirectly, should be considered and treated as full bearers of
rights and should be entitled to exercise all their rights in a manner that takes into
account their capacity to form their own views as well as the circumstances of their
case. In all actions concerning children, public authorities must ensure the best
interests of the child are a primary consideration. In cases where a child is capable
of forming his or her own views the child should be able to express them freely, with
due weight being given to such views in accordance with the child’s age and maturity
(see Article 3*and Article 12,* United Nations Convention on the Rights of the Child).

The principle of equality cannot be relied on to justify a previously illegal decision
or practice being applied to other cases. The proper course is for the public authority
to revoke, to the extent possible, the earlier decision. Where a penalty or sanction
has not been applied in a previous case, in circumstances when it should have been,
this will not prevent the public authority from subsequently applying this penalty
or sanction in another case.

3. Article 3 of the United Nations Convention on the Rights of the Child states:
“1. In all actions concerning children, whether undertaken by public or private social welfare
institutions, courts of law, administrative authorities or legislative bodies, the best interests of the
child shall be a primary consideration.
2. States Parties undertake to ensure the child such protection and care as is necessary for his or
her well-being, taking into account the rights and duties of his or her parents, legal guardians,
or other individuals legally responsible for him or her, and, to this end, shall take all appropriate
legislative and administrative measures.
3. States Parties shall ensure that the institutions, services and facilities responsible for the care
or protection of children shall conform with the standards established by competent authorities,
particularly in the areas of safety, health, in the number and suitability of their staff, as well as
competent supervision.”

4. Article 12 of the United Nations Convention on the Rights of the Child states:
“1. States Parties shall assure to the child who is capable of forming his or her own views the right
to express those views freely in all matters affecting the child, the views of the child being given
due weight in accordance with the age and maturity of the child.
2. For this purpose, the child shall in particular be provided the opportunity to be heard in any
judicial and administrative proceedings affecting the child, either directly, or through a represent-
ative or an appropriate body, in a manner consistent with the procedural rules of national law.”
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While the objective of introducing algorithmic decision-making systems in the public
sector may be to create an unbiased and impartial decision maker, in practice such
systems can threaten the principle of equality. Algorithmic decision-making systems
have the tendency to discriminate against certain groups of people when the quality
of input data or the algorithm falls short. Sometimes both the algorithm and the
input data are correct, but the result is still unfair because the practice has been
unfair in the past. This can occur when some groups used to be observed more
extensively, leading to an imbalance in the training data used by the algorithmic
decision-making system (for example, systems that have been trained with pictures
of white people have more difficulties in recognising pictures of people of colour).
Therefore, if the parameters of algorithmic decision-making systems are biased and
their implementation results in unequal treatment, automation exacerbates this
error, affecting the entire population.

Systemic impact assessment and monitoring, including both human intervention
and technological solutions, should take place to evaluate and test the system prior
to and during its implementation. Such an approach enables the identification and
mitigation of discriminatory biases and, on a broader scale, breaches of the principle
of fairness.

Case law of the European Court of Human Rights

In Zarb Adamiv. Malta, the applicant complained that the way in which jury service
had been imposed on him was discriminatory in nature. The European Court of
Human Rights held, under Article 14 of the European Convention on Human Rights
taken in conjunction with Article 4.3.d, discrimination means treating people who
are in relevantly similar situations differently, without objective and reasonable
justification. Where there is a difference in treatment in relation to the exercise of a
right laid down by the European Convention on Human Rights the action taken
must pursue a legitimate aim and there must be a “reasonable relationship of pro-
portionality between the means employed and the aim sought to be realised".

In Gnahoré v. France, where the applicant complained that his minor son had been
removed from him and placed with foster parents, the European Court of Human
Rights noted that in cases of this type the child’s interest must come before all other
considerations.

Principle 3 - Objectivity and impartiality

Public authorities shall exercise their powers having regard to relevant matters
only. They shall not act in a biased manner or be perceived to do so.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 4)

» Recommendation No. R (2000) 6 on the status of public officials in Europe
(Principle 13)
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Commentary

All factors relevant to a particular administrative decision should be taken into
account by a public authority when making its decision, with each factor given its
proper weight. Factors that are not relevant should be excluded from consideration.
An administrative decision should not be influenced by the personal interests or
prejudices of the public official making the decision. Even the appearance of bias
should be avoided.

Public authorities have a responsibility to ensure their officials carry out their duties
in animpartial manner irrespective of their personal beliefs and interests. No public
official should be involved in an administrative decision that concerns his or her own
financial or other personal interests, or those of his or her family, friends or opponents.
He or she should not be involved in any appeal against an administrative decision
that he or she has taken. Other circumstances may arise which could undermine his
or her impartiality, for example in the case of “friends or opponents”towards whom
a public official has a positive or negative predisposition, or with whom the official
has a close relationship (for example, a divorced spouse).

Moreover, public officials are subject to inherent obligations in the exercise of their
public functions. These obligations include discretion, accountability, neutrality and,
more generally, loyalty to democratic institutions and respect for the rule of law. In
order to avoid conflicts of interest and corruption, public officials may be subject to
restrictions regarding second jobs and participation in political activities.

Public authorities should also keep in mind that, even if a decision is delivered
through an algorithmic decision-making system, the responsibility for the decision
still lies fully with the public authority. In this context, it is important to highlight
that, when a public authority deploys algorithmic decision-making systems, public
officials should remain objective in the sense that they should not blindly follow the
approach and outcome proposed by the machine. In case of fully automated deci-
sions, this issue of impartiality will come into play when a public official has to review
the decision. The public authority should remain objective and thoroughly assess
the result provided by the machine.

Public authorities using algorithmic decision making should ensure that these sys-
tems and data that serve as input for the algorithm are of high quality, fully tested
and assured. The data should be representative of individuals and groups affected
by the system to the fullest extent possible. The composition of the model, the
selection and the quality of training data will have significant influence on how the
system works and on its outputs. Incorrect and biased training data can lead to the
system delivering incorrect and biased results (see Principle 2). The algorithmic
decision-making system should be fed with relevant data, so that only objective
reasons can influence the outcome. Public authorities should pay special attention
to the pertinence of the elements which are used to base their decisions on so as
to avoid any element whose relevance appears doubtful in the particular decision-
making context. Otherwise, they run the risk of administrative decisions taken on
the wrong grounds being unlawful. These requirements also apply if third-party
data is used to train the model (See Principle 16 in relation to the liability of third-
party providers).
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In this context, the duty of the authority to provide grounds for its decisions is of
great importance so that the addressee of its decision has the possibility of chal-
lenging any irrelevant considerations that may have been taken into account (see
Principle 13). The reasoning should indicate the logic behind both the algorithm
and the decision taken in the specific case at hand. A mere generic explanation of
how the algorithm operates would not adequately fulfil this purpose.

Case law of the European Court of Human Rights

In Ahmed and Others v. the United Kingdom, in order to retain their posts in local
government, the applicants had to give up their political activities on behalf of
political parties. They claimed that the requirement to do so breached, among
other provisions, their right to full participation in the electoral process, as guar-
anteed by Article 3 of Protocol No. 1 to the European Convention on Human Rights.
The European Court of Human Rights found no violation, accepting that the
restrictions served the legitimate purpose of securing the political impartiality of
civil servants.

Principle 4 - Proportionality

Measures taken by a public authority in pursuance of its powers shall not be
excessive in terms of their impact on the rights and interests of individuals, and
shall only go as far as is necessary, and to the extent required, in order to achieve
the desired goal.

Source

» Recommendation CM/Rec(2007)7 on good administration (Article 5)

Commentary

Proportionality constitutes an all-embracing requirement in a state governed by the
rule of law. Public authorities may only curtail the rights of individuals vis-a-vis the
state to the extent required for the protection of the public interest. A “fair balance”
should be struck between the general interest of the community and the require-
ment to protect the fundamental rights of individuals.

The principle of proportionality will be infringed if the following requirements are
not met:

i. There should be a reasonable relationship between the purpose of the objectives
pursued by a public authority and the means chosen to achieve them. Any
restriction or interference with the rights of an individual should be appropriate
and strictly necessary, and the objectives cannot be achieved by any other means.
The prohibition against using excessive means obliges public authorities to use
only those means that are necessary to achieve the desired result.
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ii. There should be a reasonable relationship between the restriction imposed
on an individual and the public interest to be protected. This restriction
imposed on an individual should reasonably relate to the benefit enjoyed by
the public.

The use of algorithmic decision-making systems by public authorities should be
proportionate to the legitimate public interest pursued. To effectively ensure this,
it is advisable that public authorities evaluate the impact of a system and conduct
a comprehensive impact assessment of those systems which are likely to have impact
on the public/individuals. It would be beneficial that this is done before and on a
regular basis during the systems’ deployment.

Public authorities should consider whether fully automated decision making is
appropriate, or whether having meaningful human involvement by competent
public officials would achieve more proportionate outcomes. Any human involve-
ment should require safeguards against the risk of automation biases, in particular
the training of public officials.

Case law of the European Court of Human Rights

In Soering v. the United Kingdom, the applicant complained that his extradition to
the United States of America, where he would face capital punishment, violated
Article 3 of the European Convention on Human Rights. In Hutten-Czapska v. Poland,
the applicant was one of many landlords in Poland affected by a restrictive system
of rent control. The European Court of Human Rights stated in both cases that“inher-
ent in the whole of the European Convention on Human Rights is a search for a fair
balance between the demands of the general interest of the community and the
requirements of the protection of the individual’s fundamental rights”. See also
Xintaras v. Sweden, where the European Court of Human Rights found that withdrawal
of the applicant’s driving licence had not violated his property rights under Article 1
of Protocol No. 1 to the European Convention on Human Rights. The Court held the
withdrawal of a driving licence was provided for in domestic law and it pursued the
legitimate aim of striking a fair balance between the general interest of Swedish
society and the individual interests of the applicant.

In Glukhin v. Russia, the applicant complained that his administrative conviction and,
inter alia, the use of facial recognition technology in the processing of his personal
data had breached his rights under Articles 8 (right to respect for private life) and
10 (freedom of expression) of the European Convention on Human Rights. He had
been identified and later located by facial recognition technology after travelling
with a life-size cardboard figure of a protestor whose case had attracted widespread
attention in the media, holding a banner that said, “I'm facing up to five years ... for
peaceful protests” The Court concluded that the processing of Mr Glukhin’s personal
datain the context of his peaceful demonstration, which had not caused any danger
to public order or safety, had been particularly intrusive. The use of facial recognition
technology in his case had been incompatible with the ideals and values of a demo-
cratic society governed by the rule of law.
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Principle 5 - Legal certainty

Administrative decisions taken by public authorities shall be foreseeable so as to
enable individuals to act accordingly. They shall not have retroactive effect unless
required by law or if they are for the benefit of persons. There shall be no inter-
ference with rights acquired by individuals or interference with legitimate expect-
ations as to future decisions the public authority might take, except in accordance
with the law.

Source

» Recommendation CM/Rec(2007)7 on good administration (Articles 6, 21)

Commentary

Legal certainty is essential to public trust in the judicial system and the rule of law.
This principle is closely linked to the principle of lawfulness (Principle 1), as it too
relates to the concept of predictability. Legal certainty also requires that the law is
clear, precise and foreseeable (see also below, Principle 13), so that individuals
understand what public authorities expect from them and what they can expect
from public authorities. It is fundamental to public confidence how public author-
ities apply the law.

Everyone should be able to place his or her legitimate trust in public authorities so
as to regulate his or her conduct in full knowledge of how public authorities will act.
Accordingly, public authorities should be consistent in their decision making and
not act in an arbitrary manner. Everyone should be able to rely, in good faith, on
administrative decisions made by public authorities whose decisions and actions
should always be based on the law regulating the particular situation. The law should
be clearly formulated and easily accessible to the general public; the law should also
be correctly applied. The revocation of administrative decisions by public authorities
raises particular issues for legal certainty and is dealt with separately below.

When using chatbots, which can be simple, save time and be of great help for the
administration and for the individuals, legal certainty requires that individuals can
rely on advice provided by the administration in accordance with national law. Public
authorities should exercise caution when using chatbots for communication purposes,
especially when engaging with vulnerable individuals. Indeed, while responses of
chatbots may sound plausible, there is a risk of them being false or non-sensical.

Furthermore, it is crucial to recognise that the more chatbots are offered as alterna-
tive channels for interacting with public authorities, the more individuals will place
trust in these systems. Therefore, it is essential to establish effective remedies for
individuals who are affected by chatbot malfunctions, or who have been provided
with incorrect information. Such remedies should only be granted if the individuals
themselves are acting in good faith. Whenever the public authority stores the data
of a chatbot conversation, individuals should be entitled to obtain a copy for evi-
dentiary purposes.
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Revocation

Where a public authority wishes to revoke an administrative decision it needs to
exercise care not to violate the principle of legal certainty and, in particular, not to
interfere with an individual’s acquired rights. Accordingly, revocation of administra-
tive decisions by a public authority is only permitted in the following circumstances:

» in cases where the initial administrative decision is unlawful and (i) there is no
legitimate expectation to be protected, or (ii) the public interest in revocation
of the decision outweighs the rights and interests of the person concerned in
maintaining the decision; and

» in cases where the initial administrative decision is lawful and (i) no legitimate
expectation has been placed by the person concerned in maintaining the
decision, or (ii) the relevant facts and circumstances have changed and the
public interest in revocation outweighs the rights and interests of the person
concerned in maintaining the decision.

Revocation of an administrative decision is itself an administrative decision, to which
the substantive and procedural principles of this handbook fully apply. The particular
problem posed by revocation is the frequent conflict between the principle of law-
fulness and public interest on the one hand, and the protection of an individual’s
legitimate expectation in maintaining the decision on the other hand. National law
may determine the extent to which administrative decisions may be revoked. In
most member states, public authorities can, under certain conditions, revoke their
actsin whole or in part, either at the request of an individual (see below, Principle 18)
or on their own initiative.

If the relevant facts and circumstances at the time of the initial decision were not
fully known to the public authority and, if known, would have led to another deci-
sion, or if the person concerned did not fulfil the conditions specified in the admin-
istrative decision or applicable law when the decision was made, then, depending
on the precise circumstances, national law will determine whether the initial decision
was lawful or unlawful.

Depending on the extent to which the person concerned was aware of, or should
have been aware of, the unlawfulness of an administrative decision, and depending
on the weight of the publicinterest at stake, the decision can be revoked with effect
as of the date of revocation or even with retroactive effect back to the date when
the decision was taken.

There is no legitimate expectation to be protected if the person concerned knew or
should reasonably have known that the initial decision was unlawful or if the person
concerned provided incorrect orincomplete information to the public authority for
the purposes of the initial decision.

It is likely that the length of time elapsed since taking the initial decision will be a
factor to weigh in the balance between the public interest in revoking the decision
and the legitimate expectation of the person affected in maintaining it. The more
time that has elapsed, the more weight will be given to the individual’s legitimate
expectation.
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Case law of the European Court of Human Rights

In Marckx v. Belgium, the applicant complained, under Article 14 of the European
Convention on Human Rights, that different inheritance rules were applicable to children
born in and out of wedlock. The European Court of Human Rights noted that the prin-
ciple of legal certainty is inherent in the Convention. The preamble to the Convention
declares that the rule of law, of which legal certainty is a fundamental aspect, is part of
the common heritage of the contracting states. In Brumdrescu v. Romania, the European
Court of Human Rights considered that there was an interference with the applicant’s
right to property, as guaranteed by Article 1 of Protocol No. 1 to the European Convention
on Human Rights, in that the Supreme Court of Justice had quashed the final judgment
of a lower court awarding the applicant the house, even though the judgment had
been executed. In Khan v. the United Kingdom, the European Court of Human Rights
held that the use of a covert listening device by the United Kingdom authorities was
notin accordance with law within the meaning of Article 8 of the European Convention
on Human Rights because there was no statutory system to regulate the use of such
devices, as this was governed by Home Office guidelines which were neither legally
binding nor directly accessible to the public.

In Rysovskyy v. Ukraine, a village council revoked its earlier decision on land alloca-
tion. The European Court of Human Rights found that it is incumbent on public
authorities to put in place internal procedures which foster legal certainty in civil
transactions affecting property interests. The Court held that the principle of good
governance should not prevent the authorities from correcting occasional mistakes,
even those resulting from their own negligence. On the other hand, the need to
correct an old “wrong” should not disproportionately interfere with a new right
which has been acquired by an individual relying on the legitimacy of the public
authority’s action in good faith. In other words, state authorities who fail to put in
place or adhere to their own procedures should not be allowed to profit from their
wrongdoing or to escape their obligations. The risk of any mistake made by a state
authority must be borne by the state itself and errors must not be remedied at the
expense of the individuals concerned. In the context of the revocation of a property
title granted erroneously, the “good governance” principle may not only impose on
authorities an obligation to act promptly in correcting their mistake, but also neces-
sitate payment of adequate compensation or take another form of appropriate
remedial action to the person who had acquired the land in good faith (see below,
Principle 17).

In Béldné Nagy v. Hungary, the applicant complained that withdrawal of her entitle-
ment to disability pension based on newly adopted legislation on the method to
be used in assessing health impairment in an occupational context violated her right
to the protection of her property. The European Court of Human Rights found in
particular that Article 1 of Protocol No. 1 to the European Convention on Human
Rights applied to Ms Nagy’s case because she had a legitimate expectation that she
would continue to receive the pension granted to her based on the previous legisla-
tion. The withdrawal of her pension had been determined to be in accordance with
the law (new legislation), and had been in pursuit of a legitimate purpose (saving
public funds). However, the Court held the withdrawal had not been proportionate
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because it involved the complete deprivation of a vulnerable person’s only significant
source of income, resulting from retroactive legislation that contained no transitional
arrangements applicable to Ms Nagy’s case.

The notion of “legitimate expectation” within the context of Article 1 of Protocol No. 1
to the European Convention on Human Rights was first developed by the European
Court of Human Rights in the case of Pine Valley Developments Ltd and Others v. Ireland.
In that case the European Court of Human Rights found that a“legitimate expectation”
arose when outline planning permission had been granted, in reliance on which the
applicant companies had purchased land with a view to its development. The plan-
ning permission, which could not be revoked by the planning authority, was held by
the Court to be“a component part of the applicant companies’ property”.

Another aspect of the notion of “legitimate expectation” was illustrated in Pressos
Compania Naviera S.A. and Others v. Belgium. This case concerned claims for damages
arising out of shipping accidents allegedly caused by the negligence of Belgian pilots.
Under domestic rules of tort such claims came into existence as soon as the damage
occurred. The European Court of Human Rights classified the claims as“assets” attract-
ing the protection of Article 1 of Protocol No. 1 to the European Convention on Human
Rights. It then went on to note that, on the basis of a series of decisions of the Court
of Cassation, the applicants could argue that they had a“legitimate expectation” that
their claims deriving from the accidents in question would be determined in accor-
dance with the general law of tort. The “legitimate expectation”identified in this case
was not in itself constitutive of a proprietary interest; it related to the way in which
the claim qualifying as an “asset” would be treated under domestic law and in par-
ticular the fact that established case law of the national courts would continue to be
applied in respect of damage which had already occurred. In Kopecky v. Slovakia, the
European Court of Human Rights considered situations when a claim to a“legitimate
expectation”would not arise. In this case, the Court examined whether the applicant’s
claim to restoration of property, where he could not fulfil one of the conditions for
its return under national law, amounted to a “possession” within the meaning of
Article 1 of Protocol No. 1 to the European Convention on Human Rights.

Principle 6 - Transparency

Public authorities shall allow everyone access to official documents held by them.
Access shall be granted without discrimination. Public authorities also have a
duty to provide information about their work and decisions, and this duty extends
to the publication of official documents.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 10)
» Recommendation Rec(2002)2 on access to official documents

» European Convention on Human Rights (Articles 8, 10)

» Council of Europe Convention on Access to Official Documents
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Commentary

The principle of transparency ensures that the work of public authorities and of their
officials is conducted openly. This strengthens public trust and the protection of
rights of individuals. Moreover, transparency encourages participation. It is generally
recognised that democracies can function more effectively when the public is fully
informed about issues relevant to public life. An informed public is better placed to
participate in decisions and policies of public authorities, and to accept and adhere
to them (see below, Principle 9). Public authorities too will benefit from feedback
received from the public. So it is desirable that public authorities allow open access
to records they hold, subject to unavoidable exceptions and limitations.

There is no positive obligation in international law on public authorities to dissemi-
nate information to the public. As indicated above, they should be encouraged to
provide as much information on their decisions as they can.

Rules on access to official documents should respect the rights to privacy and the
protection of personal data, particularly data held in digital or electronic files (see
below, Principle 7).

Official documents include all information recorded in any form, drawn up or received
and held by public authorities in the exercise of their powers, but do not include
documents under preparation. A person requesting access to official documents
should not be required to give reasons for their request, or indeed be required to
have a direct or personal interest in the content of official documents concerned.
Formalities for making such requests should be kept to a minimum. Public author-
ities may limit access to official documents, but only on the basis of exceptions clearly
specified in legislation. Such limitations should be necessary in a democratic society
and should be proportionate.

Information should be supplied by a public authority within a reasonable period
of time. Obviously, very numerous requests for information from the public can
entail a considerable workload for public officials. The processing of requests can
result in delays incompatible with good and efficient administration. The principle
factors for assessing what is a reasonable period of time include the nature and
volume of information to be retrieved and provided. The means by which informa-
tion is provided may be either oral or written. The inspection of documents and
files should also be allowed. The fact that public authorities charge a fee to recover
the costs of providing the information requested (copying, printing, mailing, etc.)
is compatible with the principle of transparency and that of access developed in
Principle 8 below.

Refusal of access to official documents may be justified by a public authority in rela-
tion to certain kinds of internal documents, such as personal documents exchanged
within the authority or documents prepared as internal working papers. Every work-
ing environment, including that of public authorities, has a“private sphere”in which
work is done in a rather informal way and which has to be protected.

Higher standards on public access to official documents can be found in the Council
of Europe Convention on Access to Official Documents (CETS No. 205).
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Transparency regarding the use of algorithmic decision-making systems by public
authorities is crucial for upholding human rights and serving as a prerequisite for
complying with other principles outlined in this handbook. Considering the inherent
opacity of algorithmic decision-making systems, their use should be visible and
transparent to the public when these systems are employed in administrative deci-
sion making.

Itis important that the logic or reasoning and the contribution of algorithmic systems
to such decision making by public authorities can be interpreted, scrutinised and
audited by the public. This transparency has an important role to play in enabling
public oversight as well as public interest research, which are important components
of democratic societies based on the rule of law.

To this end, public authorities are encouraged to provide information on algorithmic
decision-making systems used that may affect individuals, for example in a public
directory. This information should include the purposes of the systems, the admin-
istrative entities responsible for them and a regularly updated summary of the impact
assessment, if available. This information should be provided in a machine-readable
and standardised format where applicable. Moreover, it is highly important to enable
and foster public interest research, for example by providing adequate data access,
in accordance with the relevant law, in particular data protection law.

With regard to individual decision making by or with the support of algorithmic
systems the transparency principle requires specific information, detailed in
Principle 13.

Furthermore, when public authorities deploy chatbots, individuals should be informed
that they are interacting with an algorithmic system rather than a human being.
Chatbots may mimic human conversation so well that it may be difficult for their
conversation partner to distinguish between a chatbot and a human.

Case law of the European Court of Human Rights

In Loiseau v. France, the applicant, a former secondary school teacher, complained
under Article 6 of the European Convention on Human Rights that the authorities
had failed, for a lengthy period of time, to enforce a judgment obliging them to
supply him with a copy of documents relating to his recruitment, his social security
contributions and his pay slips. The European Court of Human Rights noted that it
is difficult to derive from the European Convention on Human Rights a general right
of access to administrative data and documents held by state authorities. However,
the Court has consistently recognised that the public has a right to receive informa-
tion on matters of public interest. See, for example, Observer and Guardian v. the
United Kingdom, where the applicants complained that imposing a temporary
injunction on press publications pending the outcome of a dispute was contrary to
freedom of expression as guaranteed under Article 10 of the European Convention
on Human Rights; and Thorgeir Thorgeirson v. Iceland, where the applicant complained
that his conviction and sentence for defamation constituted an interference with
his right to freedom of expression.
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The case law of the European Court of Human Rights in the field of transparency
has been developed in relation to freedom of the press. In such cases the Court
scrutinises measures taken by a national authority which are capable of discouraging
the press, one of society’s “watchdogs’, from participating in public debate on mat-
ters of legitimate public concern. Measures which merely make access to information
more cumbersome are included in this context. See Bladet Tromsg and Stensaas
v. Norway, where the applicants, a newspaper and its editor-in-chief, complained
under Article 10 of the European Convention on Human Rights about fines imposed
on them by domestic courts for publishing statements which were considered by
the courts to be defamatory; and Jersild v. Denmark, where the applicant, a journalist,
maintained before the European Court of Human Rights that his conviction and
sentence for having aided and abetted dissemination of racist remarks violated his
right to freedom of expression within the meaning of Article 10 of the European
Convention on Human Rights. In Magyar Helsinki Bizottsdg v. Hungary, the applicant,
an NGO, complained that its request for information contained in an official docu-
ment was refused in violation of Article 10 of the European Convention on Human
Rights. The European Court of Human Rights found that the right to receive informa-
tion (Article 10 of the Convention) basically prohibits governments from restricting
a person from receiving information that others wish or may be willing to impart to
him or her. Nonetheless, the right to receive information cannot be construed as
imposing a positive obligation on a state to collect and disseminate information of
its own motion. Article 10 of the Convention as such does not confer on individuals
a right of access to information held by a public authority nor oblige it to impart
such information to individuals. Such a right may nevertheless arise, firstly, where
disclosure of the information has been imposed by court order and, secondly, where
access to the information is instrumental for the individual’s exercise of his or her
right to freedom of expression, in particular “the freedom to receive and impart
information” where denial would constitute an interference with that right. In Guja
v. Moldova, the applicant, a former intelligence officer, complained about his criminal
conviction for having disclosed information concerning illegal activities of intelligence
services. The European Court of Human Rights found that in a democratic society,
the acts or omissions of a government must be subject to the close scrutiny not only
of the legislative and judicial authorities but also of the media and public opinion.
The publicinterest in disclosing particular information can sometimes be so strong
as to outweigh a duty of confidence.

In Rysovskyy v. Ukraine, the European Court of Human Rights found that it is incum-
bent on public authorities to put in place internal procedures which enhance the
transparency and clarity of their operations, minimise the risk of mistakes and foster
legal certainty in civil transactions affecting property interests. The Court has con-
sistently affirmed a positive obligation on states, pursuant to Articles 2 and 8 of the
European Convention on Human Rights, to provide access to essential information
enabling individuals to assess risks to their health and lives. See, for example, Vilnes
and Others v. Norway, where the applicants had not been informed about the risk
to their health of professional activities they carried out for the government; and
Budayeva and Others v. Russia, where the applicants’ relatives lost their lives in a
natural disaster because the government had failed to inform them in due time of
an imminent disaster.
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Principle 7 - Privacy and the protection of personal data

When processing personal data held in digital or any other format, public author-
ities shall take all necessary measures to guarantee the privacy of individuals and
their right to the protection of personal data.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 9)
» European Convention on Human Rights (Articles 8, 10)

» Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data, and the protocol amending this convention

Commentary

Processing (including collecting) personal data by public authorities is of particular
importance in the context of their relations with the public. Public authorities should
respect the private life of individuals and their right to the protection of personal data.

Public authorities should ensure that people are allowed access to personal data
held by them so individuals can check how their personal data is processed, its
accuracy and, where appropriate, are given the opportunity to exercise other rights
such as the rights to rectify or erase.

Access, rectification and erasure of personal data are rights recognised since 1981
in the Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data (ETS No. 108, hereafter “Convention 108"). Convention 108 aimed
to enable individuals:

» to establish the existence of data processing, its main purposes, as well as the
identity and habitual residence or principal place of business of the controller;

» to obtain at reasonable intervals and without excessive delay or expense,
confirmation of whether personal data is stored and its communication in an
intelligible form;

» to obtain rectification or erasure of personal data if it has been processed
contrary to the provisions of domestic law giving effect to the basic principles
of the Convention; and

» to have a legal remedy.

Amendments to Convention 108, introduced by a protocol,® provide for further rights
to protect the individual. These include in particular:

» not to be subject to a decision significantly affecting the individual based
solely on an automated processing of data without having his or her views
taken into consideration;

5. Protocol amending the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data (CETS No. 223), adopted on 18 May 2018 and opened for signature
on 10 October 2018.
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» to obtain, on request, knowledge of the reasoning underlying data processing
where the results of such processing are applied to him or her;

» toobjectatany time, on grounds relating to his or her situation, to the processing
of personal data unless the controller demonstrates legitimate grounds for the
processing which override the individual’s interests or rights and fundamental
freedoms.

It is important that public authorities process personal data lawfully and fairly. To
this end, they should take all necessary precautions. The data should be processed
only for explicit, specified and legitimate purposes. These purposes for which it is
processed should be adequate, relevant and not excessive. The data should be
accurate and, where necessary, kept up-to-date. It should be preserved in a form
that only allows the individual to be identified for as long as necessary for the pur-
poses for which those data are processed.

Certain types of personal data, called “sensitive data’, may not be processed unless
domestic law provides appropriate safeguards complementing those of
Convention 108. These include notably the processing of:

» genetic data;

» personal data relating to offences, criminal proceedings and convictions, and
related security measures;

» biometric data uniquely identifying a person;

» personal data revealing racial or ethnic origin, political opinions, trade-union
membership, religious or other beliefs, health or sexual life.

Appropriate security measures have to be taken by public authorities for the protec-
tion of personal data held by them against risks such as accidental or unauthorised
access to, destruction, loss, use, modification or disclosure of personal data.

A series of recommendations of the Committee of Ministers of the Council of Europe
specify how the general principles of Convention 108 should be applied in the dif-
ferent areas of public authorities’ responsibilities, namely:

employment data (Recommendation CM/Rec(2015)5);

profiling (Recommendation CM/Rec(2010)13);®

statistics (Recommendation No. R (97) 18);

medical data (Recommendation No. R (97) 5);

telecommunications (Recommendation No. R (95) 4);

communicating data to third parties (Recommendation No. R (91) 10);

police data (Recommendation No. R (87) 15);7

social security data (Recommendation No. R (86) 1).

P“VVVVVVVV

See also the Guidelines on the protection of individuals with regard to the processing of personal data
in aworld of Big Data, adopted by the Consultative Committee of the Convention for the Protection
of Individuals with regard to Automatic Processing of Personal Data, in January 2017.

7. Seealso the Practical guide on the use of personal data in the police sector, adopted by the Consultative
Committee of the Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data, in February 2018.
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The European Court of Human Rights, in its case law in relation to the protection of
personal data aims to strike a fair balance between the application of the provisions
of Article 8 of the European Convention on Human Rights (“right to respect for private
and family life”), as well as the articulation of this right with other fundamental rights
(such as the right to freedom of expression safeguarded under Article 10 of the
Convention).

Algorithmic decision-making systems often use personal data already collected by
public authorities. When using existing personal data, it is crucial to assess whether
the new processing constitutes a separate purpose, different from the original one.
Public authorities should ensure that, if previously collected personal data are used
for a new purpose in the implementation of the algorithmic decision-making systems,
there is a legal basis for an exception to the principle of purpose limitation (or the
express consent of the data subject has been obtained). This legal basis should be
sufficiently clear and foreseeable for the individual whose data is being processed,
and it should incorporate procedural safeguards to prevent abuse of their rights.

Convention 108 grants individuals the right to access their data. However, the
Convention also allows member states to limit the rights of the data subject, par-
ticularly in cases of essential public interest. When a member state has provided for
such limitations of the data subject’s rights in its domestic law, the public body must
respond to individual requests for data access, based on the principle that refusals
to disclose information must be exceptional and not general practice (see Principle 6).
Public authorities must give reasons for such refusals. This is particularly important
in the context of using algorithmic decision-making systems, whether for profiling
or for automated decision making as all data protection rules and restrictions aim
to safeguard human dignity and the free development of individuals’ personalities.
Such goals cannot be achieved if individuals are unaware of which authorities collect
their data, with whom it is shared and what implications are being drawn from it.

In addition to algorithmic decision-making systems, data protection concerns should
also be taken into account when public authorities use chatbots (see Principle 6).

Case law of the European Court of Human Rights

In Klass and Others v. Germany, the applicants complained about German legislation
empowering the authorities to monitor their correspondence and telephone com-
munications without obliging the authorities to inform them subsequently of the
measures taken against them. The European Court of Human Rights held that powers
of secret surveillance of citizens are tolerable under the Convention only in so far as
strictly necessary for safeguarding democratic institutions. In S. and Marper v. the
United Kingdom, the applicant complained that DNA and fingerprints collected by
the authorities could be kept indefinitely and used for purposes other than for which
they were collected. The European Court of Human Rights found that the mere stor-
ing of data relating to the private life of an individual amounts to an interference
with the right to private life. In Haralambie v. Romania, the Court found a violation
of Article 8 of the European Convention on Human Rights (right to respect for private
life) where obstacles were placed in the way of the applicant consulting a personal
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file created on him by the secret services. The Court reiterated the vital interest of
individuals who are the subject of personal files held by public authorities to be able
to access them and emphasised that authorities had a duty to provide an effective
procedure for accessing such information. In K.H. and Others v. Slovakia, the Court
found a violation of Article 8 of the Convention where the applicants were not
allowed to photocopy their medical records. The Court considered the applicants
should not have been obliged to justify why they needed the photocopies. It was a
matter for the authority in possession of the data to show compelling reasons for
not acceding to the request.

By contrast, in Segerstedt-Wiberg and Others v. Sweden, the Court held that there had
been no violation of Article 8 of the European Convention on Human Rights by the
Swedish authorities. Having regard to the wide margin of appreciation available to
them, the authorities were entitled to consider that the interests of national security
and the fight against terrorism prevailed over the interests of the applicants in learn-
ing the full extent of the information about them on the Security Police register. In
Gaskin v. the United Kingdom, the applicant complained of ill-treatment while he had
been in the care of a local authority and living with foster parents; he sought access
to his case records held by the local authority but his request was denied. The Court
held that the confidentiality of public records can be important to ensure objective
and reliable information. Confidentiality may also be necessary for the protection
of third persons. A system will comply with the principle of proportionality if it allows
access to records either where the contributor consents or where an independent
authority authorises access in the event a contributor fails to reply to a request for
access or withholds consent.
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Chapter I
Procedural principles

processes when public authorities determine matters that affect the rights

and interests of people living or working in the areas they administer or in
which they deliver public services. In most cases, a written or online request will
be made by individuals to a public authority for a decision or a service. The process
may be formal or informal depending on the service and what is being requested.
The processing of a request will depend on its relative complexity and importance,
in particular whether or not the decision to be made will have an impact on other
members of the public, organisations or businesses and, if so, on how many. These
procedural principles reflect key elements of the rule of law, as it should be applied
in a democratic society based on human rights.

Principle 8 - Access

Public authorities shall entertain and respond to requests for administrative
decisions from individuals in relation to matters within their competence and in
relation to which the individuals concerned have a legitimate interest, including
the possibility of initiating an administrative procedure.

T he procedural principles contained in this chapter apply to decision-making

Sources

» Recommendation CM/Rec(2007)7 on good administration (Articles 13, 15)

» Recommendation CM/Rec(2007)4 on local and regional public services
(Guidelines 31, 32, 33, 34)

» Recommendation No. R (97) 7 on local public services and the rights of their
users (updated by Recommendation CM/Rec(2007)4) (Guideline 9)

» Framework Convention for the Protection of National Minorities (Article 10.2)

» European Charter for Regional or Minority Languages (Article 10)
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Commentary

Everyone has a right to request public authorities to make decisions on matters
within their competence, particularly where services are provided to individuals
entitled to benefit.

Public authorities should make information on their competences available. They
should also provide information on how individuals can make specific applications
and include guidance on how forms are to be completed along with the procedures
to be followed. Where an individual fails to use the appropriate form, this should
not be a ground for the automatic rejection of his or her application. Rather, officials
of the public authority should assist the individual in completing the appropriate
form in the correct manner or otherwise give appropriate guidance to ensure that
the public authority has the information it requires to make a properly grounded
decision. Public authorities need to adopt a welcoming and supportive attitude
towards individuals who approach them with requests for information, particularly
in the case of children or other vulnerable persons.

When giving guidance and information, public officials shall act impartially and
ensure that all persons are treated equally and receive the same degree of objective
information or guidance, particularly where a decision may concern several individ-
uals (see above, Principle 2). Guidance may extend to drawing up or completing
documents but should not include advice as this would compromise the public
authority’s neutrality and could possibly give grounds for a successful appeal against
any administrative decision it might make in a matter.

A public authority is required to answer all requests received but does not have to
afford the same attention to manifestly abusive requests, particularly where they
are repetitive or are made in large numbers. National law will determine the extent
to which minority or foreign languages are to be accepted by public authorities and
whether requests made in a foreign or a minority language can be accepted and
dealt with where the individual is not able to use the official language of the com-
petent public authority. The European Charter for Regional or Minority Languages
(ETS No. 148) and the Framework Convention for the Protection of National Minorities
(ETS No. 157) provide for undertakings to be given in relation to the use of regional
and minority languages by public authorities and public service providers where
the number of persons or their traditional presence so requires. The European Charter
for Regional or Minority Languages provides that users of regional or minority lan-
guages may submit oral or written requests and receive a reply in these
languages.

Where an application is made to a public authority which is not the competent
authority, it should, where possible, transfer the application to the competent author-
ity and notify the interested person accordingly. The return rather than transfer of
an application might be reasonable if the competent authority cannot clearly be
identified or belongs to a totally different branch of the public administration. In
such cases the individuals concerned should be informed.

Individuals may be required to contribute to the costs incurred by a public authority
in processing their request, such as fees charged for particular procedures. However,
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any fees charged should be fair and reasonable, and not infringe the right to be
heard (see below, Principle 10). Moreover, administrative procedures should be
designed in such a way as to keep fees to a minimum.

Simplifying administrative procedures is key to making public authorities acces-
sible to individuals. Recommendation CM/Rec(2007)4 on local and regional public
services calls for public services to be designed and organised in the light of the
needs of the public rather than those of the public authority. For example, admin-
istrative and legal language, while maintaining its rigour, should be simplified and
modernised. Administrative procedures should be organised in the most efficient
and cost effective way, and be user-friendly. Reception areas and procedures should
be rationalised, multiservice counters provided, and mobile offices introduced.
Precedence should be given to the setting of uniform standards, which are clear
and valid for all local and regional public services, and which all users are able to
understand, respect and rely on. See also the earlier Recommendation No. R (97)7
on local public services and the rights of their users, which Recommendation
CM/Rec(2007)4 updates.

It is important to acknowledge that digitalisation is not yet universal, and risks
of a digital divide are a serious concern. Therefore, individuals with difficulties in
accessing or using digital tools should have the possibility of choosing traditional
ways of communicating with public authorities, including the possibility of inter-
acting directly with public officials. Additionally, the principle promotes initiatives
that enhance digital literacy, as it is essential for individuals to navigate digitalised
administrative procedures effectively. This becomes particularly relevant when
administrative procedures involve providing basic needs or making decisions
regarding highly intrusive administrative powers, for example disability allowance
or child benefit.

At the same time, the implementation of algorithmic systems based on Al for
automated decision making can simplify administrative procedures and, for
example, give access to social benefits to individuals who may not have otherwise
filed traditional benefit requests. By leveraging available information from other
procedures or authorities, these technologies might automatically provide benefits
based on data collected on individuals and their analysis without requiring active
requests from them. Additionally, Al technology, including chatbots, has the
potential of relieving the burden of limited human resources in public authorities,
which could become more acute with the expected consequences of demographic
change, by handling repetitive tasks. This, in turn, allows public officials to focus
on complex cases or personally engaging with individuals not able to use modern
technologies or needing personal contacts to better comprehend the administra-
tive process.

Algorithmic systems based on Al can also facilitate the use of minority languages
making the interaction of speakers of those languages with public authorities easier.
The principle of access emphasises the importance of fully harnessing these digital
capabilities to create a user-friendly, inclusive and efficient interaction of individuals
with public authorities, in full respect of other principles in this handbook, in par-
ticular Principles 6 and 7.
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Case law of the European Court of Human Rights

In Markov and Markova v. Ukraine, Mrs Markova complained that for a lengthy period
of time she had been unable to marry Mr Markov because a public authority had
refused to issue him with a document certifying his divorce from his first wife on the
basis that Mr Markov was serving a prison sentence and unable to attend the author-
ity’s office in person. Although the application was dismissed for non-compliance
with the six-month rule, the European Court of Human Rights noted that the author-
ity’s refusal to issue the divorce certificate was susceptible to interfering with
Mrs Markova's right under Article 12 of the European Convention on Human Rights
to marry Mr Markov.

In Kuharec alias Kuhareca v. Latvia, the applicant complained her surname was incor-
rectly spelt in her official documents. The European Court of Human Rights said that
linguistic freedom is not one of the rights and freedoms governed by the European
Convention on Human Rights. The Court said with the exception of the specific rights
stated in Article 5.2 (the right to be informed promptly, in a language one under-
stands, of the reasons for his or her arrest) and Articles 6.3.a and 6.3.e (the right to
be informed promptly, in a language one understands, of the nature and cause of
the accusation against him or her and the right to have the assistance of an inter-
preter if he or she cannot understand or speak the language used in court), the
Convention per se does not guarantee the right to use a particular language in
communications with public authorities or the right to receive information in a
language of one’s choice.

Principle 9 - Participation

Everyone shall have the opportunity to participate in the preparation and imple-
mentation of administrative decisions by public authorities which affect his or
her rights or interests.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 15)

» Recommendation CM/Rec(2007)4 on local and regional public services
(Guidelines 40, 41, 42, 43, 44)

» Recommendation No. R (97) 7 on local public services and the rights of their
users (updated by Recommendation CM/Rec(2007)4) (Guidelines 14, 15)

» Recommendation No.R (87) 16 on administrative procedures affecting a large
number of persons (Principle V)

Commentary

Participation by individuals (as users of public services) in the preparation and
implementation of administrative decisions which affect them is a means of bringing
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the public closer to the public authority. Public participation should be encouraged
where feasible to ensure the public interest is taken into account, without fostering
corporatism or excessively slowing down the decision making. Only urgent action
would be a legitimate reason for public authorities not to respect the principle of
participation.

Public participation can be achieved by members of the public participating in ad
hoc joint committees or in municipal committees or boards. Another possible method
is the organisation of annual meetings involving representatives of service providers
and users to meet and discuss the preparation or implementation of administrative
decisions based on an agreed agenda.

Effective public participation can entail the involvement of civil society given its
work with various sections of the public and its experience of daily life on the ground.
Civil society can help public authorities better understand and meet the expect-
ations of the public when providing social, cultural or educational services, for
example in relation to: kindergartens, school meals, school transport, libraries, the
environment, assistance for the elderly, and health and assistance for children in
difficulty at school.

When a public authority proposes to take a non-regulatory decision that may affect
the rights and interests of an indeterminate number or large numbers of people,
particularly at local level (for example on large construction projects, change of land
use, health or educational policies), it should set out procedures allowing for public
participation in the decision-making process. Such participation can take the form
of written observations, hearings, representation on an advisory body of the com-
petent authority, consultations and/or public enquiries. Whichever form of participa-
tion is chosen, it is important that the public is clearly informed of the proposals in
question and given the opportunity to express their views fully.

In the context of algorithmic decision making, participation should be ensured to
the extent allowed by the specific characteristics of the administrative procedures
in question. This ensures an ethical use of algorithmic decision-making systems in
accordance with established rules and regulations. Additionally, when individuals
are made aware of the usage of algorithmic decision-making systems, they can
actively contribute to discussions, debates and decision-making processes. Their
involvement enables a more comprehensive understanding of the benefits and risks
associated with the usage of algorithmic decision-making systems in administrative
procedures, while also incorporating diverse perspectives.

Case law of the European Court of Human Rights

In Hatton and Others v. the United Kingdom, the applicants living near Heathrow
Airport complained that the government policy on night flights violated their rights
under Article 8 of the European Convention on Human Rights. The European Court
of Human Rights recognised the importance of ensuring that individuals are involved
in the decision-making process leading to decisions which could affect their rights
under the Convention.
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In Taskin and Others v. Turkey, the applicant living near a gold mine challenged the
national authorities’ decision to issue a permit to use a cyanidation operating process
in the mine. The European Court of Human Rights stated that where public author-
ities have to determine complex questions of environmental and economic policy,
they must ensure that the decision-making process takes account of the rights and
interests of the individuals whose rights under Articles 2 and 8 of the European
Convention on Human Rights may be affected. The individuals concerned must also
be able to appeal to the courts against any decision, act or omission where they
consider that their interests or their comments have not been given sufficient weight
in the decision-making process (see below, Principle 20).

Principle 10 - Right to be heard

Before a public authority takes an administrative decision affecting the rights or
interests of an individual, the person concerned shall be given the opportunity
to express his or her views and submit information and arguments to the public
authority.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Articles 14, 15)

» Recommendation No.R (87) 16 on administrative procedures affecting a large
number of persons (Principles IV, VIII)

» Resolution (77) 31 on the protection of the individual in relation to the acts of
administrative authorities (Principle I)

Commentary

The right to be heard is a key principle of good governance in a democratic state.
For this, access to official information is important to enable individuals to make
relevant and effective submissions in relation to proposed administrative decisions
that will or may affect their rights or interests (see above, Principle 6). Procedures
and what matters need to be considered will depend on whether the administrative
decision concerns individual or collective interests.

In cases where an individual’s rights or interests will be directly and adversely affected,
he or she should be informed in good time and by appropriate means to ensure he
or she has the opportunity to make submissions. Submissions may be in writing or
made orally at a hearing or meeting. In either case, the submissions may include
documentary evidence (including reports, plans and photographs), opinions and/
or statements. It is important that individuals are allowed sufficient time to make
submissions before the public authority takes its decision.

To assist those who wish to make submissions, the public authority should provide
full disclosure of the facts, arguments and evidence, as well as the legal basis, on which
it intends to make its decision. The submissions of other parties should also be made
publicly available. Individuals should be allowed to make submissions on more than
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one occasion during the course of the administrative procedure, particularly where
the procedure is lengthy and new elements come to light. Individuals should also have
the right to respond to submissions made by the public authority or other parties.

Individuals who will or may be affected by decisions taken by public authorities in
another state or jurisdiction (particularly public authorities in transfrontier or border
regions) should be able to participate and exercise their right to be heard in the
relevant administrative procedure conducted by the public authority of that state
or jurisdiction without discrimination.

In many cases decisions of public authorities will concern a large number of persons,
often within the same locality (for example in the context of major installations,
industrial plants, urban and rural planning). Persons residing in neighbouring or
other states may also be affected. Indeed, local authorities in border regions are
increasingly undertaking public works of a transfrontier nature. Recommendation
No. R (87) 16 on administrative procedures affecting a large number of persons bal-
ances the requirements of good and efficient administration, on the one hand, with
the fair and effective protection of a large number of persons on the other hand,
including, where appropriate, persons affected by the international effects of admin-
istrative acts. The right to be heard is an important principle in this context. It is
important that systems are put in place to facilitate participation in relevant admin-
istrative procedures, such as public consultations, public hearings, and the setting
up of advisory bodies. Notification of administrative procedures may be by publica-
tion of public notices. Where administrative decisions concern people living and
working in adjoining border areas of another state or jurisdiction, public authorities
should take steps to allow these people to also participate effectively in the decision-
making process, possibly in co-ordination with relevant public authorities of the
other state or jurisdiction.

When urgent administrative action is required (for example in the event of freak
weather conditions: flooding, drought, forest fire, etc.), it may not be possible to fully
respect this principle allowing persons concerned the right to be heard prior to the
taking of administrative decisions. Nonetheless, to the extent possible, individuals
likely to be affected by any action taken by public authorities in response to such
events should be fully involved and consulted in the preparation of appropriate
contingency plans by public authorities.

Itis crucial to ensure that individuals affected by algorithmic decision making have
the opportunity to present facts and arguments, even if algorithms cannot incor-
porate such information into their programming. In such cases, public authorities
should offer individuals alternative channels to effectively present facts and argu-
ments. Additionally, digital literacy issues should not be overlooked in algorithmic
decision making, as they can compromise the right to be heard.

The deployment of algorithmic decision-making systems, as well as digitalised hear-
ings, may enhance the implementation of this principle. Digitalised hearings have
proven to facilitate the participation of individuals or groups who might not attend
traditional hearings. Furthermore, visualisations, for instance, of proposed infrastruc-
ture projects can optimise the information provided by public authorities to ensure
better-informed and user-friendly hearings. At the same time, it should be borne in
mind that there is a risk that digital visualisations might manipulate the views of the
individuals involved.
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In cases where public authorities receive numerous statements or make decisions
that affect a significant number of people, the use of algorithmic decision making
can relieve scarce human resources available in public authorities. For instance,
algorithmic decision making can assist in analysing and organising various topics
raised in the statements, reducing errors and dealing with repetitive tasks.

Moreover, algorithmic systems based on Al can be employed for translation purposes,
to better inform (foreign) individuals who are affected and support their interaction
with the relevant public authorities. To ensure a more user-friendly, inclusive and
efficientimplementation of the right to be heard, these digital support tools should
be utilised, in full respect of other aspects of this right, such as providing objective
information about the decision and allowing non-standard statements.

Case law of the European Court of Human Rights

In McMichael v. the United Kingdom and Buscemiv. Italy, both cases concerning deci-
sions of national authorities on child custody, the European Court of Human Rights
found that while Article 8 of the European Convention on Human Rights contains
no explicit procedural requirements, the decision-making process leading to mea-
sures of interference must be fair and afford due respect to interests safeguarded
by Article 8. In light of the serious nature of the decisions to be taken, parents must
be involved in the decision-making process, to ensure their interests are properly
protected. If not, interference with their family life will not be regarded as“necessary”
within the meaning of Article 8.

Principle 11 - Representation and assistance

If a public authority intends to refuse an individual’s request, or considers that it
is likely that the request will be refused, in full or in part, it shall give the individual
the opportunity to be represented, or otherwise assisted, in putting forward his
or her views, particularly where an administrative decision may directly and
adversely affect his or her rights or interests.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 14)

» Recommendation No.R (87) 16 on administrative procedures affecting a large
number of persons (Principle II)

» Resolution (77) 31 on the protection of the individual in relation to the acts of
administrative authorities (Principle I1I)

Commentary

Itisimportant that an individual properly appoints another person to represent him
or her and act on his or her behalf. In some cases it will be appropriate for a public
authority to verify that the representative has the necessary authority to act. In most,
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if not all, cases the cost of representation and assistance will be covered by the
individual concerned, not by the public authority. In the context of an administrative
procedure concerning a large number of persons, public authorities may require
that those persons be represented by one or more representatives or by associations
or other organisations.

Case law of the European Court of Human Rights

In Chahal v. the United Kingdom, the applicant was due to be deported to India on
the basis of national security. The European Court of Human Rights found a violation
of his rights under Article 5 of the European Convention on Human Rights, taking
into consideration, inter alia, that Mr Chahal had not been legally represented before
the public authority (an advisory panel) which had examined his appeal against the
deportation order made against him.

Principle 12 - Time limits

Administrative procedures that may lead to a decision affecting the rights or
interests of an individual shall be completed within a reasonable time.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 7)

» Recommendation No. R (80) 2 concerning the exercise of discretionary powers
by administrative authorities (Principles 5, 10)

Commentary

Public authorities should make decisions in accordance with time limits prescribed
by national law or within a reasonable period of time, thereby ensuring legal certainty
for all parties. If an administrative procedure is to proceed in stages it is important
that each stage is completed as expeditiously as possible and the final decision is
taken within a reasonable period of time from the commencement of the process.
The principle applies whether the administrative procedure is initiated by the public
authority itself or by an individual. A reasonable time limit depends on the nature
of the decision to be made and the administrative procedure to be followed. In all
cases, time limits set by public authorities should reflect the principles of good
administration.

Where specified time limits are prescribed, they may apply to each stage of the
administrative procedure, for example a time frame for lodging applications, filing
any supporting submissions, or replying to queries from the public authority or other
persons concerned by the proposed decision. To encourage public authorities to
respond to requests from individuals in an expeditious manner, national law should
specify a time limit by which a decision should be made, whether negative or
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positive, and provide for internal or judicial review where the public authority fails
to respond to a request or fails to make a decision.

Case law of the European Court of Human Rights

The European Court of Human Rights has frequently found that where an issue of
general interest arises involving fundamental human rights, such as property rights,
the principle of good governance requires public authorities to act promptly and in
an appropriate and consistent manner. See, for example, Beyeler v. Italy, where the
applicant alleged a violation of Article 1 of Protocol No. 1 to the European Convention
on Human Rights, claiming the Italian authorities had expropriated a painting of which
he claimed to be the lawful owner in breach of the conditions laid down by the
Convention; see also Oneryildiz v. Turkey, where the applicant complained, under
Article 2 of the Convention, that his relatives had died as a result of an accident at a
rubbish tip and that no effective investigation had been carried out into their death;
Moskal v. Poland, where the applicant complained that divesting her of her acquired
right to an early retirement pension had amounted to an unjustified deprivation of
property; Rysovskyy v. Ukraine (the facts have been set out under Principle 5 above);
and Dubetska and Others v. Ukraine, where the applicants complained about the nega-
tive effects of industrial pollution on their families and homes. The Court held that
procedural safeguards available to the applicants may be rendered inoperative and a
state may be found liable under the Convention where a decision-making procedure
is unjustifiably lengthy or where a decision taken remains unenforced for a lengthy
period of time.

Principle 13 - Form and notification

of administrative decisions

Administrative decisions shall be phrased in a simple, clear and understandable
manner. They shall include reasons for the decision and specify the relevant legal
and factual grounds on which decisions have been taken. Where a decision adversely
affects the rights or interests of an individual the decision shall include information
about available remedies and appeal procedures, and relevant time limits.

Individuals shall be notified personally of the decision. Only in exceptional cir-
cumstances, or if the decision concerns a large number of persons, may general
publication methods be used.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Articles 17, 18)

» Recommendation No.R (87) 16 on administrative procedures affecting a large
number of persons (Principle VI)

» Resolution (77) 31 on the protection of the individual in relation to the acts of
administrative authorities (Principle V)
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Commentary

The form and notification of an administrative decision is particularly important in
the context of formal decisions taken by public authorities. In most legal systems,
an administrative decision that has not been properly notified is valid but, for so
long as the person concerned has not been personally notified, it cannot have legal
effect in relation to him or her.

The administrative decision should include reasons for the decision as they provide
a basis for review by a competent administrative or judicial body. A public authority
should set out its reasoning, show that it has acted within the legal powers conferred
on it, and show that the decision was taken for appropriate reasons and not arbitrarily
(see above, the substantive principles in Chapter I).

While the decision should also explain what remedies and procedures are available
to the individual concerned, itis not necessary to include all possible available remedies
and procedures, such as an appeal to a constitutional court or an ombudsman.

It is important to note that algorithmic decision-making systems often provide
limited reasoning for their decisions, particularly in complex cases. Furthermore,
some of them operate in ways that are not fully comprehensible for humans (“black
box”phenomenon). This can make it challenging for individuals to comprehend the
rationale behind an administrative decision relying on algorithmic systems. Therefore,
itisimportant to inform the individuals concerned thereof and to provide clear and
accessible explanations to enable them to present counterarguments or challenge
the decision on substantive grounds (see also Principle 3).

The individuals concerned should have access to all relevant information to under-
stand the decision-making process. The information provided should explain the
purpose of the use of the system, the parameters considered, the logic behind its
outcome and any additional information necessary to provide the individuals affected
with the effective possibility (i) to understand the criteria behind the decision and
(ii) to challenge the decision. Such information should be provided in plain and
understandable language, and in an accessible format. If chatbots are used for this
purpose, this should be disclosed to the individuals concerned.

Where administrative decisions significantly affect a person’s human rights or inter-
ests, the person affected should have the option of asking that the decision be taken
by a human instead of an algorithmic system or that the decision is reviewed by a
human. In order to do so, the affected individual should be informed of the fact that
algorithmic systems have been involved in the decision-making process.

Case law of the European Court of Human Rights

De Geouffre de la Pradelle v. France concerned access to the Conseil d’Etat in order to
challenge the lawfulness of a decree designating an area as being of outstanding
beauty. The European Court of Human Rights found a breach of the applicant’s right
of access to a court (Article 6 of the European Convention on Human Rights) because
French public authorities had notified him of their decision only after the period
within which any appeal could be brought had expired.
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Meltex Ltd and Movsesyan v. Armenia concerned an administrative procedure for
obtaining a broadcasting licence. The European Court of Human Rights noted that
the manner in which licensing criteria are applied in the licensing process must
guarantee against arbitrariness and that the licensing authority must ensure proper
reasoning when denying a broadcasting licence.

Principle 14 - Execution of administrative decisions

Administrative decisions affecting the rights or interests of individuals shall be
executed within a reasonable time with due regard to all relevant interests.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 20)

» Recommendation Rec(2003)16 on the execution of administrative and judicial
decisions in the field of administrative law (Principles I.1, 1.2)

Commentary

Principle 14 concerns the implementation of administrative decisions. In certain
administrative law systems, it is usual to refer to the “execution” or “enforcement” of
the formal administrative decision taken by the public authority rather than its
implementation. In other systems or contexts, the term “implementation” of the
decision of the public authority is more appropriate. Implementation, enforcement
or execution (including forced execution) of an administrative decision may itself
require one or more subsequent decisions (including physical acts).

Public authorities shall allow individuals a reasonable period of time to perform the
obligations imposed on them by administrative decisions, except in urgent cases
where they shall duly state the reasons for this. In cases where a decision confers
rights or benefits on an individual, it shall be implemented by the public authority
as soon as possible. Failing to do so can itself be subject to review (see below,
Chapter IV). Unless otherwise provided for by law, the lodging of an appeal auto-
matically suspends the implementation or execution of the decision pending the
outcome of the appeal.

Implementation or execution of administrative decisions by public authorities should
be subject to various guarantees - for example, be expressly provided for by law
and be proportionate. Administrative decisions should also clearly set out the action
to be taken for their implementation or execution. Administrative decisions should
not have retroactive effect and should not be effective any earlier than the date of
their adoption or publication. In exceptional circumstances, some countries (such
as France) allow a judge to authorise the retrospective application of an administra-
tive decision within limits prescribed by national law. Except in urgent cases, admin-
istrative decisions only become operative when they have been appropriately
published. Responsibility for giving effect to an administrative decision lies with the
public authority that has made it.
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Algorithmic systems could be employed to implement or execute administrative
decisions, provided that affected individuals are informed thereof. Nevertheless, the
algorithmic implementation or execution of administrative decisions should not
result in delays caused by technical obstacles.

Case law of the European Court of Human Rights

In Dubetska and Others v. Ukraine, the European Court of Human Rights found
Article 8 of the European Convention on Human Rights had been violated on account
of, inter alia, the government’s delay in executing a decision of the local authority
to move the applicants’ families from an area affected by industrial pollution. In
Agrokompleks v. Ukraine, the applicant company complained about the length and
alleged unfairness of debt recovery proceedings initiated by it against another
company in 1993 which continued until 2004. It submitted that the courts had
breached the principle of res judicata by reassessing the amount of debt that the
final court decision had established was due toit. It also contended that the courts
dealing with the case could not be regarded as impartial orindependent given the
intense pressure exercised upon them by high-ranking state officials. The European
Court of Human Rights held that the scope of a state’s obligation to ensure a trial
by an “independent and impartial tribunal” under Article 6.1 of the European
Convention on Human Rights is not limited to the judiciary. Obligations are also
imposed on the executive, the legislature and any other state authority to respect
and abide by judgments and decisions of the courts, even when they do not agree
with them. Respect for the authority of the courts is an indispensable precondition
for public trust in the courts and, more broadly, for the rule of law. Constitutional
safeguards of the independence and impartiality of the judiciary are not in them-
selves sufficient; they must also be effectively incorporated into everyday admin-
istrative attitudes and practices. In Hornsby v. Greece, the applicants complained
that refusal by the administrative authorities to comply with the Supreme
Administrative Court’s judgments had infringed their right to effective judicial
protection of their civil rights. The Court found that by refraining for more than five
years from taking necessary measures to comply with a final, enforceable judicial
decision the Greek authorities had deprived Article 6.1 of the Convention of all
useful effect.

Principle 15 - Administrative sanctions

Administrative sanctions shall be prescribed by law and only imposed by public
authorities on individuals within clearly prescribed conditions.

Sources

» Recommendation No. R (91) 1 on administrative sanctions
» European Convention on Human Rights (Article 6)
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Commentary

Principle 15 applies where there has been a breach of an administrative rule or where
there has been a failure to comply with an administrative decision. It does not concern
measures that public authorities are required to take as a result of civil proceedings
or disciplinary sanctions which are not considered to be administrative sanctions.

By way of example, a refusal to grant or renew a licence on the grounds that the
applicant no longer fulfils the necessary requirements shall not be considered as an
administrative sanction. Rather than being punitive, the prohibition or the withdrawal
of a licence may be due to new laws introduced to protect, for example, the environ-
ment or public health.

Administrative sanctions may be imposed by public authorities by way of a fine or
any other monetary or non-monetary measure. Nonetheless, recourse to administra-
tive sanctions should respect the conditions set out below:

i. Administrative sanctions should be prescribed by national law and proportionate
to the actual breach.

ii. The administrative procedure leading to an administrative sanction should be
completed within a reasonable time and be subject to “fair trial” safeguards,
including a decision that concludes the proceedings. The public authority should
establish both the breach of the administrative rule and responsibility of the
individual in question for it.

iii. Anindividual may not be administratively sanctioned twice for the same act on
the basis of different rules that protect the same social or public interest. Where
the same act gives rise to action by two or more administrative authorities on
the basis of rules protecting distinct interests, account should be taken by them
of the sanction imposed by the others.

iv. Administrative sanctions may not be imposed in relation to an act committed
by an individual that, at the time when it was committed, was not unlawful or
contrary to the relevant administrative rule.

v. Thelegality of the administrative decision imposing the administrative sanction
shall be subject to review by an independent and impartial court established by
law.

Public authorities are entitled to establish appropriate systems of administrative
sanctions in order to ensure individuals comply with their decisions. In order to
ensure that administrative sanctions are lawfully imposed, the power of public
authorities to impose sanctions should be provided for in legislation. The legislation
should also lay down the level of pecuniary sanctions that may be imposed by public
authorities in particular circumstances and define those cases where sanctions can
restrict the exercise of fundamental rights. A margin of discretion may be left to the
relevant public authority to determine the specific circumstances in which particular
sanctions may be imposed.

In the context of administrative sanctions, algorithmic decision-making systems
should only be used in full respect of principles contained in this handbook, in
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particular this principle and Principle 1. These principles are especially important as
administrative sanctions can significantly affect a person’s human rights or interests.
Meaningful human involvement by competent public officials should be ensured,
either in advance of or after the decision, depending on the nature of the decision
in question. The human review itself should not be biased - either in the sense that
algorithmic sanctions are adopted by default or that every algorithmic sanction is
removed. Where a human review is conducted and the algorithm-based decision is
found to be incorrect or flawed, there should be a requirement to improve or retrain
the algorithms so that the error is not repeated.

The “fair trial” safeguards, a precondition for imposing an administrative sanction,
reflect the protections contained in Article 6 of the European Convention on Human
Rights and should apply where appropriate. In cases of minor infringements carrying
small pecuniary penalties, such safeguards may be relaxed where the individual
concerned consents. In certain cases, notably parking fines, the requirement of good
and efficient administration may call for simplified procedures, even if the person
concerned does not consent. In addition, where an individual has been found to be
in breach of a particular administrative rule and the sanctions for this breach have
been amended or replaced prior to the determination of the type or level of fine
appropriate, he or she should be entitled to benefit from the level or type of sanction
most favourable to him or her.

Examples of administrative sanctions other than fines include increases in charges,
confiscation of goods, ordering the closure of a business, banning the practice of a
professional activity, or suspending or withdrawing licences, permits or authorisa-
tions. Whether or not a particular act is an administrative sanction will depend on
the relevant administrative rules.

The fair trial safeguards relating to criminal proceedings will apply where the European
Court of Human Rights considers that, notwithstanding the national classification
of proceedings as civil or administrative, the proceedings are properly to be consid-
ered as criminal. These safeguards require that any person faced with an administra-
tive sanction, if found to infringe the law, shall be informed of the reasons as well as
the nature of the evidence. Sufficient time shall be given to allow the person to
prepare his or her case, an opportunity shall be given for the person to be heard
before any decision is taken and the reasons for imposing the sanction (in the event
this is decided) shall be set out in the relevant administrative decision.

Case law of the European Court of Human Rights

In A. Menarini Diagnostics S.r.l. v. Italy, the AGCM, an independent public authority
in charge of competition, fined the applicant company six million euros for unfair
competition in the diabetes diagnostic tests market. All appeals by the company
against that decision to the administrative court and the Consiglio di Stato and the
Court of Cassation were rejected. Having regard to the various aspects of the case
and their respective weight in the matter, the European Court of Human Rights
considered that the fine imposed on the applicant company was a criminal penalty,
so the criminal element of Article 6.1 of the European Convention on Human Rights
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was applicable. However, the Court found no violation of this provision because the
administrative decision was duly reviewed by judicial bodies having full
jurisdiction.

The criteria of the European Court of Human Rights to establish whether a charge
is of a criminal character are commonly known as the “Engel criteria’, named after
the case Engel and Others v. the Netherlands, where the applicants complained about
various disciplinary sanctions and measures imposed on them when they were car-
rying out their compulsory military service. The first criterion is the legal classification
of the offence under national law, the second is the very nature of the offence and
the third is the degree of severity of the penalty that the person concerned risks
incurring. The second and third criteria are alternative and not necessarily cumula-
tive. This, however, does not preclude a cumulative approach where separate analysis
of each criterion does not make it possible to reach a clear conclusion as to the
existence of a criminal charge. National classification does not determine classifica-
tion by the European Court of Human Rights for the purposes of fair trial obligations
under Article 6 of the European Convention on Human Rights, although national
classification and the essential nature of the offence are relevant factors.
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Chapter lll

Liability of public
authorities, compensation
and other remedies

and the obligation imposed on them to provide redress for the damage or loss

T he principle contained in this chapter concerns the liability of public authorities
caused by their actions or inactions.

Providing a course of action for individuals to establish through the courts the liability
of public authorities that cause them to suffer damage or loss (or threaten to do so)
as a result of their unlawful or negligent actions or inactions is a fundamental prin-
ciple for a society based on the rule of law. Providing an effective remedy is a require-
ment of the European Convention on Human Rights.

Principle 16 - Liability and redress

Public authorities shall be accountable in law for their unlawful or negligent
actions or inactions, and any resulting damage or loss suffered by individuals.
Public authorities shall provide full redress for any such damage or loss, including
that resulting from actions or inactions of their officials, and also, where provided
by national law, as a result of no-fault liability. Court orders or administrative
decisions granting redress shall be executed within a reasonable time.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 23)
» Recommendation No. R (84) 15 relating to public liability

» Recommendation Rec(2001)9 on alternatives to litigation between administrative
authorities and private parties

» Recommendation No. R (86) 12 concerning measures to prevent and reduce
the excessive workload in the courts

» Recommendation No. R (81) 7 on measures facilitating access to justice
» European Convention on Human Rights (Article 13)
» Civil Law Convention on Corruption (Article 5)
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Commentary

Liability
This principle concerns the liability of a public authority towards the individual as a
result of unlawful or negligent actions or inactions causing loss or damage to the
individual. The principle does not extend to loss or damage sustained by individuals

due to actions or inactions of public officials engaged in criminal activity, nor does
it concern employment matters between officials and public authorities.

Liability arises whenever damage or loss is suffered by individuals as a result of failure
by a public authority to comply with standards of conduct reasonably expected to
be metin law. Where a public authority has neither acted unlawfully nor negligently,
nor failed to conduct itself in a way that can be reasonably expected of it, national
law may still impose liability on public authorities if it would be manifestly unfair for
individuals alone to bear damage or loss sustained as a result of the public author-
ity’s action or inaction.

A public authority will be liable for physical damage or financial loss and even non-
pecuniary damage (for example, injury to reputation) where provided by national
law. There should be a direct causal link between the action or inaction of the public
authority and the damage or loss suffered.

The standards of conduct which public authorities might reasonably be expected
by law to observe depend on their functions and the means at their disposal. They
should be in a position to perform a wide range of tasks and deliver a large number
and variety of services to the community. The definition, scope and nature of these
services are established by law.

Damage or loss suffered by an individual as a result of the actions or inactions of a
public official acting without legal authority and beyond the scope of his or her
powers, may still result in the liability of the public authority. Liability of the public
authority in these circumstances will depend on the functions performed by the
public official and the circumstances of his or her actions, in particular whether the
actions or inactions were of such a nature as to mislead the injured person into
thinking that the official was acting within his or her powers, and whether the public
authority failed to exercise sufficient control over the official’s actions or to clearly
explain the role of the official in the particular situation. Some legal systems distin-
guish between the personal liability of the official concerned (faute personnelle
détachable) and administrative error (faute de service) where the public authority
would be responsible.

Public authorities will, as a general rule, be exonerated from liability in the case of
force majeure where circumstances beyond the control of the public authority arise
which are often unpredictable and may have unavoidable consequences. There will
also be no liability where the damage or loss is caused as a result of a significant
intervention in the chain of events by a third party. In such cases, liability will normally
lie with the third party.

Anindividual’s rights and legitimate interests may be infringed, and damage or loss
caused, not only when a public authority acts unlawfully or negligently, or fails to
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properly conduct itself, but also in certain other situations, for example when it acts
lawfully but improperly. In these cases, criteria should be established for determining
the instances in which the burden of damage or loss should be borne by the injured
person alone and when it should be borne by the community. The generally accepted
principle of social solidarity requires the public to accept a whole range of inconve-
niences, damage or loss as a normal consequence of everyday life in society, which
are not excessive or serious and affect the population as a whole. Conversely, when
damage or loss is excessive or serious and is suffered by only one or some individuals
or groups of individuals and it would be unfair for these persons to bear the full
burden of the damage or loss themselves, they should be compensated. Accordingly,
Recommendation No. R (84) 15 relating to public liability expects member states to
provide in their national law rules for granting compensation to the injured person
whenever it would be manifestly unjust for him or her alone to bear the burden of
damage or loss.

The principle of public liability does not require a separate system of law and pro-
cedure relating to public authorities, with special public or administrative law courts.
Each state will apply the principle in the manner most appropriate to its own legal
system. In some states public authorities should comply with the same rules as
individuals, whereas in other states a separate system of liability applies to public
authorities because it is considered that specific principles are necessary in relation
to the legal responsibilities of public authorities in order to take into account the
particular nature of their activities and the fact that they are undertaken in the public
interest.

Special rules on public liability may apply in some member states in respect of the
armed forces and certain public services such as postal, telecommunication and
transport services.

In any case, rules on the liability of public authorities shall not discriminate against
individuals on grounds of nationality, sex, race, colour, social origin or on any other
ground.

In cases of algorithmic decision making, it is important to note that even when a
private or public third-party provider is involved, the deploying public authority
remains liable for the system’s performance and the decisions made by the system.
Procuring an algorithmic decision-making system from a third party does not release
the authority of its legal obligations, in particular the obligation to give reasons for
its decisions. When public authorities procure systems from third-party providers,
they should prioritise systems that enable them to understand, interpret and scru-
tinise their functioning and ensure that they are provided with sufficient technical
documentation for this purpose. Public authorities should also be as involved as far
as possible in the validation, testing and monitoring of any algorithmic decision-
making systems they use.

Redress

Public authorities should in general provide full redress to individuals for damage
or loss suffered as a result of unlawful or negligent actions or inactions of public
authorities, whether within or outside their powers.
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National law may impose an obligation on public authorities to provide redress for
damage or loss not resulting from unlawful or negligent actions or inactions of
public authorities, where it would be manifestly unfair for the injured individual
alone to bear such damage or loss. In these cases redress may be partial, provided
it is fair.

When a public authority fails to properly comply with its legal duties resulting in
damage orloss to an individual, redress should be available to the individual regard-
less of any personal liability of public officials who may have caused the damage or
loss.

“Redress’, in this context, means all possible forms of making good any damage or
loss suffered by an individual as a result of actions or inactions of public authorities.
Itincludes compensation in the form of a monetary payment or other means aimed
at compensating an individual for damage or loss that cannot be directly repaired.
Italso includes restitution (where a contract is rescinded or restoring previous rights
or privileges before a contract was entered into), as a result of no-fault liability or an
act of corruption committed by a public official. The nature and form of redress may
vary and will be determined by national law, including the heads of damage in the
case of compensation. The level of redress may be reduced or redress may be denied
completely where an individual, or a person for whom he or she is responsible under
national law, contributed to the damage or loss incurred or is deemed solely
liable.

The principle of “full redress” means that an individual is compensated for all damage
caused by the unlawful or negligent action to the extent that it can be given a
monetary value and appropriately compensated for. In most legal systems, com-
pensation covers both immediate material damage and consequent loss.

“Fair redress” shall be determined on the basis of the following factors: the nature
of the public interest giving rise to the individual’s damage or loss; the prevalence
of the incident and the extent to which the action was exceptional or the fact that
the resulting damage or loss was exceptional. In the case of special rules on public
liability for the armed services and for postal, telecommunication and transport
services, the level of redress should be at least adequate.

In cases where damage or loss suffered by an individual has been caused by a
public official, legal systems will vary as to whether the individual may choose to
make a claim against the employing public authority or against the public official
presumed responsible (or against both simultaneously), or whether the individual
should invariably make his or her claim against the public authority (leaving the
authority concerned to subsequently take action against the official, should it so
wish). The Council of Europe advocates a compromise solution, that states should
not hinder the individual in the exercise of his or her right to proceed directly
against the public authority concerned, with both the public authority and the
individual being able to institute legal proceedings against public officials in their
personal capacity. However, if the damage or loss is the result of a lawful act, there
should be no legal basis for a public authority to recover against a public official
the amount of compensation that it has paid, or been ordered to pay, to the injured
individual.
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Furthermore, contracting states to the Council of Europe Civil Law Convention on
Corruption (ETS No. 174) are required to establish appropriate procedures for com-
pensation claims against the state by persons who have suffered damage or loss as
aresult of an act of corruption by a public official acting in the exercise of his or her
functions (Article 5).

An individual’s right to bring a court action against a public authority for redress
shall not be subject to prior compulsory or voluntary administrative conciliation
procedures. However, before bringing such an action, national law may stipulate
that individuals should first seek to resolve the dispute by conciliation. Conciliation
and other alternative dispute resolution mechanisms (mediation, negotiated settle-
ment and arbitration) aimed at achieving friendly settlements without the need for
expensive legal proceedings are indeed clearly recommended by the Council of
Europe (see below, Principle 17). Where they exist, they should not operate in such
a manner that might prevent or dissuade individuals from exercising their legitimate
rights or prevent them pursuing their cases before the courts.

Court orders or administrative decisions granting redress to an individual who suf-
fers loss or damage caused by public authorities should be executed within a rea-
sonable time (see above, Principle 14). An injured individual may not always be
guaranteed immediate redress if it is offered by a public authority ex gratia (volun-
tarily). In some national systems the decision concerning redress can be enforced
immediately; in others, enforcement is a separate special procedure which can
engender delay. Other practical obstacles may exist to prevent individuals receiving
redress within a reasonable time; for example, lack of funds available to the public
authority, inertia within the public authority and rules in some national systems
preventing the enforcement of decisions against public authorities. In order to
counter these difficulties, Recommendation No. R (84) 15 requires that separate
special procedures, where they exist, should be easily accessible and expeditious,
and recommends that public authorities have sufficient means to meet orders for
compensation. To overcome the inertia or malicious conduct of individual public
officials, some national systems provide for the personal liability of the officials
concerned for failure to enforce court orders or administrative decisions concerning
redress within a reasonable time.

Case law of the European Court of Human Rights

In De Souza Ribeiro v. France, the applicant complained under Articles 8 and 13 of
the European Convention on Human Rights that he had had no effective remedy
under French law in respect of his complaint of unlawful interference with his right
to respect for his private and family life as a result of his expulsion to Brazil. The
European Court of Human Rights found that by virtue of Article 1 of the Convention,
national authorities are primarily responsible forimplementing and enforcing guar-
anteed rights and freedoms. Article 13 of the Convention guarantees the availability
at national level of a remedy to enforce the substance of the Convention rights and
freedoms in whatever form they are secured in the domestic legal order. The effect
of this article is thus to require the provision of a domestic remedy allowing the
competent national authority both to deal with an “arguable complaint” under the
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European Convention on Human Rights and to grant appropriate relief. The scope
of the contracting states’ obligations under Article 13 varies depending on the nature
of an applicant’s complaint. States are afforded some discretion as to the mannerin
which they meet their obligations under this provision. However, Article 13 requires
that a remedy must be “effective”in practice as well as in law. The effectiveness of a
remedy within the meaning of Article 13 does not depend on the certainty of a
favourable outcome for an applicant. Nor does the “authority” referred to in that
provision necessarily have to be a judicial authority. Nevertheless, its powers and
the procedural guarantees which it affords are relevant in determining whether the
remedy provided is effective. When the “authority” concerned is not a judicial author-
ity, the European Court of Human Rights assesses the independence and procedural
guarantees offered to the applicant in order to establish if the authority in question
has provided an effective remedy. Also, even if a single remedy does not by itself
entirely satisfy the requirements of Article 13, the aggregate of remedies provided
for under domestic law may do so. In order to be effective, the remedy required by
Article 13 must be available in practice as well as in law, in the sense that its exercise
must not be unjustifiably hindered by the acts or omissions of state authorities. In
addition, particular attention should be paid to the speediness of the remedial action
itself, since it is not inconceivable that the adequate nature of the remedy can be
undermined by excessive delay.

See also Rysovskyy v. Ukraine, cited above in Principles 5, 6 and 12, and Jabariv. Turkey,
a case where the Turkish authorities refused to consider the merits of the applicant’s
request for asylum because she had lodged the request outside the five-day time
limit prescribed by national legislation. The European Court of Human Rights found
that the automatic and mechanical application of such a short time limit for submit-
ting an asylum application must be considered at variance with the protection of
the fundamental value embodied in Article 3 of the European Convention on Human
Rights. The Court also found a violation of Article 13 of the Convention because the
applicant did not have access to a remedy with a suspensive effect against her
deportation.
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Chapter IV
Reviews and appeals

public authorities, including those taken by public authorities on their own
initiative, for example decisions relating to the tax liability of individuals or
other fiscal charges, or social security contributions.

c hapter IV sets out the principles which relate to appeals against decisions of

The opportunity given to individuals to apply for a review of decisions by public
authorities is an important element of both modern democratic society and good
administration. Appeals to the courts and judicial review of administrative acts are
essential elements of a state governed by the rule of law and the separation of
powers. Principles 19 to 21 concern, respectively, the right to appeal, the interim or
provisional protection and the execution of court decisions. However, other avenues
of review, which are quicker, cheaper and less formal are equally important for
individuals, namely internal (or administrative) reviews undertaken by the public
authority itself and non-judicial reviews by an ombudsperson® or similar institution.
Principles 17 and 18 deal with these non-judicial forms of review and appeal.

Practical guidance on monitoring appeals against administrative decisions is con-
tained in a handbook published by the Folke Bernadotte Academy (Sweden) and
the Office for Democratic Institutions and Human Rights of the Organization for
Security and Co-operation in Europe (OSCE/ODIHR).? The handbook is aimed at
trial-monitoring staff, including managers of monitoring operations, court monitors,
legal staff and reporting officers. The handbook may be useful for those (“trial moni-
tors”) interested in setting up systems to monitor the effectiveness, in terms of human
rights standards, of proceedings before the courts concerning disputes between
individuals and public authorities.

Principle 17 - Internal review

Everyone adversely affected by an administrative decision made by a public
authority shall be entitled to request an internal review of that decision.

8. The term “ombudsperson(s)” is used in the English version in preference to “ombudsman(men)”
which appears in the English language source instruments. “Ombudsperson(s)” is used in the
French text in the absence of a fully corresponding term, except, where the context permits, the
term “mediateur” (mediator) is used.

9. Handbook for monitoring administrative justice, 2013, ISBN 978-92-9234-871-7.
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Sources

» Recommendation CM/Rec(2007)7 on good administration (Articles 22, 23.2)

» Recommendation Rec(2001)9 on alternatives to litigation between administrative
authorities and private parties

Commentary

The nature of an internal review will depend on the type of administrative decision
to be reviewed. It should be carried out by competent persons within the public
authority. An internal review may be a prerequisite for an appeal to a court. A request
for an internal review should of itself suspend time limits for instigating an appeal
to a court. An individual should not suffer any prejudice from a public authority for
appealing against an administrative decision or requesting an internal review.

Where courts are not empowered to review the merits of a case or replace a decision
when that decision is taken by a public authority exercising its discretion, it lies with
the public authority itself to correct any shortcomings in its actions.

The principle of internal review is based on the assumption that internal reviews
precede court proceedings and this is the preferred option, although the lodging
of an appeal to a court in some legal systems has the effect of suspending the internal
review until such time as the appeal is determined by the court.

The substantive and procedural principles described in chapters | and Il also apply
to internal reviews. In some cases the internal review may form part of the internal
decision-making process of the public authority. Where the procedural principles
have been complied with when the initial decision was made, the review may curtail
these procedures if the individual’s rights and interests are not prejudiced.

It is important to distinguish between internal reviews within the public authority
itself and formal review bodies established so individuals have access to an admin-
istrative appeal. The latter should be independent of the public authority whose
decision is being challenged and should comply with Principles 19 to 21 (judicial
review and appeals). Internal reviews are one of several alternatives to litigation and
court action for resolving disputes between public authorities and individuals. Other
alternatives are conciliation, mediation, negotiated settlement and arbitration.

Anyone affected by an administrative decision based on algorithmic decision-making
systems should be entitled to request information on the decision-making process
(see Principle 6), as well as an explanation of the rationale behind it (see Principle
13). They should also have the right to request a human review of the decision. To
enable such reviews, public authorities should conduct impact assessments. When
they deploy algorithmic decision-making systems, standardised audits should also
be conducted if the system has the potential to significantly affect fundamental
rights or if the public authority does not have sufficient capacity or expertise to
assess the system’s impact. Such audits could be conducted by an external auditor,
or by an internal auditor if they are sufficiently independent and objective relative
to the public authority itself and follow professional standards and norms. Public
authorities should also maintain and, if necessary, acquire from the system’s provider

Page 54 » The administration and you - A handbook



sufficient documentation and information that can be used for such reviews as well
as for ensuring the system'’s transparency in general (see Principle 6).

These procedures also allow public authorities to identify general and context-specific
risks to human rights, democracy and the rule of law that may arise from the func-
tioning or deployment of algorithmic decision making. To the extent possible, the
results of impact assessments and audits could be made publicly available in order
to enable public scrutiny (see Principle 6).

In the context of internal reviews, it is vital to establish comprehensive training
programmes for public officials. These training programmes are essential to ensure
that public officials have the necessary “know-how” skills to effectively evaluate and
oversee partially and fully automated systems.

Case law of the European Court of Human Rights

In Tsfayo v. the United Kingdom, the applicant appealed to a local authority Housing
Benefit Review Board (HBRB) against the decision of the same local authority (London
Borough of Hammersmith and Fulham) to refuse payment of backdated local council
tax and housing benefits. The local authority had rejected Ms Tsfayo's claim that she
had not received the relevant correspondence about the renewal of her benefits.
Her appeal was rejected by the HBRB and subsequently the High Court refused a
judicial review of the HBRB's decision. The European Court of Human Rights found
a violation of Ms Tsfayo's rights under Article 6.1 of the European Convention on
Human Rights as it did not consider the review board to be independent of the local
authority and accordingly not impartial in its processes.’®

Principle 18 - Non-judicial review

Independent non-judicial bodies shall have the power to review the lawfulness
and fairness of administrative decisions.

Sources

» Recommendation No. R (85) 13 on the institution of the Ombudsman

» Resolution (85) 8 on co-operation between the Ombudsmen of member states
and between them and the Council of Europe

Commentary

Independent non-judicial bodies for the purposes of this principle include ombuds-
persons, parliamentary commissioners, public defenders, mediators, and other similar

10. Irish Human Rights Commission, IHRC (2012), European Convention on Human Rights — Guide for
the Civil & Public Service.
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bodies or persons responsible for reviewing the lawfulness and fairness of decisions
taken by public authorities. Their role complements the role of the courts and con-
tributes significantly to the protection of individuals in their relations with public
authorities.

In order for these bodies to carry out their role effectively, it is important that they
have the power to access all oral and written information (relevant correspondence,
minutes of meetings and all other relevant records) they consider necessary held
by public authorities. This information will allow them to initiate investigations,
establish their own working methods (including informal procedures), give conclu-
sions on individual complaints, express opinions and make recommendations for
changes in administrative law and practice. Public authorities are under an obligation
to co-operate fully with independent non-judicial bodies. Co-operation, at interna-
tional level, between ombudspersons, parliamentary commissioners, mediators and
persons discharging similar functions is particularly encouraged by the Council of
Europe.

Non-judicial bodies should also be provided with information regarding the use of
algorithmic systems in the decision-making process, as well as any impact assess-
ments and audits carried out in relation to them, to ensure effective oversight. The
use of such systems introduces new and partly unprecedented risks to human rights,
democracy and the rule of law.

Itis also crucial to maintain public trust in the integrity, impartiality and effectiveness
of these independent bodies which should preferably, at least in the case of the
ombudsperson, be elected by parliament. The institution of the ombudsperson
(often referred to as a parliamentary ombudsperson where this person has been
appointed by parliament) has spread to numerous countries in all parts of the world.
Experience shows that the opinions of the ombudsperson do not only influence
individual cases, where an individual challenges an administrative act or complains
about the conduct of a public official, but may also constitute a major factor in the
evolution of general principles and rules governing the functioning of the admin-
istration and the conduct of public officials. An ombudsperson elected by parliament
can also contribute towards the strengthening of parliamentary control of public
authorities.

When reviewing administrative decisions that are either taken by or supported by
using an algorithmic decision-making system, non-judicial bodies as well as inde-
pendent auditing bodies should have the necessary expertise and adequate resources
to effectively conduct their reviews. In particular, they should have expertise on the
way in which algorithmic decision-making systems can affect human rights, democ-
racy and the rule of law. Special attention should be paid to individuals and groups
at risk of being overly affected or of facing discrimination by the use of these
systems.

To enable public scrutiny, the result of audits, which do not concern a specific deci-
sion but the general use of an algorithmic decision-making system in the context
of an administrative decision-making process, should be made publicly available in
accordance with the relevant law, particularly data protection law.
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Case law of the European Court of Human Rights

In Leander v. Sweden, the applicant complained, inter alia, under Article 8 of the
European Convention on Human Rights that a secret police register contained
information relating to his private life and he had not had the opportunity to refute
it. The European Court of Human Rights found that, according to Article 13 of the
European Convention on Human Rights, where an individual has an arguable claim
to be the victim of a violation of the rights set forth in the Convention, he or she
should have a remedy before a national authority in order both to have the claim
decided and, if appropriate, to obtain redress. The authority referred to in Article 13
need not be a judicial authority but, if it is not, the powers and the guarantees which
it affords are relevant in determining whether the remedy is effective.

Principle 19 - Right to appeal

Everyone shall be able to seek judicial review of any administrative decision that
directly affects his or her rights and interests regarding both the merits and legality
of the disputed decision.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 22)
» Recommendation Rec(2004)20 on judicial review of administrative acts

» Recommendation No.R (87) 16 on administrative procedures affecting a large
number of persons (Principle VII)

» Recommendation No. R (81) 7 on measures facilitating access to justice

» Recommendation No. R (80) 2 concerning the exercise of discretionary powers
by administrative authorities (Principles 9, 10, 11)

» Resolution (78) 8 on legal aid and advice

» Resolution (76) 5 on legal aid in civil, commercial and administrative matters

» European Convention on Human Rights (Article 6)

Commentary

The right of access to justice and the right to a fair hearing are essential features of
any democratic society. The rule of law seeks to ensure that any interference by
public authorities with the rights of individuals should be subject to effective control,
normally ensured by the courts. Judicial review offers the best guarantees of inde-
pendence, impartiality and a proper procedure.

The constitutional traditions and legal systems of different states offer various solu-
tions as to the nature of tribunals which can review administrative decisions. Under
the civil law tradition, these are essentially administrative courts, the jurisdiction of
which is confined to matters of administrative law and which have no jurisdiction
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concerning private litigation. In common law countries, the control of administrative
acts is carried out in the ordinary courts by judges whose jurisdiction covers both
public and private law matters. However, both traditions admit specialised tribunals
established by law which are not part of the general system of administrative courts
or of the system of ordinary courts, and which have a jurisdiction specifically limited
to particular subjects such as social welfare, licensing, patents and statutory com-
pensation for administrative decisions (such as expropriation). If the composition
or functioning of such tribunals does not fulfil the requirements set out in Article 6
of the European Convention on Human Rights, their decisions should be subject to
appeal before courts which do offer such guarantees.

All persons with a sufficient interest in a disputed administrative decision should be
entitled to participate in appeal proceedings. In court appeals involving a large
number of persons, the court may, if so provided by law and having due regard to
the rights and interests of the persons concerned, take various steps to rationalise
the procedure (which, thus, becomes a “collective procedure”). This may consist of
requiring individuals with common interests to choose one or more common rep-
resentatives, the determination of test cases and notifying orders or decisions by
publicannouncement. Moreover, all persons, without discrimination on any ground,
shall be entitled to appeal to a court and lack of financial means should not be a
barrier to access to justice. This entails that people affected by administrative deci-
sions should be provided with the relevant information on and explanation of the
decision-making process, including information on any possible involvement of
algorithmic decision-making systems therein (see Principles 6 and 13).

Given the specific risks posed to human rights, democracy and the rule of law by
the deployment of algorithmic decision-making systems, adequate measures
should be taken to strengthen the right to appeal in such situations. To overcome
individual barriers in seeking access to justice, the establishment of collective
redress mechanisms as well as the option for individuals to be represented by
organisations are encouraged. Related to the latter point, adequate information
should be disclosed to organisations representing the persons affected. Furthermore,
these measures may also include the legal recognition of algorithmic discrimina-
tion (see Principle 2).

The new challenges arising from algorithmic decision-making systems require that
courts have the necessary knowledge to conduct an appropriate review of the deci-
sion. Courts should be empowered through appropriate measures (for example
special training, specialised staff) to conduct such reviews or to be able to verify
external reviews.

Article 6.1 of the European Convention on Human Rights does not imply that states
must provide free legal aid for every dispute relating to a“civil right”. There is a clear
distinction between Article 6.3.c - which guarantees the right to free legal aid in
criminal proceedings subject to certain conditions — and Article 6.1, which makes
no reference to legal aid. However, the Convention is intended to safeguard rights
with a view to being practical and effective, particularly in relation to the right of
access to a court. Hence, Article 6.1 may sometimes in certain circumstances require
states to provide individuals with the assistance of a lawyer when such assistance
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proves indispensable for effective access to a court. The question whether Article 6
requires the provision of legal representation to an individual litigant in a dispute
with a public authority will depend upon the specific circumstances of each case.
What has to be ascertained is whether, in the light of all circumstances, the lack of
legal aid would deprive the applicant of a fair hearing. Hence, there may be a legal
aid system which selects the cases which qualify for it. However, the system estab-
lished by the legislature should offer individuals substantial guarantees to protect
them from arbitrariness.

The right to appeal applies to administrative decisions taken by any public authority,
regardless of the subject matter. There are, however, some restrictions concerning
the application of Article 6 of the European Convention on Human Rights, as it is
limited to the determination of “civil rights and obligations”. While the European
Court of Human Rights has, since its judgment in Ringeisen v. Austria, progressively
extended what is covered by this concept for the purposes of Article 6 in the context
of disputes between individuals and public authorities, there are disputes that fall
outside Article 6 of the Convention.

In broad terms, Article 6 of the Convention will apply to public law proceedings that
are“decisive” when determining an individual’s rights and obligations, whether they
are of a pecuniary or private nature (for example, use of land, building permits,
licences to run a business, disciplinary proceedings), involve social rights (for example,
contributory and non-contributory social security benefits) or concern individual
rights of a personal nature (for example, right to life, to health or to a healthy envir-
onment; the fostering of children; schooling arrangements; restrictions on prisoners’
rights; membership or registration of an association; access to administrative
documents).

Public officials in dispute with their employer will also enjoy the fair trial guarantees
of Article 6 of the Convention, unless they are expressly excluded by national legisla-
tion from access to court and the public official either participates in the exercise of
public power or there exists a“special bond of trust and loyalty” between the public
official and the state as his or her employer (Vilho Eskelinen and Others v. Finland).
Disputes relating to public authority prerogatives, such as taxation, immigration
policy, civil service employment (if it falls within the test mentioned previously) and
political and electoral rights will fall outside Article 6.

The fair trial guarantees of Article 6 require appeal proceedings against an admin-
istrative decision: to be before an independent and impartial tribunal; to be heard
in public (subject to limitations on grounds of public policy, national security, interests
of children, privacy or where strictly necessary in the interests of justice); to ensure
decisions are provided within a reasonable time and pronounced in public; and to
be adversarial in nature. They must also ensure equality of arms, disclosure of evi-
dence and the personal attendance of individuals to allow them to participate (as
appropriate).

11. For a condensed summary of the principles of the case law of the European Court of Human Rights
relating to guarantees for a fair trial in Article 6 of the European Convention on Human Rights and
aimed at practising lawyers, see also Vitkauskas D. and Dikov G. (2012), Protecting the right to a fair
trial under the European Convention on Human Rights, Council of Europe, 2012.
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It is important to note that judicial review of an administrative decision is a court
hearing at first instance and not a hearing on appeal against the decision of a lower
court, so the full requirements of Article 6 apply.

The appeal may be to an administrative or civil court and should allow for a review
on both the merits and legality of the disputed decision, including decisions taken
in the exercise of discretionary powers. It is generally recognised that a public author-
ity cannot be judicially compelled to exercise a power which is purely discretionary.
Nonetheless, judicial review of the exercise of discretionary powers by a public
authority ensures that such powers are exercised within the limits and purposes
provided by law.

Case law of the European Court of Human Rights

In Taskin and Others v. Turkey (see facts set out under Principle 9), the European Court
of Human Rights stated that where public authorities have to determine complex
questions of environmental and economic policy, they must ensure that the decision-
making process takes account of the rights and interests of the individuals whose
rights under Articles 2 and 8 of the European Convention on Human Rights may be
affected. Where such individuals consider that their interests have not been given
sufficient weight in the decision-making process, they must be able to appeal to a
court. In Klass and Others v. Germany (see facts set out under Principle 7), the European
Court of Human Rights held that the rule of law implies, inter alia, that an interfer-
ence by the executive authorities with an individual’s rights should be subject to an
effective control which should normally be assured by the courts, at least as a last
resort. Judicial control offers the best guarantee of independence, impartiality and
a proper procedure.

In Airey v. Ireland, the applicant complained that she did not have effective access
to court because legal aid was not available in Ireland in non-criminal cases and she
could not hire a lawyer to represent her in divorce proceedings. The European Court
of Human Rights found that the European Convention on Human Rights contains
no provision on legal aid for non-criminal cases, Article 6.3.c dealing only with criminal
proceedings. However, Article 6.1 of the Convention may sometimes compel states
to provide for the assistance of a lawyer when such assistance proves indispensable
for effective access to court either because legal representation is rendered com-
pulsory or by reason of the complexity of the procedure or of the case. In P, C. and
S.v. the United Kingdom, where the applicants complained of lack of legal representa-
tion in judicial proceedings concerning child care, the Court found that the right of
access to a court is not absolute and may be subject to legitimate restrictions. Such
restrictions will not be incompatible with Article 6 of the Convention if the limitation
does not impair the very essence of the right, if it pursues a legitimate aim, and if
there is a reasonable relationship of proportionality between the means employed
and the aim sought to be achieved. It may be the case that other factors concerning
the administration of justice (such as the urgency of a matter or the rights of others)
also play a limiting role as regards the provision of assistance in a particular case,
although such reasons would also have to satisfy the tests set out above.
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Principle 20 - Interim or provisional protection

Courts and administrative tribunals shall have the power to grant interim or
provisional protection pending the determination of an appeal against an admin-
istrative decision.

Source

» Recommendation No. R (89) 8 on provisional court protection in administrative
matters

Commentary

Interim or provisional protection is one of the most important means by which an
individual can be guaranteed an effective remedy against a public authority because
it maintains (or restores) the status quo in his or her favour pending the outcome of
the appeal. This is important because, even under the most efficient of judicial sys-
tems, the complexity of many cases is liable to result in considerable delay before
the appeal can be determined. Suspension of the administrative decision or an
injunction restraining its enforcement pending the outcome of the appeal is therefore
essential for a system of effective remedies.

Such protection may take the form of suspending execution of the administrative
decision (wholly or partially), ordering restoration of the situation prior to the admin-
istrative decision (wholly or partially), or any other order appropriate to the circum-
stances of the case and within the powers of the court or administrative tribunal.

The principle of interim or provisional protection applies particularly in circumstances
where an individual will suffer severe damage or loss which the public authority will
have difficulty in compensating should the appeal be successful.

Interim or provisional protection arises in those cases where an administrative deci-
sion is immediately enforceable, or has already been enforced. Any request to have
its enforcement postponed, limited or modified vis-a-vis the individual who is chal-
lenging it should, therefore, be examined rapidly. This means that standard procedural
time limits and time frames may have to be shortened considerably and that full
hearings may be limited. The proceedings should, however, remain adversarial, the
aim being to arbitrate, albeit provisionally, between the different competing interests.
The proceedings should involve the applicant and a representative of the public
authority, as well as any other party directly affected by the disputed administrative
decision. Other persons not directly affected may be allowed to present their views
but may not necessarily be summoned. When urgency requires that the application
is to be heard ex parte (i.e. with only the appellant present or represented) and the
court decides to make an order for provisional protection, it should only be a tem-
porary order pending a hearing with all the parties involved to be organised as soon
as possible thereafter.
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In deciding whether or not to order provisional protection the court should weigh the
interests of the individual in maintaining the pre-existing situation against the public
interest and the interests of third parties in enforcing the administrative decision. Relevant
factors will include the degree of damage or loss suffered, the possibility of compensa-
tion for any damage or loss suffered and the prospects of the appeal being successful
(for example, by requiring the individual to establish a prima facie or well-founded case
without prejudging the outcome of the appeal). The court may impose conditions in
the order granting provisional protection and it may subsequently modify the order.

Case law of the European Court of Human Rights

In Rousk v. Sweden, the applicant’s apartment was sold at public auction in accordance
with a decision of the tax authorities while the applicant’s appeal against this decision
was pending before a court. The European Court of Human Rights found a violation
of the applicant’s rights under Article 8 of the European Convention on Human Rights
and Article 1 of Protocol No. 1 to the Convention, due to the refusal of the authorities
to postpone enforcement pending judicial review of the administrative decision.The
Court found that this situation imposed an excessive burden on the applicant.

Principle 21 - Execution of court decisions

A legal framework shall be in place to ensure that public authorities implement
court orders, including orders for the payment of compensation, within a
reasonable time.

Sources

» Recommendation CM/Rec(2007)7 on good administration (Article 23.3)

» Recommendation Rec(2003)16 on the execution of administrative and judicial
decisions in the field of administrative law (Principles I1.1, 11.2)

Commentary

Where a public authority has not implemented a court order following a successful
appeal by an individual, an appropriate procedure shall be put in place to ensure its
proper execution (Agrokompleks v. Ukraine). Orders for compensation shall be executed
within a reasonable time (see above, Principle 16). Provision should also be made
in national law to make public officials in charge of the implementation of judicial
decisions in respect of administrative decisions individually liable in disciplinary,
civil or criminal proceedings should they fail to implement them.

Case law of the European Court of Human Rights

See Agrokompleks v. Ukraine, cited in relation to Principle 14.
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Appendix |

Council of Europe legal
instruments in relation
to the principles set
out in the handbook

Convention for the Protection of Human Rights and Fundamental Freedoms
(ETS No. 5) (also known as the European Convention on Human Rights).

Right to a fair trial (Article 6)

Right to respect for private and family life (Article 8)

Freedom of expression (Article 10)

Right to an effective remedy (Article 13)

Prohibition of discrimination (Article 14)

Protocol to the Convention for the Protection of Human Rights and Fundamental
Freedoms (ETS No. 9).

Protection of property (Article 1)

Right to education (Article 2)

Right to free elections (Article 3)

Protocol No. 12 to the Convention for the Protection of Human Rights and Funda-
mental Freedoms (ETS No. 177).
General prohibition of discrimination (Article 1)

Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data (ETS No. 108).

Object and purpose (Article 1)

Definitions (Article 2)

Scope (Article 3)

Duties of the Parties (Article 4)

Quality of data (Article 5)

Special categories of data (Article 6)

Data security (Article 7)

Additional safeguards for the data subject (Article 8)
Exceptions and restrictions (Article 9)

Sanctions and remedies (Article 10)

Extended protection (Article 11)
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https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/005
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/005
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/009
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/009
http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/177
http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/177
http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108
http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108

Protocol amending the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data (CETS No. 223).2

European Charter for Regional or Minority Languages (ETS No. 148).
Administrative authorities and public services (Article 10)

Framework Convention for the Protection of National Minorities (ETS No. 157).
Prohibition of discrimination, measures to promote full and effective equality
(Article 4)

Right to impart information and ideas in a minority language (Article 9)

Right to use minority language in private and public (Article 10.1)

Use of minority language in relations with the administrative authorities (Article 10.2)

Civil Law Convention on Corruption (ETS No. 174).
Purpose (Article 1)

Definition of corruption (Article 2)

Compensation for damage (Article 3)

State responsibility (Article 5)

Contributory negligence (Article 6)

Limitation periods (Article 7)

Validity of contracts (Article 8)

Interim measures (Article 12)

Council of Europe Convention on Access to Official Documents (CETS No. 205).3
General provisions (Article 1)

Right of access to official documents (Article 2)

Possible limitations to access to official documents (Article 3)

Requests for access to official documents (Article 4)

Processing of requests for access to official documents (Article 5)

Forms of access to official documents (Article 6)

Charges for access to official documents (Article 7)

Review procedure (Article 8)

Complementary measures (Article 9)

Documents made public at the initiative of the public authorities (Article 10)

Committee of Ministers recommendations
and resolutions

(in inverse chonological order)

Processing of personal data in the context of employment.
Recommendation CM/Rec(2015)5, adopted by the Committee of Ministers on 1 April
2015 at the 1224th meeting of the Ministers’ Deputies

Protection of individuals with regard to automatic processing of personal data in
the context of profiling.

Recommendation CM/Rec(2010)13, adopted by the Committee of Ministers on
23 November 2010 at the 1099th meeting of the Ministers’ Deputies

12. Not in force at time of publication.
13. Not in force at time of publication.
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http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/148
http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/157
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/174
http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/205
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805c3f7a
https://search.coe.int/cm/Pages/result_details.aspx?Reference=CM/Rec(2015)5
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805cdd00
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805cdd00

Good administration.
Recommendation CM/Rec(2007)7, adopted by the Committee of Ministers on
20 June 2007 at the 999th bis meeting of the Ministers’ Deputies

Local and regional public services.
Recommendation CM/Rec(2007)4, adopted by the Committee of Ministers on
31 January 2007 at the 985th meeting of the Ministers’ Deputies

Judicial review of administrative acts.
Recommendation Rec(2004)20, adopted by the Committee of Ministers on
15 December 2004 at the 909th meeting of the Ministers’ Deputies

Execution of administrative and judicial decisions in the field of administrative law.
Recommendation Rec(2003)16, adopted by the Committee of Ministers on
9 September 2003 at the 851st meeting of the Ministers’ Deputies

Access to official documents.
Recommendation Rec(2002)2, adopted by the Committee of Ministers on 21 February
2002 at the 784th meeting of the Ministers’' Deputies

Alternatives to litigation between administrative authorities and private parties.
Recommendation Rec(2001)9, adopted by the Committee of Ministers on 5 September
2001 at the 762nd meeting of the Ministers’ Deputies

The status of public officials in Europe.
Recommendation No. R (2000) 6, adopted by the Committee of Ministers on
24 February 2000 at the 699th meeting of the Ministers’ Deputies

Protection of personal data collected and processed for statistical purposes.
Recommendation No. R (97) 18, adopted by the Committee of Ministers on 30 Sep-
tember 1997 at the 602nd meeting of the Ministers’ Deputies

Local public services and the rights of their users.

Recommendation No. R (97) 7 (updated by Recommendation CM/Rec(2007)4),
adopted by the Committee of Ministers on 1 April 1997 at the 587th meeting of the
Ministers’ Deputies

Protection of medical data.

Recommendation No. R (97) 5, adopted by the Committee of Ministers on 13 Febru-
ary 1997 at the 584th meeting of the Ministers’ Deputies

Protection of personal data in the area of telecommunication services, with par-
ticular reference to telephone services.

Recommendation No. R (95) 4, adopted by the Committee of Ministers on 7 Febru-
ary 1995 at the 528th meeting of the Ministers’' Deputies

Communication to third parties of personal data held by public bodies.
Recommendation No. R (91) 10, adopted by the Committee of Ministers on
9 September 1991 at the 461st meeting of the Ministers’ Deputies

Administrative sanctions.
Recommendation No. R (91) 1, adopted by the Committee of Ministers on 13 Feb-
ruary 1991 at the 452nd meeting of the Ministers’ Deputies
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https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016805d5bb1
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016805d6b5e
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016805db3f4
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df14f
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016804c6fcc
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805e2b59
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805e2d3b
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680508d7e
https://rm.coe.int/16804c68f6
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016804f0ed0
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=090000168050108e
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=090000168050108e
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016804c1486
https://rm.coe.int/16804fc94c

Provisional court protection in administrative matters.
Recommendation No. R (89) 8, adopted by the Committee of Ministers on 13 Sep-
tember 1989 at the 428th meeting of the Ministers Deputies

Administrative procedures affecting a large number of persons.
Recommendation No. R (87) 16, adopted by the Committee of Ministers on 17 Sep-
tember 1987 at the 410th meeting of the Ministers’ Deputies

Regulating the use of personal data in the police sector.
Recommendation No. R (87) 15, adopted by the Committee of Ministers on 17 Sep-
tember 1987 at the 410th meeting of the Ministers’ Deputies

Measures to prevent and reduce the excessive workload in the courts.
Recommendation No. R (86) 12, adopted by the Committee of Ministers on
16 September 1986 at the 399th meeting of the Ministers’ Deputies

Protection of personal data used for social security purposes.
Recommendation No. R (86) 1, adopted by the Committee of Ministers on 23 January
1986 at the 392nd meeting of the Ministers’ Deputies

The institution of the Ombudsman.
Recommendation No. R (85) 13, adopted by the Committee of Ministers on 23 Sep-
tember 1985 at the 388th meeting of the Ministers’ Deputies

Public liability.
Recommendation No. R (84) 15, adopted by the Committee of Ministers on 18 Sep-
tember 1984 at the 375th meeting of the Ministers’ Deputies

Measures facilitating access to justice.
Recommendation No. R (81) 7, adopted by the Committee of Ministers on 14 May
1981 at its 68th Session

The exercise of discretionary powers by administrative authorities.
Recommendation No. R (80) 2, adopted by the Committee of Ministers on 11 March
1980 at the 316th meeting of the Ministers’ Deputies

Co-operation between the Ombudsmen of member states and between them and
the Council of Europe.

Resolution (85) 8, adopted by the Committee of Ministers on 23 September 1985 at
the 388th meeting of the Ministers’ Deputies

Legal aid and advice.
Resolution (78) 8, adopted by the Committee of Ministers on 2 March 1978 at the
284th meeting of the Ministers’ Deputies

Protection of the individual in relation to the acts of administrative authorities.
Resolution (77) 31, adopted by the Committee of Ministers on 28 September 1977
at the 275th meeting of the Ministers’ Deputies

Legal aid in civil, commercial and administrative matters.
Resolution (76) 5, adopted by the Committee of Ministers on 18 February 1976 at
the 254th meeting of the Ministers’ Deputies
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https://rm.coe.int/16804f288f
https://rm.coe.int/16804eaa5c
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016804e7a3c
https://rm.coe.int/16804f7b86
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016804dd352
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680506bee
https://rm.coe.int/16804e3398
https://rm.coe.int/168050e7e4
https://rm.coe.int/16804f22ae
https://rm.coe.int/16804fb451
https://rm.coe.int/16804fb451
https://rm.coe.int/16804e2bb2
https://rm.coe.int/16804dec56
https://rm.coe.int/16804f2e51

Appendix lI

Case law of the European
Court of Human Rights in
relation to the principles
set out in the handbook

Listed alphabetically

A. Menarini Diagnostics S.r.l. v. Italy, No. 43509/08, 27 September 2011 (Principle 15)
Agrokompleks v. Ukraine, No. 23465/03, 6 October 2011 (Principles 14 and 21)

Ahmed and Others v. the United Kingdom, 2 September 1998, Reports of Judgments
and Decisions 1998-VI (Principle 3)

Airey v. Ireland, 9 October 1979, Series A No. 32 (Principle 19)

Béldné Nagy v. Hungary [GC], No. 53080/13, ECHR 2016 (Principle 5)

Beyeler v. Italy [GC], No. 33202/96, ECHR 2000-I (Principle 12)

Bladet Tromse and Stensaas v. Norway [GC], No. 21980/93, ECHR 1999-Ill (Principle 6)
Brumdrescu v. Romania [GC], No. 28342/95, ECHR 1999-VII (Principle 5)

Budayeva and Others v. Russia, Nos. 15339/02 and 4 others, ECHR 2008 (extracts)
(Principle 6)

Buscemi v. Italy, No. 29569/95, ECHR 1999-VI (Principle 10)

Chahalv. the United Kingdom, 15 November 1996, Reports of Judgments and Decisions
1996-V (Principle 11)

De Geouffre de la Pradelle v. France, 16 December 1992, Series A No. 253-B (Principle 13)
De Souza Ribeiro v. France [GC], No. 22689/07, ECHR 2012 (Principle 16)
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