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Tech answers to COVID-19 should also safeguard fundamental rights 
 

 

 

 

Many governments are looking to 
technology to help monitor and track the 
spread of COVID-19, as a new Fundamental 
Rights Agency (FRA) report shows. 
Governments’ using technology to protect 
public health and overcome the pandemic 
need to respect everyone’s fundamental 
rights. 

  

 

“Technology can guide governments in navigating their responses to the COVID-19 
pandemic,” says FRA Director Michael O’Flaherty. “However, like all solutions, 
governments need to take care that respect for fundamental rights forms part of our public 
health strategies. This includes maintaining privacy and data protection legal safeguards.” 
 
This second Coronavirus pandemic in the EU: fundamental rights implications report looks 
at the measures EU Member States use to address the pandemic to highlight rights-
respectful approaches that other Member States can learn from.  
 
It underlines the need to carefully and regularly assess the impact on people’s fundamental 
rights as governments manage the pandemic: 
 

1. Users’ data, their privacy, data protection and other rights: Many countries allow 
health and police authorities to access traffic and location data from 
telecommunication providers to track individuals, such as those under quarantine. 
Governments are also rolling out the development of contact-tracing apps to curb 
the spread of the virus. Many consulted with data protection authorities and/or 
experts to ensure compliance with EU data protection rules. 

 Governments should ensure they implement all fundamental rights’ legal 
safeguards when protecting health, including free and informed consent, 
and not extending the use of the personal data collected. Efforts to make 
the apps source code public should continue to enhance transparency and 
confidence in using such tools. 

https://elinkeu.clickdimensions.com/c/6/?T=OTMxODM2Mzg%3AcDEtYjIwMTQ5LWI3ZDIwYzA4MjIyNzRmZjhhYzJhZTNkZmFmOTcxNjhm%3AZ2lvaWEuc2NhcHB1Y2NpQGNvZS5pbnQ%3AY29udGFjdC00OTVhNDZmYTMwN2VlYTExODBlMjAwMTU1ZDE0MGI1MS02ZDk3NWU2Yzk0ODY0ZjlhYmM2YmIwMGVkMjRiNmMyMw%3AZmFsc2U%3AMA%3A%3AaHR0cDovL2ZyYS5ldXJvcGEuZXUvZW4vYWJvdXQtZnJhL3N0cnVjdHVyZS9kaXJlY3Rvcj9fY2xkZWU9WjJsdmFXRXVjMk5oY0hCMVkyTnBRR052WlM1cGJuUSUzZCZyZWNpcGllbnRpZD1jb250YWN0LTQ5NWE0NmZhMzA3ZWVhMTE4MGUyMDAxNTVkMTQwYjUxLTZkOTc1ZTZjOTQ4NjRmOWFiYzZiYjAwZWQyNGI2YzIzJmVzaWQ9YWFhMDg2NDktYzdhMC1lYTExLTgwZTMtMDAxNTVkMTQwYjUx&K=773bvVSurVBtsgEFhoLDpg
https://elinkeu.clickdimensions.com/c/6/?T=OTMxODM2Mzg%3AcDEtYjIwMTQ5LWI3ZDIwYzA4MjIyNzRmZjhhYzJhZTNkZmFmOTcxNjhm%3AZ2lvaWEuc2NhcHB1Y2NpQGNvZS5pbnQ%3AY29udGFjdC00OTVhNDZmYTMwN2VlYTExODBlMjAwMTU1ZDE0MGI1MS02ZDk3NWU2Yzk0ODY0ZjlhYmM2YmIwMGVkMjRiNmMyMw%3AZmFsc2U%3AMQ%3A%3AaHR0cHM6Ly9mcmEuZXVyb3BhLmV1L2VuL3B1YmxpY2F0aW9uLzIwMjAvY292aWQxOS1yaWdodHMtaW1wYWN0LW1heS0xP19jbGRlZT1aMmx2YVdFdWMyTmhjSEIxWTJOcFFHTnZaUzVwYm5RJTNkJnJlY2lwaWVudGlkPWNvbnRhY3QtNDk1YTQ2ZmEzMDdlZWExMTgwZTIwMDE1NWQxNDBiNTEtNmQ5NzVlNmM5NDg2NGY5YWJjNmJiMDBlZDI0YjZjMjMmZXNpZD1hYWEwODY0OS1jN2EwLWVhMTEtODBlMy0wMDE1NWQxNDBiNTE&K=8OeK5wlD6W0ef-m9PxkdWQ
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2. States of emergency: Many governments introduced or prolonged states of 

emergency or equivalent to manage the pandemic. 

 Governments should carefully assess the fundamental rights impact of 
emergency measures when limiting and enforcing freedom of movement 
and assembly. 

 
3. Daily life: All EU governments maintained physical and social distancing measures. 

This had a wide-ranging impact on fundamental rights, such as the rights to 
freedom of movement and of assembly. Public health controls at the border also 
led some countries to suspend asylum procedures. Rights relating to work, 
education and access to justice were also affected. As almost all education facilities 
remained closed in April, some switched to distance learning.  

 Governments should find ways to offset existing inequalities for those 
children that have remote access difficulties. These include migrant or 
minority children, children from poorer families, and children with 
disabilities. 

 
4. Vulnerable groups: some people are more at risk than others because of the 

difficulty of physical distancing in residential care homes and prisons or 
overcrowded homeless shelters. Stay at home measures also disproportionately 
affect some groups like Roma whose livelihood often depends on working outdoors 
in markets, for example.  

 Governments should continue to provide solutions to address the specific 
needs of these groups including maintaining social contact and support. 

 
This is the second in a series of reports on the impact of the Coronavirus across the 
27 EU Member States. It covers measures in place from 21 March until 30 April 2020. It 
also includes findings from FRA’s Fundamental Rights Survey on people’s awareness of 
privacy settings on their mobile phones. 
 
For more, please contact: media@fra.europa.eu / Tel.: +43 1 580 30 653. 

  

 
 

* * * 
 
 
  

mailto:media@fra.europa.eu


3 

Responses to specific questions by the Bureau of the Lanzarote Committee on the impact 
of the Covid-19 pandemic on the protection of children from sexual exploitation and sexual 
abuse 
 
1. To what extent, if at all, has the threat of child sexual abuse/exploitation changed due 

to COVID-19? If so: 

 Please tell us about whether the level of risk has increased/decreased/remained 
the same and if possible specify this with regard to the various types of sexual 
offences against children (Articles 18-23 of the Convention); 

 You may also wish to indicate any emerging trends relating to child sexual 
abuse/exploitation, as the result of COVID-19, and point at measures taken to 
address them. 

 
No information received. 
 
2. Did lockdown cause child sexual abuse/exploitation cases (identified/reported) to 

increase, decrease or stay the same? Please submit data (number of victims/offenders) 
and highlight what you think may explain the trend. 

 
No information received. 
 
3. Please also tell us whether and how general child safeguarding measures were, or are 

likely to be, affected by measures taken by governments in response to COVID-19. In 
addition, highlight any additional, specific measures put in place during lockdown to 
ensure reporting by victims of child sexual abuse/exploitation as well as to support and 
assist them, and whether these measures will be maintained even when the lockdown 
is lifted. 

 
No information received. 
 
4. Finally, please tell us whether children have been duly listened to on decision-making 

concerning their protection against sexual abuse/exploitation during this period. Please 
also tell us whether and how children will be involved in decision-making on or assessing 
the impact of COVID-19 measures in the future. 

 
No information received. 
 


