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[bookmark: _GoBack]Crime Complaint:
The Director of Tbilisi State Medical University, 33 Vazha Pshavela Ave, Tbilisi, Georgia, has reported receiving an email from a hacking group CRYP70N1C stating that unless 5 Bitcoins are to be paid into an account within 12hours, a ransomware virus will be activated on the hospitals computer network.  The network is critical to the operations of the hospital and could have serious impact on patient’s health and very sensitive patient data. 
5 Bitcoins = approx. 120,000 GEL   
The hospitals IT team have immediately commenced analysis of the systems to establish whether they have been compromised/identify malware.
Complainant: Director, Professor ZURA VADACH of Tbilisi State Medical University, 33 Vazha Pshavela Ave, Tbilisi, Georgia +995 32 254 24 39 zvadach@tsmu.edu  
The case has been referred by the General Prosecutors Office  of Georgia to your team to initialise investigations.
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The above email text reads:
We are Cryp70n1c H@cking, we have deployed a logic bomb on your network which will launch a Cryptolocker virus in 12 hours and lock down your systems.  The only method for stopping this is to deposit 5 Bitcoins into our account - J98t1WpEZ73CNmQviecrnyiWrnqRhWNLy	Comment by Terry Baker: Need to change for a live bitcoin account number
Any attempt to remove the logic bomb will immediately activate the malware.
If you do not pay within 12 hours, the malware is set to delete 10TB of data every hour, and the price will increase by 1 Bitcoin per day.
Time is ticking……  PAY NOW……….
email when done…. And we will send key to stop this…
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FW:> 14 Bitcoins oryour data goss
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Dear General Prosscutor

B0 elaase fnd stacned amail as discssed, plesse aiturgenly our computer systam i sready soning down.

Hospital Director

—origial essage—
From: crypT0n1c@yahoo.com <cryp70n1c@yahoo.com>
To:“info@nopitalaltours.comb <info@nopitalalkours.com.>
Sent  Fri, 25 Jan 2018 0%:47.48

‘Subject 12 Bitoins or your dsta goss

We are Cryptonic Hacking Group, we have deployed a logic bomb on your network which will launch a Cryptolocker virus in 12 hours and lock down your systems. The only method for stopping this is to
deposit 14 Bitcoins into our account - 3J98tTWpEZ73CNmQuiecryiWmaRhWNLy.

Any attempt to remove the logic bomb will immediately activate the malvare

HFyou do not pay within 12 hours, the malware is set to delete 10T of data every hour. and the price willincrease by 1 Bitcoin per day.

Time is ticking...... PAY NOW.

‘email when don
CrypT0nic H@cking

And we will send key to stop this...





