Highlighted area only for translation
[bookmark: _GoBack]10.1 USB containing possible Intelligence from FBI Cybercrime Team
Classified: SECRET
The US FBI have been conducting investigations into a group of hackers responsible for hacking into hospital, banks and government networks and deploying different forms of ransomware, before demanding bitcoins in exchange for the decryption code.
They have seized a USB from a suspect.
You are requested by the General Prosecutor to conduct analysis of the USB, to establish any links to these crimes.
Are you able to undertake this examination?
What would you consider before, during and after the examination?
If you undertake analysis, please provide a report of your findings, and recommendations of how any element may be paralleled in evidence?
