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Cybersecurity and Human Rights

Cybersecurity goals aim to protect organizations, but can also be
Important for the protection of human rights.
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Cybersecurity and Human Rights

How can the private sector protect digital human rights by implementing
cybersecurity measures?

“Business enterprises should respect human rights.
This means that they should avoid infringing on the _
human rights of others and should address adverse GUIDING PRINCIPLES

human rights impacts with which they are involved.” ON BUSINESS
AND HUMAN RIGHTS

INFORMATION SECURITY MANAGEMENT SYSTEMS

— UN Guiding Principles on Business and Human Rights
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ISO
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ISO/IEC 27001:2013
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Resources for Cybersecurity Implementation

e Standards — NIST, ISO

Implementing

Voluntary the United Nations
“Protect, Respect and
Mandatory (Regulated) Remedy” Framework

CYBERSECURITY
FRAMEWORK
VERSION 1.1

* Regulations
E.g. GDPR, NIS Directive

« Guidelines / Best Practices :
Voluntary, driven by industry norms @) () LEonATIoNs

4 HUMAN RIGHTS
w OFFICE OF THE NIGH COMMISSIONER
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Cybersecurity and Human Rights

Regulation moves the private sector away from the bare minimum of
cybersecurity towards best practices.

Use Case: NIS Directive for OES / CIP ENISA NIS Investments Report — Dec. 2020

° 80% Of Companies Surveyed have Completed or are in Figure 38: Main challenges in implementing the NIS Directive amongst surveyed organisations
the process of implementing the NIS directive.

« Average budget - 175k € e 33.3%
: B 3,8%
« Clear benefit — 60% of surveyed organizations uncear expeciatons || ::
experienced a major security incident Limiled supprt from nat. Authorty 7%
H Multi-department collaboration issues 20.9% -
«  Most cited challenges: ' ' e -
. . . ack of resources 18.7%
The prioritization of other regulations e.g. GDPR. o e
1 H ack of MIS security solutions 15,6%
The existence of stronger local regulations e.g. e e
France’s “Loi de Programmation Militaire” (LPM). Lack ofnterat =it | — -
The lack of clarity of the NIS Directive expectations No challenge I 4.9%

after transposition into national law.

Note: The red color indicates that the organization had no dedicated NIS
Directive implementation program.
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Cybersecurity and Human Rights

What technical measures are available to prevent digital human rights
abuses?

Unique Requirements for ISPs ENISA NIS Investments Report — Dec. 2020

The following are prohibited in order to protect human rights:

. . o Figure 35: Technologies and services procured to implement the NIS Directive
« Cutting access to individual customer accounts
B4% (144)
B63,6% (143)

Security incident & event log collection
Security awarenass & training
Metwork Intrusion Detection & Prevention I 54 2% (77)
Business Continuity Management  IIEEEEEEEGGGGGGGGGEG 32 9% (T4)
Vulnerability Mgt. I 73 4% (64)
Security Testing NG &7 6% (62)
Threat inteligence I 25,3% (57)

* Revealing the identity of a user

« Actively monitor the content of communications or messages

° H H 1 H H H Govemnance, Risk & Compliance I 7T.8% (17)
Removing content without verifying its illegality i Facdor Acroricaton mamm 4.0% O
Mone. NN 4.4% (10)
° 1 1 1 1 1 1+1 Device Encryption and Mgt HEE 4% (9)
Blocking or filtering devices without a legitimate, transparent It o o
reason Mobile Deivice Mgt ER 2.2% (5)
User Behavior Analytics Hl 22% (5)
. . . . . . . L Managed Detection & Response W 1,8% (4)
» Actively seeking facts or circumstances indicating illegal activity Nex! Gonershon Fiowsh 1 1% )
. 'r|.|ege:." "‘-_Z 4% (1)
on their own Physical Security 1 0.4% (1)
Anti-malwargoreq. | 0.4% (1)
. . . Cther | 0% (0)
* Not ensuring users to be able to use, adjust and control internet
filters according to their needs
DETECON i
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Cybersecurity and Human Rights

Security technologies also collect data that could identify an individual.

Zero Trust Architecture Use Case: User Entity Behavior Analytics

UEBA creates an individual digital footprint to detect potentially
malicious behavior by using a dataset consisting of:

Sources Applications and Data
. PP * |P addresses
Policy Enforcement
LT oevice Pt ™y « Location
"—_"'_" Status >
User, () N\ % Allow Access T 1010 « Operating system and browser types and versions
Location, - : .
Tme () > @ L, sl &0 . Preferred screen resolution
Policy Engine
N /'/. Require MFA n &] * Typing speed
- N A
., G2 GE— _ -
ii - ® Despite the data collected as a means of authentication and threat
it Block access detection, companies can:

« Select tools that provide anonymization and pseudonymization.
* Implement strong encryption
« Enforce the four eye principle

* Use behavior analysis only for users with admin privileges
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Cybersecurity & Human Rights

Privacy Protection in a Health Emergency: Exposure Notifications

Decentralized Approach:

¢ Cancel

« Store exchange data locally on each person’s smartphone

rams  Articles Wiki Channel

’ *
? A’ &\ %ﬁ ‘]‘ health kit
' 1Kt Health Kit(f2f =)
Gemeinsam Corona 5 to personal health g

T haatitatily  Health Status Query System for
:h’ Schutz fiir Sie und uns alle, Mit der \ Beijing,s cuvln_19 comol

« Back end servers have no ability to identify individuals

Centralized Approach:

« Temporary IDs to be aggregated/analyzed by a trusted partner

n the result page (

Query on me

«  Temporary IDs can be linked back to a single user CO RO NA "R1
B =]

«  User privacy heavily reliant app infrastructure. WARN-APP snmormmtonilll [ Goeryonime

ceruncate 1ype

Eﬂ Query on others

Name

', Scan the QR Code t
o Register
Certificate number
n My Nucleic Acid Tes b
i . ting Result
Figure AA: Processing and storing of observed beacons. reg
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Cybersecurity & Human Rights

Thank you!

Eve Hunter

Senior Cybersecurity Consultant
Detecon International GmbH
Digital Engineering Center
Winterfeldtstr. 21

10781 Berlin (Germany)

Phone: +49 151 27759934

Email: Eve.Hunter@detecon.com
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