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INTERNATIONAL POLICE COOPERATION

LEADS TO THE ARREST OF A DARK WFR |
#EUI’OPO' helpS SpaniSh police track down CHILD SEX ABUSER IN SPAIN darkweblink.com/europol-arrests-pedophile/
abuser .

EU Reporter Correspondent | April 21, 2020
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LEEC O Australian Authorities Collaborated
The suspect produces explie :éC:-:‘E_.CJ';::_.'.:;3":5::-:-::'.::'.-Z-:é‘:":’.l“:i With SpaniSh LaW Enforcement

gecicated 10 child sexusl abuoe and exploiation

V-:‘f‘- cooperation was key to cracking the case Suropol supported the Spanisn N Age ncy TO ArreSt A Da rk We b

analysng information receivec from Queenzianc Soice n Aucta
.
TS CTAID- 10 sriain Sunant aasiarts frn ths Carral Coharrrirne L Ink $n Aarme 1 dhaer o
e LUVID-1Y cnais Torced expents rrom the Lentral LyDercnme Unit 10 Carmy cut ther &u l e
coorginate officers on the grouna in Sarcelona remotaly
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The operation to bring down a child s

A CRUCIAL BREAKTHROUGH ON SOCIAL M

ﬁ Sites List Market

underage boy, owes its success to in

Queensland Police — Australia’s Tas

nNe analyesS Of TNe Mages and viDeC = WNICH ShOwWed NOw the SuSDeCt abude
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communication channel allowed Eurc

Europa Market Exit Scams with Fake Seizure Banner

m
[

which revealed that a video from 201!

filmed in Spain. Home / News / Europol: Pedophile Arrested in International Investigation

by the Australians and the Spanish authonties. According to the information from Queensland Police-

EUROPOL: PEDOPHILE ARRESTED IN INTERNATIONAL INVESTIGATION  ociee pedoptite was rousit dows by v entorcement EES——

™, Lez
Australian Task force Argos sent secure messages via the Europol’s secure communication channel

A pedophile accused of producing child abuse videos producing child abuse RELATED
videos and sharing them on the darkweb was arrested in Spain following an
international investigation coordinated by Europol. The investigation also

involved Australia’s Task Force Argos and the Spanish National Police.
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Abusa di una bimba e vende i vic¢
dark web, in manette un 30enn

L'operazione Amnesia della Polizia postale ha scovato in soli 10 giorni I'uomo ch
narcotici per stordire la vittima di pochi anni

rlarm -~ - - - - - ™ - - - -~ -~ - -~ L. T - - - - - - - - -~ - - -
Un suenne ntaliang € stato arrestato nelia notte Co atCusa Qi aduso gruna oimba
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INTERNATIONAL COLLABORATION LEADS TO
ARREST OF CHILD SEXUAL ABUSER IN ITALY

Press Release

#4120 ]in
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mis " . avary of tha vigane onlin - r ol incivic . . A By th " - -
! | 10 cays of the discovery of the viceos online, a 30-year ola individual was arresteg Dy the Italian State Police (Polizia
- -
i Ctata) ae a raciilt af an intarnatinnal anlica affart ta track Anwn thie man wha nracicad chila cavtal ahiies Mataria
di o-t8t0) 85 a result or & ternational police eitort to track aown this ma 0 produced child sexual abuse materna
[ = 1 ~ mme s " *m ~ na o 2 T (] LS e r - 1 ~
- - e ralanast = wrart frr onle o + ke wanin = St o4 aeaamerd cnthy caviiallv BRI ciRA & AFS
1€ VIJeos, whic ere releasea ana offered Tor Sale on the dark web, showed the suspect violently sexually abusing & pre-
- P ¢ "
g P — nahrein At thans neos Dy the talian State Police inentifiea tne location of the anuse in a region of
school aged ¢ Analysis of these viceos by the Italian State Police igentitied the location ot the abuse in a region O
- o
~arthern halv Euranal wae atick ta arinritics thie cace and Aedicaten ceveral ctaff memheares ta it
prine aly. EurcopOl was QUICK 10 prionmse this Case and deaicated several sta embersion
- - - - - - - - S — - - - - [emp— - s Pa— - o e T p—
" AT ~f sas s ls ASrTR&r iinlas Taal S ~ ey "~ uarld el ich e (228 ] r
/aluable information was provided by partner law enforcement agencies across the world including Australia, Denmark

France and Canaca. Victim igentification specialists from these countries workea togetner with Europol to help igentify the
victim ana offencer through image ana vigeo examination to get information as quickly as possible to the Italian
nvestigators

Combining that information with open source information and intelligence from Europol, the Italian State Police igentifiec
the nome of the 30-year ola. Working togetner witn the field office of the State Postal and Communications Police (Servizio
Polizia Postale e gelle Comunicazioni-CNCPQ), they carried out a thorough search of the suspect’s home. Evigence
ncluding items from tne abuse videos were found with thousands of images ana vigeos of sexual exploitation of minors

AGREEMENTS

Como Cintura Lagoevalli Canth-Mariano Erba

uomini dell poliria postale hanno
CSLICO N COMISCD XCusalo o
22 ¢ padopornografis

oo ¢

Olgiate & bassa Economia
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Abusa di una bambina
e vende i video sul web
Pedofilo in manette

Trentenne comasco preso dalla polizia postale
— -~ - - o - - o - [ ——
Drogava la sua vittima e poi riprendeva le violenze
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razie ai getective gdeila postale nel geep weo
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Press Release

CBEE0On - BEYOND THE PANDEMIC - WHAT WILL THE
S — CRIMINAL LANDSCAPE LOOK LIKE AFTER COVID-

During tne COVID-19 pandgemic, criminals have been quick to seize opportunities to exploit the crisis by adapting their modi 97
1 L

perandi and engaging in new criminal activities. Cybercriminais nave been among the most agept at exploiting the

angemic. The threat from cybercrime activities guring the crisis is gynamic and has the potential to increase further. With a

s el 202N

record number of potential victims staying at home anc using online services across the EU, the ways for cybercriminals 30 Apri 2020
seeking 1o exploit emerging opportunities ana vulnerabilities have multiplieg Press Re]ease

Europol has been monitoring the impact of the COVID-19 pandemic on the cybercrime landscape since the beginning and nEmum
nas published an upaated tnreat assessment of potential furtner cevelopments in this crime area
Among the forms of cybercrime analysed in the report are

ransomware;
Basea on criminal information from investigations in the Member States, Europol is assessin
across three phases; current, mid- and long-term phase. The report anticipates development:

that will have an operational impact on law enforcement authorities across Eurcpe. Europo
that influence organised crime gurnng and zfier the panoemic

chilg sexual exploitation;

:né GEFF W eD

hybria threats: disinformation ana interferen: eSSV

Catchina the virus Anticipating tne long-term impact of the pandemic on serious and organised crime in the EU Beyond the pandemic

l g can look to previous moments of crisis, such as the economic crisis of 2007 and 2008, ana n how COVID-19 will shape the
cybercnme, disinformation e e serious and organised crime
and the COVID-19 pandemic landscape in the EU

30 April 2020
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Child Sexua

A\
BE ‘CLICK SMART’ '\

don't click on links that come THINK BEFORE .
from unknown or unusual emails UPLOADING
videos or pictures of -~ -
yourself, your family or home

KEEP YOUR PRIVATE
STUFF PRIVATE KEEP YOUR |
like passwords, personal 2
information and location FRIENDS REAL ;
don't befriend people online that
you have never met offline

KNOW WHAT TO DO =@
If something online makes you feel uncomfortable,
unsafe or worried:

Stop any possible communication

Don't delete anything

Look for help

= EURTPOL

| Exploitation - Prevention & Education materia

If someone asks you
to say or do things
you don’t want to.

If someone asks
you to keep your
chat a secret.

If somebody asks to
join your private
chats/networks.

If someone threatens you

with sharing your photos

and/or videos if you don’t
do as they say.

If someone reacts in
a nasty way when
you don't do what

they want.

Never webcam with a
stranger with a broken
webcam.

@l_ & esafetyCommissioner

COVID-19
Global
ONLINE SAFETY
ADVICE

for parents

and carers

In collaboration with

= EURT”POL

esafety.gov.au
europol.europa.au

= EURTPOL
EC3 &M

CHILDREN AND

ONLINE RISKS

WHAT CAN
PARENTS DO?
v &
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