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ACRONYMS
AG - Company limited by shares (Aktiengesellschaft)
AMA - Law on Asset Management (Asset Management Act)
AMC - Asset management company
AMO - Asset Management Ordinance
AML/CFT - Anti-Money Laundering and Combating the Finanang errorism
BA - Law on Banks and Finance Companies (Banking Act)
BO - Banking Ordinance
BCP - Basel Core Principles
CDD - Customer Due Diligence
DDA Law on Professional Due Diligence in Financialrigactions (Due Diligence
Act)
DDO - Ordinance on the Due Diligence Act (Due Diliget@r@inance)
DNFBPs - Designated Non-Financial Businesses and Profession
ECE - European Convention on Extradition
ECHR - European Convention on Human Rights
ECMA - European Convention on Mutual Assistance in CrahMatters
ECU - Economic Crimes Unit
EEA - European Economic Area
EU — European Union
FATF - Financial Action Task Force
Fl - Financial institution
FIU - Financial Intelligence Unit
FMA - Financial Market Authority
FMAA - Law on the Financial Market Authority (FMA Act)
FSAP - Financial Sector Assessment Program
FSRB - FATF-style Regional Body
FT - Financing of terrorism
GBOERA - Office of Land and Public Registration
GmbH - Limited liability company (Gesellschaft mit besabnkter Haftung)
ICQM - Institute for Compliance and Quality Management
IAIS - International Association of Insurance Supervisors
ISA - Law on Supervision of Insurance (Insurance SupgmiAct)
IUA - Law on Investment Undertakings (Investment Undémtgs Act)
IUO - Investment Undertakings Ordinance
KAG - Limited partnership with a share capital (Kommaaktiengesellschaft)
KYC - Know your customer/client
LEG - Legal Department of the IMF
MONEYVAL - Council of Europe’s Committee of Experts on thalgation of Anti-Money
Laundering Measures
MOU - Memorandum of Understanding

ML - Money laundering

MLA - Mutual legal assistance

MVT - Money and value transfer services
NCCT - Noncooperative countries and territories
NPO - Nonprofit organization

OeRegV - Ordinance on the Public Registry

OFC - Offshore financial center

PEP - Politically-exposed person
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Persons and Companies Act

Law on International Mutual Legal Assistance inririal Matters
Report on Observance of Standards and Codes
Suspicious Activity Report

Societas Europaea

Self-regulatory organization

Criminal Code

Criminal Procedure Code

Act on Trustees

Act on the Trust Enterprise

Trust and Company Service Provider

United Nations Organization

United Nations Security Council Resolution
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PREFACE

This assessment of the anti-money laundering (Alfig combating the financing of
terrorism (CFT) regime of Liechtenstein is basedlenForty Recommendations 2003 and
the Nine Special Recommendations on Terrorist Fimgn2001 of the Financial Action Task
Force (FATF), and was prepared using the AML/CFSeasment Methodology 2004, as
updated. The assessment team considered all tleeiatmsupplied by the authorities, the
information obtained on site during their missiooni March 21-April 4, 2007, and other
verifiable information subsequently provided by ¢ghehorities. During the mission, the
assessment team met with officials and represeatatf all relevant government agencies
and the private sector. A list of the bodies meseisout in Annex 1 to the detailed
assessment report.

The assessment was conducted by a team of assessgesed of staff of the International
Monetary Fund (IMF) and an expert acting undersingervision of the IMF. The evaluation
team consisted of: Terence Donovan (LEG, team tgaBaul Ashin, Gabriele Dunker, and
Alain Vedrenne-Lacombe (LEG); and Boudewijn Verhéisgal and law enforcement
expert, Deputy Head of the Belgian FIU). Mr. Vesieallso acted as assessor for
MONEYVAL during the on-site visit to address theyisions of relevant EU Directives that
are not within the Fund’s AML/CFT mandate. The asses reviewed the institutional
framework, the relevant AML/CFT laws, regulatiogsjdelines and other requirements, and
the regulatory and other systems in place to adetdrpunish money laundering (ML) and the
financing of terrorism (FT) through financial instions (FIs) and Designated Non-Financial
Businesses and Professions (DNFBPs). The assedsorsxamined the capacity,
implementation, and effectiveness of all theseesyst

This report provides a summary of the AML/CFT measun place in Liechtenstein at the
time of the mission or shortly thereafter. It dédses and analyzes those measures, sets out
Liechtenstein’s levels of compliance with the FAAB+9 Recommendations (see Table 1)
and provides recommendations on how certain aspétte system could be strengthened
(see Table 2). The report was produced by the ISpaat of the Offshore Financial Sector
Program of Liechtenstein. It was presented to MONBY and endorsed at its plenary
meeting of September 10-14, 2007.

The assessors would like to express their gratitodiee Liechtenstein authorities for their
support and cooperation and for the high standbodganization throughout the assessment
process.
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DETAILED ASSESSMENT REPORT

EXECUTIVE SUMMARY

Key Findings

1. The financial sector in Liechtenstein provides @ity wealth-management services,
including banking, trust, other fiduciary servicesjestment management, and life
insurance-based products. There has been sigriBsgansion recently in the non-banking
areas, particularly investment undertakings andrarsce. Approximately 90 percent of
Liechtenstein’s financial services business is {gled to nonresidents, many attracted to
Liechtenstein by the availability of discrete atekible legal structures, strict bank secrecy,
and favorable tax arrangements, within a stableveitdregulated environment.

2. By its nature, Liechtenstein’s financial sectoribass creates a particular money
laundering risk in response to which the authariiad the financial sector firms have
developed risk-based mitigating measures. Miningizire risk of abuse of corporate vehicles
and related financial services products presentsgning challenge, as does the
identification of the natural persons who are thedjicial owners of the underlying assets or
legal persons or arrangements. Therefore, Liectgenis vulnerable mainly in the layering
phase of money laundering. No particular vulnerghib terrorist financing was identified.

3. Liechtenstein was listed by the FATF as part oinial review of noncooperative
countries and territories in 2000 but was deliste2001. The authorities have made
significant progress since that time in moving tadgacompliance with the FATF
Recommendations, as noted in the AML/CFT assessooswlucted by the IMF in 2002 as
part of the Offshore Financial Center (OFC) assessgiprogram and as evidenced by the
subsequent major legislative amendments and itistital restructuring.

4. Both ML and FT are criminalized broadly (though fdty) in line with the
international standard. There is no criminal lidpibf corporate entities. The quality of its
analysis and output indicates that the financi@liigence unit (FIU) makes effective use of
the information it receives. However, the effeatiges of the suspicious activity reporting
system could be improved by addressing factorsniagt be currently suppressing the level
of reporting, including, for example, the requiremhfor automatic freezing of assets for five
days following filing.

5. The investigative powers available to the law ecéanent authorities are
comprehensive enough to enable them to conduciseinvestigations in an effective way.
However, the number of investigations resultingrfrihe files forwarded by the FIU appears
low and there have been just two prosecutionsaetohomous) money laundering and no
convictions. Most of the cases in which Liechteimst&s been involved, including some
high-profile cases, have links to other jurisding@nd the Liechtenstein prosecutors
consider it more effective to refer the cases tséhjurisdictions where the main criminal
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activity is alleged to have taken place and thavige strong support to the resultant
prosecution. There have been consequent convidiiomsoney laundering or a predicate
offense, though not in Liechtenstein.

6. The AML/CFT law (Due Diligence Act—DDA) was last amded in February 2006
and is elaborated by a 2005 Due Diligence Ordin&dB&e0) to provide the main legal basis
for the AML/CFT preventive measures. Banks and mfinancial institutions and relevant
DNFBPs are supervised by the Financial Market Aty ¢FMA), which reports directly to
Parliament. However, some doubt remains as to wehélle scope of AML/CFT coverage is
sufficiently wide to fully meet the FATF Recommetidas. The DDA and DDO provide a
broad framework for customer due diligence (CDByugh their provisions fall short of the
international standard on some substantive issugtga @#ange of technical points. This
reflects the fact that, as in many European Ecoo&rmea (EEA) member states,
Liechtenstein plans to implement the EU Third Mohayndering Directive by 2008, during
which process the authorities will have an oppatyuio address the identified deficiencies.

7. In Liechtenstein, CDD is based mainly on the ddilign to prepare and maintain a
customer profile, including beneficial ownershifoirmation, source of funds, and purpose
of the relationship. Discussions with auditors, velne contracted by the FMA to conduct
most of the AML/CFT on-site supervision, indicabaitlevels of compliance have improved
significantly, although not evenly across all categs of reporting institutions. In identifying
high-risk customers and beneficial owners, excesdiscretion is provided in the law to
financial institutions and there is no explicit steg@ment for enhanced due diligence. Having
regard to the inherent risk in much of the finahs&vice business in Liechtenstein, there is
a need for additional attention to the quality deg@th of the identification of beneficial
owners and the conduct of ongoing due diligence.

Legal Systems and Related Institutional Measures

8. Liechtenstein’s crime rate is low, with a totallg189 recorded crimes in 2006, of
which 616 were economic crimes. About 36 percenhe$e cases were solved. The major
criminal activities identified by the authorities predicate offenses for money laundering are
economic offenses, in particular fraud, criminadwh of trust, asset misappropriation,
embezzlement and fraudulent bankruptcy, as welbasiption and bribery.

9. Money laundering is criminalized under Liechtenstaw broadly in line with the
international standard. All categories of prediaztenses listed in the international standard
are covered, apart from environmental crimes, shmggdorgery, and market manipulation.
Fiscal offences, including serious fiscal fraud aot predicate offenses for money
laundering. The money laundering offense extendsyotype of property that represents the
proceeds of crime. Although a conviction for a jicate offense is not required, the level of
proof applicable to determine that proceeds am@titemains unclear. At the time of the on-
site visit, Liechtenstein did not have any jurisggnce on autonomous money laundering.
Self-laundering is criminalized for the acts of cealing or disguising but not the converting,
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using, or transferring of criminal proceeds. Agestn conspiracy to commit money
laundering, all ancillary offenses are criminalizedine with the international standard. The
mens reaof the money laundering offense is the “intenbtimg about the circumstances or
result of money laundering” or to “seriously bebkethat facts that correspond to the legal
elements of money laundering might be brought abadtaccept that possibilityt¢lus
eventuali$. Intent may be inferred from objective factuatamstances. Criminal liability
does not extend to legal persons.

10.  While financing of terrorism is criminalized undgechtenstein law, the definition of
the offense needs to be amended so that it fullgrsoall elements under the International
Convention for the Suppression of the Financingi@torism. In particular, the definition of
“terrorist organization” should be brought in lifudly with the definition in the international
standard and the financing of individual terrorgt®uld be criminalized. At the time of the
assessment, there had been no prosecutions octionsifor terrorist financing. As in the
case of money laundering, there is no criminalilitgiof legal persons for financing of
terrorism.

11. Liechtenstein does not have a specific disclosudeolaration system in place to
detect the physical cross-border transportatiocuafency and bearer negotiable instruments
that are related to money laundering or terronricing. The authorities explained the
necessity to first reach agreement with Switzerlamdntroducing a system to comply with
the FATF Recommendations given that the two coestperate in a customs union.

12.  With regard to seizure and confiscation, besidesctinviction-based criminal
forfeiture, the Liechtenstein criminal procedursoaprovides for the possibility of an in rem
(object) forfeiture when conviction cannot be peduThe effectiveness of the regime seems
quite good, mainly because of the catch-all ofitheem confiscation procedure that closes
all (potential) gaps. The system takes into accthunspecific situation of Liechtenstein as a
financial center, and focuses particularly on assabvery, which is widely used.

Confiscation of the direct and indirect criminabpeeds (including substitute assets and
investment yields), the product of the crime, tidefided) instrumentalities, and equivalent
value are broadly covered. Criminal confiscationha&f laundered assets as the object of the
autonomous money laundering offense is howevefanotally covered. Moreover,
confiscation of (intended) instrumentalities isigesly restricted by the condition that these
objects can only be forfeited when they have a demgs nature or are apt to be used in other
crimes. This soft approach risks to undermine #terdent effect of the measure and to
deplete it substantially. The seizure regime foidhe confiscation system and is used either
for evidentiary purposes or to ensure effectivéeiture/confiscation. Everything that is
subject to confiscation can be seized, including\edent value seizure of untainted assets.
There are appropriate legal means for tracing camassets or proceeds and following the
money trail, including access to confidential actanformation.

13.  The freezing of terrorist assets under UNSCR 12@&tlequately addressed in
Liechtenstein, covering almost all required procatlaspects to make compliance effective.
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There is no domestic terrorist list, but action basn taken on the basis of foreign lists
(European Regulation and OFAC). The procedure deitsie UNSCR 1267 context is
unspecific, as it goes through the common preverdivd repressive process.

14.  The Liechtenstein FIU is a typical intermediary adistrative and functionally
independent financial intelligence unit, also filiig a general intelligence function as a
repository for all relevant data relating to crimliproceeds and terrorism. It conducts
thorough operational analysis of the SARs receiitduas legal powers to collect additional
financial information from the disclosing entityotigh the powers to obtain additional
information from DDA subjects other than the repaytentity are open to legal question. It
has established a relationship of trust with thmréng entities and puts in a lot of effort in
raising the awareness of the relevant sectors fitffilling its task in an effective way and
produces high standard reports.

15. Law enforcement in ML and FT cases rests in trst fitace with the Public
Prosecutor and the national police, specificalyy Btonomic Crime Unit which specializes
in investigating financial crimes. Also involvedeahe investigative judges who have the
power to impose coercive measures. The legal frareavailable to the law enforcement
authorities is comprehensive enough to enableseivestigations and effective
prosecutions.

16. ML-related investigations and proceedings are masitiated by mutual legal
assistance requests and FIU reports. The perceotageestigations triggered by an FIU
report is rather low. There is a general tendendyansfer the cases to the authorities of the
jurisdiction where the predicate offense occurrather than taking up the investigation and
prosecution in Liechtenstein. This practice iswithout foundation, but it does keep the
judiciary from developing its own experience andgprudence in stand-alone money
laundering prosecutions and taking the matter rirotieeir own hands.

Preventive Measures—Financial Institutions

17.  AML/CFT preventive measures are defined in the Diigence Act, the

requirements of which are expanded in secondargl&mn in the Due Diligence Ordinance
(DDO). The DDA was significantly revised in 2004tkwvthe aim of transposing the revised
FATF Recommendations, as well as the EC Directd@1297/EC. The DDA provides for

due diligence to be completed by legal and napgedons (personal scope) when conducting
financial transactions on a professional basisqsurtive scope). All financial institutions

fall under the personal scope of application angyractice, all FATF-defined transactions
are covered under the substantive scope of applicat

18. Liechtenstein has established an overall risk-bap@doach which requires financial
institutions to build, and keep updated a profdedach long-term customer. The profile,
which is to be completed on a risk-sensitive basiasolidates CDD data and includes
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notably beneficial ownership information, sourcdwfds, and purpose of the relationship.
Detection of suspicious activities is based on algwn from the profile on the basis of risk
criteria. However, by comparison with the FATF Rexnendations, the legal provisions
may give excessive discretion to financial inskitns when applying the risk-based system
and do not fully comply with a number of specifitteria of the standard. The DDA and the
DDO provide only broad instructions with regarddtermining high-risk criteria for
customers, for all complex, unusual large transastor unusual patterns of transaction, and
for transactions from countries that do not or awdhtely apply the FATF
Recommendations, as well as to defining specife diligence for PEPs or respondent
banks. Legal or regulatory requirements do noyfatldress the misuse of new technologies.
Identification, transaction and investigation retsyrwhich have to be maintained in
Liechtenstein for at least 10 years, should alssufgcient to permit reconstruction of
individual transactions and provide evidence farsgcution. Requirements for foreign
branches and subsidiaries related to AML/CFT nedaktstrengthened, particularly as
several of the Liechtenstein banks continue to edpheir activities in other jurisdictions.

19.  Provisions regarding CDD are broadly in line witle international standard, but,
whether conducted directly or through intermedmrtbey need to be strengthened further in
some areas. The DDA and the DDO grant some exengptioidentification, and the
requirements for identification of beneficial owsgas well as verification of customers’ and
beneficial owners’ identity, need to be broadem&dancial institutions also may rely on
domestic and foreign intermediaries that introdoe® business to provide them with
customer profile information and certified copidsdentification documents, but also to
conduct ongoing monitoring of customers and traimsias. Moreover, financial institutions
are legally protected (subject to certain cond#g)dnom responsibility for deficiencies in
CDD conducted by their intermediaries.

20. The FMA, which is an independent authority, is @iegrated supervisor in charge of
prudential and AML/CFT supervision, as well as oustr protection. All financial
institutions are licensed by the FMA on the basimtrnationally-accepted criteria. The
FMA has developed and implements effectively a hn@amge of AML/CFT preventive
measures. For the most part, annual on-site digedde examinations are carried out by
external auditors under mandate of the FMA. A greaitvolvement of FMA supervisors in
on-site inspection work would improve overall etfeeness and would require additional
resources.

21.  Financial institutions have defined internal instrans for AML/CFT diligence,
implemented training programs for their staff, @edignated managers in charge of ensuring
and verifying compliance with law and regulatioAsditors indicated that compliance with
AML/CFT measures have improved significantly, aligh not evenly across all categories

of reporting institutions.

22.  The scope of available criminal sanctions is braad the FMA refers cases in
practice to the Prosecutor for sanctioning. Howgether proportionality and effectiveness of
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the overall sanction system are restricted by 8ggmt gaps in the ladder of available
sanctions, as the scope for administrative sareigaurrently very narrow.

23.  While the quality of suspicious activity reporteeesed by the FIU appears to be
high, having regard to the nature and complexitsgnath of the financial services business in
Liechtenstein, the overall effectiveness of theorépg system could be improved. A number
of factors, notably the automatic freezing for foays of funds related to a filed report,
appear to be suppressing the volume of reportiniged-IU. The reporting obligation needs
to be amended to cover attempted occasional traosa@nd to ensure full coverage of all
terrorist-financing cases. Protection for reportimgood faith should be broadened. The
prohibition against tipping-off, currently restect to 20 days, needs to be made unlimited in
time, as also recommended in the 2002 assessment.

24.  Action is needed to bring the requirements (andemgntation thereof) for
transmitting information with cross-border wirertsders into line with the international
standard. The threshold of CHF5,000 for the idexatifon exemption is above the
USD/EUR1,000 limit; information requirements fotemational transactions are
insufficient; operations with Switzerland are calesed as domestic transfers; banks can
avoid giving information for “legitimate reasonsihd are not explicitly required to maintain
information being transmitted through the paymdratic. The authorities indicated that
improvements are anticipated following the pendidgption in Liechtenstein of EC
Regulation 1781/2006.

Preventive Measures—Designated Non-Financial Busiases and Professions

25.  Liechtenstein’s DNFBPs, with some exceptions, atgext to the obligations of the
DDA and are supervised by the FMA in generallygshme manner as are financial
institutions. Article 3.2 DDA, which requires angtural or legal person who performs
defined “financial transactions” on a professidnasis to comply with the AML/CFT
obligations (substantive scope), provides a blao&eérage which goes a long way to
blurring the distinction between financial and rforancial institutions in this sphere.

26. In particular, Liechtenstein’s very active trustamompany service provider (TCSP)
sector has been brought into the AML/CFT regimehBbe formation of a legal entity that
is not commercially active in the domiciliary stated acting as an organ of such an entity
are covered activities under the DDA and anyon&p®ing them on a professional basis
must conduct CDD, file SARs when they have suspgitiave appropriate internal controls,
and be inspected for compliance by the FMA or @sighated auditors. Inspections for
DNFBPs occur once every three years, in contrate@nnual inspections of financial
institutions.

27. In general, therefore, the AML/CFT legal framewé&ok TCSPs in Liechtenstein is
the same as for financial institutions and moghefgeneral strengths and weaknesses of the
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preventative measures apply equally to them. Thet eritical TCSP-specific issue is the
exemption for work on behalf of companies that@mmercially active in the state in which
they are domiciled. The FATF standard does not nagevision for such an exemption
and, given that Liechtenstein TCSPs routinely patampanies in many foreign
jurisdictions, the exemption could be very subs#hiaind difficult to administer. In practice,
both the TCSPs interviewed and the authoritiesntdpat the preventive measures in the
DDA are usually followed even in the case whereeglitenstein TCSP is forming or acting
as an organ of a commercially active company. Vbisntary practice, while mitigating the
risk, does not constitute a legal binding obligatim Liechtenstein TCSPs.

28. Liechtenstein lawyers, when they are not acting@SPs, are covered by the DDA
when they are performing financial “gatekeeper’diions designated by the FATF standard.
They enjoy appropriate legal privilege against répg when they are representing clients in
court proceedings. Auditors are similarly coverad grivileged, although in practice the
terms of their license would not allow them to mgaanoney or accounts for clients.

29. There are currently no casinos in Liechtensteibjfdicenses are eventually granted,
they will be required to identify clients at thead@nd report suspicious transactions. Real
estate agents are obliged to conduct CDD and rgpegicions concerning transactions
outside of Liechtenstein, but not for transacticeiating to property within the country,
which are tightly controlled by a separate govemnagency which must approve every
purchase of property. High-value goods dealecduding those in precious metals and
stones, are covered for cash transactions abov&BF0 [USD 21,000/EUR 15,250 at the
time of the report]. Such transactions, howevergweported to occur only very rarely.

Legal Persons and Arrangements and Non-Profit Orgaizations

30. Liechtenstein’s laws governing legal persons angngements are highly liberal and
offer many different forms of companies and legehiagements, including establishments
(Anstalten), foundations (Stiftungen) and common-$dyle trusts. Most legal provisions are
not mandatory and may be changed through foundseg dr statute, allowing for any legal
entity/arrangement to be custom tailored to théigimeeds. It is estimated that 90 percent
of all companies registered in Liechtenstein atecommmercially active.

31. Liechtenstein primarily relies on its trust servreviders to obtain, verify, and retain
records of the beneficial ownership and contrdeghl persons. All Liechtenstein legal
entities/arrangements that are not commercially@cttave to have at least one Liechtenstein
director/trustee and provide the Office of Land &uiblic Registration (GBOERA) with the
name and address of the respective trust servisgder. Although the GBOERA maintains
and administers some information regarding the mament and administration of
companies and trusts, its main role with respebetteficial ownership information is to link
an entity/arrangement with a specific Liechtenstaist service provider and thus allow the
competent authorities to locate beneficial owngrshiiormation.
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32.  Trust service providers are obligated to obtaimftbe contracting party a written
statement identifying the beneficial owner. Althbuge law does not explicitly require trust
service providers to verify beneficial ownershifpmmation, in practice it appears that
verification is obtained in most cases. With feweptions, the obligation by trust service
providers to obtain beneficial ownership informatmovers only persons who hold economic
rights to a specific legal entity/arrangement ngginot cover curators, protectors, and other
designated third parties controlling a structure.

33.  For commercially-active companies, no formal measare in place to ensure that
beneficial ownership information is obtained, viedf and maintained. In practice, it appears
that whenever a commercially-active company utlitee services of a trustee or conducts a
financial transaction, beneficial ownership infotioa is obtained.

34. Nominee directors, nominee shareholders, protdctulators and letter of wishes are
permitted under Liechtenstein law and are freqyargkd in relation to trusts and Stiftungen.

35. Liechtenstein should conduct a full review of @svk concerning non-profit
organizations (NPOSs) to assess their adequacyofabating the financing of terrorism and
conduct fuller outreach on CFT issues to its NP@seln general, to the extent that any
Liechtenstein NPOs do raise or distribute fundsy thre registered with and their financial
transactions monitored by the Liechtenstein tak@uities.

National and International Cooperation

36.  National cooperation between the authorities on AMET matters was found to be
effective, and there is evidence that Liechten&ehility and willingness to cooperate
internationally and share available information imagroved strongly. However, the legal
basis for sharing of information with foreign swasors needs to be strengthened as it
currently relies on court decisions to overruleldggslative prohibitions. These court
decisions related to the Banking Act and it is ofgequestion as to whether the precedents
established could extend also to insurance, invastnndertakings, and certain DNFBPs
(trustees, lawyers, and auditors). Moreover, thhedeovides customers with a right of appeal
to the Superior Court, which could result in delaythe provision of information.

37. The FIU is active in international cooperation amaly exchange information and
otherwise cooperate with any counterpart finanaitlligence unit abroad. In so doing, the
FIU can exercise all the powers vested in it utiderdomestic law.

38. The legal framework of the mutual legal assistaiwtieA) and extradition system is
basically sound. The authorities positively coofeeta bring the proceedings to a
satisfactory result. The significant scope for agppea delaying factor that is effectively
used in some cases, however. The fiscal exceialso extensively interpreted in this
domain: serious and organized fraud by way of fisz@ans still profit from the amnesty
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Liechtenstein provides for fiscal offenses. At tinee of the onsite visit, an amendment was
pending to partially remedy this situation.

1 GENERAL

1.1 General Information on Liechtenstein

39. The principality of Liechtenstein is a monarchytwét democratic and parliamentary
system. According to Article 2 of the Constitutidhe power of the State is inherent in and
issues from the Reigning Prince and the people.hBagl of state is HSH Prince Hans-Adam
ll. Since August 2004, Hereditary Prince Alois leasrcised the sovereign powers as the
representative of Prince Hans-Adam Il. Governmensists of a five-member cabinet
nominated by Parliament and appointed by the regyRirince for four years. The Parliament
is comprised of 25 elected members, who serveoiar years. To be valid, each new law
enacted by Parliament requires the consent oftined? The people retain comprehensive
direct democratic rights (optional referendum, $éagive initiative). The enactment of
ordinances, where provided for under a law, do¢saguire the consent of the Parliament or
the Prince as they are issued under the authdrittiedGovernment. Liechtenstein has a
resident population of about 35,000, and occupiE8lasquare km area between Austria and
Switzerland. It has a customs union and monetaignunith Switzerland. Real GDP in 2004
was CHF4.3 billion, up 3.5 percent from 2003. Firiahservices represent 30 percent of
GDP, while the industrial sector comprises 40 paroé GDP. In 2005, about 30,000 people
were employed in Liechtenstein, of which approxiehafi4,000 were inward commuters
from Austria and Switzerland. Employment in theaficial services industry is responsible
for more than 14 percent of all jobs.

40. Non-resident business constitutes more than 9@peot the private banking
activities conducted in Liechtenstein.

41. Domestic financial institutions and legal entitege exposed to the risk of being used
to launder proceeds of foreign corruption. Liecktem endorsed the UN Convention
Against Corruption on December 10, 2003, and a imgrgroup for the prevention of
corruption has been established in order to orgamieventive measures and prepare the
legal amendments required to implement the UN Cotiwe. Liechtenstein provides
substantial financial and technical support tolttternational Center of Asset Recovery
(ICA) in Basel. The country has not signed the Giurf Europe’s Criminal and Civil Law
Conventions on Corruption and, therefore, has aetlsubject to the mutual evaluation
process conducted by the Group of States against@mn (GRECO). Liechtenstein, which
is not an OECD member country, is not party tolita89 OECD Convention on Combating
Bribery. Nonetheless, in the context of their AME/Cinvestigations, authorities in
Liechtenstein have played an active role in undagea number of significant cases,
including the Siemens corruption scandal.
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42. The FATF Recommendations define the basis on whMh/CFT measures are to
be set out in law, regulation, or other enforceabéans. In setting the requirements in
Liechtenstein for customer due diligence (CDD), Ehee Diligence Act (DDA), as primary
legislation, and the related Due Diligence Ordirea(i2DO), which as a government
ordinance has the status of secondary legislatiaaljfy as ‘law and regulation’. Among the
guidance issued by the financial supervisory agetineyFinancial Market Authority (FMA),
Guideline 2005/1 defines binding risk criteria inedt implementation of Article 13.2 DDA.
On that basis, the assessors considered thoseam@uits to qualify as “other enforceable
means”. Other guidance issued by the FMA, of leksvance to the implementation of the
FATF Recommendations, does not enjoy such dirgcsliive support and has not been
accepted as other enforceable means for the puwpbskis assessment.

1.2 General Situation of Money Laundering and Financingof Terrorism

43. Liechtenstein’s crime rate is low, with a totallg189 recorded crimes in 2006, of
which 616 were economic crimes. About 36 percenhe$e cases were solved. The major
criminal activities identified by the authorities predicate offenses for money laundering are
economic offenses, in particular fraud, criminadwh of trust, asset misappropriation,
embezzlement and fraudulent bankruptcy, as wealbasiption and bribery.

44.  From the perspective of the law enforcement auilesrithe abuse of corporate
vehicles and financial services in Liechtenstepresents the main risk in the money
laundering area, and they indicated that obtaimf@rmation on the real beneficial owner
remains a recurring challenge. While the genersitjpm of the authorities is that it has
proven possible in all cases to identify the bex@fiowner, there were some indications that
full and accurate information on beneficial ownisraot always provided in the first instance
and some of the authorities questioned the capabilisome financial intermediaries to
exercise real control and monitoring over the foahtransactions. In addition to important
business areas such as private banking and tresteiees, the growth of business with
similar risk characteristics in the domain of ireure and investméris a recent
phenomenon that also needs to be carefully moxitdte particular vulnerability to being
used for terrorist financing has been identifiediechtenstein.

45.  Reflecting the importance of nonresident businedsdchtenstein, the law
enforcement response to potential cases of momnegéaing is still to a significant extent
reactive to relevant information from sources algdiiechtenstein. However, there have
been important and high-profile exceptions to #pproach and a more proactive domestic
approach has become evident since the creatidredfit). However, taking into account the
importance and relative size of the Liechtenstmarfcial industry, the number of suspicious

2 For example, Swiss insurance companies and assetg®is find it attractive to transfer business to
Liechtenstein to take advantage of the packageeafsores recently developed by the authoritiesydieg the
new Asset Management Act and arrangements tottgeilihe marketing of Liechtenstein insurance-based
investment products tailored to the legal requinetmef a range of countries, including EEA memliates.
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transactions reported to the Liechtenstein FlUillsnsodest. The overall dependence of the
AML system on information from and action by otl@isdictions remains quite high,
though this is partly a reflection of Liechtenstgiposition as a physically small but
strategically important financial center. The altgeaf domestic ML convictions and the
systematic transfer of cases for prosecution abiadlear reflection of this situation,
although the authorities emphasized that this aubrds also aimed at enhancing the
effectiveness of the prosecution process.

1.3 Overview of the Financial Sector
Financial Sector

46. Liberal tax laws for domiciled and holding compamieriginally passed in the 1920s,
gave rise to an important fiduciary activity in tigenstein that has succeeded in attracting
large flows of foreign funds. Administered assetsich were initially largely invested with
foreign banks, are now mainly managed by domestantial institutions, which offer
private banking and asset management servicestoastdent investors and operate with a
high level of banking secrecy. As noted, the finahsector generates 30 percent of
Liechtenstein’s GDP. It employs more than 14 peroéthe workforce, with business
equally shared between financial and fiduciaryiingons.

47.  Animportant marketing advantage for the finansgivices business arises from
Liechtenstein’s integration into two economic zarthe Swiss financial system, through a
custom union and a currency agreement, and thepEaroEconomic Area that allows free
movement of goods, persons, services, and capitahg its member countriéopular
business models involve Swiss banks and insuramo@anies selling financial products
from Liechtenstein to existing clients across thg #hile EU financial institutions and
financial intermediaries make use of the providmmcross-border services to provide, for
example, Liechtenstein private banking and trudt@mpany services and products to their
client base.

Categories of Financial Institutions (number):

2004 2005 2006
Banks & Postal Service 17 17 Y17
Asset Managers 48

3 Comprising Member States of the European Union (®dgther with Iceland, Norway, and Liechtenstein.

% One bank is in liquidation.
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Investment Undertakings 349 405 345

Insurancg Qndertakmgs and o8 32 38

Intermediaries

Pension Funds 40 41 39
Supervised by the FMA 434 495 486

Cross-border provision of services (number of finaaial institutions):’

2004 2005 2006
EEA Banks & Investment Firms 725 826 949
EEA Management Companies and
; 104
Investment Undertakings
Swiss and EEA Insurance Undertakings 298 249 267

& Intermediaries

48. Of the 16 banks licensed and operating in Liech&nst the time of the assessment,
ten have been established within the previous ¢amsy four of them are subsidiaries of
Austrian banks and three of Swiss banks. One obéms is now in liquidation. There are
17 life insurance and five reinsurance firms, altjlothe latter do not engage in commercial
reinsurance business, as such, but consist of fofroaptive insurance structures.

49. The total of assets under management by Liechterfstancial institutions was
CHF219 billion at the end of 2006, compared to C&B-hillion in 2004 (+54 percent).
Financial activities are dominated by the bankiegter with 15 institutions managing 82
percent of these assets and, notably, by the thrgest Liechtenstein banks which have a 66
percent market share in aggregate. Other finamgétutions—investment undertakings,
asset managers, and insurance companies—are degettymngly but from a very low base.
A recent trend is for the major banks to supplentiegit offshore activities from

® Since December 1, 2006, the Investment Undertaldatggory was divided into two categories, sepagati
domestic from foreign investment undertakings.tratauthorized to operate in Liechtenstein by gidti
cross-border provision of services under the Siggieopean Market which applies to EU and EEA member
states.

6 . . . .
Including 17 life insurance companies.

! Foreign financial institutions licensed in theimhe state and authorized to operate in Liechtenbteiirtue
of cross-border provision of services under theg®ifturopean Market which applies to EU and EEA imem
states.
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Liechtenstein by setting up onshore operationautjindoranches and subsidiaries in
Switzerland, Germany, and Austria, as well as e@Nhddle East and Asia.

Assets under nanagement for each category of financial institutio
(amount in billions of CHF, on a consolidated bas)s

2004 2005 2006
Banks 119.4 148.7 173.4
Investment Undertakings 15.6 20.6 26.6
Insurance Undertakings 5.1 9.4 16.2
Pension Funds 2.8 3.1 3.2
Total 142.90 181.80 219.4

50. The following table sets out the types of finanaistitutions that can engage in the
financial activities that are within the definitiah “financial institutions” in the FATF
Recommendations.

FINANCIAL ACTIVITY BY TYPE OF FINANCIAL INSTITUTION

Type of financial activity Type of financial institution AML/CFT regulator &
(See the Glossary of the 40 Recommendations| that performs this activity supervisor
1. Acceptance of deposits and other repayable | Banks FMA

funds from the public (including private banking)| Postal Service AG, as exclusive
agent of Postfinance (Swiss Pos})

2. Lending (including consumer credit; mortgage| Banks FMA
credit; factoring, with or without recourse; and
finance of commercial transactions (including

forfeiting))

3. Financial leasing (other than financial leasing | Banks FMA
arrangements in relation to consumer products)

4. The transfer of money or value (including Banks ) . . FMA
financial activity in both the formal or informal | Postal Service AG, including as

sector (e.g. alternative remittance activity), bot | €xclusive agent for Western
including any natural or legal person that providgesYnion

financial institutions solely with message or othe
support systems for transmitting funds)

5. Issuing and managing means of payment Banks o FMA
(e.g. credit and debit cards, cheques, traveler's | Electronic money institutions
cheques, money orders and bankers' drafts,
electronic money)

6. Financial guarantees and commitments Banks FMA

7. Trading in: Banks FMA

. . Investment undertakings
(a) money market instruments (cheques, bills, CDs, 9

derivatives etc.);

(b) foreign exchange;
(c) exchange, interest rate and index instruments;
(d) transferable securities;

(e) commodity futures trading

8. Participation in securities issues and the Banks , FMA
provision of financial services related to suchuéss| 'nvestment undertakings
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9. Individual and collective portfolio management Banks FMA
10. Safekeeping and administration of cash or | Banks ] FMA
liquid securities on behalf of other persons Investment undertakings
Asset Management Companies
11. Otherwise investing, administering or Banks ] FMA
managing funds or money on behalf of other Investment undertakings
persons Asset Management Companies
12. Underwriting and placement of life insurance| Life insurance companies FMA
and other investment related insurance (including Qccupational pension funds
insurance undertakings and to insurance Life insurance intermediaries
intermediaries (agents and brokers))
13. Money and currency changing Banks , FMA
Foreign exchange offices

Financial Supervision

51. The Law on the Financial Market Authority (FMA) engéd into force on January 1,
2005. The FMA was formed by consolidating threeesvigory bodies: the Financial
Services Authority, the Insurance Supervisory Audtlipand the Due Diligence Unit, which
previously dealt with AML/CFT issues. The FMA is immtegrated financial supervisory
authority for all financial markets and institutoand providers of financial services. Its
objectives are to safeguard the stability of thechtenstein financial center, the protection of
clients, the prevention of abuses, and compliantte mternational standards.

52. The FMA operates as an autonomous institution updblic law. It is exclusively
accountable to the Parliament which appoints, aad dismiss, its board of five members. It
is financed by the state budget and by fees lewmoh supervised entities. The board
supervises the implementation of the strategy @&sigdates a general management team of
four persons. The FMA has benefited from both aiSant increase of the number of staff
and the recruitment of more staff with professiamgderience in finance and financial
services. It has a workforce of 29 highly-qualifigersons with a background in law (50
percent) and in business administration (25 peycent

53. Prudential and due diligence regulations issuethby*MA are based largely on EU
Directives, as required by Liechtenstein’s EEA mership. The FMA may issue orders in
administrative proceedings, which are subject fgeapin a complaint commission at a first
instance and secondly to the administrative court.

AML law

54. A new law on professional due diligence in the pssfonal conduct of financial
transactions entered in force on February 1, 20@5/xas designed to incorporate the
provisions of the second EU Money Laundering DixectAML/CFT legal requirements are
expanded and specified in the Government’s Dug@&ilce Ordinance (DDO) dated January
11, 2005.
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55. The DDA defines due diligence requirements thatyafgp“the professional conduct

of financial transactions” in order to combat moteyndering, organized crime, and the
financing of terrorism. The DDA has a broad coveradpich combines a personal scope and
a substantive scope of application: on the one hahsits categories of legal and natural
persons subject to due diligence (financial insbns and DNFBPs) and, in addition, it
defines categories of financial transactions antheates transactions that are excluded from
the scope of the DDA. Both the personal and subiseascope tests need to be met for a
person to be subject to the requirements of the DDA

56. The DDA spells out due diligence related to thentdieation of the contracting party
and of the beneficial owner, the need to monitngactions, the requirement to create and
maintain customer profiles, and the obligationgpart, document, and control transactions
and operations. It also specifies the FMA'’s powesupervise and inspect all financial
institutions and activities subject to due diligenc

57.  Steps towards the adoption in Liechtenstein of mn@asto transpose the EU Third
Money Laundering Directive are underway and thesss's understand that the necessary
amendments to the DDA and DDO will be enacted 2820

58. The general approach of the FMA to its ongoingritial supervision is based on
mandating external auditors to conduct ordinargxaraordinary due diligence (AML/CFT)
on-site examinations on its behalf, the basis aoges of which are determined by the FMA.
It has the power to either participate in thesar@rations, or choose to conduct its own on-
site examinations, but for the most part relieshanfindings of the external auditors. To be
accepted by the FMA to conduct due diligence oa-axtaminations, external auditors must
demonstrate their expertise in and experience oLANT requirements and follow precise
inspection guidelines provided by the FMA. The DD&ines penal and administrative
provisions that sanction infringements of the diligehce requirements, although these are
not typically employed in practice by the FMA aisttime, with reliance being placed
instead on the Prosecutor’s Office in pursuing srahsanctions.

1.4 Overview of the DNFBP Sector

59. The DNFBP sector in Liechtenstein is significarsstizularly as regards trustees and
lawyers who provide trust and company services. ¢i@n, due to the degree of product
integration with the financial institutions and g@vision of complementary products to
what could be termed the private banking marketntlain categories of DNFBPs are viewed
as a core segment of the financial services busiESFBPs in Liechtenstein are, for the
most part, subject to the requirements of the DDA supervised by the FMA.

60. Liechtenstein currently has no casinos, in acaurdavith the terms of its 1922
Customs Union with Switzerland. Now that Switzeddras changed its law to permit casino
gambling, Liechtenstein is considering whetheroltofv suit. There are 18 real estate agents
in Liechtenstein and 37 traders in precious metatsstones. There are 27 audit firms
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(including sole practitioners). Liechtenstein h@s lawyers and two “legal agents’—the last
active members of a pre-1958 professional categargording to the 1992 Law on Trustees
(Article 1.3), lawyers can obtain a limited trusteense by special examination with one
year of practical work. The law also allows lawye#tso were authorized to form companies
before that date to continue to do so (Article Shil 2).

61. There are 343 trustees (including both sole fii@oers and companies), an
additional 22 firms or individuals that hold bothdgtor and trustee licenses, and 28
individuals who hold both a law and a trustee IggnThere are an additional 107 persons
who can act as company directors for Liechtensegistered firms (under the terms of
Article 180a, PGR), but who do not have the righttarm companies.

1.5 Overview of commercial laws and mechanisms governgnlegal persons and
arrangements

62. The commercial laws and mechanisms governing legiaglons and arrangements are
analyzed in this report in considerable detail, tutheir significance in relation to the
financial services sector in Liechtenstein andpbintial for their misuse for purposes of
money laundering or terrorist financing.

63. Liechtenstein’s laws governing legal persons anagngements are the Personen und
Gesellschaftsrecht (PGR) and the Gesetz ueberrdasiiternehme(TrUG). Most of the
provisions of the PGR are not mandatory and maghb@ged through the founding articles

of association or founding statutes. Overall, t@dRHs a highly-liberal law with only few set
boundaries. It offers a wide range of company forash of which may be custom tailored

to the parties’ needs. Whereas the TrUG is a ratledirstructured law, the PGR extensively
uses cross references between the various seofitims law. As a result, it is difficult to
identify the applicable provisions for each compémyn. Many of the provisions in the law
seem to have no practical relevance and practisome well as the authorities agreed that the
PGR would benefit from an extensive revision.

64. Most company forms of the PGR may obtain full legmbacity upon registration

with the Oeffentlichkeitsregister (public registrifhe public registry consists of a single
register and is maintained and administered byathedbuchs- und
Oeffentlichkeitsregisteramt (GBOERA). Although soolder provisions in the PGR still
refer to different registers, such as Treuhandtegignstaltsregister, Firmenregister, more
recent provisions regulating the public registryt{@es 944-990 PGR and the Ordinance on
the Public Registry (OeRegV)) provide for only aramtralized register. In addition to the
public registry, the GBOERA also maintains and adsters information and documents
pertaining to deposited Stiftungen and depositestdr

65. Registration typically requires the disclosure @ftain information as well as
constitutive documents, such as founding deedswrding statutes. Registration must take
place at the location of the legal person’s headqtg Branch offices need to be registered
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at their respective locations and the entry refietbe registration of the headquarters.
Registration requirements for branch offices algplyato those of foreign companiesl!
registered information is published through ancidtigazette (“Liechtensteiner Vaterland”
and “Liechtensteiner Volksblatt”) and on the hongpaf the registry. However, for some
forms of legal entity, documents submitted in tbarse of the registration may only be
accessed upon proof of a legitimate interest ofé¢lgeesting party.

66. Corporations and establishments governed by plaMias well as non-commercial
associations, religious foundations, family foumolag and any entities designated by law are
exempted from the registration obligation and abtagal personality through an act of
formation. These legal persons are, however, requo deposit a copy of the constitutive
documents at the GBOERA. Trusts set up for a dumaif more than 12 months have to be
either registered or deposited if at least ongdrus domiciled in Liechtenstein, whereby the
choice is at the settlor’s discretion. Depositeduhoents may only be accessed through a
court order; however, law enforcement authoritike,FIU, and the FMA may be provided
with the name and address of the representatigedeposited legal entity or arrangement.

67. The registry is currently being transferred to &ladc archives. The process is
expected to be finalized by the Summer of 2009mitéd amount of information is already
available online.

68. As of March 10, 2007, 29,156 companies were regidtand another 42,651
foundations and trust deeds deposited with theipubdjistry. Whereas since December

2004 the number of registered entities decreasétidbpercent, deposited deeds increased by
8.5 percent. Of the 29,156 registered companidg,l® percent are estimated to fall under
the category of “commercially active” with approxtely 90 percent “not commercially
active”.

69. Legal Entities (forms and number)

Dec 31, Dec. 12, Dec. 12, | March 10,
2004 2005 2006 2007

Limited Parinership with & Share Caprah 7691 7623 TAsg 74
GmbH (Limited Liability Company) 56 59 64 67
Societas Europaea 0 0 1 1
Anstalt (Establishment) 15,528 15,148 14,858 14,842
Registered Stiftungen (Foundation) 1,495 1,494 a,53 1,541
Registered trust deed and trust enterprige 1746 8131, 1,992 2,005
Registered Association (Verein) 129 145 153 153
Domestic Subsidiary 8 D 1p 12
Foreign Subsidiary 61 66 74 16
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Sole Trader 294 345 383 392
Other Legal entities 2,68p 2,642 2,681 2,607
REGISTERED Total 29,867 29,344 29,182 29,156
DEPOSITED trusts and foundations 39,382 40,904 428 42,651

Legal Persons

70.  Liechtenstein’s corporate law provides for two medegories of legal persons:
» Koerperschaften and Korporationen (corporations)
* Anstalten and Stiftungen (establishments and fotimwis)

71.  All forms of corporations, establishments that seavdesignated purpose, and certain
foundations obtain legal personality upon regigiratvith the public registryCorporations
and establishments that are governed by publicdasgciations with non-commercial
purpose, and foundations set up for religious oniliapurposes are not required to register
but obtain legal personality merely through anaddbrmation. However, they are required
to deposit a copy of the founding statute or deid the GBOERA. In addition to the two
categories listed above, the uneigentliche Gestdtemihand, a specific form of trust
enterprise, as well as the Societas Europaea (8§ pbitain legal personality upon
registration.

72.  Legal entities, through a provision in the statatay transfer the powers of their
highest organ to another company organ or a tlartypBased on Article 180a PGR, all
legal persons that are not commercially activeigcthtenstein have to have at least one
director who is a natural person domiciled in armitizen of a European Economic Area
(EEA) member state and licensed pursuant to thehBendergesetz (TrHG Act on
Trustees). Although Liechtenstein law allows bathlégal and natural persons to serve as
director of a legal entity, based on Article 18@RPa corporate director may never be the
sole director of a legal entity. At least one dicedas to be a natural person. Neither the
person in whom control powers are vested nor direcre required to hold an interest in the
company to which he/she provides services. Beames may be issued by a large number
of legal entities, i.ethe AG (Article 323 PGR), the Genossenschaft (Aatil7 PGR), the
Versicherungsverein auf Gegenseitigkeit und Hiléslan (Article 508 PGR), the Stiftung
(Article 567.4. PGR in connection with Article 928and 3. PGR), trusts (Article 928 PGR)
as well as trust enterprises (Article 23 TrUG immection with Article 928 PGR) may issue
shares or securities, including securities on rgéirthaberaktien”, “Inhaberpapiere” or
“Treuhandzertifikate”). Legal entities issuing nowal shares have an obligation to keep a
register of nominal shareholders. Such an obligadimes not exist regarding shares or
securities issued to bearer. Whereas the law génezquires information on directors and,
if applicable, founders and revisors to be regegteit is not required to provide information
on persons that may hold certain control rights @vegal entity or arrangement, on
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beneficiaries, and on protectors. Such informaisaipically contained in by-laws or
reglements, which are not provided to the registriyare held by Liechtenstein fiduciaries.

73. The PGR also recognizes a number of companies witegal personality, such as
theeinfache Gesellschaft (simple partnership), thdekolgesellschaft (open partnership),
the Kommanditgesellschaft (limited partnershipg ¢hille Gesellschaft (dormant
partnership), the Gelegenheitsgesellschaft (joanmtwre) as well as the Europaeische
Wirtschaftliche Interessenvereinigung (EWI).

Koerperschaften and Korporationen (corporations)

74.  Liechtenstein’s legislation provides for formatioithe following Koerperschaften
and Korporationen:

Aktiengesellschaft (Company limited by Shares)
Kommanditaktiengesellschaft (Limited Partnership wih a Share Capital)
Anteilsgesellschaft (Company limited by Parts)

Gesellschaft mit beschraenkter Haftung (Limited Ligility Companies)
Genossenschaft (Cooperatives)

Versicherungsvereine auf Gegenseitigkeit und Hilfskssen (Mutual Insurance
Companies)

7. Vereine (Commercial and non-commercial Associations

8. Societas Europaea (SE)

ok wnE

1. Aktiengesellschaft (Company limited by Shares)

75.  Aktiengesellschaften (AG) are corporate entitiethwi pre-determined capital stock
that is divided into shares. At leaato founders, who may be natural or legal persares,
required to set up an AG, none of which has to biéizen of or domiciled in Liechtenstein.
After the AG has been founded, all shares maydresterred to one shareholder. The AG’s
founding statute has to provide the company’s natomicile, purpose, and information on
its founders. It further has to include informatmmthe structure and powers of its organs
and specify the amount of its stock capital andoduevalue for every category of shares it
will issue. In addition to a notarized copy of #tatute, the registry has to receive the names,
domiciles, and nationalities of all revisors andunal and corporate directors of the AG. A
confirmation of payment of the legal minimum of @epital stock has to be provided.
According to Article 953 Abs 4 PGR, all registeratbrmation in relation to an AG,

including statutes and other documentation, issstbk by the public. The AG’s highest
organ is the general assembly of shareholdersaséembly’s powers, however, may be
partially or fully transferred to another organ sisting of shareholders or non-shareholders.
AGs are controlled by a director or a board of ctives that is elected by the general
assembly. It is mandatory that the general asseagpypints a Revisionsstelle. The minimum
capital stock of an AG is CHF50,000, which hasemhid in full at the time of registration.
Only the capital stock is liable for the AG’s oldigons, shareholders are not personally
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liable. The AG may issue nominal as well as besiares, with no limitation on the free
transferability of bearer shares.

2. Kommanditaktiengesellschaft (Limited Partnershipwith a Share Capital)

76. Kommanditaktiengesellschaften (KA@je corporate entities with a pre-determined
capital stock, which is divided into shares. Atsteane or more shareholders of the KAG is
personally liable for the company’s obligations.lddsttwo founders (natural or legal
persons) are required to set up a KAG, none of ivhas to be a citizen of or domiciled in
Liechtenstein. In addition to information requifed AGs, the KAG'’s statute has to provide
names, domiciles, and occupations of all liableedalders. In addition to a notarized copy
of the statute, the registry has to receive theasamiomiciles, and nationalities of all revisors
and natural or corporate directors of the KAG. Adaag to Article 380 PGR, the KAG may
not issue bearer shares. According to Article 98%5R, all registered information in relation
to a KAG, including statutes and other documestaccessible by the public. It is mandatory
for a KAG to establish an Aufsichtsrat (supervisboard), which serves as Revisionsstelle
and also has permanent supervisory functions txeexecutive organs. The rules governing
AGs are applicable to the KAG.

3. Anteilsgesellschaft (Company Limited by Parts)

77. Anteilsgesellschaften are legal entities that hbédr capital assets, which do not
necessarily consist of money, in the form of shargls no par value. Only the capital assets
are liable for the company’s obligations. Anteilsgiéschaften are set up through contract
that includes the entity’s name, domicile, purp@s® an exact description of the capital
assets as well as the amount of shares held byskaceholder. It further has to determine
the structure of its organs. The contract has tsubenitted to the public registry and is
accessible only upon proof of a legitimate intecgsduthorization. The Anteilsgesellschaft
may only issue nominal shares, not bearer shahesrdles governing registered
cooperatives are applicable to Anteilsgesellschafte

4. Gesellschaft mit beschraenkter Haftung (Limited.iability Company)

78. A Gesellschaft mit beschraenkter Haftung (GmbHeisup by one or more natural or
legal persons and for any given purpose. The legaimum capital stock for GmbH’s is
CHF30,000 and has to be paid in full at the timeegfistration. The founding statute has to
include information on purpose, representationandunt of capital stock of the GmbH, on
the capital share of each shareholder as well msaile, duration and representation of the
GmbH. In addition to a notarized copy of the stttite registry has to be provided with the
name and address of every partner and directaamster of shares is only valid if it is
communicated to all shareholders and reflectetlercompany’s list of shareholders. All
registered information on a GmbH, including stagwdad other documents, is accessible by
the public. The GmbH may issue nominal but not éesinares. The highest organ of the
GmbH is typically the assembly of shareholders matagement is vested in all founding
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partners jointly. The statute may, however, transfanagement functions to any third party.
Partners share profits as well as losses basdtkarshare of the capital stock.

5. Genossenschaft (Cooperative)

79. A Genossenschatft is an association of an unlinmtedber of members with the
purpose of advancing and strengthening a joint ceroial interest of its members. The
founding statute has to provide information onrthene, purpose and duration of the
cooperative, the terms of its membership, includimember contributions, as well as the
liability of its shareholders. It further has taelenine the type of shares it may issue and
provide information on the company’s organs. Thelipuegister has to be provided with a
notarized copy of the statutes. A list of names @iciles of all directors and revisors of
the cooperative have to be provided as well. Aliseered information is accessible by the
public. Documents and statutes provided to thestegmay be accessed upon proof of a
legitimate interest in the information of authotiea by the company concerned. Based on
Article 447 PGR, Genossenschaften may issue cat#s of participation on name or bearer,
whereby bearer certificates may not be issued fraonally-liable shareholder. The highest
organ of the Genossenschatft is typically the asbeailshareholders.

6. Versicherungsverein auf Gegenseitigkeit und Hisdkassen (Mutual Insurance
Company)

80. A Versicherungsverein auf Gegenseitigkeit und IHdfsse is set up to insure its
shareholders based on mutuality. The founding t&stoave to include information on name
and domicile, insurance branch and regional fiéldativity of the entity, about the structure
of its organs, the terms of the insurance coveamgemembership, and about the insurance
funds. In addition to a notarized copy of the digtthe registry needs to be provided with
names and domiciles of directors and revisors disas@ecords documenting the
establishment of the insurance fund. All registarédrmation is accessible by the public.
Documents and statutes provided to the registerlmaccessed upon proof of a legitimate
interest in the information of authorization by tt@mpany concerned. Based on Article 508
PGR, the Versicherungsverein auf Gegenseitigkeyt issgue certificates of participation or
securities on name or bearer.

7. Verein (Commercial and non-commercial Associatio)

81. Vereine set up for political, economical, sociopadil, religious, scientific, artistic,
charitable, social, or other non-commercial purgag&ain legal personality through an act
of formation and do not have to register. Such @asons may, however, register if they
wish to do so. Vereine that operate commerciallfptidl their purpose obtain legal
personality through registration, in which casertiles on registration of Genossenschaften
apply. At least three founders are necessary tosatVerein. The founding statute has to
include name and domicile, purpose and financsbdueces of the Verein, the terms of
admission and, if applicable, the amount of mentbpriees, as well as information on
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representation and organ structure. Vereine obligedgister have to submit a signed copy
of the statute as well as name and address oftalisesand, if any member is personally
liable, a full list of all Verein members. All resiered information is accessible by the public.
Documents and statutes provided to the registerbmagccessed upon proof of a legitimate
interest in the information of authorization by tt@mpany concerned. The Verein’s
designated director is assumed to also have maabhged representative powers.

8. Societas Europaea (SE)

82. The Societas Europaea is regulated by Council Régual (EEC) No. 2157/2001 of
October 8, 2001 on Statute for a European Compary/the Liechtenstein Gesetz ueber das
Statut der Europaeischen Gesellschaft (SE-Geddig)Regulation stipulates that it will
permit the creation and management of companidsaMiuropean dimension, free from the
obstacles arising from the disparity and the liohikerritorial application of national company
law. The essential objective of legal rules govwegrbEs is to enable companies from
different European Economic Area (EEA) Member Statemerge or to create a holding
company and enable companies and other legal gecsorying on economic activities and
governed by the laws of different Member Statefotm joint subsidiaries. Complementary
to the SE-Gesetz, the provisions on Koerperschaiftgeneral and Aktiengesellschaften in
particular are applicable to SE. Therefore, regigin requirements are the same as for AG
and all registered information, including statudes other documents, is accessible by the
public.

Anstalten and Stiftungen
1. Anstalten (Establishments)

83.  Anstalten are autonomous funds with legal perstntdat serve a permanent
commercial or other purpose that is not governeduiyic law. Although the law does not
define “commercial purpose,” the office of the palvkgistrar stated that this term would
entail any commercial activity whatsoever. The pusnagement of assets would not be
deemed commercial. The Anstalt’s founding stateteds to be in writing and contain the
entity’s explicit designation as “Anstalt.” Nameyrpose, and estimated amount of the
Anstalt funds as well as the powers of the Angtditghest organ and its management need
to be determined in the statute as well. In additcoa notarized copy of the statute, the
registry has to be provided with information on #mount of Anstalt funds and the name
and address of the Anstalt's management. Informadofounders or persons in whom
founder rights are vested does not have to be gedviAll registered information is
accessible by the public. Documents and statutesded to the register may be accessed
upon proof of a legitimate interest in the inforroator authorization by the company
concerned.

84. An Anstalt is set up by one or more founders, wlay ime natural or legal persons.
Typically, the founder is the Anstalt’s highest ang However, a founder may transfer his
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rights or execute them through authorized thirdipar Founders or persons in whom
founder rights are vested may change the Anststhsite at any time, including the rights of
the beneficiaries and the amount of the Anstaltrgl, whereby founders and directors may
themselves be beneficiaries. Anstalt funds haveetat least CHF30,000. The Anstalt’s
beneficiaries as well as persons in whom foundgtsiare vested are typically determined
through by-statute, which do not have to be sulechito the registry. If no beneficiaries are
provided for, individuals in whom founder rightearested are presumed to be beneficiaries
of the Anstalt.

2. Stiftungen (Foundations)

85.  Stiftungen are autonomous funds with legal perstynthlat serve a designated
purpose, such as religious, family, or charitahlgppses. Unlike Anstalten, Stiftungen may
conduct commercial business only in pursuit obitged non-commercial purpose.
Generally, Stiftungen have to be registered toinl&ayal personality. Religious and family
Stiftungen as well as Stiftungen with ascertainedszertainable beneficiaries do not have to
be registered but obtain legal personality metaigugh an act of formation. Pure
investment and holding Stiftungen do not requiggsteation. Stiftungen not required to
register have to deposit their statutes with thygstear. Any Stiftung that conducts
commercial businessggardless of its designated purpose, has to listeesd.

86.  Stiftungen are set up by one or more natural allpgrsons through statute, will, or
will contract. The founding deed has to provide raaddress and purpose of the Stiftung,
and designate and provide for procedures to makegds in a Stiftungsvorstand (board of
directors). Stiftungen required to register havprtwvide the registry with a notarized copy
of the founding deed as well as names and addressiamnembers of the Stiftungsvorstand.
All registered information is accessible by the lpulDocuments and statutes provided in the
course of registration may be accessed upon pfaofagitimate interest in the information.
Stiftungen exempted from the registration requinetmeust deposit a notarized copy of the
founding deed with the GBOERA. Any information ogpasited Stiftungen, including

copies of the founding deed, may only be accessedgh court order. However, law
enforcement authorities, the FIU, and the FMA meaylovided with the name and address
of the representative of a deposited legal entigrcangement. Information on founders and
beneficiaries is typically contained in the by-lawich do not have to be registered or
deposited. As of March 10, 2007, 60 percent oéalties in the Liechtenstein registry related
to deposited Stiftungen and trust deeds. The rggisuld not provide clarification on the
exact amount of deposited Stiftungen versus degobsitist deeds. However, representatives
of the GBOERA stated that there was a clear preéeréor Stiftungen over trusts. Whereas
the number of entities registered in Liechtenstigiareased since 2004, the number of
deposited Stiftungen and trusts increased by 8¢epé

87. In contrast to the founder of an Anstalt, the faemalf a Stiftung loses all rights in
relation to the Stiftung, unless the statute expliprovides for certain non-transferable
rights to be reserved. The founder may not, howentuence the organization or
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management of the Stiftung in a continuous andusket way. The founder may name
himself as beneficiary or designate a third pafiyilator) to determine the beneficiaries of
the Stiftung. Based on Article 567 in connectiothwArticles 552.4. PGR and 117.2. TrUG,
Stiftungen may issue Treuhandzertifikate (trustiteates) on bearer. The minimum amount
of the Stiftungsfunds (assets) is CHF30,000. Gdiyestiftungen are not required to keep
books of account.

Legal Arrangements
1. Trusts

88.  Under Liechtenstein law a trustee is any naturdgal person to whom a trust
settlor transfers movable or immovable assetsgbitsiwith the obligation to administer and
hold these assets in his own name as an indepeledahbwner for the benefit of one or
more beneficiaries and with effect towards all ohersons.

89. A Liechtenstein trust may be established througkttdeed, written declaration by
the settlor and written acceptance of the trusieby will. In contrast to the Stiftung, the
trust is not limited to a certain designated nomwwercial purpose. The trust deed has to
provide information on the settlor, the trusteesnge, date and domicile of the trust, amount
of the trust assets, as wellrgghts and obligations maintained by the settldre Trust deed
may provide for a protector to limit the trustedscretion by requiring protector consent for
any or certain actions. Trusts set up for a dunatiomore than 12 months have to be either
registered or deposited if at least one trusteensiciled in Liechtenstein, whereby the
choice is at the settlor’s discretion. Registratiequires a trustee to provide information on
the name, date of establishment, and durationeofrttst, as well as the name and address of
all trustees. A copy of the trust deed does noehiawbe submitted. All registered
information is accessible by the public. Alternatiy a settlor may choose to deposit a
notarized copy of the trust deed with the GBOERApDsited trust deeds may only be
accessed through court order. However, law enfoecgmuthorities, the FIU, and the FMA
may be provided with the name and address of tistete of a deposited trust.

90. The settlor may determine the terms of the trelsitionship and specify conditions

or a period of time after which the trust asse¢sraverted back to the settlor or transferred to
another natural or legal person (flee clauses).l@Wwaloes not limit the conditions that may
trigger a transfer or revocation of trust asseke 3ettlor may determine the conditions
according to which an appointed trustee or desgghbeneficiary may be removed or
exchanged. Trustees have fiduciary duties, argetlio adhere to the terms of the trust as
determined in the trust deed, and are liable a@egttd the principles of contract law. The
settlor may be beneficiary of the trust. If no Weraries are provided for in the deed, the
settlor is assumed to be the trust beneficiary.tiitee may not be the sole beneficiary.
According to Article 928 PGR, trust deeds may pdevior the issuance of shares in the form
of “Treuhandzertifikate” (trust certificates) onma or bearer. The relationship of
participants in relation to the trust enterprisegaich other, and to third parties may be
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determined and regulated through reglements oawg;l sometimes also called letters of
wishes.

91. There is no required minimum of trust assets. Brase not required to keep books or
appoint a Revisionsstelle. The trust deed detersrtime law of which country applies to a
specific trust relationship. In cases of doubt,l#ve of the country in which the trustee or the
majority of trustees is located applies. Trustsupein other jurisdictions may be established
in Liechtenstein. However, Liechtenstein law alwapgplies to the relationship between the
trust and third parties.

2. Trust Enterprises

92.  Atrust enterprise as eigentliche Geschaeftstralitsaain enterprise without legal
personality, which is set up by one or more truste® is acting under its own name and is
endowed with its own trust assets. The eigentlbschaeftstreuhansl liable according to
the TrUG The statute may also provide for the trust enteeptd havéegal personality
(uneigentliche Treuunternehmeif)not otherwise provided for in the deed, a tresterprise
is presumed to have no legal personality and therngé provisions on Partnerships
(Personenverbaende) apply. In contrast to the dieesd, all trust enterprisase required to
register.

93. The trust enterprise’s founding statute has toigeinformation on name, address,
duration, purpose, and assets of the enterpriseekhgs on the number of trustees and how
they are appointed. In addition to a notarized coiphe trust deed, the registry needs to be
provided with the name, occupation, and addresdl tfustees. All registered information is
accessible by the public. Documents and statutesded to the public registry may be
accessed upon proof of a legitimate interest innf@mation of authorization by the trust
enterprise. Information on the settlors and bersis is usually contained in the by-laws,
which do not have to be registered. The settlor alsy be beneficiary of the trust. As in the
case of trust deeds, the settlor of a trust enterpnay provide for a “protector” who has the
discretionary powers to remove or exchange trusteddeneficiaries. Unless otherwise
provided for in the trust deed, all trustees togetbrm the Treuhaenderrat (board of
trusteesps the managing organ of the trust enterprise. rloeg to Article 114 TrUG, trust
enterprise may issue securities on name or bebmgst assets have to be at least CHF30,000.
Trustees are generally not personally liable fdigaltions of the trust enterprise.

94.  As of March 10, 2007, 2,005 trusts were registémddechtenstein. It could not be
established during the assessment how many of @& 2vere registered trust deeds and
how many were trust enterprises with or withoutlggersonality.

1.6 Overview of strategy to prevent money laundering andérrorist financing
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a. AML/CFT Strategies and Priorities

95.  The authorities have identified the implementatbthe know-your-customer (KYC)
principle as the cornerstone on which they base AML/CFT measures. The mandatory
application of the KYC measures is based on theirement that persons subject to due
diligence (financial institutions and DNFBPs) mastnpile a profile for each and every
business relationship, from which the economic gemknd and the origin of the assets as
well as the intended use of the assets can be Beeand DNFBPs that are subject to due
diligence must monitor the business relationshipthe basis of each profile. If transactions
or situations arise that deviate from the profileéh@t meet special risk criteria, then inquiries
must be undertaken. If these inquiries do not teaalsatisfactory, i.e., plausible result, a
report must be submitted to the financial intelige unit (FIU). The FMA informed the
assessors that the highest priority of its superyiactivity is that the profiles contain
sufficient meaningful information.

96. During the course of the assessment—and, in p&tida meetings with the private
sector—it was evident to the assessors that thadial institutions and DNFBPs
interviewed have adopted and implemented the prbfiised approach. The assessors
acknowledge the substantial progress made in¢lgsrd by Liechtenstein since the last
evaluation and recommends that the depth of thiysieaonducted by the financial
institutions and DNFBPs be increased further tty fidflect the high-risk nature of much of
the financial services business conducted in auiin Liechtenstein. The legal basis for the
KYC requirements, while apparently functioning weallpractice for many of the entities
subject to due diligence, falls short in some gigant respects when analyzed strictly in
comparison to the detailed criteria of the assessmethodology. While the implementation
of the KYC requirements is mandatory, the mannemplementation appears to allow a
material degree of discretion to the entities sttij@ due diligence: this application of a risk-
based approach is considered in more detail below.

97. Interms of strategy, other priorities identifieglthe authorities included:

. Treating DNFBPs for the purposes of AML/CFT reqmsnts on the same basis as
financial institutions. This is appropriate haviggard to the importance in
Liechtenstein of the structures permitted undermgamy law (as described in detail
above) and the key role of the trust and compangicgeproviders. Accordingly, the
same rules apply to DNFBPs as to financial insting; the inspections take place
according to the same principles; and the sameoatytlfthe FMA) is responsible for
monitoring. In this way, the authorities aim to ersthat the regulation and
monitoring of the DNFBPs reaches the same levéiasegulation and monitoring of
the financial institutions.

. Targeted training of the financial market particifsaand sensitizing them to relevant
fact patterns. The professional associations hesggnized the importance of staff
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training for the suppression of money laundering &mrorist financing and have
jointly established the Institution for Compliaresred Quality Management (ICQM);

. Taking the steps necessary to further enhancertivisppon of mutual legal assistance
and the cooperation of the prosecution authoritlesFIU, and the FMA with their
counterparts abroad, to reflect the importanceasszborder financial activity to the
Liechtenstein financial center. This is evidengaatticularly since the creation of
improved legal foundations and a strengthenindnefauthorities in 2000, by the
work done by the police, the FIU, the FMA, the Odfiof the Public Prosecutor, and
the Court of Justice with their foreign partnersthoon the bilateral level and via the
relevant international organizations such as Iiethe Egmont Group, the European
Judicial Network (EJN), Eurojust, and the Interoa#il Association of Prosecutors
(IAP), to name only a few. Over the course of tharg, the authorities report that
numerous direct and personal contacts have beablisked that have proven
themselves very helpful with respect to individoases of money laundering or
terrorist financing. Information leading to the peaution in other countries of a
number of financial crime cases, including highfieccases, has originated from or
otherwise been provided by Liechtenstein and a murabforeign authorities have
confirmed to the assessors (by responses to a MOMEYjquestionnaire and
otherwise) that they are satisfied with the impubievels of cooperation provided in
recent years by the Liechtenstein authorities;

. Adoption and implementation of the EU Third Moneguindering Directive is
underway, in accordance with Liechtenstein’s EEAgattions, and a number of
other legal and legislative amendments are plannelliding full implementation of
the Vienna Convention and ratification and full leypentation of the United Nations
Convention against Corruption and of the Palermov@ation, as well as its first two
additional Protocols.

b. The institutional framework for combating moneylaundering and terrorist
financing

98. The range of authorities in Liechtenstein with AMIIET roles and responsibilities is
as follows:

. Ministry of Foreign Affairs

99. The main responsibilities of the Ministry of Foneigffairs include the preparation
and treatment of all government business relatinigternational agreements and treaties,
bilateral and multilateral cooperation, Europead eaternational cooperation, international
organizations and conferences, and diplomatic andwdar relations, including where
relevant to AML/CFT.

. Ministry of Finance
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100. According to the Government Program, the goal®efMinistry of Finance include
strengthening the position of the financial cemted combating the abuse of the financial
center for criminal purposes. In connection witl thpositioning of the financial center and
the fight against abuse, in the dialogue with uasimternational organizations and
jurisdictions, particular attention is paid to fight against terrorist financing.

. Ministry of Justice

101. According to the Ministry Plan, the Ministry of Jie® is assigned the areas of civil
law, including the Law on Persons and Companiasiical law, execution, estate, and
bankruptcy law, procedural law, data protectiontuallegal assistance, extradition and
transit, enforcement of sentences, and foundadan In these areas, responsibilities include
updating the existing legal order by preparing arahaging legislative texts and legislative
amendment processes, such as those arising frazhteiestein's membership in the EEA.
The revision of the Mutual Legal Assistance AcRB00 has led to fewer appeals
possibilities and therefore to a quicker completb@an increasing number of foreign
requests for legal assistance, which has met \aiibfaction abroad.

. Counter-Terrorism Coordination Task Force

102. The government has established a Counter-TerrdZisardination Task Force,
headed by the FIU, and including the FMA, natigmalice, public prosecutor, legal
assistance unit, judicial service, personal stathe government (directly reporting to the
prime minister), foreign ministry, and the presioef

. Government Legal Services

103. The Government Legal Services is a permanent offitke government reporting
directly to the Prime Minister. Among the respoiigibs is the ongoing adjustment of the
Taliban Ordinance to UNSCR/1267(1999).

. Financial Intelligence Unit (FIU)

104. The financial intelligence unit (FIU) is the cent&ate office for obtaining and
analyzing information necessary for the recognibbmoney laundering, predicate offenses
of money laundering, organized crime, and terrdimstncing. It is also the office to which
suspicious activity reports (SARs) are submitted igrdescribed by the authorities as an
essential element of the State regulation systartribating to the protection of the
Liechtenstein financial center from abuse. Sevatfi stembers are employed in the FIU.

105. The Law on the Financial Intelligence Unit (FIU Acof March 14, 2002, which
entered into force on May 8, 2002, created the &btegal basis for the FIU. This law
replaced the previous Ordinance on the Financtalligence Unit of February 22, 2001 as
the legal basis for the FIU. The content of the Riti specifies the competencies and
responsibilities, as well as the rights and dutiethe FIU in connection with obtaining and
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analyzing information for the recognition of morlayndering, predicate offenses of money
laundering, organized crime, and terrorist finagcihhe focus is on the competence to
receive reports pursuant to Article 16, paragrapind Article 17, paragraph 1 of the Due
Diligence Act.

. National Police

106. The National Police is divided into the armed pokorps and the civilian, unarmed
service branches, and the riot police and reportisd government. According to the Police
Act, the National Police responsibilities includ#ger alia:

* Conducting investigations pursuant to the Cod€rahinal Procedure;

» Executing assignments by government offices, adstrative authorities, and courts, to
the extent laws or ordinances so provide; and

» Supporting the prevention of accidents and crime.

107. Organizationally, the National Police is structunetd the Safety and Traffic
Division, the Criminal Police Division, and the Corand Services Division. The Chief of
Police is the head manager of the National Polieeis supported by the Chief of Staff, who
is responsible for the administration and alsoeens the head of the Command Services
Division. The Chief of Police and the division heambnstitute the Executive Staff of the
National Police. As of September 2006, the Natidtaice had 118 staff members, 85 of
whom were police officers and 33 were civilian eaygles. Nine staff members work in the
Financial Crime section of the National Police.

. Office of the Public Prosecutor

108. The responsibility of the Office of the Public Peostor is to prosecute, indict, and
represent the indictment before the competent @udfficio with respect to all punishable
acts of which it learns and that are not merelyexthio investigation and punishment on the
application of an involved party. The Princely Qsuspecifically four investigative
magistrates, are responsible for the necessaay ¢eders and search orders for ML and FT.
The Office of the Public Prosecutor safeguardsrterests of the State in the administration
of justice, in particular with respect to the adstiration of criminal justice and mutual legal
assistance in criminal matters. In the exercisésaksponsibilities, it is independent of the
courts. Within the framework of the principle o§#dity, the Office of the Public Prosecutor
reviews all reports of punishable acts it receihas must be prosecuted ex officio. If there
are sufficient grounds for initiation of proceednghe Public Prosecutor submits an
application for initiation of an investigation omait of indictment. Otherwise, he
discontinues the proceedings. The Office of theliPltyosecutor represents the State before
individual Judges, the Juvenile Court, the Coultaf Assessors, the Criminal Court, the
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Court of Appeals, the Supreme Court, and in Custbraaty matters, the Cantonal Court of
St. Gallen. The Office of the Public Prosecutor kayp 12 staff members.

. Financial Market Authority (FMA)

109. The FMA is an independent, integrated financialkmasupervisory authority
operating as an autonomous institution under pudc It reports exclusively to the
Liechtenstein Parliament, i.e., it is independdrihe government and the financial market
participants. The FMA has been operational sinceady 1, 2005, with 29 full-time staff
members.

Organs

the Board, elected by Parliament, term of offioge&rs (5 members):
o] overall supervision, mission statement, strategyamization,

0 finances, plus special powers in important cases

the General Management, nominated by the Boardef#lvers):

0 operational management of the FMA

the National Audit Office serves as the AuditindiCd

Objectives

» safeguarding the stability of the Liechtensteirafioial center;

» protection of clients;

» prevention of abuses; and

* implementation of and compliance with recognizadnmational standards.
Responsibilities

» supervision and execution of the special legishgtio

* regulation, in particular, adoption into domeséw/lof relevant EEA enactments, in
coordination with the government; issuing of guike$ and recommendations;

* representation of the interests of Liechtensteint@rnational bodies, in coordination
with the government.

110. The FMA is the competent authority to superviseDIDsA pursuant to Article 23
DDA. ltis, therefore, the competent authority AVIL/CFT purposes for all financial
institutions and DNFBPs in Liechtenstein. In additithe FMA is mandated by the
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government with elaborating proposals to implenieternational due diligence standards
(e.g., the relevant parts of the FATF 40+9 or theltEU Money Laundering Directive).
Furthermore, the FMA represents Liechtenstein diggrdue diligence issues on an
international level. The CEO of the FMA is the heddhe Liechtenstein MONEYVAL
delegation.

. Office of Land and Public Registration (GBOERA)

111. The Public Registry is a register with public ascasd public evidentiary value, the
primary purpose of which is to ensure the legalatety of commercial transactions by
disclosing arrangements under private law, esggdiability and representation
arrangements, entered into by the natural and [e&abns operating in this sphere.

112. Its main responsibilities are:

» Entry of businesses, foundations, establishmetds, e
» Deposit of documents relating to foundations, sisgtttlements, and other instruments;
» Public authorizations; and

» Clarification of names and business names, perfocmaf the legally-required
announcements, various official acts such as manga@ompliance with various
requirements (submission of balance sheet, et@pges of domicile, reviews, and
preliminary reviews.

113. The Public Registry, including the registrationsl @ocumentation, is accessible to
the public; however, only for persons who can dssé&gitimate interest. With respect to
companies limited by shares, partnerships limitedhares, and limited liability companies,
reviewing and copying register files is permissilp®n written request even without
certification of a legitimate interest. The revieaxtracts, copies, or certifications of
deposited files and documents (especially the depbfoundation documents, trust deeds,
and the like) may, however, only be demanded byl#positor and the authorized persons,
as well as overall legal successors. Accordindjigre is no right of review and information
vis-a-vis the Office of Land and Public Registrytiacts from the register of listed
undertakings (Extracts from the Public Registryyn@wever, be ordered at any time
without evidence of interest. These extracts anegly only issued in certified form and
are not sent by fax. The Public Registry is a tegiwith public access and public
evidentiary value, the primary purpose of whickoiensure the legal certainty of
commercial transactions by disclosing arrangemeander private law, especially liability
and representation arrangements, entered intoebyetural and legal persons operating in
this sphere.

. Role of other authorities
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114. Pursuant to Article 16.1 DDA, all State offices bavduty to report to the FIU in
relation to money laundering and financing of tasim, especially the FMA, the Fiscal
Authority, and the Office of Trade and Transpodati

C. Approach concerning risk

115. The authorities indicated that they have introdutgikdbased measures by reference
to the text of the EU Third Money Laundering Dilget although they may need to revise
the current approach as part of the adoption d2@@8 of measures to formally implement
the Directive. The authorities also note that Ltealstein does not pursue its own risk-based
policy, as such, in relation to reduced CDD measuf®wever, the assessors found that, in
relation to preventive measures, both the autlesraind the private sector representatives
interviewed referred frequently and consistentlyhg application in practice of a risk-based
approach. While the implementation of KYC measuvas confirmed as mandatory in all
cases, the level of perceived risk appeared todeexrmining factor in deciding the level of
attention given to KYC, the depth of analysis, &mellevel of enquiries in individual cases.
While this approach has merit in principle, theegssrs concluded that there may be over-
reliance on the risk-based approach when comparteetspecific criteria of the FATF
Recommendations.

116. A key issue is the perception in Liechtensteinhef ineaning of high, normal, and

low risk, having regard to the confirmation by #nghorities that more than 90 percent of the
financial services business in Liechtenstein wdnddlefined as cross-border private banking
(or private insurance or asset management serviés)e not all of this business is
inherently risky, much of it would fall within theategories suggested by the FATF
methodology as examples of higher-risk business.adsessors found, however, that the
financial institutions and relevant DNFBPs in Ligafistein regarded much of this business
as routine and did not see it as, of its naturestiuting risk that should attract higher levels
of due diligence on their part. The responses ashtt would be regarded as high risk in
Liechtenstein consistently referred to a shortdfstategories that included foreign
politically-exposed persons (PEPs) and business &rertain geographical regions,
particularly in Eastern Europe. As set out belowhim detailed assessment, the assessors
regarded this approach as falling significantlyrsled compliance with a number of the

FATF Recommendations.

117. Of particular concern was the level of discretibattthe legal provisions allow to
persons subject to due diligence in identifyingriagural persons who are the ultimate
beneficial owners or controllers of accounts opataassets managed, or legal structures
created in Liechtenstein. While the beneficial omisgequired to be established, the
assumptions which persons subject to due diligane@ermitted to make raise concerns as
to whether the measures taken are effective irtipeadiaving regard to the inherently high-
risk nature of much of the cross-border financgavges business in Liechtenstein. The
assessment report also notes that Liechtenstampedsides for exemption from CDD of
certain categories of business (e.g., particulaaigpayments in Switzerland) which
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indicates that some types of business are clagsiBdow or zero risk for AML/CFT
purposes. While these are not major issues, theFHRdcommendations do not allow for
such exemption. Overall, the assessors concludé igezhtenstein financial institutions and
DNFBPs apply in practice a risk-based approach tiaite proportionate in some instances,
is inconsistent with the FATF Recommendations stgaificant extent, on both technical
and substantive grounds.

d. Progress since the last AML/CFT assessment
1) IMF assessment end-2002

118. In the last OFC assessment of Liechtenstein corduxy the IMF (end of 2002),
with respect to the due diligence law, the IMF e$the following main recommendations:

1. the prohibition against tipping-off after a suspics activity report should be
unlimited in time;

2. the blocking of assets after a suspicious actngport should not be automatic, but
rather should be ordered by the Financial IntefiggeUnit as required;

3. there should be an administrative penalty for adneof the prohibition against
tipping-off; and

4. in the case of banks, due diligence inspectionsaaidits pursuant to banking
supervision law should be consolidated and cawigdy the same auditor.

119. The 2002 IMF assessment was based on the 1996wearfsihe FATF
Recommendations and associated assessment metpondsiloce the 2002 assessment,
Liechtenstein has totally revised the DDA and DIDQ@he course of implementing the
Second EU Money Laundering Directive. The revisegotments entered into force on
February 1, 2005, entailing the following princigalanges:

» Extension of the object of the Act to the supp@ssif terrorist financing;

» Extension of the personal scope of applicationutditars, audit companies, and audit
offices appointed under special laws, and moreigimtconcerning the material scope
of application;

* New obligations relating to correspondent bankti@eships and electronic payment
orders, as well as with regard to shell banks assipooks, accounts, and custody
accounts payable to bearer;

* Obligation of risk-adequate and global monitoring;

» Competence of the FMA; and
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Inclusion of the provisions in the Act on mandatamglitors, audit companies, and audit
offices appointed under special laws to conductdiligence inspections.

120. With respect to the specific recommendations of20@2 IMF assessment, the
following was the position at the time of the 2@®F&essment:

2.

The first recommendation has not been implemenaddrs It was based on the rule in
force at the time providing for a prohibition aggtitipping-off for 10 days, with the
possibility of extension by 20 days. As part of taeision of the DDA, this rule was
adjusted so that a prohibition against tippingadf20 days without the possibility of
extension is provided for. In the Report and Apgtiien to Parliament, prepared in the
context of the revisions proposed to the DDA, theeggnment stated: "Already before the
consultation procedure, the government had encoethtgide-spread resistance among
persons subject to due diligence against a 'lifgrlprohibition against tipping-off. It
recognizes that such a solution would be undulgéusome for the persons subject to
due diligence, since they would accordingly notehthe possibility of subsequently
explaining any irregularities that may have arifem the prohibition against tipping-off
to clients or other persons subject to due diligemcforeign financial intermediaries
with whom they work together on a regular basis] ['he duration of 20 days now
recommended is a compromise solution with the dieneuring legal certainty.”

The second recommendation has been taken into @sicicopart in that the revision of the
DDA has introduced "flexible" blocking of assetss&ts continue to be blocked as
before, however, only for a maximum of five dayswéver, the blocking may be
suspended by the FIU for specified individual teast®ns.

The third recommendation has been implementedeiméantime by Article 30.1(k)
DDA in the course of the revision of the DDA.

The fourth recommendation was taken into accou0BB through a change in practice.
This practice has now been enshrined in law inchgt24.5 of the revised DDA.

MONEYVAL mutual evaluation, 2003

121. The following list records progress (indicated oid) made by the Liechtenstein
authorities in addressing the main recommendatdMONEYVAL'’s second round mutual
evaluation report which was adopted in June 2003.

Ensure sustainability of the progress achievedrbyiging for staff continuity at key
positions of the anti-money laundering system difetiag further training to local
professionals;

Staff continuity, particularly in key positions, has been assured since the time of the
assessment.

Monitor, with the scope of reducing, the over-retia of the financial sector on the FIU
in filing suspicious reports;
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This recommendation has not been implemented and ¢hconsulting process has
been retained.

Reuvisit Article 8(1) of the DDA which still refepta “strong suspicion”;
Implemented as part of the revision of the DDA whib came into force in 2005.

Revise Articles 9 (5) and (6) of the DDU with thmpe of sanctioning tipping off and
introduce penalties;

Article 9 DDA revised in that the freezing period reduced to five days and the
tipping off prohibition period extended to 20 days.Criminal sanction for tipping off
introduced.

Empower the FIU to have access to all necessapynr&tion for its analysis, including
information related to beneficial ownership, andvile a legal basis for its access to
databases;

This situation has remained unchanged.

Specifically prohibit (by law or executive ordetkg further opening of bearer accounts;
Bearer passbooks prohibited by amendment of the DDAffective February 1, 2005.

Introduce a system of enhanced customer due ddegand supervisory monitoring with
regard to numbered accounts as well as approguatiance to compliance and due
diligence officers for the identification of susjaigs transaction specific to these
accounts;

Numbered accounts included in list of indicators oML in annex to FMA Guideline
2005/1.

Take adequate measures to deal with bearer sharless prohibiting their use in the
capital of banks and other financial institutiomsraroducing a mandatory obligation to
register transfers of such bearer shares at th&teuof the institution itself with
notification to the regulator;

Some measures to address the risks of bearer shatesve been taken by
implementing the Article 180a regime whereby at lest one Liechtenstein resident is
required to be a director of every company that is\ot commercially active.

Introduce an obligation for the Registrar of compario ascertain prior to registration
the veracity of data concerning entities seekimgsteation and prohibit the use of
general “power-of-attorney” for managing such eesit

Implemented by amendments to Article 960.f and 96BRGR (LGB1.2003 Nr. 63).

Address reporting obligations by supervisory authes where suspicious transactions
are encountered in the course of their supervigank;
Implemented by Article 16 DDA.

Further extend the list of predicate offenses teecall criminal offenses, including all
misdemeanors, but at least those covered by tlemddelU Directive and keep
professionals abreast of changes in the list;
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List of predicate offenses extended, including misimeanors, other than fiscal
offenses.

Merge paragraphs 1 and 2 of Article 165, raisddkiel of penalty up to 3 years of
imprisonment for money laundering offenses undéickr 165, paragraph 2 and delete
the phrase “committed by another person” from é&x of the provision and delete
paragraph 5 of Article 165;

Implemented through amendment of Article 165 StGB.

Introduce corporate criminal liability;
Not implemented.

Restrict the conditions under which assets canadbifeited frombona fidaethird
parties pursuant to Article 20c of the Criminal @ahd Article 354 of the Code of
Criminal Procedure;

Not implemented.

Ratify the Vienna Convention and the 1978 Additidhatocol to the ECMA; consider
joining the Second Additional Protocol to ECMA,; oesider domestic policy barring
mutual legal assistance in fiscal matters;

Vienna Convention ratified on March 9, 2007; Seconddditional Protocol to

ECMA considered but not adopted; bar on MLA for certain fiscal matters removed
on July 27, 2007.

Increase substantially FIU staff.
FIU staff increased.
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2 LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES
Laws and Regulations
2.1 Criminalization of Money Laundering (R.1 & 2)
2.1.1 Description and Analysis
Criminalization of Money Laundering (c. 1.1 - Ploaiand Material Elements of the Offense):

122. Liechtenstein has ratified the United Nations Cartia Against lllicit Traffic in

Narcotic Drugs and Psychotropic Substances (1988)\(ienna Convention) on March 9, 2007
and has signed but not yet ratified the United dfetiConvention Against Transnational
Organized Crime (the Palermo Convention).

123. Liechtenstein’s Criminal Code, the Stafgesetzb&tEB), is modeled on the Austrian
Criminal Code. Money laundering is criminalizedaigh Article 165 StGB. The last
amendments to the provision took place in 200dysion of self-laundering in Article 1.1) and
2003 (Article 1.6 was added and terrorism finanddegame a predicate offense for money
laundering). Article 165 StGB provides that theeoffe of money laundering is committed by:

(1) anyone who hides asset components originatorg & crime, a misdemeanor under
Articles 278d or 304 to 308 StGB or a misdemeamaien the Narcotics Act, or conceals
their origin, in particular by providing false infoation in legal transactions concerning the
origin or the true nature of the ownership or ottigints pertaining to the power of disposal
over, the transfer of, or concerning the locatibsuch asset components; and

(2) anyone who appropriates or takes into safekgepsset components originating from a
crime, a misdemeanor under Articles 278d or 30800 StGB, or a misdemeanor under the
Narcotics Act committed by another person, whettiér the intention merely to hold them
in safekeeping, to invest them, or to manage tleemiho converts, realizes, or transfers
such asset components to a third party.

124. The first part of Liechtenstein’s money launderaffgnse covers the concealment or
disguise of proceeds of crime. The second partigahzes the acquisition and possession, as
well as the conversion, use, or transfer of prosedarimes committed by a third party.

The Laundered Property (c. 1.2 and 1.2.1):

125. According to Article 165.4 StGB, proceeds are cnatiif they have been obtained
through the offense or received for the perpetnatiothe offense, including assets that represent
the value of the assets originally obtained orikexke Therefore, both direct and converted
proceeds are covered. The law does not provida &&finition of “Vermoegensbestandteile”
(asset components). However, a commentary to B8 $rovides that the term
“Vermoegenswerte” is to be understood in a broadeand would include corporeal as well as
incorporeal property and all assets representmaniiial value, including claims and interests in
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such assefsThe offense of money laundering, therefore, extéadsy type of property,
regardless of its value, that represents the pdscekcrime.

126. Article 165 StGB does not require a convictiondqoredicate offense to prove the illicit
origin of proceeds. However, independently frompghaceedings pertaining to a specific
predicate offense and based on the evaluatioreefdvidence, the judge in the course of
criminal proceedings pertaining to Article 165 StG&s to be convinced that a predicate offense
has been committed and that proceeds have beemd¢hrough the commission of the crime.
At the time of the assessment, there was no caoniédr money laundering in Liechtenstein.
The assessors could, therefore, not establistettet df proof required to determine the illicit
origin of proceeds and how specific the proof lwalsd in relation to a particular predicate
offense.

The Scope of the Predicate Offences (c. 1.3):

127. Atrticle 165 StGB provides that all felonies and gomisdemeanors are predicate
offenses for money laundering. The following FAT&stynated predicate offenses are covered
by Article 165 StGB. For most categories listelelLiechtenstein law provides for a range of
offenses.

Participation in an organized criminal group antkedeering: Article 278a and 278b StGB;
» Terrorism, including terrorist financing: Article’/8b and 278d StGB,;
» Trafficking in human beings and migrant smuggliAdticles 217 and 104 StGB,;

» Sexual exploitation, including sexual exploitatmichildren: Articles 200, 201.2, 204, 205,
206, 208.2, and 212.2 StGB;

 lllicit trafficking in narcotic drugs and psychopig substances: All misdemeanors in the
Betaeubungsmittelgesetz (Narcotics Act) are preglioHenses for money laundering,
including the sale or procurement of narcoticsfil@ncing of narcotic trafficking or the
procurement of financing of narcotics;

 lllicit arms trafficking: Article 20 WaffengesetAfms Act), Articles 33-36
Kriegsmaterialiengesetz (Act on War Material);

 lllicit trafficking in stolen and other goods: Acte 164.3 StGB;
» Corruption and bribery: Articles 304, 305, 306, 38id 308 StGB;

* Fraud: Articles 147.2, 148, 148a2, 153.2, and 1&BS

Counterfeiting currency: Articles 232, 233.2, 284d 237 StGB;

8 Dr. Frank Hoepfel, Dr. Eckart RatAViener Kommentar zum Strafgesetzbuc¥ienna: Manz, 2004.
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* Counterfeiting and piracy of productstticle 60.2 Markenschutzgesetz (Law Concerning
Brand Protection);

* Environmental crimes: No offenses;
* Murder, grievous bodily injury: Articles 75, 76,,7#8, 79, 85, 86, 87, 92.2, and 96.2 StGB;

* Kidnapping, illegal restraint and hostage-takingtides 99.2, 100, 101, 102, 103, 104, and
106 StGB;

* Robbery or theft: Articles 142, 143, 144, 145, 22829, 130, 131, 132.2, and 133 StGB;
* Smuggling: No offenses;

» Extortion: Articles 144.3 and 145 StGB;

* Forgery: No offenses;

» Piracy: Article 185 StGB; and

* Insider trading and market manipulation: Article R®larktmissbrauchsgesetz (Market
Abuse Act) covers insider trading; there is no prai@ offense for market manipulation.

128. Fiscal offenses, including serious and organizechfifraud, are not predicate offenses
for money laundering under Liechtenstein law.

129. Whereas most designated categories of predica#as# are covered, as outlined above,
Liechtenstein law does not provide for predicaterdes in the categoriesafivironmental
crimes, smuggling, forgery, and market manipulafi@ven though the authorities held the view
that the crimes of “willful endangerment througtclaar energy or ionizing radiation”, “willful
endangerment through explosives” and “preparatfanarsime with nuclear energy” would
constitute “environmental crimes”, these offensasigh harm to or endangerment of the
physical integrity of persons and/or property; tideynot provide for criminal liability in cases
where the environment is harmed or endangered.

Threshold Approach for Predicate Offenses (c. 1.4):

130. Liechtenstein has adopted a combined approacimgliatl felonies and a number of
misdemeanors as predicate offenses for money laimgd&elonies are intentional offenses
sanctioned with life imprisonment or imprisonmehtrmre than three years, whereby the
maximum sanction is the determining factor for diféerentiation between felonies or

% A new law that added Article 278 StGB, Articles2and 2 Bundesgesetz ueber Aufenthalt und Niedentasder
Auslénder (Law on the Temporary and Permanent Res&lof Foreign Nationals), and Article 76
Mehrwertsteuergesetz (Law Concerning Value Addeq Tathe list of predicate offenses for money kening
came into force on July 27, 2007, beyond the tiamge for consideration as part of this assessmbptcategories
of smuggling and forgery are covered under the lagw
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misdemeanor. Misdemeanors listed as predicate sgtefor money laundering relate to terrorist
financing, official corruption and misconduct byhtio officials, and offenses of the Narcotics
Act, including sale or procurement of narcoticeaficing narcotic trafficking, or the
procurement of financing of narcotics.

Extraterritorially-Committed Predicate Offensesi®):

131. According to Article 65 StGB, Liechtenstein’s crimal law is applicable to all conduct
that occurred in another country and if the agusishable in that country and (1) the offender is
a citizen of Liechtenstein at the time of commeneetof the proceedings or was a citizen of
Liechtenstein when the offense was committed oth@)offender is a foreign national but is
located in Liechtenstein and is not being extradite reasons other than the type of the offense.
The prosecutor stated that “punishable” referrecritminal sanctions. Therefore, all predicate
offenses for money laundering under Liechtenst@méxtend to conduct that occurred in
another country, where the conduct constitutesfi@mse in that country.

Laundering One’s Own lllicit Funds (c. 1.6):

132. Article 165.1 StGB criminalizes the concealmentisiguise of criminal proceeds,
regardless of whether the predicate offense has ctm@mitted by the offender or a third party.
Article 165.2, however, determines that the actjaisj taking into custody, conversion, use, or
transfer of proceeds of crimes shall only be craheed if the predicate offense has been
committed by a third party. Self-laundering is,rédfere, not criminalized for the acts of
acquiring, taking into custody, converting, usiogfransferring criminal proceeds. While the
assessors accept that the fundamental princigieedbis in idem” precludes the criminalization
of self laundering with respect to “appropriatiordaaking into custody”, the argument cannot
be accepted with regard to “conversion, use anste®’ of proceeds. These acts clearly
constitute crimes that are distinct from and godmelythe underlying predicate offense.

Article 165.5 further establishes that a person Wwa® been punished for “participation” in the
predicate offense may not be punished for moneydarng. Even under Article 165.1, a person
may, therefore, only be criminally liable for s&iindering if he/she has not been held liable for
the predicate offense. Although the purpose o2& amendment was to include self-
laundering in the offense of money-launderinge#ras that the circumstances in which self-
laundering may be prosecuted are still rare. Isdu# appear that the lack of criminalization of
self-laundering is based on fundamental principfesiechtenstein law.

Ancillary Offenses (c. 1.7):

133. Attempting, aiding and abetting, facilitating, atwlinseling the commission of an
offense are criminalized under the general proussiof the StGB. Article 15 StGB provides that
sanctions for an offense are not only being appbiezbmpleted crimes but also to attempted
crimes and for any participation in attempted cem&n act is considered attempted when the
perpetrator decides to carry out or to direct amogerson to carry out the act and takes a step
which immediately precedes the commission of timerAn offender may not be sanctioned



47

for attempt if he voluntarily abandons the comnuiesof the crime or prevents the commission
of the crime or voluntarily prevents the conseqesnaf the crime. Article 12 StGB provides that
not only the immediate offender is committing thipse, but everybody who directs another
person to commit an offense or who contributeiédodommission of the offense in any way. For
Articles 12 and 15 StGB to apply, the offender atinimum has to attempt the commission of a
criminal offense. While Article 278 StGB criminadiz the “association” of three or more persons
for the purpose of, amongst other crimes, moneydating pursuant to Article 165 StGB, the
scope of the conspiracy offense does not extertd & enough in that a conspiracy involving
only two people is not covered. The argument byatléorities that a fundamental principle of
Liechtenstein law, according to which only comndttéfenses and attempts may be
criminalized (Fur's Denken kann man nicht Henkewuld preclude the criminalization of
conspiracy to commit money laundering cannot bal@\argument for two reasons. First, the
mentioned principle does not seem to preclude oaiiaation of “association” of three or more
people to commit money laundering. Secondly, AetY7 StGB expressly criminalizes
conspiracy by two or more persons to commit murkielnapping, robbery, arson, and several
other listed crimes.

134. Additional Element - If an act overseas which doeesconstitute an offense overseas,
but would be a predicate offense if occurred doiai$f, lead to an offense of ML (c. 1.8):

135. According to Article 64 StGB, Liechtenstein’s crimai law is applicable to a list of
designated offenses committed in a third countd/ragardless of the criminal provisions of that
country. Among others, the list of designated asgenincludes money laundering if the predicate
offense has been committed in Liechtenstein asasgetérrorist financing where (1) the offender
is a citizen of Liechtenstein at the time of comoemnent of the proceedings or was a citizen of
Liechtenstein when the offense was committed oth@)offender is a foreign national, located

in Liechtenstein, and cannot be extradited. Offetiséed in Article 64 StGB are, therefore,
predicate offenses for money laundering regardiésgether or not the conduct is punishable

in the third country where the conduct occurred.

Liability of Natural Persons (c. 2.1):

136. The language of Article 165 StGB does not provioteaf specific intent, such as
knowingly. It also does not provide for sanctionofghegligence. Article 7 StGB provides that
all crimes are willful crimes, unless the law pies otherwise. According to Article 5 StGB, a
person acts willfully if he/she wished to bring abéacts that constitute a crime or seriously
believes that facts which constitute a crime mighbrought about and accepts that possibility
(dolus eventualjs The Vienna and Palermo Conventions require #rpgirator to act in the
knowledge that the laundered proceeds are crimimaint as defined in Liechtenstein law is less
strict than knowingly and therefore meets the imaépnal standard.

The Mental Element of the ML Offense (c. 2.2):
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137. Article 205 StPO provides for the application of tyeneral principle of free assessment
of evidence in criminal cases. According to this@ple, the judge is not bound by strict rules in
assessing and evaluating the evidence gathereddyutlecide according to his own conviction.
In a final decision related to aggravated fraud, ltfechtenstein Supreme Court decided that the
principle of free evaluation of evidence allows floe intentional element of a criminal offense
to be inferred from objective factual circumstan@€S 2003.3). This interpretation would also
be applicable to the money laundering offense.

Liability of Legal Persons (c. 2.3 and 2.4)

138. Liechtenstein law does not provide for criminalmanate liability. In limited
circumstances, a legal entity may be held resptanflp fines and procedural costs imposed on
one of its organs. Although Article 111 PGR prowder criminal liability of corporate entities,
the prosecutor stated that the PGR, as a civil é@wld not, by itself and without a provision in
the StGB to that effect, be used as a basis fonttiation of criminal proceedings. Where a
violation of the DDA occurs in the course of thesimess of a legal person, the penal provisions
apply to the person who acted on behalf of thellegaty. However, based on Article 33 DDA,

a legal person or trust asset may be jointly andrsdly liable for fines and costs that have been
imposed on that person.

Sanctions for ML (c. 2.5):

139. Article 165.1 StGB is sanctioned with imprisonmehtp to three years or a fine.

Article 165.2 StGB is sanctioned with imprisonmehtp to two years or a fine. If any act
described in the two provisions is committed iratiein to assets of a criminal organization or a
terrorist organization and the offender acts otrurcsions or in the interest of such an
organization, the offense may be sanctioned witbrimonment of up to three years. If assets in
excess of CHF75,000 are involved or the offeagsmmmitted by a member of a gang
according to Article 278 StGB, the conduct may &ecsioned with imprisonment of six months
to five years. The sanctions for money launderiregadso applicable to attempting, aiding and
abetting, facilitating, and counseling the comnuissif the offense.

140. The sanctions available for money laundering éa®st in the table below) are in line
with sanctions applicable to other offenses inSt@B (up to two years for active bribery, six
months to five years for terrorism financing, upsibo months or a fine for fraud, up to three
years for aggravated fraud, up to three yearsreadh of trust, and six months to five years for
extortion). Only few criminal offenses are punisheth stricter sanctions (up to 10 years for
counterfeiting currency, for breach of trust witlrfocularly heavy damage, for fraud with
particularly heavy damage, for fraud as a busirasd for fraudulent bankruptcy with
particularly heavy damage). No penalties have #igthaen imposed by Liechtenstein courts for
money laundering.

Money Laundering—hiding or concealing the origiree$ets

pursuant to Article 165(1) StGB Imprisonment up to three years or a fing
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Money Laundering—appropriating, taking into safglirg,
converting, realizing, or transferring assets pansto Article
165 (2) StGB

Money Laundering—Articles 165(1) and (2) StGB i$ets of a
criminal or terrorist organization are involved

Imprisonment up to two years or a fine

Imprisonment up to three years

Money Laundering —Articles 165 (1) and (2) StGRskets

exceed CHF75,000 or if committed by a member gdiag Imprisonment of six months to five year

[72)

141. By comparison, Switzerland sanctions money laundeawith imprisonment of up to
three years or up to four years in particularlyvgraases. Austria sanctions money laundering
with up to two years imprisonment or six month$ie years if the act is committed as a
member of a criminal organization or involves assetexcess of EUR40,000. Germany
provides for sanction of three months to five yearsix months to 10 years if the offense is a
particularly grave case or is committed as a mermbarcriminal organization.

Analysis of Effectiveness

142. Statistics kept at the Office of the Public Prosecahow that since 2003, 128 cases of
money laundering have been investigated underlarti65 StGB, of which 36 investigations
were conducted in 2006. Only two out of these 1286 were actually prosecuted under
Article 165 StGB. Both prosecutions were triggebgdsuspicious activity reports. One of the
prosecutions related to self-laundering in accocdamith Article 165.1 StGB, whereas the
second was prosecuted under Article 165.2 StGB fif$tecase was transferred to the Spanish
courts. The second case is currently being hedotdothe Liechtenstein courts. 11 cases have
been transferred to other jurisdictions, of whisfo ted to a conviction for money laundering,
one led to a conviction for a predicate offense, @ight cases are still pending. Although there
have been a number of convictions for violationhaef DDA and the commission of predicate
offenses, in particular breach of trust, there were€onvictions for money laundering under
Article 165 StGB. According to the public proseauimoney laundering investigations would in
many cases lead to in rem proceedings and resthleiforfeiture of considerable amounts.
Furthermore, money laundering investigations waftdn be conducted with a view to
collecting evidence for prosecutions in other jigsons. All these proceedings are classified as
terminated investigations in the statistics.

Statistics on money laundering offenses under Artle 165 StGB

2003 2004 2005 2006
Investigations 25 34 33 36
Prosecutions 0 0 1 1
Convictions 0 0 0 0
Transfer of proceedings to another jurisdiction 1 3 4 3

143. According to the public prosecutor, there were tmain reasons for the low number of
prosecutions and convictions: Firstly, in typicadmey laundering cases, neither the location
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where the predicate offense has been committethedocation of the offender is Liechtenstein.
Rather, cases are linked to Liechtenstein througjhgle transaction, the use of a front company
incorporated in Liechtenstein, or a Liechtenstearicial intermediary. In such cases, it would
be difficult to collect the necessary evidence hsag witness statements and documents from
other countries, in particular from countries adgsEurope. In addition, in cases where the
launderer has been convicted for the predicatezhe# abroad, he/she may no longer be held
liable for money laundering under Liechtenstein.|®gcondly, in cases that involved
Liechtenstein trustees, the investigation ofteread®d negligence on the part of the suspect
trustee, which would allow a prosecution of a DD#lér DDO violation. However, it was
difficult to prove the required intent by the trestneeded to initiate prosecutions for money
laundering. Furthermore, in cases where intentccbalestablished, the offender was typically
prosecuted for the predicate offense rather thamibney laundering offense.

144. The assessors agree that Liechtenstein might denare difficult position to prosecute
money laundering given the sometimes weak linksases to conduct or individuals located in
Liechtenstein. Out of consideration of efficienitygeems reasonable to transfer cases to other
countries when essential information is presetii@se countries. However, the assessors would
consider it important that Liechtenstein also depslits own case law to establish that money
laundering is a stand-alone offense and may beeputed independently from prosecutions
relating to the predicate offense. This would @lswify the level of proof required to determine
that proceeds are illicit and how specific the ewick has to be in relation to a particular
predicate offense.

2.1.2 Recommendations and Comments
R.1

* Amend the law to extend the list of predicate astesfor money laundering to offenses in
the categories of environmental crimes, smugglioigery, and market manipulation.

* Amend the law to extend the offenses of convertirsifg, or transferring criminal proceeds
to include criminal proceeds obtained through thmmission of a predicate offense by the
money launderer.

* Amend the law to eliminate Article 165.5 StGB tarpé the prosecution for money
laundering also in cases where the offender has peeished for the predicate offense.

* Amend the law to criminalize the association orgmracy of two persons to commit money
laundering.

» Develop jurisprudence on Article 165 StGB autonoswoney laundering.
R.2

* Amend the law to provide for criminal liability @brporate entities.
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» Develop jurisprudence on Article 165 StGB autonosmoney laundering.

2.1.3 Compliance with Recommendations 1 & 2

Rating Summary of factors underlying rating™

R.1 PC |+ Atthe time of the assessment, no offenses indkegories of
environmental crimes, smuggling, forgery, and mankanipulation
were predicate offenses for money laundering.

* The law does not criminalize self-laundering irat@n to converting,
using, or transferring criminal proceeds.

* Prosecution for money laundering is not possibleaises where the
offender has been convicted for the predicate séen

» Association or conspiracy of two persons to commoney
laundering is not criminalized.

R.2 LC * There is no criminal liability of corporate entgie
» Liechtenstein has not yet developed its own casefamoney
laundering.

2.2 Criminalization of Terrorist Financing (SR.II)
2.2.1 Description and Analysis

145. Liechtenstein signed and ratified 12 out of thert8rnational conventions and protocols
relating to the fight against terrorism, includithg UN Convention for the Suppression of the
Financing of Terrorism. It has signdte International Convention for the SuppressioAds of
Nuclear Terrorism, with ratification being expectad2008.

Criminalization of Financing of Terrorism (c. 11:1)

146. Liechtenstein has criminalized the financing ofdesm pursuant to Article 278b, 278c,
and 278d StGB:

147. According to Article 278d, any person who providesollects funds with the intention
that they be used, in full or part, to carry ouy ahthe listed acts is criminally liable.

Article 278d 1.1-1.7 StGB cover all acts that cibutt an offense within the scope of and as
defined in the 9 treaties listed in the annex efltiternational Convention for the Suppression of
the Financing of Terrorism. Article 278d 1.8 funthpeovides that terrorism financing covers any
“criminal offense intended to cause death or sertmadily injury to a civilian, or to any other
person not taking an active part in the hostilitrea situation of armed conflict, when the goal of
such act, by its nature or context, is to intimedatpopulation or to compel a government or an
international organization to do or to abstain frdaing an act.” The scope of this generic
provision is limited in comparison with the intetiomal standard, as the latter considers a

19 These factors are only required to be set out whemating is less than Compliant.
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terrorist act to be “any act” committed with theueed intent, regardless of whether or not the
act is considered a criminal offense in that countr

148. Article 278b.2 StGB provides that anyone who sufsparterrorist group financially shall
be criminally liable. Article 278b.3 in connectianth Article 278c StGB defines terrorist
organization as an association of more than tweqrexr aimed at the commission by one or more
members of the association of one or more terragtt listed in Article 278c StGB. However,

the definition of terrorist act as contained inigdlg 278c StGB, although covering many kinds of
conduct that are considered terrorist acts undestdndard, is not fully in line with the Article 2
of the International Convention for the Suppressibthe Financing of Terrorism for the reasons
set out in the following paragraphs.

149. First, Article 278c StGB does not cover all offenss defined in some of the UN
Conventions listed in the annex of the Suppressidhe Financing of Terrorism Convention.
The conventions in question are:

1) Convention on the Physical Protection of NucMaterials;
2) Convention for the Suppression of Unlawful Aatginst Safety of Maritime Navigation.

150. Secondly, the acts listed in numbers 1-10 of AstiEI8c StGB are only considered
terrorist acts if the conduct is “qualified to résn serious or enduring disruption of public life
or serious damage to economic activity, and ifabieis committed with the intention of
intimidating the population in a grave way, to a@epublic authorities or an international
organization into an act, acquiescence, or omissioto seriously unsettle or destroy the
fundamental political, constitutional, economicsocial structures of a State or international
organization.” Under the Convention, the fundingdlef acts that constitute offenses defined in
the nine UN Conventions is to be prohibited regessllof such circumstances. For example, the
financing of “the possession of nuclear materiathwequired intent or to “seize or exercise
control over a fixed platform by force or threag¢hof” is to be criminalized regardless of
whether or not these acts are qualified to bringuathe above-referenced results. Accordingly,
Liechtenstein’s criminalization of the financingtefrorist acts is not as broad as that required.

151. Thirdly, “terrorist act” as defined in Article 27&tGB does not cover the generic offense
of “any other act intended to cause death or setamdlily injury to a civilian, or to any other
person not taking an active part in the hostilitrea situation of armed conflict, when the
purpose of such act, by its nature or context istimidate a population, or to compel a
government or an international organization to dmabstain from doing an act.” Rather, it
covers specific kinds of acts (murder, bodily igjugtc.) that already constitute criminal acts
under Liechtenstein law where the purpose of sethia similar.

152. The result is that, although in practice much canavwould be covered, the definition of
“terrorist group” pursuant to Article 278b in comtien with Article 278c StGB is not fully in
line with the international standard. Some conadt terrorist group might not come within the
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ambit of Liechtenstein’s law and the funding thémeould not be criminalized under these
provisions.

153. In addition, Liechtenstein law does not directlylaxplicitly criminalize the financing of
individual terrorists. In some settings, other lggavisions would make it a criminal offense to
provide financial support to an individual terroriSor instance, Article 12 StGB may be used if
a person provides financial means to a terroridtthas “contributes” to the commission of a
terrorist act. Similarly, Article 278d could be ds® prosecute a person for financing of an
individual terrorist where a prosecutor can shoat there islolus eventualishat the money is

to be used for a future terrorist act. However,ldyal framework does not criminalize the
financing of individual terrorists in all settings is required under SR.II.

154. Article 278d StGB requires the offender to collecprovide the funds with the intention
that they be used to support terrorist acts. AaticlStGB provides that all crimes are intentional
crimes, unless the law provides otherwise. AccardinArticle 5 StGB, a person acts willfully if
he/she wished to bring about facts that constauteame or seriously believes that facts that
constitute a crime might be brought about and asdépt possibility dolus eventualjs The
international standard requires the perpetratactawillfully. Intent as defined in Liechtenstein
law is less strict than willfully and therefore nieéhe international standard.

155. The scope of the terrorist financing offenses pamsto Article 278d StGB does not fully
meet the scope of the offense as defined in tleedrdtative Note to SR.II. Furthermore, the
definition of terrorist organization is not fully line with the international standard and the
financing of individual terrorists is not expligittriminalized.

156. The law does not provide for a definition of “Veregenswerte”. However, a
commentary to the StGB provides that the term “\e¥genswerte” is to be understood in a
broad sense and covers legitimate as well astillegiie funds, corporeal as well as incorporeal
property, and all assets representing financialejahcluding claims and interests in such
assets?!

157. Article 278d StGB provides that the offense ofdest financing is committed when a
person collects or provides funds with the intamtio support a terrorist act. The language of the
provision does not require that funds have actuzglgn used to carry out or attempt to carry out
a terrorist act or that the funds collected/prodidee linked to a specific act on the list. Thisswa
confirmed by the assessors in discussions witlptitdic prosecutor.

158. Article 15 StGB provides that sanctions for an o$fe are not only being applied to
completed crimes but also to attempted crimes andry participation in attempted crimes. An
act is considered attempted when the perpetratodeleto carry out or to direct another person
to carry out the act and takes a step which imnelgiprecedes the commission of the crime.
An offender may not be sanctioned for attempt ifzbkintarily abandons the commission of the

Y br. Frank Hoepfel, Dr. Eckart RatAViener Kommentar zum Strafgesetzbuc¥ienna: Manz, 2004.
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crime or prevents the commission of the crime duniarily prevents the consequences of the
crime.

159. Article 12 StGB provides that not only the immediaffender is committing the offense
but everybody who directs another person to cormamibffense or who contributes to the
commission of the offense in any way. Anybody whdtigipates as an accomplice, organizes or
directs another, or contributes in the commissioieworist financing may therefore be
criminally liable for the commission of the offense

Predicate Offense for Money Laundering (c. 11.2):

160. Based on Article 165.1 and 2, terrorist financis@ ipredicate offense for money
laundering.

Jurisdiction for Terrorist Financing Offense (c3)t

161. Article 62 StGB provides that Liechtenstein’s crival laws are applicable to all conduct
committed in Liechtenstein. Article 63 StGB prowdéat Liechtenstein’s criminal laws also
apply to all conduct on a vessel or aircraft ofdhienstein, regardless of where the
vessel/aircraft is located. Article 64.11 StGB pdas that terrorism financing committed in a
third country is a criminal offense in Liechtenstaiegardless of whether conduct is a criminal
offense in the country where it occurred, if (1¢ therpetrator is a citizen of Liechtenstein at the
time of the commission of the offense or (2) thepperator became a citizen of Liechtenstein
after the commission of the crime and is stilltizen of Liechtenstein at the time that criminal
procedures are commenced. Furthermore, it is arairffense if conduct occurred in a third
country, the perpetrator is a citizen of a thirdimioy, but is now located in Liechtenstein and
may not be extradited.

The Mental Element of the FT Offense (applying.2.i2 R.2):

162. Article 205 StPO provides for the application of treneral principle of free assessment
of evidence in criminal cases. According to thism@ple, the judge is not bound by strict rules in
assessing and evaluating the evidence gathereddyutlecide according to his own conviction.
In a final decision related to aggravated fraud, ltfechtenstein Supreme Court decided that the
principle of free evaluation of evidence allows fioe intentional element of a criminal offense
to be inferred from objective factual circumstanf€& 2003.3). This interpretation would also
be applicable in relation to the financing of teism offense.

Liability of Legal Persons (applying c. 2.3 & c42n R.2):

163. Liechtenstein law does not provide for criminalgmate liability. In limited
circumstances, a legal entity may be held resptsiib fines and procedural costs imposed on
one of its organs. Although Article 111 PGR prowder criminal liability of corporate entities,
the prosecutor stated that the PGR, as a civiklawd not, by itself and without a provision in
the StGB to that effect, be used as a basis fanthation of criminal proceedings.
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Sanctions for FT (applying c. 2.5 in R.2):

164. Financing of terrorist acts based on Article 278@E5is sanctioned with imprisonment

of six months to five years, whereby sanctions isgabfor the financing offense may not be
more than the sanctions provided for the finana¢dThe financial support of a terrorist
organization based on Article 278b StGB is sanetibwith imprisonment of one to 10 years. No
penalties have actually been imposed by Liechtenstaurts for financing of terrorism offenses.
By comparison, Switzerland sanctions terroristriitiag with up to five years. Austria sanctions
the offense with six months to five years.

Financing of terrorism Imprisonment of six montbdive years

Financing of a terrorist organization Imprisonmehbne to 10 years

Analysis of Effectiveness

165. Liechtenstein conducted three investigations iati@h to terrorist financing, one in

2001, one in 2004, and one in 2006. The investigati 2001 was initiated by the Swiss
authorities. The investigation did not support aagpicions and was terminated in 2004. The
other two investigations were initiated by Lieclhdtsin authorities. One of the two investigations
has been terminated, while, in the second cas@rtdoeedings were referred to the Spanish
authorities. This investigation was triggered tsuapicious activity report filed by a
Liechtenstein financial intermediary.

2.2.2 Recommendations and Comments
* Amend the law to criminalize the financing of indival terrorists.

* Amend Article 278d StGB to provide for “any act’mmitted with the required intent, not
only criminal offenses, to constitute a terrorist a

* Provide for a definition of “Terrorist organizatiom line with the FATF standard.
* Amend the law to provide for criminal liability abrporate entities.

2.2.3 Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SR.II PC e The financing of individual terrorists is not exglly criminalized and
not all instances of such financing are currentlyezed under the
legal framework as is required under SRL.II.

« As Liechtenstein’s definition of “terrorist orgaaizon” references a
definition of “terrorist acts” and not all acts cubered terrorist acts
under the international standard are covered Isyd#iinition, the
financing of terrorist organizations is not crinmiaad in all instances
required by SR.II.

» Article 278d StGB only provides for “criminal offsas” and not for
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any other acts committed with the required intertie terrorist acts.
* There is no criminal liability of corporate entgie
* The lack of prosecutions and convictions for tastdinancing make
it difficult to assess the effectiveness of thealdgamework.

2.3 Confiscation, freezing and seizing of proceeds ofime (R.3)
2.3.1 Description and Analysis

166. Legal Framework:

Confiscation of Property related to ML, FT, or atipeedicate offenses including property of
corresponding value (c. 3.1):

Conviction based confiscation

167. The Penal Code provides for three distinct formesaffiscation: Abschdpfung der
Berreicherung, Verfall, and Einziehung.

A. Proceeds

|. The general rules on confiscation of criminadg@eds are laid down in Article 20 StGB.

1) Abschopfung der Berreicherung (literally: “deprieatt of enrichment”) relates to all
“pecuniary benefits” derived from a criminal offensr received to perpetrate such act.
On conviction the offender is ordered to pay an amaf money equal to the “unlawful
enrichment”. If the amount of the enrichment carbedetermined readily, the court
decides at its discretion (ex aequo et bono).

2) In doing so, the court can take into account tloé tfaat

- the defendant is a repeat or continuous offende tizat the crime3 he
committed generated proceeds or were rewarded, and

- the benefits he obtained around the time of thencimsion of the crimes can be
assumed to originate from similar crimes, and malifrie explanation can be
given of the lawful origin (reversed onus).

3) A similar presumption applies against members@irainal or terrorist organization
(Article 278a and 278b StGB) who have obtained benat the time of their
participation and cannot demonstrate the lawfigiori

4) Individuals, legal entities, or partnerships thatfiped from criminal activity by a third
person are also liable to pay an amount equalogethenefits.

5) In the event of the offender dying or the legaitgrieing dissolved, the legal successor,
bona fide or not, is liable if that benefit stikisted at the time of transfer of the rights.

12 A crime (‘Verbrechen”) relates to criminal activity punishable with mdhan three years imprisonment
(Article 17 StGB).



57

6) In case of several beneficiaries, their liabilgyproportional to their share, with the court
deciding ex aequo et bono, if necessary.

Il. Article 20b StGB provides for a further legadis for confiscation (“Verfall”):

1) Assets belonging to criminal or terrorist organizas (as defined in Article 278a and
278b StGB) or being made available or collectethencontext of terrorism financing
(Article 278d StGB), must be confiscated.

2) Assets derived from criminal activity performedarfioreign jurisdiction are also subject
to confiscation even when the predicate offens®igpunishable in Liechtenstein, except
if it relates to a fiscal (tax) offense.

168. This latter provision effectively reinforces thenfiscation regime and preempts all
possible discussions on the scope of the measlirasgets that can be linked to a terrorism or
terrorism-financing-related situation, as definedhe StGB, are subject to mandatory
confiscation once the offense is proven in a cdioncor non-conviction-based procedure (as
described below). It also deals with any controyénsit may derive from the dual criminality
principle in respect of the predicate offense. fi$eal exception is a typical feature in the
Liechtenstein legal tradition.

169. Equivalent value confiscation is basically captupgdArticle 20 StGB (payment of
amount corresponding with the illegal proceedsj)ichke 20b StGB in connection with

Article 165.4 StGB (money laundering) also proviflsa form of equivalent value confiscation
in that it goes beyond the direct and indirect peats. All assets subject to the power of disposal
of a criminal or terrorist organization or criminabceeds must be forfeited. All these assets are
considered to originate from a punishable act, elvenfact they have replaced the original
criminal proceeds and represent their equivalelieva

170. Several provisions exclude forfeiture or allow feducing the amount:

» Article 20a StGB gives priority over confiscatianthe payment of damages resulting from
the offense and excludes the benefits from forfeittithe enrichment is absorbed through
other legal means. Considerations of proportionpaiitrespect of the procedural efforts and
the punishment of the offender may also limit thpleation of forfeiture.

* Atrticle 20c StGB excludes confiscation of assess #re subject of legal claims of persons
who are not involved in the criminal offense omunal organization, or the purpose of the
forfeiture may be achieved by other legal measyra@gicularly when the illegal benefits are
forfeited as a result of foreign procedures enfalde in Liechtenstein. Forfeiture is also
refrained from if the measure is disproportionatéhe importance of the case or requires
exaggerated procedural efforts or costs.

» Article 31a (4) StGB allows for reduction after e@stion if circumstances for the offender
have changed substantially and the penalty is mgeloappropriate.

171. These exclusion or reduction grounds are inspiyetivb basic considerations:
confiscation should not interfere with the compeioseof the victims or the rights of the bona
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fide third parties, nor should its application gnge to unfair or disproportionate consequences.
The principle of the priority of the prejudicedlmrna fide third parties over confiscation to the
benefit of the State is a universally-acceptedgnple. The second consideration is born more
out of a legitimate concern to avoid exaggeratéeces and aims at preserving proportionality.
As such, it does not undermine the general confstaule; the discretionary phrasing gives the
judge some latitude to take special and legallyreelf circumstances into consideration to
determine the scope of the confiscation measure.

B. Instrumentalities and product

172. Article 26.1 StGB provides for the confiscation ifiEiehung”) of objects intended to be
or actually used to commit criminal acts (instrunaesceleris), or that have been produced by
such activity (producta sceleris), but only whea $ipecific nature of these items is conducive to
the commission of (further) offenses, i.e., dangsror illegal goods such as drugs, weapons, or
forged documents. It is seen predominantly as arggeneasure, so confiscation of such objects
is mandatory also in the absence of a prosecutieomviction (Article 26.3). Instrumentalities
that have been rendered harmless or unusable,evevaim innocent third party lays legal claim
to, with the guarantee that the object(s) will betused for criminal activity, are generally
exempted from confiscation (Article 26.2)

Non-conviction based confiscation

173. Beside criminal forfeiture, which takes prioritycacding to Article 353.1 StPO, the
Liechtenstein StPO also provides for the possybditan in rem (object) forfeiture.

174. Article 353 to 357 StPO install a separate procedoirensure confiscation in the form of
an in rem measure in case the criminal proceediither would not suffice to come to a
substantiated judgment on this issue, providecethes sufficient grounds to assume that the
conditions for forfeiture/confiscation are preséirttis implies the offense has to be proven
according to the rules of evidence applicable ¢arainal procedure, i.e., according to the civil
law principle of free evidence supply. Such foredt orders are issued by a court at the request
of the Public Prosecutor and can be directed bgdimat individuals and legal entities. They are
mostly used in MLA cases, or when conviction is asgible because of the statute of limitation,
or when the defendant is deceased or has absc@haeldechtenstein criminal procedure rules,
as in Article 295 StPO, do not allow for convictsoim absentia in serious cases).

Confiscation of Property Derived from Proceeds offé (c. 3.1.1 applying c. 3.1):

175. The confiscation provision of Article 20 StGB coseall assets (“Vermdgensvorteile”
literally: “patrimonial advantages”) that are th®geeds of crime. There is no formal definition
in the law of what is to be understood as “procéelise wording is broad enough, however, to
encompass not only the direct, but also any intpeaceeds, including substitute assets and
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investment yield$® The money laundering offense text expressly refeessets that “represent
the value of the asset originally obtained or readi as object of the offense (Article 165.4
StGB). The confiscation measure covered by Ar2€leStGB is formulated in such a way as to
translate every asset to its equivalent value. @meseorder is issued, it is then executed against
all assets of the convicted.

176. The relevant provisions do not specify any condi@s to the location, possession, or
ownership of the assets subject to confiscatioms€quently, in principle, it is irrelevant if they
are in the hands of third persons or Hot.

177. In summary, the legal provisions cover all assets@rcumstances that are relevant for
an effective anti-money laundering and terrorisnaficing regime, i.e., direct and indirect
criminal proceeds wherever located, instrumengalitntended to be or actually used, and
equivalent value. They are effectively used in taatext, as the statistics show. Some
reservations need to be made, however, that relake confiscation of the money laundered as
object of the offense and the restriction of trermmentalities, as described later.

Seizure

178. The seizure regime is incorporated in Article 96g,98a StPO and is used either for
evidentiary purposes or to ensure effective fanfeitconfiscation. Seizure takes the items and
assets into judicial custody.

179. Seizure actions require the involvement of the €Cpursuant to Article 97a StPO. The
procedure is unilateral and does not require pradification of the interested parties. It is wiglel
used and can be executed in a speedy manner, \gbesgary to prevent the dissipation of
assets. The FIU, the “Kommissariat Wirtschaftskniatitat” (Economic Crime Unit), and the
Public Prosecutor have wide authority to identifigl drace property that may become subject to
confiscation or is suspected of being the proceédsime. The police is empowered to
immobilize or provisionally seize such items diserd during their investigations (Article 87.2
Organization of the Police Ordinance).

180. The Court issues the seizure order at the reqfidisé d°ublic Prosecutor to safeguard the
effective implementation of a confiscation order:

» if a suspicion of illegal benefits exists and itynkee assumed that Article 20 StGB is
applicable;

13 Confirmed by Court of Appeal decisions of Novemb@r 2005 and November 15, 2006, and a Supreme Cour
decision of February 7, 2006. See ddtener Kommentar zum Strafgesetzbuch, 2004, \ferfal

14 See Supreme Court decision of November 3, 2005 (2806.373): the extension of liability to legakgons in
the case of measures under Article 97a StPO (sgidrpermissible if the beneficial owner has usesl legal
person in a subjectively abusive manner to circumhtiee law.
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* on suspicion of assets being at the disposal ah@ral or terrorist organization
(Articles 278a and 278b StGB) or being made avhilab having been collected for
financing of terrorism (Article 278d StGB); or

* when they originate from criminal activity and iust be assumed that they will be subject to
forfeiture (“Verfall”) under Article 20b StGB.

181. Although not expressly stated as such, the se@urestrumentalities subject to
confiscation (Article 26 StGB) is also covered hg general provision of Article 96 StPO,
imposing judicial custody of all items that areb confiscated.

182. The seizure order implies:

» the restraint, custody, and management of movegahlsical property, including the
depositing of money;

» the prohibition to sell or pledge moveable physmaperty;
» the prohibition to dispose of credit balances ootbker assets; and

» the prohibition to sell, burden, or pledge reahtsbr rights, which is entered in the Land
Registry.

183. The seizure order is valid for two years, with ploidisy of extension. According to
Article 97a.4 StPO, the Court shall determine theatlon for which the order is issued. This
deadline may be extended upon application. If tearg have passed since the order was first
issued, without an indictment being made or aniegtbn submitted for civil in rem forfeiture
according to Article 356 StPO, further extensionhaf deadline for one additional year needs
approval of the Court of Appeal.

Identification and Tracing of Property subject tonflscation (c. 3.4):

184. Articles 96, 97a, and 98a StPO provide the law eeiment authorities with extensive
means for identifying and tracking assets.

185. Of specific interest is Article 98a StPO that poms for access to confidential account
information, specifically in cases related to motayndering, its predicate offenses, criminal
and terrorist organizations, or terrorism finan¢iwgh the aim of tracing criminal assets or
proceeds and of following the money trail. Withimstcontext the investigative judge can issue
an order obliging banks and finance companies to:

» disclose the identity of the holder of a businedationship/account (Article 98a.1.1);
* inform whether a suspect maintains a businessaeédtip with the credit or financial

institution or has power of disposal over such sifess relationship (account information —
Article 98a.1.2);
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» inform on the content of the business relationsimg the transactions conducted through this
relationship for a past or specific future timeipér(account monitoring — Article 98a.1.3).

186. The general condition for such order is:

» that it must appear “necessary to solve” a casearfey laundering, a predicate offense to
money laundering, or an offense related to orgahaene; or

» that “due to certain facts” there is the assumptiba relation with criminal proceeds
(Article 20 StGB) or with a criminal organizatiaa terrorist group or financing of terrorism
(Article 20b StGB).

187. The divergent wording of the precondition dependinghe specific offense is, prima
facie, not justified by any objective consideratamboth criminal phenomena are quite similar.

188. Article 98a.3 StPO expressly stipulates a "tippaffj prohibition against notifying
clients or other persons with powers of disposafdkie account on the ongoing investigation.
This rule also applies to staff of the bank or fica company.

189. The FIU also has tracing powers to a certain extetitat it can, on receipt of a
suspicious activity report, demand additional imation from the financial intermediary, who is
obliged to comply immediately (Article 23.1 DDO)hi§ specific “investigative” power of the
FIU does not extend, however, beyond the disclosiidy.

Protection of Bona Fide Third Parties (c. 3.5):

190. In addition to the protection given to the prejwdichird party (civil party) by

Article 20a StGB, Article 20c StGB excludes forteg of assets if these are subject to legal
claims of persons who are not involved in the pualide act or criminal organization. All parties
that can show a licit interest in the assets hhgeaight to intervene during the criminal or in rem
procedures. Once the proceedings have been codalittea final forfeiture decision, the
innocent bona fide third party may fall back oniélg 354.2 StPO to exercise rights over the
confiscated assets or claim damages from the Btateivil procedure.

Power to Void Actions (c. 3.6):

191. Seizure is obviously meant to precisely preventaimnation or burdening of the items
subject to confiscation, and to ensure effective fafi implementation of the confiscation
measures. The bona fide third party protectionsrade, no contract, agreement, or any other
civil action can affect the confiscation itself,thgy legally cannot be opposed to the penal
(confiscation) judge and consequently have no drejai or restraining impact on the effective
implementation of forfeiture orders.
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Freezing

192. After having filed a suspicious activity report withe FIU (Article 16.4 DDA), the
persons subject to the DDA have the duty to fregrkrestrain the assets in question until they
receive a notice from the FIU or the Public Prosecar until the period of five working days
has elapsed without reaction.

193. Additional Elements (R.3) — Provision for a) Con&ion of assets from organizations
principally criminal in nature; b) Civil forfeitureand c) Confiscation of Property which
Reverses Burden of Proof (c. 3.7):

194. Assets of criminal organizations are subject tdfisoation according to Article 20b
StGB that provides for the forfeiture of any asgstfonging to or at the disposal of a criminal
organization, as defined by Article 278a StGB.

195. Although forfeiture is primarily criminal-procedubmsed, there is also the possibility of
recovering assets through an in rem forfeiture g@uace pursuant to Articles 353 to 357 StPO.

196. Reversal of the burden of proof is provided fotha context of confiscation under
certain circumstances (Article 20.2 & 3 StGB).

Statistics

197. The Office of the Public Prosecutor supplied theofeing statistics on seizures and
searches targeting proceeds or evidence relatg@dicate crimes for money laundering and
terrorism-related offenses:

General
2003 2004 2005 2006
Account seizures 24 24 28 13
. 25 searches 22 searches 17 searches 18 searches
House searches and seizures - . . -
43 seizures 54 seizures 43 seizures 38 seizures

198. A precise amount of the blocked assets could nprdeded to the assessors. However,
the approximate amount currently blocked is CHFBI0on. No accounts were blocked, nor
were any house searches or seizures conductedranism financing cases.

Objective (in rem) forfeiture proceedings

2003 2004 2005 2006

Pending as of end of 14 31 56 60
previous year

New cases 25 43 30 20
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Cases completed 13 17 37 29
Applications for
forfeiture submitted 1 (4 St.2003.27) 2 4 17
. 3 (in MLA
Forfeiture declared 6 proceedings) 9 15
Amounts declared CHF3,748,000 CHF77,165 CHF1,620,000 CHF913,072
forfeited to the State USD15,386,033 USD125,000 UsD280,000 EUR4,919
. CHF2,252,274
ﬁggf’lg million to USD1,535,190
Other assets secured, | CHF8,700 to CHF46,745 I(?#?sstélz:t)%;ﬁ?é Sggiggggg
e.g. for injured parties | Triumph, USD125,000 hari : ‘ o
USD12.5 million to sharing agreement| EUR1,177,154
USA ’ underway, approx.
CHF1.7 million)

199. No forfeiture was pronounced in terrorist financoases.

Analysis of effectiveness

200. The Liechtenstein seizure and confiscation regsrsolid and comprehensive and, as
such, largely meets the relevant internationaldsieats. Because of its mandatory character and
the specific situation of Liechtenstein as a finahcenter, it is being used systematically and to
a positive effect.

201. For a civil law tradition-based regime, it showsnguncharacteristic features including
the absence of the general principle of the coafisn of the object of the crime and the
possibility of in rem confiscation. The possibilityr the judge to exclude or limit confiscation
out of specific considerations of proportionaligyalso rather uncommon, but not contradictory
to the international standards.

202. Confiscation of the direct and indirect criminabpeeds (including substitute assets and
investment yields), the product of the crime, tikefided or used) instrumentalities, and
equivalent value is broadly covered by Articles 20, and 26 StGB. The situation is less clear
where the confiscation of the laundered propertthasobject of the money laundering offense is
concerned. There is no problem if the money laundas prosecuted together with the predicate
offense, as then the assets will be confiscatedeagroceeds of the predicate offense. In a stand-
alone money laundering prosecution, however, tedipate offense is not subject to the
jurisdiction of the judge, who can only pronounaas$elf on the money laundering offense as
such. In that case, the assets laundered areenotdfnument, nor the product, nor the proceeds
of the money laundering, but the object of the mgteitself. It is noteworthy that in the case of
terrorist-related assets or terrorism financing thinot an issue, because there the need was felt
to declare the assets (that are the object of thelé&278a, b, and d StGB offenses) expressly
and specifically subject to confiscation (Articlel1l StGB). There is no jurisprudence on this
issue because no convictions in Article 165 StGBi@ydaundering cases have occurred in
Liechtenstein yet. The general solution lies indpelication of Article 20b.2 StGB in an in rem,
non-conviction based, confiscation procedure. Aditay to this provision, all proceeds must be
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confiscated in any case, even when they origimate & foreign predicate criminality that is not
an offense in Liechtenstein (the customary exempiidiscal offenses excepted). This
provision was apparently introduced to allow carditon even if the penal judge in
Liechtenstein has no jurisdiction over the prediaztense or no conviction according to Article
20 StGB is possible. But in any case, the crimaaaifiscation of the laundered assets as object
of the offense as such is not covered.

203. In principle, Article 26 StGB covers the confiscatiof (intended) instrumentalities. It is,
however, seriously restricted by the condition thase objects can only be forfeited when they
have a dangerous nature or are apt to be usetien @imes, which, for instance, excludes the
confiscation of a car that is used in the commissibillegal acts. Here, forfeiture is seen more
as a security measure than a penalty. This sofbapp risks undermining the deterrent effect of
the measure and may deplete it substantially. &R,stiis also contrary to the international
standards of Recommendation 3 that do not prowidariy restriction to the comprehensive
coverage of the seizure/confiscation regime.

204. The absence of corporate criminal liability, whaabuld be an issue in a conviction-based
regime, does not cause problems in terms of catfse of assets held by legal persons.

Article 20.4 in fine StGB provides for the liabylibf the legal persons for the payment of the
value of the criminal proceeds. Additionally, theselways the possibility of the in rem
procedure in case the criminal procedure cannaipipéed.

205. On the other hand, there is a deficiency in safefing the efficiency of asset recovery in
that nothing is provided for voiding contracts ther actions that have the effect and purpose of
obstructing such recovery. Such maneuvers are tigrpra-empted by timely conservatory
measures, but in case these have not been takerch-wbuld not be exceptional in MLA cases
where a confiscation order needs to be executes-aiproblem for which the procedural laws
do not provide an appropriate answer.

206. The seizure regime follows the confiscation systemerything that is subject to
confiscation can be seized, thus including equitalalue seizure of untainted assets. The (few)
legal deficiencies in the confiscation regime ladjic also affect the effectiveness of the seizure
measures.

207. Article 98a StPO is an efficient instrument to abtelevant documents and information
without the need of conducting a search. Howewer different wording of the pre-conditions in
the text gives the impression that in the secormipistance related to terrorist organizations and
financing, the condition is more specific and s&iq“certain facts”). Apparently, it has not been
an issue yet in the absence of such cases, st litenip to the jurisprudence to provide an
answer. More preferable would be that, if the ihtenwas not to differentiate, the formulation
would be made identical for all instances.
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Statistics and analysis of effectiveness

208. The statistics supplied are partial and only giymad overview of the in rem
proceedings and confiscations. There are no oviegalies on the seizure and confiscation of
criminal proceeds in general, and no figures spadiy on the criminal procedure-based seizure
and confiscations.

209. The effectiveness of the regime seems quite goathlynbecause of the catch-all of the

in rem confiscation procedure that closes all (pwéd) gaps. The system takes into account the
specific situation of Liechtenstein as a financihter and focuses particularly on asset recovery,
which is widely used.

2.3.2 Recommendations and Comments

* The criminal seizure and confiscation of the lauadeassets as the object of the autonomous
money laundering offense needs to be formally caver

» All (intended) instrumentalities must be made scaije seizure and confiscation,
irrespective of their nature.

* (Recommendation 32.2): statistics should also c@apmverall figures on criminal proceeds
seized and confiscated, and on criminal procedased seizures and confiscations.

2.3.3 Compliance with Recommendation 3

Rating Summary of factors underlying rating

R.3 LC * Seizure and confiscation of laundered assets astohf the ML
offense not covered;

* Not all instrumentalities subject to confiscation.

2.4  Freezing of funds used for terrorist financing (SRII)
2.4.1 Description and Analysis
General

210. UNSCR 1267: The Law of May 8, 1991 on Measuresapartg to Economic
Transactions with Foreign States provides the |bgais for the Government to implement by
ordinance all sanctions adopted by the United Matf®ecurity Council. In the case of the
sanctions promulgated by UNSCR 1267 (1999) anslitsessor resolutions, the targeted
persons and entities are listed in a Governmembande, published in the Landesgesetzblatt
(Liechtenstein Legal Gazette), freezing all aseéthe relevant subjects. All natural and legal
persons that hold or administer such assets auwgreelto immobilize them and notify the
Government (Regierungskanzlei) immediately. Thieimation is passed on to the FIU who, for
UNSCR Resolution 1267 purposes, acts as the centtiabrity, being the Chair of the Terrorist
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Financing Coordination Group. This task force gréugther comprises the Public Prosecutor,
the ECU, the FMA, the Prime Minister’s Office, thereign Office, and the Registrar. It is
mandated by the Governmental Decision of Octobe2BQ@1and coordinates the further steps
with the Public Prosecutor focusing on the penpéats.

211. UNSCR 1373: As Liechtenstein has not establishedtti@nal terrorist list, the
implementation of UN Resolution 1373 (2001) relaiely to the international cooperation
aspect, which triggers a different response. Farezguests or national lists (such as the EU
Regulation based and U.S. OFAC list) are forwaroetthie FIU, which passes them on to the
FMA. The FMA, as the regulator, informs the finaéntermediaries to check their records and
if necessary to report according to their DDA oatigns, which automatically blocks the assets
for a maximum of five days. It is then up to th&JRb decide on the destination of the
information: either the case is forwarded to thelluProsecutor as terrorist-related money
laundering or financing, who then can seize th@actor assets, or the case is filed within the
FIU and no further action is taken.

Freezing Assets under UNSCR 1267 (c. lll.1):

212. The sanctions against Al-Qaida and the Taliban uUbMSCR 1267 (1999) and its
successor resolutions have been implemented by&rde of October 10, 2000 “on Measures
against Persons and Organizations with Connectmhsama bin Laden, the Al-Qaida group or
the Taliban”, published in the Landesgesetzbla@atober 13, 2000 (hereafter: the Taliban
Ordinance), based on Article 3.1 of the framewoakvlof May 8, 1991 on Measures pertaining
to Economic Transactions with Foreign States.

213. The names of the designated persons and entigdstrd in Appendix 2 of this
ordinance, which is continuously updated with tddidons and amendments issued by the UN
Sanctions Committee. The names are also disserdimagdectronic format to the professional
associations and to all financial intermediariestiie FMA-website.

214. According to the Taliban Ordinance:

» All funds and economic resources belonging to atemrcontrol of the designated persons or
entities are frozen de jure and without delay @eti3.1). Although not expressly stated as
such, this happens without prior notification of fersons and entities affected by the
designation, as the freezing has to be executec:diately;

» ltis prohibited to transfer assets or otherwisedly or indirectly make assets and economic
resources available to the designated naturaleyal persons, groups, and organizations
(Article 3.2);

* Persons and institutions holding or managing age®istly banks and other financial
intermediaries, but not restricted to them) or whawe knowledge of economic resources that
may be falling under the freezing measure, musirtegp the Government without delay
(Article 4.1 and 2).



67

215. Any discovery of assets related to listed persarentties should normally also trigger a
disclosure (SAR) to the FIU to comply with the gialiions of the DDA. This report is
independent of the notification that still mustrbade separately to the Government.

Freezing Assets under UNSCR 1373 (c. 11l.2): FregActions Taken by Other Countries
(c. N.3):

216. Inrelation to the freezing of assets of terroristthe context of UNSCR 1373 (2001),
Liechtenstein applies the relevant provisions ef IDA and of the StPO, as explained above.
Liechtenstein has not drafted its own terroridt listhe necessity would arise, the drafting of
domestic lists would normally be the responsibitifythe Terrorist Financing Coordination
Group.

217. Ultimately, the FMA is in charge of the dissemipatiof such lists, domestic or foreign,
notifying all persons and enterprises subjectaiédDA by means of a circular reminding
them of their obligations in this respect. In thvems of the subjected entities owning or
controlling such funds, they are under the oblmato report to the FIU and immediately freeze
the assets for a period of five days. The repam fiollows the process of any other SAR. This
procedure has, for instance, been applied withtlse OFAC lists and the EU regulations on
terrorism-related persons and groups. The FMA Brewgch lists to the attention of the persons
subject to due diligence by way of a circular aaliscupon them:

» to verify whether business relationships with tkespns or organizations on the list exist;

» to verify whether persons or organizations on istealre beneficial owners of a business
relationship;

» to take the measures set out in article 16 DDA w@orying out the inquiries
underArticle 15, paragraph 2 DDA .

Liechtenstein has not established a formal scrggmiacedure for the incoming lists, but in
practice this is done by the FIU in consultatiotivthe other participants of the Terrorist
Financing Coordination Group.

Extension of c. Ill.1-111.3 to funds or assets qoiied by designated persons (c. I11.4):

218. The freezing obligation according to Article 3.1tbé Taliban Ordinance relates to funds
(“Gelder”) and economic resources in possessiamder control of the designated persons,
groups, and organizations as enumerated in its ABn&he term “funds”, as defined in

Article 5.b of the Ordinance, covers an exhaudisteof all forms of assets, including claims and
derived income, such as interests, dividends arabded values. “Economic resources” are
broadly defined in Article 5.d to cover all kindbwalues, whether tangible or intangible, mobilia
(personal property) or immobilia (real estate).
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219. The term "control” in Article 3.1 of the Ordinanisesupposed to cover both direct and
indirect control, and the term "possession” is saithclude both sole ownership and co-
ownership. There is, however, no formal text ocpoent substantiating this opinion.

Communication to the Financial Sector (c. II1.5):

220. UNSCR 1267 and Taliban Ordinance lists and chaage§irst published in the national
newspapers and the Liechtenstein Law Gazette. Mergall relevant information is
immediately communicated by the FMA to the profesal associations for distribution to their
members.

221. The FMA publishes all lists relating to the implertetion of UNSCR 1267 and

UNSCR 1373 on its websiteww.fma-li.li and sends e-mail messages (FMA Newsletter) in the
case of amendments to the lists. The FMA Newsletienently has about 500 subscribers,
including all professional associations.

Guidance to Financial Institutions (c. 111.6):

222. The FMA gives guidance to the financial sector tigio its Newsletter. Punctual advice
can also be sought in consultation with the FIU ateér involved governmental authorities. The
training courses given to the financial industryoahddress the UN Resolution obligations.

De-Listing Requests and Unfreezing Funds of Deeldd9®ersons (c. 111.7):

223. There is a specific procedure provided for dedpidf persons designated in the context
of UNSCR 1267. In its Circular 1/2007 of March 2807, the FMA informed the financial
intermediaries of the de-listing procedure, as &sbpy UNSCR 1730 of December 19, 2006.
All Liechtenstein citizens or residents, includiegal persons, who are affected by the freezing
measures are informed that they can address agoudlat the UN and the FIU can render
assistance. They also have the possibility to addiee Liechtenstein Government, who will
then examine if their request is founded, and vt apply for de-listing. De-listing
automatically unfreezes the affected assets.

224. No specific procedure for de-listing or unfreeziagrovided in the context of
UNSCR 1373. Any resulting SAR freezes the assetivie days, and automatically unfreezes
them after five days without intervention of thebRci Prosecutor.

Unfreezing Procedures of Funds of Persons Inadwirtaffected by Freezing Mechanism
(c.111.8)

225. In case of confusion or mistaken identity, no sfi@pirocedure has been provided for.
The affected party has the option to argue its basere the relevant administrative or judicial
authorities according to the normal procedures.

Access to frozen funds for expenses and other gagp(. 111.9):



69

226. According to Article 3.2 and 4 of the Taliban Oralnte, the Government may make an
exception on humanitarian grounds and allow actef®zen accounts for certain payments,
transfers of such assets, and the release of flez@momic resources in protection of
Liechtenstein interests or prevention of hardskgrch request for exceptional authorization is
evaluated as to its conformity with the conditi@es out in UNSCR 1452 (2002). No such
possibility is specifically provided for in the dext of UNSCR 1373. When the case is referred
to the Public Prosecutor under the suspicion #radtist-related assets are involved, the normal
rules of the seizure procedure apply accordingrtais 96 to 98 StGB. Any decision on the
disposal of the assets is in the hands of the @&bbsecutor, the Investigating Judge, or the
Court.

Review of Freezing Decisions (c. I11.10):

227. For UNSCR 1267 cases, no special procedure hasdbaleorated for challenging the
freezing measure before a court. Any challenge setbllow the de-listing procedure. There is
the general possibility to appeal against admialiste government decisions with the
Administrative Court (Verwaltungsgerichtshof), bt would only be applicable in case the
Government refuses to submit an unfreezing apphicab the UN focal point (see SR.III.7).

228. Inthe UNSCR 1373 context, the common criminal pthae applies. If assets are
blocked on the basis of Article 16.1 DDA, no chadle is possible until receipt of a seizure order
according to Article 97a StPO (within five dayshe@ the assets are seized, the affected person
or entity has recourse to the Court of Appeal @et©7a.6 StPO).

Freezing, Seizing, and Confiscation in Other Cirstances (applying c. 3.1-3.4 and 3.6 in R.3,
c. l1.11)

229. The relevant provisions of the StPO and the StGB apply to the seizure and
confiscation of terrorist-relateabsetsArticle 20b StGB and Article 97a StPO expressipose
seizure and confiscation of assets belonging & tre disposal of terrorist groups and those
used for financing of terrorism. Assets belongio@m individual terrorist would then be covered
by Article 20b.1 StGB, imposing confiscation of mleans of financing terrorism.

Protection of Rights of Third Parties (c. 111.12):

230. In confiscation matters, third party protectiorcaered by Article 20c.1.1 StGB,
expressly excluding from forfeiture those asseds$ #ine subject to legal claims from persons who
were not involved in the criminal activity or crinal/terrorist organization. Outside the penal

law context, there are no special and appropriateigions on protection of bona fide third
parties caught in the administrative freezing psscexcept the arrangement for innocent third
parties who may make use of the laborious proceolude-listing in case of administrative
freezing (UNSCR 1730 — see III.7).

Enforcing the Obligations under SR.III (c. 111.13):
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Monitoring:

231. Article 6 of the Law of May 8, 1991 on Measurestaiging to Economic Transactions
with Foreign States stipulates that the authordm@s persons mandated to implement this Act
may demand any information necessary to monitorpdiamce with the Act and related
Ordinances. For this purpose, they may demanddtisibess documents be submitted and may
conduct on-site verification of the persons requib@provide the information. The FMA uses
this power by regularly verifying compliance in thamework of due diligence inspections.

Sanctions:

232. Pursuant to Article 6 of the Taliban-Ordinance,i@et4 and 5 of the Law of May 8,
1991 on Measures pertaining to Economic Transastiath Foreign States apply.

233. Atrticle 4 of the Law of May 8, 1991 on Measurestagiing to Economic Transactions
with Foreign States stipulates that:

* The Court can impose a fine of up to CHF1 millionamyone who violates the provisions
enacted by the Government on the basis of thisiAstfar as the StGB provisions do not

apply.
* In case of negligence, the maximum penalty is redury half.

» If the violations are committed in the businessrapens of a legal person, a general
partnership, a limited partnership, or a sole pgetprship, then the penal provisions shall
apply to the persons that acted or should havel axteheir behalf, but with joint and several
liability of the legal person, the company, or Hude proprietorship for the fines and costs.

234. Atrticle 5 of the 1991 Law imposes confiscation lué bbject and the instrumentalities of
the offense, and refers also to the Articles 26B85¢€dnfiscation of instrumentalities and
products) and 353 to 357 StPO for the applicalbeguiure. It is not immediately clear,
however, how seizure and confiscation is appliegractice in case of violation of the Taliban
Ordinance.

235. As for compliance monitoring and sanctions in respé the measures to be taken in
relation with other terrorism-related assets, #lewant DDA and StPO provisions apply.

Statistics
236. The following relevant statistics were submitted:

» Since 2001, a total of five reports have been stibthio the Government pursuant to the
Taliban Ordinance under the 1267 regime (2001p2nts, 2002: 1 report, 2003: 1 report,
2006: 1 report). Approximately CHF205,200 was bkxtlex lege. At the end of 2006,
approximately CHF115,000 was officially releasedHamanitarian reasons after
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consultations with the Sanctions Committee. So@pprately CHF90,200 is presently still
blocked.

* Moreover, two reports were submitted in 2006 punst@ Article 16 DDA, which were
triggered by list hits (EU list) under UNSCR 13T3these cases, no assets were located in
Liechtenstein.

Suspicious Activity reports
(received by FIU) 2003 2004 2005 2006
Suspicious Activity report DDA 0 0 1 5
16/1 (terrorism)

Analysis of Effectiveness
UNSCR 1267

237. The appropriate measures to freeze assets unde€CRN367 are in place in
Liechtenstein, covering all aspects to make compéaeffective and adapted in the special
context of an extraordinary procedure. In this eesponly some details remain to be addressed:

* In the absence of a clear statement in the la nibt clear if the control over the targeted
assets also comprises indirect control,

» Similarly, it is unclear if possession implies afsrtial or joint ownership; and

* No review process is provided for challenging tle2ting measures.
UNSCR 1373

238. The Liechtenstein response to the requirementRdfIDutside the scope of

UNSCR 1267 is a pragmatic one. In the absencenatianal terrorist list, measures have not
been introduced in Liechtenstein to freeze and gm@asets suspected to belong to other
suspected terrorists and terrorist-related ent@eE®rding to an appropriate and specific
procedure. Foreign lists are addressed by appthi@gommon preventive and repressive
process. The following are some of the feature=adly in place, though they are not organized
in Liechtenstein into a specific and formal legainiework:

* The FIU, in its role as central authority for Liéehstein in the context of UNSCR 1267 and
as chair of the Terrorist Financing Coordinatiom@r, decides on and screens the incoming
lists. Suspected assets are subject to automeézifrg (although only for a limited period of
five days) and reported to the FIU;

* There is an effective communication system to thanicial institutions and other relevant
entities and guidance is provided by the FMA;
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* Beyond this phase, the normal criminal procedumieg No specific administrative
measures exist that deal with the other requiresneinhn appropriate freezing regime,
adapted to the implementation of UNSCR 1373.

239. Inrespect of the seizure and confiscation of testoelated assets in general, reference is
made to the comments made earlier for Recommemdatio

2.4.2 Recommendations and Comments

» Liechtenstein needs to review its response to UN$ER and address the requirements
accompanying a balanced freezing system outsideathiext of UNSCR 1267. It should
elaborate a procedure covering all specific aspecsired by the standards of the
exceptional freezing regime in respect of suspetetedrism-related assets.

» As for the Taliban Ordinance procedure, it showdlarified that the measures also target
assets indirectly controlled and partially or jbintossessed by the designated persons.
Review of the measure or other appellate possdsilghould also be provided for, when
challenged by the affected persons or in caserdsmn of identity.

2.4.3 Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SRL.II PC * No specific comprehensive procedures in placespaed adequately
to the requirements of an effective freezing regoutside the context
of UNSCR 1267;

* Notion of “control” and “possession” not clearlyfoied; challenge of
freezing measure not specifically provided forhia Taliban
Ordinance.

Authorities

2.5 The Financial Intelligence Unit and its functions R.26)
2.5.1 Description and Analysis
Establishment of FIU as National Center (c. 26.1):

240. The Liechtenstein Financial Intelligence Unit (Fligkhe central authority for receiving
and analyzing suspicious activity reports conceymmoney laundering and terrorist financing. It
is an administrative type FIU accountable to theegoment (Minister of Finance) and
operational since March 1, 2001. Administrativelys a department within the Ministry of
Finance, but it is functionally independent in gagmal matters, without any interference from
other authorities. Originally, the Ordinance of kery 22, 2001 on the Financial Intelligence
Unit served as its legal basis, before being switet by the Law of 14 March 2002 on the
Financial Intelligence Unit, in force since May2802 (hereafter: the FIU Act).
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241. Basically, the FIU serves as an interface betwkertechtenstein (financial) entities
subjected to the Due Diligence obligations anddleenforcement authorities (in the first place
the Public Prosecutor). Its main task is to anatheedisclosed information in order to establish
if there are indications of money laundering, miigpredicate offenses, organized crime, and
terrorist financing. All information indicative @uch criminal activity is then forwarded to the
Public Prosecutor.

242. The FIU Act delineates the functions and compet=nof the FIU in processing the
disclosures of suspicious activity it receivesha tontext of the fight against money laundering
and terrorist financing (Article 3 and 5 FIU Actrtixle 16.1 DDA). The FIU Act was not
amended in the same manner as the DDA to includarigan financing in the domain of the
FIU.

243. The receipt of such disclosures is the triggettierFIU to exercise its analytical and
other authorities. According to Article 16.1 DDA primary sources are:

» the persons and entities subjected to the DDA abbgs;
» the domestic administrative authorities; and
» the Financial Market Authority.

244. The threshold for reporting is the suspicion theglation with money laundering, a
predicate offense, organized crime, or terrorigriicing exists. It is not a condition for the
reporting entities to identify the probable preticaffense before making a disclosure, as this is
the task of the FIU. More specifically, accordingArticle 4 and 5 of the FIU Act, the FIU is
tasked to:

* receive the suspicious activity reports (SARS) sitiieich by the subjected (financial) entities
pursuant to Articles 16 (mandatory reporting) aiddiscretionary reporting of attempted
occasional transactions) of the DDA,

* analyze and evaluate these disclosures in thedighdssible indications of money
laundering, related offenses, organized crime,tarrdrism financing;

* report to the Public Prosecutor all confirmed stispis and elements related to the relevant
criminal activities resulting from the analysis;

» create and manage a database of relevant infommatigected in the course of its activities;
and

» draft situation and strategy reports for the goweent evaluating the money laundering and
terrorist financing threat (risk analysis).
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245. On receipt of a SAR accompanied by an automatezfng measure, the FIU has the
authority to give clearance for transactions tadéied out from the frozen account or to lift the
freezing measure altogether before the maximumdaxes period has elapsed (Article 16.4
DDA).

Guidelines to Financial Institutions on Reportimf§R5(c. 26.2):

246. Besides organizing training for financial intermegtes on matters pertaining to their
reporting obligation, including how to report, thJ also punctually supports and accompanies
them in submitting suspicious activity disclosutt@®ugh the “de facto” consulting procedure
that has been established with the reporting estliefore a disclosure is made. Reporting
entities have the possibility—and indeed it is oosry—to discuss cases and hold evaluation
talks with the FIU before making a formal disclasufhe pertinence of the SARs is said to be
high mainly because of these preliminary consuliteti Although the FIU accepts SARs in any
form, it has drafted a reporting form the reportergities are encouraged to use (Article 23.2
DDO). Some 80 percent of the disclosures are nizatenay.

Access to Information on Timely Basis by FIU (c.26

247. In order to carry out its analytical task, the FAtt has vested the FIU with specific
powers that allow it to collect additional infornmat to support and complete its analysis. For
that purpose it can:

* request complementary information from the discigsntity (Article 23.1 DDO);
* have access to information held by domestic auiber{Article 9 FIU Act);
» collect information from law enforcement authomsti@rticle 5d FIU Act); and

» under certain conditions, exchange information vigtieign counterpart FIUs (Article 7 FIU
Act).

248. Consequently, the following secondary sources @aéable:

Online:

» the central register of natural and legal persémX));
» the vehicle register;

Interface:

» the reporting entity;
» all other domestic administrative authorities, uathg the tax authorities;

» the police;
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» the Public Prosecutor;
* Counterpart FIUs (normally over the Egmont Secueb)V

249. The access to administrative services in prinage includes the information held by
the Registrar. There have never been any problémscess to the public information and the
registrations subject to “legitimate interests”eTdccess to deposited information until recently
gave rise to controversy based on the argumenttilsatlype of information belongs to the
depositing trust who retains mastership over theugents This matter has been settled recently
by government ordinance in favor of the relevanhairities including the FIU.

Additional Information from Reporting Parties (&.2):

250. Within the context of the analysis of a disclostine, FIU has the authority to request
additional information directly from the financiatermediaries (Article 23.1 DDO) which are
required to oblige. This authority is restrictedwever, to the person or entity that has made the
disclosure, excluding all other parties subjectethé reporting obligation under the DDA. This
weakness is partly mitigated by the practice offiig of holding discussions with financial
intermediaries possibly leading to the filing dugather related SAR, thereby giving the FIU
access to other useful data to complete their arsaly

251. Moreover, the FIU has the possibility of obtainne¢evant information from the FMA by
means of administrative assistance (Article 9 Fidd jAncto Article 36 DDA). According to
Article 4.3 of the FIU Act, the collection of inflaration by the FIU is “subject to the legal
provisions concerning the preservation of confiddity”. The same condition is repeated in
Article 7.2.a of the FIU Act related to internatedrcooperation at FIU level. The general
phrasing raises the question as to how far thigliton reaches and might be construed as
unduly limiting the possibilities of the FIU to der and exchange information. The authorities
stated, however, that this should be understodideirsense that the collection and exchange of
information needs to be purpose-bound in the comtethe fight against ML and FT. It also
refers to the confidentiality obligation restingampthe FIU (Articles 6 and 11 FIU Act)
governing outside access to its data.

Dissemination of Information (c. 26.5):

252. If the analysis confirms the suspicion of ML or Ffie FIU must forward its file

containing all relevant information to the Officktbe Public Prosecutor for further investigation
and/or prosecution. The FIU has to come to a resaboonclusion substantiating and
corroborating the suspicion (“erharten”) and givadged value to the original disclosure. The
reports are always structured in standard formatcamprise the disclosure, the identity, factual
information on the business relation, identificataf the suspicious transactions and the grounds
for assuming they are ML or FT related, with cosan and recommendation. As the money
laundering offense is limited to a series of pratimffenses, the FIU also needs to indicate the
probable criminality generating the assets or eelab the suspect to establish its authority to
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divulge the information for law enforcement purpgsehe qualification of the probable
predicate criminality does not bind the Public Rmsgor.

253. Once the file is in the hands of the Public Protarcine analytical role of the FIU is
complete, except for additional information receigibsequently, which is automatically
forwarded to the Public Prosecutor. The Public &awor can always go back to the FIU for
more clarification. It is customary to hold evaloattalks with the Public Prosecutor aiming at
improving the quality of reporting.

Operational Independence (c. 26.6):

254. The operational independence of the FIU is notesgly covered by the FIU Act (as it
was in the abolished 2001 FIU Ordinance), althatgjfunction, competencies, and
responsibilities are clearly specified. The parksuary explanatory memorandum relating to the
FIU Act, although not itself having legislative tstg, makes the intention of the legislator quite
clear, however, in that the FIU’s functional indegence (“gesondert”) is reaffirmed and
protected as before. There are no reports on &tgnoes of (attempted) interference with the
FIU.

Protection of Information Held by FIU (c. 26.7):

255. In accordance with Article 5.1(e) FIU Act, the Fihds created and maintains the
necessary IT infrastructure to be able to procedsaaalyze the data received and collected,
including personal and financial data. Confideitiias governed by Articles 10 and 11 FIU Act,
prohibiting passing on information to third parteesd ensuring that the information is used
exclusively to combat ML and FT. Disclosures thatmbt give cause to a report to the Public
Prosecutor’s Office keep their confidential stednd are filed within the FIU. All requests for
access to the FIU-held data based on Article 10Adt(there have been such instances after the
20 day tipping-off prohibition period had elapsedye been refused on the grounds of
protection of “predominating public and privateardsts” (Article 10) or on Article 11
arguments (mostly the risk of jeopardizing theaéint functioning of the FIU or privacy
interests).

256. The FIU also has physical security measures disfgosal, both with respect to its
premises and access to the databases. The prearesaotected by coded entrance, while the
database access is restricted to the head of thark his deputy, the analysts, and the IT
specialist. Maintenance of the IT infrastructurdase by a technician of the general
administration, who is bound by a specific secypitytocol.

257. Article 6 FIU Act subordinates cooperation with titeer domestic authorities to the
condition that it does not interfere with “the diacge of its responsibilities.” On the other hand,
Article 36.1 DDA goes further and imposes an olilaon the authorities, including the FIU,
“to transmit all records” necessary to enforce@MA, which might be interpreted as an
obligation for the FIU to divulge its confidentiaformation at the request of another authority.
The principle of the specific provision (“lex spaits”) overruling the general provision,
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however, gives priority to Article 6 FIU Act oventicle 36.1 DDA and preserves the
confidentiality of the FIU data.

Publication of Annual Reports (c. 26.8):

258. According to Article 5.1(f) FIU Act, the FIU periazhlly drafts situation and strategy
reports for the attention of the Governmentloes so, in a written or oral form, some four or
five times a year. Since the start of the FIU i@2@ has also published annual reports
containing current information on FIU activitiesatsstics, and typologies.

Membership of Egmont Group (c. 26.9):

259. The FIU was admitted in the Egmont Group in 200isgplenary meeting in The Hague.
It is an active participant, with its Head chairithg Operational Working Group and in that
capacity sitting in as a permanent member witrBtpgont Committee.

Egmont Principles of Exchange of Information Amdfigls (c. 26.10):

260. According to Article 7 FIU Act, the FIU may exchanmformation with foreign
counterparts. Although it does not require a memauwan of understanding (MOU) for this
purpose, it has nevertheless signed MOUs with BelgiMonaco, Poland, Romania, Chile,
Croatia, and Georgia and cooperation agreementsSwitzerland and Russia in the spirit of the
Egmont Principles of Information Exchange (See aif@a on R.40).

Adequacy of Resources to FIU (c. 30.1): IntegrityribJ Authorities (c. 30.2): Training for FIU
Staff (c. 30.3):

261. The FIU is an independent administrative officelvdtseparate budget covering the
operational expenses (telecommunication, administracommercial databases, travel, separate
post for its own database). The salaries of it ata paid by the Ministry of Finance. It disposes
of its own secured premises and its own IT infratire. It currently employs seven staff
members: the Head and his deputy (both lawyerahabysts (1 former police, 1 former bank
compliance officer, 1 economist), 1 analyst/IT spkst and 1 secretary. The composition of the
FIU reflects its multidisciplinary approach. Thesealso diversity in the nationalities: 3
Liechtenstein, 3 Swiss, and 1 Austrian.

262. The Head of the FIU initially screens the candids#df in a selection procedure as to
their capabilities and probity. The formal hiringppedure is conducted via the Office of Human
and Administrative Resources of the Governmentahidstration.

263. The FIU organizes internal training sessions ®staff members, both on an ad hoc and
a regular basis, with focus on new typologies aglutigéfing of real cases. The operational
analysts have also attended the Swiss CriminalysigalCourse and the Swiss Police Institute in
Neuchéatel (Switzerland). Moreover, they participatexchange programs with foreign FlUs.

Statistics
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264. For a good understanding of the statistics it igartant to note that one disclosure is
counted as one report. One report can relate te than one transaction. Subsequent
complementary reports containing new informatiaaso counted separately. Only when there
are several reports referring to the same actanty suspect, are they aggregated and counted as
one case (report).

Statistics
Suspicious activity reports 2003 2004 2005 2006
(received by FIU)

Suspicious activity reports total 172 234 193 163
Suspicious activity reports DDA 16/1 or 9/2 143 217 173 129
Suspicious activity reports DDA 16/1 (terrorism) 0 0 1 2
Suspicious activity reports (special ordinances) 1 0 0 1
Suspicious activity reports DDA 17/1 or 9a 28 17 19 29

Suspicious activity reports by sector

Banks 82 133 105 84
Professional trustees 82 89 74 65
Lawyers 5 9 8 9
Insurers 2 2 1 0
Postal Service 1 1 1 1
Investment undertakings - - - 1
Authorities/FMA - - 4 3

Reason/trigger for submission of a suspicious
activity report

Internal compliance 124 123 101 109
Domestic proceedings 14 56 36 14
Mutual legal assistance proceedings 34 55 56 40

Suspicious activity reports forwarded to the
prosecution authorities

Forwarded 123 185 139 113
Not forwarded 49 49 54 50

Analysis of effectiveness

265. The FIU plays a pivotal role in the AML/CFT systeNot only does it perform the
functions of a typical intermediary administratiugancial intelligence unit, it is also a
repository for all relevant data relating to crimliproceeds and terrorism, and as such also
fulfils a general intelligence function. It is adexdely staffed with qualified personnel and
conducts thorough operational analysis of the SABrmation it receives. It has established a
relationship of trust with the reporting entitiesgouts a lot of effort into raising the awareness
among entities covered by the DDA, mainly in coapien with the FMA.

266. To be able to perform its tasks in an efficient wiéwe FIU Act has endowed the unit with
specific powers to collect additional informatienits search for indications of ML or FT. Its
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access to law enforcement and administrative infion is comprehensive and adequate. The
difficulties in accessing information and documedgposited with the Registrar have very
recently been resolved. Its powers to query addilifinancial information of a confidential
nature from the reporting entities is restricteslvaver, to the disclosing entity itself and does
not extend to other entities subject to the DDA tiave not disclosed, even in the event that the
disclosures would contain references or links tthsadditional sources. Bearing in mind that
strong analytical and “investigative” powers ardle utmost importance for any FIU to deliver
a product that is of effective use for the ensdiawvg enforcement action, this restriction may
affect the quality and timeliness of the analyaigj consequently may negatively impact on the
efficiency of the FIU.

267. In addition to the practice of the FIU prompting thonreporting entities to consider

filing an SAR, the FIU can request the FMA in spéciases to collect that information on its
behalf. This indirect approach may be a solutiomtmut of pragmatism and may prima facie
seem to be in line with the criteria that allow Isurdirect access, but it is delaying the analytica
process and is not entirely free of challenge &sribt expressly provided for in the law. The
FMA intervention is based on Article 9 FIU Act aAdicle 36 DDA, giving the FIU access to
FMA information on the one hand and on the othewioling for an exchange of information
between the FMA and the FIU. The combined provisjdrowever, make no reference to the
FMA collecting information on behalf of and at tfegjuest of the FIU and do not appear to cover
such eventuality.

268. Atrticles 3; 4.3; 5d,f and g; 6 and 7d FIU Act stided to be supplemented to formally
bring the terrorism financing aspect within the iteofi the FIU and achieve consistency with the
relevant provisions of the DDA.

269. Interms of effectiveness, the statistics overdisefour years show an interesting
picture:

* The number of SARs is broadly stable, with the piioa of 2004. The decrease from 2005
can be explained by selective impact of the entdpcactice of the reporting entities of
consulting the FIU in an evaluation talk beforeidaw on filing.

* The proportion of disclosures triggered by an aetsiource (domestic law enforcement or
MLA proceedings) is still quite high: from 30 to p@rcent of the total number. This is not
surprising considering that the Liechtenstein feiahsector manages money and assets from
all over the world. On the other hand, it is alsdicative of a largely reactive attitude of the
sector.

* The output of cases to the Public Prosecutor isrkably high and reaches an average of
some 70 percent of the incoming SARS. This carxpa@ed partially by the fact that a lot
of the disclosures relate to ongoing law enforcamemLA cases. It is, however, also an
indication of high quality reporting and analysis.
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270. Overall, the FIU is fulfilling its task in an effege way and produces a high standard of
reports, taking into account the restrictions @efsin accessing additional relevant information.

2.5.2 Recommendations and Comments

* In terms of efficiency, while direct access woukdgreferable, at a minimum the law should
expressly provide for indirect access of the Fhptigh the FMA, to financial and other
relevant information held by the non-disclosingtesg subject to the DDA.

* The FIU Act needs to be brought in line with the S respect of its terrorism financing
remit.

2.5.3 Compliance with Recommendation 26

Rating Summary of factors relevant to s.2.5 underlying ovall rating

R.26 LC |* The law does not expressly provide for the FIUadgéhdirect or
indirect access to all relevant information heldaliyentities subject t
the DDA (also impacts on effectiveness);

* FIU Act not amended to expressly include terrorfgrancing.

A=)

2.6 Law enforcement, prosecution and other competent dborities — the framework for
the investigation and prosecution of offenses, arfdr confiscation and freezing
(R.27, & 28)

2.6.1 Description and Analysis

271. Law enforcementin ML and FT cases rests in tist fitace with the national police,
specifically the Kommissariat Wirtschaftskriminati{t Economic Crime Unit) which is
specialized in investigating financial crimes. Agyipical for civil law countries, the public
prosecutor is not only responsible for prosecutibaffenses, but is also heading and
supervising the police investigation. Also involviedhe investigation of crimes are the Princely
Courts, more specifically in the person of fourdsiigative judges who have the power to
impose coercive measures, such as by way of seacthrrest warrants. In terms of ML-related
investigations and proceedings, most of them ati@ted by mutual legal assistance requests
and FIU reports.

Legal Framework:

Designation of Authorities ML/FT Investigations @7.1):

272. The Office of the Public Prosecutor (Staatsaanwiadtff) is ultimately responsible for the
investigation and the prosecution of ML and FT offes in accordance with Article 20 CPC. If
the needs of the investigation so require, he eguaest the investigating judge to order specific
coercive actions (warrants), in which case thequo®r remains in charge of the proceedings,
or to take over the investigation in his sole ckarghich is always the case when the suspect is
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placed under investigative custody). The publicspoutor and the investigating judge conduct
the investigations through the National Police, enparticular for ML and FT cases the
Economic Crimes Unit, which possesses the exparésessary for such special investigations.
In practice, most ML investigations are triggergdAbU reports (more than two thirds) with the
balance from other sources, such as MLA requestsimact police investigations.

Ability to Postpone/Waive Arrest of Suspects orzBe¢ of Property (c. 27.2):

273. The decision if and when a person is arrested @yads or assets are seized is the
responsibility both of the Office of the Public Bezutor, which submits an application to the
investigating judge, and of the investigating judgbo decides on the applications and, where
appropriate, issues the order. There are no speualés on the timing of such measures. The
Public Prosecutor, as head of the investigationprsnally the authority who in such cases
decides when and where the police will intervemel, ia this he will be guided by the aim of
maximum result. Therefore, it is perfectly possiatel legal to postpone or waive an arrest or
seizure if the efficiency of the investigation squires, e.g., in order to follow the money trail o
identify accomplices. Controlled delivery as sugleven specifically provided for in Article 12
of the trilateral cooperation treaty between Liecistein, Switzerland, and Austria.

Additional Element - Ability to Use Special Invagditive Techniques (c. 27.3) :

274. The following special investigative techniques altewed for law enforcement purposes:
* Observations;

» Surveillance of telecommunications, including videwveillance and recording of the
content (telephone tapping), subject to approvahkeyPresident of the Court of Appeal
(Article 103 StPO);

» Controlled delivery, mostly in drug trafficking c=s5

» Infiltration and undercover actions, such as aradled sale or purchase of drugs by a law
enforcement officer (Article 27 Narcotics Act); and

* The use of informants.

275. Insofar as the basic human rights are respectethandvestigation is conducted under
judiciary control, an express provision is not speglly required. The techniques are closely
monitored by the public prosecutor, who is ultinhatesponsible for ensuring the full legality of
their use. Entrapment is absolutely forbidden awvdlidates the whole ensuing procedure
(Article 9 StPO). It has been ruled, however, tt@ttrolled delivery and undercover operations
do not fall under the concept of “entrapment.phactice, the small size of the country and its
population inhibit a frequent use of undercovehtagues.
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276. Mixed investigation teams are provided for in tlodid® Cooperation Agreement with
Austria and Switzerland.

277. The more frequently used special investigation washare observation and telephone
tapping. Seven telephone surveillance measuresersh observation measures, including video
surveillance, were carried out in 2006.

Additional Element - Use of Special Investigativechiniques for ML/FT Techniques (c. 27.4):

278. As far as the investigation of white collar crimibais concerned, surveillance of
telecommunications is an appropriate investigati. The entire telecommunication system,
including internet, can be monitored retroactivelyon ongoing basis. Currently an amendment
to the StPO is being drafted, modeling the speaaiedstigative procedures after the new
Austrian criminal procedure code.

Additional Element - Specialized Investigation Guew& Conducting Multi-National
Cooperative Investigations (c. 27.5): see 27.3

Additional Elements - Review of ML & FT Trends byw Enforcement Authorities (c. 27.6):
see 27.3

Ability to Compel Production of and Searches focDments and Information (c. 28.1):

279. Article 98a StPO specifically provides the leganfrework for obtaining evidence from
banks and financial institutions in the sense dicke 3.1.a DDA. The court (mostly the
investigating judge) can order them:

* to provide detailed information on the identityp&frsons and business relations, the nature of
the relationship, as well as on the beneficial awred proxies; and

* to supply all related relevant documentation,

Provided this appears necessary in the context ofwestigation into money laundering, a
predicate offense, or an offense related to orgahtzime, or if the assumption is justified that
the client relationship is used for handling crialiproceeds or fees (Article 20 StPO), or is at
the disposal of criminal or terrorist organizatiposwithin the context of the terrorism financing
offense (Article 20b StPO—see on this point the mamts on R.3).

280. The obligation to surrender the requested docunwrigher relevant items or values is
enforceable by the investigating judge and anyqueveho refuses is liable to a fine of
CHF1,000 or imprisonment of up to six weeks, exdelpe is the suspect himself or if he is
absolved to testify (Article 96.2 StPO). For see&zaf documents held by other entities, such as
trustees, the procedure according to Article 980S&applied for all items that may be relevant
to the investigation (evidence) or subject to cardtion. This is usually preceded by a search
warrant.
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281. House and personal searches, including premisesgedndes, are conducted according
to Article 92 StPO. As a rule, this is based oeash warrant issued by the investigating judge,
but can also be performed by the police on theim awthority in certain circumstances

(Article 94 StPO): an arrest warrant having besnesl, a suspect being caught in the act or in
possession of objects linked to an offense or watiisent of the inhabitant.

Power to Take Witnesses’ Statement (c. 28.2):

282. It belongs to the normal execution of the policection to be empowered to take witness
statements. If the witness is unwilling to testifye court can impose coercive measures at the
request of the Public Prosecutor (Articles 105-$820). In principle, witnesses are required to
testify, subject to a coercive penalty of up to @QHPO and, in the event of continued refusal,
coercive detention of up to six weeks. Witnesseatkd in Liechtenstein may, on threat of a fine
of up to CHF1,000 in the event of nonappearanceubemoned by the police if they do not
comply with the order to appear. False testimongoart is punished by imprisonment of up to
three years and perjury with imprisonment of upite years (Article 288 StPO).

Adequacy of Resources to Law Enforcement and GAML/CFT Investigative or
Prosecutorial Agencies (c. 30.1):

283. Since December 1, 2005, the Liechtenstein OfficinefPublic Prosecutor consists of six
Public Prosecutors. They all carry the generalapsibility to prosecute offenses, including
cases of money laundering, predicates and terrdimancing, though with none of them
specializing in dealing with these offenses. Th&o®fof the Public Prosecutor also employs
four persons full-time for its administration. Orggationally, the Public Prosecutor is
subordinate to the Government, but acts as an amdkgnt magistrate whenever he exercises his
functions in the proceedings before the cotitEhe financial, human, and technical resources
are deemed sufficient. There are 14 judges in tbehtenstein Court of First Instance
(Landgericht, Kriminalgericht, and Jugendgericfit)is number is considered adequate and
there is no significant backlog of pending cases.

284. Inthe Economic Crimes Unit (ECU) of the LiechtemstNational Police, nine qualified
officers deal with financial investigations, with@investigator specialized in cases of terrorist
financing. The technical equipment is modern, \aidequate hardware and software being
available for operational case analysis. The Wn#uipported by the forensic specialists of the
criminal police. On average, the ECU investigat®3 domestic and 100 mutual legal assistance
cases annually, and conducts between 80 and 168thsesaThe Unit considers this workload to
be manageable.

Integrity of Competent Authorities (c. 30.2):

A Princely Ordinance of May 19, 1914, which haserdyeen abolished, provides in its Article 6 tmatase of
serious and political offenses, the Public Proseduds to consult the government.
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285. Over the last six years magistrates from Austria Wwad already served there as judges
or prosecutors have been recruited as Public Rutesan Liechtenstein. Of the Liechtenstein
citizens trained in Liechtenstein between 2002 20@b, one person joined the team of Public
Prosecutors in December 2005, and the second fetlowJanuary 2007. When recruiting new
staff members, training and experience in crimprakecution are important criteria. All Public
Prosecutors working in Liechtenstein have a unityedegree in law and years of practical
experience.

286. The ECU of the Liechtenstein National Police, whighesponsible for investigating
money laundering and terrorist financing, emplqyscsalists recruited either abroad (Germany,
Austria) or in Liechtenstein. They have specialieggertise relating to banking, accounting,
auditing, trusts, and insurance. Recruits aredihin Liechtenstein and abroad as criminal police
investigators for two years. They are screenedhein integrity through database and criminal
record checks. Recruits from outside Liechtensteenchecked through the foreign authorities.

Training for Competent Authorities (c. 30.3):

287. The Office of the Public Prosecutor meets the engis of the increased sophistication
of criminal behavior with appropriate and contirgitnaining. The prosecutors attend several
lectures on legal issues in Liechtenstein each, year they also participate in international
conferences and training courses. The Prosecutoer@kerepresents the Liechtenstein Office of
the Public Prosecutor in international bodies. Oifiece of the Public Prosecutor is a member of
the International Association of Prosecutors (IAR¢ CCPG of the Council of Europe, and
regularly takes part in the conferences of thegargzations and the regional meetings of
prosecution authorities. Liechtenstein is also @ssed with Eurojust and the European Judicial
Network (EJN) as a third State, and its prosecudtiend the training courses offered by these
organizations. Prosecutors attend each year thewoed education program of the Academy of
European Law in Trier. Two prosecutors completestqgoaduate studies on the suppression of
economic crime between 2003 and 2005 in Lucerneci&xe Master of Economic Crime
Investigation, EMECI).

288. The staff members of the ECU attend annual expegrtihg courses in Austria, Germany,
Switzerland, and other countries (e.g., Interpal BBI continued training courses). An annual
budget of over CHF20,000 is available for this s

Additional Element (R.30) - Special Training fodges (c. 30.4):

289. A budget for continued training of judges in akas is available. They can attend
programs, especially in Switzerland, Austria, alst at the Academy of European Law in Trier.
One judge of the Court of Justice successfully deteg his Executive Master of Economic
Crime Investigation post-graduate studies at theekne School of Business in Switzerland. One
other judge has been active for many years in ¢hegation of the MONEYVAL committee at
the Council of Europe. The four investigating jusigend judges for mutual legal assistance who
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primarily deal with money laundering and (occaslypderrorist financing are grouped together
in their own division of the Court of Justice.

Analysis of effectiveness

290. The investigative powers available to the law erdanent authorities are comprehensive
enough to enable them to conduct serious invegiigatn an effective way. Taking into
account the workload and the number of cases,uheah and material resources are not
particularly abundant but they seem adequate td theehallenge. The assessors appreciated
the professionalism the investigating and prosagutiagistrates and police representatives
demonstrated during the interviews. Expertise aadihg opportunities are sufficiently
available so the environment and conditions foeffigient law enforcement approach are in
place. The statistical figures support the imp@seif a targeted effort to counter ML and an
acceptable level of effectiveness.

291. Interms of effectiveness at prosecutorial lewgk interesting to compare the statistical
data from the FIU with those from the Office of fReblic Prosecutor.

0
Forwarded by FIU New cases opened by PP Opened as % of

(ML + DDA) forwarded
2003 123 25+14 =39 (31.7%)
2004 185 34+15 =49 (26.5%)
2005 139 33+2=35 (25.2%)
2006 113 36+8=44 (38.9%)

Even taking into account that a portion of the sdsewarded by the FIU relate to MLA cases
that do not warrant the opening of a new file witd Public Prosecutor’s office and the fact that
some FIU reports may have predominantly an intfie value that is not immediately
exploitable, the percentage of investigations &rgg by an FIU report is rather low. One factor
may be that the international dimension of the mydaandering cases calls for intensive and
laborious investigations, so the Public Prosecwitbrautomatically conduct a selection process
in terms of feasibility and cost/benefit ratio. Téeés also the general tendency to transfer the
cases to the predicate offense foreign authoatier than taking up the prosecution in
Liechtenstein. Reference is made once again torthertance of developing their own
experience and jurisprudence in stand-alone manydering prosecutions, and taking the
matter more in their own hands, even if in a lota$es it must be acknowledged that the transfer
of prosecution is likely to be an appropriate appio

2.6.2 Recommendations and Comments

* The Public Prosecutor should endeavor to take ae maetonomous money laundering
investigations, especially where no foreign procagsihave been instituted.

2.6.3 Compliance with Recommendations 27 & 28.
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Rating Summary of factors relevant to s.2.6 underlying ov@ll rating

R.27 LC * No ML convictions as a result of absence of automasrmoney
laundering prosecutions (impacts on effectiveness).

R.28 C —

2.7 Cross-Border Declaration or Disclosure (SR.IX)
2.7.1 Description and Analysis

Mechanisms to Monitor Cross-border Physical Trarsgion of Currency (c. IX.1):

292. In 1923 Liechtenstein entered into a custom treattly Switzerland, based on which

most competencies and tasks in relation to Liedtéam's customs and border controls were
delegated to the Swiss authorities and Swiss cisstaws made directly applicable in
Liechtenstein. While border controls between Lieastein and Switzerland have been lifted,
controls at the border of Liechtenstein and Austrebeing performed through the Swiss
authorities. The Swiss border guard act in a dofusletion as customs officers as well as border
police and therefore also have limited police p@wer

293. Currently, there is no specific system in plac&witzerland (and therefore
Liechtenstein) to particularly detect the physass-border transportation of currency and
bearer negotiable instruments that are relatedotoemnlaundering or terrorist financing. While
the border guard touches on the requirements $étyoBR.1X, its activities are not directly
related to the issues of money laundering andristifinancing, but rather to criminal offenses
in general, including money laundering and tertdimgncing. According to the Liechtenstein
authorities, the Swiss authorities are currentgppring a draft law to set up a system in
accordance with SR.I1X. The new draft was to begwed to the Swiss parliament in the
summer of 2007.

Request Information on Origin and Use of CurrerecyiX.2): Restraint of Currency (c. 1X.3):

294. Some relevant functions and powers of the Swissg@aind Liechtenstein police have
been delegated to the Swiss border guards. Witkeiset delegated powers, border guard officers
may stop a person entering Liechtenstein if thegesuspicion of criminal activity. At this point,
the border guard is obliged to inform the Liechtemspolice, which will take over the
investigation. The border police itself does natéhany investigatory powers. The law does not
determine what would be considered a “suspicioh®e &uthorities indicated that it was difficult
to determine what would be considered suspiciotistated that the mere fact that somebody
was transporting cash or bearer negotiable instntsngould not be considered suspicious.

Retention of Information of Currency and Identitioa Data by Authorities when appropriate
(c. IX.4):
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295. The most recent stop by the border guard took ptatéarch 2007 and related to a
person leaving Liechtenstein. In January 2006 paekian citizen who crossed into
Liechtenstein with a sum of US$255,000 in cash stapped. In July 2004 a person with bearer
negotiable instruments was stopped. In 2003, a &ecitizen who crossed into Liechtenstein
with EUR250,000 in cash was stopped.

Access of Information to FIU (c. IX.5):

296. The Swiss customs authorities (including the bogigrrd) are not covered by the DDA
and therefore would not be required to report sugps activities to the Liechtenstein FIU.
However, once the Liechtenstein police has beannméd by the border guard of a stop, it is
required to file a suspicious activity report witle FIU in accordance with the DDA. No report
based on cross-border transportation of currencyegotiable bearer shares has ever been filed
by the Liechtenstein police, as all of the investilgns conducted in relation to border stops
turned out to be not related to money launderingworist financing.

Domestic Cooperation between Customs, ImmigratrahRelated Authorities (c. IX.6):

297. The Liechtenstein police and the Swiss customseféi hold regular meetings and the
Liechtenstein police also maintains an office at8wiss customs house. This office, however, is
not used full time by the Liechtenstein police.

International Cooperation between Competent Autiesrrelating to Cross-border Physical
Transportation of Currency (c. 1X.7):

298. In 1999, Liechtenstein, Switzerland, and Austriteesd into a treaty on cross-border
cooperation of security and customs authoritiesclvileals with cooperation in relation to
transmission of information, cross-border invedbigameasures, i.e., hot pursuit, the use of
joint control, and the possibility to set up obsgion and investigation groups and conduct joint
search operations. The Liechtenstein police alspeates with foreign authorities based on
Article 25.3 of the National Administration Act atictough the INTERPOL information
exchange.

Notification of Foreign Agency of Unusual MovemafitPrecious Metal and Stones (c. 1X.12):

299. The mere fact that somebody is transporting galeGipus metals, or precious stones is
not considered suspicious and therefore wouldustify a stop by the customs authorities. In
cases where additional circumstances give risadpision, the same process as in the case of
stops relating to cash or bearer negotiable ingnisapplies.

300. As Liechtenstein does not have an internationgloairor harbor, criterion 1X.14 is
therefore not applicable.
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301. On average, two persons are stopped every yeavrogibcontrols based on suspicion.

However, so far, none of the cases has led toasiigation. In all cases, the stopped individual

could provide evidence of the origin of the ass@is was therefore allowed to proceed.

2.7.2 Recommendations and Comments

» Liechtenstein should put into place a disclosurdemiaration system to detect the physical
cross-border transportation of currency and baagotiable instruments that are related to

money laundering or terrorist financing.

2.7.3 Compliance with Special Recommendation 1X

Rating

Summary of factors relevant to s.2.7 underlying ovell rating

SR.IX

NC

Liechtenstein does not have a disclosure or ddmaraystem in

place to detect the physical cross-border tranaport of currency
and bearer negotiable instruments that are retatatbney laundering
or terrorist financing.
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3 PREVENTIVE MEASURES-FINANCIAL INSTITUTIONS

Customer Due Diligence & Record Keeping

3.1 Risk of money laundering or terrorist financing

302. Liechtenstein has adopted and implemented a riskeébapproach to AML/CFT,
particularly in relation to ongoing due diligenddne perceived level of risk is the main
determining factor in deciding on the degree adrtton given to the ongoing monitoring of
categories of customer or transaction. While th@ieation of KYC measures as described in
detail below was confirmed as mandatory in all saiee depth and scope of implementation
measures are also largely risk-based. While alidsed system has merit in principle, the
Liechtenstein approach goes further in some casesdnvisaged under the current
interpretation of the FATF Recommendations antiesdfore difficult to reconcile in terms of
direct compliance with a significant number of gpecific criteria of the relevant
Recommendations, as analyzed in detail in SecB8anwd 4 of this report.

303. A key issue is the perception in Liechtensteirhef mmeaning of high, normal, and low
risk, having regard to the confirmation by the awities that more than 90 percent of the
financial services business in Liechtenstein wdnddlefined as cross-border private banking (or
private insurance or asset management servicesle Wit all of this business is inherently

risky, much of it would fall within the categorisaggested by the FATF methodology as
examples of higher-risk business (non-residentocuosts, private banking, legal persons or
arrangements such as trusts that are personat-4dding vehicles, and companies that have
nominee shareholders or shares in bearer form)a$sessors found, however, that the financial
institutions and relevant DNFBPs in Liechtensteigarded much of this business as routine and
did not see it as, of its nature, constituting tiskt should attract higher levels of due diligence
on their part. The responses as to what would ge@rded as high risk in Liechtenstein
consistently referred to a short list of categoties included politically-exposed persons (PEPS)
and business from certain geographical regionsicpéarly in Eastern Europe.

Legal Basis for customer due diligence

304. Among the obligations of its EEA membership, Liestdtein is required to implement
the EU money laundering directives. However, tteeasment presented in this report is based
on the FATF 40+9 Recommendations, from which thedit8ctives differ in a number of
respects. There are a number of cases where thesassnt identified deficiencies in the
Liechtenstein system by reference to the FATF Rexentdations where the requirement or
practice in Liechtenstein could well be acceptaivider, in particular, the Second EU Money
Laundering Directive. Nonetheless, the assessor®tibave the discretion to depart from the
criteria of the FATF Recommendations for purpodebis assessment.

305. Customer due diligence (CDD) in Liechtenstein isaag in the Due Diligence Act
(DDA) of May 22, 1996, a complete revision of whiglas enacted on November 26, 2004 and
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came into force on February 1, 2005 and soughttepose both the EC Directive 2001/97/EC
and the revised FATF Recommendations. The DDA wasisdmended in February 2006. The
DDA defines the scope, requirements, and supervisicCDD, and provides for enforcement
and information sharing. The legal requirementsamanded and specified in the Government’s
Due Diligence Ordinance (DDO), dated January 10520 he Financial Market Authority

(FMA) serves as the prudential supervisory autiidat all financial institutions and activities
covered, and the supervisor for AML/CFT purposedi¢fe 23 DDA). It was established by the
FMA Act, dated June 18, 2004, and has been opesdtsince January 1, 2005. It is an
autonomous institution that reports directly to Bagliament.

306. The scope of application of Liechtenstein’s AML/CFEuirements is determined by a
dual test set out in the DDA, both elements of Wwhiaust be satisfied. Thus, the DDA provides
for due diligence to be completed by legal and r@fpersons (“personal scope of application”,
set out in Article 3 DDA) when conducting professbfinancial transactions (defined under
“substantive scope of application” in Article 4 DIpAAs described in Sections 3 and 4 of this
report, these are important foundation conceptspaodsions in determining whether the scope
and coverage of Liechtenstein’s AML/CFT requirenseante in line with the FATF
Recommendations, both for financial institutionsl &N\FBPs. For that reason, the provisions
are described in detail in the following paragraphs

Personal scope of application of the DDA

307. Pursuant to Article 3, the DDA applies to all ficgal institutions holding a license:

banks and finance companies;
* E-Money institutions;

¢ asset management companies;
* investment undertakings; and

» insurance undertakings

as well as to the Liechtenstein Postal Service @&@hange offices and branches or
establishments of foreign financial institutiongr&s with foreign branches or subsidiaries must
assess, limit and monitor risks connected with rgdaendering, organized crime and terrorism
financing on a global basis (Article 13.3 DDA).

308. The financial system is constituted of 16 banks,Rbstal Service, 345 investment
undertakings, 38 insurance companies, 48 newlydied asset management companies, and one
exchange office (as at December 2006). The totalatof assets under management is

CHF219 billion, two thirds of which being with tlleree major banks. There is no E-Money
institution operating in Liechtenstein and the fasince company wound up in 2003.
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Banks and finance companies

309. In accordance with the Banking Act (BA), dated @&to21, 1992, as amended, only
banks can collect deposits, provide safekeepingcess, and issue electronic money; finance
companies can, alongside banks, lend money, mé&lmlzince sheet transactions, manage
securities issuance, and provide securities sesvidee BA defines and regulates banking
activities and entrusts the FMA with supervisoryypos. Banking regulations are stipulated in
the Banking Ordinance (BO), dated February 22, 1884mended. The BA does not
specifically address AML/CFT issues, but requesatsks and finance companies to set up
internal guidelines governing powers and procedfgmeapproving “transactions fraught with
risk”, including operational and legal risks (Af&c7.a BA), and to conduct sound and proper
business operations (Article 19 BA).

310. Domestic banks may perform banking activities avpte investment services in an

EEA member state either through branches or dyrégtivirtue of the free movement of
services. Conversely, banks and investment firoenBed and supervised in EEA member state
may perform, respectively, banking and securitedated activities in Liechtenstein either
through a branch or directly by virtue of the fraevement of services (Article 30d and 30e
BA). A branch of a third-country bank must obtailicanse before operating in Liechtenstein.

311. The Postal Service AG provides financial serviceamexclusive agent in Liechtenstein
for Postfinance (Swiss Post) and provides moneyevahnsfers as an exclusive agent in
Liechtenstein for Western Union.

Asset management companies

312. Pursuant to Articles 2 and 3 of the Asset Managemen(AMA), which became
effective on January 1, 2006, asset managementaiesg> provide or arrange to provide on a
professional basis asset management services fartheof:

» portfolio management;

* investment advice;

* reception and transmission of orders concerningopmaore financial instruments; and
* investment research and financial analysis.

313. Asset management companies (AMC) cannot accepildrdssets that belong to third

parties (Article 3. 3 AMA) and cannot hold a truesteawyers, patent attorney, or auditor license
(Article 6.1.1 AMA). The assets managed are inftrven of holdings in financial instruments and
must be deposited in a bank. At the time of thesssent, AMCs fell within the personal scope

18 |nvestment firms within the meaning of Directive02039/EC.
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of application criteria of the DDA. However, thegre not subject to the DDA in practice
because none of their transactions met the substastiope of application test of the DDA as all
AMCs currently have mandates with a limited poweattorney for a client’s account (Article
4.3.c DDA).

314. Asset management companies registered and licem&gechtenstein may conduct their
business in an EEA member state through a branchform of cross-border services, or in a
third country, after demonstrating to the FMA ttiagy hold, or are not required to hold, a local
license (Articles 33 and 36 AMA).

315. Asset management companies registered and licemsedEEA member state may
conduct their business in Liechtenstein throughaadh or in the form of cross-border services
(Article 34 AMA). Asset management companies oetgganagers whose registered office or
residence is in a third state, must obtain a liedram the FMA before operating in
Liechtenstein (Article 37 AMA).

Investment undertakings

316. The Investment Undertakings Act (IUA), dated May 2905, (which entered into force
on September 1, 2005) governs entities (funds) hiacse assets in the form of units marketed
to the public, for the purpose of collective calpit@estment, and have them managed by a
management company for the joint account of thestirs. Both the investment undertaking
and the management company must hold a licensetirelAMA. Depositary functions are
carried out by a bank holding a domestic licensleyoa domestic branch of a bank licensed in an
EEA member country. Investment undertakings fathimi the personal scope of application of
the DDA (Article 3.1.b DDA). However, investmentdertakings which do not maintain share
accounts or distribute shares do not meet the auoidgt scope of application criteria and,
therefore, are not subject to the DDA (Article 4.BDA). Due diligence requirements apply to
depositary banks and to management companies.

317. If so authorized by the FMA, a fund management camypgmay in addition manage
individual portfolios and other assets, such asjeenfunds or investment foundations

(Article 24.3.a IUA). Subject to FMA authorizatioimmay delegate some of its responsibilities
to third parties, domiciled in Liechtenstein or@dml, but operating under its effective
monitoring and oversight (Article 25 IUA).

318. Management companies which are:

* registered and licensed in Liechtenstein may conithgir business in an EEA member state
through a branch or under the free movement oices\(Article 76 IUA);

» registered and licensed in an EEA member stateaoagiuct their business in Liechtenstein
through a branch or under the free movement oices\(Article 79 IUA);
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* domiciled in a third state must obtain a licensefithe FMA before operating in
Liechtenstein (Article 84 IUA).

319. Units of domestic investment undertakings can beketad in an EEA member state:

» for transferable securities, providing that thepfoom to the Directive 85/611 requirements
(Article 87 IUA); and

» “for other values or for real estate”, providingthhey conform to EEA member state’s legal
and administrative requirements (Article 89 IUA).

320. They can be marketed in a third country providimat they conform to its legal and
administrative requirements (Article 90 IUA).

321. Units of an EEA member state investment undertakargbe marketed in Liechtenstein,
providing that they conform to the Directive 85/@&tuirements. The management company
should comply with the IUA and notably appoint abas a paying agent in Liechtenstein and a
representative who holds a domestic license (A@d IUA). An FMA license is required to
market units of an EEA investment undertaking wkaol not in conformity with

Directive 85/611, as well as units of a third caymtvestment undertaking (Articles 93 and 94
IUA).

Insurance undertakings

322. Undertakings that provide direct insurance or i@iasce are governed by the Insurance
Supervision Act (ISA), dated December 6, 1995, rasraded. Insurance undertakings must hold
a license for each class of insurance they projAdicle 12 ISA) and are prohibited from
conducting non-insurance activities (Article 20 )SA

323. Insurance undertakings located and licensed inhiggtstein may conduct business in an
EEA member state through an establishment or dyosder services (Article 24.1 ISA); in other
states, they must hold a local license (Articlead®BA). Insurance undertakings located and
licensed in an EEA member state or in Switzerlaag engage in direct insurance business in
Liechtenstein by way of an establishment or crassir services (Article 28 ISA and Direct
Insurance Agreement between Liechtenstein and 8matzd, 1996). Insurance undertakings
with their head office in a third country must ahta license in Liechtenstein (Article 31 ISA)
and operate through a branch managed by a gemerai. a

324. The personal scope test of the DDA also appligseédesignated Non-Financial
Businesses and Professions (DNFBPs), which aresisd in more detail in Section 4.

325. Ultimately, the DDA stipulates that due diligeneguirements must be fulfilled by any
legal or natural person conducting financial tratisas on a professional basis (Article 3.2
DDA). Only tax exempt occupational pension insidos are excluded (Article 3.3 DDA).
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Substantive scope of application of the DDA: finanal transactions
326. Financial transactions encompass:
» accepting or safekeeping of third parties’ assets;
* assisting in the acceptance, investment, or tran$feuch assets; and

» establishing, or acting as an organ of, a legatyeah the account of a third party (legal
person, company, trust, association, or assei/gtiat does not operate commercially in the
domiciliary state (holding companies excluded).

327. The following are considered as equivalent to fmalntransactions:

« transactions exceeding CHF25,60tade by dealers in high-value goods and by ausicn
when payments are in cash, whether the transastigperated in one or in several linked
steps; and

» granting of admission to a casino to a visitor.

328. Conversely, in accordance with Article 4.3 DDA ditial institutions’ or DNFBPs’
other business relations, which do not fall untlerabove criteria for financial transactions, are
not subject to due diligence.

329. Financial transactions, as defined in Article 4 D& not encompass some activities
and operations of financial institutions listedAnnex 1 of the FATF AML/CFT Methodology:
lending, financial leasing, issuing and managingnseof payment, financial guarantees and
commitments, and trading. The authorities maintlaét banks, and all their activities, fall within
the personal scope of application of the DDA arad the substantive scope of application, de
facto, does not need to be taken into accountelal Ibasis was put forward by the authorities to
support this position. The FMA informed the asses#itat no issue had ever been raised with
them regarding this interpretation and the poirstiever been challenged in court. In meetings
with the private sector, the assessors had noatiditthat any of the banking activities and
operations was considered to be beyond the scaoje afue diligence requirements.

3.2 Customer due diligence, including enhanced or reded measures (R.5 to 8)

3.2.1 Description and Analysis

330. The DDA provides a detailed framework for:

» the scope of application of CDD, in terms of bo#iigons and transactions concerned;

17 EUR15,000/USD21,000 (exchange rate as of end o€iM2e07: CHF1=EUR1.62=USD1.21)



95

» the specific requirements for identifying the cawsting party and the beneficial owner,
monitoring transactions, and reporting suspicions;

» the internal organization of persons subject todlligence and documentation
requirements; and

» the supervisory function and enforcement powersyelsas cooperation with domestic and
foreign authorities.

331. The DDO elaborates in greater detail on the DDAguirements.

Legal Framework:

332. Under the 2004 Assessment Methodology for the FREEommendations, an asterisk
applied to a criterion indicates that the relevaefisures must be in law or regulations (as
indicated in the appropriate headings throughouti@e 3 below). In setting the requirements in
Liechtenstein for customer due diligence (CDD), Ehee Diligence Act (DDA), as primary
legislation, and the related Due Diligence Ordirea(i@DO), which as a government ordinance
has the status of secondary legislation, qualifyaas or regulation’. Among the guidance issued
by the financial supervisory agency, the Finan®larket Authority (FMA), Guideline 2005/1
defines binding risk criteria in direct implemematof Article 13.2 DDA. On that basis, the
assessors considered those requirements to gaalifgther enforceable means”. Other guidance
issued by the FMA, of less relevance to the implaatgon of the FATF Recommendations,
does not enjoy such direct legislative supportlz@aminot been accepted as other enforceable
means for the purposes of this assessment.

Prohibition of Anonymous Accounts (c. 5.1):

333. In accordance with Article 12.3 and 12.4 DDA, baaksl postal institutions are

prohibited from maintaining accounts, passbookdemosits which are anonymous, payable to
the bearer, or opened under a fictitious name. dgassbooks that existed before the
prohibition must be closed “without delay as sosrtthe corresponding documents are submitted
to the bank or postal institution” (Article 40.4 B During interviews, banks told the assessors
that bearer passbooks are systematically convantedleposit accounts when clients show up at
the counter but that some passbooks have not vesarpged yet. The authorities informed the
assessors that, if a bearer of a passbook recqaasss to the funds on the account, the outflow
of assets is subject to relevant CDD measuressescahere the assets exceed CHF25,000,
specifically that the identity of the holder of thassbook must be established at that point and
must be required to provide a written statementeomng the identity of the beneficial owner
(Article 40.4 DDA). A small number of bearer passk® remain in circulation: there were

789 bearer passbooks with CHF19 million in depasstef February 2007, compared with 2,098
passbooks with CHF45 million in deposits in 200Bwdver, they still convey an inherent risk

of being used improperly, as it is not possibledatrol or monitor the physical transfer of
passbooks from one person to another. In the cstamoes, the measures described above seem
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to address as far as feasible the residual rislkeafer passbooks, when combined with such
information as is available to the bank dating frihi account-opening stage regarding the
identity of the original account holder.

334. Numbered accounts are not proscribed. No speeijalation has been issued with
regard to such accounts. In interviews, assessems twld by bankers and external auditors that
some customers request numbered accounts in wasehacvery limited number of staff within
the bank know the clients’ identity, typically thedationship manager and the compliance
officer. Pursuant to the DDA, customer due diligefar numbered accounts is not different
from diligence conducted on regular accounts anddtitional due diligence is applied or risk
recognized in practice by the financial institutemmsing solely from the fact of a request for the
creation of a numbered account. However, in the/wéthe assessors, such a request from a
customer for an additional level of confidentialty top of banking secrecy should give rise to
guestions regarding the customer’s motivation shatuld be taken into account by financial
institutions in determining the appropriate levitoe diligence to apply, as the ongoing
monitoring of numbered accounts can be more diffi@nd therefore may be less effective in
practice) than is the case with nominal accountsofding to the authorities, numbered
accounts are estimated to represent significaefly than 10 percent of the total of accounts in
Liechtenstein.

When is CDD required (c. 5.2):

335. Pursuant to Articles 5 and 7 DDA, customer dueyditice (CDD) is required when
entering into a business relationship. Identifaatdf the contracting party, and where different,
the beneficial owner, is based on “documentatiah wrobative value”.

336. 5.2.b* In accordance with Article 6 DDA, exceptidsidentification requirements of the
contracting party and where different, the benafioivner (Article 8 DDA), concern
transactions that do not exceed thresholds:

« spot transaction&below CHF25,0087, whether the transaction is made in a single atép
several steps that obviously appear to be linked;

« remittances or transféfsbelow CHF5,000.

337. For remittance and transfers, the threshold inltiegstein, equivalent to
EURS3,000/USD4,000, exceeds the limit set by the FATndard (EUR/USD1,000).

18 A spot transaction is a cash operation, cash palyafdrearer instruments, and cashing of checkkeddti cash
(Article 1 DDO).

19 EUR15,000/USD21,000.

20 Remittance and transfer comprise transfer of asdeith are deposited in Liechtenstein to be paidadh, using
various communication or payment systems, unlesséactions are made through an existing accoutemusit
(Article 1 DDO).
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338. According to Article 20.3 DDA, the reasons why #&s no obligation to identify the
beneficial owner must be evident from the due ditice files which are required to be
maintained by the financial institution. The authes consider that, in situations where the
identification requirement can be waived underD¥, the persons subject to due diligence
are still required by law to complete a profile awhduct ongoing monitoring of the business
relationships.

339. 5.2.c* VIL.1 Under FATF Recommendation 5, finandratitutions should be required to
undertake CDD measures when carrying out occastaaradactions that are wire transfers in the
circumstances covered by the Interpretive NoteRA/8. This would include collecting and
transmitting full originator information for crogserder wire transfers above USD1,000 and, in
this context, transfers to Switzerland should fendd as cross-border transfers. In
Liechtenstein, according to Article 5 DDA, whil@éincial institutions must identify their
contracting party, this requirement is waived focasional transfers that do not exceed
CHF5,008" (Article 6.1.b DDA)—significantly in excess of ttf&R.VII threshold. Article 15.1
DDO requires banks and postal institutions to pgitevhe name, account number and domicile,
or the name and an identification number, of thgimator of an international wire transfer.
However, this falls short of the SR.VII definitiar full originator information. A further

concern is that wire transfers between Liechtenstad Switzerland are treated as domestic (in
recognition of the monetary union) and, as suahaBO obligations for international transfers
do not apply. Moreover, the requirement to colgtomer information may be waived entirely
in Liechtenstein if “legitimate reasons” prevent financial institutions from obtaining customer
information. The example given in the DDO of a ‘ftegate reason” is the case of standing
orders, and such reasons must be clarified andngeated (Article 15.2 DDO). Issues regarding
wire transfers are discussed in more detail irattedysis of SR.VII.

340. 5.2.d* According to Article 6.3 DDA, in case of gusions of connections with money
laundering, predicate offense for money laundemmganized crime, or financing of terrorism,
identification diligence must be conducted, withtaking into consideration the exceptions
listed in the DDA. However, the identification istrrequired if the person subject to due
diligence refrains from entering into a businedati@nship, but the financial institution may
then file an SAR (DDA, Article 17.1).

341. 5.2.e* Identification diligence of the contractipgrty must be conducted again if doubts
about initial data arise during the course of #latronship (Article 9 DDA).

342. To summarize the findings of the assessors fogrooit 5.2, CDD is a standard
requirement in Liechtenstein when initiating a tielaship. Each person subject to due diligence
must compile and keep updated a profile in respieeach long-term business relationship.
However, the requirements in Liechtenstein forapplication of CDD measures in respect of

21 EUR3,000/USD4,000.
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cross-border wire transfers for occasional custeraez not in line with the FATF
Recommendations in a number of important respects.

Identification measures and verification source$(8):

343. Contracting parties and beneficial owners mustleatified when entering into a
business relationship (Article 5 DDA). Identificati requirements apply to contracting parties,
without any restriction based on their legal statudities with limited capacities, which are
eligible to act as contracting parties or beneffioianers, are subject to identification (Article 17
DDO). No distinction is made between occasional gernanent relationships, but minimum
thresholds are set for occasional transactionsg&)e

344. The DDO stipulates that:

» documents with probative value must be originai®ior certified copies (Article 3 DDO);
and

* copies of these documents must be dated and signextier to certify that the original
forms or certified copies have been verified (Agi¢.2 DDO).

345. According to Article 6 DDO, copies of documents dencertified by:
* abranch or a subsidiary of entities subject to CDD

* alawyer, a professional trustee, an auditor, ciss®t manager subject to regulation and
supervision; or

e apublic notary.
346. Such certifications may not be older than twelvenths (Article 7 DDO).

347. For natural persons, data that must be collectedrepass: last name, first name, date of
birth, address and state of residence, and citzena valid official identity paper (passport,
identity card or driving license) with a picturereqjuired for natural persons, or, if the
contracting party cannot provide such a documeatrdirmation of identity from the authority

in the country of his domicile (Articles 3 and 4 DR

348. In accordance with Article 14 DDA, a customer pfnust be compiled for each
long-term relationship and must include (ArticleRDO):

» the (names) of the contracting party, the bendfaManer and authorized parties;

» the economic background and origin of the assets;
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» the profession and business activities of the beilaébwner or of the effective founder, if
the counterparty is acting as an organ of, orlégal entity that does not operate in the
domiciliary state; and

+ the intended use of assets.

349. There is no provision defining how often a profikeist be updated. Financial
institutions’ representatives told the assess@sititonsistencies between customer’s
transactions and profile would initiate inquirigdjich could result in a profile update.

350. Insurance undertakings must also collect identiicedocuments with probative value
when making payments to recipients (Article 8 DDO).

351. The large use of domestic and foreign intermedsdoe due diligence restricts financial
institutions’ ability to access original identifitan documents. They must rely on certification of
copies that is essentially provided by the interiauégels themselves. Pursuant to Article 4.2
DDO, when the contracting party cannot presentlantification document with probative
value, he shall provide a confirmation of idenptpvided by the authority of the country of
residence.

352. Requirements for verification of customer idention data do not extend beyond the
identification requirement outlined above whictb&sed on obtaining “documentation with
probative value”. The authorities consider thahg®ne of the methods of possible verification
listed in the Basel Committee’s General Guide todAmt Opening and Customer identification
is sufficient, and no additional verification stegrequired in Liechtenstein. However, having
regard to the largely non-resident client basethadact that often the Liechtenstein financial
institution does not have sight of original documadion, the approach to verification in
Liechtenstein is minimalist at best and could r@tbnsidered an adequate response to the
higher-risk nature of much of the business.

Identification of Legal Persons or Other Arrangets€n. 5.4):

353. Pursuant to Article 21.1 DDO, authorized partiestribe named in the client profile.
Civil and criminal laws require financial institatis to verify that any person purporting to act
on behalf of a legal person is so authorized, bufigation of authorized parties’ identity is not
formally required by the DDA or the DDO.

354. 5.4.b Financial institutions must obtain for legatsons, companies, trusts, other
associations, and asset entities the followingrinégion (Article 3 DDO): name or firm name,
address, domiciliary state, and date of formation.

355. Other documents required under Article 5 DDO are:

» for registered entities, an extract from the PuBkgister or a written extract from
trustworthy, privately-managed registers and datafia
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« for deposited entitie¥, documents with probative value which shall be fficial certificate
issued in Liechtenstein; the statutes, the formadiacuments or agreement; a certification by
the external auditor of the entity’s name, addrdegmjiciliary state, and date of formation; an
official license to conduct its activities; or aittegn extract from trustworthy,
privately-managed registers and databases.

356. The written extract from databases maintained byPhblic Register Authority and from
“trustworthy, privately-managed registers and dasais” must be obtained by the person subject
to due diligence itself (Article 5.1.b.c and 5.RBO).

357. Financial institutions and external auditors hasementioned to the assessors any
difficulty in obtaining and maintaining informatiand documents required for CDD, notably
from intermediaries and service providéts.

358. \Verification of the identity of parties authorizemlact on behalf of a customer is not
formally required by the DDA or the DDO. In orderdbtain a certification of registration for
legal entities, financial institutions are pernttte rely on non-official foreign sources
(“trustworthy privately-managed registers and dasas” Article 5.b.1.c DDO) or on documents
provided by the client himself (in Liechtensteine tcertificate for deposited entities is provided
by the customer and financial institutions can asdyain confirmation of their existence from
the Public Registry). According to the authoritiespractice the documents would not typically
be provided by the client but by his authorized@spntative, most commonly a Liechtenstein
trustee.

Identification of Beneficial Owners (c. 5.5; 5.%&15.5.2):

359. Beneficial owners are defined in Article 11 DDOtlagse persons who ultimately hold
the economic rights to the assets. The effectivader of a revocable trust or the person paying
the insurance premium are considered as benebwiaérs (Article 11 DDO).

360. 5.5.1* Pursuant to Article 7.1 DDA, the personsjeabto due diligence must identify the
beneficial owner when entering into a businesdiceiahip with care that is appropriate to the
circumstances. In doing so, they may start fromafgimption that the contracting party is
identical to the beneficial owner. If, however, dtsiarise as to whether this assumption is
correct, the person subject to due diligence nmagatire from the contracting party a written
statement identifying the beneficial owner. A vaittstatement is also always required from the
client pursuant to Article 7.2 DDA in case of:

» spot (occasional) transactions above CHF25,000;

22 As defined and explained in the section on legedqes and arrangements.

23 The issue is addressed further under Recommendation
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* remittances or transfers above CHF5,000;
» total annual insurance premiums above CHF1,500;
* one-time insurance premium above CHF4,000;
* abusiness relationship with a natural personitgiad by correspondence; or

e acontracting party that is a legal entity thatslnet operate commercially in the domiciliary
state—a point that is particularly relevant to lhemstein foundations and trusts which, as
described elsewhere in this report, represent stantive part of the financial services
business provided in Liechtenstein, particulariyém-residents. The Liechtenstein
requirements recognize this by excluding this aatgdrom the lighter treatment which
would otherwise apply under the law in terms oabkshing the identity of the beneficial
owner.

361. According to Article 9 DDO, doubts regarding the@asption that the contracting party
is the beneficial owner can become manifest in ofse

» aperson who does not have a sufficiently closstioal to the contracting party possesses a
power of attorney;

» afinancial transaction amount beyond the finan@ath of the contracting party; or
» unusual findings resulting from contacts with tleatracting party.

362. Financial institutions and external auditors infedrthe assessors that clients are always
requested to certify in the initial identificatiborm whether or not they are the beneficial owner
of the assets.

363. 5.5.2.a and 5.5.2.b* Identification of the benefi@wner is required “with care that is
appropriate to the circumstances”. Due diligencgirements are the same as for a contracting
party (Article 10 DDO): the profile, as definedAmticle 21 DDO, must include information
about the economic background and origin of thetagzresented, the profession and business
activities of the beneficial owner, or of the etfee founder, if the counterparty is, or is actasy
an organ of, a legal entity that does not operatbe domiciliary state. However, as noted
above, the obligation to obtain beneficial owngsshformation, without availing of the
concession to be able to assume that the contygedirty is the beneficial owner, only covers
legal entities that are not commercially activéhia domiciliary state and does not extend to
commercially-active companies.

364. For entities having no specific beneficiary, sustdecretionary trusts or foundations, the
contracting party must provide in a written statahitbe name of the effective founder, the
persons authorized to instruct the contractingyparits organs, the persons or circle of persons
eligible as beneficiaries and any curator, protecoother appointed person (Article 10.4
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DDO). There are no specific provisions regarding additional risk-based measures to be taken
to verify identification of beneficial owners of mpanies with bearer shares and nominee
shareholders.

365. The definition of “beneficial owner” pursuant totéde 11 DDO is not in line with the
definition in the FATF Recommendations, as it atiyers persons holding the economic rights
to the legal entity’s assets and does not extepeitsons holding control rights or interests, such
as protectors/curators, nominee directors, or gibesons with control over the mind and
management of a legal entity. Article 10.4 requidesitification of such persons but only with
regard to legal entities that have no, or onlyas€lof, designated beneficial owner.

366. To summarize for criterion 5.5, under Article 7.DB, identification of the beneficial
owner must take place when entering into a busiredagonship with care that is appropriate to
the circumstances. In general, financial institugiare entitled to assume that the contracting
party is the beneficial owner, and only when dowalise as to whether this assumption is
correct, the contracting party must provide a wntstatement identifying the beneficial owner.
The DDA lists the cases in which this power of agstion cannot be applied such that direct
identification of the beneficial owner is mandataepcompassing a mixed set of criteria based
on transaction amounts and types of businessae#dtips. Most significant, given the volume
and importance of such business relationshipseaghienstein, is the requirement that persons
subject to due diligence must identify the benafiowners of a legal entity that does not operate
commercially in the domiciliary state, includingists and foundations. However, the obligation
does not extend to persons holding control righisterests. Overall, therefore, these provisions
fall short of the criterion which requires finandiastitutions to identify in every case the natura
person who is the ultimate beneficial owner. Thsifgan of the authorities is that the beneficial
owner is always identified and, during the on-sitst, the assessors did not encounter situations
where identification of the beneficial owner was heing conducted in practice by financial
institutions, though it was not possible for theessors to determine the depth and quality of this
work.

367. Inrespect of the identification information progalby the contracting party, there is no
explicit requirement for verification. In practicegme measures of verification may take place
based on the requirement to determine the econoackground and origin of the assets. This
falls short of the criteria that call for an undarsling of the ownership and control structure of
the customer and a determination of the naturaqgoethat exercises the ultimate effective
ownership or control over the customer. In disaussiwith financial institutions and external
auditors, assessors understood that when the behefivner is identified in practice, the extent
to which ownership is determined is not always rcl&@ae authorities maintain that the
information provided by the “contracting party’—eift a trustee or other intermediary, in
Liechtenstein or abroad—provides an element ofigation of the identity of the beneficial
owner. They also point to the requirement in FMAd&line 2005/1 for financial institutions to
have access to the information needed to carrgmguiries in the event of doubts or suspicions
in the context of Article 15 DDA. Having regardttee higher-risk nature of most of the financial
sector business in Liechtenstein, however, ititscatly important that sufficient verification
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takes place to ensure that the natural person svtiwiultimate beneficial owner had been
determined. The current range of measures in Léadtein, though of value in themselves, are
not sufficiently direct or comprehensive to fulgspond to the underlying risks.

Information on Purpose and Nature of Business Relstip (c. 5.6):

368. The data required to be collected when establisaiogstomer profile (which is
mandatory when entering into a long-term relatigmsimclude the economic background,
origin, and intended use of assets (Article 21 DDO)

Ongoing Due Diligence on Business Relationshib(€; 5.7.1 & 5.7.2):

369. 5.7* Article 13 DDA requires entities to carry autisk-based monitoring of their
long-term business relationship.

370. 5.7.1 Pursuant to Article 14 DDA, long term relasbip profiles must be established.
Profile requirements are listed in Article 21 DDO:

* names of the contracting party, the beneficial avamal the authorized parties;
» origin and sources of the assets;

» profession and business activities of the benéfamiaer or of the effective founder, if the
client is a legal entity or an organ of a legaltgrthat does not operate commercially in the
domiciliary state; and

* intended use of assets.

371. Information related to the assets and the acts/iethe beneficial owner or the effective
founder shall depend upon the risk assessmenedifukiness relationship (Article 21.2 DDO).

372. 5.7.2 Long term relationship profiles must be updategularly (Article 14 DDA),
higher-risk criteria must be established and sigi{s must be limited and monitored (Article
13.2 DDA). Reidentification of the contracting padr the beneficial owner is required if:

» doubts about initial data arise during the coufgb@relationship (Article 9 DDA); or

* in the case of an insurance policy, the insuramdeehn is replaced by another holder
(Article 13.1 DDO).

373. Atrticle 14 of the DDA requires financial institutie to establish and maintain a client
profile which is the major tool they use for tractsan and customer monitoring, as
circumstances or transactions which deviate fragmptiofile require simple inquiries to be
conducted (Article 15 DDA). The profile containdarmation related to the contracting party,
the beneficial owner, and authorized parties, dsagehe economic background, origin and
intended use of assets and the profession anddsssactivities of the beneficial owner or the
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effective founder of a legal entity. This profiebased on information collected during the
customer and beneficial owner identification praces

Risk — Enhanced Due Diligence for Higher Risk Costos (c. 5.8):

374. Pursuant to Article 13.2 DDA, persons subject te diligence must establish higher-risk
criteria and define how these risks are to be &thand monitored. The FMA has issued “certain
binding risk criteria” in its Guideline on Monitorg of Business Relationships 2005/1. Criteria
listed in the Guideline refer to large cash tratisas, politically-exposed persons (PEPSs), and to
32 indicators of money laundering. Entities subjeadue diligence should not limit their
investigations to this non-exhaustive list of iratars, but make use also of their own criteria
when monitoring business relationships (Paragrapimmex to Guideline 2005/1). If

transactions or circumstances meet one of thecrigkria, simple inquiries must be conducted
(Article 15.1 DDA), in order to ensure that opevas are plausible and understandable

(Article 22.1 DDA).

375. In discussions with financial institutions, the @ssors were told that customer profile
and transaction monitoring was critical for detegtunusual operations and initiating further
investigations. Higher-risk areas defined by banky include also country of residence, type of
business, or source of funding. Some of the largasks met by the assessors have defined
criteria in customer acceptance policies.

376. None of the examples of high-risk categories defimethe FATF Methodology under
Recommendation 5.8 is included in the Guidelineega and indicators, although they are
extremely relevant in Liechtenstein’s financialteecnotably for non-resident customers and
personal asset-holding vehicles. For high-riskgaies, there is no explicit definition or
requirement in the DDA or the DDO for enhanced diligence. The primary obligation is to
conduct simple inquiries when circumstances orsiations either deviate from the profile or
meet a high-risk criterion. Therefore, definingpiing, and monitoring the higher risks is left to
a significant extent to the discretion of the fiomhinstitutions. As noted already, the risk-based
approach as developed in Liechtenstein has metittas appropriate to call for financial
institutions to take responsibility for developitige detail of their due diligence measures and
applying them on a risk-sensitive basis. Howevenrder to comply with the FATF
Recommendations, it is also necessary that therelsar legal requirement for enhanced due
diligence for higher-risk categories of customerd that financial institutions are left with no
room for doubt as to the general categories ofrfassi that, at a minimum, should be subject to
such enhanced due diligence. If such parameters elearly in place in the legal framework in
Liechtenstein, it would provide a much stronger ele@drer foundation for the implementation of
proportionate and effective risk-based measures.
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Risk — Application of Simplified/Reduced CDD Meassiwhen appropriate (c. 5.9):

377. Laws or regulations do not define any simplifiededuced CDD measures, but
Articles 6 and 8 DDA set out exceptions to idenéfion requirements of the contracting party
and the beneficial owner:

« total annual insurance premiums less than CHF12500;
« one-time insurance premiums less than CHF4%00;

» specific clients or client transactions, such &syal entity quoted on a stock exchange, or
escrow accounts for rental or capital depositseotal deposits for properties located in an
EEA member state or in Switzerland;

* when payment for an insurance contract is madeigirvan account of the same customer
that is opened in an EEA member country or in Savitnd; and

» clients previously identified by third parties wittthe same group or enterprise, and clients
previously identified for other financial transaxts by a person subject to due diligence who
accepts an insurance application; copies of thggrai documents for identification must be
collected and filed by the insurance undertaking.

378. However, while simplified or reduced measures magjpropriate for a number of the
categories listed above, the provisions in Liecéiiein are not consistent with FATF criterion

5.9 which does not provide any basis for countwesaive CDD measures totally in such cases.
The authorities point out that the exception in@i2A is only for identification requirements,
and even then the name of the contracting partytt@ndeason for the exception must be evident
from the due diligence file (and is potentially gdb to audit). Importantly, no exemption is
available in relation to ongoing due diligence vhis still legally required in all cases.

However, it is difficult to accept that, in praaicsignificant due diligence is carried out by
financial institutions for categories of custometransaction that, according to the DDA, are
exempted from identification.

Risk — Simplification / Reduction of CDD Measureating to nonresidents (c. 5.10):
379. There are no such measures for nonresidents.

Risk — Simplified/Reduced CDD Measures Not to Applyen Suspicions of ML/FT or other
high risk scenarios exist (c. 5.11):

380. CDD must always be conducted in case of suspi@bnsoney laundering, predicate
offense of money laundering, organized crime, optest financing, except where the person

24 EUR900/USD1,200.
25 EUR2,500/USD3,300.
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subject to due diligence refrains from entering iatousiness relationship (Article 6.3 DDA). In
such cases, financial institutions may file a SARICle 17.1 DDA)

Risk-Based Application of CDD to be Consistent wizhidelines (c. 5.12):

381. Pursuant to Article 13.2 DDA, persons subject te diligence must define higher-risk
criteria for their business relationships. The FRBs defined “certain binding risk criteria” in

the Guideline 2005/1. As indicated in the annetheoGuideline, entities subject to due diligence
should not limit their investigations to this noxhaustive list of indicators, but make use also of
their own criteria when monitoring business relasioips.

Timing of Verification of Identity — general rule.(5.13) :

382. In accordance with Articles 5 and 7 DDA, the idBadition of the contracting party and
the beneficial owner, when different from the canting party, should be obtained when
entering into a business relationship. Accordingtiicle 16.1 DDO, all information and
documents must be available in full and in due fatrthe inception of the business relationship.

Timing of Verification of Identity — treatment okeeptional circumstances (c.5.14 & 5.14.1):

383. On “an exceptional basis”, necessary informatioth @dmcuments can be provided within
30 days after the relationship began if the pestdiject to due diligence ensures that no outflow
of assets will occur in the meantime (Article 16 OD

Failure to Complete CDD before commencing the BessrRelationship (c. 5.15):

384. Identification of the contracting party and, whdréerent from the contracting party,
the beneficial owner must be conducted when ergenito a business relationship (Articles 5
and 7 DDA), with the exception of the 30 days grpegod possible under Article 16.1 DDO.

385. CDD must always be conducted in case of suspi@bnsoney laundering, predicate
offense of money laundering, organized crime, opotest financing, except where the person
subject to due diligence refrains from entering iatousiness relationship (Article 6.3 DDA).
Article 17 DDA provides that entities subject t@ thDA have the right to file an SAR with the
FIU in such circumstances, but there is no requarnfor them to do so.

Failure to Complete CDD after commencing the Bussrieelationship (c. 5.16):

386. When information and documents are not providetiiwiB0 days, the relationship must
be discontinued. The outflow of assets must beceifitly documented and an SAR may be
filed if there is a suspicion of a connection witlbney laundering, predicate offense of money
laundering, organized crime or terrorist financ{Agticle 16.2 DDO; Article 16.1 DDA).
Therefore, there is no requirement for financiatitations to consider making a suspicious
activity report when unable to complete the CDEh@ligh they may do so.
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Existing Customers — CDD Requirements (c. 5.17):

387. The CDD requirements apply to all contracting gertind beneficial owners, including
to all business relationships in existence on #te the DDA entered into force. Financial
institutions must compile and keep updated a dfit each long-term business relationship
(Article 14 DDA). Some financial institutions infoied the assessors that they had to close a
significant number of accounts in 2003 on the canimo force of the 2002 version of the DDA
because the new CDD could not be completed satsiiyc

Existing Anonymous-account Customers — CDD Requams (c. 5.18):

388. In accordance with Article 12.4 DDA, banks and pbststitutions are prohibited from
maintaining accounts, passbooks, or deposits tear@onymous, payable to the bearer, or
opened under a fictitious name. Bearer passbhoak®itisted before the prohibition should have
been closed “without delay, as soon as the correipg documents are submitted to the bank or
the postal institution” (Article 40.4 DDA). Durinigterviews, banks told the assessors that bearer
passbooks are systematically converted into depostdunts when clients show up at the

counter and that some passbooks have not beemimdset.

Analysis of effectiveness

389. Customer identification requirements apply to déewhen initiating a relationship and
data must be updated and completed when nece3$mse data are consolidated into individual
customer profiles that financial institutions mastablish and maintain to monitor customers and
transactions. Financial institutions informed tsessors that customer profiles were an
essential tool for transaction monitoring. In amdiif some of the largest banks have defined
customer acceptance policies.

390. Under the Liechtenstein approach, defining, lingitiand monitoring the higher-risk
categories, as well as related enhanced due dikgés left to a significant extent to the
discretion of the financial institutions. The lied number of high-risk categories clearly defined
in legal terms by the FMA does not include soméhefmost relevant risks in Liechtenstein
(e.g., non-resident accounts, accounts openedghran intermediary, entities with bearer
shares, and trusts and foundations).

391. Ininterviews with financial institutions, assessarere not made aware of any current
difficulties in practice in obtaining or maintaigndentification data. However, some
counterparts informed the assessors that theychelddée a number of accounts when the DDA
was brought into force in 2002 as they were unabmplete CDD on all of the existing
accounts. One of the issues that needed to bessadrat that time related to bearer passbooks.
Banks confirmed that they convert bearer passbmé&sleposit accounts, applying CDD
requirements, once the holders of the passbooke émward. The assessors were also informed
that, where customers request numbered accouetteinstein banks apply the standard CDD
measures.



108

392. Requirements for verification of customer identtion data do not extend beyond the
identification requirement based on obtaining “doemtation with probative value”. No
additional verification step is required in Liechs$éein and there is no guidance that refers, for
example, to the use by financial institutions gsrapriate of any of the verification methods
listed in the Basel Committee’s General Guide tadAmt Opening and Customer identification.
Financial institutions in Liechtenstein depend ipattrly on domestic and foreign intermediaries
to bring in customers and convey to them identifisainformation. Access to original
identification documents for non-resident clierstéimited for financial institutions in
Lichtenstein that rely on certified copies that largely provided by the intermediaries
themselves. There is no general requirement tirat plarties who conduct the due diligence be
based in countries that adequately apply the FA&EoRimendations. With regard to clients,
additional risks may come from the reliability afoarmation provided by non-official foreign
sources (“trustworthy privately-managed registeid databases”) or the client himself (e.g.,
information on deposited entities, in relation thieh financial institutions do not have access to
the records held in the Public Registry), or frdma structure of legal entities (e.g., companies
with bearer shares and nominee shareholders ¢s)trus

393. Some exceptions for client and beneficial ownenitdieation exist and verification of
authorized parties’ identity is not formally recgdrby the DDA or the DDO. Financial
institutions and external auditors informed thesasers that, at the inception of a business
relationship, contracting parties are always retpees practice to identify beneficial owners.
However, under the DDA, financial institutions me&tgrt from the assumption that the
contracting party is the beneficial owner, with thgportant exception of trusts and foundations.
Beneficial owner identification must be verifiedtiwthe profile that provides the economic
background and origin of the assets, but identificaobligations do not expressly include
persons holding control rights or interests, nerriatural person who is the ultimate beneficial
owner. This falls short of the criterion that cdtiés an understanding of the ownership and
control structure of the customer and a deternonat all cases of the natural person that
exercises the ultimate effective control. The assmswere not in a position to assess the depth
and quality of the due diligence actually condudtedhe identification of beneficial owners.

394. In summary, there is a need for the authoritiedetiine more clearly and broadly the
minimum set of activities to be treated as higleks: Entities subject to due diligence should
continue to be encouraged to define their own higfhcategories of business, which should at a
minimum include all of the relevant categories dedi by the authorities. There is also a need to
define and require the implementation of enhaneeddiligence measures. While the FMA has
issued binding risk criteria, they do not unequalbcdefine any risk categories of customers or
business relationships other than PEPs and enhaeediligence is limited in the first instance
to conducting “simple inquiries”. Defining, limitiy and monitoring the higher risks is left
largely to the discretion of the financial instituis and there is currently no definition of, or
formal requirement for enhanced due diligence.
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Foreign PEPs — Requirement to Identify (c. 6.1):

395. Politically-exposed persons (PEPS) are not addiddassgrimary legislation in
Liechtenstein but are defined in the Due Dilige@edinance (Article 1(c) DDO) as:

“1. persons holding prominent public positions @gloheads of State and heads of
government; high-level politicians; high-level affils in administrative bodies, the
courts, the military, and political parties; thglmest decision-makers in State-owned
enterprises; and

2. enterprises and persons who are recognizabdg ¢othe persons listed in point 1 for
family, personal, or business reasons.”

The definition does not include domestic PEPs.

396. The definition of PEPs as contained in the DDO dussdepart materially from the
scope of the definition in Recommendation 6, altjfothe wording differs somewhat in that
Recommendation 6 provides that “business relatipsshith family members or close
associates” pose a risk, whereas the DDO refélenterprises and persons who are
recognizably close” to PEPs.

397. In addition to the provisions set out above, the&bntains a requirement for persons
subject to due diligence to issue internal instams on how to meet the obligations of the DDA
and DDO, including the issuance of a business ypalmcerning politically-exposed persons

and the use of a risk management system to detenviiether or not a client is a
politically-exposed person (Article 27. 2.i DDO)rtisle 19 DDO provides that, if the persons
subject to due diligence do not use computerizetegys as an aid in the assessment of business
relationships, they shall ensure that other appaitgrisk management systems are used to
identify PEPs.

398. The authorities informed the assessors that fimhntstitutions in Liechtenstein are
aware of the reputational risk associated with P&ifesthat the use of electronic systems to
identify PEPs is the norm. This was confirmed dgimmeetings with representatives of the
financial institutions, all of which identified PERs one of the (few) high-risk categories of
customer to which they applied enhanced due ditigen practice. Most of the financial
institutions interviewed confirmed that they religahcipally on well-known commercial
databases as their information source, althou¢gaat one indicated that internet searches are
also routinely conducted to supplement the inforomadvailable from the database.

Foreign PEPs — Risk Management (c. 6.2; 6.2.1):

399. In setting out management responsibilities, Art&31.a DDO (original German

version) provides that at least one member of ¢éingos management shall decide on whether or
not a business relationship with politically-expdg®ersons should be initiated in a specific case
and decide on the continuation of such busineasi@aships on an annual basis. The
requirements do not address cases in which anrexdtent turns out to be or becomes a PEP.
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Foreign PEPs — Requirement to Determine Sour¥eezfith and Funds (c. 6.3):

400. There are no specific requirements for entitiegexitio the DDA to establish the source
of wealth and funds of customers and beneficialewindentified as PEPs. The general
obligations under the DDA and DDO apply. Article DDA provides for a general obligation to
compile and keep an updated customer profile atidl&21 DDO provides that a profile has to
be kept, establishing a client’'s economic backgdptime origin of the assets presented, and the
profession and business activities of the benéfisianer.

Foreign PEPs — Ongoing Monitoring (c. 6.4):

401. Business conducted with PEPSs is subject to theativiesk-based provisions of the
legislation and ordinance. There are no expligumreements in Liechtenstein for enhanced due
diligence for high-risk customers, including in tteese of PEPs. The applicable requirements
apply to customers in general and allow for digorein applying risk-based measures.

Article 13.2 DDA authorizes the FMA to issue binglinsk criteria for the monitoring of

business relationships in a guideline, which itidithe form of FMA Guideline 2005/1. The
Guideline’s risk criteria include in paragraph 3(blisiness relationships with
politically-exposed persons” (cross-referred tadet1.c DDO). However, the guideline does
not clarify the measures entities covered by theADiave to take to adequately address this risk
other than those provided for in Article 13.1 DDwhich requires entities subject to due
diligence to monitor their expected long-term basmrelationships in a way adequate to the
risks involved. The DDA does not provide for specdue diligence requirements in relation to
PEPs, beyond carrying out simple inquiries wheoutirstances or transactions meet a risk
criterion. Under Article 27.2.i DDO, the person®®ct to due diligence must define a business
policy for PEPs and a risk management system &riahite whether or not a client is a PEP, but
they have the discretion to put in place procedtiveg consider appropriate. Guidance has been
issued by the FMA that requests the due diligencitars to assess the risk monitoring systems
in place. Assessors found a high level of awarengssregard to risks related to PEPs, and all
financial institutions interviewed during the assasnt confirmed that, in practice, they treat
foreign PEPs as higher risk and apply due diligghaethey consider appropriate to the risks.

Domestic PEPs — Requirements (Additional Elenceft5):
402. Under Liechtenstein law, the definition of PEPssloet include domestic PEPS.
Domestic PEPs - Ratification of the Merida Conw@n{Additional Element c. 6.6):

403. The authorities informed the assessors that, ireDder 2003, Liechtenstein signed the
United Nations Convention against Corruption arat ireparatory work for its ratification and
full implementation is under way.
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Analysis relating to PEPs

404. Based on past media reports and on the resporn®adgut by some financial institutions
interviewed in the course of the on-site visitegign PEP-related business is relevant in an
assessment of Liechtenstein. The current requiresna@a not sufficient to fully meet the criteria
of Recommendation 6. To a large extent, the CDirements for business relationships with
PEPs are not sufficiently explicit but are covelogdhe risk-based approach adopted by
Liechtenstein. Given the risks that have emergedlichtenstein in the past, an explicit
requirement for enhanced due diligence is warramedder to address more directly the risk
associated with PEPs. As noted, the implementati@urrent requirements by financial
institutions seems to be strong. All financial ingtons interviewed confirmed that they regard it
as mandatory to apply risk-control measures tadgar@EPs, in compliance with their internal
AML/CFT procedures, and implement them in practice.

Cross Border Correspondent Accounts and SimilaatRelships — introduction

405. Article 10 DDA provides that the Liechtenstein Govaent may by ordinance issue
more stringent due diligence obligations than imstomers in general for banks and postal
institutions that carry out correspondent bankieyises for foreign banks and postal
institutions. The relevant measures were issugiaeibDO.

406. Financial institutions informed the assessors ¢batespondent banking services

provided by Liechtenstein banks are limited. Onfgwa banks provide such services at a
material level, the currency involved is Swiss Esa(CHF accounts), and the service is provided
mainly to banks in neighboring jurisdictions.

Requirement to Obtain Information on Respondertitirieon (c. 7.1) :

407. Pursuant to Article 14 DDO, banks and postal ingtihs must obtain sufficient
information on respondent institutions to obtaimgdete clarity on the main areas of business
and the locations of their respondent instituti@ssyell as on how they are regulated and
supervised. There is no explicit requirement teaine whether the respondent has been the
subject of a money laundering or terrorist finagamvestigation or regulatory action.

Assessment of AML/CFT Controls in Respondent lagtin (c. 7.2):

408. Pursuant to Article 14 DDO, banks and postal ingtihs must satisfy themselves that
the respondent bank has taken adequate and effio@asures to prevent money laundering,
organized crime, and the financing of terrorism.

Approval of Establishing Correspondent Relationskip 7.3):

409. A member of senior management must approve thation of correspondent banking
relationships (Article 33.1 DDO — original Germagrsion).
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Documentation of AML/CFT Responsibilities for Eddistitution (c. 7.4):

410. Article 14.d DDO requires banks and postal ingbis to document in the due diligence
files the information obtained and the arrangemeargde pursuant to the implementation of the
above mentioned measures, including obtained doctshoe records. However, the provision
does not refer expressly to documenting the res@e8ML/CFT responsibilities of each
institution.

Payable-Through Accounts (c. 7.5):

411. Article 14 DDO requires banks and postal institasido pay special attention to the risk
that a correspondent account might, under certesarostances, be used directly by a third party
for its own transactions (“payable-through acconi&here is no specific requirement to ensure
that, if such cases arise, the customer (respofigi@nicial institution) has performed all the
normal CDD requirements of Recommendation 5 amadbls to provide relevant customer
identification data upon request. In discussiorns wepresentatives of the financial institutions
in Liechtenstein, the assessors were not providddamy indication of significant use in the
Liechtenstein context of payable-through accouttsvever, information was provided by
banks that a small number of select customerdatioa to funds business are granted direct
access to correspondent accounts by means ofdipde/er of attorney to allow them to place
stock market orders outside Liechtenstein bankmg$

Analysis of correspondent accounts

412. The coverage of the DDA requirement for enhancexdiligence regarding the

provision of correspondent banking services do¢extend to all financial institutions. Despite
its limited application to banks and postal indittos, it is likely in the case of Liechtensteimth
all relevant institutions are covered. The assedsad no indication that, for example, securities
businesses in Liechtenstein offer, or are in atppwosto offer, any services analogous to
correspondent services to other financial seryicesiders and the authorities indicated that
there was no scope for such services to be offeoet Liechtenstein.

Misuse of New Technology for ML/FT (c. 8.1):

413. There is no specific requirement in Liechtensteiaddress the risk of misuse of new
technologies in the financial services area frorARWL/CFT perspective (including, for
example, in relation to internet banking). The EAdp Act regulating the activities of e-money
institutions includes some provisions that contiebo limiting risks associated with the use of
new technologies, by restricting, for example,thkie of e-money instruments to a maximum
of CHF3,000 (Article 10.1 E-Money Act). PursuantAdicle 9g of the E-Money Act, relevant
provisions of the BA are applicable to providergahoney services, including the application
by the FMA of fit and proper criteria. The authm# also referred to the enactment of the E-
Signature Act which contributes to providing a gedoasis for the conduct of electronic
business. In the absence of any specific measugddress more broadly the risks of new
technology, the overall requirement set out in@etil3.2 DDA applies, requiring persons
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subject to due diligence to establish criteriagating higher risks and to issue internal
instructions on how such risks are to be limited aronitored.

414. Financial institutions informed the assessors ondt limited (and in some cases no)
services are available over the internet or thrahghuse of new technologies. The assessors did
not encounter any case where it was possible to agmisiness relationship with a Liechtenstein
financial institution over the internet. Some baakew existing customers to conduct limited
transactions via internet, while others allow dodyance enquiries or access to non-account
specific information. However, even if not mateaakhe direct customer level, technology is
key for many of the customer-related financial epiens of Liechtenstein financial institutions.
Technology is particularly important in supportiting area of business conducted with or
through intermediaries and in financial market sations. The general provisions for higher
risks should be applied by financial institutionkigh, pursuant to Article 13.2 DDA, should
classify such activities as higher risks and defirecedures to limit and monitor them. While
there was no indication that there are particuldinerabilities in the current systems, financial
institutions should nonetheless be under a morbogx@quirement to address the risks
involved.

Risk of Non-Face to Face Business Relationship8.2c& 8.2.1):

415. According to Article 3.2 DDO, the identificationtdaand proof of identity requirements
for establishing a business relationship by wagasfespondence are similar to those for
personal contact, except that identification docuiiagon can be either the original or a
notarized copy and the information must be confdrag signature or by a secure electronic
signature of a representative of the legal pensoaccordance with the E-Signature Act
(Article 18 DDO). A written statement identifyinge beneficial owner is required from the
contracting party when the business relationshipiigted with a natural person by
correspondence (Article 7.2.b. DDA).

416. Pursuant to Article 18.1 DDA, financial institut®may deal with customers through
intermediaries, who, applying Liechtenstein CDDvysmns, collect and transfer all information
necessary for the creation of the customer prdite, provide certified copies of identification
documents with probative value. Intermediaries alap conduct ongoing due diligence, which
should not be delegated according to FATF Recomated9. Intermediary business is not
treated as high-risk, as such, in Liechtensteihjdsubject to the overall risk-based approach.

417. There are no legal or regulatory requirements fioeiotypes of non-face to face
transactions, and no express requirement, otherAhicle 3.2 DDO, for financial institutions to
have policies and procedures in place to reflexiditional risks involved in non-face to face
business relationships or transactions.

Analysis for non-face to face business

418. Financial institutions informed the assessors $bate financial business continues to be
conducted directly with clients by means of cormgtence, in which cases the requirements of
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the DDA and DDO apply. In addition, a substanti@pmrtion of the business of Liechtenstein
financial institutions—including the creation ofmeustomer relationships—is conducted
without ever having face to face contact with thetomer. On this basis, the provisions of
Recommendation 8 are material to Liechtensteinnmadl to be reflected more clearly and firmly
in the requirements. However, as the risks rels specifically to the scope of
Recommendations 5 and 9, they are analyzed in depth in those sections.

3.2.2 Recommendations and Comments

R.5

Strengthen legislative requirements for obtainiagddicial ownership information: for all
business relationships financial institutions sddeg required to (i) always determine the
natural person who is the beneficial owner (or oansontrols the customer); and (ii)
understand the ownership and control structuréeif tustomer;

Define in law or regulation a wider range of higékrcustomers to include notably non-
resident accounts, accounts opened through amatkary, entities with bearer shares,
trusts and foundations, and entities registergairately managed registers and databases;

Define and explicitly require by means of law agutation enhanced due diligence for high-
risk customers;

Strengthen obligation to verify identification ddtet customers entering into business
relationships, beneficial owners and authorizedigsr

Require financial institutions to provide custorm@ormation when making domestic wire
transfers and align threshold in the DDA and DD©duwe diligence on wire transfers with
the minimum set out in SR.VII of EUR/USD1,000;

Bring the current exceptions to identification regments into line with Recommendation
5.2 which requires at a minimum reduced or simgifineasures;

The FMA should consider classifying business olatithrough cross-border third-party
intermediaries as requiring a level of enhanceddiligence;

R.6

Provide an explicit requirement for enhanced dligetice for PEP-related business,
preferably in law or regulation, having regardhe tevel of potential risk in Liechtenstein;

Require financial institutions to obtain senior ragement approval to continue the business
relationship when an existing customer or bendfmner is found to be, or subsequently
becomes a PEP;

Provide for an explicit obligation by financial titations to determine the source of wealth
of customers and beneficial owners identified aB$E
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» Consider applying similar measures to domestic PEPs

R.7

* Provide an explicit requirement for financial imgtions providing correspondent services to

determine whether the respondent has been thecswlbj@ money laundering or terrorist
financing investigation or regulatory action;

* Amend the current provisions to provide explicitly the documenting of the respective
AML/CFT responsibilities of the respondent and espondent bank;

* Regarding payable-through transactions, requireHtenstein financial institutions to obtain
a confirmation from the correspondent financiatitaon that all CDD requirements of
Recommendation 5 have been complied with and figatdrrespondent financial institution
is able to provide relevant customer identificatitata upon request;

* For the sake of completeness, revise the DDA an@® [pibvisions for correspondent
banking relationships and similar relationshipsdwer all relevant categories of financial
institutions;

R.8
* Require financial institutions to take measureaddress the risk of misuse of new
technologies for ML or FT purposes, particularly iftternet banking;

* Require financial institutions to take measuresxXpressly address the risk of non-face to
face business.

3.2.3 Compliance with Recommendations 5 to 8

Rating Summary of factors underlying rating

R.5 PC * Financial institutions are entitled by the DDA &same that the
contracting party is the beneficial owner in cartaases; definition of
beneficial owner does not expressly extend to #taral person
holding control rights or interests; no explicitegrement to verify
identity of beneficial owners; and not always cldeat
implementation extends to identifying the natugons who are the
ultimate beneficial owners;

« Definition of categories of high-risk customers adequately
specified and enhanced due diligence not explicgtyuired;

* Requirements for verification of identification dadre too limited and
do not include authorized parties;

* No requirement to transmit customer informatiortmdbmestic wire
transfers and threshold for due diligence on waiadfers exceeds
FATF threshold;

» Categories of exceptions allowed in the applicatb@DD measures
are not consistent with the provisions of Recommaénd 5.2;
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« Extensive reliance on non-resident third-partyrimiediaries which is
not classified by the Liechtenstein authoritie®échigh risk.

R.6 PCc |+ No explicit requirement for enhanced due diligefarePEP-related
business;

* No specific requirement to obtain senior managerapptoval to
continue the business relationship when a customabeneficial
owner is found to be, or subsequently becomes a PEP

* No explicit requirement to determine the sourceveélth for PEP-
related business.

R.7 PC |+ No requirement for respondent and corresponderksb@andocument
their respective AML/CFT responsibilities;

* Financial institutions providing correspondent se8 not required tg
determine whether the respondent has been thecsalbjg money
laundering or terrorist financing investigationregulatory action;

» Regarding payable-through accounts, financialtunstins are not
required to ensure that the respondent has pertbfuleCDD or that
customer information is available upon request.

» The coverage of the current correspondent bankiggirements
includes banks but not all other categories ofrfanal institutions.
R.8 PC » Limited requirements to address the AML/CFT riskrosuse of new

technologies in the financial services area;

* No specific requirement for financial institutiottshave policies and
procedures to reflect the additional risk involwiedhon-face to face
business relationships or transactions beyond bvesiebased
approach.

3.3 Third parties and introduced business (R.9)

3.3.1 Description and Analysis

419. Pursuant to Article 18.1 DDA, persons subject te diligence may entrust another
person subject to due diligence or a mandated garty with:

» the identification of the contracting party andloé beneficial owner;
» the compilation of the profile; and

» the ongoing monitoring of the business relationswigh the exception of reporting
suspicious transactions to the FIU.

420. In case of joint services, the person subject diligence responsible for the mandate
can perform all CDD for all persons subject to digence concerned (Article 19.1 and 19.2
DDA). Access to due diligence files must be grargedny time to the other persons subject to
due diligence (Article 19.3 DDA).
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421. Even in cases where due diligence is performedthyré party, the responsibility for
compliance with CDD provisions remains with thegmers subject to due diligence (Article 18.2
DDA). However, if the delegate fails to identify, to repeat the identification of the customer or
the beneficial owner, or to conduct special inganiequired in case of suspicions, the
responsibility is waived on condition that the dglte has been selected, instructed, and verified
“with the degree of care required by the circumstaf (Article 30.2 DDA).

422. The authorities stated that the delegation of CBDefined in the DDA is an

outsourcing or agency relationship and, as suchjdvaot be within the scope of
Recommendation 9. In the view of the assessorsewervneither an agency nor an outsourcing
relationship exists. Under the provisions of theA)Ehe financial institution may not be bound

in any way through the third party conducting CD@o therefore does not act in the capacity of
an agent of the financial institution. Furthermdhe financial institution has no direct control
over the service provider's CDD performance andidls& can therefore not be considered to
have been outsourced. Recommendation 9 is therajpmiecable.

Requirement to Immediately Obtain Certain CDD eletaérom Third Parties (c. 9.1):

423. Pursuant to Article 24.1 DDO, the delegate must @diately transfer documents and
information collected in relation to a contractipgrty to the person subject to due diligence in
Liechtenstein. This includes beneficial ownershifpimation and other profile data. The
monitoring of the business relationship can alsddlegated (Article 24.2 DDO).

424. Information that the delegate is required to colgEmnerally covers the scope of the
requirements of Recommendations 5.3 to 5.6. Howesmording to FATF Recommendation 9,
it is not acceptable to delegate the performanagbing due diligence.

Avalilability of Identification Data from Third Paeis (c. 9.2):

425. Documents and information must be transferred imately to the person subject to due
diligence in Liechtenstein by the delegate (Arti2fel.a DDO), a requirement which exceeds
the minimum provisions of Recommendation 9. Witharel to delegated customer monitoring,
documentation must be provided pursuant to Areee DDO:

* When requested and “within a useful period of tirf@’simple inquiries;
» At least once a year, for special inquiries; and
» At least once a year, for transactions recordsaasdt balance maintained by the delegate.

Regulation and Supervision of Third Party (applyihg23, 24 & 29, c. 9.3):

426. Pursuant to Article 18.1.a DDA, a person not dolactin Liechtenstein may only be
appointed as a delegate if he is subject to Dire@il/308/EEC or an equivalent due diligence
regulation and supervision and complies “objectiv@lith DDA requirements. Financial
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institutions stated that delegates, such as bénékers or other intermediaries, were selected
from and operated mainly in Switzerland and in Elurtdries.

Adequacy of Application of FATF Recommendationsyé.):

427. The Liechtenstein authorities have not determinkst af countries in which an
acceptable third party may be based, although €imamstitutions are informed that FATF and
FSRB reports are available on the internet. Theaiites informed the assessors that they
follow an ad hoc approach with each case treawdidgually. Such an approach does not appear
to provide financial institutions with clear andrnsparent guidance on the authorities’
designation of countries in which acceptable tpadies may be based, having regard to the
adequacy of application in those countries of tA&@ FRecommendations.

Ultimate Responsibility for CDD (c. 9.5):

428. According to Article 18.2 DDA, in the event of dghion of due diligence tasks, the
responsibility for customer due diligence is ndedated but remains with the person subject to
the DDA. However, if the delegate fails to identify to repeat the identification of the customer
or the beneficial owner, or to conduct necessaegigpinquiries required in case of suspicions,
the person subject to the DDA shall not be punisiredondition that the delegate has been
selected, instructed, and verified “with the degrkeare required by the circumstances”

(Article 30.2 DDA).

Analysis of Effectiveness

429. Financial institutions in Liechtenstein rely tor@gt extent on business introduced by
banks or intermediaries abroad, particularly fromt&rland and EU member states. In this
regard, a number of business models were desdoypédancial institutions to the assessors. A
common approach, for example, is for Swiss or W#aks or lawyers to market to their clients
products unique to Liechtenstein (deposited foundaj or on which Liechtenstein has a tax-
based or other competitive advantage (for examplgrivate banking or private insurance). A
Liechtenstein financial institution may rely onadign intermediary to deal with such business.
Documents and information must be obtained andgpesbin accordance with the DDA and
DDO provisions and must be transferred immediatlyiechtenstein. In particular, the foreign
intermediary collects and provides to the Liechteinsfinancial institution the information
necessary for the creation of the customer prasleequired under the DDA, as well as
providing a certified copy of an identification dooent with probative value. Financial
institutions informed the assessors that these@eraents work well in practice and it is rare at
this stage to encounter delays or deficiencieeenatork of the intermediaries, as they are well
versed in the Liechtenstein requirements. Showdo&tthe information be unclear or missing,
the Liechtenstein financial institution will requetarification and, if necessary, the intermediary
will revert to its customer to obtain the necessanyplementary information. The customer
information supplied does not appear to be padityldetailed but, significantly and as required
by the DDA, it includes information on the benedicdowner and the source of funds. Financial
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institutions emphasized to the assessors thatctimegk the information provided by the
information for plausibility prior to adding it tineir customer profile and accepting the customer
and his business. They also confirmed that theg@aesponsibility for the information placed

in the customer profile and do not consider thipomsibility delegated to the intermediary.

430. A number of factors suggest that business obtaimedigh intermediaries in this manner
might warrant an increased level of due diligemeeluding the typical absence of any face-to-
face contact with the customer, the likelihood thatcustomer is already and will remain a
customer of the intermediary, which might prefelitat for commercial reasons the information
access of the Liechtenstein financial institutiorcistomer information. However, cross-border
intermediary business is not treated as high-asksuch, in Liechtenstein, but is subject as is all
other financial business to the overall risk-basgproach. As noted, the information that the
delegate is required to provide is broadly in lvith the provisions of Recommendations 5.3 to
5.6. However, according to FATF Recommendation i8, mot acceptable to delegate to third
parties the performance of ongoing due diligence.

3.3.2 Recommendations and Comments

* Amend the DDA to exclude the conduct of ongoing itaimg from the scope of delegation
to third parties;

* Remove the protection from punishment set out itickr 30.2 DDA in the event of the
failure of an intermediary to meet DDA requirements

* The authorities should determine countries in whigid parties who conduct due diligence
on behalf of Liechtenstein financial institutiorencbe based, by reference to the adequacy of
their application of the FATF Recommendations, eggliire financial institutions to check
that such third parties have appropriate prevemtigasures in place.

3.3.3 Compliance with Recommendation 9

Rating Summary of factors underlying rating

R.O pPc |+ Conduct of ongoing monitoring included in the scopeéelegation to
third parties;

» Responsibility in delegating to a third party igduty limited by the
protection from punishment in Article 30.2 DDA,

* Ad hoc approach to determining the countries inclwlan acceptable
third party intermediary can be based.

3.4 Financial institution secrecy or confidentiality (R4)

3.4.1 Description and Analysis

431. As with many offshore centers, banking secrecyfimdamental component of
Liechtenstein’s financial services business, iemakery seriously by financial services
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providers, and is used as part of the marketingetenter. Given the importance of the topic, it
is addressed in considerable detail in the follgnsactions.

432. The secrecy provisions are defined in identicaionilar terms for banks (Article 14

BA), investment undertakings (Article 15 IUA), assganagement companies (Article 21
AMA), and insurance undertakings (Article 44 ISBpard members, management, and staff of
financial institutions are obliged to maintain gecrecy of facts that they have been entrusted
with or was made available to them, pursuant to tieéationship with clients. This obligation is
not limited in time to the duration of the employmeelationship. Representatives of authorities
that in the course of their duties learn of facfigject to banking secrecy are obliged to maintain
banking secrecy as official secrecy (Article 142, Brticle 15.2 IUA, Article 39 AMA, and
Article 44.2 ISA). However, there are legal prowiss in place or relevant jurisprudence that
allow confidential customer information to be useudl shared, including in the area of
AML/CFT, for the following purposes:

Criminal Prosecution

- Communication of information, documents and mateials

433. Banks and finance companies may be required throagt order to communicate
customer information to the authorities to the ekteappears necessary for solving a case of
money laundering within the meaning of the Crimi@alde, a predicate offense of money
laundering, or an offense in connection with orgadicrime (Article 98a, StPO). This provision
applies only to banks and finance companies, wimak be requested to provide:

* the name, other data, and the address of the hofidebusiness relationship;

* information on whether a suspect maintains a bagsinglationship with them, is a beneficial
owner or authorized person of such a businessaesdtip, all information necessary to
precisely determine this business relationship,aihdocuments concerning the identity of
the holder of the business relationship and hisguewf disposal; and

» all documents and other materials concerning the §nd scope of the business relationship
and associated business processes and other lsusicieents in a specific past or future
time period.

434. Similar provisions apply to FT under Article 20C8.

435. In all cases, the information must be required bypart order. The bank or the finance
company must maintain secrecy with respect tcaalisfand processes associated with the court
order vis-a-vis its clients and third parties.Hétbank or the finance company refuses to provide
certain documents or other materials or does nat veedivulge certain information, then legal
provisions for seizure under Article 96 StPO woaliply.
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436. Information relevant to AML/CFT that is tax-relateduld not be made available—as
mentioned in Section 2.1.1 fiscal offenses, inalgderious and organized fiscal fraud, are not
predicate offenses for money launderffig.

Duty of witness

437. Generally, everybody who is summoned as a witreessurt is compelled to testify in
relation to the pending case (Article 105 StPOWwyers, law agents, auditors, and patent
lawyers do not have to provide evidence concerigsiges that a client has entrusted to them
(Article 107 StPO).

FIU

438. Banking secrecy may indirectly impact on informataccess by the FIU. The FIU is
authorized to request information either directbynfi a reporting financial institution or through
the FMA under certain conditions (as described us#etion 2.5.1). However, there is no
provision in law that expressly provides for eithedirect or indirect right of access of the FIU,
through the FMA, to financial and other relevaribrmation held by persons subject to the DDA
(other than in the case of the entity filing a SAR)

Supervision
- Authorities’ access to information

439. The FMA, which is responsible for supervising DDAglementation (Article 23 DDA),
may demand all information and records which aeagary to perform its supervisory
functions (Article 28.3 DDA). It has the power iod anyone who refuses to give information,
makes incorrect statements, or withholds signiti¢acts vis-a-vis the FMA, an auditor, auditing
company or office subject to special legislatiomtide 31 DDA).

- Information-sharing with national authorities

440. The Liechtenstein authorities responsible for caimigamoney laundering, organized
crime, and terrorism financing may freely exchaatyenformation and records necessary for the
enforcement of the DDA (Article 36 DDA).

26 However, the authorities informed the assessatsaimew Law that came into force on July 27, 28i6xvs for
mutual legal assistance in cases of value-addefilgad and smuggling. If the required AML/CFT infioation is
tax related, mutual assistance can be granted tegervation of specialty restricts the use offf@mation to
AML/CFT purposes. Liechtenstein has also signedusulsl Legal Assistance Treaty with the U.S., ad agh
savings taxation agreement with the EU.



122

- Information-sharing with foreign authorities
Administrative assistance

441. Article 37 DDA defines conditions for cooperatioiittwforeign authorities that apply for
AML/CFT matters with the exception of activitiesafiking, insurance, investment, asset
management) which are regulated by special reguiatiOnly the AMA directly authorizes
exchange of information with supervisors basedifedl country (Article 53) and with
supervisors based in a third country (Article SIihject to the conclusion of cooperation
agreements. The BA (Article 36), the ISA (Articlgé)pand the IUA (Article 102) contain
provisions that prohibit information sharing witbréign supervisors if secrecy obligations stated
in these laws are thereby violated. However, thbaiiies pointed out Superior Court decisions
which constitute a consistent jurisprudence thata information exchange related to customer
information, including on beneficial ownership, aitdappears, also applies to information on
transactions:

» Decision VBI 2003/33 of the Supreme Administrateurt: the FMA may upon request
share information on customer identification witihefign financial supervisors subject to a
number of conditions, of which the following arerfpaularly significant:

- The information has to be used exclusively fqgesuisory purposes (termed ‘specialty’),
though this term is considered by the FMA to encasspAML/CFT-relevant information
requested under appropriate authority by a forsigrervisory agency;

- Confidentiality: the receiving authority must bavered by official secrecy provisions;
and

- The FMA must retain control over the subsequeetand any further dissemination of
the information (termed ‘the long arm’ principle).

The request must also be reasonable and “fishipgdtions” would not be permitted.
Where information is shared, it may be used withRMA'’s consent for sanctioning
purposes and in court proceedings. However, iioglao criminal proceedings, Article 36
BA may not be used to circumnavigate the princgdldual criminality’ and the mutual
legal assistance procedures have to be confornted wi

* Another relevant decision (VBI 2003/1) deals witdmisfer of information related to a
specific securities transaction (contracting partheneficial owner, and stock sale date and
price); although the request was based on ArtialBA& (securities-related services), and 35
BA (FMA responsibilities), the Court based its dggan on Article 36.3a BA which states
that the FMA can exchange information with domeatid foreign institutions entrusted by
law or public mandate to monitor financial instituis to the extent that they need this
information to fulfill their duties; although no plicit reference to transactional information
is made in the Court decision, it is considered #fiainformation can be shared;

27 As noted in the analysis of Recommendation 37, daalinality is the general and formal rule goveigiegal
assistance procedures according to Article 51.1 RHG
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» A further decision (VBI 2005/003) addresses thaassf exchange of customer-related
information; the Court found that beneficial owrtepsinformation may be provided to
foreign authorities as part of customer-relatednmiation.

442. However, it is noted that the Courts’ decisiongrefce the provisions of the BA and not
other special legislation for financial institut®or, specifically, the DDA, so that their
application to the full range of possible AML/CF&laited requests remain open to some degree
of legal question. A proposal to amend the BA igently before parliament, including the
deletion of the current references to banking sscaeting as a barrier to the sharing of
information with foreign supervisors; the assessoesnot aware of any proposal to similarly
amend the other sectoral laws or the DDA.

443. Insofar as the requested information would incladstomer data, the Administrative
Proceedings Law applies. In this regard, an ordestrne issued by the FMA requiring the
financial institution to provide the requested mf@ation. The order may be appealed by the
financial institution—and by the customer diredfle elects to do so—to the Superior Court. A
concern is that this appeals process could betosgelay and, potentially, undermine the
information-sharing procedure.

444, In practice, however, the FMA has made construaise of the legal precedent created
by the available jurisprudence and has establialmeghutation (confirmed in some instances by
the assessors in contacts with supervisors abfoad)high level of cooperation and efficient
implementation in response to information requesteived from foreign supervisors, including
in the AML/CFT area.

445. The FMA may also request foreign authorities tovfate it with information or records in
accordance with the purpose of the DDA (ArticleZDDA). Information received may only be
used to verify compliance with CDD, impose sanctiar appeal decisions in administrative or
judicial proceedings (Article 37.5 DDA).

Legal assistance (see section 6.3)

446. A Court, the Office of the Public Prosecutor, nraathority active in sentence and
measure enforcement may order that legal assistangeanted at the request of a foreign
authority. Legal assistance covers every kind ppsut granted for foreign proceedings in
criminal matters (Article 50 RHG).

447. Exceptions to granting legal assistance includesadere the act underlying the request
is either not sanctioned with legal punishment uhdechtenstein law or not subject to
extradition (Article 51 RHG). Acts not subject tatdition include notably violations of
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provisions relating exclusively to taxes, monopmglieustoms, foreign currencies, or controlled
movement of goods, or to foreign trade under Liestein law (Article 15 RHGY

Information sharing between financial institutions

448. There is no specific provision exempting finanamnetitutions from bank secrecy
requirements to permit them to share informatioenmvastablishing or carrying on business
relationships with respondent banks and intermexiaHowever, Article 10 DDA gives the
government power to define due diligence obligationcorrespondent banking which it did
through Article 14 DDO. Article 11 DDA requires bdanand postal institutions to provide
sufficient originator information for electronic yyaent orders. However, they can avoid doing
so for a “legitimate reason” (Article 15.2 DDO)f fexample for standing orders. The assessors

found that at least one bank was interpreting tlegite reason” to include customer requests not

to reveal their identity. This issue is discussedetail under SR.VII. It was evident to the

assessors that Liechtenstein financial institutiake the concept of bank secrecy very seriously

and take strong measures to protect the anonyriheo clients.
3.4.2 Recommendations and Comments

* To reflect relevant jurisprudence, provide in léagfisn an explicit exclusion from secrecy
provisions to support the provision of all relevaanfidential information to foreign
competent authorities where necessary for AML/CEfppses;

* Reconsider the current appeals procedure regaotdeys under the Administrative
Proceedings Law with a view to improving the e#iiety and effectiveness of information-
sharing measures;

» Grant criminal prosecution access to customer imé&tion from insurance, asset
management, or investment undertakings.

3.4.3 Compliance with Recommendation 4

Rating Summary of factors underlying rating

R.4 LC e Current practice for information exchange reliesase law to
override legislation that includes explicit secr@egvisions restricting
information exchange;

e Current appeals procedure has potential to underefirciency and
effectiveness of information exchange;

* Provisions granting criminal prosecution accessustomer
information do not specifically apply to insuranesset management,
or investment undertakings. r

28 Exempt from this rule are requests for legal assizt under Article 1, paragraph 4 of the bilatbtatual Legal
Assistance Treaty with the United States of AmericaBl. 2003 No. 149.
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3.5 Record keeping and wire transfer rules (R.10 & SR.Y)

3.5.1 Description and Analysis

449. As all of the criteria of Recommendation 10 areasked in the assessment
Methodology, the relevant provisions need to blawnor regulation. The DDA (primary
legislation) and DDO (secondary legislation) quailf this regard.

Record-Keeping & Reconstruction of Transaction Reésd¢c. 10.1 & 10.1.1):

450. In accordance with Article 20.1 DDA, transactiotated records and receipts must be
kept by persons subject to the DDA for at leastytesrs from the conclusion of the transaction
or from their preparation. Transaction recordsdefned in Article 25c¢ to 25e DDO and
include:

* records on any inquiries pursuant to Article 15haf DDA as well as all documents, records,
and receipts used in that context;

* records describing transactions and, if applicabkeasset balance; and
* any reports to the FIU pursuant to Article 16.1h& DDA.

451. The authorities referred also to the obligationamérticle 20.1 DDA for persons subject
to the DDA to keep and maintain due diligence filmseach long-term business relationship.
Article 25 DDO requires that the due diligencedikhall contain the records and receipts
prepared and used for compliance with the DDA aB®Dincluding records of identification
information for customers and beneficial owners aocbunt files, and specifies that one such
category is records describing transactions arappficable, the asset balance. It is not self-
evident that all business correspondence wouldapauced within this requirement, but the
obligation in company law under Article 1063.1 P@Rpreserve business papers as well as
accounting records for at least ten years is a@Bvant.

452. Under Article 25.2 DDO, the due diligence files s prepared and kept in a way
ensuring that:

» the stipulated due diligence obligations can beahatl times;

» they enable third parties with sufficient expertiséorm a reliable judgment on compliance
with the provisions of the DDA and DDO; and

* requests by responsible domestic authorities ands;auditors, and auditing offices can be
fully met within a reasonable period of time.
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Record-Keeping for Identification Data (c. 10.2):

453. In accordance with Article 20.1 DDA, client-relatextords and receipts, as defined in
Article 25.4 DDO, are required to be kept by pesssubject to the DDA for at least ten years
from the end of the business relationship, andnbt for the five year minimum required by
Recommendation 10. There is no provision in the DWMADO for extension of the retention
periodif requested by competent authority in specific cases and upopgsrauthority, but,
during criminal procedures, the prosecuting autlesriare empowered to confiscate or to seal
the documents, according to Article 96 of the Ste&x@l therefore extend the retention period.

Availability of Records to Competent Authorities (©.3):

454, Article 25.2 DDO requires that requests by resgaasiomestic authorities and courts,
auditors, and auditing offices for access to infation contained in due diligence files can be
fully met within a reasonable period of time (whiatne period is not further defined). As noted
above, the due diligence files must, in aggregaietain all customer and transaction records
relevant to compliance with the DDA and DDO, andspant to Articles 25.3 and 24.1.a DDO,
they must be kept exclusively in Liechtenstein.

Analysis — record keeping

455. Financial institutions interviewed by the assessorgirmed that all records are
maintained as required by law for at least the {o@eods specified in the law and in many cases
longer. Neither the authorities nor the externaitaus identified to the assessors any difficulties
in obtaining the records of financial institutionsa timely manner. All records are required to

be maintained within Liechtenstein, though not see€ly in a single due diligence file nor in a
single location, but they must be capable of beisgembled within a reasonable time.

Obtain Originator Information for Wire Transferpfdying c. 5.2 & 5.3 in R.5, c.VIl.1):

456. According to Article 5 DDA, financial institutionsiust identify their contracting party.
This requirement is waived for wire transfers, lgeiccasional transfers, that do not exceed
CHF5,008° (Article 6.1.b DDA). However, under SR.VII.1, caster information should be
collected for all transfers above the threshold EUSD1,000.

Inclusion of Originator Information in Cross-Bordéfire Transfers (c. VII.2):

457. Article 15.1 DDO requests banks and postal institigt to provide the name, account
number, and domicile, or the name and an identiioanumber of the originator of an
international wire transfer. This second alterrgtas provided for by the DDO, is not one of the
options acceptable under SR.VII.

29 EUR3,000/USD4,000
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458. Banks and postal institutions may avoid giving mrdgor information for a “legitimate
reason” (Article 15.2 DDO). The example given bg DO as a legitimate reason is standing
orders. Banks are required to clarify and docuntfeteasons for not providing identification
information with the wire transfer. In discussiamish the assessors, banks identified a customer
request as a potential legitimate reason for @misimitting any customer information. In sending
wire transfers without originator information, barkre aware that they run the risk of rejection
of the transaction by the recipient bank, as sonmetihappens. The assessors were not able to
establish the frequency with which Liechtensteinksawithhold originator information when
transmitting wire transfers.

Inclusion of Originator Information in Domestic Wi ransfers (c. VII.3):

459. No due diligence is expressly required for domestre transfers. Moreover, such
domestic transfers are defined in Liechtensteindtude transactions with Switzerland. The
assessors had difficulty in clarifying whether thechtenstein banks make a distinction in
practice between domestic (including Switzerland) goreign transfers. In either case, under
Article 15.2 DDO, banks and postal institutions mefyain from providing customer
information for “legitimate” reasons, as descriladxbve.

Maintenance of Originator Information (c. VII1.4):

460. There is no provision requiring each intermediargt Aeneficiary financial institution in
the payment chain to ensure that all originatasrimiation accompanies and is transmitted with
the transfer.

Risk-Based Procedures for Transfers not accompdayi€driginator Information (c. VII.5):

461. There is no requirement for beneficiary financrtitutions to adopt effective risk-based
procedures for identifying and handling wire tramsfthat are not accompanied by complete
identifier information.

Monitoring of Implementation of SR.VII (c. VII.6)

462. Liechtenstein has not put in place measures to torogifectively compliance of

financial institutions with rules and regulationgplementing SR.VIl. One option would be for
compliance with wire transfer requirements to bigjestt to checking by FMA-mandated auditors
when conducting annual due diligence inspections.

Sanctions (applying c. 17.1-17.4 in R.17, c. VI1.9)

463. No specific sanctionsavebeen defined with regard to the provisions impletimg
SR.VII
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Inclusion of Originator Information in Incoming G®-border Wire Transfers (c.VII.8)

464. Liechtenstein has not required that all incomirmssrborder wire transfers (including
those below EUR/USD1,000) contain full and accucaiginator information.

Inclusion of Originator Information in Outgoing G®border Wire Transfers (c. VI1.9)

465. Liechtenstein has not required that all outgoiragsfborder wire transfers (including
those below EUR/USD1,000) contain full and accucaiginator information.

466. The authorities indicated to the assessors thaRé&glilation 1781/2006 on information
on the payer accompanying transfers of funds eyliko be adopted into the EEA Agreement
and will be applicable in Liechtenstein in due @auto provide an EU-defined solution to
improve the current weak system.

3.5.2 Recommendations and Comments

SR.VII

. Provide in law oregulationthat, for wire transfers of EUR/USD1,000 or mdyanks
should be required to obtain and transmit full io@gor information with the wire
transfer;

. Require financial institutions to always include triginator’'s account number or

reference number in cross-border wire transfers;
. Require inclusion of originator information in dostie wire transfers;

. Require that financial institutions treat wire tséers between Liechtenstein and
Switzerland as international wire transfers;

. Limit or repeal the DDO “legitimate reason” prowsiunder which banks can currently
avoid transmitting customer information with centaire transfers;

. Require each intermediary financial institutiorthe payment chain to maintain all the
required originator information with the accompangyivire transfer;

. Introduce risk-management requirements for Liec$ten financial institutions where
they are beneficiaries of wire transfers that areaccompanied by full originator
information;

. The FMA should introduce additional measures asie@¢o effectively monitor

compliance with the requirements in relation toentnansfers.

3.5.3 Compliance with Recommendation 10 and Special Recanendation VII
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Rating Summary of factors underlying rating
R.10 C -
SR.VII NC * Minimum threshold to obtain originator informatibigher than

acceptable under SR.VII.1;

* No requirement to always include account numbemague
reference number in originator information for ardmorder wire
transfers;

* No provisions for inclusion of originator informati for domestic
wire transfers;

* Financial institutions allowed to opt out of trangmg customer
information in certain circumstances;

* No requirement for each intermediary financial ibagion in the
payment chain to maintain all the required originatformation
with the accompanying wire transfer;

* No specific requirements for financial institutiomken receiving
transfers without full originator information;

* No specific measures in place to monitor complianitk SR.VII;

* No specific sanctions defined with regard to thevgions
implementing SR.VII.

Unusual and Suspicious Transactions

3.6 Monitoring of transactions and relationships (R.11& 21)
3.6.1 Description and Analysis

Special Attention to Complex, Unusual Large Tratisas (c. 11.1):

467. While there are some relevant measures in Liectggn® address unusual transactions,
they are not sufficient to fully meet the provissosf Recommendation 11. In particular, there is
no explicit requirement, as such, in law or regafator financial institutions to pay special
attention to all complex, unusual large transasti@am unusual patterns of transactions, that have
no apparent or visible economic or lawful purpdsechtenstein’s preventive measures to
address money laundering and financing of terrorisks, including measures to detect unusual
transactions, center on the creation and maintenaia client profile. The profile provides
persons subject to the DDA with a basis for digtisging normal from unusual financial activity
of a customer. A profile must be established arthtgd for each long-term business
relationship (Article 14 DDA). There is no requirent for an update cycle or criteria for
updating profiles. However, profile information nhtke into account the risk involved in the
business relationship (Article 21.2 DDO). Duringeirviews with financial institutions, assessors
were informed that, in general, updates are itiathenever inconsistencies were detected
between a customer’s transactions and profile.
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468. According to Article 13.1 DDA, monitoring of cust@rs must be conducted on a risk
basis:

» Higher-risk criteria must be defined by the perssugject to due diligence;

» binding risk criteria have been issued by the FMi¢le 13.2 DDA and FMA Guideline
2005/1).

469. Paragraph 3 of Guideline 2005/1 lists risk criteimgluding large cash transactions
(above CHF100,008) and indicators of money laundering, notably teati®ns that have no
apparent financial purpose or that appear finalyctalunterproductive, as well as specific
examples of atypical patterns of transactions wraver of assets (Annex to Guideline 2005/1).

470. Simple inquiries must be conducted when circum&arme transactions deviate from the
profile or meet a risk criterion established by pleeson subject to due diligence (Article 15.1
DDA). Special inquiries are initiated only when giggons of a connection with an ML/FT
offense arise.

471. On the whole, with regard to transaction monitoyitng system in place is defined as a
risk-based approach where:

Binding-risk criteria are defined by the FMA;

» Higher-risk criteria are defined by the persongextito due diligence;

and where for risk monitoring:

» Simple inquiries must be conducted when circum&sine transactions meet a risk criterion
defined by the person subject to due diligenceciwkhould include FMA binding risk
criteria,

* Persons subject to due diligence define an intenséduction on limiting and monitoring the
higher risks they defined,;

* The examination of the adequacy of the establisis&ctriteria is carried out during due
diligence inspections.

472. According to FMA Guideline 2005/1, financial insiitons are required to detect and
analyze transactions which:

» Lie outside the usual business activity or the Lislient group of a given financial
intermediary (FMA Guideline Annex II.A3);

30 EUR62,000/USD83,000
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» Are above CHF100,000 (FMA Guideline Article 3a)); o

» Exhibit characteristics that indicate an illegatgmse, the financial purpose of which is not
apparent, or which even appear financially coumbehpctive (FMA Guideline Annex 11.A1).

473. Such a construction does not clearly and explicglyuire financial institutions to detect
and analyze all complex or large transactions tiepss of transactions that have no apparent or
visible economic or lawful purpose. Moreover, thgR100,000 threshold appears excessively
high, and such a fixed amount cannot properly tateeaccount the relative risk of the client
business (see Section 3.2.1). In addition, the Anoé&-MA Guideline 2005/1 does not include
any criteria related to the financing of terrorism.

Examination of Complex & Unusual Transactions (¢.2):

474. Two types of inquiries are defined in Article 15 BD

» “Simple inquiries” with appropriate effort must benducted, in order to understand and
assess the plausibility of circumstances or traimacwhich deviate from the profile or meet
a risk criterion set by the person subject to tiRADand

» “Special inquiries” are required to dispel or valid suspicions of money laundering, related
predicate offense, organized crime, or terrorismaricing in the context of long-term
business relationships, circumstances, or tramsacti

475. The results of the inquiries must be documentdaterdue diligence files (Article 15.3
DDA), including documents, records, and receiptgi¢fe 25.1.c DDO). However, while useful,
such inquiries would not necessarily target all ptam, unusual, or large transactions or patterns
of transactions in a manner that could provide rasse that all of the circumstances specified in
Recommendation 11 would be covered.

Record-Keeping of Findings of Examination (c. 11.3)

476. Records on inquiries, as well as documents, recartsreceipts used in that context
must be kept in the due diligence files for ati¢as years from the conclusion of the transaction
or from their preparation (Article 20.1 DDA).

Analysis — complex and unusual transactions

477. Although the system established by Liechtensteiwiges a practical application of a
risk-based approach, it does not reflect with sidfit precision the relevant FATF requirements.
While the overall approach is mandatory for ergigsebject to the DDA, the manner of
implementation appears to provide excessive discré@t determining high-risk categories.
There appears to be an inconsistency in refernmthe one hand in the DDA to binding-risk
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criteria to be defined in a guideline and inclustdrmany of the selected criteria as a list of
indicators in an annex to FMA Guideline 2005/1,ceded by the following text:

“The purpose of the indicators of possible moneytering listed below is to raise
awareness among entities subject to due diligélifoey apply to expected long-term
business relationships as well as to expected-sfont business relationships. In
themselves, however, the individual indicators dbaonstitute sufficient grounds for
suspicion to trigger the reporting obligation; theg, however, grounds for conducting
background inquiries as specified in Article 15 DD¥oove all, however, the list of
indicators is not in any way exhaustive and alsedsdo be continually adapted to
changed circumstances and new methods of monegédang. It should be used as an
aid and not become the basis of routine actiotisg@xclusion of basic common sense.”

478. In the view of the assessors, full compliance VRdtommendation 11 would require
firmer requirements and a more explicit reflectadrihe terminology of its criteria. In response,
the authorities pointed out that, where an indicatam the list in the annex to FMA Guideline
2005/1 is met, although it is not automaticallyeesary to file an SAR, it is required to conduct
enquiries into the transaction or activity (at tesisiple enquiries) pursuant to Article 15 DDA.

In so doing, institutions pay additional attenttortransactions that are unusual in reference to
the client profile. In this way, there is a measoirractical implementation relevant to complex,
unusual large transactions, despite the fact bealaws and regulations do not explicitly address
some of the measures called for by Recommendation 1

Special Attention to Countries Not Sufficiently Apimg FATF Recommendations (c. 21.1 &
21.1.1):

479. FMA Guideline 2005/1 provides for binding-risk etita, some of which are presented
only in the form of indicators for money launderimgied in an annex. Indicator A20 refers to
large and/or frequent transfers to or from drugdping countries or from countries listed as
noncooperative countries and territories (NCCT)abich none was still listed by the FATF at
the time of the assessment visit.

480. The scope of this requirement, which is limiteditag-producing countries and NCCTs
and to large or frequent transfétdalls short of the criteria of Recommendation Phere is no
specific reference in the Liechtenstein requiremémthe need for additional measures for
countries that do not or insufficiently apply th&TH Recommendations. However, most
financial institutions interviewed during the assasnt indicated that country of origin was an
important risk criterion in their customer accegtpolicies and in agreeing to conduct
transactions. Each had developed a list of higha@intries to be avoided or (more commonly)
that warranted additional risk mitigation measwaed due diligence.

st Other than transfers to NCCTs.
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481. The FMA indicated that financial institutions arédrmed that FATF and FSRBs
assessment reports are available to assist infylagtcountries with weak AML/CFT
measures. The FMA website provides the lists ofemissued by some countries or
international organizations. It is not clear thas tis sufficient to meet the criteria of
Recommendation 21, which calls for effective meastio be in place to ensure that financial
institutions are advised of countries that do mahsufficiently apply the FATF
Recommendations (see also Section 3.3.1).

Examinations of Transactions with no Apparent Ecoicoor Visible Lawful Purpose from
Countries Not Sufficiently Applying FATF Recommetidas (c. 21.2):

482. Large and/or frequent transfers to or from drugdpimng countries or from countries
listed as NCCTs are an indicator for money laumdgim the context of the binding risk criteria
set out in the annex to FMA Guideline 2005/1. Senpluiries must be conducted when
circumstances or transactions meet a risk critgoticle 15.1 DDA) and special inquiries are
initiated only when suspicions of a connection vathML/FT offense arise (Article 15.2 DDA).
Records, documents, and receipts of inquiriesabe tkept in due diligence files (DDO, Article
25, paragraph 1c).

483. However, there are no specific measures in plaegldoess transactions with persons
from countries that do not or inadequately appéy FATF Recommendations and that have no
apparent economic or visible lawful purpose. Witile not required expressly that the
background and purpose of such transactions shbaldxamined and written findings made
available to assist competent authorities (e.gpemasors, law enforcement agencies, and the
FIU) and auditors, Liechtenstein’s requirementtf@ maintenance of due diligence files fulfils a
similar purpose and it is accepted that the ger@&dd requirements are applicable. However,
there is no explicit requirement for enhanced dligeshce and the scope of the current
requirements is limited to drug-producing countaesl NCCTs and to large or frequent transfers
and only simple inquiries are required in the evbat unusual activity is noted.

Ability to Apply Counter Measures with Regard touddries Not Sufficiently Applying FATF
Recommendations (c. 21.3):

484. No legal basis in Liechtenstein for applying comrteeasures have been identified to the
assessors, although the authorities indicatedltlegtare in a position to apply such counter-
measures when appropriate. They have done sodtigaan the past, the last occurrence being
in 2003.

3.6.2 Recommendations and Comments

R.11

* Provide explicitly that financial institutions bequired to pay special attention to all
complex, unusual large transactions, or unusuat et of transactions, that have no
apparent or visible economic or lawful purpose.



134

R.21

* Introduce a specific requirement to pay speci&nditbn to business relationships and
transactions with persons from or in countries Wido not or insufficiently apply the FATF
Recommendations;

* Introduce effective measures to ensure that firrdumestitutions are advised of concerns
about weaknesses in the AML/CFT systems of othentries.

3.6.3 Compliance with Recommendations 11 & 21

Rating Summary of factors underlying rating

R.11 pPc |+ Financial institutions not explicitly required tayspecial attention to
all complex, unusual large transactions, or unugatierns of
transactions, that have no apparent or visible @oanor lawful
purpose.

R.21 PCc |+ No explicit requirement to pay special attentiomtsiness
relationships and transactions with persons fromm gountries which
do not or insufficiently apply the FATF Recommendas;

» Limited measures to ensure that financial instnsdiare advised of
concerns about weaknesses in the AML/CFT systerothef
countries.

3.7 Suspicious transaction reports and other reportingR.13-14, 19, 25 & SR.1V)
3.7.1 Description and Analysis
Requirement to Make STRs on ML and FT to FIU (c1181V.1):

485. In accordance with Article 16 DDA, a suspiciousiatt report (SAR) must be
immediately submitted in writing to the FIU if tisespicion arises that a transaction is linked to
money laundering, a predicate offense for monegdatng, organized crime, or the financing
of terrorism:

» as a result of special inquiries that validateghspicions of money laundering, related in
some circumstances or transactions (as definedtial@ 15 DDA); or

» if suspicions arise in connection with a short-térusiness relationship (Article 6.3 DDA).

486. The above requirement is a direct mandatory obbgatvith no reliance on any indirect
or implicit obligation. While the basic requiremenitArticle 16 DDA to immediately report
suspicions is clear and in line with Recommendati®nthe situation is then potentially
undermined by qualifying the requirement with theference to the need for prior “special
inquiries”, which in turn under the DDA follow onbfter “simple inquiries”. The authorities
explained that this is merely documenting the ndmnacess of establishing the facts prior to
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deciding to file an SAR, but it seems unnecessariljybersome to include all of these steps in
primary legislation as prerequisites for the filioiga report with the FIU.

487. An issue that appears to undermine the effectiveakthe suspicious activity reporting
system is the de facto automatic five-day freetivag results on the filing of an SAR.

Article 16.4 DDA stipulates that until the judicialithorities intervene with a seizure order within
a maximum of five days, counting from the receipthe FIU of the SAR, the filing entity must
refrain from all actions that might obstruct orariere with any orders pursuant to Article 97a
StPO (seizure), unless such actions have beenaggpno writing by the FIU. With regard to
effectiveness, this provision can only have a detereffect on the decision by the reporting
entities that might keep them from reporting, exdefhey are very sure that the matter is crime
related. It is likely in practice to increase thusgicion threshold as financial institutions seek t
avoid the burden of the freezing provision. Thig/rea&plain to some degree the low volumes but
high quality of the SARs and the value the institug place on having the opportunity to
evaluate with the FIU, on a no-names basis, tliatsin that gave rise to their interim suspicion,
before they take a decision on whether or notl¢éodfireport, thus sharing the responsibility with
the FIU. The authorities consider that the cureggroach enhances the effectiveness of the
system and, if anything, results in more rathentleas SARs. They also point out that the FIU is
closely involved in consultations with the repogtinstitution during the five-day period, and
can act to release the funds or the judicial aitteercan move quickly to secure a seizure order.

STRs Related to Terrorism and its Financing (c2 BBSR.IV):

488. The inclusion of terrorism financing concerns isited to suspicion which arises of a
connection with the financing of terrorism (Articlé.1 DDA). As explained in section 2.2.1 for
SR.II, this provision does not cover all of thedsrof conduct that are considered terrorist acts
under the standard.

No Reporting Threshold for STRs (c. 13.3):

489. All suspicious transactions or activities must &parted to the FIU pursuant to Article 16
DDA, regardless of the financial amount involvetieife is no minimum reporting threshold. In
case of suspicions of connections with money latingepredicate offense, organized crime, or
financing of terrorism, customer identification rmbs conducted on all transactions (Article 6.3
DDA) and suspicions must be reported to the FIUi¢he 16.1 DDA). Reporting requirements

to the FIU do not specifically apply to attemptextasional transactions. However, persons
subject to due diligence may file a SAR if suspisi@rise in the course of preparation for
entering into a business relationship, even incageere the business relationship with the client
is in the end not established (Article 17.1 DDA).

Making of ML and FT STRs Regardless of Possiblelvement of Tax Matters (c. 13.4, c.
IV.2):

490. Tax-related activity is not a predicate offenséigchtenstein for ML or FT. In
accordance with Article 16.1 DDA, reporting enstiust file a SAR with the FIU where
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circumstances or transactions arise that poinfpiedicate offense. The authorities pointed out
that there is no exception to this reporting regquient regardless whether a predicate offense
could be linked to a tax matter.

Additional Element - Reporting of All Criminal Ac(s. 13.5):

491. SARs are based on suspicions of a connection wathey laundering, a predicate offense
of money laundering, organized crime, or the finagof terrorism (Article 16.1 DDA), with no
specific reference to any other predicate offense.

Analysis of SAR reporting

492. The basis for forming a suspicion is more compéidahan appears necessary. Article 15
DDA requires the conducting of simple inquirieghie event of circumstances or transactions
that deviate from a customer’s expected behavisedt&n his profile, and then the conducting of
special inquiries in the event of suspicions. Hritcle is cross-referenced from Article 16 DDA
dealing with the SAR reporting requirement but ddoé read as conflicting with the obligation
to report SARs immediately. It is difficult to id&fly the value in practice of the distinction
between simple and special enquiries and therediaqbear to be a potential that the double
process could delay the submission of SARs to tble F

493. Liechtenstein has opted to apply the subjectiviedsted of “suspicion” rather than an
objective test based on having reasonable grounsisspect. The reporting obligation under
Article 16 DDA includes the financing of terrorisimjt has not been extended to explicitly
include funds that are linked or related to, obéoused for terrorism, terrorist acts, or by testor
organizations, in addition to those who financeciesm.

494. Reporting to the FIU should be mandatory in cassuspicions relating to attempted
occasional transactions and whether or not a bssireationship is established.

495. There are conflicting indications as to whether3#dR reporting system is operating
effectively in Liechtenstein. As discussed undecdgemendation 26, the number of SARs

reported annually to the FIU appears low by congaariwith the size and complexity of the
Liechtenstein financial system and its level of@legence on international non-face to face
business.

Suspicious Activity Reports (Statistics)

2003 2004 2005 2006
Received by the FIU
Suspicious activity reports total 172 234 193 163
Suspicious activity reports DDA 16/1 or 9/2 143 217 173 129
Suspicious activity reports DDA 16/1 (terrorism) 0 0 1 2
Suspicious activity reports (special ordinances 1 0 0 1
Suspicious activity reports DDA 17/1 or 9a 28 17 19 29
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SARs by sector

Banks 82 133 105 84
Professional trustees 82 89 74 65
Lawyers 5 9 8 9
Insurers 2 2 1 0
Postal Service 1 1 1 1
Investment undertakings - - - 1
Authorities/FMA - - 4 3
Reason/trigger for submission of a SAR

Internal compliance 124 123 101 109
Domestic proceedings 14 56 36 14
Mutual legal assistance proceedings 34 55 56 40
SARs forwarded to the prosecution authorities

Forwarded 123 185 139 113
Not forwarded 49 49 54 50

496. In terms of the volume of SARs, the recent statidtirend has begun to turn downward.
On the other hand, the analysis of RecommendaBaro@cludes that the SARSs received are of a
high quality. An explanatory factor is the practafehe FIU to expand its so-called evaluation
talks. These talks allow financial intermediariestntact the FIU at as early a stage as possible
and to receive support when deciding whether tostuSARS. The authorities report that this
has led to a significant improvement in the qualditghe SARSs. It is, however, a practice for
which Recommendation 13 does not provide a bastsijtacould potentially result in the later
submission of SARs to the FIU and to lowering thenbers of reports. If that is the case, it is
also difficult to reconcile the practice with theguirements of Article 16, DDA which requires,

in the first instance, immediate reporting of sugpis. The issue also has to be balanced with
the importance of dialogue between reporting iastihs and the FIU in improving the quality of
reporting and, thereby, the effectiveness of ttstesy.

Protection for Making STRs (c. 14.1):

497. Pursuant to Article 16.3 DDA, if a person has sutedia SAR to the FIU and the report
turns out to have been unjustified, such persoh sbdree of any liability under civil or

criminal law, unless the person was acting willfufi filing a false report (the English

translation of this provision is open to alternatimterpretations, but the assessors were satisfied
that the intention of the German original text w@exclude reporting in bad faith from
protection). Under Article 16.3, in order to claommpensation for damages or take any other
legal action regarding a SAR filed concerning thamerson would have to demonstrate that the
reporting institution or its staff member willfulljled a false report, with the burden of proof
resting with the claimant. The law provides broaot@ction but does not specifically reflect all
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of the details of the criteria of Recommendationirithat it does not expressly refer to
protection for breach of any restriction on disatesof information imposed by contract or by any
legislative, regulatory, or administrative provisior to protection being available even if the
underlying criminal activity was not known precisahd regardless of whether illegal activity
actually occurred. Neither does it explicitly prd@iprotection for directors, officers and
employees (permanent and temporary) of the regpetmity, referring only to the person subject
to obligations of the DDA. The authorities explarteat SARs are usually signed by an officer
of the reporting institution expressly on its béhsb the protection of Article 16.3 would be
available both to the individual who signed anthi reporting legal entity. However, the
provision is not sufficiently wide to protect angher officer or employee of the reporting
institution who had some involvement with the regmrt did not sign it.

Prohibition Against Tipping-Off (c. 14.2):

498. Under Article 16.5 DDA, financial intermediaries ynaot inform the contracting party,
the beneficial owner, or third parties that theyéhaubmitted a report to the FIU until an order
from the competent prosecution authority arrives,at most until the conclusion of 20 business
days from receipt of the report by the FIU. At time of the 2002 OFC assessment of
Liechtenstein, the tipping off prohibition had e#ipan of just 10 days and a strong
recommendation was made by the IMF assessors twveethe time limit completely in line

with the FATF Recommendations. Liechtenstein redpdrby extending the tipping off
prohibition to 20 days, so the situation remaisadly noncompliant with the FATF standard.
The prohibition on tipping-off is also not expligiextended to directors, officers and employees
(permanent and temporary) of the reporting entéferring only to the person subject to
obligations of the DDA. In response to a separtemmendation of the 2002 OFC Assessment,
the authorities criminalized tipping-off, as defih@ the DDA, in the course of the 2005 revision
of the DDA (Article 30.1(k) DDA).

Additional Element — Confidentiality of Reportinga¥ (c. 14.3):

499. Liechtenstein laws, regulations, or any other messmake no reference to ensuring that
the names and personal details of staff of findmesitutions that make a SAR are kept
confidential by the FIU. However, the authoritiaformed the assessors that when the FIU
conducts evaluation talks with the financial intediaries, the relevant personal data remains
with the FIU.

Analysis — protection on reporting SARs

500. While Article 16.3 DDA provides for protection foeporting SARs in good faith, the
provision could be drafted with greater claritygddhe protection does not specifically extend to
directors, officers, and employees other than thdse had a direct role in submitting the SAR.
Nonetheless, the assessors acknowledged thatdiatde protection is strongly based and
broadly meets criterion 14.1. As regards criteddr?, there is no basis in the FATF
Recommendations for a time limit on the tipping4efbhibition. This is a significant issue of
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noncompliance on which the Liechtenstein autharitikeady received recommendations from
previous IMF and MONEYVAL assessments, which hagerbonly partially implemented. The
rating of the assessors is, therefore, a compbaged on a strong implementation of one of the
two essential criteria and a partial implementatiorelation to the secorf.

Consideration of Reporting of Currency Transacti@bsve a Threshold (c. 19.1):

501. Liechtenstein opted not to implement a system jpbriéng to the FIU of all cash
transactions above a fixed threshold. The autlesrpprovided the assessors in writing with
relevant background information concerning the sleaiin 2000 to focus on reporting of
suspicious transactions. The Liechtenstein officiavolved at that time found that, in the
specific case of the Liechtenstein financial cerdarthreshold-based reporting system would very
probably work ineffectively, due to the fact thabshtransactions are operated through
Switzerland. They concluded that the Liechtendie@ncial center had to implement a reporting
system equivalent to Switzerland, due to the vérgecrelations and cooperation with the Swiss
financial centre. There was a concern at the thmed threshold-based system could possibly
obstruct the homogeneous subjective reporting sysidter due consideration, therefore, the
Parliament decided to enact the current legislatibith focuses on the reporting of suspicious
transactions.

Additional Elements- Computerized Database for €uwry Transactions Above a Threshold and
Access by Competent Authorities (c. 19.2) and Rrtyse of Reports of Currency Transactions
Above a Threshold (c. 19.3):

502. Liechtenstein opted not to introduce a threshokkdaeporting system.
Guidelines for Financial Institutions with resp&zt{SAR and other reporting (c. 25.1)

503. No specific written guidelines, as such, have hsgsmed on reporting to the FIU, in line
with the provisions of Recommendation 25. Somevegie material, including examples of
typologies, is contained in the annual reportsdadgay the FIU and in newsletters which were
distributed to the reporting entities by the prexsor to the current FIU. The FIU also regularly
provides training to the staff of reporting instituns, including on SAR reporting. Reporting
entities also take advantage of the opportunitgreff by the FIU for pre-submission
consultations on possible cases of suspiciousdaiogsis, which provides a form of guidance
(though not actually guidelines) to assist the repg entity to decide whether to file a SAR.

Feedback to Financial Institutions with respec®&R and other reporting (c. 25.2):

504. Feedback is provided by the FIU in several ways:

* FIU annual reports;

%2 The Liechtenstein authorities gave a commitmett@MONEYVAL plenary in
September 2007 to address the recommendationsrfmval of the time limit on tipping off.
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» Training courses;
» Bilateral evaluation talks with financial intermades;
* FIU briefings on SARs; and

» Feedback letter informing the financial intermegyitirat filed the SAR whether or not the
SAR has been transmitted to the prosecution atigri

In meetings with the assessors, a number of thertieg entities expressed satisfaction with the
nature and level of guidance and feedback theyvwedeom the FIU.

3.7.2 Recommendations and Comments

R.13 and SR.IV
» Extend the SAR reporting requirement to includeratited occasional transactions;

» Extend the SAR requirement to explicitly includeds that are linked or related to, or to be
used for terrorism, terrorist acts, or by terroogjanizations in addition to those who finance
terrorism;

* To enhance effectiveness: remove the provisiomd@idomatic freezing of assets on the filing
of an SAR; simplify the SAR reporting requiremeatas not to have the forming of
suspicion made legally conditional on conductingmpsimple and special enquiries under
Article 15 DDA; and ensure that the pre-clearanystesn for SARS, as currently applied by
the FIU, is not permitted to undermine the effemtigss of the system of SAR reporting.

R.14
* Include provisions extending protection on repariim good faith to directors, officers and
employees;

* Remove the time limit on the prohibition of tippio§f.
R.25re STRs

* To supplement its current efforts, the FIU showdgtelop and circulate written guidelines to
assist reporting entities to implement their SARoréing requirement.

3.7.3 Compliance with Recommendations 13, 14, 19 and 2é&iferia 25.2), and Special
Recommendation 1V

Rating Summary of factors underlying rating

R.13 PC |+ Attempted occasional transactions are not coveyatid SAR
reporting requirement;

* Funds that are linked or related to, or to be deetkrrorism, terrorist
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acts, or by terrorist organizations are not spealify included within
the SAR reporting requirement;

* Weaknesses in the efficiency and effectiveneskeféporting syster
(automatic five-day freezing on filing a SAR; stafty requirement
for simple and special enquiries prior to decidiodile a SAR; low
volume of SARS).

R.14 PC |+ The tipping-off provision applies only for a maximwf 20 days;

» Directors, officers, and employees (permanent antpbrary) are not
explicitly covered.

=}

R.19 C -
R.25 LC * No written guidelines issued by the FIU regardiddRSeporting

SR.IV PC « Attempted occasional transactions are not coveyatidb SAR
reporting requirement;

* Volume of SAR reporting appears low, although gyas high;

* Funds that are linked or related to, or to be dseterrorism, terrorist
acts, or by terrorist organizations are not spealify included within
the SAR reporting requirement.

| nternal controls and other measures

3.8 Internal controls, compliance, audit and foreign banches (R.15 & 22)
3.8.1 Description and Analysis
Establish and Maintain Internal Controls to Prewdhtand FT (c. 15.1, 15.1.1 & 15.1.2):

505. Pursuant to Article 21 DDA, internal organizatiomshbe appropriate to the profile of
the entity and its business relationships. Inteim&ttuctions must be issued by the board of
directors or by the management to instruct thd stafliligence required by the DDA and the
DDO (Article 27.1 DDO). These instructions includatably procedures for CDD, record
retention, suspicious activity reporting, higheskd, PEPs, consultation of the compliance
officer, and information of the management (DDCOtid\e 27.2).

506. Persons subject to due diligence must appoint tacbperson with the FMA, as well as
compliance and investigating officers (Article 2D B):

» the compliance officer acts as a supervisor ofite diligence implementation process; in
that capacity, he advises the management on interganization design, prepares internal
instructions, and devises initial and ongoing tragrof staff (Article 30 DDO);

* the investigating officer conducts inspectionsiides to review records and assess
completion of due diligence requirements, notabihwegard to reporting obligations and
responses to domestic authorities’ information estsl (Article 31 DDO).
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507. During the on-site visit, assessors met a numbeowipliance officers, all of whom were
members of the financial institutions’ managemémternal auditors confirmed that it was
common practice in Liechtenstein for complianceceffs to be appointed at management level.
In the largest banks, compliance is a group funatbich maintains staff in departments,
branches, and subsidiaries. The investigating@fictivity is attached to the internal audit
function.

508. According to Article 21.1 DDA, appropriate internastruments must be provided for
inspection and monitoring. The compliance officetsassentially as an advisor and a
supervisor. Inspections are conducted by the ifgagstg officer who must have access to
customer and transaction data and other relevéortation in order to perform the duties
described in Article 31 DDO. The internal audit adotain, whenever required, information on
individual business relationships in all group camies for the purpose of global monitoring of
money laundering risks (Article 20.1.a DDO).

Independent Audit of Internal Controls to Preverit &hd FT (c. 15.2):

509. The investigating officer who is a staff membetha internal audit shall ensure
implementation of the DDA, the DDO, and internatimictions (Article 31 DDO). For this
purpose, he shall conduct internal inspectionsrami@w in particular that:

» the necessary records are duly prepared and kept;
» the due diligence obligations are undertaken retyyla
* any reporting obligation has been duly compliechywénd

e any requests by responsible domestic authoritiés iespect to contracting parties,
beneficial owners, and authorized parties can bepdetely fulfilled within an appropriate
period of time.

510. Banks informed the assessors that investigatinges# are often members of internal
audit departments which carry out AML/CFT functi@sspart of their regular audit programs.

511. For banks, the designation of the head of intemndit must be notified to the FMA
(Article 26.1.a BA) and the department reportsatlyeto the board of directors (Article 22.2.c
BA). These two provisions provide the internal awdth independence from the management.
With regard to competencies, Article 34 DDO stdked internal auditors must have an
unrestricted right of inspection and access téila and working papers, and cover all
consolidated entities. However, there is no forreguirement ensuring that adequate resources
be allocated to the internal audit function.
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Ongoing Employee Training on AML/CFT Matters (c.3)5

512. Persons subject to CDD must ensure initial and ioggiwaining of their staff

(Article 21.1 DDA). This training covers requiremgimo prevent and combat money laundering,
predicate offenses of money laundering, organizexde; and the financing of terrorism

(Article 28 DDO). Reporting entities interviewedrahg the assessment confirmed that they
carry out a range of training, at least annuady dil relevant employees. The larger institutions,
in particular, appeared to have quite sophisticatading programs.

Employee Screening Procedures (c. 15.4):

513. There is no specific requirement for screening dieensuring high standards when
recruiting employees. However, financial institasanterviewed indicated that they routinely
operate screening checks when hiring new employees.

Additional Element — Independence of Compliancadeff(c. 15.5):

514. There is no specific requirement for the independesf the compliance function, but
external auditors told the assessors that com@iana management function which reports
directly to the board of directors.

Application of AML/CFT Measures to Foreign Brancl&Subsidiaries (c. 22.1, 22.1.1 &
22.1.2):

515. FMA Guideline 2005/1, paragraph 2, states thatfomna institutions must ensure that the
FATF Recommendations apply to associated compami@®ranches in non-FATF member
countries, and that local regulations do not pretteem from applying these Recommendations.
These provisions address concerns related to bearanid subsidiaries operating in non-FATF
member countries only and do not fully meet craer22.1.1, which is not restricted to non-
FATF members. There is no requirement that, whermeehand host country AML/CFT
requirements differ, branches and subsidiariesaabapply the higher standards.

Requirement to Inform Home Country Supervisor ifdtgn Branches or Subsidiaries are
Unable to Implement AML/CFT Measures (c.22.2):

516. According to Article 20.3 DDO, banks must immedigteform the FMA of legal or
practical reasons that exclude or obstruct thees€ to a contracting party’s or a beneficial
owner’'s information in certain countries. The pgiwns, which are restricted to customer
information, fall short of the standard which cdtis obstacles to observing appropriate
AML/CFT measures to be reported to the authorifié® requirements in Liechtenstein applies
to banks but does not extend to other financiditutsns.
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Additional Element — Consistency of CDD Measure&adup Level (c.22.3)

517. Banks with foreign branches or leading an inteoretl financial group must assess,
limit, and monitor AML/CFT risks at a global lev@rticle 13.3 DDA). There is no similar
provision for other financial institutions.

Analysis of effectiveness

518. The largest banks have been developing an onshbovéyg opening branches mainly in
Switzerland and Germany and also maintain smatkmndhes in BVI, Bahrain, and Uruguay,
among other jurisdictions. According to the inspactreport format defined by the FMA,
external auditors must review whether banks widnbhes abroad and banks that have a
financial group with foreign companies apply a glbmonitoring of money laundering and
whether the approach taken is effective. No speifue has been reported by the auditors. In
meeting with the assessors, banks acknowledgddulifés in consolidating customer
information globally, due to some extent to theitations of foreign banking or other
professional secrecy laws. Therefore, the levelqualdity of current implementation needs to be
improved. Moreover, as this is a business stratiegtya number of Liechtenstein financial
institutions plan to develop further, it is impartdhat steps are taken to ensure that effective
group-wide compliance with AML/CFT due diligence aseres can be achieved and sustained.
Some banks said that they decline business when €Blred under Liechtenstein laws and
regulations cannot be completed.

Recommendations and Comments

R.15

* Require financial institutions to have in placeesering procedures to ensure high standards
when hiring employees;

* Require financial institutions to ensure that intdraudit function is adequately resourced.

R.22

* Require financial institutions to ensure that tiereign branches and subsidiaries observe
AML/CFT measures consistent with FATF Recommendtio countries which do not or
insufficiently apply the FATF Recommendations;

*  Where home and host country AML/CFT measures difeaguire branches and subsidiaries
to apply the higher standard;

* Require financial institutions to inform the FMA afy local laws or regulations preventing
them from monitoring AML/CFT risk on a global bgsis

* The FMA should take steps to improve implementatibappropriate group-wide
AML/CFT measures for Liechtenstein financial ingtibns.
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3.8.2 Compliance with Recommendations 15 & 22

Rating Summary of factors underlying rating

R.15 LC * No requirement for financial institutions to scrdenprobity when
hiring new employees;

* No express requirement for financial institutioasrtaintain
adequately resourced the requisite internal audittfon.

R.22 PC * No requirement for financial institutions to ensthiat their foreign
branches and subsidiaries observe AML/CFT measumesistent
with FATF Recommendations in countries which do arot
insufficiently apply the FATF Recommendations;

* No requirement that the higher standard be applieeh home and
host country AML/CFT measures differ;

* No requirement for nonbank financial institutiongriform the FMA
of any local laws or regulations preventing theanfrmonitoring
AML/CFT risk on a global basis;

« Indications of weaknesses in and barriers to implaation of
effective group-wide AML/CFT measures in Liechtemstfinancial
institutions.

3.9 Shell banks (R.18)

Description and Analysis

519. Shell banks are defined pursuant to Article 12.1AD43 banks that do not maintain any
physical presence in the domiciliary state andhatepart of a group that works in the financial
industry, that is adequately monitored in a comstéd way, and that is subject to Directive
91/308/EEC in the version of Directive 2001/97/BGn equivalent regulation.

Prohibition of Establishment Shell Banks (c. 18.1):

520. Although shell banks are defined in the DDA, thisreo explicit prohibitiof® on the
establishment of a shell bank in Liechtenstein. pitevisions of Article 15.1 BA require that a
license be issued by the FMA prior to providing kiag services. Preconditions to grant a
banking license include, in particular, that thgistered office and central administration must
be situated in Liechtenstein (Article 18.2 BA) atdeast one member of the board of directors
and of the general management must be residen¢ahienstein and have sufficient powers to
represent the bank vis-a-vis administrative autiesrend courts (Article 25 BA). Article 27e

BO stipulates that, when data processing is outgaolio a foreign country, all transactions must
be initialed in Liechtenstein, contacts with cuséssnmust remain within the exclusive sphere of

33 Recommendation 18 does not require a legal priidnibagainst shell banks, though such a provisionld
represent an effective basis for compliance withrdfcommendation. In the absence of a direct [@gafision,
comprehensive licensing requirements can also geoan effective response to deter the establishafestitell
banks.
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competence of the Liechtenstein bank, and accayiigiperformed in Liechtenstein. In the
absence of explicit licensing requirement for akonengage in substantive business activities,
the provisions of the BA do not provide full asswa that Liechtenstein could not license a shell
bank in the future. However, the FMA informed tlssessors that it never has and never will
approve the establishment of such a bank.

Prohibition of Correspondent Banking with Shell Rarfc. 18.2):

521. Banks and postal institutions are prohibited fratablishing business relationships with
shell banks (Article 12.1 DDA). This prohibition wiol encompass correspondent banking
relationships with shell banks.

Requirement to Satisfy Respondent Financial Ingitg Prohibit of Use of Accounts by Shell
Banks (c. 18.3):

522. Under Article 12.2 DDA, banks and postal instittsamay not engage in business
relationships with banks or postal institutionst gparmit shell banks to use their accounts,
deposits, or safe deposit boxes.

Recommendations and Comments

« Include as a prerequisite for licensing that bankist engage in substantive business
activities in Liechtenstein or, alternatively, #hathorities could opt to explicitly prohibit
shell banks.

3.9.1 Compliance with Recommendation 18

Rating Summary of factors underlying rating

R.18 LC e Licensing requirements do not provide sufficierfegaards to
exclude the possibility of establishing a shelllbbanLiechtenstein.

Regulation, supervision, guidance, monitoring and sanctions

3.10 The supervisory and oversight system - competent thorities and SROs. Role,
functions, duties and powers (including sanctiongR. 17, 23, 25 & 29)

3.10.1 Description and Analysis

523. The Financial Market Authority (FMA) is governed the FMA Act (FMAA) which

came into force on January 1, 2005. The FMA isnéegrated supervisor which is responsible
for overseeing the financial market in Liechtenstgith the aim of safeguarding financial center
stability, protecting customers, and preventingsaisult is in charge of implementing and
ensuring compliance with laws and ordinances tretelevant to financial institutions and
transactions and to DNFBPs. As a member stateedEHEA, Liechtenstein must implement in its
legislation all relevant EU regulations.
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524. The FMA is an independent institution, which is gowed by a Supervisory Board of five
members appointed for five years. The General Mamagt (four persons) is chosen by the
Board which is exclusively accountable to the Ramknt (Article 10 FMAA). The General
Management and three of the Board members caniebahmosition in any supervised entity.

525. At the time of the on-site visit, the FMA had afstd 29 members and eight trainees. It
is funded by the State budget (54 percent) and(f&®&percent) that are levied on supervised
entities. The FMA is audited by the National Au@itfice which reports also to the Parliament.

Legal Framework:

Regulation and Supervision of Financial Instituidn. 23.1) and Designation of Competent
Authority (c. 23.2):

526. AML/CFT regulations are set out in the DDA and Bi2O which apply to all financial
institutions, as well as to DNFBPs that conducfgssional financial transactions.
Implementation of and compliance with recognizednmational standards are among the
objectives assigned to the FMA (Article 4 FMAA), wh is expressly responsible for the
supervision and execution of the DDA with respedhe financial sector, as well as to providers
of financial services (Article 5.1.p FMAA).

Fit and Proper criteria and Prevention of Crimirfeden Controlling Institutions (c. 23.3 &
23.3.1):

527. Banks’ shareholders who hold a qualifying holdfhmust meet a fit and proper test
(Article 24 BA). Any change in a qualifying holdimgust be notified to the FMA (Article 26

BA). The FMA may prohibit the intended acquisitionan increase in a holding, or suspend the
voting rights for shares held by the persons coresk(Article 27.a.2 BO). Board and
management members of a bank or a finance compasy“always guarantee sound and proper
business operation” (Article 19 BA).

528. According to Article 59 I1SO, the FMA must be infoechwhen a natural or legal person
intends to acquire a direct or indirect qualifyimgiding in an insurance undertaking, or to
increase its holding above 20 percent, 33 perceri) percent of the voting rights or of the

level of the capital, or if the insurance undemagkbecomes a subsidiary, or if controlling
influence over it is exercised. The FMA is entittedbar, reverse, or change qualifying holdings
if the persons having such holdings do not futélijuirements of solid and prudent management
(Article 61 1SO). Evidence of professional quakfimn and personal integrity of the general
management is a licensing requirement for insuranogpanies (Article 13.1(g) ISA). Sound
and proper business operation is a prerequisitéckmsing investment undertakings

(Article 56.1.d IUA), and must be guaranteed bgnamistrators’ and managers’ expertise and

34 control directly or indirectly 10 percent or morktioe capital or the voting rights, or can exer@ssgnificant
influence on the management (Article 3a BA).
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personal qualities (Article 68 IUA). However, aadimig to Article 28.1.a IUO, investment
undertakings that market only to qualified investare exempt from the licensing requirement.

529. With regard to asset management companies, thetsiiders with a qualifying holdirig
must ensure solid and prudent management of theaayn(Article 6.1.g AMA). Acquisition of,
and increase in, qualifying holding must be notifend approved by the FMA (Article 10.1.b
AMA). The FMA may prohibit the intended change widings if such a change could adversely
affect prudent and solid management and conduatigihess (Article 8 AMO). Directors’ and
general managers’ professional and personal qealitiust guarantee sound and proper business
operations of the asset management company (Afitlg) AMA). Documents to be provided
include especially criminal records and informattnany criminal and administrative
proceedings (Article 4.1(b) and (c) AMO).

530. Pursuant to Article 29 IUA, changes to the gensrahagement of a management
company, or to the possession of voting capitéhefmanagement company, especially
qualifying holdings, must be reported immediatelytte FMA. The FMA may prohibit the
planned acquisition or increase of a qualifyingdig if the persons do not meet the
requirements necessary to fulfill the interestredleing solid and prudent management and
conduct of business of the company (Article 32 IUT)e general management must consist of
at least two persons, and at least one membeeafdheral management must have the
necessary qualifications. The general managemeyntoasist of only one person if it is shown
that solid and prudent management of the manageroemany is ensured (Article 83 1UO).

Application of Prudential Regulations to AML/CFT. @3.4):

531. Ensuring compliance with recognized internationahdards is one of the objectives of
the FMA. In the context of the OFC program, an IME&m conducted an assessment of financial
sector supervision and regulation in March 200@n#icant progress was noted in

implementing most of the recommendations providethé previous OFC assessment in 2002.
The FMA applies a broad range of prudential requests in accordance with the Core
Principles, including in areas of relevance to ARIET such as licensing, risk management
processes, ongoing supervision, and consolidaigergision (where applicable).

Licensing or registration of money or value transkervices (c. 23.5)

532. In Liechtenstein, only the banks and Postal Seywidech can provide money or value
transfer (MVT) services including foreign exchangee licensed and subject to legislative
requirements. MVT services are services withinst@pe of Article 3 BO and, as such, a license
according to the BA is required. The Postal Sersdeensed by the Government according to
Article 14 Post Office Act.

35 Control directly or indirectly 10 percent or morktioe capital or the voting rights, or can exer@ssgnificant
influence on the management (Article 4 AMA).
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Effective monitoring of money or value transfensees (c. 23.6)

533. MVT services are defined by the authorities asvaes according to Article 4.2.a DDA:
“acceptance or safekeeping of the assets of tlairtigs, as well as assistance in the acceptance,
investment, or transfer of such assets”. If suchices are carried out, the relevant transactions
are considered to be financial transactions (AeticR DDA) and, as a consequence, any person
that carries out financial transactions on a pitesl basis is subject to due diligence according
to Article 3.2 DDA. In practice, MVT activity is edined to the banks and, principally, the

Postal Service, which are subject to the ongoingitaong and supervision of the FMA.

Licensing and AML/CFT Supervision of other Finarndrestitutions (c. 23.7):

534. All financial institutions are licensed and supsed by the FMA for AML/CFT
purposes, with the exception of the Postal Semvitieh is authorized by the Post Office Act.
Other financial services (value transfer providessshange offices) which carry professional
financial transactions must register with the FM#&lare subject to its supervision.

Guidelines for Financial Institutions (c. 25.1):

535. The FMA has the power to issue orders, guideliard,recommendations (Article 25
FMAA). Pursuant to Articles 13.2 and 28 DDA, twoidglines have been published:

* Guideline 2005/1 defines the monitoring of businetationships and establishes risk criteria
(large cash transactions, PEPS), as well as gemedadpecific indicators for money
laundering. It describes the scope of enquiridsetanade by financial institutions in the case
of activities or transactions that are inconsisteitlh a customer’s documented profile and
lists the information to be obtained (purpose aatire of transaction, financial and business
circumstances of the contracting party or bendfmmner, and origin of funds), and sets out
the follow-up action needed, including checking pteeusibility of background information
obtained; and

» Guideline 2006/2 deals with due diligence inspertioonducted by mandated due diligence
auditors. It provides the auditors with practicaid@ance on the audit procedure (mandate,
period, deadline), the object of the audit (finahtiansactions, organization, content), and
the report (reporting, complaints, violations, megas, recommendations, follow-up). It
specifies also the inclusion of the internal adeipartment, the cost of inspections, the
storage of records and data, and the independéraeldraining requirements for auditors.

536. None of these guidelines give financial institus@nd DNFBPs assistance in
implementing and complying with CFT requirementpressly.

Power for Supervisors to Monitor AML/CFT Requirerhén 29.1):

537. Pursuant to Article 23 DDA, the FMA is responsifie supervising the “execution of the
Act”, with the exception of powers granted to tHe FArticle 24 DDA provides that the FMA



150

shall carry out ordinary inspections on a regupantsheck basis with respect to compliance with
the provisions of the DDA or have such inspecticasied out. The FMA also has the power to
conduct extraordinary inspections under ArticlelIBA. Liechtenstein uses the dual system for
supervision where onsite examinations may be cdeduzy the FMA but, in practice, are
conducted by external auditors according to proeesidefined by the FMA and under its

control (Articles 24 and 25 DDA).

538. There are no specific provisions that allow the FMAnsure that financial institutions
apply AML/CFT measures consistent with FATF Recomdations across financial groups. No
reference to foreign branches and subsidiariesaenm the Guideline for due diligence
inspections (FMA Guideline 2006/2). However, thare also some relevant measures. Banks
are required to inform the FMA immediately if thieyd that access to information on
contracting parties and beneficial owners in cartauntries is excluded or obstructed for legal
or practical reasons (Article 20.3 DDO). The FMAshie ability to request information and
records from foreign supervisory authorities inesrtb verify compliance with due diligence
obligations and to impose sanctions (Article 37 DDiAowever, as noted under the analysis for
Recommendation 22, requirements for foreign brasielmel subsidiaries related to AML/CFT
measures need strengthening.

Authority to conduct AML/CFT Inspections by Supesmis (c. 29.2):

539. In accordance with the DDA, Article 24, the FMA megnduct, or have carried out,
ordinary or extraordinary inspections to ensure giaance with the Act. Inspections are
performed either by the FMA, or at FMA’s requestgexternal auditors holding a license
(Article 24.5 and 6 DDA). Inspection cycle and seap based on risks (Article 24.2 DDA). For
financial institutions, due diligence audits areadocted annually, similarly to the financial
audits. Examination entails testing compliance witsumentation requirements, as well as
assessing the plausibility of information and doeuatation collected (Article 24.3 DDA).

540. According to FMA Guideline 2006/2, due diligencspections must include a sample
survey of clients, with a mix (50/50) of risk-orted and random sampling. Statistics for on-site
inspections conducted are tabulated in this regmpart of the analysis of Recommendation 30
(applying Recommendation 32).

Power for Supervisors to Compel Production of Résdc. 29.3 & 29.3.1):

541. The FMA may demand all information and records #ratnecessary to perform its
supervisory functions (Article 28.3 DDA). Therefpeecourt order is not required to permit the
FMA to exercise its information-gathering powereeTFMA may sanction with a fine anyone
refusing to give information, making incorrect staents, or withholding significant facts
(Article 31.1.a DDA). These provisions apply to #A’s requests, as well as requests by the
appointed due diligence auditors when acting oralbeth the FMA. Additional measures against
the persons subject to due diligence can be takeandordance with relevant legislation

(Article 34 DDA), but no such additional measurasdrbeen defined.
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Powers of Enforcement & Sanction (c. 29.4):

542. The FMA has certain powers of action as well asaiaccess to limited powers of
administrative sanction and can also refer a waahge of issues for prosecution by the Courts.
In the event of violation of any of the wide rargecases listed as criminal offenses under
Article 33 DDA or of offenses under the BA or otlsexctoral acts, the FMA can bring the
offenses to the attention of the General Proseautbra view to sanction by the Courts. The
FMA informed the assessors that it has not madelie direct sanctioning power on the basis
that no cases arose that fell within the limitedpgcof the current administrative sanctions but
has referred a number of cases for action by thedeutor General. Further details are provided
in the discussion of Recommendation 17 (below).

Avalilability of Effective, Proportionate and Dissire Sanctions (c. 17.1)
Designation of Authority to Impose Sanctions (c2}7.

543. In Liechtenstein, criminal sanctions are a mateitte Courts and can arise:

(a) from criminal law (e.g., StGB which sets out fhenalties for the crime of money laundering
arising under Article 165 StGB); or

(b) under relevant legislation (e.g., Article 3MM or sectoral legislation such as the BA).
The details are as follows:

544, Pursuant to Article 63BA, Article 111 IUA, Article4 ISA, and Article 62 AMA,
misdemeanors and administrative offenses shalhbetioned by the Court of Justice and the
FMA. Imprisonment and fines may differ among thesaegulating banking, investment,
insurance, and asset management activities (tladateprovisions are included in Annex 3 to
this report). The FMA issues specific instructiamsuditors for each of their inspections that
may define areas of greater concern or requiraiceiriquiries to be conducted. Training
sessions for external auditors are also organized/g/ear by the FMA.

545. The Court of Justice shall punish:

» with imprisonment up to six months or one yeanyvith a fine of up to 360 daily rates a
misdemeanor such as violating secrecy obligationsperating without a required license;

* with imprisonment up to six months, or with a fimeup to CHF100,000 or 180 daily rates,
an administrative offense, particularly violatingnditions or prohibitions imposed in
connection with a license, giving false informattorthe FMA or the audit office, or as an
auditor, grossly violating his or her responsikabt

» with a fine of up to CHF50,000 or CHF100,000, amadstrative offense, principally failing
to compile or publish business reports, to havetawelquired by the FMA conducted or to
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comply with a demand to bring about a lawful stataffairs or with any other order by the
FMA.

546. Pursuant to Article 165 StGB, daily rates are rplétiof daily salary or income, up to a
maximum of CHF1,000 per day. The amount is detegthiny the judge according to the
financial resources of the criminal.

547. Administrative sanctionare a matter for the FMA, under Article 31 DDA ectoral
legislation. Examples of types of sanction avaéablthe FMA under its prudential powers
include written warnings (separate letter or withmaudit report), orders to comply with
specific instructions (possibly accompanied withydnes for noncompliance), ordering

regular reports from the institution on the measutres taking, fines for noncompliance, barring
individuals from employment within that sector, leepng or restricting the powers of managers,
directors, or controlling owners, imposing consé&suship, or a suspension or withdrawal of the
license. The offenses under Article 31 DDA for whibe FMA can sanction by administrative
fine are limited in scope but could result in firésup to CHF100,000 for anyone who:

* Refuses to give or withholds information or proadalse information;
» Fails to comply with a lawful FMA order; or
* Permits the outflow of assets in cases where cietpnofile information is incomplete.

548. According to Article 34 DDA, these penalties ar¢hout prejudice to additional
measures taken against persons subject to duerdikg audit offices of banks and finance
companies, of investment undertakings, and of arsee undertakings, as well as against
auditors and audit companies appointed under thkcaple special laws. This means that a
violation of the DDA could, for instance, also riéso a withdrawal of a banking license or a de
facto prohibition for a director to exercise higf@ssion in accordance with the Banking Act. In
addition, the FMA has the competence to issue nmeadaly way of an order that are equivalent
to penalties (e.g., withdrawal of recognition ajuarantee of sound and proper business
operation as long as a director retains his fungtio

549. Within the limitations of their scope, the rangeaghilable sanctions has the potential, if
fully used, to be effective, proportionate, andsdasive. However, in practice, the FMA
indicated to the assessors that it has not hadsmec#o use its legislative powers of
administrative sanction as no offenses came t&kA&’s attention within the limited scope of
the small number of administrative offenses spediin the DDA. The practice has been that
more serious offenses are referred by the FMA ¢tioa by the General Prosecutor, an approach
which the assessors understand has been effddoveever, the current approach leaves a gap
between administrative and criminal offenses aresdwt adequately sanction the full range of
potential noncompliance with AML/CFT requiremerfsr example, among the offenses
apparently outside the current scope of adminiggaanction are the following actions or
failures to act:
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» failure to carry out simple inquiries if circumstas or transactions arise which deviate from
the profile or meet a risk criteria (Article 15.DB);

» failure to document results of inquiries (Articls.2 DDA);

» discontinuation of the business relationship whespgion arises of a connection with
money laundering, a predicate offense of moneydating, organized crime, or the
financing of terrorism (Article 9 DDA);

» failure to identify a contracting party not subjéztidentification requirement when
suspicions arise that assets may be connectednwitiey laundering, a predicate offense of
money laundering, organized crime, or the finanahgerrorism (Article 6.3 DDA);

» failure to define higher-risk criteria and instriocis for limitation and monitoring such risks
(Article 13 and 14 DDA); and

» failure to define appropriate internal organizat{@ticle 21.2 DDA), ensure suitable
instruments for inspection and monitoring (Arti@le.1 DDA), issue internal instructions,
and set up staff training programs (Article 21.1A)D

550. Minor offenses can either remain unpunished a®itldvnot be a good use of
prosecutorial or Court time to pursue them, orsanm to the General Prosecutor and can absorb
scarce prosecutorial resources to an extent dispgiiopate to the importance of the offense. The
present system, therefore, does not appear toeepsoportionality of sanctions in all cases and
its effectiveness could be improved by introducmg implementing in practice a broader range
of administrative sanctions.

Ability to Sanction Directors and Senior ManagemefEinancial Institutions (c. 17.3)

551. As noted, as no corporate criminal liability cutigrexists in Liechtenstein, penalties are
always aimed at the natural persons who have cdeuhtiie offenses. Under Article 33 DDA, if
the violations are committed in the course of thsitess operations of a legal person or a trust,
the penal provisions shall apply to the persons adted or should have acted on their behalf,
but the legal person or the trust fund shall betijpiand severally liable for criminal fines,
administrative fines, and costs. On this basis;tsams can be applied to directors and senior
managers.

Range of sanctions—Scope and Proportionality (et)17

552. As detailed above, the range of available sancimbsoad, particularly for criminal
sanctions, but incomplete in the case of admirisgaanctions. The FMA has certain powers of
action and direct access to limited powers of atstrative sanction and can also refer a wide
range of issues for prosecution by the Courts. Nbeekess, this leaves a gap in the ladder of
sanctions that does not address all appropriatasés.
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553. Among the supervisory measures available to the kiMder Article 28 DDA is the
power to prohibit the initiation of new busineskt®nships for a limited period of time in the
event of repeated or grave violations of the piows of the DDA in order to prevent further
violations.

554. The FMA also has powers to withdraw licenses, deVis:

Banks and finance undertakings: Articles 27—-29 BA;

Investment Undertakings: Articles 71-75 IUA;

Insurance undertakings: Article 55 ISA,;

Asset Managers: Articles 29-32 AMA.
Adequacy of Resources for Competent AuthoritieS(Qcl):

555. The FMA is the supervisory authority for all ban&#her financial institutions, and
DNFBPs in Liechtenstein, is established under thari€ial Market Authority Act (FMAA), and
has been operational since January 1, 2005. The WhBAformed by consolidating three former
units of the Liechtenstein National Administratiomely the Financial Services Authority, the
Insurance Supervisory Authority of the Office ofdaomic Affairs, and the Due Diligence Unit.
The FMA is an independent (Article 3 FMAA), intetgd, financial market supervisory
authority operating as an autonomous institutiotieurpublic law (Article 2 FMAA). The FMA
has its own legal personality in the form of arabbshment under public law, is independent of
the Government, and is exclusively accountabléed iechtenstein Parliament.

556. The objectives of the FMA are as follows:

» safeguarding the stability of the Liechtensteirafinial center;

* protection of clients;

* prevention of abuses; and

» implementation of and compliance with recognizadnmational standards.

557. The main organs of the FMA are as follows:

* The Board:

The Board is elected by the Parliament for a tefrafftce of five years and has five members.
The Board is responsible for implementation of FlMAA and is exclusively accountable to the

Liechtenstein Parliament. Within this contextsirésponsible for the development and
implementation of the Mission Statement and thatagy. Other focus areas include staffing,
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organization, and funding. In addition, the Boaad Bpecial competencies in important cases.
Since January 1, 2005, the Board has generallyomatmonthly basis.

* The General Management:

The General Management (four members) is nominagatie Board and is responsible for the
operational activities of the FMA. It ensures taeful, goal-oriented, and efficient fulfilment of
these tasks.

* The Audit Office:

The audit function of the FMA is carried out by tHational Audit Office which reports annually
to the Liechtenstein Parliament on its auditingvétes. If unusual incidents arise, the Audit
Office reports immediately to Parliament.

558. The organizational structure of the FMA is as fako
Divisions:

* Banking and Securities Supervision;

* Insurance and Pension Funds Supervision;

» Other Financial Service Providers Supervision;

Staff Unit:

* Integrative and International Affairs Unit.

559. At the time of the on-site visit, the FMA had 29ume staff members and eight
trainees. Permanent staff include 15 lawyers, eaghthomists, and one mathematician. Several
of the staff have experience in commercial banKirge assessment of financial sector
supervision and regulation conducted in March 200te IMF as part of the OFC update
program found a high standard of compliance with@ore Principles for banks, securities and
insurance supervision. It recommended some additfocus on insurance risks and an increase
in FMA staff in order to initiate or expand theebt involvement of FMA supervisors in the
program of on-site inspections.

560. The FMA has the power to conduct on-site inspestmnto have them conducted on its
behalf. As noted, the FMA has opted to engage eatewuditors to conduct both financial audits
and due diligence audits on its behalf. While #yistem has merit in taking advantage of the
professional experience of the auditors and thetimitbd knowledge based on financial audit
work of the subject financial institution, it caiso have disadvantages which, in the view of the
assessors could include:
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» The likelihood that the external auditors will abistrictly by the scoping letter or other
directions given to them in advance by the FMA, ielas an FMA supervisor conducting
such an inspection, by contrast, could have brodideretion to pursue enquiries into
unexpected issues that might arise in the cours@ a@fspection;

» The limitations that result on direct on-site expece of FMA supervisors as they have
limited opportunity to view at first hand the boaksd records of the supervised institution
(in particular in an AML/CFT context, the due déigce files and customer profiles).

561. In the view of the assessors, while retaining ardg for the external auditors, a greater
involvement of FMA supervisors in on-site inspectiwork could improve the overall
effectiveness of AML/CFT supervision. However, thisuld have significant resource
implications for the FMA as additional trained aperienced supervisors would be required,
with consequent budgetary implications.

Funding

562. The FMA was entered into the Public Registry ondelser 13, 2004 as an
establishment under public law with a capital off2Hmillion, in accordance with Article 2
FMAA. Each year, the Liechtenstein Parliament loasgprove the budget of the FMA. The
2006 budget was CHF6.6 million, 59.5 percent ofclhwas financed by the State and

40.5 percent from fees collected from entities scijo FMA supervision. The 2007 budget is
CHF7.27 million, with 54.3 percent financed by Btate and 45.7 percent by fees.

Other resources

563. To enhance the operational independence and aujoobthe FMA, as well as to
improve the operational processes and to provideagement tools for the board and general
management, the implementation of an integratesbl@ition is in progress. The intention is to
achieve an IT-solution completely independent ftbmLiechtenstein public administration, on
which the FMA was partially dependent at the tithéhe on-site visit.

Integrity of Competent Authorities (c. 30.2):

564. The FMA staff is bound to discretion accordingéterant legislation (Article 23
FMAA). Laws that apply to banks (Article 14 BA),s&t management companies (Article 39
AMA), insurance undertakings (Article 44 ISA), amdestment undertakings (Article 15 IUA)
state in similar terms that representatives of@ities must maintain official secrecy on the
facts subject to secrecy or confidentiality thaythearn in the course of their duties.

565. The assessors saw evidence that FMA recruitmerst gidgntion to specialized training
and professional experience. The majority of tléf shembers have an academic education, and
most of them have a law degree or a degree in éssiadministration. Furthermore, the majority
of staff members have practical experience in ithenicial sector, most of whom having worked
previously for either supervisory bodies or finahenstitutions.
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Training for Competent Authorities (c. 30.3):

566. The FMA provided evidence to the assessors to iorifie importance it attaches to
basic and continuing training for its staff membd@ise list of courses attended and training
events at which FMA officers were speakers includednge of FATF and MONEYVAL
courses and seminars organized in Vaduz, espeaiathe ICQM, which also provides training
for private-sector compliance officers.

Statistics (applying R.32):

567. Financial institutions subject to AML/CFT provis®are audited each year and DNFBPs
every third year. The FMA maintains statistics pfsite inspections, as follows:

Due Diligence audit (on-site inspection) reports

2005 2006
Banks 16 16
Asset management companiéd 2 2
Life insurance undertakings 12 15
Other financial service providers 320 244
Trustees 38 26
Trust companies 146 71
Auditors - 2
Audit firms - 7
Lawyers 39 17
Legal agents 1 2
Persons with a confirmation pursuant to arti_cle 94 70
180(a) of the Law on Persons and Companies
Currency exchanges offices - -
Real estate agents - 16
Traders with precious goods and auctioneers - 17
Casinos - -
Other subjects to due diligence 3 16
Total 671 521

36 . ) : .
Only two management companies carry out profeskforancial transactions.



158

Measures pursuant to supervision law/Sanctions

2005 2006
Measures pursuant to supervision law/sanctions 7 26
by the FMA
Reports to the Office of the Public Prosecutor 4 8
Reports to the FIU 2 3
Total 13 37

3.10.2 Recommendations and Comments

R.17

Enlarge the definition of administrative offensesover all appropriate DDA requirements
and establish a continuum of sanctions from miaaetrious DDA violations to ensure that
cases are processed in a timely, effective, angoptionate manner;

Define sanctions with regard to criminal liabiliy legal persons.

R.25

The FMA should further develop its Guideline on Moring of business relationships as
part of the strengthening of requirements for eckdrdue diligence;

Guidelines should be established to provide firanostitutions and DNFBPs with specific
guidance on CFT issues.

R.29

Introduce a specific provision to allow the FMAdnsure that financial institutions apply
AML/CFT measures consistent with FATF Recommendat@&cross financial groups.

R.30

Consider providing additional resources to allowABupervision staff to participate
directly in the AML/CFT on-site inspection program;

Ensure that staff resources are adequate to adtieesdVIL/CFT risks of the insurance
sector.

3.10.3 Compliance with Recommendations 17, 23, 25 & 29

Rating Summary of factors relevant to s.3.10 underlying aarall rating

R.17 Pc |+ Proportionality and effectiveness of sanction gysi®restricted by
significant gaps in the ladder of available samdjas the scope of
administrative sanctions is very narrow.
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* No criminal corporate liability is defined.

R.23 C -

R.25 LC * FMA guidelines should be updated, particularly toyide guidance
on enhanced due diligence;

* No guideline has been issued with regard to CFUirements.

R.29 LC * No specific provisions that allow the FMA to ensthat financial

institutions apply AML/CFT measures consistent vk F

Recommendations across financial groups.

R.30 LC e Additional resources needed if FMA supervisorstarngarticipate in
the AML/CFT on-site inspection program;

e Additional resources needed for supervision ofiasae sector,
including with respect to AML/CFT risks.

3.11 Money or value transfer services (SR.VI)

Description and Analysis

568. Money and value transfer (MVT) services in Lieclstem take place through
Liechtenstein Postal Service AG. Postal accourddrsland occasional customers can choose
either to use the postal transfer service or Wiesteion. For processing postal transfers,
Liechtenstein Postal Service operates as an af@ustfinance (Swiss Post), on the basis of a
1920 Postal Treaty as well as in accordance wi(b agreement when the Swiss Post acquired
25 percent of the capital of Liechtenstein Postaige. Liechtenstein Postal Service is also the
exclusive Western Union agent in Liechtensteinhwgrvices available at six of its eight
branches.

569. There are roughly 2,000 Western Union transactoysar in Liechtenstein, for a total
volume of CHF1.7 million. The average transacsae was CHF800; roughly 60 transactions
in the last year were above CHF5,000. There are@we million Swiss Post transfers a year, for
a total volume of CHF400 million. The average sf@ostal transactions is CHF400 and about
five percent of transactions in the last year vadreve CHF5,000. The Swiss Post uses the
SWIFT system for processing transfers; Western bJoges its own proprietary system.

570. The Liechtenstein authorities report no evidencleastalaor other forms of alternative
remittance service. The majority of non-Liechteimses residing in the country are from
Switzerland and Austria. Under the terms of Arti¢l2 DDA, anyone offering money transfer
services on a professional basis would fall underapplication of the DDA.

571. Article 6.1.b DDA exempts remittances or transiamder CHF5,000 from the
identification obligation. In practice, the Liechstein Postal Service reports that they perform
customer identification for all Western Union traogons, all cash transfers through the postal
system which are not associated with a postal ok bacount, and for postal transfers to a post
or bank account above CHF25,000.
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Legal Framework:
Designation of Registration or Licensing Author(ty VI.1):

572. Money and value transmission falls within the diifam of financial transactions in
Article 4.2.a DDA and therefore those who providese services are supervised by the FMA for
their compliance with the requirements of the DD#l @ahe DDO.

Application of FATF Recommendations (applying R#-13-15 & 21-23, & SRI-IX)(c. VI.2):

573. Of the general strengths and weaknesses of tlohteiestein CDD and SAR framework
identified in Section 3 of this report, failurer@quire verification of CDD would be relevant in
the case of SR.VI, as would the weaknesses idedtifi relation to SR.VII. In particular, the
Article 6.1.a exemption from CDD identified abogehigher than would be permitted under
SR.VII, where the threshold is set at USD/EUR1,000ile in practice, this exemption is only
utilized in the case of transfers to postal or bacéounts under CHF25,000, the exemption
means that MVT service operations are not requoexbtain and maintain the information
required by SR.VII.1.

574. Western Union transactions, because they are ang-term” in the meaning of Article
13 DDA are not subject to monitoring and would paiduce a business profile or a DDA file.

575. Western Union transaction are part of the Liechii@nd?ostal Service compliance
system. Post employees are trained once a yeddAdompliance and have internal procedures
for detecting suspicious transactions. The compéanfficer and senior management are
involved if an employee has a suspicion aboutrestiation. They will avail themselves of the
FIU consultation procedure and have filed SARs.

Monitoring of Value Transfer Service Operators\(t3):

576. Western Union transactions are audited by the FbtAcdmpliance with the DDA. The
audits are conducted annually, using a mandateiti faud, as a part othe audits of the
Liechtenstein Postal Service.

List of Agents (c. VI.4):
577. Not applicable
Sanctions (applying c. 17.1-17.4 in R.17)(c. VI.5):

578. Liechtenstein Postal Service employees could betissned for violations of the DDA,
with the strengths and weaknesses of the systemtifide in Section 3 above.

3.11.1 Recommendations and Comments
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* Reduce the legal threshold for MVT CDD to confoorttie FATF wire-transfer threshold
(USD/EUR1,000).

3.11.2 Compliance with Special Recommendation VI

Rating Summary of factors underlying rating
SR.VI LC » Threshold for obtaining customer identificatiortas high
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4 PREVENTIVE MEASURES-DESIGNATED NON-FINANCIAL BUSINESSESAND
PROFESSIONS

4.1 Customer due diligence and record-keeping (R.12)
(applying R.5, 6, and 8 to 11)

4.1.1 Description and Analysis

General coverage of DNFBPs - description

579. CDD obligations for DNFBPs are the same as thosérfancial institutions and are
subject to the same strengths and weaknessedieiri Sections 3.1 and 3.3 above. In
particular, the general issues raised by Liechéamstimplementation of a risk-based system are
of particular relevance, especially those assatiaith under-appreciating the potential risk of
cross-border business and with the identificatibalttimate beneficial owners and controllers
(see Sections 1.6.c and 3.1 above). Trust and Quyrfparvice Providers (TCSPs) conduct a
great deal of cross-border and non face-to-facaesis along similar lines to those described
above and should, therefore, be considered patlgululnerable.

580. The FMA Guidelines on the DDA also apply to all DBHs, who are inspected by FMA-
authorized auditors every three years.

581. Article 3.1 DDA establishes a list of legal andurat persons who are covered entities
(“persons subject to due diligence”) to the extary conduct financial transactions as defined
in Article 4 DDA. Article 3.2 DDA further providethat any other natural or legal person who
conducts financial transactions as defined in Aat#cDDA on a professional basis is also
covered by the law.

582. The list of natural and legal persons containdaihewing DNFBP categories:
« Casinos (Article 3.1.f DDA/

* Persons holding a professional trustee licensednrdance with the Act on Trustees
(December 9, 1992, as amended) (Article 3.1.g DDA);

» Confirmed company directors under PGR 180a (Articlieh DDA);

« Lawyers and legal agents (Article 3.1.k DDR);

3" There are currently no casinos in Liechtensteimdcordance with its 1923 Customs Treaty with Saviand.
The references in the DDA are therefore precautigna the event that Liechtenstein decides toofoll
Switzerland’s recent decision to lift its casinmba

3« egal agents” are an extremely small (2 persatess of practitioners who were so registered toréary 1958,
or were granted a subsequent permit (Act on Lawyeticle 67).
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* Auditors and auditing companies holding a licensespant to the Law on Auditors
(Article 3.1.1 DDA);

* Real estate agents (Article 3.1.m DDA); and
* Dealers in high-value goods and auctioneers (Axtcl.n DDA).

583. Lawyers: In addition to Liechtenstein residents, definition of lawyers also contains
two groups of non-Liechtenstein residents. Lawyemy EEA member states with appropriate
credentials and experience who want to practicereside in Liechtenstein must go through a
certification procedure, take an aptitude test @nrtan, and—if successful-are entered into a
Liechtenstein list of lawyers. (Article 45 Act omWyers). They are subject to the DDA and are
so supervised by the FMA. On the other hand, EE#dais who are only practicing on a
“preliminary” basis are not entered onto this [Ehey can act only in agreement with a “listed”
Liechtenstein lawyer and must go through the dedatiion procedure if they want to practice
independently (Articles 55-57 Act on Lawyers). He@g even this group is subject to the DDA
and supervised by the FMA if they carry out finah¢ransactions as defined by Article 4 DDA.

584. Trustees: Trustees from within the EEA can alswipleocompany formation services
within Liechtenstein subject to similar conditiodgpending on whether the work is
“preliminary” or residential. Like lawyers, they winl be subject to the DDA and supervised by
the FMA to the extent that they carry out “finaddransactions” as defined by Article 4 DDA.
The authorities report that, in fact, no trustesrfran EEA member state has ever registered in
Liechtenstein.

585. Liechtenstein lawyers are permitted to obtain atéchtrustee license that allows them to
form companies and act as directors. This licemsaare easily obtained than the full license
and the majority of Liechtenstein lawyers holdrittee full trustee’s license. As a result, they
tend to perform most of the actions covered unaeiIDA in their capacity as trustees, rather
than as lawyers. When the term TCSP is used irsdason, it will include lawyers working in
the trustee capacity.

586. The definition of financial transactions contaim®tgeneral provisions and several
specific provisions relevant to DNFBPs. The fgeheral inclusive provision covers:

“every acceptance or safekeeping of the assetsrdfparties, as well as assistance in the
acceptance, investment, or transfer of such asgstistle 4.2.a DDA)

The second general inclusive provision covers:

“establishing a legal entity on the account ofiedtparty that does not operate commercially
in the domiciliary State or acting as an organuafisa legal entity” (Article 4.2.b DDA).
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587. The specific provisions involve both exclusions amdusions to these general
provisions. Among them:

» Transactions of real estate brokers in Liechtenstal estate are excluded (Article 4.3.e
DDA);

» Establishing a holding company that holds “an of@nal group” for a third party or acting
as an organ thereof is excluded (Article 4.3.d DDA)

» Cash transactions of dealers in high-value goodsaactioneers are included if they exceed
CHF25,000 (currently USD21,000/EUR15,250) eitheome or in bunched transactions
(Article 4.4.a DDA); and

» Granting admission to a casino is included. (Aeti¢l4.b DDA)

588. The specific provisions covering lawyers are laitl io a particularly complex manner
(Article 4.4.c DDA) but, in effect, lawyers operagias trustees would be subject to the same
obligations as non-lawyer trustees. The defauhas the business relationships of lawyers and
legal agents are excluded unless they involve ‘fplanand execution of financial or real estate
transactions for his client...with respect to tbkofving”:

* Purchase and sale of enterprises or foreign reéatiees
* Management of money, securities, or other assets;
* Opening or managing of accounts, deposits, ordgbesit boxes;

* Obtaining the means necessary for the formatioatain, or management of legal persons,
companies, trusts, or other associations or assiges; and

* The establishment on account of a third party legal entity that will not operate
commercially in the domiciliary state or actingaasorgan of such a legal entity

589. TCSPs: Most TCSPs interviewed reported that a Jdrgedecreasing, percentage of their
business was introduced through foreign (usuallisSwntermediaries. Most had in place
agreement procedures with those intermediarieshwéstablished that those intermediaries
conducted due diligence under Liechtenstein lawteartsferred the necessary documentation to
the Liechtenstein TCSP before the formation ofdbepany.

590. The mission only met with one high-value goods ele@ jeweler), who reported he had
never engaged in a cash transaction over CHF6,000.
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General coverage of DNFBPs - analysis

591. The formation of certain commercially-active comigaror holding companies that own
commercially-active companies is not a coveredragtunder the DDA. Such an exclusion is
not consistent with FATF definition of trust andhgoany service provision and, in the case of
holding companies, could theoretically be usedktusle a fairly broad range of company
formation activities. In practice, all of the Ligehstein trustees who were interviewed stated
that they conduct due diligence on all their cligmégardless of the kind of company formed.
However, they are not obliged to do so by law gutation with regard to those clients who
form commercial enterprises or holding companies tlold commercially-active companies.

592. One of the specific definitions of covered trangacd that pertains only to Liechtenstein
lawyers is that they are covered when they plagxecute transactions on behalf of a client that
pertain to the purchase or sale of “unternehmentefgrises). This term exclusively refers to
legal persons and would therefore exclude any actimns concerning the purchase or sale of
legal arrangements or rights in legal arrangeméfdasiever, the authorities indicate that, in their
interpretation, such transactions would be coveerhuse they would constitute the
“performance of activities as an organ of a leguity that does not operate commercially in the
domiciliary state.” (Article 4.3.c.5 DDA).

593. The authorities explain the exclusion of domestechtenstein real estate transactions
from DDA coverage (in reference to real estate tgand to lawyers) by the highly controlled
and restricted nature of the Liechtenstein reatesharket. Any party seeking to purchase
Liechtenstein real estate, including returningdests and citizens, must make application for
the purchase to a special government commissioichwhill establish whether the buyer has a
justified reason for the purchase. The commisserds to obtain information on the buyer’s
identity to establish whether a justified reasoistsx The authorities explained this exception as
a risk-based decision not to apply some or alhefRATF requirements to this category of
transactions. The assessment team agrees thaettigdnstein real estate market has some
unique characteristics which make it an extremelkaly vehicle for money laundering or
terrorist financing, but notes that current FATRgdice is not to apply risk-based exceptions to
DNFBPs.

Analysis of compliance with Recommendations and Ceria
Applying R. 5
Criterion 5.1

594. While the specific prohibition of anonymous accauint Article 12.3 and 12.4 DDA does
not apply to DNFBPs, the DDA’s general CDD obligas (Article 5) would effectively

eliminate the possibility of anonymity in the rédais between those Liechtenstein DNFBPs that
have client accounts and the clients in question.

Criterion 5.2
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595. With the exception of the coverage issues notedarGeneral Coverage section above,
Liechtenstein DNFBPs are required by the DDA toarteke CDD measures as required by this
criterion. Their performance in this regard is eswed during their tri-annual audit. Interviews
with the authorities, auditors, and DNFBPs indidatgat this obligation was fully implemented.
In particular, all TCSPs reported that they conddatustomer identification on all clients,
whether or not they were forming a commercial aoa-commercial structure, which would
represent a voluntary practice not required bydawnegulation in all cases.

Criterion 5.3

596. The concerns expressed in Section 3.2 on the tionigon verification when CDD is
conducted by intermediaries have equal merit foBP€, although not for dealers in precious
metals and stones or real estate agents. All T@B&viewed reported that when the DDA was
first extended to TCSPs, some clients had beeptegitito submit to the required CDD
obligations and some TCSPs had lost clients asudtref applying the new measures. Now,
however, they reported that they were no longeeegpcing difficulty in obtaining customer
identification information from clients or intermades. The tri-annual audit checks whether the
due diligence files contain documents that “meetfttrmal requirement” (Inspection Report
pursuant to the Due Diligence Act, January 1, 200@éreafter, DDA Inspection Template,
section 4.1)

Criterion 5.4

597. The concerns expressed in Section 3.2 with regaverification requirements (in
particular the absence of a formal requirementtify the identity of parties authorized to act
on behalf of a customer) also apply to DNFBPs—aafpig¢those providing TCSP services.

Criterion 5.5

598. According to Article 7.2.c DDA, a written statemedéntifying the beneficial owner is
always required if the contracting party is a legatity that does not operate commercially in the
domiciliary state. This provision would pertaintte majority of TCSP business, although the
issues with the exclusion of commercially-activenpanies would apply here as well. The due
diligence files of all covered DNFBPs are audite@mnsure that written certifications of
beneficial ownership are included wherever appatpriAll TCSPs interviewed stated that they
required all clients to submit a written certificat of beneficial ownership in all cases, whether
or not they had a doubt and whether or not thetheas forming a commercial or a non-
commercial structure.

Criterion 5.6

599. The business profile required by Article 14 DDA atekcribed in Article 21 DDO must
include information on the purpose and intendedneadf the business relationship and DNFBP
performance in this area is subject to audit. AUSPs interviewed maintained a business profile
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in accordance with Article 21 DDO on all clientsea those cases which might not qualify as
financial transactions under Article 4 DDA.

Criterion 5.7

600. Article 13.1 DDA requires ongoing monitoring of thasiness relationship and

Article 15.1-2 DDA could be seen as indirectly rigopg ongoing monitoring of transactions,
because such monitoring would be necessary toifgérsnsactions or circumstances that
deviated from the profile or were suspicious. Caamde with Article 13.1 DDA is audited. All
TCSPs interviewed monitored all transactions oarfmal institution accounts of entities for
which they served as nominee directors.

Criterion 5.8

601. The concerns expressed in Section 3.2 of this teyaut the lack of a definition or
requirement in the DDA or DDO concerning enhanceel diligence are equally applicable to
TCSPs, the vast majority of whose clients are remident. All interviewed TCSPs performed
enhanced due diligence on PEPs and other custahatthey considered to be higher risk.
DDA Inspection Template section 4.6.6 requires tauslito report on the inspected party’s PEP

policy.
Criterion 5.9

602. The exceptions to the due diligence obligationAriticle 6 and 8 DDA would not
typically apply to DNFBPs in Liechtenstein.

Criterion 5.10
603. Not applicable
Criterion 5.11
604. Not applicable
Criterion 5.12

605. Like financial institutions, DNFBPs must establtteria for higher risk pursuant to
Article 13.2 DDA and are covered by the same FMAd8line 2005/1 identified in Section 3.2
above.

Criterion 5.13

606. Like financial institutions, DNFBPs must obtain t@tting party and beneficial owner
information when entering into a business relatigmspursuant to Articles 5 and 7 DDA. In
interviews, no TSCP reported forming an entitydarew client before completing the CDD
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requirements. However, the audit form does notirecauditors to compare the dates of the
profile and the initial company formation.

Criterion 5.14

607. Atrticle 16.1 DDO provides DNFBPs, like financiakititutions, a conditional
“exceptional” option of delaying collection of CDibformation and documents for 30 days. The
TCSPs interviewed indicated that they have not mesaeof the flexibility offered in Article 16.1
DDO.

Criterion 5.15

608. Like financial institutions, TCSPs and lawyers ngpd conducting consultations with the
FIU when they had concerns about the veracity efdiligence information.

Criterion 5.16

609. Interviews with TCSPs and lawyers elicited repoftbusiness declined and existing
relationships terminated by existing clients’ refiu® provide customer and beneficial owner
information as required by the DDA.

Criterion 5.17

610. All TCSPs and lawyers interviewed reported on tkieaeefforts required to conduct
retrospective due diligence on existing clients mvttee DDA came into force.

Criterion 5.18
611. Not applicable.
Applying Recommendation 6 (PEPS)

Criterion 6.1

612. The DDA requires covered DNFBPs, like other persarigect to due diligence, to
establish criteria of higher risk and issue indiors on how the risks should be limited and
monitored (Article 13 DDA). The DDO (Article 1.bkefines the term politically-exposed person
(PEP) as persons holding prominent public positedmead and “enterprises and persons who
are recognizably close” to them. Article 27.2.elg@fleshes out the internal instruction
requirement. However, only the FMA guideline (rfee DDO or DDA) states that PEP status
should be considered a risk factor (Paragraph BLA E005/1). TCSPs interviewed reported that
they perform such risk assessment and most firdisated that PEP status placed a client in the
highest-risk category. Most large and mid-sized P@8mpanies used commercially-available
database services and internet searches to chétktBttis and the smaller firms only the latter.
This requirement is checked via the periodic aoliDNFBP compliance with the DDA.
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Criterion 6.2

613. Large TCSP firms reported that they required semanagement approval for
establishing business relationships with any PE policy is a specific required area in all
DNFBP audit reports.

Criterion 6.3

614. The business profile for all clients, including BER required to include information on
the origin and intended use of the assets andrtdfegsional and business activities of the client.
The degree of detail should be adjusted in relatignto the risk involved in the business
relationship (Article 21 DDO). The quality of thegeofiles is subject to audit.

Criterion 6.4

615. As noted in Section 3.2, enhanced ongoing monigooinPEP accounts is not required by
law, regulation, or other enforceable means, aljhdausiness conducted with PEPSs is subject to
the general risk-based provisions of the DDA amdDIDO. In practice, TCSP firms that

reported having PEP clients indicated that sen@magement was involved in ongoing
transaction monitoring of such clients.

Applying Recommendation 8

Criterion 8.1 (new technologies)

616. Liechtenstein law contains few formal legal regoiemts concerning the misuse of
technological developments that pertain to DNFB®8cles 18 and 19 DDO set out
requirements concerning the use of computerize@sysand secure electronic transactions on
the part of persons subject to due diligence. k&8 DDO requires that staff training
concerning money laundering and financing of tésrarrequirements be kept up to date.

Criterion 8.2 (non-face-to-face transactions)

617. Atrticle 3.2 DDO requires that customer identificaticonducted by correspondence
require at least a certified copy of the identifica documents, with a confirming signature.
Paragraph A26 of the Annex to FMA Guideline 200Bicates that a client who tries to avoid
contact initiated by the financial intermediary d@nseen as risky. Other than these, there are no
requirements concerning the conduct of non-fadade relationships.

618. Ininterviews, most TCSPs indicated that they wanldtomarily meet their clients
before forming a company for them. However, thacgice was neither universal nor legally
required. Subsequent business discussions or ttersawould normally not be face-to-face
and would not be subject to particular risk-mitiggtprocedures.
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Applying Recommendation 9 (intermediaries/introdlibesiness)

619. As with financial institutions, many TCSP cliente antroduced by foreign
intermediaries who will conduct the CDD for the ¢itenstein TCSP. Therefore, the
recommendations and analysis presented in Sectoar8 equally valid here, as are the
concerns about the possibility of delegating ongaloe diligence, the protection of the
Liechtenstein party from punishment if the thirdtpaloes not perform due diligence, and the
overall level of risk associated with these relasinps.

Applying Recommendation 10 (recordkeeping)

620. Like financial institutions, DNFBPs must keep retofor 10 years, pursuant to
Article 20.1 DDA and 25.c-e DDO.

Applying Recommendation 11 (monitoring)

621. As critiqued in Section 3.2, the Liechtenstein egss approach to ongoing monitoring
of transactions and clients focuses on the cliesfilp and the mechanism of “simple” and
“special” inquiries, rather than an explicit reguirent to pay special attention to complex,
unusual, and large transactions.

Analysis of Effectiveness

622. Liechtenstein DNFBPs are obliged to conduct CDRdoordance with the DDA/DDO
and they are regularly inspected to ensure thatdbeso. Interviews with DNFBPs
demonstrated a widespread comprehension of thigations under the law and the DNFBPs
interviewed were able to credibly maintain thattled indeed conduct the CDD required—and
in many cases (PEPs, commercially-active compatti@esthey conducted CDD that was not
explicitly required by the law. The shortcomings fiee DNFBP sectors are therefore those
common to the legal framework for CDD and relateatters and are not materially exacerbated
by systematic failures to effectively implement gystem.

4.1.2 Recommendations and Comments

R5

» Strengthen legislative requirements to cover teé&dion of all kinds of companies: TCSPs
should conduct CDD and ascertain the beneficialaswhen forming commercially-active
entities and holding companies that contain comrakyeactive entities;

* Define in law or regulation a wider range of higskrcustomers to include notably non-
resident accounts, accounts opened through amatkary, entities with bearer shares,
trusts and foundations, and entities registergatiirately-managed registers and databases;

» Define and explicitly require by means of law agutation enhanced due diligence for high-
risk customers;
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» Strengthen obligation to verify identification ddte customers entering into business
relationships, beneficial owners, and authorizeatigs

» The FMA should consider classifying business olet@ithrough cross-border third-party
intermediaries as requiring a level of enhanceddiligence;

R6
* Provide an explicit requirement for enhanced dligatice for PEP-related business,
preferably in law or regulation, having regardhe tevel of potential risk in Liechtenstein;

* Require DNFBPs to obtain senior management apptovantinue the business relationship
when an existing customer or beneficial owner isafibto be, or subsequently becomes a
PEP;

* Provide for an explicit legal obligation by DNFB®sdetermine the source of wealth of
customers and beneficial owners identified as PEPS;

» Consider applying similar measures to domestic PEPs

R8
* Require DNFBPs to take measures to address thefrisisuse of new technologies for ML
or FT purposes;

* Require DNFBPs to take measures to address exptbssiisk of non-face to face business;

R9
* Amend the DDA to exclude the conduct of ongoing taimg from the scope of delegation
to third parties;

* Remove the protection from punishment set out itickr 30.2 DDA in the event of the
failure of an intermediary to meet DDA requirements

» The authorities should determine countries in whingtd parties who conduct the due
diligence on behalf of Liechtenstein DNFBPs carbased, by reference to the adequacy of
their application of the FATF Recommendations;

R11

* Provide explicitly that DNFBPs be required to paga&al attention to all complex, unusual
large transactions, or unusual patterns of trarse;tthat have no apparent or visible
economic or lawful purpose.

4.1.3 Compliance with Recommendation 12

Rating Summary of factors relevant to s.4.1 underlying ovall rating
R.12 pc |+ Commercial company formation not covered by the DDA
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* Requirements to identify beneficial owners needdstrengthened,
especially in regard to natural persons holdingtagr interests;

* No explicit requirement for enhanced due diligefarehigh-risk
customers; categories of such customers inadegsietified;

* No requirements for verification of identity of &otized parties;

* Requirement and procedures for conducting enhatigedliligence for
PEP-related business should be more explicitlyiépdg

» Extensive reliance on non-resident third-partynmgediaries, including
for conducting ongoing monitoring, which is notsddied by the
Liechtenstein authorities to be high risk; ad hppraach to
determining the countries in which an acceptalle tharty
intermediary can be based; responsibility in detilegao a third party
is unduly limited by the protection from punishment

« No specific requirement for financial institutiottshave policies and
procedures to reflect the additional risk involnedhon-face to face
business relationships or transactions;

* Requirement to pay special attention to all complewsual large
transactions, or unusual patterns of transactibas have no apparent
or visible economic or lawful purpose only impligitmposed.

4.2 Suspicious transaction reporting (R.16)
(applying R.13 to 15 & 21)

4.2.1 Description and Analysis

623. Whenever a DNFBP is not conducting a financialgeation within the meaning of
Article 4 of the DDA, it is not required to repad the FIU. In addition, lawyers and legal agents
enjoy legal privilege in that they are not requitedeport on information they have received in
the course of assessing the legal situation akatclacting as defense attorney, or representing
the client in court proceedings, including givirdyece on the pursuit or prevention of such
proceedings (Article 16.6 DDA). This article alsdends to auditors, auditing companies, and
auditing offices subject to special legislation (ndiso enjoy a general right of confidentiality
during judicial proceedings under Article 10 of theawv on Auditors) when they are representing
a client concerning court proceedings. This levéégal privilege is consistent with the Note on
legal professional privilege in the FATF Methodojogawyers file SARs directly with the FIU.

624. Unlike the banking sector, where nearly every tagtin has been involved in the SAR
regime, among the DNFBPs, to date, only trusteddamyers have filed SARs. Moreover, only
some 10-15 percent of all professional trusteesaamdch smaller percentage of lawyers have
filed reports.

625. The consultation mechanism with the FIU, describpeSection 3.7 above, is routinely
used by DNFBPs.
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626. Suspicious activity reports by sector

2003 2004 2005 2006
Pro_fessmnal trustees (mcl_udes lawyers when 82 89 74 65
acting as company formation agents)
Lawyers 5 9 8 9

Applying Recommendation 13

Criterion 13.1

627. DNFBPs, like financial institutions, are requiredfile SARs when a suspicion of a
connection with money laundering, a predicate aiéeof money laundering, organized crime, or
the financing of terrorism arises. This can begeigd by an inquiry into a transaction that
deviates from the established business profilenertbat meets established risk criteria. An
obligation to file a SAR can also be triggered amigection with short-term business
relationships (for which a profile would not hawelte established). The issues concerning the
overly-complicated nature of the mechanisms fomiog a suspicion have been already
addressed in Section 3.7 of this report and aralggualid for DNFBPs.

628. The obligation to report SARs is meant to be imratrland the questions raised in
Section 3.7 concerning the mechanism of prior cibason with the FIU are valid here as well,
as DNFBPs have reported that they use and are giygpof the consultation mechanism.

629. The main problem for DNFBPs is implementation & thporting requirement. As the
statistics above show, SARs from DNFBPs are featirad to the number of transactions
conducted and reporting DNFBPs represent a snaaitiém of the sector.

Criterion 13.2

630. As critiqued in Section 3.7 of this report, theogmg obligation under Article 16 DDA
includes the financing of terrorism, but has narbextended to explicitly include funds that are
linked or related to, or to be used for terrorisen;orist acts or by terrorist organizations in
addition to those who finance terrorism.

Criterion 13.3

631. As noted in Section 3.7 above, there is no requerdro report attempted occasional
transactions. There were some reports from TCSkaerhictions with the FIU concerning
potential clients who ended up not forming busimetstionship with Liechtenstein TCSPs. In
at least one case, a SAR was filed.
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Criterion 13.4

632. The exclusion of tax-related activity from ML predte offenses is equally applicable to
DNFBPs, as is the requirement to report when gihedicate crimes are indicated in
conjunction with tax-related activity. See SectBi of this report.

Applying Recommendation 14:

Criterion 14.1

633. Article 16.3 DDA is structured in a manner such thdoes not appear to provide
expressly for protection for reporting in good fiaithough this would appear to be the intention.
The provisions do not refer to protection for biea€ any restriction on disclosure of
information imposed by contract or by any legisfatiregulatory, or administrative provision.
Neither does it explicitly provide protection farettors, officers, and employees (permanent
and temporary) of the reporting entity, referrindyoto the person subject to obligations of the
DDA. There is no reference in the provisions togh&ection being available even if they did
not know precisely what the underlying criminaligty was, and regardless of whether illegal
activity actually occurred.

634. As critiqued in Section 3.7 of this report, thenhmlation of the protections for reporting
entities could be made more explicit to conform encosely with Recommendation 14. TCSPs
and lawyers interviewed considered themselves &abefrom any claim of breach of
professional secrecy by the provisions of Articke3LIDDA.

Criterion 14.2

635. As critiqued in Section 3.7 of this report, TCSHe financial institutions, are only
prohibited from tipping off clients for 20 days.r8e TCSPs noted that, since they are often
acting on instructions of clients, the inabilitytadl clients immediately why their instructionsear
not being implemented could be a source of tensidhe client relationship.

Applying Recommendation 15

Criterion 15.1

636. According to Article 21 DDA, DNFBPs, like financialistitutions, must take necessary
organizational measures and ensure internal insintsrof inspection and monitoring
appropriate to the type and size of the enterammsethe number and complexity of its business
relations. DNFBP’s internal procedures are suligeetudit by the FMA. All large and medium
TCSPs interviewed could produce written internatiglines.
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Criterion 15.2

637. Unlike financial institutions, TCSPs and lawyersrdi routinely have an internal audit
function, but Article 22 DDA requires an “invesiing officer” and a “compliance officer” and
30 and 31 DDO establishes that their duties shoeltb:

» design the internal AML/CFT organization;

* prepare internal instructions;

* plan and monitor internal basic and continuingfgtafning;

* ensure that necessary records are prepared and kept

* ensure that due diligence obligations are undemntag&gularly;

» ensure that reporting obligations have been dutypied with; and

* ensure that requests from responsible domestioatiéis can be completely fulfilled within
an appropriate period of time.

638. In the view of the assessors, such a system, uadely resourced and implemented,
could fulfill the role of an internal audit funchan financial institutions.

Criterion 15.3

639. DNFBPs’ training procedures and performance argestibo audit by the FMA. All large
and medium TCSPs interviewed could produce writtégrnal guidelines and reported robust
training programs.

Criterion 15.4

640. Professional trustees, lawyers, and auditors ioHtenstein are subject to very rigorous
licensing requirements, which include higher ediocatmandatory professional experience,
demanding examinations, and demonstrating a géyéraistworthy” character. All the TCSPs
and lawyers involved were very aware of reputafiois& and screened employees to try to
minimize it.

Applying Recommendation 21

Criterion 21.1

641. As noted in Section 3.6 of this report, the FMA @alines identify large or frequent
“drug producing countries” and those on the FATFONTist as being risk factors for money
laundering (Paragraph A20, Annex, FMA 2005/1), dnot specifically refer to countries that
do not or insufficiently apply the FATF Recommendas. In practice, most of the TCSPs
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interviewed did take country of origin into accowtten assigning and profiling risk and did not
limit their analysis to the two categories in tHdA Guidelines.

Criterion 21.2

642. As critiqued in Section 3.6 of this report, in ttese of transactions with persons from
countries that do not sufficiently apply the FATEd&®mmendations, where the transactions have
no apparent economic or visible lawful purposechtenstein does not require expressly that the
background and purpose of such transactions sl@uékamined and written findings made
available to assist competent authorities (e.gpemusors, law enforcement agencies, and the
FIU) and auditors.

Criterion 21.3
643. Not applicable in the context of Recommendation 16.

4.2.2 Recommendations and Comments

» Conduct outreach to non-reporting TCSPs and tdker @ppropriate measures to increase
the breadth of DNFBP reporting.

R.13

* To enhance effectiveness: remove the provisiomd@idomatic freezing of assets on the filing
of an SAR; simplify the SAR reporting requiremeatas not to have the forming of
suspicion made legally conditional on conductingmpsimple and special enquiries under
Article 15 DDA, and ensure that the pre-cleararystesn for SARS, as currently applied by
the FIU, is not permitted to undermine the effemtigss of the system of SAR reporting.

» Extend the SAR reporting requirement to includeratited occasional transactions;

» Extend the SAR requirement to explicitly includedis that are linked or related to, or to be
used for terrorism, terrorist acts, or by terroogianizations, in addition to those who
finance terrorism;

R.14
* Include provisions extending protection to direstafficers, and employees;

* Remove the time limit on the prohibition of tippio{f.

R. 21

* Introduce a specific requirement to pay speci&rditbn to business relationships and
transactions with persons from or in countries Wtdo not or insufficiently apply the FATF
Recommendations;

* Introduce effective measures to ensure that DNFB@sdvised of concerns about
weaknesses in the AML/CFT systems of other cousitrie
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* Introduce a requirement that DNFBPs examine th&dracnd and purpose of such
transactions with no apparent economic or visiweflil purpose, with findings documented
and available to assist competent authorities addas.

4.2.3 Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2 underlying owall rating

R.16 PC |+ Attempted occasional transactions are not coveyatidbSAR
reporting requirement;

* Funds that are linked or related to, or to be dseterrorism, terrorist
acts, or by terrorist organizations are not spedlify included within
the SAR reporting requirement;

* Low SAR reporting rates for DNFBPs;

» The tipping off provision applies only for a maximuwf 20 days;

» Directors, officers and employees (permanent amghteary) are not
explicitly covered,

* No explicit requirement to pay special attentiomtsiness
relationships and transactions with persons fromm gountries which
do not or insufficiently apply the FATF Recommendas;

* Limited measures to ensure that financial instnsiare advised of
concerns about weaknesses in the AML/CFT systernthef
countries.

4.3 Regulation, supervision and monitoring (R.24-25)

4.3.1 Description and Analysis

644. The FMA is the competent supervisory authoritydbbrentities subject to due diligence
under the DDA, including all DNFBPs. Liechtenste@if-regulatory organizations (SROs) do
not play any role in monitoring compliance with DBA. A special section of the FMA, with
four staff, is responsible for DDA supervision bEtDNFBP sector.

645. DNFBPs are subject to regular due diligence awdiesy three years. These audits, as
noted in Section 3.10 above, are conducted indijregtspecially-licensed external audit firms,
and can be supplemented by extraordinary auditeatquest of the FMA. FMA staff do not
routinely participate in these audits, but haveasamally participated in extraordinary audits.
The figures for 2005-2006 are as follows:

Numbers of DNFBPs audited

2005 2006

Trustees 38 26

Trust companies 146 71
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Auditors - 2
Audit firms - 7
Lawyers 39 17
Legal agents 1 2
Persons with a confirmation pursuant to article 94 70
180(a) of the Law on Persons and Companies

Real estate agents - 16
Traders with precious goods and auctioneers - 17
Casinos

Other subjects to due dilligence 3 16
Totals 321 244

646. The 2005 selection was taken from a group of 4@0raband legal persons who were
either newly-established entities or had not beslitad during the previous three years. This
group received a questionnaire to ascertain whetheot they had conducted a financial
transaction within the meaning of the DDA and wileetthey had operated independently in the
audit period. Those which met these tests werdedica similar procedure was followed in
2006. The FMA follows up annually with those DNFBtRat have been ruled out in previous
years based on inactivity to ascertain if they ha@seimed conducting financial transactions.

647. The 2005 audit cycle reported general improvemeebmpliance, but saw room for
further improvement in the completeness and expiaypg@ower of the business relationship
profiles and in the determination of the plausipibf transactions that deviated from the profile.
15 reports identified specific deficiencies, alivdfich were rectified. 21 follow-up inspections
were ordered, but no extraordinary inspection2006, 11 reports showed deficiencies, 12
follow-up inspections were ordered, and there wasextraordinary inspection triggered by
press reports.

Regulation and Supervision of Casinos (c. 24.11.2424.1.2 & 24.1.3):
648. Not applicable
Monitoring Systems for Other DNFBPs (c. 24.2 & 24)2

649. Liechtenstein DNFBPs are subject to effective systéor monitoring and ensuring
compliance with AML/CFT requirements. Staffing rastes appear generally adequate, given
that the inspection function is largely outsourteduditors. Interviews with supervised
DNFBPs and auditors indicated that the FMA stafivaty read, commented, and responded to
the audit reports they received. Considerationatbel given to increasing the periodicity of
audits, given the ML/FT risks faced by the Lieclsteim DNFBP sectors.
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650. The AML/CFT sanctions regime pertaining to DNFB®$he same as that for financial
institutions and has the same shortcomings as zedhin Section 3.10, above, especially
concerning the inadequacy of the ladder of crimiadministrative, and civil penalties.
DNFBPs, like all covered entities, are subject# ¢riminal penalties set out in Article 30 DDA.
These penalties punish intentional violations ef@DD, SAR, and other DDA obligations by
fines up to CHF360,000 (360 daily rates) or six thenmprisonment. Article 31 DDA sets out
administrative fines up to CHF100,000 forter alia, withholding or giving false information, or
failing to comply with FMA orders. Lawyers, trustge@nd auditors, but not the other DNFBPs,
are further subject to the disciplinary powersh& Court of Appeals for negligent violations of
the obligations of their professions—which was Wwydenderstood to include violations of
Liechtenstein law. One legal agent was disciplifm@da DDA violation through this mechanism.
These sanctions range from a written reprimaneésfup to CHF50,000, temporary suspension
of the right to practice, to a permanent prohilitad that right.

Guidelines for DNFBPs ( applying c. 25.1):

651. The FMA has issued guidelines on monitoring busnetationships and the conduct of
the due diligence inspections. The former contamannex with a detailed description of
potential indicators of money laundering. Both aseful documents, which have been well
received by the relevant parties. As with finanaiatitutions, there is no FIU guidance on SAR
reporting for DNFBPs.

4.3.2 Recommendations and Comments

» Consider increasing the frequency of DDA auditsTGISPs;

» Consider more direct involvement of FMA staff in BRudits;

* Expand administrative offenses in order to estaldisontinuum of sanctions from minor to
serious DDA violations and to ensure that casepm@eessed in a timely, effective, and

proportionate manner.

4.3.3 Compliance with Recommendations 24 & 25 (criteria 2.1, DNFBPSs)

Rating Summary of factors relevant to s.4.3 underlying ovall rating

R.24 LC » Proportionality and effectiveness of sanction sysirestricted by
significant gaps in the ladder of available samdjas the scope of
administrative sanctions is very narrow;

* No corporate criminal liability is defined.

R.25 LC * FMA guidelines should be updated, particularly toyide guidance on
enhanced due diligence;

* No guideline has been issued with regard to CFTUirements.

Section-specific rating would be: LC
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4.4 Other non-financial businesses and professions & Miern-secure transaction
techniques (R.20)

4.4.1 Description and Analysis

Other Vulnerable DNFBPs (applying R. 5, 6, 8-11-163 17 &21 c. 20.1):

652. The FMA has issued guidelines on monitoring businmekationships and the conduct of
the due diligence inspections. The former contamannex with a detailed description of
potential indicators of money laundering. Both aseful documents, which have been well
received by the relevant parties.

Modernization of Conduct of Financial Transacti¢ns20.2):

653. Cash is not heavily used within Liechtenstein,@liyh this appears to have been more a
natural development within the marketplace, rathan as a result of any specific action of the
authorities. Due to the Customs and Monetary Umidh Switzerland, many of the relevant
decisions are not in the hands of the Liechtenstethorities

4.4.2 Recommendations and Comments
¢ None

4.4.3 Compliance with Recommendation 20

Rating Summary of factors underlying rating
R.20 C —
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5 LEGAL PERSONSAND ARRANGEMENTS & NON-PROFIT ORGANIZATIONS
5.1 Legal Persons — Access to beneficial ownership andntrol information (R.33)
5.1.1 Description and Analysis

Measures to Prevent Unlawful Use of Legal Person33.1):

654. According to Article 180a PGR, all legal personbjsat to Liechtenstein law and not
commercially active in the domiciliary state (sesxt®n 1.4. of the report) are required to have
at least one natural person as director who isi$ied pursuant to the Act on Trustees (TrHG),
wherebypersons licensed in accordance with the TrHG dogestito the obligations under the
DDA and DDO. Article 7 in connection with Article@DO provides that in case of doubt that
the client is the beneficial owner of a legal entihe client has to provide a written and signed
statement, in accordance with Article 3 DDO, disgig information on the beneficial owner.
Article 7.2.c DDA further provides that if the comtting party is a legal entity that does not
operate commercially in the domiciliary State, sachritten statement is required in all ca¥es.

655. Beneficial owner is defined through Article 11 DO “those persons who ultimately
hold the economic rights to assets in questionr’l&gal entities that have no or only a class of
designated beneficiaries, Article 10.4 DDO detegsithat information on the persons
authorized to instruct the contracting party ooitgans as well as on curators, protectors, and
other appointed persons has to be provided as well.

656. The Liechtenstein public registry does not recarddficial ownership information but
registers the names and address of all Article F8BR directors.

657. Nominee directors, nominee shareholders, protdctulgtors and nominee founders are
permitted under Liechtenstein law and are freqyargkd in relation to trusts and foundations
(Stiftungen). Through Article 180a PGR, the obligatto obtain beneficial ownership
information on legal persons not commercially aiivthe domiciliary state is extended to
trustees in their capacity as nominee directors.

658. As mentioned above, Article 180a PGR requiresathjganies not commercially active
to use the services of a licensed Liechtenstestdeu In the case of commercially-active
companies, this provision does not apply; therefaltbough such companies may choose to
utilize the services of a trustee, there is nollegigation to do so. The authorities estimatd tha
in 95 percent of the cases trustees provide sertceompanies not commercially active,
whereas only five percent of the cases relate nancercially active companies. While the

39 Article 4.2.c DDA provides that “a legal entity thdoes not operate commercially in the domiciligtgte is, in
particular, a legal person, company, trust, or éssociation or asset entity—regardless of itallsgucture—that
does not conduct any trade, manufacturing, or atbermercial operation in the domiciliary State”
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obligations under the DDA and DDO do not apply wilgard to legal entities that are
commercially active, in practice all trustees thsessors met stated that they would conduct
customer due diligence also with respect to congsatinat are commercially active.

Access to Information on Beneficial Owners of LeBalsons (c. 33.2):

659. With the exception of deposited Stiftungen, alkllegntities incorporated in Liechtenstein
obtain legal personality upon registration with gudblic register, which is maintained and
administered by the GBOERA. Although the publicisegr does not record information on
beneficial ownership, it contains the names andess$es of Article 180a PGR directors.
Furthermore, notarized copies of the founding doemtisiand statutes have to be submitted upon
registration.

660. In addition to the public registry, the GBOERA atsaintains and administers
information and documents pertaining to deposit#tuggen, including copies of the founding
statutes and deeds.

1. Information and documents pertaining to regestdegal entities

661. Registered legal entities provide the GBOERA wittormation and underlying
documents. The former may be accessed by the p&hlisuant to Article 953.4 PGR, however,
founding documents, statutes and other recordsrtdia forms of legal entities may only be
accessed upon (1) establishment of a legitimagzast or (2) authorization by the legal entity
concerned. Pursuant to Article 953.5 PGR and ArticSE-Gesetz, all documents pertaining to
AG, KAG, GmbH and SE are fully accessible by thélju The legitimate interest test therefore
only applies to statutes and documents pertaimgtstalten, registered Stiftungen, registered
trust deeds, trust enterprises, Anteilsgesellsehaftenossenschaften, Versicherungsvereinen
auf Gegenseitigkeit, and Vereinen.

662. To assert a legitimate interest, the requestinty jers to make a written statement
disclosing the capacity in which he/she is requgsticcess and give a reason for his/her interest.
The registrar will then balance the stated inteagsinst the legal entity’s interests and decide
whether or not access may be granted in a speeaiie. The registrar’'s decision may be
appealed at the administrative courts.

663. In discussions with the registrar it was stated tinee to four requests for access to
documentation were received every month. As otithe of the on-site visit, no requests had
ever been denied. It was further stated that thgpetent authorities would in all cases be
considered to have a “legitimate interest”. The petant authorities confirmed that they had
never experienced any difficulties in accessingsteged documents.

2. Deposited documents

664. Pursuant to Article 990 PGR in connection with &lgs 554 and 557 PGR, the
GBOERA also keeps notarized copies of foundinguggatpertaining to deposited Stiftungen.
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According to Article 955a PGR, only depositors aedsons authorized by the depositors may
be granted access to deposited documents. Irhalt mistances, access may only be granted
upon court order pursuant to Article 10 StPO. Hosvelaw enforcement authorities, the FIU,
and the FMA may be provided with the name and a$doé the representative of a deposited
Stiftung pursuant to Article 91a OeRegV.

665. As of March 10, 2007, the GBOERA maintained infotimaon 71,807 legal entities and
arrangements. Of these, 42,651 or 60 percent vegesited trusts and foundations, compared to
29,156 or 40 percent registered entities and aeraegts. Since December 2004 the number of
registrations decreased by 2.4 percent, whereassideg entities and arrangements increased by
8.5 percent.

Prevention of Misuse of Bearer Shares (c. 33.3):

666. Under Liechtenstein law, bearer shares in the fafrinhaberaktien (bearer shares),
Inhaberpapiere (bearer instruments) or Treuhantlkate (trust certificates) may be issued by
AG (Article 323 PGR), Genossenschaften (Article £43R), Versicherungsvereinen auf
Gegenseitigkeit und Hilfskassen (Article 508 PGRY &tiftungen (Article 567.4 PGR in
connection with Article 928.1 and 3 PGR). For sarampany forms the law limits the extent to
which control powers may be transferred freely tigio bearer shares. In all cases, however, the
shares entitle the bearer shareholder to benefit the assets or the profit of the issuing legal
entity. Whereas the PGR provides for an obligation to keeggister of nominal shareholders,
such an obligation does not exist for bearer shares

667. Representatives of the private sector stated ttieduegh for some company forms bearer
shares would be used frequently, this was maing/tduithe fact that the issuance of nominal
shares was more expensive and more complicated. iIB\eases where bearer shares were
issued, the trustees would typically keep the shanel would not hand them out to their clients.
Representatives of the private sector further dttitat bearer shares would hardly ever be used
in relation to Stiftungen. The authorities consipeyposing an amendment to the PGR to require
persons holding 25 percent or more of a comparmutiir bearer shares to disclose their identity
to the company.

668. For legal persons commercially active in the dohaigi state, the law does not provide
for concrete mechanisms to establish and recorléreity of bearer shareholders. For legal
persons not commercially active, the obligationdarthe DDA and DDO as outlined above
also apply with regard to bearer shareholders tirdirticle 180a PGR. Failure of directors
pursuant to 180a PGR to comply with these obligatimay result in criminal, administrative,
and disciplinary sanctions.

Additional Element - Access to Information on Beal Owners of Legal Persons by Financial
Institutions) (c. 33.4):

669. Financial institutions have full access to all mfation and documentation held at the
registry and pertaining to AG, KAG, GmbH, and Sk émall information, but not underlying
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documentation, related to Anstalten, registerefiustjen, trust enterprises,
Anteilsgesellschaften, Genossenschafter, Versicigsuereinen auf Gegenseitigkeit, and
Vereinen. Upon proof of a legitimate interest iglsaocumentation in a specific case, however,
the registrar may grant a financial institutionegxto such documentation. Furthermore, upon
request, the GBOERA has to confirm whether a dépd$oundation exists or does not exist.
However, in the absence of a court order, finariogtitutions have no access to information on
deposited Stiftungen.

Analysis:

670. For entities not commercially active, which accofamtalmost 90 percent of all
companies registered in Liechtenstein, Article&2DA provides that trustees have to obtain
beneficial ownership information. The provision msao be complied with in practice, as all
trust service providers the assessors met confithegdhey would routinely obtain information
on the beneficial ownership. However, the followtag shortcomings identified by the
assessors in Section 3.2 also apply with regabgteficial ownership and control information
of legal persons:

» First, the definition of “beneficial owner” pursuato Article 11 DDO is not in line with the
definition in the FATF Recommendations, as it atiyers persons that hold the economic
rights to the legal entity’s assets but does nt#rekto persons that hold control rights or
interests, such as protectors/curators, nomineetdns, or other persons that can comprise
the mind and management of a legal entity. Artiddel requires identification of such
persons but only with regard to legal entities theate no or only a class of designated
beneficial owners;

» Secondly, the DDA and DDO do not explicitly requueification of beneficial ownership
information. Although in practice, it seems thaistrservice providers verify beneficial
ownership information to some degree due to thairement to determine the economic
background and origin of the assets, the legagabbns as defined in the DDA and DDO
fall short of the requirement that beneficial owsiep information has to be verified in all
cases.

671. Through Article 180a PGR, the obligations under@di®A and DDO also apply to
situations in which instruments such as nominees$irdders, nominee directors,
protectors/collators, nominee founders, and besirares are being used by companies that are
not commercially active. However, for the two reasoutlined above, the obligations under
DDA and DDO cannot be considered sufficient to eashiat such instruments are not being
misused for money laundering and terrorist finag@arposes in all circumstances.

672. As outlined above, Article 180a PGR does not extermbmpanies that are commercially
active in the domiciliary State; therefore, it st mandatory for those legal persons to utilize the
services of a professional trustee in the courgbedf formation or business. Whereas about 10

percent of all companies registered in Liechtensdee commercially active, five percent of all
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services provided by trustees relate to commeyeaadtive companies. This would suggest that
close to 50 percent of all commercially-active camigs do in fact utilize trust service

providers. Though under no legal obligation to dpall trustees the assessors met stated that in
practice they would obtain, verify, and record e ownership information also for
commercially-active companies. Furthermore, whenav@mmercially-active company
happens to conduct a financial transaction thebvered by the DDA or DDO, i.e., enter into a
business relationship with a bank, beneficial owhgrand control information is obtained,
maintained, and verified as outlined in Section 3.2

673. In cases where the competent authorities requioenration on a specific company,
information kept at the GBOERA can be crucial fwedting beneficial ownership information.
For example, where a mutual legal assistance rédqoes not indicate the name of a legal
entity’s director, registered information will pride the name and address of the director
managing a legal entity. Based on this informattbe,competent authorities can locate the due
diligence files which are kept and maintained by riblevant Liechtenstein trustee/director, and
contain beneficial ownership information at leasttte extent outlined above.

674. For registered entities, the PGR provides that eieng authorities have full access to all
published information, which includes informatiom @ legal entity’s directors or

representatives. For deposited Stiftungen, the ebemp authorities do not have access to the
founding instruments without a court order. Howevleey have an indirect means of accessing
the information that is maintained on beneficiahewns, as Article 91a OeRegV explicitly states
that the FMA, the FIU, and law enforcement may tmvigled by the GBOERA with information
on the representative(s) of a deposited Stiftungsrexplained in the above paragraph, based on
this information, the authorities can locate tHevant trustee/director and beneficial ownership
information even without access to the foundingutioents.

5.1.2 Recommendations and Comments

* The definition of “beneficial owner” should be andexl and brought in line with the FATF
standard to cover the control structure of legaspes.

* Intermediaries should be required by law to vebiéneficial ownership information.

» Although in practice beneficial ownership infornaatiof commercially-active companies is
available in a large number of cases, the autkerghould put in place measures to ensure
that information on beneficial ownership and contfdegal entities that are commercially
active in the domiciliary state is obtained, vexifj and kept.

5.1.3 Compliance with Recommendations 33

Rating Summary of factors underlying rating

R.33 PC * The definition of “beneficial owner” does not exteto controllers of
legal entities that do not hold an economic righthie legal entity’s
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assets; therefore, there is no obligation to obtanfy, and maintain
information on such persons that ultimately condrtg¢gal entity;

* Intermediaries are not required by law to verifypékcial ownership
information;

* No measures are in place to ensure that informatiobeneficial
ownership and control of legal entities that amoeercially active in
the domiciliary state is obtained, verified, angtka all cases.

5.2 Legal Arrangements — Access to beneficial ownershgnd control information
(R.34)

5.2.1 Description and Analysis

Measures to Prevent Unlawful Use of Legal Arrangaimiéc. 34.1):

675. Pursuant to Article 905 PGR, at least one trusteeléechtenstein trust has to be a
natural or legal person domiciled in Liechtenst&ior the purpose of this section of the report, it
has to be differentiated between trustees thabach professional basis” and those who act on a
private basis. The former are required by law tiol flaolicense pursuant to the Treuhaendergesetz
(TrHG Act on Trustees) and are therefore also slfethe obligations under the DDA and

DDO. In comparison, the latter do not fall undex stope of the TrHG and, accordingly, do not
have to obtain and keep information on beneficrah@rship pursuant to the obligations under
the DDA and DDO. However, the authorities may usestigative powers to obtain beneficial
ownership information in such cases. This sectiah® report will refer to the first group as
“professional trustees” and to the second groujpiagate trustees”.

676. As already stated above, professional trusteesudnject to the obligations under the

DDA and DDO. As discussed in Section 5.1.1 of thysort, Article 7.2.c DDA provides that if

the contracting party is a legal entity that doetsaperate commercially in the domiciliary State,
such a written and signed statement in accordaitbeAsticle 3 DDO, disclosing information

on the beneficial owner, has to be obtained icades? Even though the definition of Article
4.2.c explicitly covers trusts, in practice legabagements cannot be commercially active due to
their lack of legal personality. Accordingly, allsts are considered “not commercially active”
and Article 7.2.c DDA applies to all legal arrangants registered in Liechtenstein.

677. “Beneficial owner” is defined through Article 11 [Pbas “those persons who ultimately
hold the economic rights to assets in questiont.I&gal arrangements that have no or only a
class of designated beneficiaries, Article 10.4 DiEDermines that information on persons
authorized to instruct the trustee, curators, ptots, and other appointed persons has to be

“0 Article 4.2.c DDA provides that “a legal entity trdoes not operate commercially in the domicili8tgte is, in
particular, a legal person, company, trust, or o#ssociation or asset entity—regardless of itallsgucture—that
does not conduct any trade, manufacturing, or atbermercial operation in the domiciliary State”.
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provided as well. Article 11 DDO determines thatharegard to revocable trusts, the effective
founder is considered the beneficial owner.

678. Protectors, letter of wishes, and flee clausepamissible under Liechtenstein law.
Representatives of the private sector stated tinéike flee clauses, protectors and letter of
wishes are used frequently by trust settlors. Withe scope of Articles 9, 10, and 11 DDA,
professional trustees are under an obligation taioland keep information on the beneficial
ownership.

679. While an exact or estimated number of “private’staes in Liechtenstein could not be
provided, the FMA stated that the number would laegimal, as those activities would typically
only cover situations in which a person acts asstée for a friend or family member.

According to the FMA, anybody who holds a mandatérastee in more than three trust
structures would always be considered to act amfegsional basis. In cases where a person
holds less than three mandates, the FMA would, casa-by-case basis, determine whether or
not a person is acting on a professional basisgdakto account the value of trust assets and the
amount of compensation the trustee receives fdr eendate. Every year, the FMA indicated
that it receives approximately five requests fdedaination as to whether a person is acting on
a private or professional basis. In about fouraiuhose five cases, the FMA typically
determined that an activity was carried out onadgssional basis and that a license pursuant to
the TrHG was required. Although the obligationsemithe DDA and DDO do not apply to
“private” trustees as outlined above, the authesithay use investigative powers to obtain
beneficial ownership information in such cases.

Access to Information on Beneficial Owners of Ledalangements (c. 34.2):

680. Trusts set up for a duration of more than 12 mohth& to be either registered or
deposited if at least one trustee is domiciledigchtenstein. For registration, the name, date of
establishment, and duration of the trust as wetllaase and address of all trustees has to be
provided to the registry. A copy of the trust deleés not have to be submitted. All registered
information is accessible by the public. Alternatiy a settlor may choose to deposit a notarized
copy of the trust deed with the registry. Accordiodirticle 955a PGR, only depositors and
persons authorized by the depositors may be gratisess to deposited trust deeds. In all other
instances, access may only be granted upon calet pursuant to Article 10 StPO. However,
law enforcement authorities, the FIU and the FMAyrba provided with the name and address
of the representative of a deposited trust purstaeAtticle 100a OeRegV.

681. As of March 10, 2007, 60 percent of all entriesmtained by the GBOERA related to
deposited Stiftungen and deposited trust deedsplibkc registry could not provide

clarification on the exact amount of depositedttdesds versus deposited Stiftungen. However,
the registrar stated that there was a clear pmeteréor Stiftungen over trusts. Representatives of
the private sector confirmed that trust deeds waslahlly be registered and not deposited, partly
because registration would not require a submissi@notarized copy of the trust deed.
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Prevention of Misuse of Bearer Shares (c.33.3):

682. According to Article 928 PGR in connection with iste 23 TrUG, trusts may issue
bearer shares in the form of Treuhandzertifikatars( certificates). Whereas the law provides
for trustees to keep a register of nominal shadgs| such an obligation does not exist for
bearer shares.

683. Although the law does not provide for concrete naetéms to establish and record the
identity of bearer shareholders, for professionatees the obligations under the DDA and DDO
as outlined in paragraph 2 of Section 5.2.1. alads® apply with regard to bearer shareholders.
Failure of professional trustees to comply withsthebligations may result in criminal,
administrative, and disciplinary sanctions.

684. Representatives of the private sector stated #weaiel shares in relation to trusts would
rarely be used. Even in cases where bearer sharessgued, the trustees would typically keep
the shares and would not hand them out to theintdi The authorities consider proposing an
amendment to the PGR to require persons holdiqge2&ent or more of a company through
bearer shares to disclose their identity to thepzom.

Additional Element - Access to Information on Baaiel Owners of Legal Arrangements by
Financial Institutions)(c. 34.3):

685. Financial institutions have full access to all mf@tion held at the registry and pertaining
to registered trusts deeds. If requested, the GBOERuId confirm to a financial institution
whether a deposited foundation exists or doesxist.dHowever, in the absence of a court order,
financial institutions have no access to informam deposited trust deeds.

Analysis:

686. For all legal arrangements registered in Liechtnsfrticle 7.2.c DDA provides that
trustees have to obtain beneficial ownership inedram. The provision seems to be complied
with in practice, as all trust service providers #ssessors met confirmed that they would
routinely obtain information on the beneficial owst@p. However, the following two
shortcomings identified by the assessors in Se&idrof this report also apply with regard to
beneficial ownership and control information ofdégrrangements:

» First, the definition of “beneficial owner” pursuao Article 11 DDO is not in line with the
definition in the FATF Recommendation, as it onbyers persons that hold an economic
right to the trust assets but does not extend teops that hold control rights or interests,
such as protectors/curators, additional trusteesther persons that can exercise effective
control over a trust. It is also unclear whethea itnust arrangement, the trustee, as the legal
owner, or the beneficiary, as the beneficial ownehoth would be considered to hold
economic rights to the trust assets. Article 1@duires identification of such persons but
only applies with regard to trusts that have nordy a class of designated beneficiaries.
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» Secondly, as discussed in Section 3.2.1, the DDAADO do not explicitly require
verification of beneficial ownership informatiom practice, it seems that verification is
obtained, at least to some degree, due to theresgent to determine the economic
background and origin of the assets. However,dballobligations as defined in the DDA
and DDO fall short of the requirement that beneafiownership information has to be
verified in all cases.

687. Based on these two reasons, the obligations uhdddDA and DDO cannot be
considered sufficient in all circumstances to eaghat instruments such as protectors, letter of
wishes, and bearer shares are not being misuseadoioey laundering and terrorist financing
purposes.

688. “Private” trustees are not subject to the obligagiof the DDA and DDO as outlined
above. However, it appears that only a very smattlmer of such “private” trustees are active in
Liechtenstein and that the number of legal arrargggsnadministered by such persons is
marginal. In addition, the authorities may use stigative powers to obtain beneficial
ownership information in such cases. As “private’stees typically manage trust assets for
family members or friends, beneficial ownershipmhation would be available in most cases.

689. In cases where the competent authorities requioenration on a specific trust, deposited
information kept at the GBOERA can be crucial fmedting beneficial ownership information.
For example, where a mutual legal assistance regelates to certain trust assets but does not
indicate the name of the trustee, registered ooslggrl information will identify the relevant
trustee. Based on this information, the competetitaities can locate the due diligence files,
which are kept and maintained by the relevant ltexe$tein trustee, and contain beneficial
ownership information at least to the extent oetlimbove.

690. With regard to registered trusts, even though § obphe trust deed does not have to be
submitted, the name and address of all trusteetHaes provided to the registry and is accessible
to the public. For deposited trusts, the competettiorities do not have access to deposited trust
deeds without a court order. However, they havmdinect means of accessing the information
that is maintained on beneficial owners, as Artidd@a OeRegV explicitly states that the FMA,
the FIU, and law enforcement may be provided byGBOERA with information on the

trustee(s) of a deposited trust. As explained enabove paragraph, based on this information,
the authorities can locate the relevant trusteebaneficial ownership information even without
access to the founding documents.

5.2.2 Recommendations and Comments

* The definition of “beneficial owner” should be andewl and brought in line with the
definition of the FATF standard to ensure thatéheradequate transparency concerning the
control structure of legal arrangements.

* Intermediaries should be required by law to velbiéneficial ownership information.
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» Although the number of “private trustees” active_iachtenstein seems to be marginal, such
persons should be under a legal obligation to nptagrify, and record beneficial ownership
information.

5.2.3 Compliance with Recommendations 34

Rating Summary of factors underlying rating

R.34 PC * The definition of “beneficial owner” does not exteto controllers
of legal arrangements that do not hold an econoigiit in the trust
assets; therefore, there is no obligation to obtanify, and
maintain information on the natural persons thamately exercise
effective control over a trust.

* Intermediaries are not required by law to verifnéicial
ownership information.

* “Private trustees” in Liechtenstein are not undixgal obligation
to obtain, verify, and record beneficial ownersinfmrmation.

5.3 Non-profit organizations (SR.VIII)
5.3.1 Description and Analysis

Overview of sector.

691. There are reportedly over 600 legal persons ongemments which have been organized
with a non-commercial purpose, 222 of which hawened tax-exempt status from the Inland
Revenue Service. 198 of these tax-exempt orgaairatire foundations and 22 are associations
(Vereine) and all must be registered, not depogsitethe Public Registry. However, the
definition of noncommercial, that is, the basistfuese figures is much broader than the FATF
understanding of non-profit organization (NPO) dialated in the Best Practice Paper and
Interpretive Note. In particular, very few of themganizations—and reportedly none of those
without tax-exempt status—collect funds from thedlitenstein population and disburse them
for “charitable, religious, cultural, educationcsd or fraternal purposes, or for carrying out of
other types of ‘good works’.” Rather, most are n@ubms to manage the charitable bequests of
individual donors or families or to provide a sture for the endowment of one or another
Liechtenstein social welfare or cultural institutio

Legal Framework:

Review of Adequacy of Laws & Regulations of NPOs\(tl.1):

692. Liechtenstein has not undertaken a review of tlegjadcy of its NPO-related legal
framework, although it is in the process of rewsits foundation law, including changes that
will improve government access to information om+wommercial foundations.
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Preventative Measures Against lllegitimate NPO3Y/(d.2):

693. The authorities report no comprehensive outreathadNPO sector, but note that they
have conducted seminars for covered entities tledded information on the risk of the abuse
of NPOs

Diversion of Funds for Terrorists Purposes (c. 3

694. All legal entities in Liechtenstein—including thoa&th a non-commercial purpose—wiill
have a statement of purpose in their founding danim The type and level of information
maintained will depend on the organization formssmg but should always include the
information required in the standard. Access te thiormation will also vary and deposited
non-commercial foundations are highly nontranspai®®e Sections 1, 5.1, and 5.2). At a
minimum, all tax-exempt NPOs, regardless of formauld have to file this information with the
tax-authorities.

695. One interesting side-effect of the Liechtensteruon “organizations that do not
operate commercially in the domiciliary state”hat all non-commercial legal entities (although
not trusts) would have to comply with Article 188&R and, therefore, would have a director
who was subject to the DDA. This would require director to maintain a due diligence file on
that entity, keep records, and monitor transactions

696. The tax authorities can revoke tax-exempt stattieely find that the organization is not
living up to its purpose. The Courts also havespligtion over registered, not deposited, entities
and can sanction those whose actions deviate fierpurpose established in the founding
documents.

697. All tax-exempt NPOs must be registered. Many ofdtieer non-commercial foundations
could be deposited and therefore not easily addessi the authorities. Proposed changes to the
foundation law are intended to give access to kéyrination about deposited non-commercial
foundations, but they are still in preliminary stagf discussion.

698. Tax-exempt NPOs have to present annual balancéssioethe tax authorities and all
non-commercial organizations that fall under theADBould have to monitor transactions and
keep records on them.

Criterion VIII.4

699. Domestic cooperation and sharing of informationasmning investigations of possible
terrorist financing through NPOs would follow thense system as described in Section 6.1 of
this report. One potential concern is that ArtBIEIU does not specify terrorist financing as an
area where the FIU is required to provide infororatio other government agencies.
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Criterion VIII.5

700. International cooperation concerning terrorist ficiag through NPOs would follow the
same system as described in Sections 6.2-6.5%fdhort.

5.3.2 Recommendations and Comments
» Liechtenstein should conduct a review of its NP@sland regulations
« Liechtenstein should conduct outreach with the N€ior on the risks of FT abuse.

5.3.3 Compliance with Special Recommendation VIII

Rating Summary of factors underlying rating

SR.VIII PC * Review needed of Liechtenstein’s NPO laws and edgpris;
» Insufficient outreach to the NPO sector on FT risks
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6 NATIONAL AND INTERNATIONAL CO-OPERATION
6.1 National co-operation and coordination (R.31)
6.1.1 Description and Analysis

Mechanisms for Domestic Cooperation and CoordinaticAML/CFT (c. 31.1):

701. Atrticle 36 DDA specifically provides for cooperatidbetween domestic authorities, in
the sense that “the Liechtenstein authoritiesairtigular the courts, the Office of the Public
Prosecutor, the FMA, the FIU, the National Polemed other authorities responsible for
combating money laundering, organized crime, aedittancing of terrorism are required to
provide all information and transmit all recordsetch other that are necessary for the
enforcement of this Act”. On the FIU rests alsamahgation to cooperate with the Liechtenstein
authorities in the combat against ML and FT, onditbon that this does not interfere with “the
discharge of its responsibilities” (Article 6 FILcH.

702. A similar cooperation obligation is imbedded inidkt 10 StPO ensuring the cooperation
of all State and local authorities with the judi@athorities in criminal matters. All civil

servants are expected to report all suspicionsipbéfense to the Public Prosecutor or the police
(Article 53 StPO)

703. Furthermore, Article 25 LVG is the general provisior all Liechtenstein authorities.

The administrative authorities (officials) and argaf the State and the municipalities as well as
the courts must render mutual assistance to eaen when undertaking or executing
administrative acts (administrative cooperatiommanistrative assistance), whether such
assistance is otherwise legally stipulated or not.

704. In practice this cooperation translates itselhia tirst place in the relevant authorities
assisting each other in concrete cases, whereplarly the investigating judge, the Public
Prosecutor, police, FIU, and FMA interact. MLA-rield information is always copied to the
Public Prosecutor and the FIU. The Public Proseaatatinely informs the FMA of all due
diligence cases and questions.

705. In the context of FT, there is the Terrorism FinagcCoordination Group with the
participation of the Public Prosecutor, police, Bogeign Office, FIU, and the registrar, under
the chairmanship of the Head of the FIU, to addaggisterrorism issues, especially UN
resolution-related measures and frozen assetshwias the case, for example, with the EU
Regulation and the U.S. OFAC list.

706. Additional Element - Mechanisms for Consultatiomviien Competent Authorities and
Regulated Institutions (c. 31.2):

707. Every regulation and law drafting is preceded lepasultation procedure, involving the
authorities, professional associations, and firelmoarket practitioners. The FMA acts in a
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similar way when drafting the ordinances and gumgsl. The FMA issues guidelines concerning
indicators for money laundering in consultationhatite FIU (Article 23.3 DDQ

32.1 National ML/FT effectiveness review

708. Four times a year there is a meeting between theildorcement authorities, the
investigating judges, the FMA, and the FIU on casented issues and on policy coordination.
This would also include issues relating to the iovpment of the effectiveness of the system.

Analysis

709. The cooperation and coordination between the domasthorities is well organized and
effective. The small size of the country, the faanity factor, and the close operational
connections between the different players facditais process.

6.1.2 Recommendations and Comments

None

6.1.3 Compliance with Recommendation 31

Rating Summary of factors underlying rating
R.31 C —

6.2 The Conventions and UN Special Resolutions (R.35 &R.I)
6.2.1 Description and Analysis
Ratification of AML Related UN Conventions (c. 3p:1

710. Liechtenstein’s practice is to ratify a conventanly after all provisions that must be
implemented are reflected in Liechtenstein law.

Vienna Convention

711. Liechtenstein signed the Vienna Convention andiedtit on March 9, 2007.
Liechtenstein has implemented most of the Convatgtiprovisions as applicable to the FATF
Recommendations. However, the conspiracy of tweqgres to commit drug-related money
laundering is not criminalized. The assessors Wetker concerned about the extensive
possibilities for appeals in relation to mutualdegssistance and extradition requests relating to
money laundering. However, in practice, the extradiprocedure has not given rise to
excessive delays yet. Articles 15, 17, and 19 ef@bnvention are not fully complied with, as
Liechtenstein does not have a system in placetertithe cross-border movement of currency
and bearer instruments.
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Palermo Convention

712. Liechtenstein signed the Palermo Convention one®elper 16, 2005. Ratification is
expected in the fall of 2007. The assessment teammdfthat most provisions of the Convention
have already been implemented through domesticHmever, the conspiracy of two persons
to commit the offense of money laundering is nohaoralized. Self-laundering is only
criminalized in very limited circumstances and ¢hieninal code does not provide for corporate
liability.

CFT Convention

713. Liechtenstein has signed the UN Convention forSbppression of the Financing of
Terrorism and ratified it on July 9, 2003. The St@GBwever, does not criminalize the financing
of individual terrorists and conspiracy to commtearorist financing offense is not covered by
the offense. The definition of terrorist organipatis not in line with the definition as contained
in the Convention. As the financing offense doetsfully meet the scope of the offense as
contained in the Convention, the requirement of dtminality may therefore pose an obstacle
for extradition in terrorist financing matters. Thiechtenstein extradition regime, as laid down
in the RHG, excludes extradition for political afées. As described in Section 6.2 of this report,
the obligations for the implementation of UNSCR 3 3ire not fully complied with.

714. Liechtenstein has signed and ratified 12 out ofltBénternational legal instruments that
play an integral part in the global fight agairestérism. The last instrument, the International
Convention for the Suppression of Acts of Nuclearrdrism, was signed on September 16,
2005 and ratification is expected in 2008. Lieckteim has fully implemented UNSCR 1267.

Implementation of UNSCRs relating to Prevention Sagpression of FT (c.1.2)

715. The Taliban Ordinance of October 10, 2001 impleméme obligations as formulated by
UNSCR 1267 (1999) and its successors, more spaityfion the freezing procedure of relevant
assets, the object of the freezing measure (defndtf funds and other assets) and access to the
frozen funds. The de-listing procedure is addregsége FMA Circular 1/2007. Only a clear
reference to the indirect control or ownershiplisemt in the implementing texts, as noted in
Section 2.4.1 above.

716. As for UNSCR 1373, there is a general possibilitfreezing terrorist-related assets and
a comprehensive CFT preventive system in placeruhdeDDA regime. International
cooperation and information exchange at adminigeatnd judicial level is actively pursued.
Criminalization of terrorism financing is, howevegficient, as noted in Section 2.2.

*1 UNSCR 1267 reference to the extent of the freemigsure does not include “wholly or jointly” forrof
ownership or control.
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Additional Element - Ratification or ImplementatiohOther relevant international conventions
(c. 35.2):

717. Liechtenstein has signed the UN Convention ag&wostuption and ratified the Council
of Europe Convention on Laundering, Search, SeianteConfiscation of the Proceeds of
Crime and the Protocol amending the European Cdiorean the Suppression of Terrorism.

6.2.2 Recommendations and Comments

* The authorities should ensure that all provisidnthe Palermo and Vienna Conventions are
fully implemented.

» The authorities should ensure that all provisidnghe United Nations International
Convention for the Suppression of Financing of desm are implemented.

* Implementation of the relevant UNSCRs needs funtbféning to expressly cover the assets
under the indirect control or ownership of terrtsjsand to fully criminalize terrorism
financing.

6.2.3 Compliance with Recommendation 35 and Special Recaonendation |

Rating Summary of factors underlying rating

R.35 PC » Liechtenstein has not ratified the Palermo Conwoenti

* Liechtenstein has not fully implemented all proers of the
Palermo and Vienna Conventions.

SR.I PC * Liechtenstein has not fully implemented all proers of the United

Nations International Convention for the SuppressibFinancing

of Terrorism.

* Implementation of UNSCR 1267 and UNSCR 1373 ismngiete.

6.3 Mutual Legal Assistance (R.36-38, SR.V)
6.3.1 Description and Analysis

718. All rules relating to Liechtenstein’s ability toguide mutual legal assistance equally
apply to cases involving money laundering or testdmancing.

Widest Possible Range of Mutual Assistance (c.)36.1

719. Mutual legal assistance in Liechtenstein is gehegalverned by the extensive Law on
International Mutual Legal Assistance in Criminahttérs (Rechtshilfegesetz; hereafter: RHG),
in force since November 6, 2000. It is inspirediiy European Convention on Mutual
Assistance in Criminal Matters (hereafter: ECMA,S030) and the Convention on Laundering,
Search, Seizure and Confiscation of the Proceeds €rime (Money Laundering Convention,
ETS 141), and allows for effective mutual legalistesice by streamlining procedures and
reducing the possibility for delaying tactics. TREIG provides for a clear articulation of the
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respective responsibilities of the administratiuéharities and of the judiciary in legal assistance
matters.

720. Assistance to other States is also granted onakis bf bilateral mutual legal assistance
agreements and multilateral treaties to which Liewcktein is party (such as the ECMA). Ad hoc
cooperation is governed by the RHG, which organliegal assistance to all states with which no
specific mutual legal assistance agreement hasdmenuded.

Provision of Assistance in Timely, Constructived affective Manner (c. 36.1.1):

721. The vast majority of the incoming requests (som@&sgent) go to the Ministry of
Justice, if not directly to the Public Prosecutothee Court. Only those requests that are not
governed by the ECMA or the treaties with Aust@grmany, Switzerland, or the USA, go
through the diplomatic channels.

722. With the revision in 2000 of the Mutual Legal Agarsce Act and accompanying
amendments in the StPO, the possibilities to appgaihst MLA and extradition court decisions
have been substantially reduced by cutting offattheinistrative appeal route for these matters.
Now only the extensive, but usual criminal procedciannels for challenging judicial decisions
are available. This means that any court ordebeasubject to three instances of appeal: the
Court of Appeal, Supreme Court, and Constitutid@ailirt. A further restriction of the appeal
procedure is the rule thatutually-consistent decisions of the Court of &gsffirst instance) and
the Court of Appeal can no longer be submittechéoSupreme Court (Article 238.3 in
conjunction with Article 240(4) StPO). They canwaver, still be challenged on constitutional
grounds before the Constitutional Court (such atherground of the fundamental right to
privacy). It is particularly the Constitutional Qoprocedure that can have a substantial delaying
effect, because of the backlog of pending casdsléy of nine months was said not to be
abnormal).

723. On the other hand Article 52.5 RHG creates theipihig of a simplified procedure,
allowing objects and records to be directly trartadito the requesting foreign authority without
further procedure, as long as the persons concagreg and subject to the third parties’ right
(Article 55.4 RHG).

724. Judging from the statistical data supplied by thri$fry of Justice, most of the MLA
requests are processed in two to four months. Sdrtieem have taken more than two years
however (six in 2003 and three in 2004). Maximwmcpssing time in 2005: two years (two
requests); in 2006: one year (two requests).

No Unreasonable or Unduly Restrictive Conditiondvartual Assistance (c. 36.2):

725. The general principle governing the MLA regimeasiprocity, as provided in Article 3
RHG.
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726. Atrticle 51 RHG lists the specific grounds for rahgslegal assistance:

the dual criminality condition is not met;

» the request relates to a criminal offense of atipali military, or fiscal nature (Article 14 and
15 RHG);

» the request is based on proceedings that do ndttheebasic principles of Articles 3 and 6
of the European Convention on Human Rights (ECHR). torture);

» the sentence or enforcement of preventive meagoes against the basic human rights
(Article 5 ECHR e.g., death penalty);

» the specific StPO conditions for confiscation ce@pl investigative techniques (tapping,
opening mail) have not been met;

» the secrecy obligation cannot be lifted even byegltenstein court decision (e.g. medical
secret, lawyer’s legal privilege). The banking atiger financial secrecy does not fall under
this category.

Efficiency of Processes (c. 36.3):

727. Any foreign legal assistance request usually faldlae same procedure:

* the MLA request is addressed to the Ministry ofideg(as “Central Authority” according to
the 1990 Strasbourg Convention), or directly tojtitkcial authorities;

» the request is passed to a judge at the Courtstitduvho, after a marginal examination,
decides whether or not the assistance should In¢egha

» all MLA requests are copied to the Office of theoRRuProsecutor for possible comments;

* requests related to money laundering, predicatneéfs, or FT are copied to the FIU;
(Article 7.1 FIU Act).

The ECMA and Article 1 RHG allow for direct transsion of legal assistance requests in the
cases provided in Article 15.2 and 4 ECMA (urgenty)practice, the judicial authorities have
in the past accepted directly-addressed MLA reguegtn when involving coercive measures.

728. The Court examines the request predominantly idigie of its admissibility, i.e.,

whether the basic legal conditions are met andraorgls for refusal exist (such as the dual
criminality requirement for coercive actions and flscal exception - Article 51 RHG). The
Court’s examination is a marginal one, i.e., itglaet go over the substance of the case (such as
the evidentiary value of the facts), but it doesklinto the comprehensiveness of the request to
assess whether it contains enough information tabbe2to comply in a meaningful way. Any
refusal of the request can be subject of an afipetile Public Prosecutor. If the Court deems the
request admissible it executes it by questionirtgegises, obtaining documents and bank
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records, or issuing a search warrant. Those seasrbBeconducted by the National Police
Authority.

729. In the case of an MLA request relating to seizunm@ @ansmission of objects, documents,
or records, a separate decision is made accordiAgitle 55.4 RHG identifying the items that
are to be handed over to the requesting authamityhich case appeal is also possible. Such
appeals are usually based on fiscal exception aggtsnthe case allegedly having a civil nature,
or on purely procedural groundghe court order overrules any banking or profesdisacrecy
and all documents and items must be handed ovemiply with the request.

730. Once the legal assistance proceedings are congltidethaterials to be surrendered are
transferred to the Ministry of Justice, who is @sgible for forwarding them to the requesting
foreign authority, directly or through diplomatibannels (mainly via the Liechtenstein Embassy
in Berne). With Switzerland and Austria and in urgeases, the materials are sent directly to the
requesting authority.

731. The time needed to comply with an MLA request delsean the complexity of the
request. An overview of the MLA requests receivetiheen 2003 and 2006 shows that in most
cases it takes between two and four months to éxeSome, however, take two years and more
(see 36.1.1 above).

Provision of Assistance Regardless of Possibleltevoent of Fiscal Matters (c. 36.4):

732. MLA requests relating to facts that are “excluspiejualified as fiscal offenses under
Liechtenstein law (as well as violations of prowiss relating to taxes, monopolies, customs, or
foreign currency, or provisions relating to the roment of goods or foreign trade) cannot be
complied with because of the express prohibitioAmicle 15.2 and 51 RHG. The exclusivity
only affects the fiscal offense. In case of MLAuegts concerning mixed offenses (fiscal and
others), legal assistance is given for the commioniical law offense. In that case, the legal
assistance results will be returned to the regugstuthority, subject to a “reservation of
specialty” that limits their use to the sole pragem of the common offense. So in practice, only
those requests are refused that relate exclusiodigcal offenses. It is interesting to note,
however, that tax-related requests for legal asstst under Article 1.4 of the bilateral Mutual
Legal Assistance Treaty with the U.S. (LGBI. 2008. 149) and according to Article 10 of the
Agreement with the EU on savings taxation (LGBIO2Wo. 111) make an exception to the rule
and are complied with. As before, it is still stardipractice to refuse MLA in cases of serious
and organized fiscal fraud, such as VAT carousels.

Provision of Assistance Regardless of Existencgemirecy and Confidentiality Laws (c. 36.5):

733. Banking secrecy cannot be opposed to an MLA req&ésh jurisprudence is established
in that banking secrecy can, in principle, be wdiiredomestic and legal assistance criminal
proceedings for common offens€Banking secrecy is lifted by a court order or ateo issued

“2 See decision of the Court of Appeals of August1BB9, RS.1989.181-ON 9.
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by an investigating judge. The exception formulatedrticle 51.3 RHG cannot be interpreted
as allowing a refusal of legal assistance on tberms of banking secrecy (see 36.2). Articles
96, 97, 97a, 98, and 98a StPO regulating seizyly.ap

Avalilability of Powers of Competent Authorities (dping R.28, c. 36.6): See 36.1

Avoiding Conflicts of Jurisdiction (c. 36.7):

734. Coordination at domestic level is organized byadting related legal assistance
proceedings and domestic criminal proceedingsds#me judge, who is responsible for
communicating and coordinating with the foreignuesfing jurisdiction(s). This also goes for
the Office of the Public Prosecutor, where one thirdsame prosecutor is responsible for both
the legal assistance and domestic criminal proogsdi

735. Transfer of prosecution or of enforcement (measgigure and confiscation) to foreign
judicial authorities with the purpose of coordingtithe proceedings in Liechtenstein and abroad,
is a regular practice. Liechtenstein has also spmttusly forwarded information on criminal
proceeds on the basis of Article 10 of the Conwentin Laundering, Search, Seizure and
Confiscation of the Proceeds from Crime (ETS 1#iljorce in Liechtenstein since March 1,
2001.

736. Article 59 RHG allows foreign judicial and law emfement authorities to participate in
the execution of the MLA request on Liechtenstemitory, which occurs frequently and is a
commendable practice, particularly in complicatades and with MLA requests involving
several states.

Additional Element — Availability of Powers of Comignt Authorities Required under R28 (c.
36.8):

737. Police to police requests through the Interpol cednormally only allow for
communication of information or intelligence, not incisive investigation. With the consent of
the involved or targeted person, however, someao@neive investigative acts are not excluded,
such as taking a statement.

Statistics of the National Police on AdministrativeAssistance relating to Money
Laundering or Terrorist Financing 2003-2006

1. Received requests for administrative assistancelating to money laundering

2003 2004 2005 2006

Requests from foreign countries 61 62 36 26

738. Where a fiscal (tax) background was clearly appdrem the request, such cases were
deducted from the total number of the cases regidtia the ABI and listed accordingly in the
table above.
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2. Submitted requests for administrative assistanceslating to money laundering

2003 2004 2005 2006

Requests to foreign countries via Interpol 20 13 9 11

739. The above table only registers the money laundegggests that were transmitted to
foreign countries via Interpol. Statistics on othegjuests sent abroad are not compiled by the
National Police.

3. Financing of terrorism

740. Article 278d StGB has been in force in Liechtenmst@hce December 10, 2003. The
National Police has so far not been confronted autth cases.

International Cooperation under SR.V (applying@1336.6 in R. 36, c. V.1): See above
Additional Element under SR.V (applying c. 36.7 8.8in R.36, c. V.6): See above

Dual Criminality and Mutual Assistance (c. 37.1 & 3):

741. Dual criminality is the general and formal rule gaving the MLA procedure according
to Article 51.1 RHG. Exception is made for non-apeg actions requested by signatories to the
European Convention on MLA (Article 5 ECMA). Buttsige of the signatories, dual
criminality is in principle required for all requss

742. Approximately 95 percent of all legal assistan@piests received by Liechtenstein
originate from states that are party to the ECMAe Temaining relate primarily to requests from
the U.S., with which Liechtenstein has concluddxateral Mutual Legal Assistance Treaty on
July 8, 2002 (LGBI. 2003 No. 149) containing a spe@rovision on dual criminality

(Article 1.3), which is not made a condition formcoercive measures and where the parties
commit themselves to show flexibility (e.g. Article4. on tax fraud).

International Cooperation under SR.V (applying€1337.2 in R. 37, c. V.2): See above

Timeliness to Requests for Provisional Measurelsiticg Confiscation (c. 38.1):

743. Mutual legal assistance on confiscation and coagery measures are governed by
Articles 50 to 52 and 64 to 67 RHG. Foreign cordigin orders can be directly executed
without the need to repeat the procedure, excemrf@xequatur decision of the Court.
Provisional and conservatory measures are also tgen request and will normally be
followed by a domestic separate (civil) forfeitym®cedure, if so requested. These forfeiture
proceedings are possible for all crimes (ArticlB8-357 StPO).

744. Implementation of foreign seizure and confiscatioders is governed by the 1990
Strasbourg Convention, as transposed in the St@EHPO. The investigating judge plays a
decisive role in this procedure.
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745. Unless otherwise provided in the MLA Act, the St@®e above on R.3) applies mutatis
mutandis to the seizure and confiscation-related\Ndtocesses (Article 9.1 RHG):

» Tracing and identifying criminal proceeds or otliems subject to confiscation held by
banks and financial institutions is ordered acauydp Article 98a StPO;

* In other cases a search is conducted (Article PDFand seizure of all values and items
subject to confiscation is effectuated on the bakrticle 96 StPO,;

» Atrticle 97a StPO specifically provides for seizofecriminal proceeds, assets of criminal or
terrorist groups or related to terrorism financiagg

» Forfeiture follows the regime of Articles 20 StGBbschopfung), 20b StGB (Verfall), and
26 StGB (Einziehung).

746. If necessary, in rem forfeiture proceedings camlbiated according to Articles 353 to
357 StPO.

Property of Corresponding Value (c. 38.2):

747. As Article 20 StGB generally provides for confisoatby way of an order to pay an
amount equal to the proceeds generated by criragtaldity, it can also be used as basis for the
execution of foreign equivalent value orders. Elyyakizure of all assets, tainted or not, can be
ordered to comply with a foreign equivalent-valeeare request on the principle that anything
that may be subject to confiscation can be sei&etit(e 96 StPO).

Coordination of Seizure and Confiscation Actions3g.3):

748. The Ministry of Justice in Liechtenstein is theritral authority” for purposes of the
1990 Strasbourg Convention, and coordinates mattesnsultation with the judicial
authorities. The investigating judges have adotitedbest) practice of informirthe requesting
authority immediately by fax of the receipt of legal assistance request. Communication
between the local and foreign authorities involtiegpens directly as a rule.

749. MLA requests involving several foreign jurisdict®are not uncommon in Liechtenstein
and require an organized and coordinated appr@wod.way of achieving this is executing the
request in the presence of law enforcement offifrera the involved jurisdictions, which
frequently happens. This has the effect of speedintipe procedure and ensuring full
implementation.

International Cooperation under SR.V (applying&1338.3 in R. 38, c. V.3): See above
Asset Forfeiture Fund (c. 38.4):

750. Liechtenstein does not have an asset forfeiturd &nd has not taken this issue into
serious consideration. It is worth noting, howeteat, even if Liechtenstein does not currently
have a proper asset forfeiture fund, it has inpde&t (co-)financed various international



203

organizations and initiatives, such as UNODC (Glé¢tragramme against Money Laundering

[AD/GLO/97/B/79], Global Programme against TerrotnifFS/GLO/02/R35], Alternative Crops
— Afghanistan [AFG/G76], etc.), UNICEF and the GibBund to Fight HIV/AIDS, with money
from forfeiture actions.

Sharing of Confiscated Assets (c. 38.5):

751. On the other hand, the sharing of confiscated si$set become a feature in the
international cooperation system in Liechtenst&inesthe Criminal Procedure Code amendment
in 2000 (Article 253a StPO).

752. Because the criminal assets detected in Liechtenstestly originate from foreign
predicate activity, the authorities have adoptgolacy to allocate confiscated amounts to both
the victims of the crime and the countries wheeeptedicate offense occurred, if that country so
requests. There have been 12 instances of assetgskimce 2000, totaling some CHF10.74
million and USD13.25 million allocated to otherigdictions.

Additional Element (R 38) — Recognition of Forei@rders for a) Confiscation of assets from
organizations principally criminal in nature; bMTiforfeiture; and, c) Confiscation of Property
which Reverses Burden of Proof (applying c. 3.Rig, c. 38.6):

753. To the extent that the foreign forfeiture decisibase been made in proceedings
formally corresponding to Articles 353 to 357 StR@,, in proceedings that are separate from
the actual criminal proceedings but which Liechteimsunderstands to be proceedings under
criminal law, execution is possible if the othendtions of Article 64 et seq. RHG are met. In
short, decisions made in purely administrative peatings or proceedings which Liechtenstein
would consider to be purely under civil law woulot ibe enforceable. Civil in rem confiscations
relating to criminal activity on the other hand aceeptable.

Additional Element under SR.V (applying c. 38.4&B R. 38, c V.7): See above
Statistics (applying R.32):
754. The following statistics were provided:

1. Statistics on seizure-related MLA requests

Blocking of accounts Seizure of documents
2003 27 88
2004 36 117
2005 38 105
2006 26 75

These figures relate to both foreign and domesiizuse orders. No statistics were provided on
execution of confiscation orders although, as itperés below on asset sharing indicate, some
foreign confiscation orders have been implemented.
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2. Statistics on sharing agreements since Decemld&d, 2000

Liechtenstein

Sum of the Share of the
share (rounded)
amounts values made
Date of the | Government declared available to (+ amount for
Government | decision (RA) | File number | confiscated or foreign )
decision number forfeited in countries _covering
) . Liechtenstein
Liechtenstein (rounded)
procedural
(rounded)
costs)
October 24, | 2001/3002 6 UVE 1/96 CHF3,353,369 CHF1,676,684CHF1,676,685
2001 (for USA)
May 28, 2002/1271 12 Rs CHF65,013 CHF32,506 CHF32,507
2002 2001.125 (for CH)
May 28, 2002/1337 12 Rs CHF87,846 CHF43,923 CHF43,923
2002 2001. 157 (for D)
May 21, 2003/1210 14 Rs UsD806,027 USD400,000 | USD400,000
2003 2002.141 (for USA) (+US$ 6,027)
May 21, 2003/1312 14 Rs CHF1,018,778 CHF509,389 | CHF509,389
2003 2002.205 (for CH)
October 22, | 2003/2728 UR 2002.66;| USD 27,886,034 USD12,500,000USD12,500,000
2003 KG 2001.63 (for USA) (+USD886,034)
+ USD2,000,000
for the support of
projects
combating the
international drug
trade and
eliminating the
consequences of
narcotics crime
November 2004/2712 8 UVE uUsD287,588 USD125,000 | USD125,000
10, 2004 1998.4 (for USA) (+ US$ 37,588)
June 8, 2005| 2005/1309 12 RS. CHF93,490 CHF45,000 CHF45,000
2004.197 (for USA) (+CHF3,490)
December 2005/3083 11 RS CHF3,250,587 CHF1,620,000 CHF1,620,000
14, 2005 2005.172 (for USA) (+ CHF10,587)
(+ other
predicate
offenses)
June 13, 2006/1046 11 CHF6,413,769 CHF6,413,769 CHFO
2006 UR.2005.181; (for Nigeria) (+ CHFO0)
01
KG.2005.9
September 6] 2006/2200 14 UR CHF782,227 CHF350,000 | CHF350,000
2006 2001.245; (for USA) (+ CHF82,227)
01 KG
2004.20
September 6] 2006/2204 12 RS CHF106,918 CHF50,000 CHF50,000
2006 2005.246 (for CH) (+ CHF6,918)
Analysis — R.36

755. With the introduction of the MLA Act in 2000, theutual legal assistance situation
changed dramatically from a notoriously difficudpuutation to a disposition of rendering
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maximum assistance. This willingness is demonstrai¢he range of assistance that is being
offered and the substantial reduction of the appestedure possibilities, even if they still give a
lot of opportunity for delaying procedures. Thigarticularly so with the possibility to take the
case to the Constitutional Court, even if it hassea all three instances before. This seems quite
unique in Europe.

756. The refusal grounds are not excessive and unive@madepted, except for the fiscal
exception that is still too extensively interpretserious and organized robbery and fraud by
way of fiscal means, such as VAT carrousels wheediscal aspect is completely subordinated
to the main purpose of robbing society, still préfom the amnesty Liechtenstein provides for
fiscal offenses. It is definitely a good sign taatamendment is pending in parliament to exclude
such fraudulent activity from the fiscal exemption.

757. Wherever dual criminality is a prerequisite, mutieglal assistance can be negatively
affected by the deficiencies in the money laundgand terrorism financing offenses, as
provided in the StGB (see comments R.1 and SR.II).

758. It must be acknowledged, however, that MLA requastglly receive an effective and
guite extensive response, according to the stalgiiata supplied by the Ministry of Justice:

1. Liechtenstein requests for legal assistance

Year Number
2006 397
2005 458
2004 576
2003 314

2. Offences involved in the legal assistance retguedoreign jurisdictions

Offense Number
Fraud 91
Money laundering 53
Offense relating to documents 33
Misappropriation 32
Criminal breach of trust 25
Bribery 17
Breach of the Road Traffic Act 14
Criminal group/organization 12
Various bankruptcy offenses 11
Breach of the Narcotics Act 11
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3. MLA requests to Liechtenstein
Requesting States

Country Number of requests

Switzerland 92

Austria 43

Germany 42

Italy 7

USA 7

Netherlands 5

Poland 5

France 4

Great Britain 4

Czech Republic 4

Details
Requests Blocking of accounts  Seizure of documenis Refusals

2003 270 27 88 6
2004 282 36 117 4
2005 267 38 105 8
2006 224 26 75 9

759. Of the 27 refusals in the last four years, 14 vagrdiscal alibi grounds. Other grounds
were incomplete information, no dual criminalityyiccase, and one political offense.

Analysis — R.37

760. The dual criminality principle is applied in a cect way and in most cases waived for
non-coercive requests.

Analysis — R.38

761. There is ample legal arsenal to comply with seizum@ confiscation-related MLA
requests. The remarks on the absence of crimimdilsoation of the object of the money
laundering offense are irrelevant in the MLA conjes in this case Article 20b.2 is specifically
designed for such events and the in rem procedilirbemused. So all items that should be
subject to seizure and confiscation are also covieréhe MLA context. Some reservation must
be made, however, if the request would relategtrumentalities, which under the Article 26
StGB regime are only subject to confiscation t@ey\imited extent. In principle this may also
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limit the MLA possibilities, although it must bec@gnized that such occurrence is rather
theoretical.

762. As for the establishment of an asset forfeituredfuhe prosecution authorities were of

the opinion that it would not be worthwhile. Itilgleed a question if the existence of such a fund
would really make a lot of difference. Most assats seized and forfeited at foreign request and
transferred to or shared with the foreign jurisdics. The amount of confiscated assets and
values in domestic cases was not deemed very dligiough no figures were provided. Most of
the money is apparently absorbed by compensatitimeofictims (civil parties) according to
Article 20a and ¢ StGB anyway. However, the invdlagithorities plan to submit proposals to
the government for consideration and decision.

763. The statistical data show extensive interactiomfoteign authorities in the area of asset
recovery, and a positive attitude of Liechtenstewards sharing assets with other jurisdictions.

6.3.2 Recommendations and Comments

R.36
* The legislator should endeavor to find a solutimndossible excessive delays caused by
delaying tactics before the Constitutional Court;

» Serious and organized fiscal fraud should be exaduddom the fiscal exemption;

* The deficiencies in the ML and FT offense shoulddraedied to enable full compliance
with dual criminality-ruled requests.

R.38
* The limited confiscation possibility for instrumaiities, also relevant in the MLA context,
should be addressed;

* The government should decide on the desirabilitgstéblishing an asset forfeiture fund.

6.3.3 Compliance with Recommendations 36 to 38 and SpetlrRecommendation V

Rating Summary of factors relevant to s.6.3 underlying ovall rating

R.36 PC |+ Excessive delays still possible by extensive medappeal;

* No MLA for serious and organized fiscal fraud;

» Deficiencies in ML and FT may negatively impactdwal criminality
ruled MLA.

R.37 C —

R.38 LC * Restricted confiscation for instrumentalities als®LA context;

* No consideration of asset forfeiture fund.

SR.V PC |+ Excessive delays still possible by extensive mediappeal;

» Deficiencies in ML and FT may negatively impactdwal criminality.
ruled MLA

Restricted confiscation for instrumentalities alsd/ILA context.




208

6.4 Extradition (R.37, 39, SR.V)

6.4.1 Description and Analysis

Legal Framework:

764. All rules relating to Liechtenstein’s ability to teadite equally apply to cases involving
money laundering or terrorist financing.

Dual Criminality and Mutual Assistance (c. 37.1 & 3):
765. See R.37 above for discussion of dual criminality.
Money Laundering as Extraditable Offense (c. 39.1):

766. Extradition is primarily governed by the Europeamn@ention on Extradition (ECE), in
force in Liechtenstein since 1970, and by the RI4@ aomplement to that Convention for the
non-ECE committed States. The most important rates

» Extradition is not conditional on the existenceaddilateral treaty and can be granted on an
ad hoc basis;

* Dual criminality is a general condition (Article RHG);

* No extradition is possible for political offensex¢ept if the criminal aspect outweighs the
political — Article 14 RHG), and offenses of an ksive military and fiscal nature (Article
15 RHG);

* The offense must not be elapsed because of theest#tlimitation rules in either country
(Article 18 RHG); and

» The specialty of the extradition must be observedgrosecution for offenses other than
those for which the extradition has been grantédtiele 23 RHG).

767. Article 2.1 ECE provides that extradition shallgranted in respect of offenses
punishable under the laws of the requesting Stadeo&the requested State by deprivation of
liberty for a maximum period of at least one yeaby a more severe penalty. If the extradition

is not governed by the ECE, then Article 11.1 RKGuires that the offense has been committed
willfully. The offenses of money laundering (Aricll65 StGB), participation in or support of a
terrorist group (Article 278b StGB), terrorist adtiies (Article 278c StGB), and of terrorism
financing (Article 278d StGB) meet all of these diions, and are all extraditable offenses.

Extradition of Nationals (c. 39.2):

768. According to Article 12.1 RHG a Liechtenstein aiiizmay be extradited to another State
or transferred for purposes of prosecution or exdment if the person, upon being informed of
the consequences of his declaration, expresslyeotss
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769. In all other cases Article 60 RHG authorizes "passtransfer of prosecution, i.e.,
transfer of foreign prosecutions to Liechtenst#in,

» there are sufficient grounds for prosecution;

» there is reciprocity (Article 3.1 RHG);

» there is jurisdiction over the offense in Liechtens, and

» the behavior is also an offense in Liechtenstenti¢ke 65 StGB).

770. Inthe last four years 33 requests for taking dkierforeign prosecution have been
addressed to Liechtenstein. 25 of them were effelgtiaken over (see statistics). The grounds
for refusal of the other requests seem justified.

Cooperation for Prosecution of Nationals (applying9.2(b), c. 39.3):

771. Atrticle 60 RHG gives the Ministry of Justice theyk®le of liaising with the foreign
authorities to collate all relevant facts and fegrincluding requesting additional information or
documents, in order to ensure that the case caffdively pursued in Liechtenstein. The
Office of the Public Prosecutor has its own chasioélcommunication with its foreign
counterparts for that purpose. The possibilityrahsferring prosecutions is actively used in
Liechtenstein, but in the reverse direction.

Efficiency of Extradition Process (c. 39.4):

772. In practice, almost all requests for extraditioa tansmitted between justice ministries,
not through the more laborious and time-consumiptpahatic channels.

773. Simplified extradition procedures according to Al&i32 RHG, based on the consent of
the extraditable person, take just a matter of délye ordinary extradition procedures take
substantially more time. The use of the full arsehappeal possibilities is not uncommon in the
different stages of the extradition procedure tistgqmwith the provisional arrest of the person to
be extradited, to the High Court recommendatiore fiimal decision of the Government (i.e., the
Minister of Justice) is, however, not open to legallenge (Article 77.1 MLA).

Additional Element (R.39) — Existence of Simplifiedocedures relating to Extradition (c.
39.5): See 39.4

Additional Element under SR.V (applying c. 39.9Rn39, ¢ V.8) — See 39.4
Statistics (applying R.32):

774. No extradition requests have been submitted toamtenby Liechtenstein so far related to
money laundering and terrorist financing or tegbactivities.



775. The Ministry of Justice supplied the following sstital data on extraditions in general:

Extradition cases since 2003 in total: 38, inclgdin

2003 2004 2005 2006
5 8 8 14
* Incoming requests from abroad: 23, including:
2003 2004 2005 2006
3 5 4 9
» Qutgoing requests to foreign countries: 15, inalgdi
2003 2004 2005 2006
2 3 4 5

(In almost every case the concerned person gawehgent to the extradition.)

» Extraditions refused by Liechtenstein:

2004 - in one case the requested documents for ektyadiave not been sent although the
Liechtenstein authorities sent reminders to theesting state.
- in one case the presumed offense was not etaldeli(evading payment of a bill)

2006 - in one case the offense was not an extradi@fifémse (simple fraud; no qualification of
fraud - sanction is less than one year imprisonjnent
- in one case the request was based on a fiseals#f the requesting state did not
send documents on other offenses, although intiteld so.

Offenses related to the incoming requests:

Theft
Fraud
Drugs
Robbery

Sexual offense

Criminal association and fraud

Evading payment of a bill
Theft and fraud

Fraud and money laundering

Robbery and criminal association

RlRrlRr|R|R[RPINMN|INM|AMD|lO

Fiscal offense
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Requests to take over prosecution:

Refused:
2003 11 2 (dual c_rm_nnqh'gy not met; ng
jurisdiction)
2004 6
2005 11 4 (no jurisdiction; |_ncomplete
documentation)
2006 5 2 (no jurisdiction)

(NB: the offenses are not specified.)

Analysis

776. The legal framework of the extradition system isitally sound. The conditions
Liechtenstein imposes are universally applied endghtradition domain, barring the strict
application of the fiscal fraud exception. The nembf incoming and outgoing extradition
requests is quite high taking into account the tgisisize, but obviously this has to do with the
amount of assets present or managed in Liechten3tee available data indicate positive
cooperation from Liechtenstein to bring the protegslto a satisfactory result. The significant
scope for appeal is a delaying factor that is éffety used in some cases. Liechtenstein applies
the “aut dedere, aut judicare” principle readilgttbin the active and passive sense, i.e., transfer
of proceedings to other countries (standard praatienoney laundering cases) or taking over
from other foreign jurisdictions. Finally, the dw@iminality principle may prove to be a
restraining factor in money laundering and terrarfsnancing extradition cases because of the
deficiencies in the criminalization of these offessn the StGB (see R.1 and SR.II), but this has
not yet been tested in practice.

6.4.1 Recommendations and Comments

* The legislator should endeavor to find a solutimndossible excessive delays caused by
delaying tactics before the Constitutional Court;

* The refusal grounds for extradition should excladgous and organized fiscal fraud;

» The deficiencies in the ML and FT offenses neeldet@ddressed so as not to pose a potential
obstacle to extradition in the light of the duahdnality principle.

6.4.2 Compliance with Recommendations 37 & 39, and Spe¢iRecommendation V

Rating Summary of factors relevant to s.6.4 underlying owall rating

R.39 PC | Excessive delays still possible by extensive medappeal;

» Serious and organized fiscal fraud is not an extahtk offense;

» Deficiencies in ML and FT offense may negativelyant possibility to
extradite.

R.37 C —
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SR.V| PC |°* Excessive delays still possible by extensive medrppeal,
» Deficiencies in ML and FT offense may negativelyant possibility to
extradite.

6.5 Other Forms of International Co-operation (R.40 & R.V)

6.5.1 Description and Analysis

777. All rules and comments relating to Liechtensteaddity to provide international
cooperation apply equally to cases involving molaeydering or terrorist financing.

Legal Framework:

Widest Range of International Cooperation (c. 40.1)

778. Even outside the context of MLA the cross-borddicpocooperation is intense and
effective. Traditionally, the national police endees to give to its foreign colleagues all
assistance that falls outside the MLA sphere.

779. As the statistics show, the FIU is quite activéhia international cooperation scene at
FIU level. According to Article 7 FIU Act, the Flbhay exchange information and otherwise
cooperate with any counterpart FIU. In so doingaih exercise all the powers vested in the unit
by virtue of the domestic law.

780. With respect to the FMA, provisions for informatierchange with foreign supervisors
are included in the acts regulating financial tgibns and in the DDA. Communication of
non-public information is subject to similar restive conditions in the BA (Article 36), the IUA
(Article 102), the ISA (Article 61), and the DDA (#cle 37). Information can be provided if
public order, other significant national interesiscrecy provisions or fiscal interests are not
violated and if certain criteria are met, amongachihare:

. ‘specialty’: the information has to be used exalabi for supervisory purposes;

. confidentiality: the receiving authority must beveoed by official secrecy provisions;
and

. ‘the long arm’ principle: the FMA must retain casltover the subsequent use and any

further dissemination of the information.

781. For banks, the authorities indicated that sevempke8or Court decisions have authorized
the FMA to share information on customer identifica, beneficial owners, and transactions.
Requests should be reasonable and follow mutual &sgistance procedures (this issue is
elaborated in greater detail in Section 3.4.1is &pen to question as to whether the precedents
established by these decisions could extend alsstwance, investment undertakings, and
certain DNFBPs (trustees, lawyers, and auditoreyddver, the law provides customers with a
right of appeal to the Superior Court, which coddult in delays in the provision of
information.
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782. For asset management companies, the AMA provigilrieles 53 and 57) authorize the
FMA to supply a foreign competent authority withpswisory information without
preconditions when the counterpart is an EU couyaing subject to agreeing to an MOU, for
third states. Article 50 AMA defines the conditidios cooperation with competent authorities of
Member States: the FMA must inform a home supervisa Member state when it has good
reasons to suspect that entities not subject sufervision carry out activities contrary to the
provisions of Directive 2004/39/EC on the territafyanother Member State (and vice-versa);
more generally, the FMA shall supply a requestiogpetent authority of a Member State with
all information that it needs to carry out its siypeory responsibilities. Information subject to
official secrecy may only be disclosed with the regs agreement of the FMA (Article 53
AMA). Cooperation with competent authorities ofrthBtates is regulated under Article 57
AMA, which states that agreements for informatiaolenge can be concluded by the FMA
providing that the information disclosed is subjecguarantees of official secrecy and is
requested for the performance of supervisory foneti

Clear and Effective Gateways for Exchange of Infation (c. 40.2):

783. Interpol is the appropriate communication chanoekpeedy and multilateral exchange
of information directly between police authoritiddie accession of Liechtenstein to the
Schengen system, expected for October 2008, wibl Bhve an important impact on the
efficiency and speed of the cooperation with theeBgen countries’ police agencies.

784. The FIU is a member of the Egmont Group since 2G01as signed MOUSs or
cooperation agreements with nine counterpart Ailéboes not require an MOU to exchange
information with other FIUs and can do so on a dasease basis. Such exchange of
information is governed by the Egmont Group Pritegf Information Exchange, i.e.,

» free exchange of information for purposes of ansaligg the FIU;

* no dissemination to third parties or other uséhefinformation without prior consent of the
supplying FIU; and

» general condition of protection of the confidentyal

785. In the supervisory area, insofar as informatioruested from the FMA by a foreign
supervisor would include customer data, the Adnriaisre Proceedings Law applies. In this
regard, an order must be issued by the FMA requitie financial institution to provide the
requested information. The order may be appealdtidfinancial institution—and by the
customer directly if he elects to do so—to the Sigpe€ourt. A concern is that this appeals
process could be used to delay and, potentialigetmine the information-sharing procedure.

786. The FMA does not require the prior signing of MOb®rder to exchange information
with foreign counterparts, except in certain caseder the AMA, as set out above. In practice,
the FMA has made constructive use of the legalgutent described earlier and has established a
reputation (confirmed in some instances by thesasss in contacts with supervisors abroad) for
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a high level of cooperation and efficient implenaian in response to information requests
received from foreign supervisors, including in &ML/CFT area.

Spontaneous Exchange of Information (c. 40.3):

787. Both the police and the FIU have the ability torspoeously provide information to their
counterparts. Even if the margin for the FIU is Bemrdhan that of the police in terms of the
offenses covered because of its specific functr@hurpose, its information exchange
capabilities are not limited to purely money laumalg or terrorist financing matters, but also
cover the predicate offenses and other issuesithaif importance to any FIU, such as trends
and typologies.

Making Inquiries on Behalf of Foreign Counterpdas40.4):

For the police enquiry possibilities, see c. 40.5

788. In the supervisory arena, pursuant to Article 38a Breign supervisory authorities may
conduct on-site examinations of banks in Liech&nsafter prior notification to the FMA,
directly*®, through persons appointed for this purpose, ndaoted by the FMA (or an external
auditor appointed by the FMA). Verifications aremessible only if the requesting authorities
are bound by official or professional secrecy asel the information received exclusively for
consolidated supervision for which they are resjes

789. The FMA can conduct directly or request the exteanditors to conduct inspections in
institutions and persons subject to the DDA (Adi2b). Similar provisions exist for asset
management companies (Article 52 AMA) and investinueertakings (Article 103 IUA). The
authorities informed the assessors that, on sewecalsions, investigations have been conducted
at the request of foreign supervisory authorities.

FIU Authorized to Make Inquiries on Behalf of FaeiCounterparts (c. 40.4.1):

790. Although the incoming requests are not countedA®sSthe FIU is authorized to use all
its powers of analysis and enquiry in acting orommg requests as if they have received a SAR.
This is not expressly stated in the law, but fldwsn the logic of Article 7.2 of the FIU Act.

791. This means that the FIU can, at the request abiisiterpart, check its own database and
guery all other databases to which it has direahdirect access, i.e., besides publicly available
and commercial information, also law enforcemermt administrative information. That could
also include information from financial intermedies;, but as there is no express legal text
providing for such access by the FIU, this capaisitypen to challenge. The issues raised about
the “investigative” powers of the FIU (c. 26.3) also relevant here. This means that the FIU
should have clear access to all financial infororgtincluding deposited, also for purposes of
international cooperation. In the past the FIU hasyever, already responded positively to
requests for financial information (see also c840.

43 Accompanied by staff of the FMA.
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Conducting of Investigations on Behalf of Foreigou@terparts (c. 40.5):

National Police

792. Police to police requests through the Interpol cehnormally only allow for
communication of information or intelligence, not ncisive investigation. With the consent of
the involved or targeted person, however, someaoaneive investigative acts are not excluded,
such as taking a statement. Otherwise the MLA mhoeapplies.

793. The Treaty between Liechtenstein, Switzerland, Aanstria provides for an intense and
extensive cooperation between the law enforcemghbaties of the respective countries.
Procedures are simplified and, at the requesteofdlevant authorities, the national police can:

» determine the domicile or sojourn of a person dyaércertain time;
» determine the holder of telephone numbers;
» establish the identity of a person;

» establish information concerning the origin of tiern(history of property in goods like cars,
weapons etc.);

e coordinate and initiate search measures;
« conduct and take over cross-border observationslalivkries;
» establish the willingness of persons to stand ugp\&gness;

e conduct police interrogations; and/or

clarify traces for evidence.

Customs

794. The cooperation capacities of the Swiss customese/nadius of action includes
Liechtenstein, are also available insofar as Lieestiein is concerned.

No Unreasonable or Unduly Restrictive Conditiondchange of Information (c. 40.6):

795. The exchange of information takes place in the éaork of Article 7.2 FIU Act, and
needs to take into account the following conditiand restrictions:

» the cross-border cooperation must not adversegctffublic order, other essential national
interests, matters subject to confidentiality,iscdl interests;

* the information supplied must be in line with thegose of the FIU Act;
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» the reciprocity principle applies;

» the information supplied can only be used to comtaey-laundering, predicate offenses,
organized crime, and terrorism financing;

» dissemination to other parties is only allowed vatimsent of the Liechtenstein FIU;

» the requesting FIU is subject to a confidentiadibjigation; and

the Mutual Assistance Act (RHG) is not applicable.

796. In the case of the FMA, communication of officiafarmation to foreign supervisory
authorities is subject to meeting several conddtilisted above (c. 40.1), that apply to banks
(Article 36 BA), to insurance companies (Article K&A), and to investment undertakings
(Article 102 IUA). In practice, however, the FMAd$heen able to respond effectively to
information requests from foreign financial supsors, including in the AML/CFT area.

Provision of Assistance Regardless of Possibleltevoent of Fiscal Matters (c. 40.7):

797. The fiscal exception rule pervades the whole Lieektein law enforcement system,
including the intelligence sector. The FIU activgyalso governed by this principle, which
impacts on the international cooperation relatigasicle 7.2a FIU Act). Requests that are
exclusively fiscally motivated consequently canremteive a positive response. This restriction
needs to be seen in its right perspective howewest FIU requests are made at a stage where
the predicate criminality is unknown, in which casething prohibits the FIU from complying
with the non-fiscal part of a request. The samaliil for the police to police cooperation.
Exchange of information by the FMA is limited topguvisory purposes which exclude requests
involving tax matters.

Provision of Assistance Regardless of Existencgemirecy and Confidentiality Laws (c. 40.8):

798. Banking secrecy or other financial confidentiaignnot be opposed to the FIU, which
has access to such information on the basis oflarsi.c FIU Act. Article 7.2a FIU Act,

however, makes it a condition for the informatioctgange that matters subject to
confidentiality should not be affected. The FIU sl@®t consider this to be the case for the
information gathering with banks and other finahigermediaries, and has often supplied such
confidential material already. The restriction skidoe understood in the sense that the
information exchange can serve no other purposedbantering ML and FT.

Safeguards in Use of Exchanged Information (c.)}40.9

799. The exchange of information between FIUs is purpgmmsend and subject to
confidentiality. This principle is reflected in Actes 4.3, 7.2.e and f (confidentiality guarantee
and prior consent rule) and 11 FIU Act (prohibitgnounds for releasing information). It is also
a fundamental element of the Egmont Group’s Prlasipf information exchange, to which the
Liechtenstein FIU has committed itself. The dasa&blaolding the foreign counterpart
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information is secured and only accessible to theitself. Dissemination of such information is
subject to the prior consent of the supplying FIU.

800. The FMA may request foreign authorities to provtdeith information or records for
supervisory purposes (Article 37.2 DDA, Article KA, Article 35-4 BA). Information received
can only be used to verify compliance with CDD, 0w sanctions, or appeal decisions in
administrative or judicial proceedings (Article BDDA, Article 102 IUA). Data may be
forwarded with the express assent of those auibstitat have communicated the information
and, if applicable, only for purposes for whichls@athorities have given their assent. Pursuant
to Article 36 BA or Article 102 IUA, information ceived from foreign authorities may be used
only for the following purposes:

» verification of the licensing requirements and aditted supervision;

* imposition of penalties;

* in administrative proceedings concerning the appedécisions issued by a competent
authority;

* injudicial proceedings.

Additional Element -Exchange of Information with N@ounterparts (c. 40.10 & c. 40.10.1):

801. According to the Egmont Principles of InformatiorcBange, all requests have to be
justified by a statement of facts request clarifyithe purpose of the request and the requesting

party.

Additional Element —Provision of Information to Fly Other Competent Authorities pursuant
to request from Foreign FIU (c. 40.11)

802. As for non-FIU held information, see 4.4 above.
International Cooperation under SR.V (applying@1440.9 in R. 40, c. V.5): See above
Additional Element under SR.V (applying c. 40.10#0in R. 40, c. V.9): See above

Statistics (applying R.32):

803. FIU Information Exchange

Requests for information Requests for information
submitted to foreign FIUS received from foreign FIUs
2003 145 129
2004 134 119
2005 103 89
2006 158 139
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804. No requests have ever been refused as such. InGasas, the requesting FIU was asked
in vain to supply additional information or cladéition because of the incompleteness of the
guery (such as no statement of facts), and thevale closed subsequently. There are no separate
statistics on spontaneous referrals to other FlUs.

Analysis

805. The commitment to international cooperation, bothiie FIU and the police, is evident.
Refusals to cooperate are justified by legal pntibitis, particularly the fiscal nature and purpose
of the request.

806. The access to confidential financial informatiortret request of a foreign FIU is not
expressly provided for. There is a possible comrsy here, as the FIU Act makes access to
additional information held by financial entitiesprinciple subject to the condition of a SAR
having been filed. On the other hand, Article 50 Rlct gives the FIU broad power to query
relevant information from non-public sources, sis & matter of interpretation. The international
standards do not expressly impose access to falanérmation at the request of a foreign FIU
(see R.40.4.1), but, in any case, the FIU takesadoview on the issue and has already shown
its willingness to cooperate also in this respect.

807. In practice, cooperation and exchange of infornmatuith foreign supervisors appears to
be working well. However, the legal basis for imf@tion exchange in respect of certain
categories of financial institutions and DNFBPs a@m open to some question. The authorities
pointed to Superior Court decisions (as describhegiction 3.4 of this report in relation to
banking secrecy) which constitute a consistensjutidence that allows information exchange
related to customer information, including on bésiaf ownership, and, it appears, also applies
to information on transactions. The Courts’ decisichowever, reference the provisions of the
BA and not other special legislation for finandratitutions or DNFBPs or, specifically, the
DDA, so that their application to the full rangepafssible AML/CFT-related requests remain
open to some degree of legal question. A proposaihtend the BA is currently before
parliament, including the deletion of the curregferences to banking secrecy acting as a barrier
to the sharing of information with foreign supeoris, the assessors are not aware of any
proposal to similarly amend the other sectoral lawthe DDA or laws in relation to trustees,
lawyers, or auditors. In relation to asset managemempanies, the AMA, issued in 2005,
incorporates various provisions for information lexage with both EEA member states and
third countries.

808. For most categories of financial institutions ardHBPS, the applicable legislative
provisions allow for inspections of domestic erstat the request of foreign supervisors.
Verification may be conducted by foreign supenssor by the FMA which can delegate the
task to external auditors. Recent examples shotitlieasystem appears to be operating
effectively.

6.5.2 Recommendations and Comments
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* FIU access to confidential financial informatiodchby DDA subjects, including at the
request of foreign counterparts, should be exprgssivided for.

» To reflect relevant jurisprudence, provide in léagisn an explicit exclusion from secrecy
provisions for all categories of financial instituts and DNFBPs to support the provision of
all relevant confidential information to foreignrapetent authorities where necessary for
AML/CFT purposes;

* Reconsider the current appeals procedure regaotdeys under the Administrative
Proceedings Law with a view to improving the e#iety and effectiveness of information-
sharing measures.

6.5.3 Compliance with Recommendation 40 and Special Reconendation V

Rating Summary of factors relevant to s.6.5 underlying ovall rating

R.40 PC |+ Thelaw does not expressly provide for the FlUdwenhdirect or
indirect access to all relevant information heldaliyentities subject t
the DDA,

» Current practice for supervisory information exafpamelies on case
law to override legislation that includes expl®écrecy provisions
restricting information exchange;

* Itis not clear that supervisory information excheauts legally
permissible for non-bank financial institutionshet than for asset
management) and DNFBPs;

» Current appeals procedure has potential to underefiiciency and
effectiveness of information exchange.

SR.V PC |* No express provision for exchange of financial infation at FIU
level;

« Current practice for supervisory information excipamelies on case
law to override legislation that includes expl®g#crecy provisions
restricting information exchange;

* Itis not clear that supervisory information exchams legally
permissible for nonbank financial institutions @thhan for asset
management) and DNFBPs;

e Current appeals procedure has potential to underefirciency and
effectiveness of information exchange.

A=

7 OTHER ISSUES
7.1 Resources and statistics

30.1/23 FIU

809. The FIU is an independent administrative officelvatseparate budget covering the
operational expenses (telecommunication, adminigtracommercial databases, travel, separate
post for its own database). The salaries of it ata paid by the Ministry of Finance. It disposes
of its own secured premises and its own IT infragtire. It currently employs seven staff
members: the Head and his deputy (both lawyengethnalysts (one former police, one former
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bank compliance officer, one economist), one amdlyspecialist and one secretary. The
composition of the FIU reflects its multidiscipliyaapproach. There is also diversity in the
nationalities: three Liechtenstein, three Swissl, @me Austrian.

810. The Head of FIU initially screens the candidatéf stea selection procedure as to their
capabilities and probity. The formal hiring proceslis conducted via the Office of Human and
Administrative Resources.

811. The FIU organizes internal training sessions ®staff members, both on an ad hoc and
a regular basis, with focus on new typologies aglari@fing of real cases. The operational
analysts have also attended the Swiss Criminalysiga{Course and the Swiss Police Institute in
Neuchatel (Switzerland). Moreover, they participatexchange programs with foreign FlUs.

812. Overall, as already noted before, the FIU is sousttlictured, staffed with personnel
with the appropriate training, and shows the regliintegrity and professionalism to produce
quality output. The technical, human, and finanm@alburces are presently of an adequate level
that enables the FIU to perform its duties in ditieint way. The confidentiality of the FIU data,
as well as the operational autonomy of the untigsrously protected. As noted above (Section
2.5.2), the legal resources in respect of the ppweinquiry of the FIU could be raised to a
higher level.

30.1 Law enforcement

813. Since December 1, 2005, the Liechtenstein OfficthefPublic Prosecutor consists of six
Public Prosecutors. They all carry the generalaesibility to prosecute offenses, including
cases of money laundering, predicate offensestearatism financing, though with none of

them specializing in dealing with these offensdee Dffice of the Public Prosecutor also
employs five persons for its administration. Orgationally, the Public Prosecutor is
subordinate to the Government, but acts as an amtkgnt magistrate whenever he exercises his
functions in the proceedings before the cotftfEhe financial, human, and technical resources
are deemed sufficient. There are 14 judges in @news Liechtenstein courts. This number is
also considered adequate and there is no realdzpoklpending cases.

814. Inthe Economic Crimes Unit of the Liechtensteirtibiaal Police, nine qualified officers
deal with financial investigations, with one invgator specialized in cases of terrorist
financing. The technical equipment is modern, \adequate hardware and software available
for operational case analysis. The Unit is suppboiethe forensic specialists of the criminal
police. On average, the ECU investigates 100 damast 100 mutual legal assistance cases
annually, and conducts between 80 and 100 seanvhéd) they find a manageable workload.

A Princely Ordinance of May 19, 1914, which haserdyeen abolished, provides in its Article 6 tmatase of
serious and political offenses, the Public Proseduds to consult the government.
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30.2

815. Over the last six years, magistrates from Austii@ Wad already served there as judges
or prosecutors have been recruited as Public Ruttasc Of the Liechtenstein citizens trained in
Liechtenstein between 2002 and 2005, one persnaddhe team of Public Prosecutors in
December 2005, and the second followed in Janu@0y.2When recruiting new staff members,
training and experience in criminal prosecutioniarportant criteria. All Public Prosecutors
working in Liechtenstein have a university degmeéiv and years of practical experience.

816. The Economic Crimes Unit of the Liechtenstein NaaioPolice, which is responsible for
investigating money laundering and terrorist finagcemploys specialists recruited either
abroad (Germany, Austria) or in Liechtenstein. Thaye specialized expertise relating to
banking, accounting, auditing, trusts, and insugaRecruits are trained in Liechtenstein and
abroad as criminal police investigators for tworgedhey are screened on their integrity
through database and criminal record checks. Rsdrom outside Liechtenstein are checked
through the foreign authorities.

30.3

817. The Office of the Public Prosecutor meets the ehagis of the increased sophistication
of criminal behavior with appropriate and contindgedning. The prosecutors attend several
lectures on legal issues in Liechtenstein each, gt they also participate in international
conferences and training courses. The Prosecutoer@kerepresents the Liechtenstein Office of
the Public Prosecutor in international bodies. Oifiece of the Public Prosecutor is a member of
the International Association of Prosecutors (IARg¢ CCPG of the Council of Europe, and
regularly takes part in the conferences of thegarazations and the regional meetings of
prosecution authorities. Liechtenstein is also @ased with Eurojust and the European Judicial
Network as a third State, and its prosecutors dttiea training courses offered by these
organizations. Prosecutors attend each year theaorg education program of the Academy of
European Law in Trier. One prosecutor completed-gasduate studies on the suppression of
economic crime between 2003 and 2005 in Lucernecixe Master of Economic Crime
Investigation, EMECI).

818. The staff members of the Economic Crimes Unit efltiechtenstein National Police
attend annual expert training courses in Austrexn@ny, Switzerland, and other countries
(Interpol and FBI continuing training courses). &mual budget of over CHF20,000 is available
for this purpose.

30.4 (additional)

819. A budget for continued training of judges in akas is available. They can attend such
programmers, especially in Switzerland, Austrial atso at the Academy of European Law in
Trier. One judge of the Court of Justice succelstitdmpleted his Executive Master of
Economic Crime Investigation post-graduate studidke Lucerne School of Business in
Switzerland. One other judge has been active farynyaars in the delegation of the
MONEYVAL committee at the Council of Europe. Thaifonvestigating judges and judges for
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mutual legal assistance who primarily deal with eylaundering and occasionally terrorist
financing are grouped together in their own divisad the Court of Justice.

30.1 (resources central authority MLA/EXTR)

820. With the adoption of a new International Mutual Bégssistance in Criminal Matters

Act in 2000, the responsibility of the Ministry adistice in the area of money laundering, seizure
and confiscation of the proceeds from crime wasifigat] as it became a “Central Authority”

for all mutual legal assistance and extraditioresa3wo legal experts and a secretary are still
assigned to handling all MLA matters and liaisingfvthe courts, the public prosecution office,
as well as with the competent foreign authoritied mternational organizations.

30.2 (staff)

821. All legal officers of the Ministry of Justice hageuniversity degree and appropriate
experience in their field of work. They must haveimpeccable reputation and swear an oath
before the Prime Minister to comply with the Lieshs$tein laws and to maintain the
confidentiality of their work.

30.3 (training)

822. The staff members have taken part in training csied the national level and various
international meetings and conferences (e.g., gerlC-OC meetings of the Council of Europe
in Strasbourg; Seminar on Administrative and Leggdistance of the University of St. Gallen in
Olten; Second Zurich Meeting on International Trade/: New Risks for Businesses and
Management due to Bribery and Corruption, etc.)rédwer, it is planned for one staff member
to participate in an approximately six-week staiflgange program with the Austrian Ministry
of Justice (especially also with the Austrian "cah&uthority”) in 2007.

Recommendations and Comments

* Maintain statistics on criminal procedure seizward confiscations and more comprehensive
statistics on seizure and confiscation of crimpralceeds, and on spontaneous referrals to
foreign counterparts.

Rating Summary of factors relevant to Recommendations 30na 32 and
underlying overall rating

R.30 LC (composite rating)

R.32 LC * No overall figures of seizure and confiscation minal proceeds; n(
statistics on criminal procedure seizures and soafions;

* No figures provided on spontaneous referrals byFthe

O
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Ratings of Compliance with FATF Recommendations

Forty Recommendations Rating Summary of factors underlying rating®

Legal systems

1. ML offense PC |+ Atthe time of the assessment, no offenses in
the categories of environmental crimes,
smuggling, forgery, and market
manipulation were predicate offenses for
money laundering.

* The law does not criminalize self-laundering
in relation to converting, using, or
transferring criminal proceeds.

* Prosecution for money laundering is not
possible in cases where the offender has
been convicted for the predicate offense.

» Association or conspiracy of two persons to
commit money laundering is not

criminalized.
2. ML offense—mental element LC |« There is no criminal liability of corporate
and corporate liability entities.

* Liechtenstein has not yet developed its own
case law on money laundering.

3. Confiscation and provisional LC |« Seizure and confiscation of laundered assgets
measures as object of the ML offense not covered.

* Not all instrumentalities subject to
confiscation.

Preventive measures

4. Secrecy laws consistent withthe LC | «  Current practice for information exchange
Recommendations relies on case law to override legislation that
includes explicit secrecy provisions
restricting information exchange.

» Current appeals procedure has potential tp
undermine efficiency and effectiveness of
information exchange.

* Provisions granting criminal prosecution
access to customer information do not
specifically apply to insurance, asset
management, or investment undertakings

5. Customer due diligence PC |+ Financial institutions are entitled by the

DDA to assume that the contracting party jis

the beneficial owner in certain cases;

definition of beneficial owner does not

> These factors are only required to be set out whemating is less than Compliant.
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expressly extend to the natural person
holding control rights or interests; no
explicit requirement to verify identity of
beneficial owners. and not always clear th
implementation extends to identifying the
natural persons who are the ultimate
beneficial owners.

Definition of categories of high-risk
customers not adequately specified and
enhanced due diligence not explicitly
required.

Requirements for verification of

identification data are too limited and do not

include authorized parties.

No requirement to transmit customer
information with domestic wire transfers a
threshold for due diligence on wire transfe
exceeds FATF threshold.

Categories of exceptions allowed in the
application of CDD measures are not
consistent with the provisions of
Recommendation 5.2.

Extensive reliance on non-resident third-
party intermediaries which is not classified
by the Liechtenstein authorities to be high
risk.

nd
rs

6.

Politically exposed persons

PC

No explicit requirement for enhanced due
diligence for PEP-related business.

No specific requirement to obtain senior
management approval to continue the
business relationship when a customer or
beneficial owner is found to be, or
subsequently becomes a PEP.

No explicit requirement to determine the

source of wealth for PEP-related business.

a

7.

Correspondent banking

PC

No requirement for respondent and
correspondent banks to document their
respective AML/CFT responsibilities.
Financial institutions providing
correspondent services not required to
determine whether the respondent has be
the subject of a money laundering or terro

financing investigation or regulatory actior).

Regarding payable-through accounts,
financial institutions are not required to
ensure that the respondent has performeg
CDD or that customer information is

en
rist

full

available upon request.
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The coverage of the current corresponder
banking requirements includes banks but

all other categories of financial institutions|,

—

not

New technologies & non face-
to-face business

PC

Limited requirements to address the
AML/CFT risk of misuse of new

technologies in the financial services area|

No specific requirement for financial

institutions to have policies and procedures
to reflect the additional risk involved in non-

face to face business relationships or
transactions beyond overall risk-based
approach.

Third parties and introducers

PC

Conduct of ongoing monitoring included in
the scope of delegation to third parties.
Responsibility in delegating to a third party
is unduly limited by the protection from
punishment in Article 30.2 DDA.

Ad hoc approach to determining the
countries in which an acceptable third par
intermediary can be based.

10.

Record-keeping

11.

Unusual transactions

PC

Financial institutions not explicitly required
to pay special attention to all complex,
unusual large transactions, or unusual
patterns of transactions, that have no
apparent or visible economic or lawful
purpose.

12.

DNFBPs-R.5, 6, 8-11

PC

Commercial company formation not cover
by the DDA;

Requirements to identify beneficial owners

need to be strengthened, especially in reg
to natural persons holding rights or interes
No explicit requirement for enhanced due
diligence for high-risk customers; categori
of such customers inadequately specified,;
No requirements for verification of identity
of authorized parties;

Requirement and procedures for conducti
enhanced due diligence for PEP-related
business should be more explicitly specifie
Extensive reliance on non-resident third-
party intermediaries, including for
conducting ongoing monitoring, which is n
classified by the Liechtenstein authorities
be high risk; ad hoc approach to determin
the countries in which an acceptable third
party intermediary can be based;

ot
[0

ng
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responsibility in delegating to a third party
unduly limited by the protection from
punishment;

No specific requirement for financial
institutions to have policies and procedure
to reflect the additional risk involved in nof
face to face business relationships or
transactions;

Requirement to pay special attention to al
complex, unusual large transactions, or
unusual patterns of transactions, that have
apparent or visible economic or lawful
purpose only implicitly imposed.

S

N

2 NO

13.

Suspicious transaction reportin

PC

Attempted occasional transactions are not
covered by the SAR reporting requiremen
Funds that are linked or related to, or to bg
used for terrorism, terrorist acts, or by
terrorist organizations are not specifically
included within the SAR reporting
requirement.

Weaknesses in the efficiency and
effectiveness of the reporting system
(automatic five-day freezing on filing a
SAR; statutory requirement for simple and
special enquiries prior to deciding to file a
SAR; low volume of SARS).

L.

131%

14.

Protection & no tipping-off

PC

The tipping-off provision applies only for a
maximum of 20 days.

Directors, officers, and employees
(permanent and temporary) are not explic
covered.

[=3

y

15.

Internal controls, compliance &
audit

LC

No requirement for financial institutions to
screen for probity when hiring new
employees.

No express requirement for financial
institutions to maintain adequately resourg
the requisite internal audit function.

ed

16.

DNFBPs-R.13-15 & 21

PC

Attempted transactions are not covered by
the SAR reporting requirement.

Funds that are linked or related to, or to b¢
used for terrorism, terrorist acts or by
terrorist organizations are not specifically
included within the SAR reporting
requirement.

Low SAR reporting rates for DNFBPs.
The tipping off provision applies only for a

D

maximum of 20 days.
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Directors, officers and employees
(permanent and temporary) are not explic
covered.

No explicit requirement to pay special
attention to business relationships and
transactions with persons from or in
countries which do not or insufficiently
apply the FATF Recommendations.
Limited measures to ensure that financial
institutions are advised of concerns about
weaknesses in the AML/CFT systems of
other countries

[=3

y

17.

Sanctions

PC

No criminal corporate liability is defined.

Proportionality and effectiveness of
sanctions system is restricted by significar
gaps in the ladder of available sanctions, i
the scope of administrative sanctions is ve
narrow.

—

L
S

18.

Shell banks

LC

Licensing requirements do not provide
sufficient safeguards to exclude the
possibility of establishing a shell bank in
Liechtenstein.

19.

Other forms of reporting

20.

Other NFBP & secure
transaction techniques

21.

Special attention for higher risk
countries

PC

No explicit requirement to pay special
attention to business relationships and
transactions with persons from or in
countries which do not or insufficiently
apply the FATF Recommendations.
Limited measures to ensure that financial
institutions are advised of concerns about
weaknesses in the AML/CFT systems of
other countries.

22.

Foreign branches & subsidiarie

PC

No requirement for financial institutions to
ensure that their foreign branches and
subsidiaries observe AML/CFT measures
consistent with FATF Recommendations i
countries which do not or insufficiently
apply the FATF Recommendations.

No requirement that the higher standard b
applied when home and host country
AML/CFT measures differ.

No requirement for nonbank financial
institutions to inform the FMA of any local
laws or regulations preventing them from
monitoring AML/CFT risk on a global basis

e

Indications of weaknesses in and barriers

to
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implementation of effective group-wide
AML/CFT measures in Liechtenstein
financial institutions.

23.

Regulation, supervision and
monitoring

24.

DNFBPs—regulation,
supervision and monitoring

LC

Proportionality and effectiveness of sancti
system is restricted by significant gaps in |
ladder of available sanctions, as the scope
administrative sanctions is very narrow.
No corporate criminal liability is defined.
Proportionality and effectiveness of

sanctions system is restricted by significaf
gaps in the ladder of available sanctions.

on
he
> of

—

L

25.

Guidelines & Feedback

LC

No written guidelines issued by the FIU
regarding SAR reporting.
FMA guidelines should be updated,

particularly to provide guidance on enhanc

due diligence.

No guideline has been issued with regard
CFT requirements.

ed

to

Institutional and other measures

26.

The FIU

LC

The law does not expressly provide for the

FIU to have direct or indirect access to all
relevant information held by all entities
subject to the DDA (also impacts on
effectiveness).

FIU Act not amended to formally include
terrorism financing.

27.

Law enforcement authorities

LC

No ML convictions as a result of absence
autonomous money laundering prosecutig
(impacts on effectiveness).

ns

28.

Powers of competent authoritie

n

29.

Supervisors

No specific provisions that allow the FMA
to ensure that financial institutions apply

AML/CFT measures consistent with FATF
Recommendations across financial groups

30.

Resources, integrity, and
training

LC

Additional resources needed if FMA
supervisors are to participate in the
AML/CFT on-site inspection program.
Additional resources needed for supervisi(
of insurance sector, including with respect
AML/CFT risks.

31.

National co-operation

32.

Statistics

No overall figures of seizure and

confiscation of criminal proceeds. no

confiscations.

statistics on criminal procedure seizures a‘nd
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No figures provided on spontaneous refer
by the FIU.

rals

33. Legal persons—beneficial ownefs PC

The definition of “beneficial owner” does
not extend to controllers of legal entities th
do not hold an economic right to the legal
entity’s assets; therefore, there is no
obligation to obtain, verify, and maintain
information on such persons that ultimatel
control a legal entity.

Intermediaries are not required by law to
verify beneficial ownership information.
No measures are in place to ensure that
information on beneficial ownership and
control of legal entities that are
commercially active in the domiciliary statg
is obtained, verified, and kept in all cases.

at

1%

34. Legal arrangements — beneficial PC
owners

The definition of “beneficial owner” does
not extend to controllers of legal
arrangements that do not hold an econom
right in the trust assets; therefore, there is
obligation to obtain, verify, and maintain
information on the natural persons that
ultimately exercise effective control over a
trust.

Intermediaries are not required by law to
verify beneficial ownership information.
“Private trustees” in Liechtenstein are not
under a legal obligation to obtain, verify, a|
record beneficial ownership information.

ic
no

International Cooperation

35. Conventions PC

Liechtenstein has not ratified the Palermo
Convention.

Liechtenstein has not fully implemented al
provisions of the Palermo and Vienna
Conventions.

36. Mutual legal assistance (MLA) PC

Excessive delays still possible by extensiv
means of appeal.

No MLA for serious and organized fiscal
fraud.

Deficiencies in ML and FT may negatively
impact on dual-criminality ruled MLA.

37. Dual criminality C -
38. MLA on confiscation and LC |« Restricted confiscation for instrumentalitie
freezing also in MLA context.
* No consideration of asset forfeiture fund.
39. Extradition PC |+ Excessive delays still possible by extensiv

means of appeal.
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Serious and organized fiscal fraud is not a
extraditable offense.

Deficiencies in ML and FT offense may
negatively impact possibility to extradite.

40. Other forms of co-operation

PC

The law does not expressly provide for the

FIU to have direct or indirect access to all
relevant information held by all entities
subject to the DDA.

Current practice for supervisory informatiq
exchange relies on case law to override
legislation that includes explicit secrecy
provisions restricting information exchang
It is not clear that supervisory information
exchange is legally permissible for non-ba
financial institutions (other than for asset
management) and DNFBPs;

Current appeals procedure has potential t
undermine efficiency and effectiveness of
information exchange.

nk

O

Nine Special Recommendations

SR.I Implement UN instruments

PC

Liechtenstein has not fully implemented al
provisions of the United Nations
International Convention for the Suppress
of Financing of Terrorism.

Implementation of UNSCR 1267 and
UNSCR 1373 is incomplete.

on

SR.Il  Criminalize terrorist
financing

PC

The financing of individual terrorists is not
explicitly criminalized and not all instances
of such financing are currently covered
under the legal framework as is required
under SRL.II.

As Liechtenstein’s definition of “terrorist
organization” references a definition of
“terrorist acts” and not all acts considered
terrorist acts under the international stand
are covered by this definition, the financin
of terrorist organizations is not criminalize
in all instances required by SRL.II.

Article 278d StGB only provides for
“criminal offenses” and not for any other
acts committed with the required intent to
terrorist acts.

There is no criminal liability of corporate
entities.

The lack of prosecutions and convictions for

terrorist financing make it difficult to asses

ard

S

the effectiveness of the legal framework.
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SR.IIl  Freeze and confiscate
terrorist assets

PC

No specific comprehensive procedures in
place to respond adequately to the
requirements of an effective freezing regin
outside the context of UNSCR 1267.
Notion of “control” and “possession” not
clearly defined. challenge of freezing
measure not specifically provided for in th
Taliban Ordinance.

D

SR.IV  Suspicious transaction
reporting

PC

Attempted occasional transactions are not
covered by the SAR reporting requiremen
Volume of SAR reporting appears low,
although quality is high.

Funds that are linked or related to, or to bg
used for terrorism, terrorist acts, or by
terrorist organizations are not specifically
included within the SAR reporting
requirement.

L.

D

SR.V International cooperation

PC

Excessive delays still possible by extensiv
means of appeal.

Deficiencies in ML and FT may negatively
impact on dual criminality-ruled MLA.
Restricted confiscation for instrumentalitie
also in MLA context.

No express provision for exchange of
financial information at FIU level.

SR.VI AML/CFT requirements
for money/value transfer
services

LC

Threshold for obtaining customer
identification is too high.

SR.VIl Wire transfer rules

NC

Minimum threshold to obtain originator
information higher than acceptable under
SR.VII.1,

No requirement to always include account
number or unique reference number in
originator information for cross-border wirg
transfers.

No provisions for inclusion of originator
information for domestic wire transfers.
Financial institutions allowed to opt out of
transmitting customer information in certai
circumstances.

No requirement for each intermediary
financial institution in the payment chain tg
maintain all the required originator
information with the accompanying wire
transfer.

No specific requirements for financial
institutions when receiving transfers witho

)

full originator information.
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* No specific measures in place to monitor
compliance with SR.VII.

* No specific sanctions defined with regard to
the provisions implementing SR.VII.

SR.VIII Nonprofit organizations PC |+ Review needed of Liechtenstein’s NPO laws
and regulations.
* Insufficient outreach to the NPO sector on

FT risks.
SR.IX C'ash Border Declaration & NC |« Liechtenstein does not have a disclosure or
Disclosure declaration system in place to detect the

physical cross-border transportation of
currency and bearer negotiable instruments
that are related to money laundering or
terrorist financing.




233

Recommended Action Plan to Improve the AML/CFT Systm

FATF 40+9 Recommendations

Recommended Action (in order of priority within &asection)

1. General

2. Legal System and Related
Institutional Measures

Criminalization of Money Laundering
(R.1,2,&32)

Amend the law to extend the list of predicate astenfor
money laundering to offenses in the categories of
environmental crimes, smuggling, forgery, and marke
manipulation.

Amend the law to extend the offenses of converting,
using, or transferring criminal proceeds to include
criminal proceeds obtained through the commissfan o
predicate offense by the money launderer.

Amend the law to eliminate Article 165.5 StGB tampé
the prosecution for money laundering also in cagese
the offender has been punished for the predicétmsd.
Amend the law to criminalize the association or
conspiracy of two persons to commit money laundgrin
Develop jurisprudence on Article 165 StGB autonomol
money laundering.

Amend the law to provide for criminal liability of
corporate entities.

Criminalization of Terrorist Financing
(SR.Il & R.32)

Amend the law to criminalize the financing of indiwval
terrorists.

Amend Article 278d StGB to provide for “any act”
committed with the required intent, not only crimlin
offenses, to constitute a terrorist act.

Provide for a definition of “Terrorist organizatibm line
with the FATF standard.

Confiscation, freezing, and seizing o
proceeds of crime (R.3 & 32)

The criminal seizure and confiscation of the lauade
assets as the object of the autonomous money lengde
offense needs to be formally covered.

All (intended) instrumentalities must be made scaibje
seizure and confiscation, irrespective of theiurat
Maintain statistics on criminal procedure seiziaerd
confiscations and more comprehensive statistics on
seizure and confiscation of criminal proceeds.

Freezing of funds used for terrorist
financing (SR.IlIl & R.32)

Liechtenstein needs to review its response to UNSCR
1373 and address the requirements accompanying a
balanced freezing system outside the context of CRIS
1267. It should elaborate a procedure coveringpatific
aspects required by the standards of the exceptiona
freezing regime in respect of suspected terrorsated
assets.

As for the Taliban Ordinance procedure, it showdd b
clarified that the measures also target assetseirttl
controlled and partially or jointly possessed by th
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designated persons. Review of the measure or other
appellate possibilities should also be providedidren
challenged by the affected persons or in casem@iismn
of identity.

Maintain more comprehensive statistics on seizack a
confiscation of criminal proceeds.

The Financial Intelligence Unit and it
functions (R.26, 30 & 32)

Se

In terms of efficiency, while direct access woudd b
preferable, at a minimum the law should expressyipe
for indirect access of the FIU, through the FMA, to
financial and other relevant information held bg tion-
disclosing entities subject to the DDA.

The FIU Act needs to be brought in line with the S
respect of its terrorism financing remit.

Maintain statistics on criminal procedure seiziaerd
confiscations and more comprehensive statistics on
seizure and confiscation of criminal proceeds, @amd
spontaneous referrals to foreign counterparts.

Law enforcement, prosecution and
other competent authorities (R.27, 2§
30 & 32)

The Public Prosecutor should endeavor to take a® mo
autonomous money laundering investigations, eslhecia
where no foreign proceedings have been instituted.
Maintain statistics on criminal procedure seiziaed
confiscations and more comprehensive statistics on
seizure and confiscation of criminal proceeds.

3. Preventive Measures—Financial
Institutions

Risk of money laundering or terrorist
financing

Customer due diligence, including
enhanced or reduced measures
(R.5-8)

Strengthen legislative requirements for obtaining
beneficial ownership information: for all business
relationships financial institutions should be riegd to (i)
always determine the natural person who is the fimale
owner (or owns or controls the customer); and (ii)
understand the ownership and control structuréef t
customer.

Define in law or regulation a wider range of higékr
customers to include notably non-resident accounts,
accounts opened through an intermediary, entitis w
bearer shares, trusts and foundations, and entities
registered in privately managed registers and datxh
Define and explicitly require by means of law or
regulation enhanced due diligence for high-risk@mers.
Strengthen obligation to verify identification dditat
customers entering into business relationshipsefizal
owners and authorized parties.

Require financial institutions to provide customer
information when making domestic wire transfers and
align threshold in the DDA and DDO for due diligermn
wire transfers with the minimum set out in SR.Mil o
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EUR/USD1,000.

Bring the current exceptions to identification regments
into line with Recommendation 5.2 which requirea at
minimum reduced or simplified measures.

The FMA should consider classifying business oletain
through cross-border third-party intermediaries as
requiring a level of enhanced due diligence.

Provide an explicit requirement for enhanced due
diligence for PEP-related business, preferablyim or
regulation, having regard to the level of potenisk in
Liechtenstein.

Require financial institutions to obtain senior ragament|
approval to continue the business relationship varen
existing customer or beneficial owner is found o or
subsequently becomes a PEP.

Provide for an explicit obligation by financial tiations
to determine the source of wealth of customers and
beneficial owners identified as PEPSs.

Consider applying similar measures to domestic PEPs
Provide an explicit requirement for financial imstions
providing correspondent services to determine wdretie
respondent has been the subject of a money laungderi
terrorist financing investigation or regulatoryiant
Amend the current provisions to provide explicitly the
documenting of the respective AML/CFT responsiigiit
of the respondent and correspondent bank.
Regarding payable-through transactions, require
Liechtenstein financial institutions to obtain a
confirmation from the correspondent financial itgton
that all CDD requirements of Recommendation 5 have
been complied with and that the correspondent @iahn
institution is able to provide relevant customer
identification data upon request.

For the sake of completeness, revise the DDA an@®DD
provisions for correspondent banking relationsiaipd
similar relationships to cover all relevant categeiof
financial institutions.

Require financial institutions to take measureaddress
the risk of misuse of new technologies for ML or FT
purposes, particularly for internet banking.

Require financial institutions to take measuresesgly
to address the risk of non-face to face business.

Third parties and introduced busines
(R.9)

Amend the DDA to exclude the conduct of ongoing
monitoring from the scope of delegation to thirdties.
Remove the protection from punishment set out itich
30.2 DDA in the event of the failure of an interraag to
meet DDA requirements.
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The authorities should determine countries in whistd
parties who conduct due diligence on behalf of
Liechtenstein financial institutions can be badsd,
reference to the adequacy of their applicatiohefRATF
Recommendations, and require financial institutimns
check that such third parties have appropriateguve
measures in place.

Financial institution secrecy or
confidentiality (R.4)

To reflect relevant jurisprudence, provide in léagion an
explicit exclusion from secrecy provisions to suppbe
provision of all relevant confidential informatiom
foreign competent authorities where necessary for
AML/CFT purposes.

Reconsider the current appeals procedure regaoddeys
under the Administrative Proceedings Law with awte
improving the efficiency and effectiveness of imh@tion-
sharing measures.

Grant criminal prosecution access to customer métion
from insurance, asset management, or investment
undertakings.

Record keeping and wire transfer rul
(R.10 & SR.VII)

Provide in law oregulationthat, for wire transfers of
EUR/USD1,000 or more, banks should be required to
obtain and transmit full originator information tvithe
wire transfer.

Require financial institutions to always include th
originator’s account number or reference numberass-
border wire transfers.

Require inclusion of originator information in dostie
wire transfers.

Require that financial institutions treat wire tséars
between Liechtenstein and Switzerland as internatio
wire transfers.

Limit or repeal the DDO “legitimate reason” prowsi
under which banks can currently avoid transmitting
customer information with certain wire transfers.
Require each intermediary financial institutiorthie
payment chain to maintain all the required origbnat
information with the accompanying wire transfer.
Introduce risk-management requirements for Liec$tEn
financial institutions where they are beneficiaésvire
transfers that are not accompanied by full originat
information.

The FMA should introduce additional measures asiege
to effectively monitor compliance with the requirents
in relation to wire-transfers.

Monitoring of transactions and
relationships (R.11 & 21)

Provide explicitly that financial institutions bequired to
pay special attention to all complex, unusual large
transactions, or unusual patterns of transactibas have
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no apparent or visible economic or lawful purpose.
Introduce a specific requirement to pay speci&irditbn to
business relationships and transactions with persom
or in countries which do not or insufficiently apphe
FATF Recommendations.

Introduce effective measures to ensure that firsnci
institutions are advised of concerns about wealeseiss
the AML/CFT systems of other countries.

Suspicious transaction reports and
other reporting (R.13, 14, 19, 25, &
SR.IV)

To enhance effectiveness: remove the provision for
automatic freezing of assets on the filing of arRSA
simplify the SAR reporting requirement so as ndtave
the forming of suspicion made legally conditional o
conducting prior simple and special enquiries under
Article 15 DDA, and ensure that the pre-cleararystesn
for SARs, as currently applied by the FIU, is netrpitted
to undermine the effectiveness of the system of SAR
reporting.

Extend the SAR reporting requirement to include
attempted transactions.

Extend the SAR requirement to explicitly includeds
that are linked or related to, or to be used footésm,
terrorist acts, or by terrorist organizations imiéon to
those who finance terrorism.

Include provisions extending protection on repa@ytim
good faith to directors, officers and employees.
Remove the time limit on the prohibition of tippindf.
To supplement its current efforts, the FIU showdgealop
and circulate written guidelines to assist repgréntities
to implement their SAR reporting requirement.

Cross Border Declaration or disclosy
(SR.IX)

Liechtenstein should put into place a disclosure or
declaration system to detect the physical crosddryor
transportation of currency and bearer negotiable
instruments that are related to money laundering or
terrorist financing.

Internal controls, compliance, audit
and foreign branches (R.15 & 22)

Require financial institutions to have in placeestiing
procedures to ensure high standards when hiring
employees.

Require financial institutions to ensure that intdraudit
function is adequately resourced.

Require financial institutions to ensure that thereign
branches and subsidiaries observe AML/CFT measure
consistent with FATF Recommendations in countries
which do not or insufficiently apply the FATF
Recommendations.

Where home and host country AML/CFT measures dlif
require branches and subsidiaries to apply theehigh
standard.

S

fer
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Require financial institutions to inform the FMA ahy
local laws or regulations preventing them from nbamng
AML/CFT risk on a global basis.

The FMA should take steps to improve implementatibr
appropriate group-wide AML/CFT measures for
Liechtenstein financial institutions.

Shell banks (R.18)

Include as a prerequisite for licensing that bankst
engage in substantive business activities in Letdtein
or, alternatively, the authorities could opt to koifly
prohibit shell banks.

The supervisory and oversight
system—competent authorities and
SROs

Role, functions, duties and powers
(including sanctions) (R.23, 30, 29,
17, 25, & 32)

Enlarge the definition of administrative offensesover
all appropriate DDA requirements and establish a
continuum of sanctions from minor to serious DDA
violations to ensure that cases are processetinmedy,
effective and proportionate manner.

Define sanctions with regard to criminal liabilay legal
persons.

The FMA should further develop its Guideline on
Monitoring of business relationships as part of the
strengthening of requirements for enhanced dugetttie.
Guidelines should be established to provide firgnci
institutions and DNFBPs with specific guidance dAlC
ISsues.

Introduce a specific provision to allow the FMAdonsure
that financial institutions apply AML/CFT measures

consistent with FATF Recommendations across firsngi

groups.

Consider providing additional resources to allowAM
supervision staff to participate directly in the ANCFT
on-site inspection program.

Ensure that staff resources are adequate to adtieess
AML/CFT risks of the insurance sector.

Money value transfer services (SR.V,

e

Reduce the legal threshold for MVT CDD to confoon t
the FATF wire-transfer threshold (USD/EUR1,000).

4 .Preventive Measures—Nonfinancia
Businesses and Professions

Customer due diligence and record-
keeping (R.12)

Strengthen legislative requirements to cover the&tion
of all kinds of companies: TCSPs should conduct CDD
and ascertain the beneficial owner when forming
commercially-active entities and holding compartieg
contain commercially-active entities.

Define in law or regulation a wider range of higékr
customers to include notably non-resident accounts,
accounts opened through an intermediary, entitids w
bearer shares, trusts and foundations, and entities

registered in privately-managed registers and datd
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Define and explicitly require by means of law or
regulation enhanced due diligence for high-risk@mers.
Strengthen obligation to verify identification ddtat
customers entering into business relationshipsfizal
owners, and authorized parties.

The FMA should consider classifying business oletain
through cross-border third-party intermediaries as
requiring a level of enhanced due diligence.

Provide an explicit requirement for enhanced due
diligence for PEP-related business, preferablywm or
regulation, having regard to the level of potentisl in
Liechtenstein.

Require DNFBPs to obtain senior management appro
to continue the business relationship when aniagist
customer or beneficial owner is found to be, or
subsequently becomes a PEP.

Provide for an explicit legal obligation by DNFBRs
determine the source of wealth of customers and
beneficial owners identified as PEPSs.

Consider applying similar measures to domestic PEPs
Require DNFBPs to take measures to address thefrisk
misuse of new technologies for ML or FT purposes.
Require DNFBPs to take additional measures to sspre
address the risk of non-face to face business.

Amend the DDA to exclude the conduct of ongoing
monitoring from the scope of delegation to thirdties;
Remove the protection from punishment set out itchsr
30.2 DDA in the event of the failure of an interraag to
meet DDA requirements.

The authorities should determine countries in whiid
parties who conduct the due diligence on behalf of
Liechtenstein DNFBPs can be based, by referentiesto
adequacy of their application of the FATF
Recommendations.

Provide explicitly that DNFBPs be required to ppgdal
attention to all complex, unusual large transactian

unusual patterns of transactions, that have norappar
visible economic or lawful purpose.

Suspicious transaction reporting
(R.16)

Conduct outreach to non-reporting TCSPs and taher ot
appropriate measures to increase the breadth oBPNF
reporting.

To enhance effectiveness: remove the provision for
automatic freezing of assets on the filing of arRSA

simplify the SAR reporting requirement so as ndtave

al
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the forming of suspicion made legally conditional o
conducting prior simple and special enquiries under
Article 15 DDA; and ensure that the pre-cleararystesn
for SARs, as currently applied by the FIU, is netrmitted
to undermine the effectiveness of the system of SAR
reporting.

Extend the SAR reporting requirement to include
attempted occasional transactions.

Extend the SAR requirement to explicitly includedis
that are linked or related to, or to be used footéesm,
terrorist acts, or by terrorist organizations, ddiéion to
those who finance terrorism.

Include provisions extending protection to direstor
officers, and employees;

Remove the time limit on the prohibition of tippiodf.
Introduce a specific requirement to pay speci&ditbn to
business relationships and transactions with persom
or in countries which do not or insufficiently apphe
FATF Recommendations.

Introduce effective measures to ensure that DNFRBEs
advised of concerns about weaknesses in the AML/CF
systems of other countries.

Introduce a requirement that DNFBPs examine the
background and purpose of such transactions with no
apparent economic or visible lawful purpose, with
findings documented and available to assist compete
authorities and auditors.

Regulation, supervision, monitoring,
and sanctions (R.17, 24, & 25)

Expand administrative offenses in order to esthldis
continuum of sanctions from minor to serious DDA
violations and to ensure that cases are processed i
timely, effective and proportionate manner.

The FMA should further develop its Guideline on
Monitoring of business relationships as part of the
strengthening of requirements for enhanced dugettitie.
Guideline should be issued with regard to CFT nexénts.
Consider increasing the frequency of DDA audits for
TCSPs.

Consider more direct involvement of FMA staff in BD
audits.

Other designated non-financial
businesses and professions (R.20)

5. Legal Persons and Arrangement
& Nonprofit Organizations

Legal Persons—Access to beneficial
ownership and control information
(R.33)

The definition of “beneficial owner” should be andeal
and brought in line with the FATF standard to cower
control structure of legal persons.

Intermediaries should be required by law to verify

T
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beneficial ownership information.

Although in practice beneficial ownership infornaatiof
commercially-active companies is available in gdar
number of cases, the authorities should put ineplac
measures to ensure that information on beneficial
ownership and control of legal entities that are
commercially-active in the domiciliary state is aipied,
verified, and kept.

Legal Arrangements—Access to
beneficial ownership and control
information (R.34)

The definition of “beneficial owner” should be andeq
and brought in line with the definition of the FATF
standard to ensure that there is adequate tramspyare
concerning the control structure of legal arrangesie
Intermediaries should be required by law to verify
beneficial ownership information.

Although the number of “private trustees” active in
Liechtenstein seems to be marginal, such persangdh
be under a legal obligation to obtain, verify, aadord
beneficial ownership information.

Nonprofit organizations (SR.VIII)

Liechtenstein should conduct a review of its NP@sla
and regulations.

Liechtenstein should conduct outreach with the NPO
sector on the risks of FT abuse.

6. National and International
Cooperation

National cooperation and coordinatig
(R.31 & 32)

5

The Conventions and UN Special
Resolutions (R.35 & SR.1)

The authorities should ensure that all provisidinhe
Palermo and Vienna Conventions are fully implemente
The authorities should ensure that all provisidnthe
United Nations International Convention for the
Suppression of Financing of Terrorism are impleraeént
Implementation of the relevant UNSCRs needs further
refining to expressly cover the assets under ttieaot
control or ownership of terrorists, and to fullynomalize
terrorism financing.

Mutual Legal Assistance (R.36, 37,
38, SR.V & 32)

The legislator should endeavor to find a solution f
possible excessive delays caused by delaying $actic
before the Constitutional Court.

Serious and organized fiscal fraud should be exclud
from the fiscal exemption.

The deficiencies in the ML and FT offense should be
remedied to enable full compliance with dual criadity-
ruled requests.

The limited confiscation possibility for instrumatities,
also relevant in the MLA context, should be addzdss
The government should decide on the desirabilitthef
establishment of an asset forfeiture fund.




242

Extradition (R. 39, 37, SR.V & R.32)

The legislator should endeavor to find a solution f
possible excessive delays caused by delaying $actic
before the Constitutional Court.

The refusal grounds for extradition should excladaous
and organized fiscal fraud.

The deficiencies in the ML and FT offenses neeleto
addressed so as not to pose a potential obstacle to
extradition in the light of the dual criminalityipciple.

Other Forms of Cooperation (R. 40,
SR.V & R.32)

FIU access to confidential financial informatiorichby
DDA subjects, including at the request of foreign
counterparts, should be expressly provided for.

To reflect relevant jurisprudence, provide in léagion an
explicit exclusion from secrecy provisions for all
categories of financial institutions and DNFBPstpport
the provision of all relevant confidential infornaat to
foreign competent authorities where necessary for
AML/CFT purposes;

Reconsider the current appeals procedure regaoddegs
under the Administrative Proceedings Law with awte
improving the efficiency and effectiveness of imh@tion-
sharing measures.

7. Other Issues

Other relevant AML/CFT measures d
issues

Maintain statistics on criminal procedure seiziaed
confiscations and more comprehensive statistics on
seizure and confiscation of criminal proceeds.
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Authorities’ Response to the Assessment

The Liechtenstein authorities would like to thah& evaluators for their professional work and
the huge amount of time they have invested in ltEtstein’s assessment. Their findings and
impressions are reflected in a very comprehensidedgtailed report. The valuable discussions
and feedback with respect to the Liechtenstein ABRT system will help Liechtenstein to
further improve its AML/CFT system.

Liechtenstein was assessed for the first time byMF in 2002. The IMF observed a high level
of compliance with international standards for antiney laundering and combating the
financing of terrorism, particularly the standaisisued by the FATF. Since then, Liechtenstein
has continued to make serious and significant &ffior strengthen the regime to prevent money
laundering and terrorist financing. Various lawsdaeen amended or even totally revised, like
for example the Due Diligence Act (DDA). The DDApdies to every financial institution and
DNFBP in Liechtenstein. The Financial Market Autbors the single regulator that is
responsible to supervise every financial institutmd DNFBP.

Both, money laundering and the financing of temwriare criminalized and to a large extent in
line with international standards. Liechtensteis bat up a very proactive reporting system in
the last years, which has led to the detectioraabus high profile cases in the fight against
money laundering and the financing of terrorismadialition, this proactive approach has made it
possible in the last years to set up close and ailytbeneficial relationships with foreign
authorities and international organizations inAML/CFT sector.

Liechtenstein will continue to further strengthenéastablished and successful AML/CFT system
based on the findings of this report. Some of doent recommendations have already been
implemented, i.e. mutual legal assistance in cab¥#\T tax fraud as per July 27, 2007, or are
in progress. The EU Directive 2005/60/EC (Third BML/CFT-Directive) and the Directive
2006/70/EC (laying down implementing measures foe®ive 2005/60/EC) are planned to be
implemented in 2008. Thus, many of the currentm@oendations will be met. In addition, the
implementation of the EU Regulation No 1781/2006rdarmation on the payer accompanying
transfers of funds (with regard to wire-transfaeroing to lead to full compliance with SR VII.
Furthermore, the implementation of a disclosurgéesysn order to fulfill the required measures
of SR IX concerning physical cross-border transggarh of currency and bearer negotiable
instruments is—due to the customs union in collabon with Switzerland—already in
progress.

Liechtenstein will pursue the chosen way of streaging its AML/CFT system and strive
thereby for a sustainable implementation of intéomal standards.
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Annex 1 — Details of all bodies met on the on-sitaission

l. Ministries

The Head of Government
Ministry of Justice

Ministry of Foreign affairs
Ministry of Economic affairs

Il Operational, Law Enforcement and Intelligence Agencies
The Office of the General Prosecutor

Investigative and Trial Judges

Financial Intelligence Unit

The Liechtenstein Police

lll. Supervisory Bodies
Financial Market Authority

IV. Other Bodies
Office of the Land and Public Registration

V. Financial Institutions

The Liechtenstein Postal Service
Four Banks

Two Insurance Companies

One Asset Management Company
One Investment Undertaking

One Exchange Office

VI. Designated Non-Financial Businesses and Profésss
Five Trustees and Trust companies

Two Law Firms

One Real Estate Agent

One Dealer in Precious Metals

VII. Professional Bodies
Bankers Association
Trustees Association
Insurance Association
Auditors Association
Lawyers association

VIIl. Others
Two Audit Firms



245

Annex Il: List of all laws, regulations and other material received
Constitution of the Principality of Liechtenstein

Criminal Code (StGB)

Criminal Procedure Code (StPO)

Commercial Code

Law on Cooperation with the International Crimi@durt and Other International Tribunal
(ZIGG)

Law on International Mutual Legal Assistance infiinal Matters (RHG)

Law on Narcotics and Psychotropic Substances

Excerpts from Persons and Companies Act (PGR)

Ordinance on the Performance of Activities undeiiche 180a of the Persons and Companies
Act

Law on Measures pertaining to Economic Transactwatis Foreign States

Law on Banks and Finance Companies (Banking Act)

Law on the Supervision of Insurance (Insurance Bugien Act)

Law on Investment Undertakings (Investment Undémnigg Act)

Law on Asset Management (Asset Management Act)

Law against Market Abuse in the Trading of Finahliiatruments (Market Abuse Act)

Act on Lawyers

Act on Trustees (TrHG)

Act on the Trust Enterprise (TrUG)

Law on Auditors and Audit Companies

Law of Professional Due Diligence in Financial Tsaations (Due Diligence Act)

Law concerning the Financial Intelligence Unit (FAdt)
Law on the Financial Market Authority (Financial Mat Authority Act)

Ordinance on Measures against Persons and Organgatith Connections to Usama bin
Laden, Al-Qaida, or the Taliban

Ordinance on the Persons and Companies Act

Ordinance on the Public Registry (OeRegV)

Ordinance Implementing the Law on Banks and Fin&@m@apanies (Banking Ordinance)
Ordinance on the Law on the Supervision of Insueddodertakings (Insurance Supervision
Ordinance)

Ordinance on Investment Undertakings

Ordinance on the Asset Management Act (Asset ManageOrdinance)

Ordinance on the Due Diligence Act (Due Diligenagli@ance)

FMA Guidelines on the Monitoring of Business Redaghips, on Due Diligence Inspections
conducted by Mandated Due Diligence Auditors andeCaf Conduct for the Liechtenstein
Fund Center

FMA Communication concerning the Due Diligence @dlers in High-Value Goods
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11.

12.

13.

14.

15.

16.

17.
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Annex Il — Texts or excerpts from the following lavs and regulations
Criminal Code (StGB)
Criminal Procedure Code (StPO)
Law on Professional Due Diligence in Financiedfisactions (DDA)
Ordinance on the Due Diligence Act (DDO)
Law on the Financial Market Authority (FMA Act)
Law Concerning the Financial Intelligence Uiy Act)
Law on Banks and Finance Companies (Banking Act)
Law on Asset Management (AMA)
Law on Investment Undertakings (IUA)
Law on Supervision of Insurance UndertakinGa\j!
Law on International Mutual Legal Assistanc€niminal Matters (RHG)
Persons and Companies Act (PGR)
Act on the Trust Enterprise (TrUG)
Act on Lawyers

Law on Auditors and Audit Companies

Ordinance on Measures against Persons and i@agans with Connections to Usama

bin Laden, Al-Qaida, or the Taliban

FMA Guideline 2005/1 — Monitoring of businestationships
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Criminal Code (StGB)
§5

Mens rea

1) A person shall be deemed to act willfully if Wishes to bring about facts corresponding to telle
elements of an offense; it shall thereby be sufitif the perpetrator seriously believes suchsfaan
be brought about and accepts that they will bedhbabout.

2) The perpetrator shall be deemed to act inteallipif he intends to bring about the circumstance
result for which the law requires intentional antio

3) The perpetrator shall be deemed to act knowiifidig not merely believes the circumstance orltesu
for which the law requires knowledge to be possibig rather considers its existence or occurrémce
be certain.

§12
Treatment of all participants as perpetrators

Not only the immediate perpetrator shall be deetoemmmit the punishable act, but also every person
who directs another person to perform the act ar etherwise contributes to its performance.

§15
Punishability of attempt

1) The penalties for willful acts shall not onlypdypto a completed offense, but also to an atteampitto
any participation in an attempt.

2) The offense shall be deemed attempted as sabe gerpetrator actuates his decision to commit or
direct another person to commit (8 12) the offdmsevay of an act immediately preceding
commission.

3) An attempt and participation in an attempt shatibe punishable if completion of the offense wais
possible under any circumstances, for lack of peakqualities or circumstances that the law reguire
the person acting to fulfill or given the type bétact or the type of the object against which the
offense was perpetrated.

§ 20

Absorption of enrichment

1) Anyone who:

1. has committed a punishable act and has the@hgd pecuniary benefits, or
2. has received pecuniary benefits for the commmmssf a punishable act

shall be sentenced to pay an amount of money égtia¢ unjust enrichment obtained thereby. To the
extent that the amount of enrichment cannot berhirted or only with disproportionate effort, theuco
shall specify the amount to be absorbed at itgeier.

2) If

1. the perpetrator has continually or repeatedigrodted crimes (8 17) and obtained pecuniary
benefits through or for their commission, and

2. he has received other pecuniary benefits duhaedime connected with the crimes committed,

and it is reasonable to assume that such benefiisate from other crimes of this kind, and their
lawful origin cannot be credibly shown,

then these pecuniary benefits shall also be takenaiccount when specifying the amount to be alesbrb
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3) A perpetrator who has gained pecuniary beneiiting the time connected with his membership of a
criminal organization (8 278a) or a terrorist gr¢g®278b) shall be sentenced to pay an amount of
money specified at the court's discretion to beaktuthe enrichment obtained, if it is reasondble
assume that such pecuniary benefits originate fronishable acts and their lawful origin cannot be
credibly shown.

4) Anyone who has been enriched directly and ulyjtistough the punishable act of another person or
through a pecuniary benefit paid for the commissibsuch act shall be punished to pay an amount of
money equal to the enrichment. If a legal persgpasinership has been enriched, then it shall be
sentenced to pay this amount.

5) If a directly enriched party is deceased ordiractly enriched legal person or partnershipormér
exists, then the enrichment shall be absorbed fhentegal successor, to the extent that enrichment
still existed at the time of legal succession.

6) Several enriched parties shall be sentenceddiogao their share in the enrichment. If thisreha
cannot be determined, then the court shall sp&ciyits discretion.

§ 20a
Exclusion of absorption

1) Absorption shall be excluded to the extent thatenriched party has satisfied civil claims agsirom
the offense or has undertaken to do so by meaas ehforceable contract, or the enriched party has
been sentenced or is simultaneously being senteéaatmso, or the enrichment has been remedied by
other legal measures.

2) Absorption shall be refrained from

1. to the extent that the amount to be absorbéigeoprospects for collection are disproportionate t
the procedural efforts necessary for the absormtiaollection, or

2. to the extent that payment of the amount of mamauld disproportionately impede the
development of the enriched party or would represadue hardship for the enriched party, in
particular because the enrichment no longer eaidtise time of the order; other disadvantages
resulting from a judgment shall be taken into actou

8 20b
Forfeiture

1) Assets subject to the power of disposal of micial organization (8§ 278a) or a terrorist grou2{8b)
or that have been made available or collectedmagams of financing of terrorism (8 278d) shall be
declared forfeited.

2) Assets originating from a punishable act shaltlbclared forfeited if the offense from which tlagise
is also punishable under the laws of the place avttex offense was committed but, according to 88 62
to 65, is not subject to Liechtenstein criminal $aand does not constitute a fiscal offense.

§ 20c
Exclusion of forfeiture
1) Forfeiture shall be excluded to the extent that

1. the assets concerned are subject to legal cl#ipsrsons who are not involved in the punishable
act, the criminal organization, or the terrorisbgp, or

2. the purpose of forfeiture is attained by otlegial measures, in particular to the extent that the
unjust enrichment is absorbed by foreign proceedargl the foreign decision can be executed in
Liechtenstein.
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2) Forfeiture shall be refrained from if it woule disproportionate to the importance of the mattehe
procedural efforts.

8 26
Confiscation

1) Objects which the perpetrator used to commiipiln@shable act, or which he designated for uskdn
commission of the act, or which have arisen froim #lct shall be confiscated if this appears to be
called for, given the particular nature of the abgeto impede the commission of punishable acts.

2) Confiscation shall be refrained from if the #at party eliminates the particular nature of dbgcts,
especially by removing components or markings féaititate the commission of punishable acts or by
rendering them unusable. Objects subject to Idgahs of a person not involved in the punishable ac
may only be confiscated if the person concerned doéguarantee that the objects will not be ueed f
the commission of punishable acts.

3) If the preconditions for confiscation are mbgrt the objects shall also be confiscated if ntqudar
person can be prosecuted or sentenced for thehalmesact.

§29
Cumulation of values and injuries

If the amount of the penalty depends on the valmmbject against which the act is directed othen
injury caused thereby or willfully desired by therpetrator, then, in the event that the perpetizsr
committed several offenses of the same kind, tteg &aonount of the values or injuries shall be used.

§ 3la
Subsequent mitigation of the penalty, the absompicthe enrichment, and the forfeiture

1) If circumstances subsequently arise or becorme/krwhich would have resulted in a less severe
penalty, the court shall mitigate the penalty apgedely.

2) If the personal situation or the economic cafiginf a person sentenced to a fine subsequently
worsens to more than an insignificant degree, thetshall reassess the daily rate with respettido
outstanding fine within the limits set out in § @&agraph 2, unless the sentenced person hasliyillfu
brought about the worsening, even if only by refirag from a reasonable occupation.

3) If a person sentenced to absorption of enrictimnsequently satisfies civil claims arising fridm
offense or if other circumstances arise whichhéythad existed at the time of the judgment, wowtd
have resulted in a sentence of absorption of eméct or only in payment of a lesser amount, then th
court shall modify the decision accordingly. Thenegprocedure shall apply if such circumstances
subsequently become known.

4) If circumstances subsequently arise or becorogRirwhich, if they had existed at the time of the
judgment, would not have resulted in a sentender@iture or only in the forfeiture of lesser asse
then the court shall modify the decision according|

§ 62

Punishable acts in Liechtenstein

The Liechtenstein criminal laws shall apply toadfenses committed in Liechtenstein.
§ 63

Punishable acts on board Liechtenstein ships arrait

The Liechtenstein criminal laws shall also applpti@nses committed on a Liechtenstein ship oraifitc
irrespective of where the ship or aircraft is lecht

§ 64
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Punishable acts abroad that are punished irrespeatif the laws of the place where the offense is
committed

1) The Liechtenstein criminal laws shall applyhe following offenses committed abroad, irrespect
the criminal laws of the place where the offenssoimmitted:

1. high treason (§ 242), preparation of high traggo244), subversive groups (8§ 246), attacks
against the highest organs of the State (88 22919, treason (88 252 to 258), and punishable
acts against the national defense (88 259 and 260);

2. punishable acts committed against a Liechtamsiféicial (§ 74 paragraph 4) during or because
of execution of his tasks and punishable acts cétedhas a Liechtenstein official;

3. false testimony in court (§ 288) and false testiy before an administrative authority under oath
or confirmed by oath (8§ 289) with respect to praltegs pending before a Liechtenstein court or
a Liechtenstein administrative authority;

4. extortionate kidnapping (8 102), delivery taeeign power (§ 103), slave trade (§ 104), breach
of a business or trade secret (§ 122), abuse o$iadss or trade secret for the purpose of unfair
stock exchange transactions (8§ 122a), spying busaess or trade secret (8 123), spying out a
business or trade secret for use abroad (8§ 124fjcking in human beings (8 217),
counterfeiting money (8 232), counterfeiting spigigrotected securities punishable under § 232
(8 237), preparation of counterfeiting money, sei|g, or official stamps (8 239), criminal
organization (8§ 278a paragraph 1), and crimes ag#ie provisions of the Narcotics Act if the
perpetrator is not extradited or if the offensdaties Liechtenstein interests;

4a. serious sexual abuse of underage persons J8s2dbial abuse of underage persons (8§ 206),
sexual abuse of persons under the age of sixtegar 8208 paragraph 1(2) and pornography
under § 218a paragraph 3, to the extent that sextgslwith underage persons are concerned, if
the perpetrator has his residence or habitual almoldechtenstein;

5. air piracy (8 185), punishable acts againstdrd limb or against liberty committed in connegtio
therewith, and willful endangerment of the safdtyio travel (§ 186) if

a) the punishable act is directed against a Liesihdén aircraft,

b) the aircraft lands in the Principality of Lieehstein and the perpetrator is still on board,

c) the aircraft without crew is leased to someohe Was his business domicile or, if no such
business domicile exists, his habitual abode irPttiecipality of Liechtenstein, or

d) the perpetrator is situated in the Principadity_iechtenstein and is not extradited,;

6. other punishable acts which the Principality ieichtenstein is required to prosecute, irrespectiv
of the criminal laws of the place where the crimeammitted, even if they are committed
abroad;

7. punishable acts that a Liechtenstein citizenmisagainst another Liechtenstein citizen, if both

have their residence or habitual abode in Liecl&ems

8. termination of pregnancy (8 96), terminatiorpcggnancy without consent of the pregnant
woman (8 97), careless intervention with respeét ppegnant woman (8 98), provided that the
pregnant woman has her residence or habitual ahddechtenstein;

9. participation (8 12) in a punishable act comeaitby the immediate perpetrator in Liechtenstein,
as well as receiving stolen goods (8 164) and mtenaydering (8 165) with respect to a
(predicate) offense committed in Liechtenstein;

10. terrorist group (8 278b) and terrorist offen@278c) as well as punishable acts under §88d28 t
131, 144, 145, 223, and 224 committed in connec¢herewith if
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a) the perpetrator was a Liechtenstein citizeheatime of the offense or acquired Liechtenstein
citizenship later and still has it at the time thigninal proceedings are initiated,

b) the perpetrator has his residence or habituzdeln Liechtenstein,

C) the offense was perpetrated for the benefitlefal person domiciled in Liechtenstein,

d) the offense was committed against the Reignimge®, Parliament, the Government, a court or

other authorities or against the population ofRhi@cipality of Liechtenstein,

e) the perpetrator was a foreign citizen at the tohthe offense, is situated in Liechtenstein, and
cannot be extradited.

11. financing of terrorism (8§ 278d) if

a) the perpetrator was a Liechtenstein citizeheatime of the offense or acquired Liechtenstein
citizenship later and still has it at the time dneninal proceedings are initiated, or

b) the perpetrator was a foreign citizen at thetohthe offense, is situated in Liechtenstein, and
cannot be extradited.

2) If the criminal laws enumerated in paragrapladnot be applied merely because the offense istan a
punishable with a stricter penalty, then the ofeeosmmitted abroad shall nevertheless be punished i
accordance with Liechtenstein criminal laws, irexdjve of the criminal laws of the place where the
crime is committed.

§ 65

Punishable acts abroad that are only punishedef/tare punishable under the laws of the place where
they are committed

1) For offenses other than those referred to i638nd 64 that are committed abroad, the Liechéenst
criminal laws shall apply, provided that the offessire also punishable according to the laws of the
place where they are committed, if:

1. the perpetrator was a Liechtenstein citizeheatime of the offense or acquired Liechtenstein
citizenship later and still has it at the time dneninal proceedings are initiated,;

2. the perpetrator was a foreign citizen at thetohthe offense, is caught in Liechtenstein, and
cannot be extradited abroad for reasons otherttteatype or nature of his offense.

2) The penalty shall be determined so that thegteafor is not treated less favorably in the ovexféct
than under the law of the place where the crintmemitted.

3) If there is no penal power at the place wheeectime is committed, it shall be sufficient if thifense
is punishable under Liechtenstein law.

4) The offense shall not be punished, however, if:
1. the offense is no longer punishable under tivs laf the place where it is committed;

2. the perpetrator has been acquitted by a firgment or the prosecution has otherwise been
dropped before a court of the State in which tieis committed,

3. the perpetrator has been convicted by a firddent before a foreign court and the sentence has
been enforced in its entirety or, to the extehiag not been enforced, the perpetrator has been
released or enforcement of the sentence has begoombarred under the law of the foreign
State;

5) Preventive measures provided for under Liecthégméaw shall, if the preconditions therefor apply
also be ordered against a Liechtenstein citizen éJ cannot be punished in Liechtenstein for one
of the reasons set out in the preceding paragraph.

§ 165
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Money laundering

1) Anyone who hides asset components originatioigp fa crime, a misdemeanor under 88 278d or 88§
304 to 308, or a misdemeanor under the Narcotitsohk@onceals their origin, in particular by
providing false information in legal transactiomscerning the origin or the true nature of, the
ownership or other rights pertaining to, the poefedisposal over, the transfer of, or concernirg th
location of such asset components, shall be pudiglith imprisonment of up to three years or a fine
of up to 360 daily rates.

2) Anyone who appropriates or takes into safekeppgsset components originating from a crime, a
misdemeanor under 88 278d or 88 304 to 308 nsisdemeanor under the Narcotics Act committed
by another person, whether with the intention nyat@hold them in safekeeping, to invest themgpor t
manage them, or who converts, realizes, or tramsigrh asset components to a third party, shall be
punished with imprisonment of up to two years fina of up to 360 daily rates.

3) Anyone who commits the offense with respect talae exceeding 75,000 francs or as a member of a
gang that has joined together for the purpose wofimged money laundering shall be punished with
imprisonment of six months to five years.

4) An asset component shall be deemed to arisedrpmmishable act if the perpetrator of the purikha
act has obtained the asset component through filsesefor for its commission or if the value of the
originally obtained or received asset value is edidgabtherein.

5) A person shall not be punished for money laundarho has been punished for participation in the
predicate offense.

6) Anyone who appropriates or takes into safekeppgsset components of a criminal organization (8
278a) or a terrorist group (8 278b) on behalf ahdhe interest of such a criminal organization or
terrorist group, whether with the intention merhold them in safekeeping, to invest them, or to
manage them, or who converts, realizes, or tramsigrh asset components to a third party, shall be
punished with imprisonment of up to three yeargpae who commits the offense with respect to a
value exceeding 75,000 francs shall be punishdd imiprisonment of six months to five years.

§ 278a
Criminal organization

1) Anyone who establishes an enterprise-like aaioni of a significant number of persons that is
intended to exist for an extended period of tim&bo participates in such an association as a membe
or supports it financially, and such association

1. even if not exclusively, aims to commit on ae&jed and planned basis serious punishable acts
that threaten life, physical integrity, liberty, assets, or serious punishable acts relating to the
sexual exploitation of human beings, smugglinguhhn beings, or unlawful commerce in
weapons, nuclear and radioactive material, toxistgjacounterfeit money, or narcotics,

2. thereby aims to obtain substantial enrichmesubistantial influence on politics and economics,
and

3. aims to corrupt or intimidate others or to sthieself in a special way against prosecution
measures

shall be punished with imprisonment of one to tearg. 8 278 paragraph 2 shall applytatis mutandis

2) A person shall be considered to participate énirinal organization who commits a punishable act
within the context of the criminal aim of the orgaation or who participates in the activities oéth
organization by supplying information or otherwigith knowledge of the fact that he is thereby
promoting the organization or its criminal actiggi

§278b
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Terrorist group

1) Anyone who leads a terrorist group (paragrapshd)l be punished with imprisonment of five to
fifteen years. Anyone who leads a terrorist grdwad timits itself to the threat of terrorist offass(§
278c paragraph 1) shall be punished with imprisariroéone to ten years.

2) Anyone who participates in a terrorist grou@asember (8 278a paragraph 2) or who supports the
group financially shall be punished with imprisomef one to ten years.

3) A terrorist group is an association of more thao persons intended to exist for an extendedgdeof
time and aimed at the commission of one or moretist offenses (§ 278c) by one or more of its
members.

§ 278c

Terrorist offenses

1) Terrorist offenses are

murder (8 75),

bodily injury according to 88§ 84 to 87,
extortionate kidnapping (8 102),
serious coercion (§ 106),

dangerous threat according to § 107 paragraph 2,

o o bk 0w b

serious damage to property (8 126) and damadat&o(8 126a), if the life or property of others
could thereby be greatly endangered,

7. offenses willfully dangerous to public safetg (89, 171, 173, 175, 176, 178 and article 34 of
the War Material Act) or willful endangerment thgbupollution of water or air (§ 180),

air piracy (8 185),
willful endangerment of aviation safety (§ 186,
10. a punishable act under article 20 of the Wesgan,

if the offense is capable of resulting in seriougmduring disruption of public life or serious czge to
economic activity, and if the act is committed fioe purpose of intimidating the population in avgra
way, to coerce public authorities or an internadi@rganization into an act, acquiescence, or oanss
or to seriously unsettle or destroy the fundamepaétical, constitutional, economic, or socialutiures
of a State or international organization.

2) Anyone who commits a terrorist offense withie theaning of paragraph 1 shall be punished in
accordance with the law applicable to the offemseneerated therein, but the maximum sentence for
the offense shall be increased by half, up to atriveenty years.

3) The offense shall not be considered a terroffshse if it is aimed at the establishment or
reestablishment of democracy and the rule of lawf,ibis aimed at the exercise or protection of
human rights.

§ 278d
Financing of terrorism

1) Anyone who makes available or collects assetth®purpose that they be used, even in pargry c
out

1. air piracy (8 185) or willful endangerment ofation safety (8 186),
2. extortionate kidnapping (8 102) or a threatebér
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an attack upon the life, limb, or liberty of @ergon protected under international law or a violen
attack upon the private accommodation, officialhpises, or means of transportation of such a
person capable of endangering his life, limb, loetiy, or a threat to commit any such attack,

willful endangerment through nuclear energyomizing radiation (8 171), the threat thereof, a
punishable act to obtain nuclear or radioactiveeniat or a threat to steal or rob nuclear or
radioactive material, in order to coerce anothes@®into an act, acquiescence, or omission,

a substantial attack against the life or limawdther person at an airport serving internationall
aviation, the destruction of or substantial damaggich an airport or an aircraft located at such a
airport, or the disruption of the services of apait, provided that the offense is committed using
a weapon or other device and is capable of endemgsaifety at the airport,

a punishable act committed against a ship edfpdatform, against a person on board a ship or
fixed platform, against the cargo of a ship or agaa maritime navigational facility, in a manner
described in 88 185 or 186,

the delivery of an explosive or other lethalidevo a place of public use, a State or publidifgc
a public transportation system or an infrastrucfaodity, or the use of such means with the goal
of causing death or serious bodily injury to anotherson or extensive destruction of the place,
facility, or system, provided that such destruciiikely to result in major economic loss,

a criminal offense intended to cause deathmwwsebodily injury to a civilian, or to any other
person not taking an active part in the hostilitirea situation of armed conflict, when the goal of
such act, by its nature or context, is to intimédatpopulation or to compel a government or an
international organization to do or to refrain frolming any act, shall be punished with
imprisonment of six months to five years. The poment shall not, however, be more severe in
manner or extent than the law specifies for therafé financed.

2) The perpetrator shall not be punished in acearelavith paragraph 1 if a different provision pags
for a more severe sentence.
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Criminal Procedure Code (StPO)
§9

Security organs and all public officials and setsashall be prohibited, on pain of the strictesigiges,
to work toward the attainment of grounds for sugpior the conviction of a suspect by having the
suspect induced to undertake, continue, or completenishable act or, through the use of secretly
appointed persons, having him lured to make coitfiesgor use in court.

§10

In all aspects relating to its proceedings, then@ral Court shall be entitled to question all natiband
municipal authorities directly by means of lettefsequest. All national and municipal authoritigll
be required to offer assistance to the Criminalr€and to grant the requests received by the Gurt
quickly as possible, or to immediately indicatétte Criminal Court any obstacles to doing so. The
Criminal Court may also enter into direct commutiaas with the authorities of foreign States, usles
otherwise provided by special provisions or conttarcustom.

§92

1) A house search, i.e. the search of the abodéher premises belonging to a household, may oaly b
conducted if there is sufficient suspicion thakeaspn suspected of committing a crime or
misdemeanor is hiding therein or that objects acated therein whose possession or inspection could
be of importance to a specific investigation.

2) Persons with respect to whom there is a higbatility that they possess such objects or who are
suspected of a crime or misdemeanor or are othemagrious may also be subject to a personal
search and a search of their clothing.

§ 96

1) If objects are found that might be of importatwé¢he investigation or that are subject to fdufied or
confiscation, they shall be listed in a registedt taken under judicial custody or care or shalt&ieed
(8 60).

2) Every person shall be obliged to surrender sinjcts on demand, especially also documents. If a
person refuses to surrender an object the posaesfsichich has been admitted or has been otherwise
proven, and if such surrender cannot be effectea liyuse search, the possessor may, unless he is
suspected of having committed the punishable aasédif or is dispensed from his duty to testify as a
witness, be forced to effect such surrender byeaabee penalty of up to 1,000 francs and, if the
refusal continues and in important cases, alsmyoctve detention for a term of up to six weeks.

3) The person required to surrender the objecessrhe is suspected of having committed the offense
himself, shall on application be reimbursed foismaable costs necessarily incurred by separation
from documents or other evidentiary objects by loe by issuing photocopies (copies,
reproductions).

§97

If objects are found during a house or personaktbethat indicate the commission of a punishabte ac
other than the act for which the search was coediithen such object shall be seized if the asmigect
to prosecutiorex officig however, a separate record must be compiled dm sizure and immediately
communicated to the Public Prosecutor. If the RuBibsecutor does not apply for initiation of cratli
proceedings, the seized objects shall be retumatkdiately.

8§ 97a

1) If the suspicion of unjust enrichment arises iamoust be assumed that this enrichment will be
absorbed under 8§ 20 of the Criminal Code (StGBIf, the suspicion arises that assets are subject to
the disposal of a criminal organization or terrogoup (88 278a und 278b StGB), are made available
or have been collected as means of financing adrism (8§ 278d), or originate from an act subject t
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punishment, and if it must be assumed that thesstsawill be subject to forfeiture under § 20 StGB,
then the Court shall, on application of the PuBliosecutor, order the following measures in
particular, for purposes of securing the absorptioiine enrichment or the forfeiture, if it must be
feared that collection would otherwise be endargjeresignificantly aggravated:

. the distraint, custody, and management of mdeqatysical objects, including the deposit of mgney
. the judicial prohibition of selling or pledgimgoveable physical objects,
. the judicial prohibition of disposing of cretilances or of other assets,

A W DN P

. the judicial prohibition of selling, burdeningy, pledging real estate or rights entered in thed_
Registry.

Through the prohibition under point 3, the Statallssicquire a lien on the credit balances and other
assets.

2) The order may also be issued if the amount@&thm to be secured under paragraph 1 has not yet
been determined precisely.

3) The order may specify an amount of money, tiposik of which prevents execution of the order. ©nc
the deposit has been made, the order shall bd liftéhis respect on application of the affectecspe.
The amount of money shall be determined so thaviers the expected absorption of enrichment or
the expected forfeiture.

4) The Court shall limit the duration for which tbeder is issued. This deadline may be extended upo
application. If two years have passed since therara@s first issued, without an indictment being
made or an application submitted in the independbjactive proceedings under § 356, then further
extensions of the deadline for one additional ysah shall only be permissible with the approval of
the Court of Appeal.

5) The order shall be lifted as soon as the camhtior its issue have lapsed, especially algonillist be
assumed that the absorption of enrichment or tHfeifare will not occur or if the deadline under
paragraph 4 has expired.

6) A ruling on the issuing or lifting of the orderay be appealed to the Court of Appeal by the ©ffit
the Public Prosecutor, the accused, and other peeftected by the order (§ 354).

§98

1) When searching documents, it must be ensureditizauthorized persons do not gain knowledge of
their content.

2) Documents that have been taken under judicstbdy and that cannot be recorded immediately must
be put into an envelope to be closed with the gille court. Participants present during the $earc
shall also be allowed to add their seal. When dagssare broken, the participant shall be summtmed
attend. If he does not respond to such a summorfisha summons cannot be sent due to his absence,
the seals shall nevertheless be broken.

§ 98a

1) To the extent it appears necessary for solviogsa of money laundering within the meaning of the
Criminal Code, a predicate offense of money lauindeor an offense in connection with organized
crime, banks and finance companies shall be redjbiygudicial ruling

1. to disclose the name, other data known to themeerning the holder of a business relationshid, an
the address of such person,

2. provide information on whether a suspect mastai business relationship with this institutiagnai
beneficial owner or authorized person of such anags relationship, and, if this is the case, glevi
all information necessary to precisely determirig Itlusiness relationship and all documents
concerning the identity of the holder of the busseelationship and his powers of disposal,
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3. all documents and other materials concerningyie and scope of the business relationship and
associated business processes and other busingEnis in a specific past or future time period.

The same shall apply if, on the basis of particalerumstances, it must be assumed that the bigsines
relationship has been or continues to be useddnsacting a pecuniary advantage that was obtained
through punishable acts or received for such &2 (StGB) or is subject to the power of disposa o
criminal organization or terrorist group or hasibetade available or collected as a means of fimgnci
of terrorism (8 20b StGB).

2) Instead of the originals of documents and othaterials, photocopies may also be issued if their
correspondence with the originals is beyond ddfibiata carriers are used, the bank or finance
company must issue permanent reproductions thaeadable without any additional aids or must
have such reproductions produced; if automatedmatzessing is used to administer the business
relationship, then an electronic data carrier geaerally used file format may be transmitted. § 96
paragraph 3 shall apply mutatis mutandis.

3) A ruling under paragraph 1 shall in all casesdéwed upon the bank or finance company. Service
upon other persons with powers of disposal thaedrom the business relationship and have become
known may be deferred if service would endangeptirpose of the investigation. The bank or
finance company shall be notified of this and nmatntain secrecy for the time being with respect to
all facts and processes associated with the judioiler vis-a-vis clients and third parties. Untherse
conditions, persons working for them may also nfirim the contracting party or third parties about
ongoing investigations.

4) If the bank or finance company does not wameide certain documents or other materials or does n
want to divulge certain information, then 88 9&e4. shall apply mutatis mutandis. The prohibition
against providing information under paragraph 3lsta be affected thereby.

§ 103

1) An order of surveillance of electronic communiga, including recording of the content theredfaks
only be permissible if it must be expected thatssurveillance can help solve a punishable acestibj
to a penalty of more than one year of imprisonnaerat if

1. there are substantial grounds to believe theeowhthe means of communication has himself
committed the offense, or

2. there are reasons to assume that a personesiiect to whom there are substantial grounds teveel
he committed the offense is staying with the owsfehe means of communication or will use the
means of communication to contact him, unless tineeo is one of the persons referred to in § 107
paragraph 1(2), or

3. the owner of the means of communication expyesglees to the surveillance.

2) The order of surveillance of electronic commatian shall be the responsibility of the investiggt
judge, but he must immediately obtain approval ftamPresident of the Court of Appeal. If approval
is denied, then the investigating judge must immaedly revoke the order and have the recordings
destroyed.

3) The security authorities shall be requesteckénate the surveillance of electronic communication
consultation with the providers within the meanaighe Communications Act (8§ 10). Initially, pagie
and others involved in the proceedings shall nahfmmed.

4) The ordered surveillance shall be limited t@émonths. If a need for surveillance continuesr aft
expiry of this deadline, the procedure set ouhapreceding paragraphs shall again be followed.

§ 105

As a rule, everyone summoned as a witness shadidagred to obey the summons and to give testimony
in court with respect to what he knows about thedattof the investigation.
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8107
1) The following persons shall be relieved of théigation to testify:

1. persons whose testimony would make them sutgebe threat of criminal prosecution or, in
connection with criminal proceedings against thexm,ld be in danger of incriminating themselves,
even if they have already been convicted;

la. persons who are called upon to testify in prdteys against a relative (8§ 72 StGB) or whose
testimony would entail the threat of criminal prosgon of a relative; in this regard, the qualifyao
person as a relative arising from marriage shasistieven if the marriage no longer exists;

1b. persons who may have been violated in theinalesphere by the act with which the accused has
been charged, provided that the parties had therappty to participate in a preceding judicial
hearing (88 115a, 195);

1c. persons who at the time of their questioningeh#ot reached the age of eighteen and who may
have been injured by the act with which the accisexdbeen charged, provided that the parties lead th
opportunity to participate in a preceding judidiabring (88 115a, 195);

2. counsel for the defense with respect to whaatweised has entrusted them with in this capacity;

3. lawyers, legal agents, auditors, and patentragys with respect to what their principal has estted
them with in this capacity;

4. medical specialists in psychiatry and psycheatpyernon-medical psychotherapists, psychologists,
probation assistants, mediators under the Civilisteah Act, and staff members of recognized
institutions for psychosocial counseling and caith wespect to what they have learned of in this
capacity;

5. everyone with respect to how he has exerciseddtit to vote, if such exercise has been declared
secret by law.

2) Assistants and persons participating in protesditraining shall be deemed equivalent to theqres
referred to in paragraph 1(2), (3), and (4).

3) The right of the persons referred to in paragraf2), (3), and (4) and in paragraph 2 to refuse
testimony may not be circumvented, or else théntesty shall be deemed invalid.

4) If a person summoned as a witness stands ifahe relationships mentioned above to only one of
several accused, then he may only refuse testimithyrespect to the other accused if it is not
possible to separate out the testimonies concethangthers. The same shall apply if the reason for
refusing testimony only refers to one of severalwinstances.

5) The investigating judge shall, prior to theiegtioning or as soon as the reason for their exemps
witnesses becomes known, inform the persons reféoran paragraphs 1 and 2 of their right to refuse
testimony and shall enter their declaration in tegard in the record. The information may also be
conveyed by an expert (§ 115a paragraph 2). Thewadi¢he condition of the witness shall be taken
into account in all cases when conveying the indiom. If the witness has not expressly waived his
right to refuse testimony, his testimony shall bemed invalid.

§ 205

1) When rendering its judgment, the court shalydake into account what has been presented in the
trial. Documents may only serve as evidence tegtent that they have been presented in the trial.

2) The court shall carefully and conscientiouslyess the credibility and probative force of evidehoth
individually and in connection with each other. Viespect to the question whether a fact shall be
accepted as proven, the judges shall not decidedordance with evidentiary rules under law, but
rather in accordance with their own conviction gaifrom conscientious review of all evidence
presented for and against.
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3) When evaluating the testimony of a withess wa® leen permitted under § 119a not to answer gertai
guestions, it shall be reviewed in particular wieetthe court and the parties have been given stific
opportunity to assess the credibility of the withasad the probative force of his testimony.

§ 353

1) The penal judgment shall include a decisionhenabsorption of enrichment, forfeiture, confisoati
and other financial orders under supplemental cidtriegislation, to the extent this section or othe
laws do not provide otherwise.

2) If the findings of the criminal proceedings dat suffice in themselves or upon conducting simple
additional inquiries to form a reliable judgmenttbe financial orders referred to in paragrapthént
this imposition may by ruling be reserved to a safgadecision (88 356, 356a), except in the ceete th
such an order is no longer permissible becaudeechssets or object concerned.

3) The decision on financial orders shall, expedhe case of § 356a, be equivalent to the imposaf
the sentence and may be appealed to the advamtdde the disadvantage of the sentenced person or
of other persons affected by the order.

§ 354

1) Persons who have a right to the assets or alijectatened by forfeiture or confiscation or assach
a right, who are liable for fines or the costsh# triminal proceedings, or who, without being aecl
or indicted themselves, are threatened with abisorptf enrichment, forfeiture, or confiscation, Bha
be summoned to the trial. In the trial and in thiesequent proceedings, they shall have the rights o
the accused, to the extent that the proceedingsecorthe decision on these financial orders. If a
summons has been served upon the affected pethermoceedings may be conducted and decided
even in their absence.

2) If the persons referred to in paragraph 1 oebed their right after entry into force of the idam on
forfeiture or confiscation, they shall be at lilyetd assert their claims to the object or its pasghprice
(8 253) within thirty years after the decision aisds the State by way of civil proceedings.

§ 355
Repealed
8 356

1) If there are sufficient grounds for the assumpthat the preconditions for absorption of enriehin(§
20 StGB), forfeiture (8 20b StGB), or confiscati@?26 StGB) are given, without the possibility of
deciding thereon in criminal proceedings or in pexings aimed at placement in one of the
institutions referred to in 88 21 to 23 StGB, tllea accuser shall file an independent applicaton f
the issue of such a financial order.

2) The court that had or would have jurisdictiottharespect to the hearings and judgment concethimg
offense giving rise to the order shall, in indepamtdoroceedings after public oral hearings, decite
an application for absorption of enrichment or édtxfre by way of a judgment. If the Criminal Court
or Court of Lay Assessors rendered judgment wispeet to the offense that would give rise to the
order, or reserved the decision (8§ 353 paragrapthé@) its chairman shall be competent sittingras a
individual judge.

3) The individual judge shall, in independent pestiags after public oral hearing, decide on an
application for confiscation, as a rule (8 356aWay of a judgment. The provisions on trials
concerning punishable acts not punishable by &geatof imprisonment of more than six months and
§ 354 shall apply mutatis mutandis.

4) In application of the chapter on legal remediegatis mutandis, the judgment may be appealédukto t
advantage and to the disadvantage of the affeeebp; § 354 paragraph 1, sentence 3 shall apply
mutatis mutandis.
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§ 356a

1) The individual judge may decide on an appligafiar confiscation in independent proceedings after
hearing the accuser and the affected person (8i85#)ling, if the value of the object threatengd b
confiscation does not exceed 2,000 francs or is@ssion of such object is prohibited in generahef
location of the affected person is abroad or ifld@ation cannot be determined without special
procedural effort, the person need not be heard.

2) The affected person and the accuser may appeakihg under paragraph 1 to the Court of Appe&ke T
appeal must be communicated to the opposing patiytiae notice that he may submit a response
within fourteen days.

§ 357

If the preconditions for the independent proceeslioigly arise in the trial, then the decision mapdie
issued as part of the judgment in which the accissadquitted or the application for placementrin a
institution is rejected.
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Law on Professional Due Diligence in Financial Tragactions (Due Diligence Act, DDA)
I. General Provisions

Article 1

Object and purpose

1) This Act governs the application of due diligeris professional financial transactions and setwes
combat money laundering, organized crime, anditt@n€ing of terrorism within the meaning of the
Criminal Code (88165, 278 to 278d StGB).

2) It also serves to implement Directive 91/308/Ei@he Council (EEA Compendium of Laws: Annex
IX — 23.01), in the version of Directive 2001/97/B€the European Parliament and the Council of 4
December 2001 on prevention of the use of the &iigdusystem for money laundering (EEA
Compendium of Laws: Annex IX — 23.02).

Article 2
Designations

The designations used in this Act to denote perdanstions and professions include persons of male
and female gender alike.

Article 3
Personal scope of application
1) This Act shall apply to the following legal andtural persons (persons subject to due diligence):

a) banks and finance companies holding a licenssupat to the Banking Act, e-money institutions
holding a license pursuant to the E-Money Act, alf as Liechtenstein branches of foreign banks,
finance companies, and e-money institutions;

b) asset management companies holding a licensegmirto the Asset Management Act and
Liechtenstein branches or establishments of forsggurities firm46;

c) investment undertakings holding a license purstathe Investment Undertakings A@t

d) insurance undertakings holding a license purtstaeiine Insurance Supervision Act which offer dire
life insurance, as well as equivalent Liechtensbeanches of foreign insurance undertakings;

e) the Liechtenstein Postal Services (limited camgpa

f) casinos;

g) natural and legal persons holding a licenseyaunisto the Professional Trustees Act;
h) natural persons holding a confirmation purstarmrticle 180a PGR2,;

i) exchange offices;

k) lawyers registered in the Lists of Lawyers ic@dance with the Lawyers Act, and legal agenthiwit
the meaning of article 67 of the Lawyers Act;

) natural and legal persons holding a licenseyamsto the Law on Auditors and Auditing Comparéss
well as auditing offices subject to special ledisla;

m) real estate agents;

n) dealers in high-value goods and auctioneers.

4% Article 3, Paragraph 1 (b) amended by Liechtendteiw Gazette LGBI. 2005 No. 281.
7 Article 3, Paragraph 1 (c) amended by Liechtendteiw Gazette LGBI. 2005 No. 281.
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0) insurance brokers holding a license pursuatiiddnsurance Mediation Act for the mediation & li
insurance policies and other services for the memd investmediS.

2) Legal and natural persons that do not fall witihie scope of paragraph 1 are nevertheless subject
due diligence if they carry out financial transans on a professional basis.

3) Occupational pension institutions that are exdngm taxation shall be exempt from the scopehisf t
Act.

4) Persons subject to due diligence pursuant tagoaph 1, subparagraph i, m, and n as well as izoiag
2 shall inform the responsible authority (artic® #nmediately upon assumption of their business
activity.

Article 4

Substantive scope of application

1) This Act shall apply to the professional condafcfinancial transactions.

2) The following transactions shall be consideiedricial transactions:

a) every acceptance or safekeeping of the ass#ig@parties, as well as assistance in the aaoept
investment, or transfer of such assets; or

b) establishing a legal entity on the account thfia party that does not operate commerciallyhim t
domiciliary State or acting as an organ of suckgall entity. A legal entity that does not operate
commercially in the domiciliary State is, in padiar, a legal person, company, trust, or other
association or asset entiyregardless of its legal structurghat does not conduct any trade,
manufacturing, or other commercial operation indbmiciliary State. This provision is without
prejudice to paragraph 3, subparagraph d.

3) The following transactions shall not be considefinancial transactions:

a) contractual relations of an investment undenigkhnat neither keeps share accounts nor offers or
distributes shares itself;

b) contractual relations in the form of an exclesasset management mandate with limited power of
attorney for a bank account or bank deposit fondividual client that is maintained at a bank sabj
to Directive 91/308/EEC in the version of Direct@01/97/EC or similar regulation and appropriate
supervision. A power of attorney for asset managenseconsidered limited if, in particular, the
powers to make direct investments and to debittataince the account or depesixcept for the
collection of reasonable administrative fedsave been cumulatively excluded by the empowering
persoulO.

c) business relationships of lawyers and legal &gemless the lawyer or legal agent contributebdo
planning and execution of financial or real estedasactions for his client, beyond forensic atitgi,
with respect to the following:

1 the purchase and sale of enterprises or foreginestateC;
2 the management of money, securities, or othetass the client;
3 the opening or management of accounts, deposissife deposit boxes;

4 the obtaining of the means necessary for thedtom, operation, or management of legal persons,
companies, trusts, or other associations or agsiges; or

“8 Article 3, Paragraph 1 (0) amended by Liechtendteiv Gazette LGBI. 2006 No. 129.

9 Article 4, Paragraph 3 (b) (1) amended by Liecsitein Law Gazette LGBI. 2006 No. 129.
%0 Article 4, Paragraph 3 (e) inserted by Liechteindtaw Gazette LGBI. 2006 No.129.
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5 the establishment on the account of a third pafrtylegal entity that does not operate comméycial
the domiciliary State, within the meaning of paegur 2, subparagraph b, or the performance of
activities as an organ of such a legal entity. Fintsvision is without prejudice to subparagraplord;

d) the establishment of a holding company on tleeaat of a third party or the performance of ateg
as an organ of such a holding company, in bothsciasthe extent that the holding company serves as
an instrument to form an operational group.

e) transactions of real estate brokers, to thenexat they arise from the purchase or sale gbgnty in
Liechtenstein real estate.

4) The following transactions are equivalent t@finial transactions:

a) transactions by dealers in high-value goodsbgralictioneers if payment is made in cash and the
amount exceeds 25,000 Swiss francs, regardleshether the transaction is made in a single step or
in several steps that obviously appear to be linked

b) the granting of admission to a casino to visitoegardless of whether the visitor actually tgkas in
gaming activities or buys or sells gaming tokens.

5) Wherever the expression "business relationghip$ed in this Act, it refers to a financial traason
or to a transaction equivalent to a financial teenti®n within the meaning of this article.

II. Due Diligence in Financial Transactions

A. Identification of the Contracting Party and b&tBeneficial Owner
Article 5

Identification of the contracting party

The persons subject to due diligence are requirédkentify their contracting parties by means of
documentation with probative value when enterinig ambusiness relationship.

Article 6
Exceptions to the identification obligation
1) There shall be no obligation to identify the tranting party pursuant to article 5 if:

a) a spot transaction is made that does not exbeedaximum amount of 25,000 Swiss francs,
regardless of whether the transaction is madesingle step or in several steps that obviously appe
to be linked,;

b) remittances or transfers are made which doxm#ex the maximum amount of 5,000 Swiss francs,
regardless of whether the transaction is madesingie step or in several steps which obviously
appear to be linked;

c¢) the amount of a periodic insurance premiumss tean 1,500 Swiss francs per year;

d) a one-time insurance premium is less than 43¥8s francs, or less than 4,000 Swiss francsits pa
into a premium deposit;

e) the account in question is a rental depositwatcior rental property located in an EEA membeité&t
or in Switzerland,;

f) the account in question is an account for paytmeder subscription of capital during formatiorfar
increase in capital of a legal person or partnprihbe entered or already entered in the Public
Register;

g) the contracting party is a legal person admitteaifficial quotation at a stock exchange;
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h) the contracting party has already been idedtifiean equivalent way within the same group or
enterprise. In that case, copies of the documesad for the original identification shall be inchet
with the due diligence files; or

i) an application for insurance has been accepgeigierson subject to due diligence which has dyrea
identified the contracting party in connection watifier financial transactions. In that case, thraqre
subject to due diligence shall include copies efdbcuments used for the original identificatiothwi
the due diligence files.

2) If the obligation to identify the contractingrpahas not already been waived pursuant to papagta
subparagraph c or d, it shall waived in connectiith transactions of the same kind if it is estsiidid
that the payment is to be handled through an a¢¢bahwas opened in the name of the contracting
party with a bank or postal institution that is doiled in an EEA member State or in Switzerland in
accordance with article 5 or an equivalent fordégal provision.

3) If suspicion arises that assets may be connedgtbdffenses enumerated in article 16, paragdgph
the contracting party must be identified regardi#sbie exceptions contained in paragraph 1 and
paragraph 2. This provision shall not apply if fegson subject to due diligence refrains from emger
into a business relationship.

Article 7
Identification of the beneficial owner

1) When entering into a business relationshipptrsons subject to due diligence must identify the
beneficial owner with care that is appropriatehte tircumstances. In doing so, they may start fitzan
assumption that the contracting party is identicahe beneficial owner. If, however, doubts arise
whether this assumption is correct, the persorestubp due diligence must require from the
contracting party a written statement identifyihg beneficial owner.

2) The person subject to due diligence shall alwagsire a written statement by the contractingypar
identifying the beneficial owner if:

a) a spot or insurance transaction or a remittantensfer is made that exceeds the maximum amount
stated in article 6, paragraph 1;

b) the business relationship is initiated with &ura person by correspondence; or

¢) the contracting party is a legal entity thatgloet operate commercially in the domiciliary Stattin
the meaning of article 4, paragraph 2, subparagnaph

Article 8

Exceptions to the identification obligation

1) There is no obligation to identify the benefidaner:

a) in the cases of article 6, paragraph 1, subpaphg a to f and in the case of article 6, pardglap

b) if the beneficial owner is a legal entity thatd not operate commercially in the domiciliaryt&ta
within the meaning of article 4, paragraph 2, suagaph b and that is admitted to official quotatio
at a stock exchange;

c) for banks and postal institutions, in the casacaounts or deposits maintained in the nameveyédas
admitted in an EEA member State or in Switzerlandh@ account of their clients in the course of
forensic activity or in their capacity as execut@scrow agents, or in a similar capacity. The
Government shall regulate the preconditions byrangice.

d) for institutional persons subject to due diligennamely a bank, a postal institution, an investm
undertaking, or an insurance undertaking, if thetiraeting party is either another institution cdith
kind domiciled in Liechtenstein or abroad or a siies trader subject to Directive 91/308/EEC ir th
version of Directive 2001/97/EC or an equivalemulation and subject to appropriate supervision; or
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e) if the contracting party is an occupational pem#stitution that is exempt from taxation.

2) Notwithstanding paragraph 1, the obligationdeniify the beneficial owner is eased for all passo
subject to due diligence if the contracting pastyhie representative of a collective form of inueeytt
or an associated company with more than twentyflméseowners as investors. In that case, only the
beneficial owners who alone or in joint agreemeatemtitled to at least 5% of the contributed asset
must be established. If the number of beneficiahens does not exceed twenty, all beneficial owners
must be identified. The obligation to identify theneficial owners shall be waived entirely in thse
of collective forms of investment admitted to oifilcquotation at a stock exchange.

Article 9
Repetition of identification

1) The persons subject to due diligence must rapeatlentification of the contracting party ortbé
beneficial owner if any doubts arise concerningitlemtity of the contracting party or the beneficia
owner in the course of the business relationship.

2) The persons subject to due diligence may disweathe business relationship if doubts about the
information supplied by the contracting party p&rsiespite a repetition of identification.

3) The persons subject to due diligence shall bhipited from discontinuing the business relatiopsh
the preconditions are met for the reporting oblagapursuant to article 16, paragraph 1.

Article 10
Correspondent banking relations

The Government may by ordinance issue more strirdygm diligence obligations for banks and postal
institutions that carry out correspondent bankiewyises for foreign banks and postal institutiornthw
respect to such business relationships.

Article 11
Statement of originator for electronic payment asde

In the case of electronic payment orders, bankspasthl institutions must provide sufficient infation
about the contracting party originating the order.

Article 12
Prohibition of initiation of a business relationghi

1) Banks and postal institutions may not engadmusiness relationships with shell banks. Shell bank
are banks that do not maintain any physical presenthe domiciliary State and are not part of a
group that works in the financial industry, thaagequately monitored in a consolidated way, aat th
is subject to Directive 91/308/EEC in the versidoective 2001/97/EC or an equivalent regulation.

2) Banks and postal institutions may not engagmisiness relationships with banks or postal irsitg
that permit shell banks to use their accounts, siep®r safe deposit boxes.

3) Banks and postal institutions may not maintaiagbooks, accounts, or deposits payable to bearer.

4) Banks and postal institutions may not maintaiy anonymous accounts, passbooks, or deposits or
accounts, passbooks, or deposits under a fictitiansé 1.

B. Monitoring

*1 Article 12, Paragraph 4 inserted by Liechtenstawl|Gazette LGBI. 2006 No. 129.
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Article 13
Basic principle

1) The persons subject to due diligence must eribatéheir long-term business relationships are
monitored in a way adequate to the risks involved.

2) For this purpose, they must establish criterticating higher risks and issue internal instatsion
how such risks are to be limited and monitored. FRE\ may issue certain binding risk criteria in a
guideline.

3) Banks with branches abroad or that lead a fiehgcoup with foreign companies must, at a global
level, assess, limit, and monitor their risks carted with money laundering, organized crime, ard th
financing of terrorism.

Article 14
Profile

The persons subject to due diligence must compitekaep updated a profile for each long-term bissine
relationship. The Government shall regulate theiregnents by ordinance.

Article 15
Inquiries

1) The persons subject to due diligence must @artgimple inquiries with appropriate effort if, time
context of long-term business relationships, cirstamces or transactions arise which deviate fr@n th
profile or which meet the risk criteria establishmdthe person subject to due diligence pursuant to
article 13, paragraph 2.

2) The persons subject to due diligence must @artgpecial inquiries if, in the context of longrte
business relationships, circumstances or transectase which give rise to the suspicion thattasse
might be connected with criminal offenses enumeratarticle 16, paragraph 1.

3) The results of the inquiries must be documemtele due diligence files.
C. Reporting obligation

Article 16

Obligation to report to the FIU

1) If, as a result of inquiries within the meanwoifgarticle 15 or in connection with short-term mess
relationships by other means, the suspicion atisgsa connection with money laundering, a predicat
offense of money laundering, organized crime, erfthancing of terrorism exists, the persons subjec
to due diligence must immediately submit a reposiiting to the Financial Intelligence Unit (FIU).
Likewise, all offices of the National Administrati@as well as the responsible authority (article 23)
shall be subject to the obligation to report toFiig.

2) Until the conclusion of special inquiries withtiie meaning of article 15, paragraph 2, or if the
preconditions for the reporting obligation apphg fpersons subject to due diligence may not
discontinue the business relationship.

3) If a person has submitted a report pursuanatagraph 1 to the FIU and the report turns outiaeh
been unjustified, such person shall be free oflatity under civil or criminal law, unless theeson
was acting intentionally. In the same way, theradldbe no civil liability for persons not discontiimg
a business relationship in accordance with parég2agven though the contracting party expressly
wishes a discontinuation or termination of the bass relationship.

4) Until an order from the responsible prosecutiathority arrives, but at most until the conclusadn
five business days from receipt by the FIU of thart pursuant to paragraph 1, the persons subject
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due diligence shall refrain from all actions thagjim obstruct or interfere with any orders pursuant
897a StPO, unless such actions have been appnovetting by the FIU.

5) Until an order from the responsible prosecutiathority arrives, but at most until the conclusidn
twenty business days from receipt by the FIU ofréport pursuant to paragraph 1, the persons dubjec
to due diligence may not inform the contractingtypathe beneficial owner, or third parties thatythe
have submitted a report to the FIU.

6) Lawyers and legal agents as well as auditoditing companies, and auditing offices subject to
special legislation are not required to submitoreto the FIU if they have received the inforroati
from or through a client in the course of assesirdegal situation for such client, or if thewha
received the information in the course of theiidtyt as defense attorney or representative of that
client in or concerning court proceedings, inclgdadvice on the pursuit or prevention of proceesling
before or after such proceedings, or during suokgedings.

Article 17
Right to report to the FIU

1) If, in connection with preparations for a busisieelationship, but without one actually beingeesd
into, the suspicion arises that a connection witimey laundering, a predicate offense of money
laundering, organized crime, or the financing ofdesm exists, the persons subject to due diligenc
may submit a report in writing to the FIU.

2) Article 16, paragraphs 3 and 5 shall apply nisitautandis.
D. Joint Provisions

Article 18

Delegation

1) The persons subject to due diligence may hawédiéntification of the contracting party and of th
beneficial owner, the compilation of the profiledahe ongoing monitoring of the business
relationship — with the exception of the obligatgrursuant to article 16, paragraph 1 — carriedput

a) another person subject to due diligence or @raladr legal person abroad subject to Directive
91/308/EEC in the version of Directive 2001/97/BG equivalent regulation and subject to
appropriate supervision, as long as compliance thigtobligations pursuant to this Act is objectyvel
ensured; or

b) a mandated third party.

2) In the event of delegation, the persons suligedtie diligence shall remain responsible for coamale
with the due diligence obligations. This provisisrwithout prejudice to article 30, paragraph 2.

Article 19
Rendering of joint services

1) If several persons subject to due diligence @esdrvices to the same contracting party using joi
billing and the same firm name, it shall sufficéhié person subject to due diligence responsilvléhfo
mandate identifies the contracting party and theefieial owner, compiles the profile, and undertake
ongoing monitoring, provided that the financiahsaction is the same. This shall also apply if sdve
persons subject to due diligence using joint hiliémd the same firm name operate as organs of the
same legal entity that does not operate commeydiathe domiciliary State within the meaning of
article 4, paragraph 2, subparagraph b.

2) If several persons subject to due diligence tvkic not use joint billing and the same firm name
operate as organs of the same legal entity that nlokeoperate commercially in the domiciliary State
within the meaning of article 4, paragraph 2, suagaph b, it shall be permissible to have the
obligations enumerated in paragraph 1 carried gune of these organs. The persons subject to due
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diligence which do not personally carry out theBkgations nevertheless remain responsible for
compliance with the obligations. This provisiomighout prejudice to article 30, paragraph 3.

3) Persons subject to due diligence that do natgoeally carry out the obligations enumerated in
paragraph 1 must ensure that they are grantedsattcése due diligence files on request at any.time

Ill. Documentation and Internal Organization
Article 20
Documentation obligation

1) The persons subject to due diligence must dontitheir compliance with the due diligence
obligations in their business relationships in adaace with this Act. For that purpose, they mestk
and maintain due diligence files for their businedationship. Client-related records and recesptsl
be kept for at least ten years from the end obtisness relationship; transaction-related recands
receipts, on the other hand, for at least ten yieans the conclusion of the transaction or fromirthe
preparation. The Government shall regulate theifsipeby ordinancb2

2) In cases for which, according to article 6, geaph 1 or 2, there is no obligation to identifg th
contracting party, the name of the contractingypand the reason why there is no such obligation
must be evident from the due diligence files. Tgrsvision shall not apply to spot transactions in
accordance with article 6, paragraph 1, subparagaag remittances or transfers in accordance with
article 6, paragraph 1, subparagraph b.

3) In cases for which, according to article 8, éhisrno obligation to identify the beneficial owntre
reason why there is no such obligation must alseMment from the due diligence files, except ia th
case of article 8, paragraph 1, subparagréih d

Article 21
Internal organization

1) The persons subject to due diligence must taeécessary organizational measures and ensure
suitable internal instruments of inspection and ravimg. They shall in particular issue internal
instructions and ensure the basic and continuaigitrg of their staff.

2) As appropriate to the circumstances, the intarrganization must be structured according tatype
and size of the enterprise as well as accorditiggmumber, type, and complexity of the business
relationships. The effective fulfilment of the @mhal functions and due diligence obligations ningst
ensured at all times.

3) The persons subject to due diligence must peegiinternal annual report in which an overview is
given of the measures that have been taken to mgsiethis Act during the preceding calendar year.

Article 22
Internal functions

1) The persons subject to due diligence must appaontact person for the responsible authorityc{a
23) as well as persons or expert bodies for trenial functions of compliance officers and
investigating officers.

2) Substitution must be ensured at all times.

%2 Article 20, Paragraph 1 amended by Liechtensteiw Gazette LGBI. 2006 No. 129.
°3 Article 20, Paragraph 2 amended by Liechtenstem Gazette LGBI. 2006 No. 129.
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3) One person or, if applicable, one expert body o@ary out several functions, provided that the
implementation of this Act is ensured.

IV. Supervision

A. Executing Authority
Article 23
Competence

The Financial Market Authority (FMA) shall supergithe execution of this Act, without prejudice lte t
powers of the FIU.

B. Inspections
Article 24
Ordinary inspections

1) The FMA shall carry out ordinary inspectionsaoregular, spot-check basis with respect to compdia
with the provisions of this Act, or it shall havack inspections carried out.

2) The frequency and intensity of inspections stiefiend on the type, scope, complexity, and rigille
of the business activities undertaken by the pearsabject to due diligence.

3) The inspections shall encompass both formalkicispn concerning compliance with the
documentation obligation as well as material inipaaconcerning the plausibility of the due diligen
measures taken.

4) A report shall be drawn up in each case abautdhults of the inspections.

5) If an auditing office subject to special legigla is at the disposal of the persons subjecut d
diligence, their compliance with the provisionghuit Act shall as a rule be verified by that aundjti
office at the request of the FMA or by the FMA Ifse

6) All other persons subject to due diligence shalinspected by the FMA or at the request of & F
by auditors or auditing companies with respectaimgliance with the provisions of this Act. The
aforementioned persons subject to due diligencesubxnit two proposals for auditors or auditing
companies stating their preference. The FMA slsadl aule mandate the preferred auditor or auditing
company.

7) The records and data of the inspection mustbeegsed and stored exclusively in Liechtenstein.

8) The findings obtained in the course of the icsipas may be used for the sole purpose of comipatin
money laundering, predicate offenses of money larnd, organized crime, and the financing of
terrorism within the meaning of the Criminal Codlis provision is without prejudice to article 34.

9) The costs for the inspection activities andabgociated administrative costs for purposes sfAbt
shall be borne by the inspected persons subjetigdaliligence.

Article 25
Extraordinary inspections

Article 24 shall apply mutatis mutandis to extraneady inspections (article 28, paragraph 1,
subparagraph c).

C. Mandated Auditors, Auditing Companies, and AuditOffices subject to Special Legislation
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Article 26
Preconditions

Unless the inspections are carried out by the Fidélfi only auditors, auditing companies, and anglit
offices subject to special legislation may be maedavhich:

a) hold a license under the Law on Auditors andi#ugl Companies or a license as an auditing office
pursuant to special legislation;

b) are independent from the persons subject taldigence to be audited; and
c) provide proof of regular participation in extarirasic and continuing training.
Article 27

Obligations

By accepting the mandate, the auditor, auditingpammes, or auditing office subject to special lkgisn
commit themselves to:

a) comply with the basic principles determined iy EMA on inspection activities;

b) report to the FMA on their inspection activiti®&o significant facts may be withheld from the ggp
The information given in the report must be true;

c) keep silent about the findings of their inspattctivities. Within the scope of their activitigsrsuant
to this Act, they shall be subject to official sexy. This provision is without prejudice to subgiegph
b and article 28, paragraph 3; and

d) process and store the records and data of $pedtions exclusively in Liechtenstein.

D. Measures
Article 28
Supervisory measures

1) The FMA shall take the necessary measures ifrdh@work of its supervision of the persons subjec
to due diligence. It may in particular:

a) issue orders, guidelines, and recommendations;
b) carry out ordinary inspections within the meagnif article 24 or have them carried out;

C) carry out extraordinary inspections or have tlvamied out if there are indications for doubtsaas
fulfillment of due diligence obligations or if clmnstances exist that appear to endanger the raputat
of the financial center;

d) as a result of repeated or grave violationsidividual provisions of this Act and to preventther
violations, prohibit the initiation of new businestationships for a limited period of time;

e) request the responsible authority to undertpkeagpriate disciplinary measures. The disciplinary
authority shall periodically inform the FMA on t&atus of the ongoing proceedings.

2) The FMA shall inform the persons subject to diligence on its practice.

3) The FMA may demand from the persons subjectitodiligence as well as from those mandated to
inspect pursuant to article 24, paragraph 5 ot Bfarmation and records it requires to fulfilsit
supervisory activities for the purposes of this.Act

E. Legal Remedies
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Article 29
Administrative appeal

1) Decisions and orders by the FMA shall be sulipeippeal to the FMA Complaints Commission
within 14 days from service.

2) Decisions and orders by the FMA Complaints Cossion shall be subject to appeal to the
Administrative Court within 14 days from service.

V. Penal Provisions, Administrative Measures, BassnMeasures, and Administrative Assistance
A. Penal Provisions

Article 30

Criminal offenses

1) The Court of Justice shall punish anyone withrisonment of up to six months or with a fine oftap
360 daily rates who intentionally:

a) fails to identify the contracting party pursusmarticle 5;
b) fails to identify the beneficial owner pursuamrticle 7;

c) fails to repeat the identification of the cowitiag party and of the beneficial owner pursuardrticle
9, paragraph 1,

d) conducts a business relationship in violatioartitle 12, paragraph 1, 2, or 454;

e) as a bank or postal institution, opens passheak®unts, or deposits payable to bearer in violaif
article 12, paragraph 3 or fails to dissolve ergttontractual relationships within the meaning of
article 12, paragraph 3 in accordance with theirements of article 40, paragraph 4;

f) fails to undertake necessary special inquitiesjolation of article 15, paragraph 2;
g) fails to submit a report to the FIU pursuanaiticle 16, paragraph 1;
h) discontinues a business relationship in viofatbarticle 16, paragraph 2;

i) fails to refrain from actions specified in atéicl6, paragraph 4 that might obstruct or interfeite any
orders pursuant to §97a StPO, without such actiamsg been approved by the FIU;

k) violates the obligation not to disclose inforinatspecified in article 16, paragraph 5;
) fails to create or keep due diligence files rieeg by article 20, paragraph 1,

m) as an auditor, auditing company, or auditingcefubject to special legislation, commits a gross
violation of the obligations contained in articlé Zubparagraph b, especially by making incorrect
statements in the audit report or by withholdirgndicant facts;

n) as an auditor, auditing company, or auditingcefSubject to special legislation, violates thégattion
of secrecy required by article 27, subparagraph c;

0) as an auditor, auditing company, or auditingcefSubject to special legislation, processesarest
inspection records and data outside Liechtenstewiplation of article 27, subparagraph d;

p) fails to have the inspections pursuant to &t&8, paragraph 1, subparagraph b or ¢ carriedtait or
with respect to individual areas of the due diligebligations.

4 Article 30, Paragraph 1 (d) amended by Liechténdtaw Gazette LGBI. 2006 No. 129.
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2) A person shall not be punished pursuant to papdgl, subparagraphs a, b, c, or f who transfened
corresponding obligations by written agreement tielegate pursuant to article 18, paragraph 1,
subparagraph a, provided that the person, witldétgeee of care required by the circumstances:

a) selected the delegate;
b) instructed the delegate on the delegate's regplittes; and
c) verified proper fulfilment of responsibilitidsy the delegate.

3) A person shall likewise not be punished purst@ap&ragraph 1, subparagraphs a, b, c, or f wks do
not personally fulfill the corresponding obligat&nn accordance with the preconditions of artide
paragraph 1 or 2, if the person:

a) has by written agreement determined an perdgectuto due diligence to fulfill such obligatiorend
b) appropriately verifies proper fulfillment of tldligations.

Article 31

Administrative offenses

1) The FMA shall punish by a fine of up to 100,@Wiss francs for committing an administrative
offense anyone who:

a) refuses to give information, makes incorredest@nts, or withholds significant facts vis-a-Vie t
FMA, an auditor, an auditing company, or an auditiffice subject to special legislation;

b) fails to comply with an order to restore the fiavetate or any other order issued by the FMAhim t
course of enforcing this Act;

¢) permits the outflow of assets, in violation dice 35.

2) Anyone who fails to submit a report in accordanath article 3, paragraph 4 or article 40, paapr2
shall be punished by the FMA for committing an auistrative offense with a fine of up to 10,000
Swiss francs.

Article 32
Applicability of other criminal law provisions

The provisions of this Act are without prejudicectiminal liability arising from other criminal law
provisions.

Article 33
Responsibility

If the violations are committed in the course @& Husiness operations of a legal person or a thest,
penal provisions shall apply to the persons whediot should have acted on behalf of such legaloper
or trust; the legal person or the trust fund stnaiyever, be jointly and severally liable for cnal fines,
administrative fines, and costs.

B. Administrative Measures
Article 34
Reservation of additional measures

The provisions of this Act are without prejudiceatitditional measures against the persons subjecteto
diligence, the auditing offices of banks and firmeompanies, of investment undertakings and of
insurance undertakings, as well as against audituatsauditing companies, in accordance with the
relevant special legislation.
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C. Business-related Measures
Article 35
Lack of disclosure

1) If persons subject to due diligence still mamtccounts or deposits in the context of business
relationships which were opened before 1 Januaby 20d which under law applicable at the time did
not require a profile of the business relationshghuding the beneficial owner, they may not permit
any outflow of assets as long as the requisitemn&ion and records are not available.

2) The outflow of assets shall be permissible omxa®eptional basis if:
a) the balance of assets of the business relatjpdsks not exceed 25,000 Swiss francs;

b) no suspicion of connection with money launderprgdicate offenses of money laundering, organized
crime, or the financing of terrorism exists;

c¢) the name of the person to whom the assets dre ti@nsferred is evident from the due diligerles f
d) the assets are transferred in a way that altbevauthorities to trace them;

e) the business relationship is immediately terteiti@nce the assets have been transferred.

D. Administrative Assistance
Article 36
Cooperation between domestic authorities

1) The Liechtenstein authorities, in particular tioairts, the Office of the Public Prosecutor, thAF-the
FIU, the National Police, and other authoritiepoesible for combating money laundering, organized
crime, and the financing of terrorism are requiegrovide all information and transmit all recotds
each other that are necessary for the enforceni¢miscAct.

2) In criminal proceedings relating to 88165, 2d&78d StGB, the Office of the Public Prosecut@llsh
inform the FMA and the FIU whenever such proceeslig initiated and discontinued, and the courts
shall transmit copies of any judgments renderexuizh proceedings. In addition, the persons sutiject
due diligence that have submitted a report pursigeatticle 16, paragraph 1 shall be informed ef th
outcome of the corresponding proceedings.

3) In addition, the Office of the Public Prosecugball inform the FMA on the initiation and
discontinuation of proceedings in connection witticke 30, and the courts shall transfer copiearof
judgments rendered in such proceedings.

Article 37
Cooperation with foreign authorities

1) The following provisions shall apply to the extéhat cooperation with foreign authorities is not
regulated by special legislation.

2) In order to fulfill its responsibilities, the FAMmay request foreign authorities to provide infatian
or transmit records if necessary according forpingoses of this Act.

3) The FMA may only provide official informationdhis not available to the public to foreign finatc
supervisory authorities if:

a) doing so does not violate public order, othgnigicant national interests, secrecy provisiondjszal
interests;
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b) the information is in accordance with the pugsosf this Act;

c) it is ensured that the requesting State wouldpty with a request of the same kind made by
Liechtenstein:

d) it is ensured that the information provided willly be used for verifying compliance with due
diligence obligations;

e) it is ensured that the staff members of theamsiple authorities as well as any persons autbadis/
the responsible authorities are subject to offiorgbrofessional secrecy;

f) the Law on International Mutual Legal Assistameériminal Matters does not apply; and

g) it is ensured that the information provided wilit be forwarded to other authorities or bodiethatit
prior consent of the FMA. If the information origites from a foreign authority, the information may
only be forwarded with the express consent of gineifin authority, and, if applicable, only for the
purpose to which such authority has given its conse

4) For the purposes of this article, financial su®ry authorities are authorities responsible for
verifying compliance with due diligence obligatiandinancial transactions.

5) Information pursuant to paragraph 3 and inforomateceived from foreign financial supervisory
authorities may only be used by the responsibleaities for the following purposes:

a) to verify compliance with due diligence obliges;
b) to impose sanctions;

c¢) in the framework of administrative proceedingaaerning the appeal of decisions of a responsible
authority; or

d) in the framework of judicial proceedings.

6) The provisions of paragraphs 2 to 5 shall oyapplied to the extent not otherwise provided in
international agreements.

VI. Transitional Provisions and Final Clauses

Article 38

Executing ordinances

The Government shall issue the ordinances necesargecute this Act, in particular with regard to:
a) the procedure of identifying the contractingtypand the probative value of documents (article 5)

b) the definition of spot transaction (article @ragraph 1, subparagraph a) and of remittanceransfér
(article 6, paragraph 1, subparagraph b);

c) the definition of beneficial owner and detaitgcerning the obtainment of the written statemémhe
contracting party on the beneficial owner (artic)e

d) the procedure of repeating identification andgitlde discontinuation of the business relationship
(article 9);

e) the procedure concerning the statement paymdat(article 11); of the originator for electroni
f) the features of the risk-adequate monitoringpudiness relationships (article 13, paragraphsd2xn

g) the global assessment, limitation, and monitpdhirisks by banks with branches abroad or thed &
financial group with foreign companies (article paragraph 3);

h) the content and scope of inquiries (article 15);
i) the procedure for submitting a report (artick paragraph 1);
k) the procedure for delegation of obligationsi¢t18);
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) details concerning the documentation requirenfarticle 20);

m) the details of internal organization (article;21

n) the details of internal functions (article 22);

0) the details and procedure for carrying out ietipas (article 24);

p) the details of the preconditions for mandatinditors, auditing companies, and auditing offices
subject to special legislation (article 26).

Article 39
Repeal of existing law
The following acts are hereby repealed:

a) Law of 22 May 1996 on Professional Due DiligemcAccepting Assets (Due Diligence Act), LGBI.4
1996 No. 116;

b) Law of 18 December 1998 concerning Amendmemt@f_aw on Professional Due Diligence in
Accepting Assets (Due Diligence Act), LGBI. 1999.M4;

c) Publication of 22 June 1999 of the Partial Repéarticle 9 Paragraph 3 of the Due Diligence Agt
the Decision of the Liechtenstein Constitutional@@f 3 May 1999 (StGH5 1998/61), LGBI. 1999
No. 149;

d) Law of 14 September 2000 concerning Amendmettief.aw on Professional Due Diligence in
Accepting Assets (Due Diligence Act), LGBI. 2000.X4 3;

e) Law of 16 November 2001 on Amendment of the Diligence Act, LGBI. 2001 No. 192;
f) Law of 14 March 2002 on Amendment of the Dueidaihce Act, LGBI. 2002 No. 58;

g) Law of 12 March 2003 on Amendment of the Dued@ihce Act, LGBI. 2003 No. 111;

h) Law of 22 October 2003 on Amendment of the Dilggénce Act, LGBI. 2003 No. 238;

i) Law of 18 June 2004 on Amendment of the Duedeitice Act, LGBI. 2004 No. 189.
Article 40

Transitional provisions

1) Subject to the following paragraphs, the new $&ail apply to the business relationships existing
the time this Act enters into force from the tirherters into force and shall be effective forfiltere.

2) Persons subject to due diligence under articgaBagraph 4 which already assumed their business
activities before entry into force of this Act shaport the fact that they conduct business td=iké\
within three months from the time this Act enter®iforce.

3) Existing business relationships with shell banikin the meaning of article 12, paragraph 1 ghw
banks or postal institutions within the meanin@uicle 12, paragraph 2 must be discontinued within
three months from the time this Act enters intcéor

4) Existing contractual relations within the meanof article 12, paragraph 3 (passbooks, accoants,
deposits payable to bearer) shall be dissolvedowtittelay, as soon as the corresponding documents
are submitted to the bank or postal institutione Bhtflow of assets shall only be permitted if the
corresponding contractual relations are dissolteédeasame time. In this event, the bank or postal
institution must identify the holder of the corresding document in accordance with article 5 before
the assets are transferred and must obtain a nwatigement from that holder concerning the
beneficial owner in accordance with article 7, gaagh 2 if the credit balance exceeds 25,000 Swiss
francs.
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5) From 1 January 2006, the persons subject taifigence shall meet the requirements of article 13
paragraphs 2 and 3 and of article 15, paragrafintlhe extent the latter concerns risk criteriae Th
FMA may extend this deadline on the basis of dfjedtapplication.

Article 41
Entry into force
This Act shall enter into force on 1 February 2005.
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Ordinance on the Due Diligence Act (Due Diligence idinance, DDO)

Pursuant to article 38 of the Law of 26 Novembe&d£26n Professional Due Diligence in Financial
Transactions (Due Diligence Act, DDA), LGBR005 No. 5,the Government hereby decrees as fsilow

I. General Provisions

Article 1

Definitions

The following expressions shall mean the followiagthe purposes of the Act and this Ordinance:

a) "spot transaction": cash transaction, in paldicmnoney exchange, cash subscription of bonds and
medium-term notes, the purchase or sale of beasguments for cash, and the cashing of checks,
unless the transaction is made through an existiegunt or deposit;

b) "remittance and transfer": the transfer of asaéth the exception of physical transports, byeptance
of cash, checks, or other means of payment in témstein and payment of a corresponding amount in
cash or in another form abroad by cashless trgngfermunication, transmittal, or other use of a
payment or accounting system, unless the trarsfaade through an existing account or deposit;

c) "politically exposed persons":

1. persons holding prominent public positions atréeeads of State and heads of government; high-lev
politicians; high-level officials in administrativeodies, the courts, the military, and politicattjes;
the highest decision-makers in State-owned entargriand

2. enterprises and persons who are recognizabde ¢tothe persons listed in point 1 for family,qoeral,
or business reasons.

Article 2
Designations

The designations used in this Ordinance to dergrtsops, functions and professions include persbns o
male and female gender alike.

II. Due Diligence in Financial Transactions
A. ldentification of the Contracting Party and b&tBeneficial Owner
1. Identification of the Contracting Party

Article 3
Basic principle

1) When initiating a business relationship by peas@ontact, the persons subject to due diligehe# s
identify the contracting party by inspecting a doemt with probative value (original or certified
copy) of the contracting party and by collectingl @ocumenting the following information:

a) for natural persons: last name, first name, dakerth, address of residence, State of residesmog
citizenship.

% | andesgesetzblatt = Liechtenstein Legal Gazette
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b) for legal persons, companies, trusts, othercgasons and asset entities: name or firm nameresdd
of domicile, domiciliary State, date of formatiamd, if applicable, place and date of entry in® th
Public Register.

2) When initiating a business relationship by cgpendence, the persons subject to due diligendle sha
identify the contracting party by obtaining thegomal or certified copy of the document with prabet
value and obtaining confirmation of the informat&pecified in paragraph 1 by signature or by a
secure electronic signature in accordance witlslar, paragraph 1, subparagraph d or article 24,
paragraph 3, respectively, of the Signature Agjr{&iurgesetz, SigG).

Documents with probative value
Article 4
a) for natural persons

1) For natural persons, a document with probatataesfor purposes of article 3, paragraph 1 srealh b
valid official identity paper with a photograph (articular passport, identity card, or drivingelse).

2) If the contracting party cannot provide sucloawment from his home country, he shall provide a
confirmation of identity from the authority respdsis in his domicile.

Article 5
b) for legal persons, companies, trusts, other eis¢ions and asset entities

1) For legal persons, companies, trusts, othercadsmns and asset entities entered in the Puldgidger,
a document with probative value for the purposeartitle 3, paragraph 1 shall be:

a) an extract from the Public Register issued byRtblic Register Authority;
b) a written extract from a database maintainethbyPublic Register Authority; or
) a written extract from trustworthy, privately naed registers and databases.

2) For legal persons, companies, trusts, othercaggms and asset entities not entered in theiéubl
Register, a document with probative value for thgppses of article 3, paragraph 1 shall be:

a) an official certificate issued in Liechtenstein;
b) the statutes, the formation documents, or thmdtion agreement;

c) a certification of the information specifiedarticle 3, paragraph 1, subparagraph b by the chose
auditor of the annual accounts;

d) an official license to conduct its activities; o
e) a written extract from a trustworthy, privatetanaged register or equivalent database.

3) The person subject to due diligence shall itgbthin extracts pursuant to paragraph 1, subpaphgrb
and c and pursuant to paragraph 2, subparagraph e.

Article 6
Certificate of authenticity
The certificate on the authenticity of a copy afatument with probative value may be issued by:

a) a branch or corporate affiliate of institutiopaksons subject to due diligence;
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b) another institutional person subject to duaydilice, a lawyer, a professional trustee, an aydit@n
asset manager subject to Directive 91/308/EECérvénsion of Directive 2001/97/EC or an equivalent
regulation and subject to appropriate supervision;

c) a notary public or other public office that nailiy issues such certificates of authenticity.

Article 7
Form and treatment of documents

1) If a business relationship is initiated by cependence, the persons subject to due diligence mus
include the original or a certified copy of the dowent with probative value with the due diligence
files. If, to identify the contracting party, thengon subject to due diligence has the original of
document with probative value in accordance witttlar5, paragraph 1, subparagraph a or paragraph
2, subparagraphs a to d provided by a person waiatigrized to issue certificates of authenticy a
specified in article 6, the person subject to diligahce may also proceed in accordance with
paragraph 2.

2) If a business relationship is initiated by peedacontact, it shall be sufficient if the persenbject to
due diligence make a copy of the original docuneerthe certified copy, confirm on that copy that
they have inspected the original or certified cqpyt, the date and their signature on the copy, and
include it with the due diligence files.

3) The documents necessary for identification mefdtct the current circumstances. Certificates of
authenticity, extracts from registers, and cedifés by the chosen auditor of the annual accoupt ma
not be older than twelve months.

Article 8
Recipient of payments

1) Insurance undertakings shall collect and docutienrelevant information pursuant to article 3,
paragraph 1 with respect to the recipient of payminhe payment of the insurance benefit is made
a bank or a postal institution that is subject teeftive 91/308/EEC in the version of Directive
2001/97/EC or an equivalent regulation and sultfeappropriate supervision.

2) When paying an insurance benefit, insurance iakiags must identify the recipient of payments in
accordance with article 5 of the Act if the paymismot made to an account as specified in paragrap
1.

2. Identification of the Beneficial Owner
Article 9
Doubts concerning corresponding identity

Doubts concerning the assumption that the contgtarty and the beneficial owner are identical as
indicated in article 7, paragraph 1 of the Actr&sonable in particular if:

a) a person who does not have a sufficiently alekion to the contracting party possesses power o
attorney;

b) the financial situation of the contracting pagknown and the assets presented or the insurance
applied for are recognizably beyond the finanaalch of the contracting party; or

c) contact with the contracting party results inestunusual findings.
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Article 10
Written statement by the contracting party

1) The written statement by the contracting padyaerning the beneficial owner must include in
particular the information contained in articlepdragraph 1.

2) The persons subject to due diligence must olotamfirmation of the correctness of the information
from the contracting party or a person authorizgthle contracting party by way of signature or ake
a secure electronic signature in accordance wiitl@®, paragraph 1, subparagraph d or article 24,
paragraph 3, respectively, of the Signature Act.

3) In the case of collective accounts, deposite, daposit boxes or policies, the persons subjedtie
diligence need not require a written statemenpasiied in paragraph 1 from the contracting party.
However, they must keep a complete list of the belatowners and have every change immediately
notified to them. The list must include the infottina specified in article 3, paragraph 1 for each
beneficial owner.

4) In the case of legal persons, companies, traststher associations and asset entities for wihiere is
no specific beneficial owner, such as in the cdsbsaretionary trusts or discretionary foundaticthe
contracting party must provide a written statengamtfirming this fact. In addition, the statementanu
include information on:

a) the effective, not the fiduciary founder;

b) if determinable, the persons who are authoriaddstruct the contracting party or its organs;
c) if determinable, the persons or circle of pesseligible as beneficiaries;

d) any curators, protectors, or other appointedqres.

Article 11
Beneficial owner
1) Beneficial owners are those persons who ultitpditeld the economic rights to the assets in qoasti

2) A legal entity that does not operate commergialithe domiciliary State can only be a beneficial
owner to the extent that:

a) its purpose is the safeguarding of the interafsts members in joint and mutual assistance isr i
statutorily and actually pursuing political, rebgis, scientific, artistic, charitable, entertaintmemn
similar purposes; or

b) it is a holding company that serves as an instnt to form an operative group.

3) In the case of revocable structures such asetloeable trust, the effective founder is considecebe
the beneficial owner.

4) In the case of insurance contracts, the pereatiely paying for the insurance premiums is
considered to be the beneficial owner.

Article 12
Lawyers

1) If a bank or postal institution refrains froneitifying the beneficial owner in accordance witticie
8, paragraph 1, subparagraph b of the Act, thedawust provide a written statement that the
accounts or deposits exclusively serve one ofdahlieviing purposes, and the bank or postal insttuti
shall designate the accounts or deposits accoxdingl
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a) the handling and — if applicable — related shemh investment of advances on court fees, hatiblic
charges and the like, and of payments from or tbgsa third parties, or public authorities
(designation: "Handling account/deposit for cliumds");

b) the depositing and — if applicable — relatedestment of assets from a pending division of aatesir
implementation of a will (designation: e.g., "Estabr "Division of Estate");

c) the depositing/investment of assets from a pensgéparation of property in the course of the
separation or divorce of a marriage (designatianm;, €Separation of Marital Property");

d) the depositing for security/investment of assetsatters of civil law or public law (designatiang.,
"Escrow Account/Deposit", "Share Purchase Blockegdsit", "Entrepreneur Security Deposit ",
"Real Estate Gains Tax Security Deposit"); e) thpasiting and — if applicable — the related
investment of assets in matters of civil law orlputaw before courts of law or before courts of

arbitration, and in proceedings under judicial &dwsure law (designation: e.g., "Advances", "Court
Security Deposit", "Bankruptcy Estate", "Arbitrati®roceedings").

2) If a bank or postal institution finds that atstaent pursuant to paragraph 1 has been issuedhyyan
must demand from the contracting party a writtemeshent on the beneficial owner. If the statement i
not furnished, the business relationship must beaditinued, with sufficient documentation of the
outflow of assets, unless the preconditions forépmrting obligation pursuant to article 16, paagd
1 of the Act are met.

3. Joint Provisions
Article 13
Repetition of identification

1) If, in an existing insurance contract, the imswwe holder is replaced by another insurance hdluer
contracting party shall be identified anew an@gplicable, the beneficial owner shall be identifie
anew.

2) When a business relationship is discontinuegtoordance with article 9, paragraph 2 of the thet,
persons subject to due diligence must sufficieddgument the outflow of assets.

Article 14
Correspondent banking relationships

Banks and postal institutions that carry out cqro@slent banking services for foreign banks andgbost
institutions must:

a) obtain sufficient information on its respondirstitutions to obtain complete clarity about their
business activities. This includes information frpablic sources on the most important businessarea
of the respondent institution, its locations, ame $tatus of regulation and supervision to whigh th
respondent institution is subject;

b) satisfy themselves that the respondent ingtithias taken adequate and efficient measures td gua
against money laundering, organized crime, anditla@cing of terrorism;

) pay special attention to the risk that a comesient account might, under certain circumstanues,
used directly by a third party for its own transas; and

d) document in the due diligence files the inforiorabbtained pursuant to subparagraphs a to chend t
arrangements made. Any documents and records ebtaiall also be included in the due diligence
files.
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Article 15
Statement of originators for electronic paymentessd

1) For all electronic payment orders to a foreigartry, banks and postal institutions shall stage t
name, the account number, and the domicile of téracting party originating the order or the name
and an identification number.

2) If there are legitimate reasons, such as irtdse of standing orders, they may refrain fronirgiahat
information. They must clarify and document thesiees.

Article 16
Initiating the business relationship

1) All information and documents necessary to ifigtihe contracting party and the beneficial owner
must be available in full and in due form when blsiness relationship is initiated. If the person
subject to due diligence ensures that no outfloassiets will occur in the meantime, is shall seffic
on an exceptional basis — if the necessary infaonand documents are available after 30 dayseat th
latest.

2) If the necessary information and documents ltast available 30 days after the business
relationship has been initiated, the persons sutietue diligence must discontinue the business
relationship, sufficiently documenting the outfl@ivassets, unless the preconditions for the rapprti
obligation pursuant to article 16, paragraph JhefAct are met.

Article 17
Entities with limited legal capacity

The provisions on the identification of the contiiag party and of the beneficial owner shall belegp
mutatis mutandis to entities with limited legal aapy if such entities are eligible under the aggtile
law as contracting parties or beneficial owners.

Article 18
Use of secure electronic signatures by legal pesson

Confirmations pursuant to article 3, paragraph@anticle 10, paragraph 2 may also be made by legal
persons using secure electronic signatures toxtieatethat:

a) the signatory’s power to represent the legaqehas been entered as an attribute in a qualified
certificate pursuant to article 5, paragraph 1psuégraph d SigG or in a separate qualified atiibu
certificate pursuant to article 5, paragraph 2 Sigil

b) the certificate is not older than twelve months.

B. Monitoring
Article 19
Computerized systems

1) Where computerized systems can be used in ébkensanner for the effective monitoring of busisies
relationships as an aid in the determination dfsfac transactions for the purposes of article flth®
Act, they shall be used to the extent that thescast in suitable proportion to the anticipatedeién
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2) Banks and postal institutions shall use suckesys, unless the manner and/or number of business
relationships allows monitoring by hand. As a rale appropriate system shall be used that begtstta
the state of what is technically possible, to tkieet that the costs are in suitable proportiotheo
anticipated benefit.

3) If the persons subject to due diligence do iseteomputerized systems as an aid in the assessfment
business relationships with politically exposedspes, they shall ensure this assessment by another
appropriate risk management system.

Article 20
Global monitoring of money laundering risks

1) For the purpose of the global monitoring of mpteindering risks in accordance with article 13,
paragraph 3 of the Act, banks shall ensure in @ddr that:

a) the internal auditing department and the groagternal auditing office are granted, whenever
required, access to information on individual bassirelationships in all group companies. It is not
necessary to maintain a central database at tlp dgwel of the contracting parties and the beradfic
owners, nor is it necessary that the internal sug@ny bodies of the group have access to local
databases; and

b) the group companies provide the responsiblengrgathe group with the information that is esggnt
for the global monitoring of money laundering risks

2) Banks that form part of a domestic or foreigraficial group must, whenever required, provide the
internal auditing department and the group’s exkanditing office with access to information on
specific business relationships to the extent rezzgdor the global monitoring of money laundering
risks.

3) If banks find that access to information on cacting parties and beneficial owners in certain
countries is excluded or obstructed for legal @cpcal reasons, they shall inform the FMA
immediately.

Article 21
Profile

1) The profile of the business relationship purstamrticle 14 of the Act shall contain the folliog
information:

a) the contracting party and the beneficial owner;
b) authorized parties;
c¢) the economic background and origin of the agwetsented;

d) the profession and business activities of threebeial owner or, if acting as an organ of a |legyatity
that does not operate commercially in the domigiltate or if the contracting party is a legaltgnt
that does operate commercially in the domiciliatt& that of the effective founder; and

e) the intended use of the assets.

2) The degree of detail of the information pursuarmaragraph 1, subparagraphs c, d, and e skall ta
into account the risk involved in the businesstiehship.

Article 22
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Inquiries

1) Simple inquiries pursuant to article 15, parpbra of the Act serve to assess the plausibility of
circumstances or transactions. In this contextptteon subject to due diligence should obtain,
evaluate, and document the information that iseduid make the background of circumstances or
transactions pursuant to article 15, paragraphtheofct plausible and understandable.

2) In the framework of special inquiries pursuanatticle 15, paragraph 2 of the Act, the persdjest
to due diligence shall obtain, evaluate, and doaurtree information that is suited to dispel or
corroborate any suspicion arising in accordanch aiticle 16, paragraph 1 of the Act.

C. Reporting obligation
Article 23
Report to the FIU

1) The report pursuant to article 16, paragraphtheAct shall contain all information necessay the
FIU to evaluate the matter. After receipt of thpart, the FIU may demand immediate submission of
additional information.

2) The FIU may issue a standardized report form.

3) Following consultation with the FIU, the FMA dhiasue a guideline concerning indicators for mpne
laundering.

D. Joint Provisions
Article 24
Delegation

1) If the person subject to due diligence has agik carry out the identification of the contragtparty
and of the beneficial owner, or the compilatiorihed data for the profile of the business relatigmsih
is required that:

a) the person subject to due diligence ensureshbatelegate obtains and prepares the documethts an
information in accordance with the provisions a thct and this Ordinance and transfers them
immediately to the person subject to due diligenddgechtenstein, including information on the
identity of the person carrying out identificati@and

b) the delegate confirms with his signature thatdbpies made in the course of identification matelir
originals, and that any written statement to beuioled in the course of identifying the beneficial
owner originated with the contracting party or @fi¢he persons authorized pursuant to article 10,
paragraph 2.

2) If the person subject to due diligence has agigk carry out the monitoring of the business
relationship, the person shall:

a) ensure that the delegate undertakes the inguitiesuant to article 15 of the Act and at leasean
year transmits the documentation on special inggiiais well as all documents, records, and receipts
used in that context to the person subject to digedce in Liechtenstein;

b) ensure that the documentation on simple incalisgrovided on request within a useful periotirog;
and

c) at least once a year have records describingahsactions and, if applicable, the asset baldooeg
the period of time in question sent to the peradijest to due diligence, unless it is the persdmnes
to due diligence itself that maintains the accowntdeposits of the business relationship concerned
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3) The transmission of documents, records, andptsceursuant to paragraph 2, subparagraph a may be
dispensed with if the delegate maintains his resider business domicile in Liechtenstein and keeps
the documents, records, and receipts there, sathbass to them is guaranteed at all times. The FMA
may lay down further exceptions in a directive.

4) The act of delegation shall be documented.
5) Subdelegation by the delegates shall be pretibit

[ll. Documentation and Internal Organization

Article 25
Due diligence files

1) The due diligence files shall in particular @intthe records and receipts prepared and used for
compliance with the Act and this Ordinance. Thegllsh particular include:

a) the documents and records used originally &ragbplicable, in the case of repetition, for id@ntig
the contracting party and the beneficial owner;

b) the profile of the business relationship purstamrticle 14 of the Act;

¢) the records on any inquiries pursuant to artifief the Act as well as all documents, recordd, a
receipts used in that context. This provision it prejudice to article 24, paragraphs 2 and 3;

d) records describing transactions and, if applesabe asset balance; and
e) any reports to the FIU pursuant to article Eagraph 1 of the Act.

2) The due diligence files must be prepared and ke way ensuring that:
a) the stipulated due diligence obligations cambke at all times;

b) they enable third parties with sufficient expgrtto form a reliable judgment on compliance wiit&
provisions of the Act and of this Ordinance; and

c) requests by responsible domestic authoritiescands, auditors, and auditing offices can beyfaiket
within a reasonable period of time.

3) The due diligence files must be kept exclusiveliiechtenstein.

4) The documents and records pursuant to paradragibparagraphs a and b are client-related records
and receipts and those pursuant to paragraphe & are transaction-related records and receipts as
defined in article 20, paragraph 1 of the Act.

Article 26
Internal annual report

1) The persons subject to due diligence shall pestee internal annual report by the end of Markcthe
following year. The annual report must in particudantain:

a) the report on the activities of the compliantfeeer and the investigating officer;

b) an overview of the repeated identifications parg to article 9, paragraph 1 of the Act and {recil
inquiries carried out pursuant to Article 15, paegdn 2 of the Act as well as the relevant conchsio
drawn, in particular the reporting obligation puaetito article 16, paragraph 1 of the Act;

¢) the report on the basic and continuing trairdogng the past calendar year of the staff involved
financial transactions;
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d) the number of business relationships with fim@rtcansactions as well as numerical fluctuations
(balance, new and discontinued) compared with teeigus year; and

e) the number of employees involved in financiahactions and numerical fluctuations compared with
the previous year.

2) On request, the annual report shall be transdhiti the FMA.

Article 27
Internal instructions

1) The persons subject to due diligence shall isg@enal instructions on how the obligations frime
Act and from this Ordinance shall be met concretahd they shall make these instructions known to
all employees who are involved in financial trarisarcs.

2) In these instructions, they shall regulate irtipalar:

a) the duties, responsibility, powers, and sup&misf the internal functions pursuant to artickdt the
Act;

b) the contents, the maintenance, and the safelgepthe due diligence files;

c) the ensuring of the identification of contragtiparties and of beneficial owners, and the moimigoof
business relationships;

d) how staff is to proceed with questionable tratisas or contracting parties, in particular the
notification of the compliance officer and the pedare when submitting reports to the FIU.

e) the criteria to be applied for determining highgk pursuant to article 13, paragraph 2 of tlog A

f) how these higher risks are to be assessedelingnd monitored;

g) the cases in which the compliance officer mestdnsulted and the management must be informed,;
h) the fundamentals of training the staff invohmedinancial transactions; and

i) the business policy concerning politically expdgersons and the risk management system used to
determine whether or not a client is a politicakposed person.

3) The instructions shall be issued by the boardireictors or by the management.

Article 28
Basic and continuing training

The persons subject to due diligence shall ensatettie staff involved in financial transactionseiwe
up-to-date and comprehensive basic and continuanging. The knowledge imparted must encompass
the requirements to prevent and combat money laingi@redicate offenses of money laundering,
organized crime, and the financing of terrorisnpessally:

a) the obligations arising from the Act and thigli@ance;

b) the relevant provisions of the Criminal Coded&fesetzbuch, StGB), in particular 88165 and »78 t
278d StGB; and

¢) the internal instructions pursuant to article 27

Article 29

Responsibilities of the contact person
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1) The contact person shall ensure contact bettheeperson subject to due diligence and the FMA.

2) The FMA shall be notified immediately of the apgment or replacement of the contact person.

Article 30
Responsibilities of the compliance officer
The compliance officer:

a) shall support and advise the management imthkementation of due diligence legislation anchia t
design of the corresponding internal organizatwithout relieving the management of its
responsibility therefor.

b) shall prepare the internal instructions (artf¢; and

c) shall plan and monitor the internal basic anatiooiing training of the staff involved in finantia
transactions (article 28).

Article 31
Responsibilities of the investigating officer

1) The investigating officer shall ensure implenagion of the Act, this Ordinance, and the internal
instructions. For this purpose, he shall conduetrital inspections. In particular, he shall review
whether:

a) the necessary records are duly prepared angd kept

b) the records pursuant to subparagraph a indicateéhe due diligence obligations are undertaken
regularly;

c) any reporting obligation has been duly compligith; and

d) any requests by responsible domestic authoritisrespect to contracting parties, beneficiahevs,
and authorized parties can be completely fulfillethin an appropriate period of time;

2) The investigating officer shall prepare a reportis review and forward that report to the
management and to the compliance officer.

Article 32
Functions of the compliance officer and the ingzdtng officer

1) The responsibilities of the compliance officaddhe investigating officer may also be transftme
appropriately qualified external persons or offices

2) The compliance officers and the investigatinficefs must have sound knowledge in matters of
combating money laundering, predicate offensesasfay laundering, organized crime, and the
financing of terrorism, and be familiar with ther@nt developments in these areas.

Article 33
Responsibility of the management
1) At least one member of the management shaltidean:

a) the initiation of business relationships withitpeally exposed persons and, annually, on the
continuation of such business relationships; and
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b) the initiation of correspondent banking relasioips.

2) Persons subject to due diligence with a vergmsite asset management business and a multi-stage
hierarchic structure may transfer this respongjbit the managing body of a business unit.

IV. Supervision

A. Inspections

Article 34

Basis of the inspections

Inspections pursuant to articles 24 and 25 of tbieshall be based in particular on:
a) the due diligence files pursuant to articleg#yagraph 1 of the Act; and

b) the annual report pursuant to article 21, paaly3 of the Act.

Article 35
Formal and material inspections

1) Formal inspections shall include verificationetter the legally prescribed data and recordstalse f
available. These inspections constitute a compdiaaeiew in which the documentation and
safekeeping obligations pursuant to article 2thefAct are verified.

2) Material inspections shall include an evaluatibthe content of the due diligence measures taken
They therefore constitute a plausibility and systemiew. In particular, it shall be evaluated wlegth

a) appropriate organizational measures have b&en faursuant to article 21 of the Act;

b) the content complies with the due diligencegdiions pursuant to the Act and this Ordinance, in
particular whether the data and reports containgldd due diligence files can be derived in a pldes
manner;

c) the reporting obligation pursuant to article péragraph 1 of the Act has been complied witlgint |
of the outcome of the inquiries carried out; and

d) any circumstances exist that call into questienguarantee of proper conduct of business and
impeccable management required by the Act.

Article 36

Inspection report

1) The inspection report shall at a minimum contain

a) information on complaints;

b) any violations of the provisions of the Act a&ht Ordinance;
c) any measures ordered to restore a lawful statd;

d) an evaluation of whether, in view of the outcamhéhe inspections, proper conduct of business and
impeccable management required by the Act appdze tssured.

2) The FMA shall specify in more detail the minimaonmtents of the inspection reports.
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Article 37
Safekeeping

1) The working papers prepared in the context sfpéctions and all related documents and data carrie
shall be kept in Liechtenstein in a way ensurireg #ny requests from the responsible domestic
authorities can be complied with within an appraf@iperiod of time.

2) The working papers, documents, and data castel be kept for a period of ten years after the
completion of the corresponding inspections.

B. Mandated Auditors, Auditing Companies, and AingjtOffices subject to Special Legislation

Article 38
Preconditions

1) Proof of participation in external basic andtomuing training courses pursuant to article 26,
subparagraph c of the Act for at least half a daygalendar year shall be supplied. The knowledge
imparted in such courses must be in accordanceantitie 28, subparagraphs a and b.

2) The independence of the auditor, the auditingmamies, and the auditing offices subject to specia
legislation from the persons subject to due dilaggethat are to be audited must be ensured witkecesp
to legal, economic, and personal aspects. In pdatic

a) auditors may not be employees of the persorjseutb due diligence to be audited or of an emisep
associated legally, economically, or personalhhwitich persons;

b) auditors, auditing companies, and auditing effisubject to special legislation may not partiepa
directly or indirectly in the profit of the persossbject to due diligence to be audited or of an
enterprise associated legally, economically, osqaally with such persons.

V. Transitional Provisions and Final Clauses

Article 39
Repeal of existing ordinances
The following ordinances are hereby repealed:

a) Ordinance of 5 December 2000 on the Due Diligelct (Due Diligence Ordinance), LGBI. 2000 No.
236;

b) Ordinance of 18 December 2001 on AmendmenteDthe Diligence Ordinance, LGBI. 2001 No.
193;

¢) Ordinance of 21 May 2002 on Amendment of the Diligence Ordinance, LGBI. 2002 No. 62;

d) Ordinance of 21 December 2004 on AmendmenteDihe Diligence Ordinance, LGBI. 2004 No.
301.

Article 40
Transitional provisions

1) To the extent that banks and postal institutioage to employ a computerized system pursuant to
article 19, paragraph 2, such system must be intediby 1 January 2006 at the latest.
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2) The persons subject to due diligence must nheeatgquirements of article 19, paragraph 3 stafting
January 2006.

3) If, following the entry into force of this Ordince, changes arise concerning the beneficial @nfer
collective accounts, deposits, safe deposit baxgsolicies, the list pursuant to article 10, paagdy 3
shall include the information stipulated in artiBleparagraph 1 for the changed data. Existing law
shall apply to the unchanged data.

Article 41
Entry into force
This Ordinance shall enter into force on 1 FebrizA§5.
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Law on the Financial Market Authority (FMA Act, FMA A)

Avrticle 2
Legal form, domicile, and endowment

1) In order to carry out the supervision of thefinial market, an independent institution undedipub
law with separate legal personality and domicile®¥aduz shall be established with the designation
“Financial Market Authority (FMA)”.

2) The endowment in the amount of 2,000,000 Swassck shall be provided to the FMA by the State.
3) The FMA is to be entered into the Public Registe

Article 3
Independence
The FMA shall be independent in the exercise ddatévities and shall not be bound by any

instructions.

Article 4

Objectives of the Financial Market Authority

The FMA shall safeguard the stability of the Lieatgtein financial center, the protection of clients
the prevention of abuses, as well as the implertientaf and compliance with recognized
international standards.

Article 5
Responsibilities

1) To the extent not otherwise determined by lén,EMA shall be responsible for the supervision and
execution of this Act and of the following lawsoad) with the corresponding executing ordinances:

a) Law on Banks and Finance Companies (Banking; Act)

b) Law on the Business of Electronic Money Instang (E-Money Act);

c) Law on the Liechtensteinische Landesbank;

d) Law on the Execution of (Cross-Border) Credarisfers;

e) Law on Settlement Finality in Payment and Sé¢iesriSettlement Systems (Finality Act);
f) Law on the Disclosure of Major Holdings in Lidt€ompanies (Disclosure Act);

g) Law on the Drawing-up, Scrutiny and Distributiointhe Prospectus to be Published at Public
Offerings of Securities (Prospectus Act);

h) Law on Investment Undertakings;

i) Law on the Liechtenstein Postal Service (PoAtd);
k) Law on Lawyers;

[) Law on Professional Trustees;
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m) Law on Auditors and Auditing Companies;

n) Law on Patent Lawyers;

0) Law on the Supervision of Insurance Undertakithgsurance Supervision Act);

p) Law on Professional Due Diligence in Financiedrisactions (Due Diligence Act);
g) Law on Occupational Pensions;

r) Law on Insurance Protection of Buildings agalist Damage and Elementary Loss (Building
Insurance Act)

2) In addition, the FMA shall carry out all respinilities that serve the supervision of the finaici
market, such as in particular the strengthenirigtefnational cooperation and the proposal and
preparation of necessary legislation.

3) The Government may mandate the FMA to reprebeninterests of Liechtenstein in international
bodies with respect to the responsibilities enuteeran paragraphs 1 and 2.

4) At least once a year, the FMA shall inform thublc about its supervisory activities and practice

Article 10

Removal from office

Parliament may remove a member of the Board frdineoif:

a) a precondition for the appointment (article &ggraphs 2 and 3) ceases to apply;

b) it subsequently becomes known that a precomditiothe appointment had not been met;
¢) lasting inability to perform in office arises;

d) the member is convicted in a criminal mattet thgpairs performance of the office;

e) a gross breach of duty has taken place.

Article 23
Discretion
The members of the organs of the FMA and its stadil be bound to discretion according to the

relevant special legislative provisions.
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Law Concerning the Financial Intelligence Unit (FIU Act)
Art. 3
Position

The FIU is a central unit for the collection andlgsis of information required for the detectiomadney-
laundering, acts preparatory to money-launderimbaaganized crime.

Art. 4
Competencies

1) The FIU receives communications from finanaigééimediaries in accordance with Art. 9 Para. 2 and
Art. 9a Para. 1 of the Law Relating to Professi@aé Diligence in the Conduct of Financial
Transactions (Due Diligence Law) and orders meadorbe taken in accordance with Art. 9 Paras 4 and
6 of the Due Diligence Law.

2) The FIU evaluates and analyses these commuonicati

3) The FIU obtains information required for thees#¢ion of money-laundering, acts preparatory toeyen
laundering and organised crime, subject to thd |egaisions concerning the preservation of
confidentiality.

Art. 5
Responsibilities
1) The FIU exercises the following responsibilitissparticular:

a) receiving, evaluating and analysing communioatio accordance with Art. 9 Para. 2 and Art. 9a
Para. 1 of the Due Diligence Law;

b) ordering measures to be taken in accordanceAxitl® Paras 4 and 6 of the Due Diligence Law,
in particular the forwarding of communications e tState Prosecutor’s Office, if, in the light of
the analysis carried out by the FIU, the commuiooain question confirms the suspicion of
money-laundering, acts preparatory to money-laundenr organised crime;

c) obtaining information from sources, publicly assible or otherwise, which is required for the
detection of money-laundering, acts preparatomaoney-laundering and organised crime;
d) cooperating with the National Police to obtaiformation required for the detection of money-

laundering, acts preparatory to money-launderirfgaganised crime;

e) developing and maintaining data processing syste assist in the exercise of the
responsibilities described in this Law;

f) producing periodic, anonymised status and sgsateports to the Government, assessing the
threat of money-laundering, acts preparatory toegydaundering and organised crime;

Q) producing analysis reports to the State Pros€sudffice to confirm suspicion in cases of
money-laundering, acts preparatory to money-laungemnd organised crime;

2) The FIU can be represented in national andriatemal working groups. Membership of internationa
working groups requires the consent of the Goventme

Art. 6
Cooperation with Liechtenstein authorities

The FIU is required, insofar as this does not ingpthe discharge of its responsibilities, to issue
information required to combat money-launderinds @ceparatory to money-laundering and organised
crime, and transmit documentation, to other Liegstigin authorities, in particular the courts, thet&
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Prosecutor’s Office, the National Police and thi tesponsible in accordance with the Due Diligence
Law.

Art. 7
Cooperation with foreign authorities

1) The FIU may, in order to fulfil its responsibi#is, request foreign FIUs to issue informatiotransmit
documentation, if this is required for the purpoéhis Law.

2) The FIU may issue official information, whichrist publicly accessible, to foreign FIUs, if:

a) this does not adversely affect public orderep#ssential national interests, matters subject to
confidentiality or fiscal interests;

b) the information is in accordance with the oljeattthis Law;

c) it is certain that the FIU requesting informatiwwould comply with a similar request from

Liechtenstein;

d) it is certain that the information to be excheagvill only be used to combat money-laundering,
acts preparatory to money-laundering and orgardsete;

e) it is certain that the information exchanged wiilly be passed on to other parties without thé FI
has been consulted;

f) the FIU requesting information is subject toddficial or professional obligation to preserve
confidentiality; and

Q) the Law Concerning International Judicial Assigte in Criminal Cases is not applied.

3) For this purpose, the Director of the FIU mdtgraconsulting the Minister responsible for Financ
conclude a Memorandum of Understanding with otheisFthis will be subject to approval by the
Government.

Art. 9
Data retrieval procedure (online connection)

1) On request, the national authorities will pravitie FIU with the information required for the
discharge of its responsibilities. The FIU is datlt in order to discharge its responsibilitiesingpect
certain registers held by units of the national imitration, by means of an online retrieval praged
Once the relevant unit has given its consent, tbenfay inspect the records concerned.

2) The Government will specify, by decree, whichisters the FIU may inspect.
Art. 11
Interests opposed to the release of information

Information will not be released in accordance wth 10, if, in particular:

a) it is to be assumed that the discharge of ggamsibilities by the FIU will be jeopardised by th
release of information;

b) the release of information could jeopardise sesiof information or it is to be feared that the
extent of the FIU’s knowledge, or its modus operacaluld be discovered,;

c) the release of information would endanger puldicurity or otherwise adversely affect the
country; or

d) the data must be kept secret owing to the prathiing legitimate interests of a third party.
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Law on Banks and Finance Companies (Banking Act, BA
Article 7a
Risk management

In rules and regulations or internal guidelines, tlank or finance company shall govern the main
features of risk management and the powers anaguoes for approving transactions fraught with.risk
In particular, the bank or finance company muséssslimit, and monitor market, credit, default,
processing, liquidity, and image risks as well psrational and legal risks.

Article 15
Licensing requirements

1) Banks and finance companies shall require adieéssued by the FMA to take up their business
activities.

2) If a bank or finance company forms part of aign group working in the financial sector, thestise
shall only be granted if, in addition to the predibions set out in articles 18 to 25:

a) the group is subject to consolidated supervismmparable to Liechtenstein supervision;
b) the supervisory authority of the home countrgsinot object to the establishment of a subsidiary.

3) When considering the application for a liceritbe,economic needs of the market may not be taken
into account.

Article 18
Legal form and registered office

1) Banks and finance companies may only be eskealigh the legal form of a limited company or a
European company (SE). In justified cases, the Gwrent may permit exceptions.

2) The registered office and the central adminiisnamust be situated in Liechtenstein.
Article 19
Guarantee of sound and proper business operation

The professional and personal qualities of theqreyentrusted with the governance or management of
bank or finance company must always guarantee sandgroper business operation.

Article 22

Organization

1) Banks and finance companies must be organizaddordance with their business circle.
2) Banks and finance companies shall require

a) a board of directors responsible for overakction, supervision, and control,

b) a general management consisting of at leastemmbers who perform their activities with joint
responsibility and who may not simultaneously bentners of the board of directors, and

) an internal audit department that reports dieotthe board of directors.

3) In special cases, the FMA may approve an exaegtibject to conditions, as long as the exception
does not contradict any EEA legal provisions.

4) The distribution of functions between the boairdirectors and the general management must
guarantee proper monitoring of business conduct.

5) By ordinance, the Government shall specify inchispecial cases a bank or finance company may be
exempted from the obligation under paragraph 2(c).
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Article 24
Share capital

1) The share capital must be paid up in full andwam to:

a) in the case of banks, at least ten million fsamicthe equivalent in euros or U.S. dollars;
b) in the case of finance companies, at least tilmmfrancs or the equivalent in euros or U.S.
dollars.

2) Depending on the type and scope of the bustiads, the FMA may require a higher share capital.

3) The shareholders with a qualifying holding mustet the requirements necessary to fulfill therege
of ensuring solid and prudent management of th& bafinance company.

Article 25
Residence

At least one member of the board of directors drtl@general management must be resident in
Liechtenstein and have sufficient powers to reprege bank or finance company vis-a-vis
administrative authorities and courts.

Article 26
Notification requirement

1) Banks and finance companies must notify or submaifollowing to the FMA:

a) the composition of the board of directors, taeaegal management, and the head of the internal
audit department;

b) the articles of association and the rules agdlations;

) the organization;

d) the subsidiaries, branches, and agencies;

e) any holdings in companies operating in the fife@rsector;

f) the ownership situation with respect to votirzgpital;

s)] the external audit office.

2) Banks and finance companies must notify the Fdfldhanges to the facts enumerated in paragraph 1
without delay. This notification must occur priorany public announcement.

3) Amendments to the articles of association arddles and regulations concerning the busineskecir
the capital stock, or the organization, as wek abange of the external audit office shall addaity
require approval by the FMA. Any respective entitethe Public Registry shall only be permissible
after approval by the FMA.

4) In the case of undertakings that must be in@udéhe consolidation of own funds under article 4
paragraph 2, the provisions of paragraphs 1 a2 applymutatis mutandis

Article 30a

License

1) The establishment of a representative officdl sbquire a license issued by the FMA.

2) The license shall be granted if:

a) the bank is subject to supervision in its owantny comparable to Liechtenstein supervision;

b) the persons entrusted with management of threseptative office guarantee sound and proper
business operation;
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c) the supervisory authority of the home countrgginot raise any objections against the
establishment of the representative office.

3) Within four months after the end of the busingsar, the representative office shall submit areany
activity report and the business report of theesented bank to the FMA, as well as within one mont
after the end of the business year a confirmatiahthe representative office has not engagedyin an
banking activities.

4) The representative office must notify the FMAailvance of any change of staff in its management.
Article 63
Misdemeanors and administrative offenses

1) The Court of Justice shall punish with impris@minof up to six months or with a fine of up to 360
daily rates for committing a misdemeanor anyone:who

a) as a member of an organ of, an employee ofyypther person acting on behalf of a bank or
finance company, or as an auditor or member ofFtfi& Complaints Commission or employee
of the FMA violates secrecy obligations or who inési such a violation or attempt to induce it;

b) performs an activity within the meaning of agi8 without a license;

c) operates a representative office within the rimepaf article 30a without a license;

d) operates a branch within the meaning of ar86le without a license;

e) operates a branch of a bank or finance compefoydthe preconditions set out in article 30d are
met;

f) operates a branch of an investment firm befbeepreconditions set out in article 30k are met;

9) fails to meet the requirements on deposit guaeaor investor protection.

The punishments may be combined.

2) The Court of Justice shall punish with a finaupfto 100,000 francs for committing an administeat
offense anyone who:

a) violates conditions imposed in connection witltanse;

b) violates the prohibition against using nomengkathat indicates activities as a bank;
c) fails to make the stipulated allocations to legaerves;

d) repledges or carries over pledges contrarya@tbvisions of article 12;

e) gives false information to the FMA or the awaffice;

f) does not keep account books properly or doesatain account books and receipts;
9) as an auditor, grossly violates his or her rasgilities, in particular by making untrue

statements in the audit report or withholding digant facts, by failing to make required
requests to the bank, or by failing to submit regglireports and notifications.

h) engages in activities by virtue of the free nmoeat of services before the preconditions setrout i
article 30e or 30l have been met;

i) outsources data processing to foreign countriéisout observing the conditions set out in article
14a.

3) The FMA shall punish with a fine of up to 50,0@&ncs for committing an administrative offense
anyone who:
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fails to compile or publish the business repgbe,consolidated business report, the interim
account statement, or the consolidated interim@aucstatement as required;

fails to have the ordinary audit or an audppgtited by the FMA conducted;
fails to fulfill his or her responsibilities v&-vis the audit office;
fails to submit the required notifications te thMA;

fails to comply with a demand to bring abouawaflil state of affairs or with any other order by
the FMA;

engages in misleading or obtrusive publicitypesally using his or her Liechtenstein domicile or
Liechtenstein institutions.

4) If the offenses are committed negligently, theximum penalties shall be reduced by half.

5) The misdemeanors according to paragraph 1 Iséalibject to a statute of limitations of two years

6) The general part of the Criminal Code shall gpplitatis mutandis
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Law on Asset Management (Asset Management Act, AMA)

Article 2
Scope

1) Undertakings that provide or arrange to prowdset management on a professional basis (asset
management companies) shall be subject to thisSArth companies shall also constitute investment
firms within the meaning of Directive 2004/39/EC.

2) This Act shall not apply to:

a) banks and finance companies within the mearfitiggoBanking Act;

b) insurance undertakings within the meaning ofitiseirance Supervision Act;
c¢) pension schemes within the meaning of the Odwmr Pensions Act;

d) persons which provide services under articlgaBagraph 1 exclusively in the framework of a mamda
as an organ of a legal person, trust, other collecr asset entity;

e) persons which exclusively have holdings in utadkéngs that do not constitute financial instrunsent
pursuant to article 4, paragraph 1(g);

f) persons which provide services pursuant tolar¢c paragraph 1 exclusively for their parent
undertakings, for their subsidiaries, or for othebsidiaries of their parent undertakings;

g) persons which do not provide any investmentiseswor activities other than dealing on own actoun
unless they are market makers or deal on own atoutside a regulated market or market trading
facility (MTF) on an organized, frequent, and sysa¢ic basis by providing a system accessible to
third parties in order to engage in dealings wlitdr;

h) persons which provide services consisting exadlisin the administration of employee-particiati
schemes;

i) persons which provide services that only invdbeth the administration of employee-participation
schemes and the provision of investment servicelsigixely for their parent undertakings, for their
subsidiaries, or for other subsidiaries of theitepa undertakings;

k) the members of the European System of Centnak8and other national bodies performing similar
functions and other public bodies charged witmegrvening in the management of the public debt;

) investment undertakings within the meaning @& thvestment Undertakings Act and pension funds,
whether coordinated at the EEA level or not, arddépositaries and managers of such undertakings;

m) persons providing investment advice in the aewfsproviding another professional activity not
covered by this Act, provided that the provisiorsoth advice is not specifically remunerated; and

n) the Liechtenstein Postal Service (Liechtenstelmé Post Aktiengesellschaft) within the meaninthef
Postal Act.

3) The rights conferred by this Act shall not extéo the provision of services as counterparty in
transactions carried out by public bodies dealiity wublic debt or by members of the European
System of Central Banks performing their tasksrasiged for by the Treaty and the Statute of the
European System of Central Banks and of the Euro@eatral Bank.

Article 3
Business areas

1) Asset management according to article 2, papdigtaencompasses the following services:



300

a) portfolio management;
b) investment advice;
¢) reception and transmission of orders concerairggor more financial instruments; and

d) investment research and financial analysis feerdiorms of general recommendation relating to
transactions in financial instruments that diresttyve the purpose of customer care.

2) Providing and arranging to provide servicestifind parties enumerated in paragraph 1 may only be
undertaken by asset management companies. Thisioris without prejudice to article 2, paragraph
2.

3) At no time may asset management companies aoccépld assets of third parties.

Article 6

Licensing conditions and procedures

1) Upon application, the license for an asset mamagt company shall be granted if:

a) the company is established in the legal forra piridical person or a general or limited parthgrs
b) the registered office and the head office ofdbmpany are situated in Liechtenstein;

¢) in terms of staffing and premises, the compaas/disuitable place of business in Liechtenstairaan
organization appropriate for fulfilling its respalitities;

d) the general management consists of at leaspénsbns who are trustworthy and capable of acfihg.
least one general manager must actually work ircdingpany in a leading position and fulfill the
prerequisites set out in article 7. The generalagament may consist of only one general manager if
it is shown that solid and prudent leadership efdbset management company and its continuation
upon loss of the general manager's capacity ts &ctsured without interruption through appropriate
rules governing substitution and succession;

e) a workable business plan including the orgaimmat structure of the asset management company is
presented. In particular, this business plan mgdtide information concerning the organization,
marketing, and the implementation in the marketels as the financial planning and the financing fo
the first three business years;

f) an external audit office according to articlel#8 been appointed,

g) the ownership situation of the company is exgdi The shareholders with a qualifying holding mus
meet the requirements necessary to fulfill therggtof ensuring solid and prudent managementeof th
asset management company. If close links existdmvthe asset management company and other
natural or legal persons, then the close linksl sivdladversely affect the proper exercise of tNAB
supervisory functions;

h) the professional and personal qualities of #rsgns entrusted with the administration and
management always guarantee sound and proper bsigiperation;

i) evidence that the capitalization required byctet8 is sufficient;

k) equity capital of at least 100,000 Swiss framicthe equivalent in euros or US dollars has bexah wp
in full and in cash; and

) the company does not hold any additional licengader the Professional Trustees Act, the Lawyers
Act, the Patent Attorneys Act, or the Auditors aadliting Companies Act.

2) Originals of the application and the supportmgterials shall be submitted. The materials maybeot
older than three months. In the case of foreigigti@age applications, the FMA may require a certified
translation.
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3) The application for the grant of a license shalldecided on at most six months after receightef
complete application materials.

4) The FMA shall include the licensed asset manageémrompanies in a directory. The directory shall b
open to the public and shall be updated monthimay be viewed by means of a retrieval procedure.

5) The Government shall provide further detailbginance.

Article 10
Changes subject to approval and notification
1) The following changes require approval in adeang the FMA:

a) any intended personnel changes to the generagaaent and an intended change of the auditing
office; and

b) any intended amendment to the articles of aagoniand the rules of business that concern the
clientele, the equity capital, or the organizatiaswell as any intended acquisition and any irédnd
sale of a qualifying holding.

2) Any intended personnel changes to the boardreftrs shall require notification to the FMA in
advance.

3) All information shall be made available to thdA that it needs to comprehensively assess the
changes under paragraphs 1 and 2 and to satieffytitat all licensing conditions continue to halia.
cases under paragraph 1, entries in the PublicsRggihall only be allowed after approval by the
FMA; in cases under paragraph 2, only after natifan to the FMA.

4) The Government may provide further details irance.

Article 14
Code of Conduct and ethical rules

1) Asset management companies and their employesssprovide their services conscientiously, fairly,
honestly, and professionally in accordance withiibgt interests of their clients, especially in
accordance with articles 15 to 19, and their cohducst uphold the honor and respect of their
profession.

2) The FMA shall issue a guideline providing moegads on the Code of Conduct. This guideline shall
serve as an interpretation aid and may be useddrmpret rights and duties.

3) The FMA may declare ethical rules governingghefession to be binding.

4) The Government shall provide further detailoobginance.

Article 16
Disclosure requirement

1) Appropriate information shall be provided in@mprehensible form to clients or prospective ckent
about:

a) the asset management company and its services;

b) suggested investment strategies and financaiuments; these must also include appropriateagoil
on and warning of the risks associated with investisiin those instruments or in respect of pawdicul
investment strategies; and
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C) costs.

2) The information provided pursuant to paragrahdll ensure that clients and prospective cliargs
reasonably able to understand the nature andafdke services and of the specific type of finahci
instrument that is being offered and, consequettljgke investment decisions on an informed basis.
The information provided pursuant to paragraph afa) (c) may be provided in a standardized format.

3) In case the asset management company considettse basis of the information received undeclarti
15, that the product or service is not appropti@tiae client or prospective client, the asset
management company shall indicate this to the cheprospective client.

Article 21
Obligation of secrecy

1) The members of the organs of the asset managem@panies and their employees as well as any
other persons working on behalf of such comparfiali be obliged to maintain the secrecy of facts
that have been entrusted or made available to fhesuant to their business relationships with téen
The obligation to maintain secrecy shall not batkchin time.

2) Paragraph 1 is without prejudice to the legalj@ions concerning the duty to give information or
evidence to supervisory organs and criminal courts.

Article 34
Activities in Liechtenstein of foreign asset mamaget companies

1) Asset management companies whose registeree @fin another Member State may provide the
services under article 3, paragraph 1 in Liech&nseither by forming a branch or by virtue ofszo
border provision of services, as long as theyiaem$ed to do so in their home Member State.

2) The provisions of articles 30i, 30k, and 30ttwé¢ Banking Act shall apply mutatis mutandis.

Article 35
Reporting and information requirement for branches

1) Foreign asset management companies with bramchéschtenstein must submit reports to the FMA
in regular intervals for statistical purposes om #lativities of these branches.

2) When exercising the powers delegated to it i/Alet, the FMA may require the branches of theeass
management companies to provide information thaegessary for monitoring compliance with the
regulations applicable to the asset managementaaynp

3) The Government may provide further details jirance.

Article 36

Foreign activities of Liechtenstein asset manageroempanies

1) Asset management companies whose registereg @gfin Liechtenstein and which have been granted
a license pursuant to this Act shall — if they mitéo actively acquire clients in a third State —
demonstrate to the FMA prior to initiating businassivities that they hold a relevant license fribra
State in question or that they are not subjectliceasing requirement in that State.
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2) In addition, the provision of services underctgt3, paragraph 1 shall be subject to the legdl a
administrative regulations applicable in the Siatguestion.

Article 37
Activities in Liechtenstein of foreign asset mamaget companies

Asset management companies or asset managers kelgistered office or residence is in a third State
shall be required to hold a license pursuant tclars for the provision of services under artigle
paragraph 1, if they actively acquire clients ie¢htenstein.

Article 39
Official secrecy

1) The organs entrusted with implementation of &isand any other persons consulted by these srgan
shall be subject to official secrecy without amyeilimits with respect to the confidential inforrioat
that they gain knowledge of in the course of tléficial activities.

2) The information subject to official secrecy nrayt be transmitted to others. This is without piega
to criminal law and other special legal provisions.

3) If bankruptcy proceedings or liquidation hasrbistiated by a court decision against an asset
management company, then confidential informatian €oes not relate to third parties may be used in
civil or commercial proceedings, as long as itasassary for the proceedings in question.

4) Without prejudice to the criminal law cases, EMA, all other administrative authorities and bexji
and other natural and legal persons may only Usenmation that they receive in accordance with this
Act for purposes of fulfilling their responsibilis and tasks within the scope of this Act or for
purposes for which the information was given, andidhe case of administrative and judicial
proceedings that specifically relate to the fulfidint of these tasks. If the FMA or another
administrative authority or office or person prawmgl the information gives their consent, however,
then the authority receiving the information mag ugor other purposes.

5) The provisions of this article do not preclude FMA from exchanging and transmitting, in
compliance with domestic law, confidential inforimoatthat was not received from a competent
authority of another Member State.

Article 53
Exchange of information

1) The FMA shall supply a requesting competentaritthof a Member State with all information that
this authority needs to carry out its supervis@sponsibilities pursuant to Directive 2004/39/EC.

2) When communicating the information, the FMA $hadicate

a) which information must be considered confidératial subject to official secrecy and therefore may
only be disclosed with the express agreement ofFkh4a; and

b) for what purposes the communicated informatiay ive used.

3) The FMA may request the competent authoritiestioér Member States to supply it with all
information that the FMA needs to carry out itp@ssibilities pursuant to this Act. It may transihi¢
received information to the supervisory organsrrefeto in article 38. The FMA shall not transmit
this information to other bodies or natural or lggersons without the express agreement of the
competent authorities which transmitted it andlgdiar the purposes for which those authoritiesegav
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their agreement, except in duly justified circumses. In this last case, the FMA shall immediately
inform the authority that sent the information.

4) The supervisory organs referred to in articlea@Bninistrative authorities as well as other bgdied
natural and legal persons receiving confidentirimation may use it only in the course of their
duties, in particular:

a) to check that the licensing conditions for ags@bhagement companies are met;

b) to monitor business activities on a non-conséd or consolidated basis, especially with regatte
capital adequacy requirements imposed by law, adtrative and accounting procedures, and internal
control mechanisms;

¢) to monitor the proper functioning of trading ves;

d) to impose sanctions;

e) in administrative appeals against decisiongibyRMA under article 60;

or

f) in the extrajudicial mechanism for investorsmgaints provided for in article 61.

5) This article as well as articles 39, 57, andB&ll not prevent the FMA from transmitting to dentral
banks, the European System of Central Banks, anBthopean Central Bank, in their capacity as
monetary authorities, and, where appropriate, tergpublic authorities responsible for

overseeing payment and settlement systems, cotiitlériormation intended for the performance of
their responsibilities; likewise such authoritiesbodies shall not be prevented from communicating
the FMA such information as it may need for thepose of performing its responsibilities provided
for in this Act.

6) The Government may provide further details ireance.

Article 54
Refusal to cooperate

1) The FMA may refuse to act on a request for coatfmn in carrying out an investigation, on-the4spo
verification, or supervisory activity as providemt fn article 52 or to exchange information as jted
for in article 53 only where:

a) such an investigation, on-the-spot verificatgupervisory activity, or exchange of informatioight
adversely affect the sovereignty, security, or jpubtder of Liechtenstein;

b) judicial proceedings have already been initiategspect of the same actions and the same erson
before a domestic court; or

¢) final judgment has already been delivered irchienstein in respect of the same persons andithe s
actions.

2) In the case of such a refusal, the FMA shalifytite requesting competent authority accordingly,
providing information on the grounds for refusal.

Article 62
Misdemeanors and administrative offenses

1) The Court of Justice shall punish with impris@minof up to one year or with a fine of up to 36\
rates for committing a misdemeanor anyone who:
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a) as a member of an organ of, an employee ofyypther person acting on behalf of an asset
management company, or as an auditor violatesgeoldigations or who induces such a violation or
attempts to induce it;

b) performs or arranges to perform a service withenmeaning of article 3, paragraph 1 without a
license; or

c¢) accepts or holds assets of third parties indbred article 3, paragraph 3.

2) The Court of Justice shall punish with impris@miof up to six months or with a fine of up to 180
daily rates for committing a misdemeanor anyone:who

a) violates conditions imposed in connection witltanse;

b) violates the prohibition set out in article Xfamst using nomenclature that indicates activaesn
asset management company;

c) gives false information to the FMA or the autffice;
d) does not keep account books properly or doesatain account books and receipts;
e) makes false statements or withholds signifiaets in the periodic reports or notifications;

f) as an auditor, grossly violates his respongiedi in particular by making untrue statementhaaudit
report or withholding significant facts, by failing make required requests to the management
company, or by failing to submit required reponms aotifications;

g) does not meet the minimum capital requiremeinbsein article 6, paragraph 1(k); or
h) does not maintain adequate capitalization asigen article 8.

3) The FMA shall punish with a fine of up to 10000Bwiss francs for committing an administrative
offense anyone who:

a) fails to compile the periodic reports as reqlioe submits them late or not at all;

b) fails to have a regular audit or an audit regpliiipy the FMA conducted as a whole or with respect
individual areas;

c) fails to fulfill his responsibilities vis-a-vike audit office;
d) fails to submit the required reports and nadificns to the FMA or submits them late;

e) fails to comply with a demand to bring aboutwafll state of affairs or with any other order hg t
FMA;

f) fails to comply with a demand to cooperate inrarestigation procedure of the FMA,;

g) provides impermissible, false, or misleadinginiation while soliciting for an asset management
company;

h) fails to comply with the Code of Conduct (ael15 to 19) and the ethical rules governing the
profession declared to be binding;

i) delegates activities under article 12 to thiedtges without approval;

k) does not make or maintain effective organizati@nd administrative arrangements that prevent
conflicts of interest from adversely affecting theerests of their clients;

) violates his obligations when appointing tieegats under article 23; or

m) violates his obligations as a tied agent undisia 23.

4) If the offenses are committed negligently, theximum penalties shall be reduced by half.
5) The general part of the Criminal Code shall gpplitatis mutandis.
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Law on Investment Undertakings (Investment Undertakngs Act, IUA)

Article 15
Protection of secrecy

1) The members of the board of directors and ofydreeral management of management companies and
their staff members, as well as any other persotiisgaon behalf of such companies, shall be obliged
to maintain the secrecy of facts that have beemsted or made available to them pursuant to their
business relationships with clients. The obligatimmaintain secrecy shall not be limited in time.

2) If facts covered by paragraph 1 come to thentitte of representatives of authorities in the seusf
their official activities, they must treat thesetkaas official secrets.

3) This Article is without prejudice to the legabpisions concerning the duty to give informatiaon o
evidence to criminal courts.

Article 24
Responsibilities

1) The management company shall conduct its aetvih accordance with the guidelines of the
investment undertaking and the provisions of thieaiud simplified prospectuses.

2) Subject to paragraph 3, the activities of theage@ment company shall consist exclusively in the
management of investment undertakings and relagzbnsibilities (fund business). The government
shall determine by ordinance which activities cbat the fund business.

3) With approval by the FMA, a fund management mdgitionally:

a) assume the management of individual portfolias @her assets similar to investment funds,
especially of pension funds or investment foundetjohe Government shall specify the details by
ordinance;

b) in connection with the activities according eragraph 2 and paragraph 3, subparagraph (a)derovi
investment advice and assume the technical safgkgeepinvestment undertaking units; the
Government shall specify the details by ordinance.

4) A fund management may only obtain approval roadance with paragraph 3 if it is in possession of
an entitlement to undertake activities accordingacagraph 2.

5) Paragraph 3 is subject to the provisions comegrany schemes for the compensation of the invgsto

Article 25
Delegations

1) The FMA may authorize a management company legeee one or more of its responsibilities to third
parties for the purpose of efficient general manzayg.

2) A delegation shall be approved if the specifiedson fulfills the necessary preconditions.
3) Delegation of investment decisions to the degposbank shall be excluded.

4) The management company shall not be releasedli@bility through delegation to third parties.e’'h
management company shall provide the necessarydtisins and effective monitoring and oversight
of the mandated third party.

5) The Government shall specify the further predomds of delegation by ordinance.
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6) Approval may be withdrawn if the preconditiorislelegation are not or no longer fulfilled.

Article 68
Guarantee of sound and proper business operation

Both in terms of expertise and personal qualities persons mandated to administer and manage an
investment undertaking must at all times guarastemd and proper business operation.

Article 91
a) Principle

1) Units of investment undertakings from a Membiaté&of the EEA that conform to the requirements of
Directive 85/611/EEC as amended (UCITS) may be etatkin Liechtenstein without an additional
license (European passport).

2) The management company shall be obliged:

a) to observe the rules applicable in Liechtendteah concern the areas or solicitation measures no
governed by the Directive referred to in paragraph

b) to appoint a bank as a paying agent in Liechéémpursuant to the Banking Act;

) to appoint a person as representative who leoldense in accordance with special Liechtenstein
legislation and who has the requisite expertise;

d) to publish in Liechtenstein the full and simigd prospectuses, the yearly and half-yearly reparid
the other information according to articles 5 &t. sind articles 38 et seq.

3) The materials according to paragraph 2 ande@®2, paragraph 1, subparagraphs (b) to (d) beall
drafted in a language approved by the FMA.

4) If there is a danger of mistaken identificatitre FMA may demand an explanatory addition to the
name of the investment undertaking.

5) By means of an ordinance, the Government ske#dirchine the rights and duties of the paying agent
and of the representative.

Article 93
Marketing of units of investment undertakings natanformity with the
Directive

1) The marketing of units of investment undertakingt in conformity with the Directive (non-UCITS)
shall require a license.

2) The FMA shall grant the license if:

a) the investment undertaking is subject to codatd#d supervision in the home Member State that is
equivalent to Liechtenstein supervision;

b) the name of the investment undertaking doeseaotto deception or confusion;

c) the other provisions of this Act and of the aatice issued in connection herewith are fulfilladatis
mutandis.

3) These provisions are subject to any reciprageements.
4) Article 15 of Directive 2004/39/EC shall applytatis mutandis.
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5) The Government shall provide further detailbginance.

Article 94

Principle

1) The marketing of units of an investment undenigkrom a third State shall require a license.
2) The FMA shall grant the license if:

a) the conditions of article 91, paragraph 2 toebmaet;

b) the investment undertaking is subject to codstdéid supervision in the home Member State that is
equivalent to Liechtenstein supervision;

c¢) the name of the investment undertaking doeseaotto deception or confusion;

d) the other provisions of this Act and of the aatdice issued in connection herewith are fulfilladatis
mutandis.

3) The marketing of units of an investment undengkrom a third State shall not require a liceimse
accordance with paragraphs 1 and 2 if:

a) no publicity is engaged in;

b) the circle of persons is specified and the pespproached are connected with the solicitor in a
gualified manner;

c) the circle of persons is small in number andtéd it being irrelevant over what time periodgdbe
persons are approached and whether they are apprbaimultaneously or in stages and whether the
solicitation is successful;

d) publicity does not reach a certain frequency; or

e) a contract for assets management exists thahgasses only procurement of units of an investment
undertaking without any advisory activity.

4) These provisions are subject to any recipramfieements.
5) Article 15 of Directive 2004/39/EC shall applytatis mutandis.
6) The Government shall provide further detailobginance. The Government

may specify further exemptions from the licensaunegment.

Article 102
Official information-sharing

1) The FMA may provide official information to fagm supervisory authorities of investment
undertakings if:

a) the public order, other significant nationaknaists, and secrecy obligations pursuant to thiswcnot
violated thereby;

b) the information does not conflict with the olije€this Act;
c) it is ensured that the requesting State wouttbha similar request by Liechtenstein;

d) it is ensured that the information received willy be used for the supervision of investment
undertakings;

e) it is ensured that the employees of the compatghorities and of the persons mandated by the
competent authorities are subject to official anufgssional secrecy; and
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f) in the case of information that originates iroter EEA Member State or a third State, the expres
assent of those authorities that have communidhtedhformation is given and it is ensured that th
information will, if applicable, only be forwardddr those purposes for which such authorities have
given their assent.

2) Information according to paragraph 1 and infdramareceived from foreign authorities may only be
used by the competent authorities for the followpugposes:

a) for verification of the authorization requirenfor investment undertakings or for enterprises
participating in their activities and for monitogiof the conduct of activities, of the administvatand
accounting organization, and of internal controthamisms;

b) for the imposition of penalties;

¢) in the context of administrative proceedingsaawning appeals against decisions of a competent
authority;

d) in the context of court proceedings.

3) The FMA may exchange information with the follogg domestic and foreign institutions, to the ekten
that these institutions need the information tdilfuheir responsibilities pursuant to supervisiermv:

a) the offices that are mandated by law or thatle$tate mandate to monitor banks, finance corapani
securities firms, insurance undertakings, or fi@noarkets, as well as persons mandated by these
offices;

b) the offices concerned with the liquidation, casition agreement, bankruptcy, or similar procedre
an investment undertaking or of an undertaking tdiles part in its activities;

c) the persons mandated to conduct the legal abithe accounting of banks, finance companies,
securities firms, and other financial institutions;

d) the offices entrusted to manage deposit insgrand investor protection systems.

4) The information according to paragraph 3 shalsbbject to official secrecy and/or professional
secrecy. Information originating in another EEA Mman State or a third State may only be forwarded
with the express assent of those authorities it kommunicated this information and, if applieabl
only for purposes for which such authorities haiweg their assent.

5) At any time when necessary for the object of tht, the FMA may obtain information concerning th
activities of Liechtenstein investment undertakiagsoad and the economic circumstances of foreign
investment undertakings whose activities may affieetliechtenstein monetary and credit system.

6) The provisions contained in paragraphs 1 toall sinly apply to the extent that international
agreements do no otherwise provide.

Article 111
Misdemeanors and administrative offenses

1) The Court of Justice shall punish with impris@minof up to one year or with a fine of up to 36\
rates for committing a misdemeanor anyone who:

a) performs an activity subject to this Act withaulicense;

b) as a member of an organ of, an employee ofppother person working for a management company
or a depositary bank, as an auditor, as a memkbediMA Complaints Commission, or as an
employee of the FMA, violates secrecy obligations/bo induces such a violation or attempts to
induce it.
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2) The Court of Justice shall punish with impris@miof up to six months or with a fine of up to 180
daily rates for committing a misdemeanor anyone:who

a) violates conditions imposed in connection witltanse;
b) violates the provisions concerning minimum reseds and capitalization;

c) violates a prohibition against using terms thdicate activities as an investment undertakingsoa
management company;

d) gives false or misleading information to the FidAthe audit office;
e) does not keep account books properly or doesetaith account books and receipts;

f) as an auditor, grossly violates his respongiedi in particular by making untrue statementhaaudit
report or withholding significant facts, by failing make required requests to the management
company, or by failing to submit required reportsl aotifications;

g) makes false statements or withholds signifiéacts in the periodic reports, in the full or siifipd
prospectus, or with respect to other information.

h) as a management company, conducts other bush@sthe activities
permitted by this Act.

3) The Court of Justice shall punish with impris@mnof up to one year or with a fine of up to 36\
rates for committing a misdemeanor anyone who casnancriminal act according to paragraph 2 with
respect to an investment undertaking for otheregaiuith increased risk.

4) The FMA shall punish with a fine of up to 10000Bwiss francs for committing an administrative
offense anyone who:

a) fails to compile or publish the periodic repassrequired;

b) fails to have the regular audit or an audit reguby the FMA conducted,
c) fails to fulfill his responsibilities vis-a-vikhe audit office;

d) fails to submit the required notifications te thMA;

e) fails to comply with a demand to bring aboudwafll state of affairs or with any other order hg t
FMA;

f) provides impermissible, false, or misleadingpimfiation while soliciting for an investment
undertaking.

5) If the requirement according to article 13 toyide certain particulars in letters is not congbheith,
then the FMA shall punish the management compatty avilisciplinary fine of up to 5,000 Swiss
francs. This disciplinary fine may be imposed répely until a lawful state of affairs has been

restored.
6) If the offenses are committed negligently, theximum penalties shall be reduced by half.

7) The misdemeanors according to paragraphs BhalBbe subject to a statute of limitations of two
years.

8) The general part of the Criminal Code shall gpplitatis mutandis
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Law on Supervision of Insurance Ipsurance Supervision Act ISA)
Article 12
Licensing requirement

1) Insurance undertakings subject to supervisiatl séquire a license by the supervisory authdoty
the assumption of business activity in each ofrtblaisses of insurance.

2) Insurance undertakings whose head office isitgtliin another Contracting Party to the EEA
Agreement shall not require a license, provided tthey fulfill the special conditions under artisl28
to 30; this paragraph shall be subject to speegitlation applicable to individual classes of
compulsory insurance.

Article 20
Activities alien to insurance

1) Insurance undertakings may only engage in aietivin addition to insurance that are directly
connected to the insurance business. Activitienab insurance shall be impermissible.

2) Qualifying holdings by insurance undertakingsimuertakings alien to insurance must be repoded t
the supervisory authority. The Government shallil&g the details by ordinance.

Article 24
Assumption of business activities

1) Insurance undertakings whose head office isgtlin the Principality of Liechtenstein may offer
direct insurance in another Contracting Party éoEEA Agreement by way of an establishment or
cross-border provision of services in accordandh thie following provisions.

2) The insurance company must notify the superyiaathority of the intended formation of an
establishment, indicating the respective Contrgdiarty to the EEA Agreement.

3) The notice pursuant to paragraph 2 must include:

a) information on which classes of insurance ateetoffered and which risks of a class of insuraaree
to be covered, with designation of the insurancerame;

b) estimates for the first three business years kgispect to commission expenses and other
administrative costs, anticipated premium and doution income, anticipated expenditures for
insurance claims, and the anticipated liquidityaiiton;

c¢) information for the first three business yearsaerning the financial resources available to cove
commitments and the solvency margin;

d) anticipated costs for the development of theiagtnation and the insurance agent network, as agel
the resources available for these purposes (org@mizfund);

e) information on the organizational structurehaf establishment;

f) name of the general agent to whom sufficient @@ihave been delegated,
g) name and address of the establishment;

Article 27a

Business activities in third States

If an insurance undertaking whose head officetisaged in the Principality of Liechtenstein intertds
assume or expand business activities outside théaCting Parties to the EEA Agreement, it must
demonstrate to the supervisory authority that st the necessary license to engage in insurancatiasti
in the respective country; it must also identifyiethclasses of insurance it intends to offer. Aetis9
shall applymutatis mutandis.
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Article 28
Assumption of business activities

1) Insurance undertakings whose head office istgtliin another Contracting Party to the EEA
Agreement (home State) may engage in direct inserbosiness in Liechtenstein through an
establishment or cross-border provision of servicegcordance with the following provisions.

2) Assumption of business activities by way of ataklishment shall only be permissible if the
supervisory authority of the home State providesftiiowing information and confirmations to the
domestic supervisory authority:

a) that the insurance undertaking is licensed gmga in insurance business in the home State ahidgh
legal form is permissible in the head-office State;

b) that the undertaking is authorized to form aaldshment in the Principality of Liechtenstein;

¢) submission of an activity plan, in which in pemtar the planned business activities and the
organization of the establishment are specified;

d) name and address of the establishment;

e) name of the general agent of the establishmemhom sufficient powers have been delegated;en th
case of Lloyd's, demonstration of the authorizatibthe general agent to be sued and to enter into
obligations in this capacity on behalf of the papating individual insurers;

f) that the insurance undertaking maintains theesgary resources pursuant to article 15;

g) submission of a declaration that the insuramziertaking has become a member of the National
Bureau of Insurance and the National Guarantee ,Flidntends to engage in the insurance class of
motor vehicle liability.1

3) If health insurance or compulsory insurance isg offered, the supervisory authority must akso b
furnished with the general and special insurancelitions prior to their use.

Article 31
Licensing requirement

1) Third-State insurance undertakings shall recailieense pursuant to articles 12 and 13 for the
assumption of insurance activities in Liechtenstein

2) In addition, the special provisions under agscB2 to 34 shall apply to such insurance undergaki
complemented by the remaining provisions of this thatatis mutandis.

Article 44
Insurance secrecy

1) The members of the organs of insurance undedaland their employees, as well as other persons
working on behalf of such companies, shall be meglio maintain secrecy with respect to facts that
are not publicly known and that have been entrusti¢dem or made accessible to them on the basis of
business connections with clients. The secrecyiregent shall not be limited in time.

2) If, in the course of their official duties, regentatives of authorities gain knowledge of fttas are
subject to insurance secrecy, then they must maiimsurance secrecy as official secrecy.

3) Insurance secrecy shall be subject to the lpgadisions concerning obligations to testify and to
provide information vis-a-vis judicial authoritids.

4) The supervisory authority may grant an exemptioimsurance secrecy if a justified interest esxist
particular for purposes of fulfilling legal inforhan requirements or identifying and reviewing
insurance risks. In such an event, the supervisottyority shall consult with the Data Protection
Commissioner.
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Article 61
Cooperation with other authorities

1) The supervisory authority shall cooperate witheo domestic authorities to ensure the good
functioning of the supervision of insurance undértgs and other financial service undertakings.

2) Where necessary, the supervisory authority noaperate with the competent foreign authorities, in
particular by processing data, information, repatsl documentation or transmitting these abroad
itself. For purposes of cooperation, the superyisoithority may also conclude agreements with
foreign supervisory authorities.

3) The supervisory authority may provide officiaidrmation if:

a) the public order and insurance secrecy areintzted thereby;

b) the information does not contravene the purpbslis Act;

c) it is ensured that the requesting State wouddhtgain equivalent Liechtenstein request;

d) it is ensured that the received informationrik/aised for the supervision of insurance undenigdi
and other financial service undertakings;

e) it is ensured that the staff members of the @ieng authorities and persons mandated by the
competent authorities are subject to official segre

4) The supervisory authority may at any time obtafarmation on activities of Liechtenstein insucan
undertakings abroad and the economic circumstasfdeseign insurance undertakings whose
activities may have an effect on the Liechtensiesnrance system, if the purpose of this Act so
requires.

5) If the supervisory authority of the foreign heaftice State of an insurance undertaking has échibr
prohibited the free disposal of the assets ofriearance undertaking, then the domestic supervisory
authority may, upon application of the foreign swmory authority, take the same measures vis-a-vis
the insurance undertaking with respect to allatsvéies in Liechtenstein; article 37, paragraph 3
sentence 3 shall appigutatis mutandis

Article 64
Misdemeanors and administrative offenses

1) The Court of Justice shall punish with impris@minof up to six months or with a fine of up 36@da
rates for committing a misdemeanor anyone who:

a) violates insurance secrecy or induces suchlatido or attempts to induce it;
b) performs an insurance activity subject to thi$ ithout a license.
Both punishments may be combined.

2) The Court of Justice shall punish with a finaupfto 100,000 francs for committing an administeat
offense anyone who:

a) violates conditions imposed in connection witltanse;
b) violates the provisions concerning capital resesi and formation of reserves;

c) gives false information to the supervisory autipin particular for purposes of obtaining alitse for
business activities, approval for cross-border igiou of services, approval of amendments to the
business plan, or approval of a transfer of tharsrsce portfolio on behalf of an insurance
undertaking;

d) gives false information to the audit office;

e) does not keep account books properly or doesetaith account books and receipts;
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f) as an auditor, grossly violates his respongiedj in particular by making untrue statementhaaudit
report or withholding significant facts, by failing make required requests to the insurance
undertaking, or by failing to submit required reégand notifications;

g) as a responsible actuary for life insurancesax apecial mandatory grossly violates his
responsibilities;

h) as a claims management undertaking, engagastnaince activities other than processing of benefi
for legal expenses insurance or processes befafisher classes of insurance;

i) does not comply with the approved business plan;
j) conducts business alien to insurance.

3) The supervisory authority shall punish withreefof up to 50,000 francs for committing an
administrative offense anyone who

a) fails to compile or publish the annual accouatesnent or the business report as required;
b) fails to have the regular audit or an audit neguiby the supervisory authority conducted;
c) fails to fulfill his responsibilities vis-a-vike audit office;

d) fails to submit the required notifications te tsupervisory authority or fails to fulfill the suission
requirements;

e) fails to comply with a demand to bring aboutwafll state of affairs or with any other order hg t
supervisory authority;

f) in direct business for an insurance undertakimgject to insurance supervision but not authorined
conduct business in Liechtenstein, brokers or emted insurance contracts;

g) uses terms in an impermissible manner that ateiactivities as an insurance undertaking;1

h) fails to properly execute claims adjustmentrfator vehicle liability insurance pursuant to dei5c,
paragraph 1 of the Road Traffic Act.

4) If the offenses are committed negligently, trexmmum penalties shall be reduced by half.
5) The misdemeanors according to paragraph 1 Iséallibject to a statute of limitations of two years
6) The general part of the Criminal Code shall gpplitatis mutandis.

h) submission of a declaration according to whighundertaking has obtained membership in the
national insurance bureau and the national guaedatel of the other State, if it intends to offlee t
insurance class of motor vehicle liability.
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Law on International Mutual Legal Assistance in Criminal Matters (RHG)

Article 1

Priority of International Agreements

The provisions of this Act shall apply unless ot¥ise provided for in international agreements.
Article 3

Mutuality

1) A foreign request for legal assistance may telgomplied with if it can be guaranteed that ttaeS
making the request would comply with an identiegjuest made by Liechtenstein.

2) A Liechtenstein authority may not make a requeatcordance with this Act if it could not compljth
an identical request made by another State, utilesgquest is urgently required for particulasoees.
In this case, the requested State shall be infooh#te absence of mutuality.

3) If compliance with the principle of mutualitydeubtful, the Ministry of Justice shall be askedddvice.

4) Another State may be assured of mutuality imeation with a request made in accordance withAbis
provided that there is no international agreemedtthat it would be permissible in accordance Witk
Act to comply with an identical request made byt Biate.

Article 11
Punishable Acts Subject to Extradition

1) Extradition for prosecution is permissible fotsacommitted willfully which are sanctioned, unttes
law of the State making the request, with imprisentof more than one year or with a preventive
measure of the same duration, and, under Liecleieraiv, with imprisonment of more than one year.
The assessment whether a punishable act providsesnable cause for extradition may not be based on
the sanctions as amended by § 6 of the Juvenile Bot It is irrelevant whether the application
required for prosecution under Liechtenstein lawa oorresponding permission has been provided.

2) Extradition for enforcement is permissible ifansonment or the preventive measure has been
pronounced due to one or more of the punishabtemaentioned in paragraph 1 and if at least four
months' imprisonment are still to be enforced. &hsentences of imprisonment or any remaining
periods of imprisonment to be enforced shall beeddgp.

3) If extradition is permissible in accordance vifie provisions in paragraphs 1 or 2, extraditgal$o
permissible in order to prosecute other punishattie or to enforce other sentences of imprisonent
preventive measures if normally extradition werpeémmissible due to the extent of the sanction
(paragraph 1) or the extent of the sentence am#tesure (paragraph 2).

Article 12
Extradition of Liechtenstein citizens

1) A Liechtenstein citizen may only be extraditedhother State or surrendered for prosecution or
enforcement of a sentence if he/she, after havieg informed about the consequences of his/her
statement, has given his/her explicit consent. 3l be laid down in the court record. The persary
revoke his/her consent up to the time when theeader has been ordered.

2) Paragraph 1 shall not apply to the transit atatm of a Liechtenstein citizen who is provisidyal
surrendered to the Liechtenstein authorities bylentate.

Article 14
Punishable Acts of a Political Nature

Extradition is impermissible
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1. for political punishable acts,

2.  for other punishable acts based on politicaivastor objectives, unless, after considering all
circumstances of the individual case, in particthartype of perpetration, the means used or
threatened to be used or the seriousness of tlse@oances produced or intended, the criminal
character of the offense outweighs its politicarelcter.

Article 15

Military and Fiscal Punishable acts

Extradition for punishable acts, which, under Liecistein law,
1. are of an exclusively military nature, or

2. are exclusively constituted by the violatiorpadvisions relating to taxes, monopolies, customs o
foreign currencies or provisions relating to thatoalled movement of goods or to foreign trade,

is impermissible.
Article 18
Statute of limitations

Extradition is impermissible if prosecution or emt@ment has become time-barred under the law of the
State making the request or under Liechtenstein law

Article 23
Specialty of Extradition
1) Extradition is only permissible if it is guaraetl that

1. the extradited person will not, in the State imgkhe request, be prosecuted, punished, restiiicte
his/her personal freedom or extradited to a thiedeS due neither to an act committed before his/he
surrender which is not subject to the permissioextfadition nor exclusively due to one or moresact
each of which is not subject to the extraditioni¢ber 11, paragraph 3),

2. in the case that the legal assessment of thendetlying the extradition is altered or in theethat
other provisions of criminal law than those appbeidinally are applied, the extradited personnlyo
prosecuted and punished in so far as the extraditauld also be permissible under the new
circumstances.

2) Prosecution or the enforcement of imprisonmeiat jgreventive measure may be consented to upon a
request for enforcement of extradition provided tha extradition due to the act underlying theusss
would be permissible with regard to the State n@kie request, even if this was only in connection
with a permission given in the past. Furthermdre ttansfer to a third State may be consented to
provided that extradition would be permissible welgard to that State.

3) Consent in accordance with paragraph 2 is myptimed if

1. the extradited person stays in the territorghefState making the request after his/her releageore
than forty-five days even though he/she was aldecatitled to leave the territory,

2. the extradited person leaves the territory efState making the request and returns voluntarily
legally brought back to its territory from a thigtate,

3. extradition has been enforced pursuant to arsi2l
Article 32
Simplified Extradition

1) If the person to be extradited due to a foreggjuest for extradition or imposition of detentmending
extradition has consented to his/her extraditioimdthis/her questioning and agreed to be handed ov
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without carrying through the formal extradition peedings, the Judge of the Court of Justice must
transmit the documents directly to the Ministrydastice after obtaining a statement by the Offfdb®
Public Prosecutor. Such consent shall only bellegalid if it has been entered in the record kg th
Court.

2) The Judge of the Court of Justice must inforengrson to be extradited that he/she, in theafase
his/her extradition pursuant to paragraph 1, issmditled to protection in accordance with art2®
paragraph 1 or in accordance with correspondingigioms contained in international agreements, and
that he/she may only revoke his/her agreement histther hand-over is ordered.

3) Simplified extradition of an adolescent is opgrmissible provided that his/her legal represamtat
agrees as well or he/she is represented by a defenssel.

Article 50
General Principle

1) Legal assistance may be granted at the regliagooeign authority in accordance with the pravis of
this Act with regard to criminal matters includipgpbceedings for the ordering of preventive measures
and for the pronouncing of a pecuniary order a$ aglith regard to matters of redemption and crahi
records, the proceedings for compensation of takitmgcustody and conviction, clemency cases and
matters of sentence and measure enforcement.

2) An authority within the meaning of paragrapls &icourt, the Office of the Public Prosecutorror a
authority active in sentence and measure enfordemen

3) Legal assistance within the meaning of paragiaistevery kind of support granted for foreign
proceedings in criminal matters. It also includesapproval of activities within the framework obss-
border observations based on international agretsmen

Article 51
Impermissibility of Legal Assistance
1) Granting of legal assistance is impermissiblgarar as

1. the act underlying the request is either nottiamed with legal punishment under Liechtenstain |
or not subject to extradition in accordance witiichs 14 and 15,

2. extradition would be impermissible with regasdhie proceedings underlying the request in
accordance with article 19(1) and (2), or

3. either the special requirements necessary oradance with the Code of Criminal Procedure toycarr
out certain investigations, in particular confismatand opening of letters or surveillance of
telecommunications, are not met or the grantinggdl assistance would violate an obligation under
Liechtenstein law to maintain secrecy also withardgo criminal courts.

2) The fact that an action is not liable to prosecuunder Liechtenstein law is not an obstaclénéoservice
of documents if the addressee is willing to actiegm.

Article 52
Sending of Objects and Documents

1) Objects or documents may only be sent if itlaiguaranteed that they will be restored as soon as
possible. Objects which are no longer required me¢dbe restored.

2) Objects which are subject to rights of the Rpiality of Liechtenstein or third parties may oty sent
under the reservation that these rights remairfectaetl. Sending is impermissible if it is to beréshthat
this would obstruct or disproportionately impede plursuit or realization of such rights.

3) Sending of objects or documents shall be defexsdong as they are required for pending domiegjal
or administrative proceedings.
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4) Sending of objects or documents is only periigsf it can be guaranteed that

1. the objects or documents will neither be usethe State making the request, for the purpose of
evidence or investigation on the grounds of artactmitted before their handing over which is not
subject to the granting of legal assistance, nothie purpose of evidence or investigation on the
grounds of one or more acts each of which is ngjestito legal assistance (article 51, paragraph 1)

2. in the case that the legal assessment of teasifunderlying legal assistance is altered draitase
that other provisions of criminal law than thoselegal originally are applied, the sent document an
objects are only made use of in so far as leg@tasse would also be permissible under the new
circumstances.

5) If the parties involved consent to the sendihgbjects and documents until the end of the legal
assistance proceedings, the Court of Justice skeaddbjects and documents subject to the parties'
consent without any further formal procedures ahtthority making the request. The consent of the
parties involved shall be recorded by the Coudusttice; it is irrevocable. Such consent to thelisgyof
objects and documents is not unlawful provided itha&s not granted with the intention of causing
damage to another person. In the case that thegpatolved grant their consent, the principle of
specialty in accordance with paragraph 4 is nolicgige.

Article 55
Competence for the Handling of Requests for Legaigtance

1) Without prejudice to paragraphs 2 and 3, therCGufuustice is responsible for handling requéstéegal
assistance.

2) If a person to be transferred is under detersfter trial or subject to the enforcement of measithe
Court of Justice decides on the request for suetrethe Ministry of Justice shall be notified oéth
decision. The Ministry of Justice must refuse quitez in the case of one of the circumstances $étou
articles 2 and 3, paragraph 1. The surrender toeteeant border crossing point or to another afjyree
point of transfer must be carried out by the Natld?olice.

3) If a person under arrest in another State lietsurrendered to a third State via the territbthe
Principality of Liechtenstein in order to carry @niportant investigations, in particular for questing or
confrontation, article 44, 47 and 49 shall be agpfutatis mutandis.

4) If in a request for extradition, transmissiorobfects and documents is demanded, it must bdetkci
after seizure of these which objects and docunastactually given to the authority making the esju
Third parties’ rights shall be taken into account.

Article 59

Admission of Foreign Organs and Parties InvolvethinProceedings to Carry Out Actions of Legal
Assistance

1) Foreign organs are not allowed to make invesstiga or carry out procedural actions on the tenyiof
the Principality of Liechtenstein under this Acbwever, the competent foreign judge, public prosacu
and other persons involved as well as their lezalasentatives shall be granted permission todsept
and take part in legal assistance actions if fhears necessary for the appropriate handlingeof th
request for legal assistance. The official actimif®reign organs necessary for this, except irctse of
cross-border observations, are subject to applyvtide Ministry of Justice.

2) Persons who have been permitted to be presentpgyformance of an action of legal assistance in
accordance with paragraph 1, must not be prosequieéghed or restricted in their personal freedom
during their stay in Liechtenstein due to an actitted before their entering the country. However,
prosecution, punishment or restriction of perséregdom is permissible
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1. if the person admitted to perform an actioregél assistance stays on the territory of the pafity
of Liechtenstein after termination of such actionrhore than fifteen days even though he/she was
able and entitled to leave the territory,

2. if the person leaves the territory of the Ppatity of Liechtenstein and returns voluntarilyi®tegally
brought back,

3) If a person admitted to perform an action ofilegssistance is under arrest abroad, he/she ntaydie
over at the request of the other State if detensitnased on the conviction of a competent couift or
there is a reason for arrest also recognized unédehtenstein law. The person surrendered shall be
arrested in Liechtenstein and returned immediatiér termination of the legal assistance action.

Article 60
Competence and Proceedings

1) Requests for the assumption of prosecution bleatixamined on a provisional basis by the Minisfry
Justice. If the request does not provide sufficigatinds for prosecution, the Ministry of Justicesin
refuse further dealing with the request or othezvgisnd it to the Office of the Public Prosecuttie T
Ministry of Justice may demand at any one timéhefggroceedings, on its own account or at the réques
of the Judge of the Court of Justice or the Offitthe Public Prosecutor, supplementary documents
from the State making the request for assumptigaradecution. It must inform the State making the
request about the orders decided and the restle ariminal proceedings.

2) If Liechtenstein jurisdiction is exclusively leabon an international agreement, the Court ofciustust
guestion the suspect with regard to the requiresrfenassumption of prosecution.

Article 64
Prerequisites

1) Enforcement or further enforcement of a decisien by a foreign court in connection with which
fine or imprisonment, a preventive measure or pecyiorder has been pronounced by a final judgment,
is permissible at the request of another State if

1. the decision of the foreign court has been takertrial that complies with the basic principtds
article 6 of the Convention for the Protection afriin Rights and Fundamental Freedoms,

. the decision was taken due to an act whichlagestito judicial penalty under Liechtenstein law,
. the decision was not taken due to a punishalblset out in articles 14 and 15,

. enforceability would not have become time-batneder Liechtenstein law yet,

a A~ 0N

. the person affected by the decision taken byatteggn court is not, due to the offense, prossdut
convicted or acquitted by a final judgment or & thdictment has been quashed for another reason in
Liechtenstein.

2) Enforcement of the decision taken by a foreigurtin connection with which imprisonment or a
preventive measure has been pronounced is onlyigsgie if the convicted person is a Liechtenstein
citizen, has his/her residence or abode in Liedimand has agreed to domestic enforcement.

3) Enforcement of preventive measures is only p&siflie if Liechtenstein law provides for equivalent
measures.

4) Enforcement of the decision taken by a foreigmrtin connection with which pecuniary orders giken
is only permissible as far as, under Liechtendtein the requirements for a fine, absorption of
enrichment, forfeiture or confiscation are proviéed a corresponding domestic order has not been
issued yet.
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5) Enforcement of the decision taken by a foreigurtin connection with which a fine or absorptan
enrichment has been pronounced, is only permissibt#lection is expected to be in Liechtenstemad a
the concerned person has been heard providedefshiehcould be contacted.

6) Enforcement of the decision taken by a foreigurtin connection with which forfeiture or confaion
has been pronounced by a final judgment, is onignesible if the objects or assets subject to the
decision are located in Liechtenstein and the aoieckeperson has been heard provided that he/skaé cou
be contacted.

7) Fines, absorbed amounts of money, forfeitedsissel confiscated objects devolve upon the State.
Article 65
Domestic Decision of Enforcement

1) If the enforcement of a decision taken in crahimatters by a foreign court is assumed, the seate
preventive measure or pecuniary order to be erddrceiechtenstein shall be determined under
Liechtenstein law taking into account the measvoaqunced in such decision. The forfeiture ordémed
a decision taken by a foreign court may also bereatl as domestic forfeiture if, under Liechtemstei
law, there would be an absorption of enrichment.

2) The person affected by the decision must nothbyassumption of the enforcement, be put insa les
favorable position than by the enforcement in tifeoState.

3) 88 38 and 66 StGB shall be applied mutatis nalisan
Article 66
Handling of Requests Received

Requests for the enforcement of decisions takdoreygn criminal courts received by the Ministry of
Justice shall be transmitted to the Court of Jagteticle 67, paragraph 1). If, on receipt of risguest,
there are any circumstances opposed to the assumgbtenforcement for one of the grounds set out in
articles 2 and 3, paragraph 1, or if the requesbisuitable for legal treatment, the MinistryJaktice must
immediately refuse the request. The Ministry otidesmay demand at any one time of the proceedarys,
its own account or at the request of the Courusefide, supplementary documents from the Statengaki
the request for assumption of enforcement.

Article 67
Competence and Proceedings

1) The Court of Justice decides on the requesrftarcement and adaptation of the sentence, the
preventive measure or absorption of enrichmenfeitore or confiscation by adopting a ruling. The
Office of the Public Prosecutor and the party aéddy the decision may file an appeal with ther€ol
Appeal within fourteen days.

2) The Ministry of Justice must inform the Statekimg the request about the decision on the redoest
assumption of enforcement in the form providedaiod notify it of the enforcement.

3) After the assumption of enforcement of a sergem@reventive measure, it is no longer permisgitbl
institute criminal proceedings due to the offenséaulying the judgment.

4) The provisions of Liechtenstein law shall belgito enforcement, conditional release and paer
pardon.

5) The enforcement shall be terminated in any eiféimé enforceability of the sentence or prevestiv
measure expires under the law of the State makgeiquest.
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Persons and Companies Act (PGR)
Article 180a

1) At least one member of the administration afrédjcal person authorized to manage and represent
must be an EEA citizen who is a permanent resiodkah EEA Contracting Party or a person
considered equivalent under an international ageatand must have a professional license issued in
Liechtenstein pursuant to the Professional Trustets

2) EEA citizens residing in an EEA Contracting Rant considered equivalent under an international
agreement who have evidence of training underla@of the Professional Trustees Act and have
worked full-time for at least one year for an enyeloin Liechtenstein authorized to act as a
professional trustee and who perform their acasitivithin the meaning of paragraph 1 in the
framework of this employment shall be consideredgiveient. Persons who are not EEA citizens and
who are not considered equivalent under an intienmatagreement must have a Liechtenstein
settlement permit.

3) Juridical persons shall be exempt from the alblosn under paragraph 1 which, pursuant to the
Commercial Code or another special law, are requéave a qualified manager.

4) Anyone intending to perform the activities undaragraphs 1 and 2 shall notify this to the
Government. The Government shall review whethectralitions are met, shall issue a confirmation
where appropriate, and shall keep a list of thegres concerned. Changes to the circumstances must
be notified to the Government immediately.

5) By ordinance, the Government shall regulateptioeedure and may assign the acts under paragraph 4
to an office of the National Administration for ieyplendent execution, subject to recourse to the
collegial Government.

Art. 905

If persons residing abroad are appointed as traigtiea trust, at least one person resident in the
Principality of Liechtenstein or a domestic legality must be appointed as co-trustee.

Art. 928

The trust instrument may provide that trust cexgifes for the trust property shall be issued to the
beneficiaries as securities. Insofar as the tngitument does not determine to the contrary doeis not
result otherwise from the nature of the trust asjristance, in the case of trust certificates Wiuoly
grant membership rights, the certificates provigetieneficiary with a creditor's right to the trust
property, such as the right to participate in tieime and the liquidation surplus.

In the absence of provisions to the contrary, thst tcertificates shall be transferable in the samg as
registered shares and the trustee must keep deregjimilar to a register of shareholders. The reaaie
the trustee and the beneficiaries shall be stateétail on the trust certificate which shall alster to the
trust instrument and the law.

The law concerning the rights of bond holders shialh apply to the rights of the owners of trust
certificates, with the provision that resolutiorigtee beneficiaries shall be passed with a sim@gority
of all the certificates, unless at the time of esffue wording of the certificates provides otheewiBhe
special provisions concerning trust certificatetdbe case of legal entities and partnershipl $ieal
reserved and the foregoing provisions shall beiegslupplementally.
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Act on the Trust Enterprise (TrUG)

§23

Where securities relating to the beneficial inteegs issued for payment to the trust fund, thsttru
articles must contain a provision concerning thisrider to avoid the consequences of the irregular

issuance of securities. Should securities be isbakxv the nominal value or otherwise in such amean
that their total issue price is not equivalentie total estimated value of the trust fund, thellstequire
the assent of the Register Office; moreover, thelegions concerning the issuance of shares bdiew t
nominal value shall be applied accordingly.

Otherwise, the regulations concerning securitigeé@case of trust beneficial interest shall bdiagp
accordingly to the securities and their holdergarticular with regard to default.
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Act on Lawyers
Art. 45
Professional requirements

1) A citizen of a contracting party of the Agreemen the European Economic Area holding a diploma
certifying the professional requirements for directess to one of the professions listed in thes&nn
to this Act may reside as a lawyer in the Prindipaif Liechtenstein if he has been entered inlite
of lawyers on request.

2) Diplomas in terms of Para. 1 shall be diplonexsmination certificates or other proof of profiuig
within the meaning of Art. 1 (a) of the Council Bitive of 21 December 1988 for the general
regulation of the recognition of university diplosneoncluding at least three years of vocational
training.

Art. 55
Admission

1) Citizens of a contracting party of the Agreemamthe European Economic Area who are authorised
to practise law under one of the designationsdigiehe Annex to this Act shall be admitted to the
preliminary transboundary practice of law in thenBipality of Liechtensteirn6

2) The practice of law shall include the activit@Art. 7 (1) and (2).

3) If the transboundary provision of services lasgepreliminary character, further practice of lakall
be subject to the requirements for the residentavafers from the European Economic Area pursuant
to Art. 45.

Art. 56
Entry in the list of lawyers; seat of law firm

The persons described in Art. 55 shall not be ebli register but also not entitled to being regesl in
the list of lawyers in the Principality of Liech&rin and to having a law firm address in Liechigins

Art. 57
Designation of profession

Anyone practising law in the Principality of Lieelnistein pursuant to Art. 55 shall use the designatf
profession he is authorised to use in the stakésdaw firm (country of origin) under the laws dippble
there and in the language or in one of the langsiafithe country of origin, and shall also sthte t
address of his law firm in the country of origin.

% Art. 55 (1) amended by LGBI. 2000 No. 53.

>7 Art. 57 amended by LGBI. 1997 No. 116.
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Law on Auditors and Audit Companies
Article 10
Confidentiality

1) The auditor shall be bound by confidentialitylwiespect to the matters entrusted to him and with
respect to the facts which he gains knowledge bfsrprofessional capacity and the secrecy of which
is in the interest of his client. He shall have tiight to this confidentiality in judicial and othefficial
proceedings in accordance with the rules undereguia@l law.

2) The right of the auditor to confidentiality magt be circumvented by judicial or other official
measures, in particular by questioning assistdrtsecauditor or by ordering that documents and
image carriers, sound storage media, or data cabveehanded over or by confiscating such materials
special rules delimiting this prohibition shall ra# affected.
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Ordinance on Measures against Persons and Organizahs with Connections to Usama bin
Laden, Al-Qaida, or the Taliban

Article 3
Blocking of assets and economic resources

1) Assets and economic resources in the posseassioter the control of the natural and legal pesso
groups, and organizations enumerated in Annex [Rlsélocked.

2) It shall be prohibited to transfer assets oentise directly or indirectly make assets and eooao
resources available to the natural and legal pergmoups, and organizations enumerated in Annex 2.

3) The Government may exempt payments for demaetain projects or humanitarian measures from the
provisions under paragraphs 1 and 2.

3) The Government may, on an exceptional basigpapgayments from blocked accounts, transfers of
blocked assets, and the release of blocked econesuarces for the protection of Liechtensteinragts
or the prevention of hardship cases.

Article 4
Reporting requirement

1) Persons and institutions who hold or managdsesevhich it is to be assumed that they must be
blocked under article 3, paragraph 1 shall reparh sissets to the Government without delay.

2) Persons and institutions with knowledge of ecoicaesources of which it is to be assumed that the
must be blocked under article 3, paragraph 1 sbpdirt such economic resources to the Government
without delay.

3) The reports must contain the names of the baagéis as well as the object and value of thekgldc
assets and economic resources.
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FMA Guideline 2005/1
Monitoring of business relationships
1. Purpose and significance of the Guideline

Article 13, paragraph 1 of the Due Diligence AcD®) requires entities subject to due diligence to
monitor their expected long-term business relatigpss This monitoring is necessary to enable ingsir
to be carried out in accordance with article 15 DDA

According to article 28, paragraph 1, subparagephthe DDA, the Financial Market Authority (FMA)
may, inter alia, issue guidelines. In addition, BMA may, according to article 13, paragraph 2 DDA,
issue certain binding risk criteria for the moniitgr of business relationships in a guideline. Hindhe
FMA issues, following consultation with the Finaadintelligence Unit (FIU), a guideline concerning
indicators for money laundering, according to #&t3 of the Due Diligence Ordinance (DDO).

2. Scope of application

This Guideline applies to all entities subject teedliligence according to article 3, paragraphed.z
DDA.

Entities subject to due diligence may not misugdr tioreign branches and foreign associated consgani
to circumvent this Guideline. They must ensure thatFATF recommendations which apply to them are
adhered to by associated companies and branclesmiries which are not members of the FATF,
except insofar as local regulations prevent theiingl so.

3. Risk criteria
Risk criteria according to article 13 paragraph2/are in particular:

a) Physical presentation of assets to the equivabdne of more than CHF 100,000 in one step aesta
when the business relationship is established;

b) Business relationships with politically expogetsons (article 1, subparagraph c of the DDO); or

¢) indicators for money laundering according toAmmex of this Guideline. In their internal insttions,
entities subject to due diligence must specifyttieshold amounts above which inquiries are oldigat
insofar as the indicators are measurable. Theyspayify different maximum values for differentiated
risk categories;

4. Scope of the inquiries

In cases where inquiries are required, entitiegestibo due diligence must obtain the informatidmch
enables them to evaluate the background adequatedyerify the plausibility of this information.

Entities subject to due diligence must record #salts of their inquiries in a report and keep thsort
in the due diligence files (article 20 DDA).

Depending on the circumstances of the individuakcaformation must be obtained and documented in
particular on the following points (insofar as tagmints are not already covered by the profilthef
business relationship):

a) the purpose and nature of a given transaction;

b) the financial circumstances of the contractiagyor beneficial owner, insofar as the entityjsabto
due diligence has knowledge of these circumstances;
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c) the professional or business activities of thieti@acting party, the beneficial owner, or the etife
founder of a legal entity that does not operaternergially in the domiciliary State;

d) the origin of the assets deposited or invested.

Obtaining of information from third parties and saitation of experts when conducting inquiries
concerning the background is expressly permittegti@ations by the client concerning the background
of such transactions must be verified with respegiausibility. The essential point here is that every
declaration by the client can be accepted at fat@ev

5. Action once inquiries have been carried out
5.1. Continuation of the business relationship wher doubts exist

If the circumstances or transactions that are stibpenquiries according to article 15 DDA can be
explained in a plausible manner, the businessioakdtip may be continued unchanged.

5.2. Continuation of the business relationship ettiio special monitoring

If the entities subject to due diligence continloe business relationship despite having doubts, but
without a suspicion within the meaning of artici paragraph 1 DDA, they must monitor the course of
the business relationship in more detail.

5.3. Discontinuation of the business relationships

If the entities subject to due diligence have dsubut not a suspicion within the meaning of aetith,
paragraph 1 DDA, and therefore discontinue thenass relationship, they may only allow the assets t
be withdrawn in a form which enables the prosecugiothorities, if necessary, to continue to folliwe
paper trail; they may not pay out money in casplossically release securities and precious metals,
unless the contracting party has fulfilled its ghtions in full. The entities subject to due dilige should
not discontinue the business relationship or atleswithdrawal of large amounts if there are cotgcre
indications that action by the authorities is imamit

6. Auditors and auditing offices

Persons entrusted with carrying out audits as Bpdén articles 24 and 25 DDA shall review complia
with this Guideline.

7. Entry into force

This Guideline was approved by the Board of the FAfM enters into force on 1 February 2005.
Guideline 2002/1 issued by the Due Diligence Uraswepealed by resolution of the Government of 11
January 2005.

Annex: Indicators of money laundering
I. Significance of the indicators

The purpose of the indicators of possible monegdauing listed below is to raise awareness among
entities subject to due diligence. They apply tpested long-term business relationships as web as
expected short-term business relationsHipghemselves, however, the individual indicataosot
constitute sufficient grounds for suspicion togeg the reporting obligation; they are, howeveougids
for conducting background inquiries as specifiedriicle 15 DDA.
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Above all, however, the list of indicators is notany way exhaustive and also needs to be conlynual
adapted to changed circumstances and new methaasray laundering. It should be used as an aid and
not become the basis of routine actions to theusiah of basic common sense.

Il. General indicators

Particular risks with regard to money launderirnggétt to transactions.

Al

A2

A3

A4

A5

A6

the design of which indicates an illegal pusadse financial purpose of which is not apparent,
which even appear financially counterproductive;

where assets are withdrawn again shortly dkéémg received by the financial intermediary
(throughput accounts), unless the nature of tletd business activity provides a plausible
reason for this immediate withdrawal;

which lie outside the usual business activityh® usual client group of a given financial
intermediary or a given branch of a financial imediary and where it cannot be ascertained why
the client has chosen this particular financiadtintediary or branch for its business;

which lead to a previously largely inactive asnt becoming very active, without a plausible
reason for this being apparent;

which cannot be reconciled with the financigkrmediary‘'s knowledge and experience of the
client and of the purpose of the business relatipns

In principle, suspicion attaches to any clihib provides the financial intermediary with fatse
misleading information or refuses, without any glale reason, to provide information and
records required for the business relationshipusugl for the activity concerned.

Ill. Specific indicators

1. Spot transactions

A7

A8
A9
A10

All
Al12
Al3

Changing a large amount of low-denominationkaaotes (foreign or CHF) into high-
denomination bank notes;

Changing money in substantial quantities withtbis being recorded on a client' s account; 6
Encashment of large amounts by means of cheaisding traveler's checks;

Purchase or sale of large quantities of precimetals by chance customers (a chance customer is
a client who does not maintain any ongoing businglsgionship with the relevant bank branch
(e.g., holding an account or deposit, safe, etc.));

Purchase of bank checks to a substantial \@ludhance customers;
Transfers abroad by chance customers withtediamate reason being apparent;
Carrying out of multiple cash transactiond jpslow the identification threshold.

2. Bank accounts and deposits

Al4

Al5

Recourse to means of financing which may belisuinternational commerce, but the use of
which is not in accordance with the client's knoagiivities;

Financially counterproductive structure ofliart's business relationships with the bank (large
number of accounts with the same institution, feEsgunovements between different accounts,
excessive liquidities, etc.);



Al6

Al7
Al8

Al9
A20

A21
A22
A23
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Provision of security (collateral, suretieg)third parties unknown to the bank which are not i
any discernibly close relationship with the cliand for the provision of which no plausible
reason is apparent;

Transfers to another bank without the recipieing identified;

Acceptance of money transfers from other bavikisout the name or account number of the
beneficiary being stated,;

Repeated transfers abroad with the instru¢hanthe amount be paid to the recipient in cash;

Large and/or frequent transfers to or fromgdipuoducing countries or to or from countries
named on the FATF list of non-cooperative Statektarritories;

Provision of sureties or bank guarantees ¢argeloans among third parties not on market terms;
Unexpected repayment of a loan in defaultheut a credible explanation;

Use of pseudonym or numbered accounts focdheuct of commercial transactions of
commercial, trade, or industrial enterprises.

3. Trustee transactions

A24  Back-to-back loans without a discernible, Iggaermissible purpose;

A25  Holding in trust of stakes in non-listed comjess the activities of which are not discerniblette
financial intermediary.

4. Others

A26  Attempt by the client to avoid the personalteehsought by the financial intermediary;

A27  Closing of accounts and opening of new acaimthe name of the same client or the client's
family members without a paper trail;

A28 Request by the client for receipts for casthdrawals or release of securities which have not
actually and genuinely taken place or where thetasse immediately deposited again with the
same institution;

A29  Request by the client to carry out paymenemsdndicating an incorrect originator;

A30 Request by the client for certain paymentsdaouted not through the client’'s accounts but
through Nostro accounts of the entity subject te diligence or sundries [Pro Diverse] accounts;

A31 Acceptance and documentation of loan collatehath does not correspond to financial reality or
provision of a loan on a trustee basis indicatiotitious collateral;

A32  Criminal proceedings against contracting partr beneficial owners on grounds of money

laundering, a predicate offense of money laundeongrganized crime in Liechtenstein or
abroad.



