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This is the second 34 Round written progress report submitted to MONEYVAL by the
country. This document includes a written analysis by the MONEYVAL Secretariat of
the information provided by Estonia on the Core Recommendations (R. 1, R. 5, R. 10,
R. 13, SR.I and SR.IV), in accordance with the decision taken at MONEYVAL’s 32nd
plenary in respect of progress reports.




Estonia

Second 3rd round Written Progress Report

Submitted to MONEYVAL
1. Written analysis of progress made in respect of the FATF Core
Recommendations
11 I ntroduction

1. The purpose of this paper is to introduce Estorsatond report back to the Plenary concerning
the progress that it has made to remedy the defiide identified in the 3rd round mutual
evaluation report (MER) on selected Recommendations

2. Estonia was visited by the assessment team unedrthevaluation round from 3 to 9 February
2008. The mutual evaluation report (MER) was exauliand adopted by MONEYVAL at its
28" Plenary meeting (8-12 December 2008). Accordingd®NEYVAL procedures, Estonia
submitted its first year progress report to then&tg in December 2009, which was adopted.

3. This paper is based on the Rules of Procedureasecein March 2010, which require a
Secretariat written analysis of progress againstdbre RecommendatidnsThe full progress
report is subject to peer review by the Plenargiséad by the Rapporteur Country and the
Secretariat (Rules 38-40). The procedure require®tenary to be satisfied with the information
provided and the progress undertaken in order ¢mgad with the adoption of the progress
report, as submitted by the country, and the Sagattwritten analysis, with both documents
being subject to subsequent publication.

4. Estonia has provided the Secretariat and Plenatty avifull report on its progress, including
supporting material, according to the establishemyigss report template. The Secretariat has

drafted the present report to describe and analyseprogress made for each of the core
Recommendations.

5. Estonia received the following ratings on the d@ezommendations:

R.1 — Money laundering offence (LC)

SR.Il — Criminalisation of terrorist financing (PC)

R.5 — Customer due diligence (LC)

R.10 — Record Keeping (LC)

R.13 — Suspicious transaction reporting (LC)

SR.IV — Suspicious transaction reporting relatetétoorism (LC)

6. This paper provides a review and analysis of thesmes taken by Estonia to address the
deficiencies in relation to the core Recommendati@ection Il) together with a summary of the
main conclusions of this review (Section Il). Thigper should be read in conjunction with the
progress report and annexes submitted by Estonia.

7. Itis important to note that the present analysii§es only on the core Recommendations and
thus only a part of the Anti-Money Laundering/Cotithg the Financing of Terrorism
(AML/CFT) system is assessed. Furthermore, wheasag®y progress made, effectiveness was

! The core Recommendations as defined in the FAGEealures are R.1, R.5, R.10, R.13, SR.ll and SR.IV.
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A.
8.
9.
B.

taken into account, to the extent possible in aepdyased desk review, on the basis of the
information and statistics provided by the counttyd, as such, the assessment made does not
confirm full effectiveness.

Detailed review of measures taken by Estonia in relation to the Core
Recommendations

Main changes since the adoption of the MER

Since the adoption of the MER and the First PragiReport, Estonia has taken a number of
measures with a view to addressing the deficiendilentified in respect of the core
Recommendations, including:

« Amendments have been made to the Money Laundeniddrarrorist Financing Prevention
Act (MLTFPA), which entered into force in Decemi2809.

* A new draft of the MLTFPA has been prepared andiis to be submitted for further
proceedings of adoption in November 2011

« Amendments have been made to the Penal Code (I{}; entered into force in April 2009.

« Since the adoption of the First 3rd Round WritteogPess Report in December 2009 there
have been a number of new ML convictions, includifgn 2011.

Estonia has also taken additional measures to seldeficiencies identified in respect of the key
and other Recommendations, as indicated in therggegeport. However these fall outside of
the scope of the present report and are thus fietted in the text of the following analysis.

Review of measures taken in relation to the CorBecommendations

Recommendation 1 - Money laundering offence (ratedC in the MER)

10.

11.

12.

Deficiency 1 identified in the MERIt should be made clear in the law or by way oidgnce
and training that the prosecution of money laundgriloes not require a prior or simultaneous
conviction for the predicate offencdf is noted that the PC and the MLTFPA do notcjmlly
require a prior or simultaneous conviction for anep laundering prosecution to proceed.
Subsequent to the adoption of the 3rd round rdmttt the Ministry of Justice and the FIU have
organised training seminars for investigators, @cators and judges in order to emphasise this
concept. Three seminars were organised in 2008,fid2010 and seven to date in 2011.

So far there have been two convictions for monemdaring (one in 2010 and one in 2011) in
cases where there was no underlying convictiom foredicate offence.

Deficiency 2 identified in the MEREStonia should introduce the full concept of corespi for
the money laundering offené@ amendment to the PC is currently proposed bymhmstry of
Justice that will introduce an offence of conspjrae commit money laundering. The new
provision (§ 394 Conspiracy to commit joint money laundering offenwill carry a penalty on
conviction of either a pecuniary punishment oraipte year of imprisonment.

Effectiveness

13.

It is noted that so far there have been two coiorist for money laundering offences in
circumstances where there was no prior or simuttasi€onviction for the predicate offence. In
the circumstances it would appear that this is beimg effectively applied.



14.

As the changes to the PC relating to conspirace lyat to enacted, it is not possible to comment
on their effectiveness.

Special Recommendation |l - Criminalisation of terorist financing (rated PC in the MER)

15.

16.

17.

Deficiency 1 identified in the MERIt is recommended to amend the legal text crilrgimay
terrorist acts and the provision criminalising terist financing in a way that they would be
broad and detailed enough to cover, besides thenéimg of terrorist organisations, also all
terrorist acts as required by the UN Conventionsl éime financing of individual terrorist#in
amendment to the PC (Article 237which came into force on 6 April 2009, introddagording
that covers all terrorist acts, including the fiogug of individual terrorists. The newly
introduced provisions cover assisting, funding onsciously supporting in any other way a
terrorist crime (as defined in the sections 2377*28 237 of the PC) or an organisation or
person whose activity is directed towards comnmgttinterrorist crime; or enabling the use of or
collecting resources with the knowledge that thesmurces will be used to partially or fully
commit a terrorist crime as described the PenakCod

Deficiency 2 identified in the MERThese provisions should also:

« clearly cover the various elements required by ISR lparticular the collection of funds by
any means, directly or indirectly, and their usefuil or in part for terrorist financing
purposes;

« clarify that it is not necessary that funds weréuatly used to carry out terrorist acts or be
linked to a specific terrorist ac)s set out under Deficiency 1 above, the amendnteritse
PC cover collection of funds by any means, direatlyndirectly as the new text uses the term
of “collected resources”, and their use in full iar part for terrorist financing purposes,
irrespective to execution of the terrorist acts@mnection to a specific terrorist act.

Deficiency 3 identified in the MERCurrent law does not specifically criminalise thevision

of funds in the knowledge that they are to be (E&dany purpose) by a terrorist organisation
or an individual terrorist)The scope of the amendments to the PC referrebdeeaappear to
cover all aspects of funding of terrorist orgaria and individual terrorists. Article 23fow
covers a person who has assisted, funded or carségicupported in any other way the
organization or person, whose activity is directedlards committing a terror crime or has
enabled the use of or collected resources wittkiiogvledge that these resources will be used to
partially or fully commit a terror crime.

Effectiveness

18.

The amendments to the PC appear to have addrésseficiencies that were identified in the
MER. However, in the absence of any investigationgprosecutions it is not possible to
determine the effectiveness of these provisionsaatice.

Recommendation 5 - Customer due diligence (rated L@ the MER)

19.

Deficiency 1 identified in the MERThe obliged entities are allowed to rely on CDiformation
received inter alia from a credit institution whasbeen registered or whose place of business is
in a contracting state of the European Economicafoe a third country where requirements
equal to those provided in the MLTFPA are in foricethe absence of further guidance on this
issue, Estonian authorities should at least issu@ance regarding the question of which
countries satisfactorily fulfil these requiremehtsThe MLTFPA stipulates that, for a third




20.

21.

22.

23.

24.

country to considered equivalent it must have atelrequirements that are at least equivalent to
those in the MLTFPA.

Following the production of the EU’s list of equigat countries, on 28 January 2009, the FSA
issued a circular on third country equivalence Wwtdet out guidance on how to make use of the
EU list. The EU list is also published on the FS¥asbsite. The FSA has, nonetheless, indicated
to obligors that they must make their own evaluatising available up-to-date information on a

country.

Deficiency 2 identified in the MERConcerning beneficial ownership, the law leavems
discretion in interpretation whether it also covarstances when a natural person acts for
another natural person. Estonian authorities shoaidke it clear in the law that beneficial
ownership does not only refer to the first natupakson in the chain but that it (also) covers
natural persons who ultimately control other natuggersons).The revised version of the
MLTFPA has clarified the obligation to identify thétimate beneficial owner of a customer. The
MLTFPA now defines the beneficial owner as being plerson who, taking advantage of his or
her influence, exercises control over a transactieh or another person, and in whose interests
or favour or on whose account the transaction bisamade. It also clarifies that a beneficial
owner is also a natural person who permanently dhashares or voting rights of the company
or exercises final control over the management obmpany. Control is defined as either a)
owning over 25 per cent of shares or voting right®ugh direct or indirect shareholding or
control, including in the form of bearer shareshbyrotherwise exercising control over the
management of a legal person.

It is reported that, in the 1st quarter of 2010ARSsessed the effectiveness of measures imposed
by MLTFPA in credit institutions and life-insurane®mpanies. No misinterpretations of the
definition of beneficial ownership were identified.

Deficiency 3 identified in the MERConcerning criterion 5.6, § 13 (1) 4) MLTFPA réms
“acquisition of information about a business retatship and the purpose of a transaction”. This
provision could only indirectly be sanctioned (tf@iture to observe these requirements indicate
a failure of the institution’s internal controlskstonia should introduce a direct sanctioning
regime for this provision)The MLTFPA has been amended to introduce a cleaatisa for
failure to acquire information on a business relahip and the purpose of a transaction. Article
571 now states that

» failure on the part of an obligated person or itgpkoyee to comply with the requirements to
obtain information on the purpose and nature ofusirfess relationship or transaction is
punishable by a fine up to 300 fine units whicledgliivalent to €4 (therefore 300 fine units =
€1,200).

» the act specified in subsection 1 of this sectiboommitted by a legal person, is punishable
by a fine up to €32,000.

Deficiency 4 identified in the MERThe Estonian approach to address “high risk ofnexp
laundering or terrorist financing” sets the leved apply enhanced CDD to a higher level than
“higher risk” in terms of the Methodology. While itfh risk” is at the upper end of a level of
risk, “higher risk” refers only to a situation moresky than average. Furthermore, in the
categories of § 19 MLTFPA non-resident customets@ivate banking do not appear as higher
risk situations which would require enhanced CDDaswees. Estonia should change the term of
“high risk” to “higher risk” and consider adding no-resident customers and private banking to
the categories which require enhanced CDD measuresthermore, the authorities should
provide financial institutions with guidance on teeisting categories of high risk¥ith regard

to non-resident customeraccording to Art 29 (11) of the MLTFPA, which carimto force on
26 December 2009, the obligated persons are rehtarpay greater attention to the application




25.

26.

27.

28.

29.

30.

of internal security measures if the place of lmrator business of a subsidiary, branch or
representative office with a qualifying holdingtb€ obligated person is in a third country where
insufficient measures for prevention of money lanmh and terrorist financing have been
applied or if that country does not cooperate imtonally in the prevention of money
laundering and terrorist financing or is a tergtarith a low tax rate. Furthermore, Article 21 (1)
specifically requires the application of enhanced diligence if the customer is a non-resident
politically exposed person (PEP).

These amendments go a long way to requiring enlamicee diligence for non-resident
customers. They are, however, still insufficientrieet the requirements of essential criteria 5.8
in that they do not apply to all non-resident costos. Non-resident customers, other than those
who are a PEP or based in a country a third cowaltigre insufficient measures for prevention
of money laundering and terrorist financing haverbepplied or if that country does not
cooperate internationally in the prevention of moteundering and terrorist financing or is a
territory with a low tax rate, do not appear toco®ered by this requirement.

With regard to private banking customers, Regufafio 10 “Requirements for the Rules of
Procedure established by credit and financial tiutstns and for theiimplementation and
verification of compliance” issued by the Ministef Finance requires that the application of
customer due diligence measures must include st &description of higher risk transactions,
including transactions concluded in private bankiag well as requirements for and procedures
of the conclusion and on-going monitoring of su@nsactions. This would appear to remedy
the identified deficiency with regard to privatenking.

It is noted that the FSA’s FSA Guidelines for obligpersons are currently being revised and
updated, and this will include the criteria for tméy risk situations and recommendations
applying enhanced CDD measures for non-residemtigss.

Deficiency 5 identified in the MERE 18 MLTFPA allows for the application of simigd CDD
measures in case of credit or financial institudacated in a contracting state of the European
Economic Area or a third country, which in the ctryrof location is subject to requirements
equal to those provided for in this Act and thefgenance of which is subject to state
supervision. At present, no guidance from the Eatorsupervisory bodies exists specifying
which third countries fulfil these criteria. Thougimplified CDD is not mandatory under the
Methodology but in case of applying such a systeerrequirements of criterion 5.10 have to be
met which is not the case in Estonldg MLTFPA stipulates that, for a third country lie
considered equivalent it must have in place requergs that are at least equivalent to those in
the MLTFPA.

Following the production of the EU’s list of equigat countries, on 28 January 2009, the FSA
issued a circular on third country equivalence Wwtet out guidance on how to make use of the
EU list. The EU list is also published on the FSWasbsite. The FSA has, nonetheless, indicated
to obligors that they must make their own evaluatising available up-to-date information on a

country.

Deficiency 6 identified in the MERThe MLTFPA requires all obligated persons to haves of
procedure which ensure that the legal CDD requireteeas set out in the MLTFPA are
followed. Though not explicitly mentioned, the Bi&to authorities are of the opinion that this
language covers also all instances in which a bessrelationship begins prior to full CDD. The
Minister of Finance is obliged to issue a decreecifying further requirements for such rules of
procedure. Such guidance was not yet in existehtieeatime of the on-site visit and should be
done as soon as possiblEhe requirement for providing further guidance igies of procedures
ensuring application of CDD measures where a bssinelationship begins prior to full CDD
has been addressed. Regulation No 10 “Requirerfaamtise Rules of Procedure established by




credit and financial institutions and for their ilmentation and verification of compliance”
issued by the Minister of Finance came into fonaelh April 2008. Article 4 (2) states “Code of
Conduct for the application of customer due diligemeasures shall provide the procedures and
specify the cases where it is allowed to estaldigfusiness relationship, including opening an
account or carrying out a transaction, at the regakthe person participating in the transaction
prior to the full application of customer due ddigce measures”.

31. Deficiency 7 identified in the MERThe MLTFPA should clearly require financial instions to
terminate a business relationship and notify théJ Rh instances in which a request for
additional documentation arising only from ongoidge diligence remains unfulfilled (part of
criterion 5.16Art 27 (1) of the MLTFPA requires thatAh obligated person is prohibited to
establish a business relationship or to enter iatransaction specified in clause 12 (1) 2) if a
person or customer participating in the transactmmthe official act, regardless of a respective
request, does not submit the documents or relaméorimation required to comply with the due
diligence measures specified in clauses 13 (1)ol})tor if, on the basis of the documents
submitted, the obligated person suspects that jt b@amoney laundering or terrorist financihg.
Furthermore, Article 27 (6) requires thair obligated person shall register the information
about refusal to establish a business relationship conclude a transaction and the
circumstances of the termination of a businesstimiahip and the information serving as the
basis of the notification obligation arising from3®”; Article 32 being thenotification obligation
in case of suspicion of money laundering or testdinancing.

32. This deficiency appears to have been remedied.

Effectiveness

33. Estonia appears to have made considerable progresmedying the deficiencies identified in
applying Recommendation 5. However, The requireaseggarding non-resident customers do
not appear to have gone far enough being limitedisbomers who are PEP or based in a country
a third country where insufficient measures forvprgion of money laundering and terrorist
financing have been applied or if that country dowt cooperate internationally in the
prevention of money laundering and terrorist finagor is a territory with a low tax rates.

Recommendation 10 - Record Keeping (rated LC in th&#1ER)

34. Deficiency 1 identified in the MERThere is no requirement in law or regulation teek
documents longer than five years if requested bgompetent authority.)The Estonian
authorities cite Article 215 of the Code of Crinixocedure as the authority to require financial
institutions to keep documents for more than 5 géfarequested by a competent authority. This
Article provides a generabbligation to comply with orders and demands oéstigative bodies
and Prosecutors’ Officés It stipulates that the orders and demands issued by investigative
bodies and Prosecutors’ Offices in the criminal ggedings conducted thereby are binding on
everyone and shall be complied with throughoutttiratory of the Republic of Estoriialt is
noted that this clause was in place at the timth®fon-site visit and was not accepted as being
sufficient by the evaluators at that time. In tiecumstances, this deficiency has still to be
remedied.

Effectiveness

35. The Estonian authorities report that no violatibmers and demands of competent authorities
regarding the request for preservation of documieaie been detected.



Recommendation 13 — Suspicious transaction reportin (rated LC in the MER)

36. Deficiency 1 identified in the MERIt should be clarified in the MLTFPA, that alltampted
transactions have to be reportediticle 32 (1) of the MLTFPA is currently in the qmess of
being amended to specifically include attemptedidaations within the obligation to report
suspicious transactions to the FIU. It is notead th the period from 2008 to September 2011 the
FIU has received 135 STRs concerning attemptedites and transactions.

37. Once this amendment has been adopted this deficiemgld appear to be remedied.

38. Deficiency 2 identified in the MERThe definition of financing of terrorism as provitifer by §
5 of the MLTFPA is linked with the definition asopided for by § 237PC (the terrorist
financing offence) and thus it has the same lingitet as the terrorist financing offence and there
is no reporting obligation in case of:

1. financing of an individual terrorist;
2. collecting of funds for the purpose of terrofisancing;

3. the provision of funds in the knowledge thaytaee to be used (for any purpose) by a
terrorist organisation or an individual terrorist;

4. those conducts of Art 2 of the Terrorist FinamgciConvention and addressed in the
specific UN terrorist conventions which are not eed in the Estonian terrorist offence

(§ 237 PC).

It is recommended that the reporting obligationl wé broadened and brought into line with SR.
IV.) As noted under SR.Il above, an amendment to théARile 237), which came into force

on 6 April 2009, introduced wording that coverstattorist acts, including the financing of
individual terrorists. The newly introduced prauiss cover assisting, funding or consciously
supporting in any other way a terrorist crime (efreéd in the sections 237, 233 237 of the

PC) or an organisation or person whose activitlirscted towards committing a terrorist crime;
or enabling the use of or collecting resources tithknowledge that these resources will be
used to partially or fully commit a terrorist crirae described the Penal Code. This amendment

to the PC would appear to have remedied this eefagi.

39. Deficiency 3 identified in the MERSavings and loan associations as well as insugasertor
sent no STRs so far. This shows that there is prasly either a lack of understanding or
awareness of anti-money laundering obligationsheke entities. The FIU should provide more
guidance and training to these entities that thettds understand their reporting obligation#n)
2009 the FIU wrote to all savings and loans assiocia (SLA) drawing their attention to the
revisions to the MLTFPA and also provided a tragng®minar which all 16 SLAs attended. A
further training seminar was arranged from SLASlavember 2011. In 2010, the FSA arranged
a seminar with the Estonian Association of Insuea@ompanies which focused on AML/CFT
issues in the insurance sector. Although the le¥aleporting from insurance companies has
increased, only one STR has been received fronLArsthice 2008.

Effectiveness

40. The deficiency relating to attempted transactianinithe process of being addressed and the
amendments to the PC as set out under SR.Il abppeaa to have removed any potential
impediments to reporting of suspicions of terrdfiisncing.

41. The overall level of STRs remains high and theee asignificant number of reports linked to
suspicions of terrorist financing. There has aleen an increase in the number of reports

1C



received from insurance companies in 2011 althaugi one STR has been received from an
SLA since 2008.

Special Recommendation |V— Suspicious transactioneporting related to terrorism (rated LC in

the MER)

42.

Deficiency 1 identified in the MERThe definition of financing of terrorism as providor by 8§

5 of the MLTFPA is linked with the definition asopided for by § 237PC (the terrorist
financing offence) and thus it has the same linoitet as the terrorist financing offence and
there is no reporting obligation in case of:

1. financing of an individual terrorist;

2. collecting of funds for the purpose of terroristancing;

3. the provision of funds in the knowledge that thes t® be used (for any purpose) by a
terrorist organisation or an individual terrorist;

4. those conducts of Art 2 of the Terrorist Financdgnvention and addressed in the specific
UN terrorist conventions which are not coveredha Estonian terrorist offence (§ 237 PC).

It is recommended that the reporting obligation lreadened and brought into line with (all
essential criteria for) SR. IV.)

Effectiveness

43.

44.
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45,

46.

47.

48.

the amendments to the PC as set out under SRXeadyupear to have removed any potential
impediments to reporting of suspicions of terrdfiishncing..

A significant number of terrorist financing suspies are being reported although these mainly
derive from currency exchanges and payment sepviméders.

Main conclusions

Estonia has made considerable progress in addgegsnidentified deficiencies in compliance
with the Core Recommendations. Amendments t@’tbeind the MLTFPA have been adopted
which have addressed most of the concerns. An amemdto the PC has currently been
proposed to introduce an offence of conspiracy amrmit money laundering and further
amendments to the MLTFPA are in the process ofgheiracted which will address the reporting
of attempted transactions.

Furthermore training has been provided to inve&tiga prosecutors and judges regarding the
concept that there does not need to be a priomltsineous conviction in money laundering
cases. There has also been an awareness raigipgiga with the SLA and insurance sectors.

The deficiency regarding non-resident customersanesnand the requirement to retain records
for more than 5 years at the request of competghbaties needs to be clarified.

In conclusion, as a result of the discussions Imettle context of the examination of this second
progress report, the Plenary was satisfied withitf@mation provided and the progress being
undertaken and thus approved the progress repdrthenanalysis of the progress on the core
Recommendations. Pursuant to Rule 41 of the Rulgsazedure, the progress report will be

subject of an update in every two years betweetuatian visit (i.e. December 2013), though

the Plenary may decide to fix an earlier date attwhn update should be presented

11



2. Information submitted by Estonia for the second progress report

2.1 General overview of the current situation and the developments since the last
evaluation relevant in the AML/CFT field

Position at date of first progress report (8 Decemdr 2009)

1.1 General developments
The third evaluation visit of Estonia by MONEYVAlodk place from 3rd to 9th February 2008. T
final report was adopted by the MONEYVAL Commitigteits 28th Plenary Session in Strasbourg (8
12th December 2008).

he
th —

The most important developments arising from thepssl mutual evaluation report include the

amendments to the MLTFPA. The amendments consisbobtifi changes to the law made un
recommendations of the MER and arising from apfiboaof the law so far. Also the new draft
International Sanctions Act has been prepared abihisted to Parliament.

The conclusions and recommendations of the thirdNE®VAL evaluation report were discussed at
Governmental committee for the coordination of éssaoncerning the prevention of money launde
and terrorist financing (hereinaft&overnmental Committg@n 2£' January 2009 and at the Advisg
Committee on Prevention of Money Laundering andrdrest Financing (hereinafteiAdvisory
Committeg Governmental Committee adopted action plan f@0R2 to achieve a progress

der
of

he
ring
ry

in

implementing the recommendations. The prioritiesewelrafting the new version of the International

Sanctions Act, amendments to the Money LaundenmiaigTaerrorist Financing Prevention Act (MLTFPA)

and Customs Act; issuing guidelines and differetibas to achieve better cooperation and awarenfess

anti-money laundering obligations.

Governmental Committee discussed this year's deweémts on its meeting 9th November 2009. The

Advisory Committee discussed this matter on itstingel 7th November 2009.

The MLTFPA has been implemented for 1,5 years hy. Athe market participants have adapted the nhew
requirements to their everyday activities and mati@co-operation has improved considerably (agre¢me
of cooperation between FIU, Chamber of Notaries &ad Association as well as Police Board,

Prosecutors Office and FSA have been the conaets énabling that).
The MLTFPA has specified that the Minister of Fioarshall issue secondary law for areas with

money laundering or terrorist financing risks adog to (8 18 (5) MLTFPA) and regarding AML/CFT-

specific internal rules of procedure for credit dimhncial institutions (8 31 (6). Minister of Finee
Regulation no 10 “Requirements for the Rules otBdure established by credit and financial insting

and for their implementation and verification ofrgaliance” and no 11 “Criteria of low risk of money

ow

laundering and terrorist financing which allows thgplication of simplified customer due diligence

measures” were adopted on 3 April 2008. As bothecarto force only on 11 April 2008 (date of the
publication in the Official Gazette) and moreoves Minister of Finance Regulation No 10 stipulates

its § 30 that Credit and financial institutions must bring theictivities and documents into complian
with the provisions of this Regulation by no latean 1 November 2008t was not taken into account
the descriptive part and for rating purposes.

For the time being, the regulations of MinisterFiiance have come into force and credit and firan
institutions have brought their internal proceduaegely in accordance with new specified regulzgio

Ci

The law amending the MLTFPA has been drafted anat ihhe moment in Parliament of Estonia (the

adoption is planned to take place on"28ovember 2009). The amendments are in line with

th

recommendations made to Estonia in the MONEYVALorepSome additional changes were made

according to the practitioners’ proposals to imeréive regulation even further
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1.2. Training
Since January 2008 when the new MLTFPA entered fiotoe, Estonian FIU has actively organised
training seminars to obliged persons. In 2008 amitng seminars were organised (number of partitgpa
964), as of October 14, 2009 the respective numbers 17 and 1012. For law enforcement agencigs 10
training seminars (number of participants 2559 famdudges 2 training seminars (50 participantsjene
organised in 2008. In 2009 1 training seminar wagawoised to law enforcement agencies (34
participants).
FSA has arranged several training sessions todunte the principles of the new MLTFPA and |its
advisory guidelines for compliance officers of dteand financial institutions. In cooperation with
Estonian Banking Association FSA has provided 1-dieyning for AML/CFT officers of credi
institutions.

Ministry of Finance has provided training to audstand trust and company service providers.
a. Other developments

On the 22 October 2008 the Management Board ofFinancial Supervision Authority approved
advisory Guidelines by the Financial Supervisiorthuity “Additional Measures for Preventing Money
Laundering and Terrorist Financing in Credit andharicial Institutions”. In course of drafting the
guidelines, several meetings with supervised estitvere held and, if justified, their comments and
suggestions were taken into account. In the prookdsafting the guidelines the experts from diéetr
ministries and from University of Tartu were invetll The advisory guidelines were published on|the
webpage of FSA, sent to all supervised entitiestaokl effect 1 April 2009.
Also, FSA has issued a circular giving guidancsupervised entities ori®ountry equivalence enacted
in MLTFPA.
FIU, Chamber of Notaries and the Bar Associatiomehessued several guidelines in order to dive
guidance for implementation of the MLTFPA.
National co-operation on the field of AML/CFT hasem enhanced by renewed co-operation agreement
between Police Board (including FIU), Prosecutoffic® and Financial Supervision Authority. The new
agreement provides clearer format for providing expertise in order to improve the prevention,
hindering, disclosing the illegal activities anchdoct proceedings. The new agreement describestia [m
detail the instruments of cooperation in the fi@ML/CFT supervision and exchange of information.

New developments since the adoption of the first poress report

1.1.General developments

The First 3' Round Written Progress Report was adopted in Dbeer®009 at the MONEYVAL's 31
Plenary meeting (Strasbourg, 7-11 December 200@ceSthe adoption of Progress Report further
improvements and developments have been carried out
Developments in order to achieve a progress inéemphting the recommendations are reflected in legal
regulation and in practice to prevent money lauindeand terrorist financing more effectively.
The recommendations of the third MONEYVAL evaluatioeport are discussed regularly at the
Governmental Committee for the coordination of éssaoncerning the prevention of money laundefing
and terrorist financingGovernmental Committgeand at the Advisory Committee on prevention| of
money laundering and terrorist financingdgisory Committée Governmental Committee adopts

activities report which is submitted to Governmente a year. In the activities report the review of
actions performed is confirmed. Also the actiompiar next period is stated in the report and apgud
by the Government. Meetings of the Governmental @iitee were held 6 times since the fir§trdund
Written Progress Report Submitted to MONEYVAL. Mags of the Advisory Committee are held|at
least once a year.
Significant developments are reflected in amendméntMoney Laundering and Terrorist Financing
Prevention Act MILTFPA), which entered into force in December 2009, anémendments to Penal
Code PC), which entered into force in April 2009. The neat new regulation is reflected in the
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Progress Report herein.
The new International Sanctions AdS4) entered into force on 5 October 2010 which regdathe

previous ISA (entered into force 2 January 2008A ftegulates the internal imposition, implementatio

and supervision of international sanctions, whéee internal imposition of international sanctiores
been decided by United Nations, European Uniorgrdtiternational organization or Government of
Republic of Estonia. According to new ISA the Filérforms supervision over application
international financial sanctions. FIU publishes makes available the information of internatio

h
the
of

nal

sanctions imposed, modified or determined withcelbgl ISA enacts special obligations to obligated

persons, registrars and providers of legal seryigesuding the obligation to notify FIU in case

detecting or suspecting the subject of internatisaactions or measures applied. Also in caseihfréa
to present additional information and data for déde. FIU is obligated to detect the subject
international sanctions and check the legitimacyhef applied measures. ISA also enacts new rule

of

of
s on

penalties applicable to infringements of internadio sanctions. More detailed reflection of the

development is represented in the Progress Repmirh

Amendments to the Customs Act came into force HMay 2010. According to the amendments

abilities of the customs to stop the transacticesctearly extended. Therefore the customs hasighe
to retain cash also in case there is suspicionasfay laundering or terrorist financing.

Following the analyses by FIU and Ministry of Ficarand the requests to clarify some provisionfi®
law made by the market participants the new dallloTFPA has been prepared and shall be subm
for further proceedings of adoption in November 20JAccording to the draft the Act is applicable
NPOs, foundations, persons dealing with wholesalehase and sale of precious stones and metal
is thus stated explicitly.

In respect to The Council of Europe Convention anrndering, Search, Seizure and Confiscation of
Proceeds from Crime and on the Financing of Tesnoyrithe procedure for signature and ratificatios
been started. Firstly, an analysis is being cdrdet in order to adjust the internal legislatiar

application of the convention. After the analysss drafted further arrangements for signature

ratification could be made.

In January 1, 2010 Police Board, Citizenship andgrition Board and Border Guard Administrati
were merged and new authority — Police and Bordear@ Board — was created in Estonia. The st
and structure of the FIU in the structure of poliemained unchanged; FIU is the independent stralc
unit of the Police and Border Guard Board.

There are significant developments in the legalilsgn regarding DNFBP.

New Bailiffs Act and amendments to Bankruptcy Laame into force in January 1, 2010. According

Bailiffs Act the Chamber of Bailiffs and Bankruptdyustees (hereinafté€€¢hambe) started its activities

since January 1, 2010. Only the members of the Ghamay act as bailiffs or trustees in Estonia.
The new Auditors Activities Act entered into forbtarch 8, 2010. Remarkable changes concerning
supervisory regulation of auditors and implementatf new standards has been made. The Supery
Board of Auditors is an independent supervisonhatity who exercises its supervisory powers wit
public interest and takes measures in order toegehand keep the required quality in the field
auditing, professional ethics and professionaldids standards for auditors.
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According to conversion to single currency from theginning of the year 2011 the sums in Estonian

kroons have been converted to euros within fixadsecsation rate in all legal acts and decrees.stings
in MLTFPA as well the sums of fine are convertedvapls to tot sums in accuracy of 10, 100 or 1
euros (i.e. 500 000 Estonian kroons (31 956 eut@nveonverted within fixed rate) was approximate
32 000 euros).

Since First 3 Round Written Progress Report (December 2009)rizstuas several new ML convictiof
to report. In total Estonia has more than 40 cdions for ML, 10 of them are made in 2011.
1.2.Supervisory activities

1.2.1. Supervisory activities of FSA

The supervision of the prevention of money launtgrand terrorist financing was integrated to

DOO
i t

ns

the

supervisory process of operational risks of tharfirial sector pursuant to the Strategy 2007-201be
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Financial Supervision Authority. FSA also adoptés strategy for 2011-2015, where one of the ¢
priorities is improving the quality and standarddimancial services, including AML/CFT complianoé
all market participants. The target is implementiagually high compliance standards as cr
institutions also by the payment service providiid have obtained licence under the new Payn
Services Directive (2007/64) regime by the end 012 The strategy foresees also improving
instruments and output of mutual cooperation in éstic and regional level.

In 2010-2011, the supervision of the preventiommufney laundering and terrorist financing focus
primarily on monitoring efficiency of due diligenameasures applied by financial institutions. T
application of due diligence measures and theieffay of control mechanisms for respective intef
procedures as well as the compliance of bank'sriateprocedures with applicable legislation g
international practice were assessed during onisgpections and by specially developefi-site
questionnaire (hereinafter “AML/CFT questionnaite’Another off-site questionnaire focused ¢
assessment of monitoring mechanisms imposed omtgligransactions (hereinafter “Monitorir
guestionnaire”).

Pursuant to the Payment Institutions and Electroney Institutions Act that became effective on
January 2010, the FSA started to supervise theitiesi of payment institutions operating and essheld
in Estonia. Supervisory functions of the FSA ingluthe authorization of payment institutions con
over their activities. One of the key elements haf awuthorization is the assessment of fit & progfe
applicants and managers and the internal procedlréise prevention of money laundering and tegtg
financing. In order to draw the applicants’ attentto the possible shortcomings, FSA organizedttege
with FIU and Ministry of Finance respective infortiwa events in autumn 2010. Those events were
alia aimed at increasing the awareness of applipapient institutions of the nature and necesdit
internal procedures for the prevention of moneyntbuing and terrorist financing. In addition, FS$
implemented set of consolidated AML/CFT norms taniet by licence applicants in order to assist th
to complete the relevant internal procedures.

In course of reassessing the compliance measucemi@nnal procedures payment service providers
FSA decided to terminate the activities of threevise providers whose internal procedures
AML/CFT were found unsatisfactory.

1.2.2. Supervisory activities of FIU

Since 2008 the FIU exercises supervision over bligated subjects in two formats: on-site inspawi
and off-site inspections. Whereas already in 2Q0®8ais detected that the awareness of the oblig
subjects of the requirements of prevention of momeyndering and the compliance with the
requirements has significantly improved, then thg #ecided to focus in 2010 more on the risk-ba
supervision. Above all, this meant, that the numiifeso called ,ad-hoc” or incidental inspectionssy
reduced. The planning of the supervisory activities based on preliminary analysis of the sectode
supervision and on the risk assessment quality.

On-site inspections were planned and carried oly on the case of increase of risks of cert
undertakings and, in certain cases, also in respeoew market entries. The significant decreast
misdemeanour proceedings indicates the raise ofeaeas and observance of laws among the oblig

subjects of law. In 2010 off-site inspection wasriea out with regard to 102 legal service provile

who have been specified in the Money LaunderingTeerdorist Financing Prevention Act as providers
other legal services (i.e. this category does nolude attorneys, notaries public, bailiffs, trestan
bankruptcy, interim trustees in bankruptcy) andhwiégard to one provider of alternative means
payment service. Off-site inspections indicatedgpecified activities of legal services providensl @s
general conclusion it can be stated that, as a thi#eproviders of other legal services are nofestib of
the Money Laundering and Terrorist Financing PréeanAct, as in overwhelming majority they are
making transactions in the name and on behalf @f ttlient or in such cash amounts which should
reported to the FIU.

1.2.3. Other supervisory activities

According to Bailiffs Act the Chamber of Bailiffsxd Bankruptcy Trustees (hereinaf@&nambe) started
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its activities since January 1, 2010. Only the toera of the Chamber may act as baliliffs or trust
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Members of the Chamber are supervised by the MynidtJustice and by the Chamber and in the fiéld o
AML/CTF by FIU. The Chamber is improving the acties in the field of internal procedures, best
practices and training for the prevention of molaydering and terrorist financing.
The project of launching a web-based bulletin aués of AML/CTF is being envisaged by supervisory
authorities. It is considered to be published ast®nce a year focusing on the activities of DN&BP
1.3. Training

In the light of the implementation of new Intermeal Sanctions Act (enforced since October 201€) th
Ministry of Foreign Affairs arranged the round &lpheeting of the involved parties in order to deiae
the common priorities of the parties and agreddhmat of exchanging relevant information.

Ministry of Foreign Affairs initiated public campgai in January 2011 for better implementation and
application of the internal sanctions. There wagress conference arranged by Ministry of Forgign
Affairs for journalists where the ISA was introddcey representatives of Ministry of Finance, Estoni
Chamber of Commerce and Industry, Estonia Bankisgo&iation and the FIU. The press confergnce
was broadcasted by Estonian Public Broadcasting; Bhd local radio station. The press release of jnew
international sanctions is published on websiteMifiistry of Foreign Affairs. There were several
appointments regarding the ISA at the end of 20d® & the beginning of 2011 among Ministry|of
Foreign Affairs, Ministry of Economic Affairs andoBmunications and Ministry of Justice.
Within three previous years regular appointmentd esound table meetings were held in order to
eliminate shortcomings of AML/TF measures. Ther amnual round table meetings of the supervisory
authorities organized by the FIU. The FIU has pitedi several trainings (3 in 2009, 4 in 2010, 204D
to investigators, prosecutors and judges in ordexddress the new AML methods and techniques used
by suspected persons. In 2011 there have beeniring=s for judges and prosecutors on money
laundering issues organised by Ministry of Justind one training was organized by the Office of|the
Prosecutor General.
Estonian Banking Association has organised meetingsrder to provide guidance in AML/CHT
cooperation with FSA quatrterly.
FSA organized together with FIU and Ministry of &ite seminars for the applicants of payment
services licence, that were inter alia aimed ateiasing the awareness of applicant payment iristits
of the nature and necessity of internal procedioeshe prevention of money laundering and tertaris
financing. In addition, FSA implemented set of aditated AML/CFT norms to be met by licence
applicants in order to assist them to completeehevant internal procedures.
To further increase the awareness of DNFBP settteri-1U has provided several trainings. In 2009 pne
training was provided to the Bar Association (1Qfbraeys participated). Also the FIU provided 6
AML/CFT trainings for notaries, auditors, accourntaand other DNFBP-s (in total ca 200 participants)
In 2010 one training was provided to accountantiserproviders (16 participants), and one to audito
(30 participants). In 2011 the FIU provided tragior Bar Association (160 participants).
In the area of international cooperation Estonifith Ikas signed in total 24 MoU-s with foreign FIUS |(
in 2009, 3 in 2010, 1 in 2011). However it is imjamt to note that according to MLTFPA Estonian Kl
does not need a MoU in order to be able to excharigamation with foreign FIUs.
1.4.0ther developments

In August 2010, the Government of Estonia amentiedrime prevention priorities in accordance with
the development of information technology and iaseeof cybercrimes. The priorities are fight a
organized crime, particularly drug trafficking amaiman trafficking, more effective discovery
confiscation of criminal proceeds, including prade®f corruption and discovery of money laundering
crimes.
The improvement of collecting relevant statistiosarder to carry out adequate analysis and detect
possible shortcomings arising from the implemeatatf the AML/CTF measures is a priority issue ffor
the Governmental Committee. Further actions forroupment of AML/CTF measures are taken and|the
effectiveness of the measures is evaluated regutdrthe meetings of the Governmental Committee.
Governmental Committee adopts activities reportrettzereview of actions performed within last yesar i
confirmed and activities for next period are stated approved. The annual review is submitte

to
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Government afterwards. The review of activitieal& introduced to members of Advisory Committee.
The proposal for gathering publicly available imf@tion concerning local PEPs into one web-page for
the use of foreign obliged persons is considerddrtiier meetings of the Governmental Committee.
Estonian authorities are patrticipating in the ECBU&Eoject (headed by prof. B. Unger from Utrecht
University) and regional international workshop €r'8earch for the Various Best AML/CTF Practices”
was held in Tallinn in May 24-26 2011. 32 leadimqgeaalists (professors, prosecutors, policemen,
specialists form FIU, Ministry of Finance) from Mdifferent European countries took part of the
workshop and discussed different case-studies.

In order to provide theoretical support to the memtof Government Committee on application of GFT
measures, assistance was sought from the Univaskitartu. In February 2011 at University of Taftu
following scientific research — The Possibility 8&lf-Defence and Collective Security System in [the
Context of Terrorist Non-State Act8rs bydoctor iurisRené Vérk has been accomplished. The focus of
the research is on the terrorism, which has becamesspecially pressing security problem, both
domestically and internationally, in recent decadé® main conclusion of the research is that idpet
against terrorism demands a more innovative iné¢aion and use of international legal system, auit
jeopardising its foundations in the process.

2.2 Core Recommendations

Please indicate improvements which have been madespect of the FATF Core Recommendations
(Recommendations 1, 5, 10, 13; Special Recommendati and 1V) and the Recommended Action Plan
(Appendix 1).

Recommendation 1 (Money Laundering offence)

Rating: Largely compliant

Recommendation of It should be made clear in the law or by way ofdgmice and training that the
the  MONEYVAL | prosecution of money laundering does not requireprior or simultaneous
Report conviction for the predicate offence.

Measures reporte{ The PC and MLTFPA does not require a prior or siemdous conviction for th
as of 8 Decembe predicate offence. MLTFPA uses the conceptrahinal activity. It is obligatory to
2009 to implemen| the prosecution to ascertain criminal activity whicorresponds to the crimes

D

g‘e - provided in PC, but it does not require a convittio
thicferggnrfn allon 9 11 march 2009 was held special round-table meatingre participated prosecutors,

investigators, judges, specialists from FIU, Minisbf Finance and professors [of
criminal law from the Law Faculty of the University Tartu to discuss the concept
of criminal activity.

Measures taken to| The PC and MLTFPA do not require a prior or simuétaus conviction for th
implement  the | predicate offence. MLTFPA uses the conceptrihinal activity.
recommendations | There have been several trainings for investigatpr®secutors and judges
since the adoption| o ganized by Ministry of Justice and FIU on monayridering issues in order fo
fé tgret first progress | o mphasise the respective concept: 3 in 2009, 816,27 in 2011.
P There are convictions (relevant court decisionsdses 1-11-3701 and 1-10-2854)
solely for ML offence in 2010 and 2011, irrespeetiof conviction for predicat
offence.

11

1%

Recommendation of Estonia should introduce the full concept of corepi for the money launderir

2 http://dspace.utlib.ee/dspace/handle/10062/16465
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the MONEYVAL | offence.
Report
Measures reporte| According to Estonian penal law attempt of all offes is punishable arn

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

something preceding the stage of attempt has nal plaracter. An attempt is &
intentional act the purpose of which is to commitaffence. An attempt is deemg
to have commenced at the moment when the persaoydicg to the person’
understanding of the act, directly commences thmengission of the offence (8§ 2
PC). Therefore conspiracy/preparation of an offendeno steps have been taken
commence the commission of the offence — shallbeopunished. It is true th
Estonian Penal Code contains some instances fgrsegious offences (terrorisn
drug offences), preparation of which constitute asafe offences. Similarly
conspiracy for some serious offences which aregimea by imprisonment for mo
than 12 years, shall be punished under some conglit(§ 22-1 PC). Mone
laundering, being punished by maximum ten yearssdogt belong into tha
category and establishing a separate offence fuspimcy for money laundering
not proportionate. Thus mere talks, or even plammihor negotiations for mone
laundering cannot be punished, if the persons mmtedirectly commenced th
commission of the offence.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The respective analyses to endorse ftiileconcept of conspiracy for the mon
laundering offensdnave been carried out and the amendments to thien¢uPC
have been envisaged. The draft law and respectivendments to other law
regarding criminalising conspiracy for the monewndering offence has beg
prepared by Ministry of Justice.

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant

According to the draft-law prepared by Ministry diistice the concept ¢
conspiracy for the money laundering offence istedhto § 394 of the Penal Cod
as follows:

"§ 394" Conspiracy to commit joint money laundering offenc

Conspiring to commit joint criminal offence provillen 8§ 394 of this Code i
punishable by a pecuniary punishment or up to @ae gf imprisonment.”

initiatives

Recommendation 5 (Customer due diligence)
I. Regarding financial institutions

Rating: Largely compliant

Recommendation o

f The obliged entities are allowed to rely on CDDomfiation received inter alig

the  MONEYVAL | from a credit institution who has been registeredvbose place of business is in

Report contracting state of the European Economic Areaaotthird country where
requirements equal to those provided in the MLTRIPAIn force. In the absence
further guidance on this issue, Estonian authaositshould at least issue guidan
regarding the question of which countries satigsaby fulfil these requirements.

Measures reporte| Obligated persons have to specify, if a third couctin be considered equivale

as of 8 Decembe
2009 to implemen
the

Recommendation o

MLTFPA sets a definition that an equivalent courghpuld have requirements
place equal to those provided in MLTFPA. Or" ¥8oril 2008 countries attendin
the European Commission Committee on the prevemtiomoney laundering an

terrorist financing approved the list of countfies

d
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11

¥ Common Understanding between Member States ot ¢ointry equivalence under the Anti-Money Launugri
Directive (Directive 2005/60/EC)
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the report

considered equivalent in the meaning 8#VIL Directive”.

The list expresses the common understanding of MerSiates. The text of th
agreement of Member States with a translation Egtonian is published on tfj
webpage of FSA (http://www.fi.ee/?id=1726) and ome twebpage of FIU
http://www.politsei.ee/?id=1760.

In order to give guidance to credit and finananestitutions on how to apply the lig
FSA issued a circular on 28.01.2009 on third couetjuivalence. The fact that
country does not appear in the list does not réderdow-level standards d
AML/CFT laws and due diligence measures and doeésdemand qualifying thg
country as non-equivalent.

FSA underlined that obligated persons have to dgnar own evaluation usin

IMF and The World Bank, memberships in other orgatidns presuming meetin
to the requirements on certain level, factors agisiom the context of the situatio
trade density with that country and other relevamumstances.

Additional information on the AML/CFT measures iiffekent countries can b
found on the web pages of FATEnd MONEYVAL®, including also publishe
evaluation reports of countries.

participants of risks associated with countries $ehdML/CFT lawsdo not meet
the internationally recognized standards. Referecethose statements have b
published on the webpage of FSA (http://www.fi.&&t2726.

It is necessary to document every decision takemaiesider a country to b
equivalent or apply due diligence measures in iorlat with costumers/persor
originating from a country.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Obligated persons have to specify, if a third couetin be considered equivale
MLTFPA sets a definition that an equivalent courghpuld have requirements
place equal to those provided in MLTFPA.

The text of the 18 April 2008 common understandimgdated on 15 June 2011)
the Member States listing the equivalent countrigls a translation into Estonian
published on the webpages of Ministry of Financ&ARnd FIU.

Additional information on the AML/CFT measures iiffekent countries can b
found on the web pages of FATEnd MONEYVAL®, including also publishe
evaluation reports of countries.

participants of risks associated with countries SehdML/CFT laws do not mes
the internationally recognized standards. Referecethose statements have b
published on the webpage of FS#tp://www.fi.ee/index.php?id=121H5which is
subject to regular updates. Obligated personslasgya informed by circular letten
about the updates.

available up-to-date information on a country. Besirelying on its knowledge and
experience, an obligated person has to take irtouent the assessments of FAT

Both FATF and MONEYVAL have also asked member stateadvise the marke

Both FATF and MONEYVAL have also asked member stabeadvise the marke
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Recommendation o

N

f Concerning beneficial ownership, the law leavesesahiscretion in interpretatior

4 2005/60/EC of the

European Parliament and of thenCil of 26 October 2005 on the prevention ofule of the

financial system for the purpose of money laundgénd terrorist financing

® Financial Action Task Force: http://www.fatf-gafig

® Committee of Experts on the Evaluation of Anti-MgnLaundering Measures and the Financing of Tesmari
http://www.coe.int/t/dghl/monitoring/moneyval/

' Financial Action Task Force: http://www.fatf-gafig
8 Committee of Experts on the Evaluation of Anti-MgnLaundering Measures and the Financing of Tesmari
http://www.coe.int/t/dghl/monitoring/moneyval/
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the  MONEYVAL | whether it also covers instances when a naturab@eracts for another natural
Report person. Estonian authorities should make it clearthe law that beneficial
ownership does not only refer to the first natuparson in the chain but that (it
(also) covers natural persons who ultimately cohttber natural persons.
Measures reporte( Relevant amendment to MLTFPA defines beneficial @eship in a way that leaves
as of 8 Decembe no discretion to the interpretation. New Art. 8 @d (1) clearly state, that a
2009 to implemen| peneficial owner is a natural person who, takingaatage of his or her influence,
e . exercises control over a transaction, act or amgteeson, and in whose interests) or
Recommendation 0 a6, or on whose account the transaction orsantade and a beneficial owner is
the report - .
also a natural person who permanently owns theeshar voting rights of the
company or exercises final control over the managgmf a company in at least
one of the following ways:
1) by owning over 25 percent of shares or votigts through direct or indirect
shareholding or control, including in the form @fdber shares;
2) otherwise exercising control over the managemgatlegal person.
Measures taken to| Amendments to MLTFPA Art 8 (1) and "1 that entered into force on 26
implement  the | December 2009 clearly state, that a beneficial ousma natural person who, taking
recommendations | gdvantage of his or her influence, exercises cbotrer a transaction, act or another
since the adoption| herson, and in whose interests or favour or on whmsount the transaction or act
fef tgret first progress | s made and a beneficial owner is also a natunaigpewho permanently owns the
P shares or voting rights of the company or exercifinal control over the
management of a company in at least one of theviiollg ways:
1) by owning over 25 per cent of shares or votights through direct or indirect
shareholding or control, including in the form &fder shares;
2) otherwise exercising control over the managerokatlegal person.
In the 1st quarter of 2010 FSA assessed the eféewss of measures imposed|by
MLTFPA in credit institutions and life-insurancerapanies. Especially developed
off-site assessment tool “AML/CFT questionnaire” includésbaguestion whether
and how obligated persons have established intgra@dedures for identifying
beneficial owners according to the amendment of th&kTFPA. No
misinterpretations of the definition of B/O weremdified.
Recommendation of Concerning criterion 5.6, § 13 (1) 4) MLTFPA recsr‘acquisition of informatior
the  MONEYVAL | about a business relationship and the purpose tfaasaction”. This provision
Report could only indirectly be sanctioned (that failure tbserve these requirements
indicate a failure of the institution’s internal otvols). Estonia should introduce |a
direct sanctioning regime for this provision.
Measures reporte| Relevant amendment to MLTFPA has introduced newienaketailed sanctioning
as of 8 Decembe provision. According to Art. 570of MLTFPA the failure of acquisition of
2009 to implement jhformation about business relationship and theppse of a transaction afe
e . sanctioned. Art. 57 states the following: ,§ 57 Failure to comply with
t'?]eecroergc'::tendat'on 9 requirements to obtain information
(1) Failure on the part of an obligated person or iitgleyee to comply with the
requirements to obtain information on the purposel @mature of a business
relationship or transaction is punishable by a €ipdo 300 fine units.
(2) The act specified in subsection 1 of this segctif committed by a legal person

is punishable by a fine up to 500 000 Estonian ksdo
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Amendments to MLFTPA have extended the possitslibé direct sanctioning g
violations of MLFTPA. The new Arts 57, 5573, 59, 62 entered into force on 2
December 2009.

According to Art 57 failure to comply with requirements to obtain infation is
sanctioned as follows:

1) failure on the part of an obligated person or itgpkyee to comply with thg
requirements to obtain information on the purpose @ature of a busines
relationship or transaction is punishable by a ipg¢o 300 fine units.

2) the act specified in subsection 1 of this sectibmommitted by a legal
person, is punishable by a fine up to 32 000 euros.

After introducing the clear direct sanctioning ragifor not obtaining informatio
on the purpose and nature of a business relatiprighiransaction, there were
breaches of law identified.
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Recommendation o

f The Estonian approach to address “high risk of mpof@undering or terrorist
financing” sets the level to apply enhanced CDDatdigher level than “highe
risk” in terms of the Methodology. While “high rislks at the upper end of a levg

Furthermore, in the categories of § 19 MLTFPA nesident customers and priva
banking do not appear as higher risk situations calhivould require enhance
CDD measures. Estonia should change the term gi'nisk” to “higher risk” and
consider adding non-resident customers and privaaeking to the categorig
which require enhanced CDD measures. Furthermohe &uthorities shoulg
provide financial institutions with guidance on tidsting categories of high risk.

of risk, “higher risk” refers only to a situation one risky than average.

e

[72)

)

the  MONEYVAL
Report
Measures reporte

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

The question of high risk vs higher risk in th& BML Directive lead Estoniar
authorities to seek opinion from European Commissfour concern was reflecte
in the letter of Mr Veiko Tali, Deputy Secretary@@eal, Ministry of Finance to M
Pierre Delsaux, Director, Directorate F, Europeam@ission from 13.07.200¢
An answer was received from Ms Claire Bury, Heatloit, European Commissio
DG Internal Market and Services, on 13.10.2009.

The analysis undertaken by MONEYVAL in its 3rd rdumutual evaluation repo
on Estonia with regard to "high risk" vs. “highdsk® addresses indeed a ve
sophisticated distinction, which the European legis did not make. The use of t
terminology ,,higher risk” and “high risk” within ricle 13(1) of Directive
2005/60/EC of the European Parliament and of then€ib of 26 October 2005 o
the prevention of the use of the financial systesn the purpose of moneg
laundering and terrorist financing (OJ L 309/126f11.2005; hereinafter 3rd AM
Directive) does not indicate a differentiation ireaming when Article 13(1) i
considered in its entirety. The difference is pyeldrafting one. In this respect,
should be underlined that this distinction does aygiear in the French version

and "higher risk".
as this paragraph uses the term "high risk” onlfhancontext of a cross-reference

Moreover, it is the understanding of the servicE®G Internal Market that thi
reference in the MONEYVAL report to the 3rd AML Bittive was only used as :
auxiliary argument showing that this distinctiomis only theoretical but also usg
in legal texts related to AML/CFT issues.

Despite the aforementioned the shortcoming refetcedn the MER has beeg
addressed in the relevant amendment to MLTFPA. fidwe Art. 29 (1) enacts:

“(1%) Upon performance of the obligations provided for subsection (1), a

21

the 3° AML Directive, where the termrisque élevéis used for both "high risk?
The practical impact of this distinction in thisesfal case is rather low particulanly

situations which are described at another placthefDirective (i.e. Art. 40(1)c).
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obligated person shall draw a higher attentiohef place of location or business

a subsidiary, branch or representative office wathqualifying holding of the
obligated person is in a third country where insight measures for prevention of

money laundering and terrorist financing have begplied or if that country doe

not cooperate internationally in the preventionnudney laundering and terrorist

financing or is a territory with a low tax rate.”
Also, Minister of Finance Regulation no 10 “Requients for the Rules d

Procedure established by credit and financial tutstns and for their

implementation and verification of compliance” ABt(4) enacts: “Code of Condu
for the application of customer due diligence measumust include at least tl
following:
4) a description of high risk transactions, inchgltransactions concluded in priv4
banking, as well as requirements for and procedofréise conclusion and ongoin
monitoring of such transactions.
Art 13 of the Regulation 168nacts:
“(1) Code of Conduct for the application of custordee diligence measures my
provide:

1) methods for ascertaining the area and profikhefactivities of a customer;

2) procedures for monitoring and analyzing trarieastconcluded by a custom
with the credit or financial institution and with @edit or financial institutior]
belonging to the same consolidation group as tleglitior financial institution
based on which there shall be a distinction maded®n low risk transactions ar

high risk transactions, including transactions bging to the area of private

banking;

3) directions for the case where there is a suspiof money laundering or terrori
financing in relation to low risk transactions;

4) other measures necessary for implementing iheipke “know your client”.

(2) Measures specified in paragraph 1 must distgbetween:

ne
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1) directions for monitoring business relationshigsere the customer is subjected

to the provisions of Articles 17 and 18 of the Mgreaundering and Terrorig
Financing Prevention Act;

—

2) directions for monitoring business relationshigtere the customer is subjected

to the provisions of Article 19 of the Money Launidg and Terrorist Financin
Prevention Act.

Art 19 of MLTEPA enacts:

“(1) If a situation involves a high risk of moneguindering or terrorist financing, 4
obligated person shall apply enhanced due diligemeasures.
(2) An obligated person must apply the enhanceddiligence measures specifi¢
in subsection (3) if:
1) a person or customer participating in a tramgaabr official act performed i
economic or professional activities has been ifiedtiand verified without bein
present at the same place as the person or customer

2) upon identification or verification of a perssuaspicion arises of the truthfulne
of the data or authenticity of the documents sutechior of the identification of th
beneficial owner or the beneficial owners;

3) a person or customer participating in a trangaair an official act performed i
economic or professional activities is a persorcisige in subsection 21 (1).

(3) In the events specified in subsections (1) @ydn obligated person shall apy
in addition to the diligence measures specifiethisa Act § 13 (1) 1)-4) also at lea
one of the following enhanced due diligence measudg identification ang

ly
St
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verification of a person on the basis of additiodetuments, data or informatio
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which originate from a reliable and independentrsewr from a credit institution

or the branch of a credit institution registeredha Estonian commercial register|or

a credit institution, which has been registeredhas its place of business in| a

contracting state of the European Economic Areairora country where

requirements equal to this Act are in force, andhifsuch credit institution th
person has been identified while being preseriieasame place as the person;

2) application of additional measures for the psgoof verifying the authenticity of

documents and the data contained therein, amomrg titings, demanding that they

be notarised or officially authenticated or confition of the correctness of the data
by the credit institution specified in clause 1hieh issued the document;

3) making the first payment relating to the tratisecthrough an account openedin

the name of a person or customer participatinghia transaction in a credit

institution which has its place of business in atwcting state of the European

Economic Area or in a country where requiremenisabtp those provided for in

this Act are in force.

(4) In the events specified in subsections (1) @ydn obligated person shall apply

the due diligence measures specified in clause1}35) more frequently than

usually.

(5) An obligated person is responsible for propgpliaation of the due diligence

measures.”

According to the amendments to § 30 (3) 2) of tHeTMPA all obligated person

have the obligation to describe in their rules mfgedure transactions of a higher

risk level, including risks related to means of coumication, computer network or
other technological development and establish {h@rcpriate requirements and
procedure for entering into and monitoring suchgeations.

FSA Advisory Guidelines addreise issue as well.

Art 5.3.2 provides the following:

“5.3.2. When determining and substantiating thle lesels of a party or customer

participating in a transaction11, the obligatedjscttshall take into account, for

instance, the following risk factors:

Customer riskwhose risk factors result from the customer’spey including:

- the legal form, management structure, area ofiagtimcluding trust funds,
partnerships or other such contractual legal estilegal persons having beargr
shares;

— whether this is a politically exposed person;

— whether the party is represented by a legal person;

— the residency of the party, including whether thia party registered in an
region with a low tax rate;

— the possibility of classifying the customer as@idgl customer in a certain
customer category;

— circumstances (including suspicious transactioastifled in the course of a
prior business relationship) resulting from theenignce of communicating
with the customer, its business partners, ownesgesentatives and any other
such persons;

— the duration of the activity, the nature of theibass relations.

Product or service riskwhose risk factors result from the customer’siess

activity or the exposure of a specific productenvice to potential money

laundering risks. Examples of a higher productesvise risk:

— private banking, personal banking

— currency exchange, conversion transactions

1%

(7]
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— mediation of alternative means of payment and elaiit money;
- founding, sale, administration of companies;

Country risk whose risk factors arise from the differencethnlegal environments

(whether legal provisions meeting internationahdtads are applied in the count

to prevent money laundering and terrorist finangirgime levels, including drug
crime and corruption levels, of countries, incligdialso whether international

sanctions have been applied against this countpgeimons in this country (releval
lists have been published on the webpage of thedean Commission,
http://ec.europa.eu/external_relations/cfsp/sanstfiist/consol-list.htm).
Obligated persons may use also other means offglagsrisk factors recognized i
banking.”

FIU has issued guidelines of rules of procedurestrzders part 4 provides that

when determining the risk levels, three risk facsbrll be taken into accour

country risk, customer risk and transaction riskl @escribes different factors of

higher risk. FIU guidelines are available on:
http://www.politsei.ee/?id=1626

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The shortcoming referred to in the MER has beenremdgd in the relevant

amendment to MLTFPA. According to the Art 29)(which came into force on 2

December 2009, the obligated persons shall draigteehattention to application of

internal security measures stated in subsectionif(ipe place of location o
business of a subsidiary, branch or representaffiee with a qualifying holding o
the obligated person is in a third country whemaufficient measures for preventiq
of money laundering and terrorist financing haverbepplied or if that countr
does not cooperate internationally in the preventidd money laundering an
terrorist financing or is a territory with a lowxtaate.
According to the indicated subsection (1) of Art @8 obligated person shg
establish written rules of procedure for applicataf the due diligence measur
provided in MLTFPA, including the assessment anchamament of the risk @
money laundering and terrorist financing, the ain and the preservation

data, and the performance of the notification @il@n and the notification of th

management, as well as rules of internal procefdurehecking adherence theretq.
Specific requirements implementing the internalusiég measures are stipulated|i

the Minister of Finance Regulation No 10 “Requiraisefor the Rules of Procedu
established by credit and financial institutionsd gor their implementation ang
verification of compliance”. The relevant article6the Regulation No 10 requil
enhanced CDD measures to be applied also for privabking. According to th
Art 3(4) of the Regulation No 10 Code of Conduat thee application of customg
due diligence measures must include at least arigésn of higher risk
transactions, includingransactions concluded in_private bankires well ag
requirements for and procedures of the conclusimhaa-going monitoring of suc
transactions.
According to the Art 13(1) 2) of the Regulation M6 Code of Conduct for th
application of customer due diligence measures nuievide procedures fg
monitoring and analysing transactions concluded lmpustomer with the credit ¢
financial institution and with a credit or finankiastitution belonging to the sanj
consolidation group as the credit or financialitnsibn, based on which there sh
be a distinction made between low risk transacti@nd higher risk transaction
including transactions belonging to the area ofaig banking

The regulation of MLTFPA enacts enhanced CDD messfor non-resident PEPs.

Relevant Art 21 (1) of MLTFPA states as followspagestablishment of a busing
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relationship or entry into a transaction or perfante of an official act with
politically exposed person of a contracting steté&wropean Economic Area or
third country or his or her family member or clasgsociate, an obligated perg
shall apply the enhanced due diligence measuregdeabfor in Art 19.
Nevertheless enhanced CDD measures could be agpliedy person who fall
under such requirement on a risk sensitive babie terms and circumstances
enacted in Art 19 of the MLTFPA as referred abavetie first & round written
progress report submitted to Moneyval. Also aceuydb amendment to MLTFP.
in Art 30 (3) 1), which entered into force on 26 dember 2009, all obligate
persons have the obligation to describe in thde@srof procedure transactions o
higher risk level, including risks related to measfscommunication, compute
network or other technological development and kbdista the appropriat
requirements and procedure for entering into anditming such transactions.

In line with drafted amendments to MLTFPA the réwisof Minister of Finance
Regulation No 10 is planned.

on determining the criteria for higher risk sitaai$ and recommending applyil
enhanced CDD measures also for non-resident cussome

FSA Guidelines for obliged persons are currentlingpeevised and updated, in¢l.
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Recommendation 0
the MONEYVAL
Report

f§ 18 MLTFPA allows for the application of simpliieCDD measures in case
credit or financial institutions located in a cauting state of the Europeg
Economic Area or a third country, which in the coyrof location is subject t
requirements equal to those provided for in this &wl the performance of which
subject to state supervision. At present, no guiddrom the Estonian superviso
bodies exists specifying which third countries ifulthese criteria. Thoug
simplified CDD is not mandatory under the Methodpldout in case of applyin
such a system, the requirements of criterion 5a¥keHho be met which is not th
case in Estonia.
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Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

Obligated persons have to specify, if a third coungny be considered equivale
MLTFPA sets a definition that an equivalent courghpuld have requirements
place equal to those provided in MLTFPA. Or" ¥&pril 2008 countries attendin
the European Commission Committee on the prevemianoney laundering an
terrorist financing approved the list of countfiensidered equivalent in th
meaning of % AML Directive.

The list expresses the common understanding of MerSiates. The text of th
agreement of Member States with a translation Egtonian is published on th
webpage of FSA (http://www.fi.ee/?id=1726) ) and tre webpage of FIU
http://www.politsei.ee/?id=1760

In order to give guidance to credit and finanamstitutions on how to apply the lig
FSA issued a circular on 28.01.2009 (
http://www.fi.eeffailid/Guidelines_on_3rd_countryjwdvalence.pdf) on  thirg
country equivalence. The fact that a country dossappear in the list does n
refer to low-level standards of AML/CFT laws ancediiligence measures and dd
not demand qualifying the country as non-equivalent

obligated person has to take into account the sssads of FATF, IMF and Th

Obligated persons have to give their own evaluatismg available up-to-dah

in

9]

information on a country. Besides relying on itsowtedge and experience, an

® Common Understanding between Member States ot ¢ointry equivalence under the Anti-Money Launugri
Directive (Directive 2005/60/EC)

10 2005/60/EC of the

European Parliament and of thenCil of 26 October 2005 on the prevention ofuke of the

financial system for the purpose of money laundgénd terrorist financing
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World Bank, memberships in other organizations yoréeg meeting to thg
requirements on certain level, factors arising fithia context of the situation, trag
density with that country and other relevant cirstemces.

Additional information on the AML/CFT measures iiffekent countries can b
found on the web pages of FAfrand MONEYVAL™, including also publishe
evaluation reports of countries.

AML/CFT laws do notmeet the internationally recognized standardseiRates o
those statements have been published on the webpafje FSA
(http://www.fi.ee/?id=1726

It is necessary to document every decision takemaisider a country to b
equivalent or apply due diligence measures in iorlat with costumers/persor
originating from a country.

Both FATF and MONEYVAL have also given opinions @ountries whose

e
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Obligated persons have to specify, if a third couean be considered equivale
MLTFPA sets a definition that an equivalent courghpuld have requirements
place equal to those provided in MLTFPA.

The text of the 18 April 2008 common understandimgdated on 15 June 2011)
the Member States listing the equivalent countnigls a translation into Estonian
published on the webpages of FSA and FIU.

Additional information on the AML/CFT measures iiffekent countries can b
found on the web pages of FAFand MONEYVAL", including also publishe
evaluation reports of countries.

Both FATF and MONEYVAL have also asked member stéteadvise the marke
participants of risks associated with countries $ehdML/CFT laws do not mee
the internationally recognized standards. Referecethose statements have b
published on the webpage of FS#tp://www.fi.ee/index.php?id=121H5which is
subject to regular updates.

Obligated persons are always informed by circletiers about the updates.
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Recommendation 0

f The MLTFPA requires all obligated persons to hauées of procedure whic

Though not explicitly mentioned, the Estonian arities are of the opinion tha
this language covers also all instances in whidfuainess relationship begins pri
to full CDD. The Minister of Finance is obligeditsue a decree specifying furth
requirements for such rules of procedure. Suchandd was not yet in existence
the time of the on-site visit and should be donsoas as possible.

ensure that the legal CDD requirements as set nuhé MLTFPA are followed.
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the  MONEYVAL
Report
Measures reporte

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

Minister of Finance Regulation No 10 of 3 April B)MRequirements for the Ruli
of Procedure established by credit and financiatitutions and for thei
implementation and verification of compliance” tteme into force on 11 Apr
2008 enacts explicitly, that obligated persons &hdwave rules of procedures
place ensuring application of CDD measures whebesiness relationship begi
prior to full CDD.

According to Art. 4 (2) of the referred Regulatici€ode of Conduct for thg
application of customer due diligence measuresl ghavide the procedures ar

specify the cases where it is allowed to estaldistusiness relationship, includir

1

in
NS

v

nd
g

1 Financial Action Task Forcéttp://www.fatf-gafi.org
12 Committee of Experts on the Evaluation of Anti-MgnLaundering Measures and the Financing of Tesmari
http://www.coe.int/t/dghl/monitoring/moneyval/

13 Financial Action Task Force: http://www.fatf-gaifig
14 Committee of Experts on the Evaluation of Anti-MgnLaundering Measures and the Financing of Tesmari
http://www.coe.int/t/dghl/monitoring/moneyval/
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opening an account or carrying out a transactionthea request of the persq
participating in the transaction prior to the fafiplication of customer due diligen
measures.”

hn
Ce

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The requirement for providing further guidance fates of procedures ensurir
application of CDD measures where a business oektip begins prior to ful
CDD is addressed as the Minister of Finance Reiguldio 10 “Requirements fq
the Rules of Procedure established by credit amahial institutions and for the
implementation and verification of compliance” cami® force on 11 April 2008.

Please see also the legal text of relevant ArhefRegulation no 10 provided f
the first 3rd round written progress report.

The supervisory authorities have inspected theiegin of the requirement by
found no reason for additional regulation so farths referred regulation i
followed by obligated persons who begin businetgtionships prior to full CDD
If problems are detected in future an additiongutation could be taken und
consideration.
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Recommendation o

f The MLTFPA should clearly require financial institns to terminate a busine

5S

— —

the  MONEYVAL | relationship and notify the FIU in instances in wiia request for additiona

Report documentation arising only from ongoing due diligememains unfulfilled (part g
criterion 5.16).

Measures reporte| Relevant amendment to MLTFPA clearly states theired obligation.

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

participating in a transaction concluded in ecorwori professional activities dog
not, regardless of a respective request, submitrdents and relevant informatiq
necessary for performance of the obligation spettifin this Act § 13 (1) 1)-4), it i
deemed to be a fundamental breach of contract ledbligated person has t
obligation for extraordinary cancellation of a letegm contract being the basis o
business relationship

The amended wording of Art 27 (6) requires obligapersons to register releva
information: “(6) an obligated person shall registad preserve pursuant to t
procedure provided for in § 26:

1) the information on the circumstances_of refusathef obligatedoerson tg
establish a business relationship or concludensaction;

2) the circumstances of refusal at the initiative giesson participatingn a
transaction or professional act, a person usingpfesgsional service or a custoni
to establish a business relationship or concludeamasaction if such refusal
related to the application of due diligence measyrthe obligated person;

3) the circumstances of the termination of a businglsgionshipin the event
provided for in subsection (3) of this section;

Art 27 (3) establishes the following:

In a long-term contract serving as the basis ofisiness relationship, an obligat
person shall stipulate the right to terminate traordinarily without following the
term of advance noatification, if a person or customarticipating in a transactig

request, submit documents and relevant informatioif the submitted documen

Amended Art. 30 (3) 5) sets the requirement to halevant rules of procedure
place, stating that “(3) The rules of procedurellsha5) set out the requiremen
and procedure for application of § 27 (6).”

The basis for notifying FIU of such cases comemftbe Art. 32 (1) and (2) (th
latter is amended) which enact: “(1) If, upon parfance of economic Q@

According to the new wording of Art. 27 (3) of MLPR if a person or custome

concluded in economic or professional activitieesinot, regardless of a respecti

and data do not eliminate the obligated persondpision that the purpose of the
transaction or business relationship may be moaua@ydering or terrorist financing,
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professional activities or when carrying out aniaidil act, an obligated persa
identifies an activity or circumstances which midig¢ an indication to mone
laundering or terrorist financing or in case thdigated person has reason
suspect or knows that it is money laundering orotest financing, the obligate
person shall immediately notify the Financial Iigglnce Unit thereof.

(2) Subsection (1) shall also be applied in thentssepecified in § 27 (6) 1)-3).”

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

2009, clearly state the required obligation forrastdinary cancellation of a long
term contract between obliged person and custoritbowt following the term of
advance notification as it is according to the newsrding considered 3
fundamental breach of contract if person fails mvjgle documentation an
information necessary for performance of the obiigato practice CDD measurs
and clearly state the obligation to notify FIU thef:

Please see also the legal text of relevant ameAdedes 27(3), 27(6), 30(3) an
32(2) provided for the first3round written progress report.

In practice the FIU has received several STRs ffioancial institutions about th

going due diligence remained unfulfilled.

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant

initiatives

Recommendation 5 (Customer due diligence)
Il. Regarding DNFBP"®

Recommendation o

f As the relevant provisions of the MLTFPA apply hwttinancial institutions ang

N

The relevant amendments to MLTFPA, that entered fotce on 26 Decembe
J

instances in which a request for additional docuaten arising only from ont
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the  MONEYVAL | DNFBP in the same way, the comments and obsergaticexde for credit an

Report financial institutions under Recommendation 5,,89,810 and 11 equally apply fq
DNFBP (with the exception of criterion 8.2 of th& T Methodology). Thus th
Recommendations there are also valid concerning BIF

Measures reportef The amendments to the MLTFPA are applicable tolligated persons, includin

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

institutions are generally applicable to the DNF8BBs well. Amended section
(4) of the MLTFPA (Conditions of the application of simplified due dilgence
measures)is worded as follows:

“(4) An obligated person may apply simplified dudiggnce measures in
transaction if all the following conditions are met

1) a written long-term contract has been conclugligid a customer;

2) a payment is made through the account of a persaustomer participating in
transaction, which has been opened in a creditutish or the branch of a foreig
credit institution registered in the Estonian Conuisd Register or in a cred
institution which has been registered or has i&@lof business in a contracti
state of the European Economic Area or in a countrgre requirements equal
those provided by this Act are in force:

DNFBP-s. Hence, our comments to the Recommend&tioconcerning financial

g
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3) the obligated person has established by rulestefnal procedure beforehai

nd

15j.e. part of Recommendation 12.
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that the annual total value of performance of faiahobligations arising from
transactions of that type does not exceed the maxitimit of 200 000 Estonian
kroons.”;

Amended section 27 (3) of the MLTFPA is wordeda@fvs:
“(3) If a person or customer participating in angaction concluded in economic jor
professional activities does not, regardless of eapective request, submit
documents and relevant information necessary fofopeance of the obligation
specified in this Act § 13 (1) 1)-4), it is deemdbe a fundamental breach |of
contract and the obligated person has the obligdtio extraordinary cancellatio
of a long-term contract being the basis of a bissimelationship.”;

According to the Art 30 the rules of procedure ktlascribe transactions of a
higher risk level and establish the appropriateiiregnents and procedure for
entering into and monitoring such transactions. Adeel Art. 30 (3) 5)) sets the
requirement to have relevant rules of procedugddne, stating that “(3) The rules
of procedure shall: ...5) set out the requirementsm@ncedure for application of §
27 (6).”

Amended section 32 (2) of the MLTFR&worded as follows

“(2) Subsection (1) of this section shall also pel&d in the events provided by| §

>

27 (6) 1)-3).”
Measures taken to| The related amendments to MLTFPA are applicablealtoobligated persons,
implement the | including DNFBP-s. Therefore, comments made andangments reported to the

recommendations | Recommendation 5 concerning financial institutians generally applicable also {to
since t_he adoption| pNEBP-s.
?ef tgf’t first progress | n) TEpA requires all obligated persons to have ruéprocedure established to

P ensure the full range of CDD measures set out inTRRA (Art 13 (1)) arg
followed. The Art 27 (3), that entered into force 286 December 2009, clearly
requires to terminate a business relationship #& Gaperson or costumer fails|to
submit requested documentation and relevant infibloma necessary for
performance of CDD measures applies also to DNFBP3yell the obligation to
notify the FIU in case of that occurrence accordingmended Art 27 (6) and Ajrt
32 (2) (both entered into force on 26 December 2009
Please see also the clarifications and legal téxtelevant amended Articles
provided for the first 4 round written progress report.
The guidelines adopted by the Chamber of Notarie®008 were improved at the
beginning of the year 2010 and 2011 as the amendn@MLTFPA and new ISA
entered into force and these guidelines specify GMasures. After the guideline
was improved also the application of CDD measunekthe obligation to notify th
FIU were discussed at trainings for notaries ama@foployees of the notary office
In September 2008 the Estonian Bar Association adopted a rule of procedure
for establishment in law offices. The law officeseuthe adopted rule of procedure
as guidance for establishment of their own rulekinta into account the
characteristics of the field of activities of themM office. The adequacy of rules [of
procedure established by law offices are monitbrethe EBA Board.
The guidelines issued by the Chamber of Notariglstbe EBA must correspond {o
the type, scope and complexity of the economicrofegsional activities, including
the CDD measures, as stated in MLTFPA and the inedehave been coordinated
with FIU.
There have been no serious deficiencies detectedupgrvisory authorities inp
application of the above-mentioned requirement b\FBPs.

Ur— (D

Recommendation of 8§ 30 (6) MLTFPA applies only to financial institutis but not to DNFBP. Th
the  MONEYVAL | evaluators recommend that also DNFBP should be ireduthrough means q
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Report

secondary legislation (i.e. Minister of Finance’segulation) to set up
comprehensive internal control mechanisms for mampdML/CFT risks having

regard to the sort, scope and complexity of thetivities.

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

FIU has issued the guidelines to (available in Bstoin FIU’'s web site):
— auditors and providers of accounting services:

- traders:

— pawn houses;

casinos:

notaries public (in cooperation with Chamber of i#s)

The advisory guidelines issued by Chamber of Nesarand Estonian Ba

Association have been coordinated with FIU.
At the moment the advisory guideline to the distabasino service providers is

the process of drafting since the articles regudathe remote gambling activities

will enter into force on 1 January 2010.
According to 8§ 47 section 3 MLTFPA the Estonian Basociation Board carrig
out supervision over association members’ compéandVLTFPA and acts issug
on the basis of the act according to Bar Assogiafiot taking into consideratio
the stipulation of MLTFPA. According to same paeggr section 4 the Ministry g
Justice carries out supervision over notaries’ d@mpe to MLTFPA and act
issued on the basis of the act according to Na&takiet, taking into consideratio

the stipulation of MLTFPA. According to MLTFPA thilinistry of Justice has
delegated supervision rights to the Chamber of f&sta(Notaries Reglement

section 82 (9).

Cooperation between the Chamber of Notaries andn€ial Intelligence Unit i$
efficient. The Camber of Notaries has entered @woperation Memorandum with
Financial Intelligence Unit. In 2009 representadivaf both of the aforementioned

establishments have convened on one occasion.ephesentatives have frequen

discussed problems arisen from practice — suchiliag feports, new criminal
trends etc. A representative of the Camber of Negais active in the work df
Monetary Laundering Council acting under the Minyistf Finance. The meetings

of the Council take place four to six times perryea
According to 8§ 44 Notaries Act the Chamber of Niesprepares guidelines for t

harmonization of the practice of notaries relatedffice. The Chamber of Notari¢s

has passed their own guidelines riNbvember 2008. Training took place after
implementation of the new MLTFPA and during the asimg of guidelines.

Supervision over notaries has been done in theseoolr periodic supervision. No

deficiencies were discovered.

On May the 28 2009 Advisory Committee and Estonian Bar Assouiathave

signed a cooperation memorandum to

- impede and forestall the use of Estonian monetgsyem and economy fq
monetary laundry and financing of terrorism andaoige cooperation in thi
regard.

- Bar Association Board has passed guidelines oneSer the 9 2008 on
procedural rules to fulfill the duties of impedimmnd forestalling monetar,
laundering and financing terrorism. The act is reec®ndable and law officg
are free to use that as an example to develop thair directive considerin
their specifics.

In December 2008 the Bar Association Board camwigidsupervision to see wheth

law offices have implemented the procedural ruliediligence measures to fulfi

their duties according to MLTFPA. In the coursesopervision random selection
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law offices were supervised. The selection covempgroximately 9 % of law
offices. In the course of supervision 15 law officever Estonia were examing

During supervision one law office out of 15 did matve the aforementioned rulgs

of procedure, other 14 law offices did have thesubf procedure. The law offig
with shortcomings was asked to conduct their bgsirie accordance with the 1
and an additional examination followed in Janua®@® During the additiong

d.

e
W
I

examination it was discovered that the law offiea implemented the requested

procedural rules. The Bar Association Board hastpdiout to the members of the
association the significance of the subject and teed to implement the

aforementioned rules in their offices. The Bar Asstion Board did not discove

any violation of MLTFPA or the guidelines implemedton the basis of the act by

the members of the association and therefore hashad the need to app

r

y

punishment to members. Review of the results othervision has been presented

to Financial Intelligence Unit on April the 12009.

In February 2009 training was organized by the Bssociation on the subject of
money laundering, under which different topics wewdressed (prevention of

money laundering, what does an entrepreneur havknéev about MLTFPA,
lawyers and money laundering).

During a joint meeting in 2008 it was decided tdoece corresponding meetin
annually where the following topics can be discdssbe review of last year’
supervision, experiences on the subject, problemsrged in the course ¢
everyday work.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to MLTFPA Art 29 (1) all obligated persoshall establish written rule
of procedure for application of the due diligenceasures provided in MLTFPA
including the assessment and management of theofiskoney laundering an
terrorist financing, the collection and the pres¢éion of data, and the performan
of the notification obligation and the notificatiarf the management, as well
rules of internal procedure for checking adhergheeeto.

Relevant Art 30 (3) of MLTFPA enacts as follows:

“(3) The rules of procedure shall:

1) describe transactions of a lower risk level ast@blish the appropriate
requirements and procedure for entering into stasactions;

2) the obligation to the rules of procedure ofdligated persons have to descr
transactions of a higher risk level, including sskelated to means ¢
communication, computer network or other technaabidevelopment an
establish the appropriate requirements and proeedar entering into an
monitoring such transaction (entered into forc6mecember 2009);

3) set out the rules of application of the duegditice measures specified in claus
13 (1) 5);

4) set out the requirements and procedure for prasen of the documents and
data provided in Division 2 of this Chapter.

5) set out the requirements and procedure for equin of § 27 (6) (enteradto
force on 26 December 2009)

Comprehensive internal security measures for maga§ML/CFT risks in activity
of DNFBP are set up also in advisory guidelinesasisby FIU or by Chamber ¢
Notaries and Estonian Bar Association in accordavitte FIU.
The Chamber of Bailiffs and Bankruptcy Trusteiss preparing the draft g
guidelines and this issue was discussed by the dBoarthe Chamber in th
beginning of November 2011. The guidelines whidlatdgsh the rules of procedu
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for diligence measures enacted in MLTFPA and ISA ke adopted in 2012. |
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practice just now each office of baliliffs or trussehas its own internal rules
procedure.
FIU has issued an advisory guideline to the rensatno service providers sin

of

Ce

the articles regulating the remote gambling adtéisientered into force on 1 January

2010. The guideline is published on the website dflU
(http://www.politsei.ee/et/organisatsioon/rahapesiepdid).

The annual review of activities of Governmental @dittee is also introduced to
members of Advisory Committee in order to assist thembers of the Advisony
Committee to implement the legal requirements. ©pm and proposals of the
Advisory Committee have been taken into account thg Governmental

Committee.
The project of launching a web-based bulletin csués of AML/TF is being
envisaged by supervisory authorities. It is comgddo be published at least onc
year focusing on the activities of DNFBPs.

In March 2010 at annual meeting of Chamber of Nesamew version of guidelings

was adopted, which establishes the rules of praoeedor the due diligenc

measures enacted in MLTFPA and ISA, as well thesroff internal procedure for
checking the implementation of the measures. Aalkti guidelines on preventign

of ML were included. The previous version of thédglines was adopted at the e
of the year 2008 and according to the amendmendsteth to MLTFPA alsg
improvements to the guideline have been made.

The guidelines mentioned above have brought imte With the requirements of

ISA in 2011.

At the beginning of the year 2010 and 2011 afterghidelines were updated AML

aspects were discussed at trainings for notaridsfanemployees of the nota
offices. In addition to the general trainings origad by the Chamber, seve
trainings have been conducted at notary officethéocandidates of the notary a
several trainings are organized by notaries therasel

In operation of on-site visits of the Chamber thmplementation of MLTFPA an
the guideline issued by the Chamber is superviseded implementing problem
are detected. Also information requests made bariest through E-notary databa
which are required by law are always monitored.

According to agreement on cooperation there hawn beeetings between tf
Chamber of Notary, Bar Association, FIU, FSA, Chamtif Bailiffs and trustees i
bankruptcy. Information for elaborating the ruldspoocedures within the partie
has been shared regularly at these meetings.

In September 2008 the Estonian Bar Association ddes adopted a rule
procedure for establishment in law offices. Lawiag$ may use the adopted rule
procedure as guidance for establishment of their nies taking into account als
the characteristics of their field of activities.

The EBA Board is checking regularly the establishtraf rules of procedure ary
adherence of the requirements of legal acts. Ongeaa 12 law offices all ove
Estonia are supervised by the EBA Board. Duringstingervision of 2008 to 201
there was no violations detected. In 2011 the ER®ArH issued a precept regardi
infringement of establishment of appropriate rufesne law office and follow-uj
control was performed afterwards. No other deficies were detected during t
supervision of 2011 regarding requirements of MLARR® guidelines.

As the obligation to establish internal procedwesesponding to the type, sco
and complexity of the economic or professional\étitis apply to all obligateg
persons and requirements for rules of procedurestated in MLTFPA which ar
supported also by the guidelines provided by FItjsi therefore found ng
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necessary to require establishment of internalrggameasures through means
secondary legislation to DNFPBs'.

The meetings of Advisory Committee are organizedMigistry of Finance ang
held at least once a year. The representative afmbbr of Notaries, Estonian B
Association, Association of Estonian Gambling Oigars, Association of NPO
and Foundations, Chamber of Accountants, Estonizerdof Auditors, Estonia

representatives of many associations of finanaistitutions (i.e. Estonian Bankin
Association) are members of the Advisory Committdew the representatives

Chamber of Bailiffs and Trustees in Bankruptcy als®o considered to involve th
meetings. Also representatives of the FSA and thkdfe customarily present

the meetings. The application of AML/TF measureseigularly discussed, alg
guidance is provided in cooperation with FSA and &t the meetings. The ne
meeting of the Advisory Committee is planned tcetakace at the end of the yg
2011.

Recommendation o

f Though DNFBP are required under § 19(2) MLTFPA foplst enhanced du
diligence procedures for business relationshipgransaction with non face to fac
customers, no guidance is provided as to the plessihhanced due diligeng
measures that DNFBP should take to mitigate thé&srifor non-face-to fac
relationships and transactions. Estonian authositéhould issue such guidance.

the  MONEYVAL
Report
Measures reporte

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

According to amendments to § 30 (3) 2) the ruleprafcedure ofall obligated
persons have to describe transactions of a higgletevel, including risks related f
means of communication, computer network or otleehrological developmer
and establish the appropriate requirements andeguwe for entering into an
monitoring such transaction.

FIU has issued the guidelines which apply to DNFRBRailable in Estonian o

measures that DNFBP should take to mitigate thksri®r non-face-to fac
relationships and transactions.

FIU Example rules of procedure for traders for ifiilig the AML obligations
specifies also the measures for enhanced Qip://www.politsei.ee/?id=826
Similar principles are provided by Chamber of Nietarand the Bar Associatig
guidelines.

Association of Travel Agencies, Estonian ChambeCa@fnmerce and Industry, al$

FIU’'s web site) and provide guidance as to the iptsssenhanced due diligenc
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The internal security measures stated in MLTFPA @®) and the requirements f
rules of procedure stated in Art 30 apply to alligdted persons, as well |
DNFBPs. Therefore, all obligated persons, as walFBPs, need to establish thg
rules of procedure which shall describe transastifra higher risk level, includin
risks related to means of communication, compuggwark or other technologics
development and establish the appropriate requimtsvand procedure for enterir
into and monitoring such transactions as statedrianded Art 30 (3)2) that enter
into force on 26 December 2009.
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Recommendation o

f Casinos should be required not only to identify also to verify the name of

a
Py
Yy

the  MONEYVAL | client who engage in financial transactions equakbove the threshold given

Report criterion 12.1 of 3 000 USD/EUR; though not reqdifey the Methodology, it ma
be easier simply to amend the law by using thetiegiglower) threshold of thg
MLTFPA which is 30 000 EEK (1 917.34 EUR).

Measures reporte{ As of the beginning of 2009 the new Gambling Acteato force in Estoni

as of 8 Decembe
2009 to implemen
the

requiring to identify, verify and register all visis of casinos.
The Gambling Act § 37 (7)—(11) provide that theamger of a game of chance

S

=

Recommendation o

obliged to identify the persons entering the vermfegame of chance. Fgq
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the report

identifying the persons the following informatioimadl be recorded:

1) given name and surname;

2) personal ID code, or if this is not presentedztbirth;

3) title and serial number of the ID, date and platissue;

4) time and date of arrival to the venue of gamehaince.

Information shall be registered upon the first énte of the venue of game (

chance by a person on the basis of an ID. The péagke ID with personal

information is photocopied, and the informationidis in section 5 is filed with a
electronic database.

Before the person is admitted into the venue fangyaf chance the organizer
gambling checks the information on the person exdhtabase for persons visiti
the venue of game of chance on the basis of ID,raodrds the time and date
arrival of the person in the casino

The information may be viewed, copies of it recdiwe queried using a compute
based data exchange network or data security mettpeebd on with the organiz
of the game of chance only by:

1) supervisory body upon carrying out state sugemi
2) court during a procedure;

3) institution carrying out criminal investigation;

4) Tax and Customs Board in connection with the@dore of a particular tax cas
5) Financial Intelligence Unit;
6) Security Police Board in connection with prodegd for state secrets acce
permits;

7) the person with regard to data about themselves.

Information entered in the database on a persodi #hatored for at least 5 years

starting from the last visit of the venue of ganfielmnce by the person.

Additionally, the MLTFPA § 16 (1) provides that tbeganizer of games of chan
is obligated to identify and verify the data spiedifin subsection 23 (3) regardil
all persons who pay or receive in a single transacr several related transactio
an amount exceeding 30,000 kroons or an equal anmanother currency.
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Since 1 January 2009 the Gambling Act meets themmeendation, as the identi
of all customers is verified regardless of the amiaf financial transactions theg
engage in.

According to MLTFPA Art 16 (1), if the amount ofdhransaction or a series
connected transactions exceeds 2000 EUR, theradti@ss and occupation of t
client is verified, as well the information inquireto detect whether persq
(customer) is a PEP.
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(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other

enforceable means”

and other relevant
initiatives

Recommendation 10 (Record keeping)
I. Regarding Financial Institutions

Rating: Largely compliant

Recommendation of There is no requirement in law or regulation to @®cuments longer than five
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the MONEYVAL | years if requested by a competent authority.
Report
Measures reporte| The requirement to keep documents longer than years if requested by

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

competent authority is met by the following prowisi of Code of Crimina
Procedure.

Code of Criminal Procedure

§ 215. Obligation to comply with orders and demaofifnvestigative bodies an
Prosecutors’ Offices

Q) The orders and demands issued by investigétbgies and Prosecutor,
Offices in the criminal proceedings conducted thgrare binding on everyone ai
shall be complied with throughout the territorytieé Republic of Estonia.

) A preliminary investigation judge may imposefiae of up to sixty
minimum daily rates on a participant in a procegdsther persons participating
criminal proceedings or persons not participatingthe proceedings who ha
failed to perform an obligation provided for in seltion (1) of this section by
court ruling at the request of a Prosecutor’s @ffithe suspect and the accus
shall not be fined.

nd
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to Art 215 of Code of Criminal Proceduttegre is an obligation to kee
documents longer than five years if requested byedtigative bodies an
Prosecutors’ Offices. The relevant Art 215 (1) esas follows:

“(1) The orders and demands issued by investigabedies and Prosecutor
Offices in the criminal proceedings conducted thgrare binding on everyone a
shall be complied with throughout the territorytiié Republic of Estonia.”

The infringement of the request is punishable atiogrto Art 215 (2) — 4
preliminary investigation judge may impose a firfeup to sixty minimum daily
rates.

There have been detected no violation of orders dewchands of compete
authorities regarding the request for preservatfatiocuments.

P

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant

initiatives

Recommendation 10 (Record keeping)
ll. Regarding DNFBP*®

Recommendation o
the MONEYVAL
Report

f There is no requirement in law or regulation to fedocuments longer than fi
years if requested by a competent authority.

e

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

The requirement to keep documents longer than ¥ears if requested by
competent authority is met by the following prowisi of Code of Crimina
Procedure.

Code of Criminal Procedure

§ 215. Obligation to comply with orders and demaofi;mvestigative bodies an
Prosecutors’ Offices

Q) The orders and demands issued by investigétbgies and Prosecutor,

16j.e. part of Recommendation 12.
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Offices in the criminal proceedings conducted thgrare binding on everyone and

shall be complied with throughout the territorytioé Republic of Estonia.

3) A preliminary investigation judge may imposefiae of up to sixty
minimum daily rates on a participant in a procegdsther persons participating
criminal proceedings or persons not participatingthe proceedings who ha
failed to perform an obligation provided for in seltion (1) of this section by
court ruling at the request of a Prosecutor's @ffithe suspect and the accu
shall not be fined.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to Art 215 of Code of Criminal Procedutieere is an obligation to
keep documents longer than five years if requebtednvestigative bodies an
Prosecutors’ Offices. The relevant Art 215 (1) ésas follows:
“(1) The orders and demands issued by investigdtodies and Prosecutors
Offices in the criminal proceedings conducted thgrare binding on everyone a
shall be complied with throughout the territorytleé Republic of Estonia.”

The infringement of the request is punishable atiogrto Art 215 (2) — a
preliminary investigation judge may impose a firfeup to sixty minimum daily
rates.

There have been detected no violation of orders dewchands of compete
authorities regarding the request for preservatifodiocuments.

o O

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 13 (Suspicious transaction reporting
I. Regarding Financial Institutions

Rating: Largely compliant

Recommendation o

It should be clarified in the MLTFPA, that all attpted transactions have

the MONEYVAL be reported.
Report
Measures reporte| Relevant amendment to MLTFPA clearly states theired obligation.

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

The amended wording of Art. 27 (6) ((1-2)) of MLTAPequires obligated persons
bN

to register the details of attempted transactionbemacts: “(6) An obligated pers
shall register and preserve pursuant to the praoegutovided for in 8§ 26:

1) the information on the circumstances of refushlthe obligated person to
establish a business relationship or concludensaction;

2) the circumstances of refusal at the initiatiieaoperson participating in
transaction or professional act, a person usingpgegsional service or a custonj
to establish a business relationship or concludeamasaction if such refusal
related to the application of due diligence measyrthe obligated person;”

The obligation to notify FIU derives from the Arf23(1) and (2) (the lattg
amended) that state:

“(2) If, upon performance of economic or professional a@#vior when carrying
out an official act, an obligated person identifiesactivity or circumstances whic
might be an indication to money laundering or testdinancing or in case the
obligated person has reason to suspect or knows# thanoney laundering or
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terrorist financing, the obligated person shall iedatiately notify the Financial
Intelligence Unit thereof.

(2) Subsection (1) of this section shall also haliad in the events provided by § 27
(6) 1)-3).”

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In order to improve the requirement further amemsmeare being drafted o
MLTFPA. According to the relevant new wording ofetiArt 32 (1), if, upon
performance of economic or professional activibesvhen carrying out an official
act, an obligated person identifies an activitycmcumstances which might be an
indication to money laundering or terrorist finargior to_such attempted activity
or in case the obligated person has reason to guspeknows that it is money
laundering or terrorist financing, the obligatedsom shall immediately notify the
Financial Intelligence Unit thereof.

For period 2008-2011 9 months the Estonian FlUrkaeived in totall35 STR-s
about attempted activity and transactions.

Recommendation o
the MONEYVAL
Report

f The definition of financing of terrorism as provitdéor by 8 5 of the MLTFPA is

linked with the definition as provided for by § 23C (the terrorist financing
offence) and thus it has the same limitations astéhrorist financing offence an
there is no reporting obligation in case of:

1. financing of an individual terrorist;

2. collecting of funds for the purpose of terroristdicing;

3. the provision of funds in the knowledge that they t@ be used (for any
purpose) by a terrorist organisation or an indivalderrorist;
those conducts of Art 2 of the Terrorist Financldgnvention and addressed
in the specific UN terrorist conventions which a@ covered in the Estonian
terrorist offence (8 237 PC).It is recommended tihat reporting obligation
will be broadened and brought into line with SR. IV

o

4.

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

It is now clearly stated in 2373 of the Penal C(etgtered into force 6.04.2009) that
financing of an individual terrorist and collectimgf funds for the purpose ¢
terrorist financing is punishable.

The Penal Code:

§ 237. Funding and supporting a terror crime and it<atien
(1) If a person has assisted, funded or consciosighported in any other way|a
crime described in Sections 237, 287 237 of this Penal Code or an organization
or person whose activity is directed towards committing @amer described irj
Section 237 of this Penal Code; or has enabledshef or collected resources with
the knowledge that these resources will be usgrittially or fully commit a crime
described in Sections 237, 233 237 of this Penal Code; then the person will
punished with an imprisonment sentence of 2 toelisy

(2) If a legal person has committed the same crithe, legal person will b
punished with a monetary fine or forced liquidation

(3) The court will implement extended property seéz for the property gaine
through crime described in this Section accordingéction 83of this Penal Code
[RT I 2009, 19, 114<https://www.riigiteataja.eefact.jsp?id=13163245> entered
into force 6.04.2009].
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to the amendment to Art 2373 of the Pebatle (entered into forge
6.04.2009) there is now reporting obligation ineca$ the circumstances indicated
in the recommendation.
In the course of trainings the new wording of the 2373 of the Penal Code has
been introduced to judges and prosecutors.

Recommendation o

f Savings and loan associations as well as insuraeotor sent no STRs so far. Th
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the  MONEYVAL | shows that there is presumably either a lack ofeustéinding or awareness of an

Report money laundering obligations of these entities. g should provide moré
guidance and training to these entities that thegtdr understand their reportin
obligations.

Measures reporte{ As of the 01.09.2009 there were 11 savings and dsanciations (SLA) operatin

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

in Estonia. The market share of SLAs is relativatyall, constitutes ca 0,056%

the total assets of credit institutions. The scopectivities is limited by law tq
deposit taking from its own members and subordimatf government loans arj
foreign aid funds to their membei®he total balance of all SLAs is approx. 179

EEK (ca 11,4 mil EUR), therein ca 1/3 of the lidtl#k consists the loan resour
for specific purposes and ca 1/3 statutory reseawelsshare capitalhe SLAs arg
subject to the reporting obligation according te hLTFPA.

FIU has sent to all savings and loan associatigmgating in Estonia a circulg
letter where FIU has called savings and loan agtons’ attention to the chang
made in the MLTFPA (compared to the old MLTFPA).2008 FIU received on
STR from savings and loan association.

Estonia has analysed the activities of the savargs loan associations. Since|i

Estonia savings and loan associations are relgtiyeling and they are main
focused to financing agricultural activities at tloeal (i.e. parish) level and th
scale of the funds administered is rather smadl M. risks in this sector are low.
FIU received 2 reports in 2008 and 1 report in 20866h insurance agencies. Sin
the high-ML-risk insurance services are not popirdstonia, this is estimated th
the risk of being abused in ML schemes is low f&r insurance sector. Therefore
is estimated that the number of STRs received ftois sector will not increas
considerably in next few years.

FSA has issued guidelines “Additional measures foevention of money
laundering and terrorist financing in credit antaficial institutions” on 22 Octobg
2008 and published on the web-site of the FSA. 8irds are addressed to
credit and financial institutions under the AML/CEBilipervision of FSAincluding
insurance sector (life-insurance providers are subject to MLTFPA&uidelines
were sent to all obligated persons and also puddiisim the webpage of FSA
(http://www.fi.ee/failid/Soovituslik_juhend RTRTS0@8 EN.pdf. Chapter 9 of
the guidelines describes action in case of suspisfanoney laundering, includin
reporting obligation.
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In order to raise awareness and better undersiguagimong other issues also of the

reporting obligation FSA arranged a seminar in A®D10 with Estonian
Association of Insurance Companies focused on ANHI/Gssues in insurang
sector.

Life-insurance companies were also subject to tAML/CFT questionnaire”,
which covered also the requirements for fulfillithg reporting obligation.

The AML/CFT risk for those sectors in Estonia isitiouously considered to 4
low. Despite the training provided and supervisiomdertaken by the FIU th
number of reports sent by Insurance companies auth@ and Loan Associatior
remains low.

STRs from Insurance and savings and loan assatsatio

Insurance companies| Savings and loan associations
2008 2 1
2009 1 0
2010 1 0
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| 2011 9 months | 7 (16)* | |

* In brackets — number of participants

For the purpose of increasing the awareness ohgsnand loan associations
insurance agencies, the Estonian FIU has proviolémiMing AML/CFT trainings:

0

Insurance companies Savings and loan assotiations
2009 0 1** (16)
2010 2 (46) 0
2011 9 months 1(16) 0

Estonia were represented.

loan associations in 2011. No violations of AML/CRikasures were identified.
Training is taking place for savings and loan asdimns in November 2011 whe
12 representatives of the Estonian Union of Cr€dibperatives are participating.

**At the training for savings and loan associatioadl associations acting i

Estonian FIU has undertaken one on-site superviggarding the savings af

nd
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(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 13 (Suspicious transaction reporting
Il. Regarding DNFBP"'

Recommendation o

f The same deficiencies in the implementation of Retendations 13, 15 and 21 ir]

the  MONEYVAL | respect of financial institutions apply equallyD®IFBP and the Recommendation

Report there concerning financial institutions are alsdigtan the context of
Recommendation 16.

Measures reporte( Relevant amendment to MLTFPA clearly states theired obligation.

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

The amended wording of Art. 27 (6) ((1-2)) requitddigated persons to regist
the details of attempted transactions and ena¢®: An obligated person shg
register and preserve pursuant to the procedureda for in § 26:

establish a business relationship or concludensaction;

2) the circumstances of refusal at the initiatiieaoperson participating in
transaction or professional act, a person usingpfegsional service or a custonj
to establish a business relationship or concludeamsaction if such refusal
related to the application of due diligence measyrthe obligated person;”.
The obligation to notify FIU derives from the Arf23(1) and (2) (the lattg
amended) that state:

“(2) If, upon performance of economic or professional d@#vior when carrying
out an official act, an obligated person identifisactivity or circumstances whic
might be an indication to money laundering or teéstdinancing or in case the
obligated person has reason to suspect or know# thanoney laundering or
terrorist financing, the obligated person shall iediately notify the Financial
Intelligence Unit thereof.

((2) Subsection (1) of this section shall also ppliad in the events provided by

27 (6) 1)-3)

1 ) the information on the circumstances of refushlthe obligated person to

er
Il

D

=

8

7j.e. part of Recommendation 16.
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According to amendments to § 14 of the MLTFPA aligalbed person draws in h
or her economic or professional activity higheeation to business relations
transactions if the place or residence or locatidna customer or a persq
participating in the transaction or a person udimg professional service, or tl
place of location of a payment service providea dieneficiary is in a third count
or on a territorywhere sufficient measures for prevention of morsyntering ang
terrorist financing have not been applied, or Etticountry or territory does nq
cooperate internationally in the prevention of moreundering and terroris
financing or is a territory with a low tax rate.”

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Estonian authorities find that the number of STRef DNFBP sector correspon
to the ML risks related to those sectors.

On annual meetings arranged by FIU among supewvisodies (FIU, FSA, Ba
Association, Chamber of Notaries) practice in thplementation of AML/CFT]
measures by different obligated persons are disdussd supervisory measures
adjusted accordingly.
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Recommendation o

f Some DNFBP seem less aware of their obligations;lawyers, real estate deale

rs
Al

J

=

the  MONEYVAL | as well as accountants and auditors sent only g senall number of STR so f3

Report Further outreach to these entities that they bettiederstand their reportin
obligations is necessary.

Measures reporte| After adoption of MER FIU has organised 13 traingggminars where all obligate

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

persons’ categories have been represented (ind61aparticipants). Unfortunate
there is no disaggregated statistics availableaddition, FIU has organised
training seminars to auditors and accounting sesviroviders (322 participants),
training seminar to lawyers (100 participants) anglaining seminar to bailiffs (4
participants).

To increase the awareness, FIU has made 29 onnsipections to real esta
agents, and 47 on-site inspections to bailiffst@4rustees and 227 to other leg
services providers. According to the statisticse thcidence of reporting ha
somewhat increased in those sectors after inspectin 2008 auditors an
accounting services providers sent 6 report to EitJof 30 September 2009 t
number was 14. The number of reports sent by ddgal services providers se
was 2 and 6, respectively.

Real estate providers have sent only 2 reportesir@l.2008 since the transactig
are drawn up by notaries public. The analysis ef rigports received by notari
public clearly indicates that most of the STRs nem# involve real estat
transactions. FIU does not forecast the vast isereathe reports form those sec|
in next few years.
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

To further increase the awareness of DNFBP sebtotU has provided sever|
trainings. In 2009 one training was provided to Ba Association (100 attorney

accountants and other DNFBP-s (in total ca 200gpaaints). In 2010 one trainin
was provided to accountant service providers (lBigy@ants), and one to th
auditors (30 participants). In 2011 FIU providedining for Bar Association (16
participants).

In 2011 one training was provided to the memberdarfountants Association (2
accountants participated).

The table below shows the number of STRs sentdpthFBP sector:

2008 2009 2010 2011

STR| CTR| STR| CTR STR| CTR| STR| CTR

4C

participated). Also FIU provided 6 AML/CFT trainiagfor notaries, auditors

o




Traders 23 131 5 118 2 128 6 137
Real estate dealers @ 1 1 @ 0 il 1 0
Organizers of 37 | 315 2 330 5 195 2 353
gambling

Attorneys 6 0 4 0 5 0 3 0
Auditors 3 3 0 14 0 9 0 20
Bailiffs 1 0 0 1 1 2 1 1
Notaries 53 170 50/ 118 59 93 21 56
Trustees in 0 1 4 0 5 4 4 0
bankruptcy

Accountants 0 0 3 2 0 2 0 3
Other DNFBPs 6 7 8 40 15 9 1 1
TOTAL 86 181 77 | 623 92| 443 52 571

In order to check the AML/CFT compliance and ineeethe awareness of reporti

ng

entities the competent supervisory authorities hawiertaken several on-site and

off-site inspections.

The number of supervision inspections (in the begecks the number of off-site

inspections)

2009 2010 2011 9m
Traders 11 1 2
Real estate dealers 4 0 0
Organizers of gambling 28 1 3
Attorneys 12 12 6
Auditors 0 0 0
Providers of legal services (227) (102) (32)
Bailiffs 0 0 0
Notaries 10 9 15
Trustees in bankruptcy 0 0 0
Accountants 0 0 0
Providers of Loans 48 6 2
Leasing companies 7 0 0
Currency exchange 19 9 3
Pawnshops 34 2 4
Payment institutions 8 6 3
Other DNFBPs 1 12 2

*In 2008 FIU made 84 off-site inspections at theistees of bankruptcy sector and

47 regarding Bailiffs.

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other

enforceable means”

and other relevant
initiatives

In March 2010 at annual meeting of Chamber of Nesanew version of guideling
was adopted, which establishes the rules of proeedor the due diligenc
measures enacted in MLTFPA and ISA, as well thesrolf internal procedure fq
checking the implementation of the measures. Aaltiti guidelines on preventig
of ML were included. The previous version of thédglines was adopted at the e
of the year 2008 and according to the amendmendsteth to MLTFPA alsq
improvements to the guideline have been made.

The guidelines mentioned above have brought imte With the requirements of

ISA in 2011.
At the beginning of the year 2010 and 2011 afterghideline was improved M

aspects were discussed at trainings for notaridsfanemployees of the notar

(7]
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offices. In addition to the general trainings origad by the Chamber, seve
trainings have been conducted at notary officethéocandidates of the notary a
several trainings are organized by notaries therasel

was performed. Supervision includes planned onasdias andad hoc visits as

several more are planned.

In operation of on-site visits the implementationMLTFPA and the guideline
issued by the Chamber, also the awareness of affeastd fulfilment of the CDD-
measures is assessed, as well the problems infmapténg relevant legislation a
examined. Also requests made by notaries to E-palatabase which are requir
by law are always monitored.

Within resent years the amount of transactions @weechas decreased, also
settlements in cash. For example in 2010 there tiwaee times less transactio
concerning purchase or sale of immovables andtfmes less foundations of leg
entities as there was in 2006.

In 2010ad hocexamination was conducted by the special committered by the
Chamber. In the course of the examination procesdatations were detected, b
attention was drawn to all notaries to the fact thacase of the suspicion of strg
man the notification to FIU is required even whieere is no suspicion of ML/TF.
In 2010 the E-notary database was launched. Tlabase enables notaries to mg
a request also to the database of internationatisas.
According to agreement on cooperation there hawn beeetings between tf
Chamber of Notary, Bar Association, FIU, FSA, Chambf Baliliffs and Trustee
in Bankruptcy. Information for elaborating the milef procedures within the parti
has been shared regularly at these meetings.

In September 2008 the Estonian Bar Association @adopted a rule of procedu
for establishment in law offices. The law officeseuithe adopted rule of procedy

characteristics of the field of activities of theM office. The adequacy of rules
procedure established by law offices are monitbrethe EBA Board.

The EBA Board is checking regularly the establishtvad rules of procedures ar
adherence of the requirements of legal acts. Ongeaa 12 law office all ove
Estonia are supervised by the EBA Board. Duringstingervision of 2008 to 201
there was no violations detected. In 2011 the ER®ArH issued a precept regardi
violation of establishment of appropriate rulesaine law office and follow-uf
control was performed afterwards. No other deficies were detected during t
supervisory activities of 2011 regarding requiretaexi MLTFPA or guidelines.

In addition to regular supervision the EBA Boardeiecutingad hoccontrols ag
well. There was onad hocexamination carried out regarding the activityooie
attorney for checking the possible infringementifTFPA, but no violation wag
identified.
To members of EBA several trainings of ML/TF haweeib conducted in 2009 ai
2011. Henceforward trainings are planned to berozga once a year.

Special Recommendation Il (Criminalisation of terraist financing)

Rating: Partially compliant

Recommendation 0

the
Report

MONEYVAL

fIt is recommended to amend the legal text criméiadj terrorist acts and th
provision criminalising terrorist financing in a wathat they would be broad an

In 2010 a supervision on the implementation of gdiions arise form MLTFPA

well. The on-site visits were coordinated with Mimny of Justice and 9 notaries
were supervised. In 2011 fifteen on-site examimatibave been conducted and

as guidance for establishment of their own rulekinta into account the
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terrorist acts as required by the UN Conventionsl &hne financing of individu
terrorists.

detailed enough to cover, besides the financintewbrist organisations, also all

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

Financing of an individual terrorist in now cleadtated in 2373 of the PC (enten
into force 6.04.2009)

The Penal Code:

§ 237. Funding and supporting a terror crime and it<atien

(1) If a person has assisted, funded or consciosighported in any other way
crime described in Sections 237, 287 237 of this Penal Code or an organizati
or person whose activity is directed towards coringjta crime described i
Section 237 of this Penal Code; or has enabledshef or collected resources w
the knowledge that these resources will be usgrittially or fully commit a crime
described in Sections 237, 233 237 of this Penal Code; then the person will
punished with an imprisonment sentence of 2 toe)sy

(2) If a legal person has committed the same crithe, legal person will b
punished with a monetary fine or forced liquidation

(3) The court will implement extended property seéz for the property gaine
through crime described in this Section accordingéction 83of this Penal Code
[RT I 2009, 19, 114<https://www.riigiteataja.eefact.jsp?id=13163245> entered
into force 6.04.2009].
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to amended Art 2370 The Penal Code, which entered into force g
April 2009, the new wording for criminalising terist financing is broad enough

cover, besides the financing of terrorist orgafiset also all terrorist act
including the financing of individual terrorists.

Please see the exact wording of the Art*a®&&sented above in the first 3rd rou
progress report.

The new legal text of Art 287has been introduced and clarified in the cours
trainings to judges and prosecutors.

Recommendation o
the MONEYVAL
Report

f These provisions should also:

» clearly cover the various elements required by ISRnl particular the
collection of funds by any means, directly or iedity, and their use in fu
or in part for terrorist financing purposes;

« clarify that it is not necessary that funds werduatly used to carry ou
terrorist acts or be linked to a specific terroristt.

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

Financing of an individual terrorist in now cleadtated in 2373 of the PC (enten
into force 6.04.2009)

The Penal Code:

§ 237. Funding and supporting a terror crime and itsetien

(1) If a person has assisted, funded or consciosighported in any other way
crime described in Sections 237, 287 237 of this Penal Code or an organizati
or person whose activity is directed towards coringjta crime described i
Section 237 of this Penal Code; or has enabledshef or collected resources w
the knowledge that these resources will be usgduttally or fully commit a crime
described in Sections 237, 233 237 of this Penal Code; then the person will
punished with an imprisonment sentence of 2 toe)sy

(2) If a legal person has committed the same crithe, legal person will b
punished with a monetary fine or forced liquidation

(3) The court will implement extended property seézfor the property gaine
through crime described in this Section accordin§éction 830f this Penal Code

[RT 1 2009, 19, 114<https://www.riigiteataja.eelact.jsp?id=13163245> entered
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into force 6.04.2009].

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The mentioned recommendation is now implementatiesew wording of the An
237 of the Penal Codeame into force on 6 April 2009. The amended legai
covers collection of funds by any means, directlyndirectly as the new text usg
the term of “collected resources”, and their usefuth or in part for terrorist
financing purposes, irrespective to execution eftirrorist acts or connection tg
specific terrorist act.

Recommendation of
the MONEYVAL

Report

Current law does not specifically criminalize theoyision of funds in the
knowledge that they are to be used (for any purpbge terrorist organisation o
an individual terrorist.

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

As the “individual terrorist” and funding and supfog of terrorism is covere
other requirements are applicable automaticallyeggd refer to the previol
answers).

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The amended Art 236f the Penal Code, which entered into force on 6142009,

clearly covers the funding of terrorist organizatoand individual terrorist.

According to Art 237if a person has assisted, funded or consciouslpastad in

any other way the organization or person, whosévictis directed towards

committing a terror crime or has enabled the userafollected resources with tf
knowledge that these resources will be used tdafigror fully commit a terron
crime, then the person will be punished with anrisgmnment sentence of 2 to ]
years.

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Special Recommendation IV (Suspicious transactioreporting)

I. Regarding Financial Institutions

Rating: Largely compliant

Recommendation of
the MONEYVAL

Report

The definition of financing of terrorism as provitifor by 8§ 5 of the MLTFP4
is linked with the definition as provided for by 287 PC (the terrorist
financing offence) and thus it has the same liraitest as the terrorist financin
offence and there is no reporting obligation in ead:

financing of an individual terrorist;

collecting of funds for the purpose of terroristaincing;

the provision of funds in the knowledge that they ® be used (for an
purpose) by a terrorist organisation or an indivalderrorist;

those conducts of Art 2 of the Terrorist Financdgnvention and addressed

Noa

the specific UN terrorist conventions which are iowered in the Estonian

terrorist offence (8 237 PC).

It is recommended that the reporting obligationdoeadened and brought into

line with (all essential criteria for) SR. IV.
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Measures reporte
as of 8 Decembe

As the “individual terrorist” and funding and supfog of terrorism is covere

3}

other requirements are applicable automaticallyegge refer to the previoy
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2009 to implemen
the
Recommendation o
the report

answers).

The Penal Code:

§ 237. Funding and supporting a terror crime and itsetien

(1) If a person has assisted, funded or consciosighported in any other way
crime described in Sections 237, 287 237 of this Penal Code or an organizati
or person whose activity is directed towards coringjta crime described i
Section 237 of this Penal Code; or has enabledshef or collected resources w
the knowledge that these resources will be usgdttally or fully commit a crime
described in Sections 237, 233 237 of this Penal Code; then the person will
punished with an imprisonment sentence of 2 toeisy;

(2) If a legal person has committed the same crithe, legal person will b
punished with a monetary fine or forced liquidation

(3) The court will implement extended property seézfor the property gaine
through crime described in this Section accordin§éction 830of this Penal Code
[RT 1 2009, 19, 114<https://www.riigiteataja.eelact.jsp?id=13163245> entered
into force 6.04.2009].

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to amendments to Art 233f the Penal Code that entered into force d
April 2009, the measures are taken to implementeghbemmendation. In respect
changes enacted to the relevant Art of the PenaleQbe reporting obligatio
arising from MLTFPA applies for all cases indicated the mentioneq
recommendation.

In practice there are currently no more impediméntssending STRs on terrori
financing (see statistics on next pag@&he guideline regarding TF is published
the website of Fllnttp://www.politsei.ee/et/organisatsioon/rahapesendid/

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Special Recommendation IV (Suspicious transactioreporting)

1. Regarding DNFBP

Recommendation o
the MONEYVAL
Report

f The same deficiencies in the implementation of Rewndations 13, 15 and 21
respect of financial institutions apply equallyDINFBP and the Recommendatid
there concerning financial institutions are also ligain the context o
Recommendation 16.

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

As the “individual terrorist” and funding and supfog of terrorism is covere
other requirements are applicable automaticallyeggd refer to the previol
answers).

The Penal Code:

§ 237. Funding and supporting a terror crime and it<atien

(1) If a person has assisted, funded or consciosighported in any other way
crime described in Sections 237, 287 237 of this Penal Code or an organizati
or person whose activity is directed towards coringjta crime described i
Section 237 of this Penal Code; or has enabledshef or collected resources w
the knowledge that these resources will be usgrittially or fully commit a crime
described in Sections 237, 233 237 of this Penal Code; then the person will
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punished with an imprisonment sentence of 2 toelisy
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(2) If a legal person has committed the same crithe, legal person will b
punished with a monetary fine or forced liquidation

through crime described in this Section accordingéction 830of this Penal Code
[RT 1 2009, 19, 114<https://www.riigiteataja.eelact.jsp?id=13163245> entered
into force 6.04.2009].

(3) The court will implement extended property seézfor the property gaine

11

o

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

P

According to amended Art 230f the Penal Code the clarifications given &
improvements made to implement the recommendatemes applicable to a
obligated persons, as well to DNFBPs.

In 2009 the FIU received in totd#16 STRson Terrorist Financing (26 from bank
1366 from Payment Service providers, 23 from Cuydfixchange Offices, 1 fro
Notaries). In 2010 the FIU received in total 1000RS on Terrorist Financing (|
from banks, 16 from money transfer businesses, 886 payment servicg
providers, 45 from currency exchange offices, Infrmotaries). During 9 months
2011 the FIU has received in total 833 STRstemorist financing (59 from
Currency Exchange Office, 8 from banks, 765 froiynpant Service Providers)

ind

o0 = O
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Recommendation o

f Some DNFBP seem less aware of their obligations;lawyers, real estate deale

rs
Al

the  MONEYVAL | as well as accountants and auditors sent only g senall number of STR so f3

Report Further outreach to these entities that they bettederstand their reportin
obligations is.

Measures reporte| After the adoption of the MER FIU has organisedtEning seminars where g

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

Unfortunately there is no disaggregated statistiesilable. In addition, FIU ha
organised 6 training seminars to auditors and agouy services providers (32
participants), 1 training seminar to lawyers (1@@tipipants) and 1 training semin
to baliliffs (40 participants).

agents, and 47 on-site inspections to bailiffst@4rustees and 227 to other leg
services providers. According to the statisticse fincidence of reporting h
somewhat increased in those sectors after inspectin 2008 auditors an
accounting services providers sent 6 report to Ei&Jof 30 September 2009 t
number was 14. The number of reports sent by ddgal services providers se
was 2 and 6, respectively.

Real estate providers have sent only 2 reportesir@l.2008 since the transactiq
are drawn up by notaries public. The analysis ef rigports received by notari
public clearly indicates that most of the STRs nem# involve real estat
transactions. FIU does not forecast the vast isereathe reports form those sec
in next few years.

obligated persons’ categories have been represditetbtal 361 participants).

To increase the awareness, FIU has made 29 orrsipections to real estate
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

FIU has provided trainings on AML/CFT issues tolhdhe DNFBP and financia
sector resulting in significant increase of awassndBasically most of the actir]
lawyers and auditors have participated in AML/CFairting. Moreover, the FIU
and other supervisory authorities have made seweralte and off-site supervisid
inspections, which is also one way to increase dlareness. Therefore tl
Estonian authorities are of opinion that the redseimnd the low number of repor
is related to the low ML/TF risks of particular s@s rather than awareness issug
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(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or

draft “other
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enforceable means”
and other relevant
initiatives

2.3 Other Recommendations

In the last report the following FATF recommendasiovere rated as “partially compliant” (PC) or “non
compliant” (NC) (see also Appendix 1). Please, gpdar each one what measures, if any, have bakent

to improve the situation and implement the suggastifor improvements contained in the evaluation

report.

Recommendation 8 (New technologies and non face4iee business)

I. Regarding Financial Institutions

Rating: Partially compliant

Recommendation o

f Estonia should introduce specific provisions in the which address the risk

Df

the  MONEYVAL | misuse of technological developments in money kximgl or terrorist financing
Report schemes.
Measures reporte( Estonian authorities underline that § 15 (1) MLTFPwhibits Estonian financia

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

institutions to open new accounts or first use rther service without a face t
face identification.

According to 8§ 4 of the Regulation of the MinistdrFinance No 10 (of 3 Apri
2008) the rules of procedure for the applicatiocudtomer due diligence measu
must provide for requirements for the identificatiand verification in case ¢
conducting transaction through means of commurminatiith persons with whor
the credit or financial institution has a businedationship.

Relevant amendment to MLTFPA clearly addresses ribk of misuse of
technological developments. According to the amenderding of Art. 30 (3) ((2)
“The rules of procedure shall:...2) describe trarieast of a higher risk leve
including risks related to means of communicatioamputer network or othe
technological development and establish the ap@@prrequirements an
procedure for entering into and monitoring suchseation;”

The Guidelines of FSA also address the issue:

“4.1.5. In instances accepted beforehand by theagement board of the obligats
person and the circumstances of which have beanlgl®rmulated in the rules @
procedure of the obligated person, a businessioe$itip may be establishe
without direct contact or being present with thetomer at the same place. As p
of a business relationship established without ctlireontact, services may [
provided on a full scale only after the requirersesgt out in the MLTFPA hav
been attended to completely. In case of a busirsagonship established witho
direct contact, the parties shall be identified #reldue diligence measures appl
in a reasonable period of time. In such instanttes party shall be identified an
any information verified by means of communicatiamssome other technolog
and the business relationship may be establishéd ibtthe party has the firg
amount deposited into its account from the accaidirthe same party opened
credit institutions of another country party to theropean Economic Area (“EEA
hereinafter) or a third equivalent country (countityere requirements equivalent
the provisions of the MLTFPA are applied).

4.1.6. The instances and procedure for the estatdiat of business relationshi
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including any measures for the subsequent apmitaif due diligence measur

and the management of concomitant risks. The raesprocedure for the

establishment of a business relationship withotgadicontact shall establish t
procedure by the application of which it shall lsgible to ensure compliance w
the conditions set out in Subsection 4, § 15 ofvthd FPA. The rules of procedur
shall describe at least:

- a code of conduct for accepting payment instoastior a demand for payme
from the customer prior to the application of bk due diligence measures;

- a code of conduct for the situation where the diligence measures are n
applied fully (identifying and other details effedtby means of electronic means
identification);

- a code of conduct for the situation where thaiired due diligence measur
cannot be observed (identifying a party not managdtiin the time period
prescribed by the obligated person), as a reswlthi¢h the customer’s declaratio
of intention cannot be accepted;

- a code of conduct for terminating a businesgioglship established without dire
contact.

4.1.7. For the establishment of a business relstiipnwithout direct contact, the
may be used intelligibly legible information thashbeen transmitted in writing
electronically, on the basis of which it is possits:

— verify the signature, based on a certified copyanfidentity document or an

electronic signature;

— verify the personal identification code, registrgde, representatives of
company, address, credit card number, by meangariation disclosed by th
obligated subject itself and/or public databases;

— use electronic means of identification, for ins&@aa ID card, mobile telephor
ID.

An obligated person may use other intelligibly lgi documents to identify

person, including certifications by other creditstitutions, notaries, foreig

missions, administrative agencies, foreign busipessers, etc.”
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(Other) changes
since the las
evaluation

According to amendments to Penal Code unlawfulafiséentity of other person i
criminalized now. According to § 157%f Penal Code for an unlawful use
personal data which can be used for identificapomposes is punishable by
pecuniary punishment or up to 3 years' imprisonméné new regulation entere
into force on 15 November 2009.

Ministry of Economic Affairs and Communications hssued the new draft versiq
of the State IT Security Framework (SITSHIi¢i IT koosv8ime raamisfikin
October 2009. The SITSF provides general framewoik guidelines for state af
public entities to build up interoperability framesk, to address the associated ri
in order to reduce the abuse of technological dgreents, to protect civil an
human rights in virtual space, to promote preveniid the abuse of the virtu
space for criminal purposes, to promote cooperaltietween public and privat
sector and to develop relevant legislation.

On 1st of October, the department for Critical infiation Infrastructure Protectig
(ClIP) launched at Estonian Informatics Centre imittMinistry of Economic
Affairs and Communications. The aim of the departiris creating the defeng
system for Estonia’s critical information infrastture as well as running th
system.

Also in cooperation with Ministry of Defense thedégy for Cyber Security fg
2008-2013 has been launched. The aim of mentiowedndent is to assist an
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regulate the state and private entrepreneurs aliddoals in order to minimize th
computer emergence risks and maintaining the sigmey control and dat
acquisition systems using services via internet.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In order to address the risk of misuse of techrioldgdevelopments in mong
laundering or terrorist financing schemes, amendrweArt 30 (3) 2) of MLTFPA,
entered into force on 26 December 2009. The amenidstates explicitly that th
rules of procedure shall describe transactions tufjaer risk level, including risk
related to means of communication, computer netwarkother technologica

development and establish the appropriate requiresvend procedure for entering

into and monitoring such transaction.

FSA launched 2008 operational risk report form $oipervised entities, whic
includes also criteria enabling to assess the ridkged to use of electronic servid
and new technologies.

Services concerning the risk of misuse of techriodgdevelopments is als
analysed in the process on granting a licence ffieditand financial institution
which are subject to supervision by the FSA.

According to Art 15 (1) MLTFPA it is prohibited fdEstonian financial institution
to open new accounts or first use of another serwiithout a face to fac
identification. The requirement is supported algoabjudicative interpretation &

expressed by Court of Appeal in its decision 3-@2aLin April 2009 in case AS

Monetti vs FIU.

When introducing services using new technologioalutions (for ex. digita
signature), there have been cases where obligedsehave sought legal ways 1
to apply that requirement. Hence, supervision @ifisue is one of the priorities
supervisory authorities.

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Application of simplified CDD measures has beereeded in Estonia. Accordin
to amendment to § 18 MLTFPA (entered into forceJu8y 2011) an electroni
money institution may apply simplified due diligenmeasures if electronic mon
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device do not allow restorage and one electronineyalevice cannot be used for

the storage of electronic money not more than 260.e
The State IT Security Framework (SITSF) which it jpé the State IT Framewor
was issued in October 2009 and set out on 1 Ja@4/§ for public consultation o
the webpage of Estonian Informatics Centre withimisdry of Economic Affairs
and Communications. After the main amendmentsealtitument are made by t
working group and then coordinated with the pubgctor authorities it becomes
official part of the State IT Framework.

The Strategy for Cyber Security for 2008-2013 hasrbadopted on 8 May 200
The tasks of the strategy are among others devejagcurity measures, increasi
competence in cyber security, raising awarenesbffeient cyber threats which g
serve the purpose of having enhanced cyber secuefsures in place and secur
the security of information systems anda data.

As the result of the strategy there is now moreatiffe and better operative poli
of Critical Information
Department ofCritical Information Infrastructure Protection wastablished withirn
Estonian Informatics Centre and surveillance ugenapplication plan is executs
by Ministry of Defence.
Since June ®12011, the Estonian Informatics Centre has beesrganised to thg
Estonian Information System's Authority (EISA). Thew state authority help
private and public sector's organisations to maintse security of their informatio

Infrastructure Protection itiv the application plan.
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systems and to prevent misuse of new technologies.
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Recommendation 8 (New technologies and non facefimee business)

ll. Regarding DNFBP'®

Rating: Partially compliant

Recommendation o
the MONEYVAL
Report

f As the relevant provisions of the MLTFPA apply kotfinancial institutions and
DNFBP in the same way, the comments and obsergatiade for credit and
financial institutions under Recommendation 5,,8,8.0 and 11 equally apply fol
DNFBP (with the exception of criterion 8.2 of th&TH+ Methodology).

Thus the Recommendations there are also valid coimgeDNFBP.

Estonia should introduce specific provisions in & which address the risk of
misuse of technological developments in money kximgl or terrorist financing
schemes.

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

Relevant amendment to MLTFPA clearly addresses ribk of misuse of
technological developments. According to the aménderding of Art. 30 (3) ((2)
the rules of procedure of obligated personsl|diedcribe transactions of
higher risk level, including risks related to measfscommunication, compute
network or other technological development and bdista the appropriats
requirements and procedure for entering into anditming such transaction;”

In addition it has to be noted that according td0812 of the Notarisation Ag
identification as indicated by the notary in a maadeed shall be execute
(identification and verification) only via face face contact.

a
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In order to address the risk of misuse of techrioldgdevelopments in mong
laundering or terrorist financing schemes, amendnweArt 30 (3) 2) of MLTFPA,
entered into force on 26 December 2009. The nevdinwgrof Art 30 (3)2) state
that the rules of procedure of obligated persoral stescribe transactions of
higher risk level, including risks related to measfscommunication, compute
network or other technological development and bdista the appropriats
requirements and procedure for entering into anditming such transaction.
According to Arts 10-12 of the Notarisation Act indigication as indicated by th
notary in a notarial deed shall be executed (ifieation and verification) only vig
face to face contact.
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Recommendation o

f Though DNFBP are required under § 19(2) MLTFPA ftoplg enhanced du

the  MONEYVAL | diligence procedures for business relationshipstransaction with non face t
Report face-customers, no guidance is provided as to tssiple enhanced due diligen
measures that DNFBP should take to mitigate thé&srifor non-face-to fac
relationships and transactions. Estonian authositshould issue such guidance.
Measures reporte( FIU has issued the guidelines which apply to DNFBRailable in Estonian ir

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

FIU’'s web site) and provide guidance as to the iptsssenhanced due diligenc

measures that DNFBP should take to mitigate thksri®r non-face-to fac
relationships and transactions:
http://www.politsei.ee/?id=826

e

1%}

(Other) change
since the las
evaluation

According to amendments to Penal Code unlawfulafiséentity of other person i
criminalized now. According to § 157%f Penal Code for an unlawful use

personal data which can be used for identificapomposes is punishable by
pecuniary punishment or up to 3 years' imprisonmeéné new regulation enters
into force on 15 November 2009.
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The guidelines issued by the Chamber of Notariglstae EBA must correspond
the type, scope and complexity of the economicrofggsional activities, includin
the CDD measures, as stated in MLTFPA. The guidslinave been coordinat
with FIU.

The guidelines of FIU which provide guidance ineartb mitigate the risks for nor
face to face relationships and transactions aridaé@ on the web-site of FIU.
Please see also the clarification given to previeasmmendation.

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives
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Recommendation 11 (Unusual transactions)
I. Regarding Financial Institutions

Rating: Partially compliant

Recommendation dfFinancial institutions should be required by lavegulation or other enforceabl

the
Report

MONEYVAL

means to investigate the background and purposeoofplex/unusual larg
transactions and to keep a record of the writteamdifigs which will be the
accessible for competent authorities and auditors.

_JlU(‘D

Measures reported ¢
of 8 December 200
to implement the
Recommendation o
the report

Financial institutions are required by law to inigaste the background arj
purpose of complex/unusual large transactions.
According to 8§ 12 (1) in economic or professionetivaties an obligated persg
shall pay special attention to the activities @eason or customer participating in
transaction or official act and to circumstancescihefer to money laundering
terrorist financing or to the probable connectigthwnoney laundering or terroris
financing, including to complex, unusual and higthue transactions which do n
have any reasonable economic purpose.

Also, according to art 32 (3) of the MLTFPA An adied person, except a cre
institution, notifies the Financial Intelligence Wf any transaction where th
financial obligation exceeding 500,000 kroons oegual amount

in another currency is performed in cash, regasdidswhether the transaction
made in a single payment or several related paygnéntredit institution notifies
the Financial Intelligence Unit of any currency kange transaction exceedi
500,000 kroons in cash, unless the credit institutias a business relationship W
the person participating in the transaction.

In accordance with the precautionary principle @gdeline of the FSA article
5.1.-5.3. regulate the situation as well (see Arpex

According to the amendments to MLTFPA all obligagatsons have to and
keep a record of the written findings which will tteen accessible for compete
authorities.

Section 27 (6) of the MLTFPA is amended as follows:

“(6) An obligated person shall register and presepursuant to the procedure

provided for in § 26:
1)
establish a business relationship or concludensaction;

the information on the circumstances of refusathef obligated person to
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2) the circumstances of refusal at the initiative qfesison participating in
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transaction or professional act, a person usingfegsional service or a custom
to establish a business relationship or concludeamasaction if such refusal
related to the application of due diligence measyrthe obligated person;

3) the circumstances of the termination of a businelsgionship in the event
provided for in subsection (3) of this section;

the information serving as the basis of the ndatfan obligation arising from § 32,

er

Measures taken to
implement the
recommendations
since the adoption of
the first progress
report

Financial institutions are required according tot Ar2(1) of MLTFPA to
investigate the background and purpose of comphesiual large transactions a
according to Art 27 (6), which entered into forece26 December 2009, required
keep a record of the written findings which will tteen accessible for compete
authorities. According to Regulation No 10 of Mieisof Finance “Requiremen
for the Rules of Procedure established by credit farancial institutions and fo
their implementation and verification of compliahegt 13 internal procedures

credit and financial institutions must establighits, levels and other criterions
differentiate unusual or suspicious transactions.

Please see also the legal provisions providedifsr 3¢ round written progres
report.

The results of the FSA's AML/CFT questionnaire tated that the referre
regulation is well addressed by internal procedures of obligated pers
Complex/unusual large transactions are identifiethe course of monitoring ar
the background and purpose of such transactiongswagstigated.

identify unusual or suspicious transactions (inghsactions suspected to be link
or related to, or to be used for terrorism, testogicts or by terrorist organisation
those who finance terrorism), FSA made a surveMay 2010 among cred
institutions.

According to the results all credit institutions dhaleveloped systems f
monitoring the transactions, identifying complexignal large transactions a
investigating the purpose and background of th@sesactions.

Also relevant guidance is provided in guidelines FifJ which are publicly
available on the web-site of FIU.

In order to assess the implementation of reportibigation and requirement to
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(Other) changes
since the first
progress report (e.g.
draft laws, draft
regulations or draft
“other enforceable
means” and other
relevant initiatives

Recommendation 11 (Unusual transactions)
ll. Regarding DNFBP**

Recommendation o
the MONEYVAL
Report

f As the relevant provisions of the MLTFPA apply botfinancial institutions an
DNFBP in the same way, the comments and obsergatiaule for credit and
financial institutions under Recommendation 5,,8,8L0 and 11 equally apply fg
DNFBP (with the exception of criterion 8.2 of th&TH Methodology). Thus the
Recommendations there are also valid concerning BINF
DNFBP should be required by law, regulation or ateaforceable means to
investigate the background and purpose of compheisiual large transactions an

=

9j.e. part of Recommendation 12.
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to keep a record of the written findings which Wi then accessible for compete
authorities and auditors

Measures reported ¢
of 8 December 200
to implement the
Recommendation o
the report

According to § 12 (1) MLTFPA in economic or profesel activities an obligate
person have to pay special attention to the aetsvibf a person or custom
participating in a transaction or official act ar tircumstances which refer
money laundering or terrorist financing or the cection of which with money
laundering or terrorist financing is probable, imihg to complex, high value ar
unusual transactions which do not have any reas®eabnomic purpose.

It means that according to Estonian law all obkgapersons have general (all-
y

around) duty of care. Its idea is to put onto pcact normative precautiona
principle (directly applicable).

According to the amendments to MLTFPA all obligapetisons have to keep a
record of the written findings which will be theacassible for competent
authorities.

Section 27 (6) of the MLTFPA is amended as follows:

“(6) An obligated person shall register and presepursuant to the procedu
provided for in § 26:
4) the information on the circumstances of refusathef obligated person f
establish a business relationship or concludersaction;

5) the circumstances of refusal at the initiative gfesison participating in
transaction or professional act, a person usingfegsional service or a custom
to establish a business relationship or concludeamasaction if such refusal
related to the application of due diligence meabyrthe obligated person;

6) the circumstances of the termination of a businelsgionship in the event
provided for in subsection (3) of this section;

7) the information serving as the basis of the nattfan obligation arising
from § 32.7;

Measures taken to
implement the
recommendations

since the adoption of

Please see the clarification provided in the first round written progress repq
regarding amendments made to legal provisions whitlered into force on 2
December 2009.

In practice such information is reported to anchge¢d by the FIU. From 200¢

:ggortf"St PrOgress | 5011 within 9 months the FIU has received in t8G8 STRs related to either tf
refusal of the obligated person to establish ar@ssi relationship or conclude
transaction or termination of business relationstilppse STRs include the copi
of the relevant documents and conclusions of thiigedb entities. Significan
number of such STRs is related to the complex/ualuatge transactions.

(Other) changes

since the  first

progress report (e.g.

draft laws, draft

regulations or draft
“other enforceable
means” and other

relevant initiatives

Recommendation 12 (DNFBP — R 5, 6, 8-11)

Rating: PC

Recommendation of As the relevant provisions of the MLTFPA apply hbotfinancial institutions and
the  MONEYVAL | DNFBP in the same way, the comments and obsergatiaae for credit and
Report financial institutions under Recommendation 5,,8,8L0 and 11 equally apply fo
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DNFBP (with the exception of criterion 8.2 of th&TH+ Methodology). Thus the
Recommendations there are also valid concerning BINF

Please indicate specifically the measures takeagasds rec. 6 and rec. 9 with
respect to DNFBP.

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

The amendments to the MLTFPA have been extendeall tobligated persong

New amendments of MLFTPA have extended the po##kilof direct sanctioning
of violations of MLFTPA

Section 57is added to the MLTFPA in the following wording:

,8 57". Failure to comply with requirements to obtairpimhation

(1) Failure on the part of an obligated person or itpleyee to comply with thg
requirements to obtain information on the purposel @ature of a busines
relationship or transaction is punishable by a fipeo 300 fine units.

(2) The act specified in subsection 1 of this sectif committed by a legal perso
is punishable by a fine up to 500 000 Estonian ksdg

therefore the relevant provisions cited above pmieable to the DNFBP-s as well.
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The amendments to MLTFPA are applicable to all g#ibd persons, thus th
obligation of fulfilment of the CDD measures as wedquirements of recorg
keeping apply to DNFBPs as well.

New amendments of MLFTPA have extended the pog#&bilof direct sanctionin
of violations of MLFTPA (relevant Arts. 57, 587, 59 62'). According to
amendments all violations of the MLTFPA are dingsthnctionable.

There are no such violations identified so far.

ne

J

Recommendation of § 30 (6) MLTFPA applies only to financial institutis but not to DNFBP. Th

the  MONEYVAL | evaluators recommend that also DNFBP should be ireduthrough means @

Report secondary legislation (i.e. Minister of Finance'segulation) to set ujf
comprehensive internal control mechanisms for mantad\ML/CFT risks having
regard to the sort, scope and complexity of thetivities.

Measures reporte{ The amendment to the MLTFPA has been extended It@hdigated persons

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

therefore the relevant provisions are applicabaécDNFBP-s as well.

The § 30 (3) (applicable to all obligated persdras been amended as follows:
The rules of procedure shall /.../

2) describe transactions of a higher risk levet|uding risks related to means
communication, computer network or other technaabidevelopment an
establish the appropriate requirements and proeedar entering into an
monitoring such transaction;”;

/.1

5) set out the requirements and procedure for egdn of § 27 (6).”;

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The obligation to establish rule of procedures Wwiiorrespond to the sort, sco
and complexity of the economic or professional \étitis apply to all obligated
persons.

The amendment to Art 30(3) 2) that entered intadoon 26 December 200
applies to all obligated persons. The relevant igion states that the rules

means of communication, computer network or otleehnological developmer
and establish the appropriate requirements andeguwe for entering into an
monitoring such transaction.

The obligation to establish internal control medbars is clearly stated i
MLTFPA as in the opinion of Estonian authoritiegrdn is no need for secondd

legislation.

procedure shall describe transactions of a highkievel, including risks related to
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Recommendation of Casinos should be required not only to identify also to verify the name of

the  MONEYVAL | client who engage in financial transactions equakbove the threshold given b

Report criterion 12.1 of 3 000 USD/EUR; though not reqdifey the Methodology, it ma
be easier simply to amend the law by using thetiegiglower) threshold of thg
MLTFPA which is 30 000 EEK (1 917.34 EUR).

Measures reporte{ As the new Gambling Act came to force on 1.1.2008ustomers, regardless of the

as of 8 Decembe
2009 to implemen
the

Recommendation o

amount they gamble, have to be identified and tmferination verified and
registered before entering a gaming hall.

the report
Measures taken to| The Gambling Act from 1 January 2009 meets themeeendation, as the identi
implement the | of all customers is verified regardless of the amiaf financial transactions the

recommendations
since the adoption
of the first progress
report

engage in. If the amount of the transaction or rieseof connected transactio
exceeds 2000 EUR, then also address and occupatidhe client is verified
(MLTFPA Art 16(1)).

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 17 (Sanctions)

Rating: Partially compliant

Recommendation of The general provisions of the Credit Institutiort Ased by the FSA do not provi

the  MONEYVAL | a clear basis to issue precepts regarding thos&tians of AML/CFT obligations
Report which are not directly sanctionable by §8§ 57 fihef MLTFPA.
Measures reporte| New amendments of MLFTPA have extended the poggbilof direct sanctioning

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

of violations of MLFTPA. See arts. 571-573, 591162
Amendment of Credit Institutions Act is also in tRarliament (in the same drg
law as amendments to MLTFPA). The new wording ofACE 103 (1) refers ta
violations of laws mentioned in FSA Act 8§ 2 or §8 ((7)). The latter refers t
MLTFPA.

CrlA 8 103 1) states the following:

The Financial Supervision Authority has the rightdsue a precept if:

“1) violations of the requirements of this Act alaavs specified in subsection (
and clause 6 (1) 7 of the Financial Supervisionhatty Act and legislatior]
adopted on the basis thereof are discovered upengisig supervision.”.

FSA Act § 6 (1) ((7)) reads:

“T) perform the functions arising from the GuarantBund Act, the Mone
Laundering and Terrorist Financing Prevention Alog, International Sanctions A
and legislation issued on the basis thereof;”
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Measures taken to
implement the
recommendations

since the adoption

The abovementioned amendment of Credit Institutidots became into force o
26.12.2009. Now a clear basis to issue precept €dmen amended § 103 (1)

Credit Institutions Act and 8§ 6 (1) ((7)) of FSA tAd his new provision has been

the basis of precept issued by the FSA in 2010.
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of the first progress
report

Recommendation o
the MONEYVAL
Report

f The sanctioning regime utilizing precepts accordiog88 103 ff of the Cred
Institutions Act places sanctions at one removehat a precept first needs to |
issued before formal sanctions, e.g. penalty pasnensuspension of a liceng
can be imposed based on a finding of a violatiothefprecept.

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

New amendments of MLFTPA have extended the po&#bilof direct sanctioning
of violations of MLFTPA. (Arts. 57, 5757, 59, 62). According to the
amendments all violations of the MLTFPA are dingsthnctionable.

Relevant articles state:

Art. 57 (1) is amended and worded as follows:

“(1) Failure on the part of an obligated persorit®remployee to comply with th
obligation, provided by this Act, to establish ari¥y the identity of a person i
punishable by a fine of up to 300 fine units.”;

,8 57". Failure to comply with requirements to obtairoimhation

(1) Failure on the part of an obligated persont®reimployee to comply with th
requirements to obtain information on the purposel @ature of a busines
relationship or transaction is punishable by a €ipdo 300 fine units.

(2) The act specified in subsection 1 of this segtif committed by a legal perso
is punishable by a fine up to 500 000 Estonian ksdg

.8 57%. Failure to comply with requirements to apply emted due diligence
measures
(1) Failure on the part of an obligated persont®reimployee to comply with th
requirements for application of enhanced due dikigemeasures or failure to apy
thereof, including failure to comply with the repgments for conclusion of
transaction with a third country’s person with atstbackground is punishable by
fine up to 200 fine units.

(2) The act specified in subsection 1 of this sectif committed by a legal perso
is punishable by a fine up to 300 000 Estonian ksdg

,§ 57°. Opening of anonymous bank account or savings bank

(1) Decision made by an employee of a credit oarfeial institution to open a
anonymous bank account or savings bank book, arlgsion of a relevant contra
is punishable by a fine up to 300 fine units.

(2) The same act, if committed by a legal perssmpunishable by a fine up to 5
000 Estonian kroons.”;

,8 59" Failure to comply with obligation to continuousiyonitor busines
relationship

(1) Failure on the part of an obligated persont®reimployee to comply with th
obligation to monitor a business relationship pded for in this Act is punishab
by a fine up to 200 fine units.

(2) The same act, if committed by a legal perssmunishable by a fine of up
300 000 Estonian kroons.”;

,§ 62". Failure to comply with requirements of correspamicbanking

(1) Failure on the part of an employee of a creditinancial institution to comply
with the requirements provided for in this Act whestablishing a corresponde
relationship with a credit or financial institutiarf a third country is punishable by
fine up to 200 fine units.

(2) The same act, if committed by a legal perssmpunishable by a fine up to 3
000 Estonian kroons.”;

Art. 63 (1) is amended and worded as follows:
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service provider, or a director or employee of gnpant agent, or a payment agg¢
who is a natural person to establish or verify infation related to the payer, al
failure to submit thereof or violation of the oldifpns of a payment serviq
provider established by regulation (EC) No 1781&200the European Parliame
and of the Council with regard to information rethtto the payer, which shall |
submitted upon money transfer, is punishable bgep to 300 fine units.”.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

New Articles 57, 5757°, 59, 62" of MLTFPA, which extend the possibilities d
direct sanctioning of violations of MLFTPA camearfbrce on 26 December 2004
According to supervisory practice so far, precgpten by FSA have been followg
without any arguments, so no need for withdrawimg licence has aroused. F$
has not encountered any that serious breach whioldwhave require(
withdrawing the licence immediately (without prignecept).

However, FSA is entitled by the law to draw theefice without issuing a prece
prior to that. According to CrlA 8 17 ( 2): “Pri¢o deciding on the revocation

authorisation pursuant to subsection (1) of thigtise, the Financial Supervisig
Authority mayissue a precept to the credit institution andasietrm for eliminatior
of the deficiencies which are the basis for thecation.”

Penalty payment in the meaning of CrlA § 1®an enforcement tool for ensuri
that the requirements of the precepts are followed.

Pecuniary punishments (fines) can be imposed umraeended provisions (

Recommendation 0

f The FIU does not have powers to withdraw or suspemstration of financial

MLTFPA without a prior precept (see answer aboveepsrted in previous report).
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the  MONEYVAL institutions in case they fail to comply with AMECrequirements.
Report
Measures reporte| The MLTFPA has been amended to eliminate this prablTo the § 55 (refusal 1

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

register and suspension of registration) the se¢fd has been added:
“(2) In addition to the provisions of the Regist#drEconomic Activities Act, thg
authorised processor of the register shall suspiemdegistration on the basis of
reasoned request of the Financial Intelligence Uumitil establishment o
circumstances, but not longer than for up to sixitng’.

(0]
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The relevant amendment to Art 55(2) of MLTFPA, whintered into force on 2
December 2009, eliminates the deficiency. Accordmmgubsection (2) in additio
to the provisions of the Register of Economic At Act, the authorise
processor of the register shall suspend the raetimtron the basis of a reason
request of thd=inancial Intelligence Uniuntil establishment of circumstances,
not longer than for up to six months.

In practice the Estonian FIU has used its powewithidraw the registration g
institutions (payment service providers) in 2 cgdeis 2010, 1 in 2011).

1S "l Ji'e >
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Recommendation 0
the MONEYVAL
Report

f The indirect sanctioning system of the MLTFPA viacppts of the FSA fd
provisions of the MLTFPA which are not covered bysgecific sanctioning
provision of the MLTFPA itself (which is the cased number of important CDI
measures) does not amount to a dissuasive, propate and (for all
circumstances) effective sanctioning regime. Timdiréct sanctioning syste
should be revised and replaced by a direct sanirigpnegime providing sanction
in the MLTFPA for all relevant AML/CFT obligations.

—

)

A4

n 3

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o

New amendments of MLFTPA have extended the po&#bilof direct sanctioning
of violations of MLFTPA (please refer to the anssvabove).

)

the report
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The relevant Articles 57, 557, 59, 62 of MLTFPA which extend the
possibilities of direct sanctioning of violation§ MLFTPA came into force on 2
December 2009.

In addition to new extended direct sanctioning @iows indirect sanctionin
system is also used. The practical comparison m@ctliand indirect sanctionin
systems has proven that precepts or other indineetsures are sometimes a m
effective way of achieving the purpose as the mrdoey for issuing precepts

simpler and faster than the misdemeanour proceeding

For example, precepts and notes to obliged persomdor parent compan
indicating or underlining shortcomings in theirisities have lead to resigning

several key persons (compliance officers, contaetsgns, heads of clie
management units etc.), changing the organisati@alcture and customg
acceptance policy.

Among others, in result of such approach, in 3 yehie number of busine
relationships with clients from risk countries (esjally low tax regions) ha
decreased to 2200 in whole financial system. Atsgtomer acceptance polici
have been amended, indicating that the risk ajgpeift obliged persons hg
decreased.

An another example of indirect sanctioning couldsben in FSA-s refusal to iss
licences to three payment services providers immptoof non-compliance of the
internal procedures to AML/CFT requirements.

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

The working group of high level experts (professofshe University of Tartu
specialists from Ministry of Justice, Ministry ofifance and FSA) is current
analysing the sanctioning regime in the financiatviees sector (includin
AML/CFT sanctioning regime). The results and thaftdof possible amendments
legal acts will be presented in 2012.

R

ecommendation 21 (Special attention for higher ris countries)

Rating: Non-Compliant

Recommendation 0
the MONEYVAL
Report

f Estonia should introduce obligations in law or rémjion or other enforceabls
means requiring financial institutions to
1. give special attention to business relationshipd &mansactions with person

(including legal persons and other financial instibns) from or in countrie

which do not or insufficiently apply the FATF Recoemdations.

to examine and monitor such transactions, if theyndt have an apparer

economic or visible lawful purpose, and have wmitfindings available tg

assist competent authorities and auditors.
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Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

Minister of Finance has issued Regulation No 103ohpril 2008 setting out th
“Requirements for the rules of procedure estabiishy credit and financig

institutions and for their implementation and viedfion of compliance”. This

regulation requires credit and financial institaoto establish written rules
procedures which should include a code of condoct dpplication of CDD
measures. It must contain special requirementiéantification and verification o
customers whose place of residence or registerfeck 6§ in a country where th
application of AML/CFT measures are insufficienteTregulation also specifig
that for the identification and verification of kgpersons, whose registered offi

is in a third country that has not implemented isight AML/CFT measures g

58



where this country has not engaged in internatiamedperation for AML/CFT|
purposes.

Relevant amendment to MLTFPA clearly states theiired obligation (8 14 Ig 5
“(5) An obligated person draws in his or her ecoiowr professional activity
higher attention to business relations or transastiif the place or residence
location of a customer or a person participatinthi transaction or a person us
the professional service, or the place of locatiba payment service provider of
beneficiary is in a third country or on a territoshere sufficient measures f
prevention of money laundering and terrorist finagcave not been applied, or
that country or territory does not cooperate iratiomally in the prevention g
money laundering and terrorist financing or israit@y with a low tax rate.”
The new wording of MLTFPA requires higher attentfoom obligated persons g
such business relationships and transactions.régisrement is accompanied by
already existing article in MLTFPA (8 12(1)). Acdimg to § 12 (1) in economic ¢
professional activities an obligated person shayl gpecial attention to the activiti
of a person or customer participating in a transacbr official act and tdg

probable connection with money laundering or téstofinancing, including ta
complex, unusual and high value transactions whlighnot have any reasonal]
economic purpose.

Relevant amendment of MLTFPA 8§ 27 (6) requiressteging and keep records
information giving ground to reporting obligatiomder 8 32. A ground fo
reporting in such case comes from the FIU’s guikeli

According to Art. § 29 () :

“(1') Upon performance of the obligations provided for subsection (1), a
obligated person shall draw a higher attentiohef place of location or business
a subsidiary, branch or representative office withqualifying holding of the
obligated person is in a third country where insight measures for prevention
money laundering and terrorist financing have bagplied or if that country doe
not cooperate internationally in the preventionnwdney laundering and terrori
financing or is a territory with a low tax rate.”;

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The amended Art 29 filof MLTFPA entered into force on 26 December 2009.
The FIU is publishing on its webpage informationgaeding the countrie
considered to have equivalent AML/CFT measuredanegd

FSA has informed obliged persons by circular lettdrout FATF's list of
jurisdictions with strategic AML/CFT deficiencie§ hose circular letters alg
emphasize the obligations to give special attentmtrusiness relationships a
transactions with persons from or in those cousterd to examine and monit
such transactions, if they do not have an appagenhomic or visible lawfu
purpose, and have written findings available toishssompetent authorities
Relevant FATF-statements are published in the wgdbmd FSA and changes 4
communicated by circular letters as well.

circumstances which refer to money laundering orotist financing or to the
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Recommendation o
the MONEYVAL
Report

f Estonia should introduce specific provisions on leggion of counter- measurg
where a country continues not to apply or insuffitly applies the FATE
Recommendations.

Measures reporte
as of 8 Decembe
2009 to implemen
the

draws in his or her economic or professional afstiigher attention to busines
relations or transactions if the place or resideoicéocation of a customer or
person participating in the transaction or a perssing the professional service,

Relevant amendment to MLTFPA states (Art. 14 (5(3) An obligated person

5S
a
or

Recommendation o
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the report

the place of location of a payment service provioEra beneficiary is in a thir

country or on a territory where sufficient measufes prevention of money
laundering and terrorist financing have not beeplia@, or if that country or

territory does not cooperate internationally in firevention of money launderir
and terrorist financing or is a territory with aMdax rate.”

Estonian authorities are publishing relevant FATH &Moneyval statements on t
web-sites and inform obligated persons thereof p{thttww.fi.ee/?id=1726,

http://www.fin.ee/index.php?id=1040P9

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

FSA’'s AML/CFT questionnaire draw the attention dbliged persons to th
necessity to establish internal procedures for yapgpl counter measures whé
having customers (or other business relations) famuntries where a count
continues not to apply or insufficiently applieg tRATF Recommendations.

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant

initiatives

Recommendation 24 (DNFBP — Regulation, supervisicand monitoring)

Rating: Partially compliant

Recommendation of
the MONEYVAL
Report

Beneficial owners and managers of casinos shoulduigect to fit and prope
checks at the time of licensing, transfer of owhigrer taking up employment.

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

According to the Gambling Act which entered intoci® on 1.1.2009 the benefici
owners and managers of casinos (and other organidegambling, incl. betting
skill games and lotteries) are going through ful&proper checks before th
licence can be given (Gambling Act 88 16—19). Taems and conditions fq
acquiring a qualifying holding in a gambling comganncl. the grounds fo
prohibition are regulated in 88 11—15. Every chaimgéhe conditions under whic
the license was given has to be notified to thenking authority.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The Gambling Act from 1 January 2009 meets the mesendation. Fit&prope
checks are carried out by Tax and Customs Boasti@mdated in Gambling Act g
the time of licensing, transfer of ownership oritgkup employment.

As of 2011 there are 22 operating gambling orgagiaad 33 valid gaming licens
issued in Estonia. There have been one refusatefde within two recent yea
because of applicant’s capital stock did not mieetrequirements (depending of t
type of the game the threshold is up to 1 millionos). Within two recent years 1
gaming licenses have been given to 11 gamblingnigges by Tax and Custon
Board.

There have been procedures performed related tthegpship change withi
gambling organizer but no infringements were detcNevertheless in sevel
times there has been refusal of transfer of am#/és in opinion of Tax an
Customs Board the recipient company was not fitgerola member of board h
been punished for crime).
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Recommendation of
the MONEYVAL

The Law should require the registration of all pmrs providing trust and compat

1y

services irrespective of whether or not the pravisbf such services constity
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Report

their primary professional or economic activity.

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

The Ministry of Justice of Estonia is concludingls# moment a legal reform on the
general part of economic activities’ legislatiomelenvisaged changes are coveting
all aspects of licensing, registration and notifima obligations as well as the
definitions of economic activity. According to tlieaft law the new definition foy
“economic activity” will be wider, covering all saces provided. This will also
affect the registration procedure of trust and camypservice providers, as the
registration procedure will be replaced by a liceggrocedure.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to MLTFPA draft an amendment is envisagedhe provision of trust
and company services (relevant Art 7) resultingréggiirement of registration of all
persons providing trust and company serviGs the draft constitutes the
requirement irrespective of the services to bdartipeimary professional of
economic activity.

Recommendation of
the MONEYVAL
Report

The Estonian Bar Association is responsible for AL/CFT supervision of their
members only. As it is not compulsory for a prawmgidawyer (independent legal
professionals) to be a member of the Bar Associatibey fall only under the
supervision of the FIU which did not supervise trenfar. The FIU should identify
how many of such lawyers exist (e.g. by a mandatmigtration requirement) and
should supervise them (alternatively it could bedenenandatory for these lawyers
to become members of the Bar Association and ltiegt are supervised by the Bar
Association).

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

According to 8 22 (2) of Bar Association Act, int&sia, only members of the
Estonian Bar Association may provide legal servagsttorneys, unless otherwise
provided in this Act. Other legal services provalaave to register themselves|in
the commercial register and are subject to thersigien by FIU. Supervision of
legal services providers was one of the prioritidsFIU for 2009. As of the
beginning of January 2009 there were 227 legalicesvproviders registered |n
Estonian commercial register and FIU made off-gigpections to all of them. In
2008 the number of reports received from this sewts 2, as of 30 September
2009 6 reports.

The status of lawyers as non-members of the Babdaon in a law office ig
determined by the Bar Association Act. Accordinghie or her status lawyer
equal not to the attorney but equal to the empleyddehe law office to whom the
requirements of confidentiality and the liability the management of a law office
extend.
In accordance with the Bar Association Act § 55t() management of a law office
shall not authorise an employee of the law offidevis not an attorney to provide
legal services to a client or grant joint authdia for the provision of legal
services to the attorney and a person who is nattamey.
Therefore the client is represented by the attoarey attorney, not the lawyer pf
the law office, is responsible as regards to tientlLawyers act under the control
of attorneys and the management of a law office.
Liable for the fulfilment of ML requirements areetlattorneys and the management
of the law office and that covers also the actsgitdf lawyers working in the lay
office.

n

"

Measures taken to
implement the
recommendations

since the adoption
of the first progress

report

The relevant Art 3 (2) of MLTFPA applies to attoypse(members of the Estonian
Bar Association (hereinafter EBA) and to providefsother legal services if they
act in the name and on the account of a custonfers Tegal service providers not
members of EBA are not subject to supervision oAHRBIt fall under supervision
of FIU.
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The Estonian Bar Association Board is checking latythe establishment of rulg
of procedure and adherence of the requirementsgall lacts. Once a year 12 I
offices all over Estonia are supervised. Duringghpervision of 2008 to 2010 the|
was no violations detected. In 2011 there was myogguiate rules established

one law office and therefore the EBA Board issu@dezept regarding the violatid
and follow-up control was performed afterwards. dfloer violations were detectg
during the supervision of 2011 regarding requiretmef MLTFPA or guidelines.

In addition to regular supervision the EBA Boardeiecutingad hoccontrols as
well. There was onad hocexamination carried out regarding the activityooke

found.
FIU has undertaken series of off-site supervisiospéctions regarding th
independent legal professionals.
2009 — 227 off-site inspections
2010 — 102 off-site inspections
2011 9m — 32 off-site inspections.
The off-site inspections demonstrated that the peddent legal professionals 4
aware of their AML/CFT obligations and have necessales of procedure i
place.

The results of supervisory activities demonstréat tmost of independent leg
professionals are not obligated persons accordingliTFPA as they usually d
not engage into transactions or activities enaict&dLTFPA.

According to Bailiffs Act the Chamber of Bailiffsnd Bankruptcy Trustee
(hereinaftelChambey started its activities since January 1, 2010. Chamber is &
legal person in public law. Only the members of @eamber may act as bailiffs
trustees. The objective of the Chamber is to aehéad keep the required quality
the performance of professional acts, professiettats and professional activitig
standards for bailiffs and trustees.

Members of the Chamber are supervised by the Mynist Justice and by th
Chamber and in the field of AML/CTF by FIU.

Recommendation o

f The Chamber of Notaries and the Estonian Bar As$ioci should establis

the  MONEYVAL | monitoring and supervisory mechanisms for checkmmpliance of their membe
Report with the AML/CFT obligations.
Measures reporte( Please see the text above.

as of 8 Decembe
2009 to implemen
the

Recommendation o

the report
Measures taken to| The Chamber of Notaries has established an intgrededure for supervisor
implement the | activity. In 2010 supervision on the implementation of olligzs arising form

recommendations
since the adoption
of the first progress
report

MLTFPA was performed by the Chamber of NotariespeBuisory activitieg
included regular on-site visits arald hoc visits as well. On-site visits wel

on-site controls have been conducted and severa are planned.
In 2010ad hocexamination was conducted by the special committered by the
Chamber. In the course of the examination no \imiat were found, but attentiq
of all notaries was drawn to the fact that in cafesuspicion of straw man th
notification to FIU is required even when theradssuspicion of ML/TF.
The Estonian Bar Association Board is checking laatythe establishment of rulg

of procedure and adherence of the requirementsgail lacts. Once a year 12 |z
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offices all over Estonia are supervised by boarthefEBA. During the supervisio
of 2008 to 2010 there was no violations found. @12 the EBA Board issued
precept regarding violation of establishment ofrapgate rules in one law offic
and follow-up control was performed afterwards. dfloer violations were detectg
during the supervision of 2011 regarding requireimiefi MLTFPA or guidelines.
In addition to regular supervision the EBA Boarei®cutingad hocexaminationg
as well. There was aad hocexamination carried out regarding the activityook
attorney for checking the possible infringemenMfTFPA, but no violations werg
found.

A supervisory guideline was adopted by the EBA BaarJanuary 2009.

Recommendation o
the MONEYVAL
Report

f The FIU, the Chamber of Notaries and the Estoniaar Bssociation shoulg

AML/CFT obligations.

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

FIU has issued guidelines for:

- notaries public (in cooperation with ChambeNaotaries)
http://www.politsei.ee/files/rab/Notarite_poolt egfesu_andmeburoole esitatava
eate_koostamise_juhend_juuni_2008.pdf

The advisory guidelines issued by Chamber of Nesaaind Estonian Bar
Association were consulted with FIU prior to adopti

According to § 44 Notaries Act the Chamber of Niesprepares guidelines for th
harmonization of the practice of notaries relatedffice. The Chamber of Notarie
has passed their own guidelines on 1st Novembe8.200

Bar Association Board has passed guidelines ore8dy&r the 9th 2008 on
procedural rules to fulfill the duties of impediagd forestalling monetary
laundering and financing terrorism. The act is neg@ndable and law offices are
free to use that as an example to develop theirdivective considering their
specifics.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In March 2010 at annual meeting of Chamber of Nesanew version of guideling
was adopted, which establishes the rules of praoeedor the due diligenc
measures enacted in MLTFPA and ISA, as well thesroff internal procedure fq
checking the implementation of the measures. Aallii guidelines on preventig
of ML were included. The previous version of thédglines was adopted at the e
of the year 2008 and according to the amendmendsteth to MLTFPA alsq
improvements to the guideline have been made.
The guidelines mentioned above have brought ime \ith the requirements ¢
ISA in 2011.
In September 2008 the Estonian Bar Association @adopted a rule of procedu
for establishment in law offices. The law officeseuithe adopted rule of procedy

characteristics of the field of activities of them office. The adequacy of rules
procedure established by law offices are monitbrethe EBA Board.

There has been one infringement detected by the B&s&kd in 2011 regarding th
guideline.
The guidelines of the Chamber of Notaries and tBA Bre coordinated with FIU
and made available to the members.

Link to the FIU webpage containing also
http://www.politsei.ee/et/organisatsioon/rahapeséndid/

relevant idgoce is:

2d

prepare and issue guidelines assisting obligatetities in complying with their

as guidance for establishment of their own rulekinta into account the
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(Other)
since
progress

changes
the  first
report

The Chamber of Bailiffs and Bankruptcy Trusteiss preparing the draft g
guidelines and this issue was discussed by the dBoarthe Chamber in th
beginning of November 2011. The guidelines whidladssh the rules of procedu

[e

(e.g. draft laws,
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draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

for due diligence measures as enacted in MLTFPA |8#dare scheduled to 4
adopted in 2012. Currently each office of bailifistrustees using its own intern
rules of procedure.

Recommendation 25 (Guidelines and feedback)

Rating: Partially compliant

Recommendation o

f The FSA should update its own guidelines in tha lif the requirements of the ne

the MONEYVAL | MLTFPAZL.
Report
Measures reporte| FSA guidelines “Additional measures for preventioh money laundering an

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

terrorist financing in credit and financial instibns” were adopted on 22 Octob
2008 and published on the web-site of the FSAolmrse of drafting the guideline
several meetings with supervised entities were aet] if justified, their comment
and suggestions were taken into account. In theegsof drafting the guideling
the experts from different ministries and from Uity of Tartu were involved. 4
similar procedure was followed when drafting theevimus guidelines. Th
guidelines took effect 01 April 2009.
See:_http://www.fi.ee/failid/Soovituslik_juhend RTB 2008 EN.pdf

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The abovementioned guidelines have become int@ fancl new changes are be
currently drafted. FSA has also issued additionédiglines in a circular letter o
interpreting the terni(third) country where requirements equal to thqe®vided
in MLTFPA are in force"and for application of enhanced due diligence mness

The previously referred “AML/CFT questionnaire”, dides giving importan

as additional guidance and self-assessment tooblgged persons.
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information for supervisor on implementation of l&nd regulations, also operated

Recommendation o

f The FIU should issue guidelines explaining the legguirements and preventiy

e

tge tMONEYVA'— measures described therein to its supervised estiti
epor
Measures reportel FIU is updating regularly their guidelines, The dglines are available ¢

as of 8 Decembe
2009 to implemen
the

Recommendation o

http://www.politsei.ee/?id=826

nt

the report
Measures taken to| The new link to the FIU webpage containing relevagtidance is
implement the | http://www.politsei.ee/et/organisatsioon/rahapesendid/

recommendations
since the adoption
of the first progress
report

Recommendation o
the MONEYVAL
Report

f The FIU, the Chamber of Notaries and the Estoniaar Bssociation should

AML/CFT obligations

prepare and issue guidelines assisting obligatetities in complying with their

)

Measures reporte
as of 8 Decembe

According to 8§ 44 Notaries Act the Chamber of Niesprepares guidelines for t

harmonization of the practice of notaries relatedffice. The Chamber of Notarie

ne
S

2009 to implemen

? The FSA advised that its guidelines ,Additional aseres for prevention of money laundering and
terrorist financing in credit and financial instittns” were adopted on 22 October 2008 and puldigime

its web-site.
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the
Recommendation o
the report

has passed their own guidelines dri\bvember 2008.

FIU is updating regularly their guidelines,
http://www.politsei.ee/?id=826

Bar Association Board has passed guidelines oneSdqmr the 9th 2008 ¢
procedural rules to fulfill the duties of impedirand forestalling monetar,
laundering and financing terrorism. The act is negendable and law offices a
free to use that as an example to develop their dinective considering the
specifics.

avalab at

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In March 2010 at annual meeting of Chamber of Nesanew version of guideling
was adopted, which establishes the rules of proeedor the due diligenc
measures enacted in MLTFPA and ISA, as well thesrof internal procedure fq
checking the implementation of the measures. Aalliti guidelines on preventig
of ML were included. The previous version of thédglines was adopted at the e
of the year 2008 and according to the amendmendsteth to MLTFPA alsq
improvements to the guideline have been made.
The guidelines mentioned above have brought imte \iith the requirements ¢
ISA in 2011.

In September 2008 the Estonian Bar Association adopted a rule of procedu
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for establishment in law offices. The law officeseithe adopted rule of procedure

as guidance for establishment of their own rulekinta into account the

characteristics of the field of activities of themM office. The adequacy of rules pof
procedure established by law offices are monitdrgdhe EBA Board annually.

There has been one infringement detected by the B&#d in 2011 regarding the

guideline.

The guidelines of the Chamber of Notaries and tB& Enust correspond to the

type, scope and complexity of the economic or msifenal activities as stated jin

MLTFPA and are coordinated with FIU. The adequatyhe issued guidelines |s

monitored by the Chamber of Notaries and by the EBA

(Other)  changes| The Chamber of Bailiffs and Bankruptcy Trusteies preparing the draft df
since  the first| guidelines and this issue was discussed by the dBoérthe Chamber in the
progress report | heginning of November 2011. The guidelines whidalgish the rules of procedure
(e.g. draft laws,| for que diligence measures as enacted in MLTFPA ISAdare scheduled to He
draft regulations or | o 4onted in 2012. The Board of the Chamber will piga special training with
draft other . . . . . S
enforceable means”| cooperation with Ministry of Finance and FIU aféetoption of the guidelines.
and other relevant
initiatives

Special Recommendation | (Implement UN instruments)
Rating: Partially compliant
Recommendation of The requirements of the UN Conventions should biewed to ensure that Estonja
the  MONEYVAL | s fully meeting all its obligations under them.rfRaularly Estonia should
Report - introduce a national mechanism to freeze the furfid&J internals.

- broaden the definition of funds (as it is provided in the EU Regulations,
which currently does not explicitly cover funds edrdirectly or indirectly’ by
designated persons or those controlled directlyirtirectly by designated
persons);

- introduce a national procedure for the purpose afnsidering delisting
requests.

Measures reporte{ A national mechanism to freeze the funds of EUrimaks could be described as

as of 8 Decembe
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2009 to implemen
the
Recommendation o
the report

follows:
Estonia has the legal instruments for freezingitinels of EU internals. If the list of

persons, groups and entities in directly applicabdeincil Regulation is narrower

than required by UNSCR, then in addition to Eurapé#nion legislation, the

International Sanctions Act (ISA) enables to admitonal implementing measures.

The Government of the Republic shall, on the prapo$ the Ministry of Foreigr
Affairs, adopt a regulation on taking the measunesessary for the interna
application of international sanctions (ISA 8 1 fill and p 4 in conjunction with
4(1)). In every single case the Ministry of Foreigffairs in cooperation with
national competent authorities supervising the é@mmntation of internationa

sanctions assesses the need for national implemgentieasures in addition to

European Union measures.
Estonia iscurrently in the process of updating the legishatiooncerning the

implementation of international sanctions. The tir@ernational Sanctions Act was
approved by the Government of the Republic on Gat@9. The Government of
the Republic will submit draft International Sancts Act to Estonian parliament

(Riigikogu).According to the draft International riédéions Act (hereinafter draft

ISA), the mechanism is in principle the same. K st of persons, groups and
entities in directly applicable Council Regulaties narrower than required hy
UNSCR, then in addition to European Union legiskatithe draft enables to adgpt
national implementing measures. The GovernmenhefRepublic shall, on the

proposal of the Ministry of Foreign Affairs, addpie measures necessary for the

internal application of international sanctionsaftifSA 8§ 7 or § 8 (1)).
In every single case the Ministry of Foreign Affain cooperation with nationa
competent authorities supervising the implementatié international sanctions
assesses the need for national implementing measaraddition to European
Union measures.

The definition of funds is provided as follows

The draft International Sanctions Act approved iy Government of the Republic

on October 29 defines the scope of “financial dantt
According to draft ISA § 4:

“ (1) For the purposes of this Act, an internatiofinancial sanction means |a

financial sanction that fully or partially preverassubject of international financia
sanction from using and disposing of financial ngeam giving thereof to its
possession, inter alia, it is prohibited or regc

1) to give loan and credit or pay financial meansamy other similar basis to|a

subject of international financial sanctions;

2) to pay to a subject of international financiahstions any deposits, dividends,

interest income and other similar financial meamscash, including by bills of

exchange, cheques or other methods and means mEpayalso to transfer, pledge

securities, precious metals and stones or any et assets, and give thereof to

use or disposal;

3) to open for a subject of international financiainctions a deposit, payment,
securities or any other account, give for their assafe deposit box or enter into

contracts for provision of such services;
4) to conclude transactions with a subject of imdéipnal financial sanctions with
regard to immovables, registered ships and reg@dterovables or rights;
5) to pledge or otherwise give as a security talgiext of international financial
sanctions any financial means and economic resgurce

6) to enter into insurance contracts with a subpéatternational financial sanctions
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and make payments on the basis of such contracts;

7) to enter into or continue any business relatiwith a subject of internationa

financial sanctions.

(2) The provisions of subsection (1) of this satthall also be applied in the event

if an object belongs to the common or joint ownarsif several persons, of whom

at least one is the subject of international fimanganctions.”

Both the ISA currently in force and the draft Imational Sanctions Act enables
adopt national measures to implement UNSCR in exidito European Uniof
legislation (ISA § 1 (1) p 1 and p 4 in conjunctieith 4(1) and draft ISA § 7 and
8 (1)).

Thedelisting requests

Estonian national authority for implementing fineEdcsanctions is the FIU.

Designated persons can submit a request for deglislirectly to the Focal Poirn

established within the UN (UNSCR 1822 (2008) p 1Bjhe de-listing request is

submitted to the FIU, the latter will inform thesilgnated person of the possibil
to submit the request directly to the Focal Poihen receiving the de-listin
request, the FIU will deal with it oad hocbasis, meaning that if Estonia is t
designating state or the state of citizenship sidence of the person submitting
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de-listing request, the FIU will review the requiestooperation with other relevant

authorities. On the basis of the review, the FIUl wi cooperation with othe

relevant authorities form its opinion and will indie whether it supports or opposes
the request. The Ministry of Foreign Affairs wirivard the substantiated proposal

for de-listing and the opinion of the FIU to the BN Sanctions Committee.

If the de-listing request is submitted directlyttee Focal Point and Estonia is the

designating state or the state of citizenship sidence of the person submitting
de-listing request, the competent authority to eevithe request is the FIU
cooperation with other relevant authorities. Whea FIU has reviewed the d
listing request and has formed its opinion in coapen with other relevan
authorities, the Ministry of Foreign Affairs wilbfward the opinion to the UNS
Sanctions Committee.

According to the draft ISA the mechanism is the safthe FIU will deal with der

listing requests oad hocbasis. According to § 19 of the draft ISA persaiose
assets have been frozen in Estonia, can submitopstito the FIU. When the FI
receives such petition, it has an obligation t@daine whether the measures tal
are lawful. This includes dealing with de-listingquest (in cooperation with oth
relevant authorities) and determining whether thespn subject to asset freeze i
designated person (draft ISA § 18 (3) and (4)).

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to 8 7 of ISA (entered into force 05.18).the Government of th
Republic of Estonia can impose international sanestion a proposal of th
Ministry of Foreign Affairs (MFA). This provisionhall be used to freeze the ass
of EU internals

If the list of persons, groups and entities in cliseapplicable Council Regulation
narrower than required by UNSCR, then in additmfEtropean Union legislatiof
the Government of the Republic shall, on the prapa$ the MFA, adopt th¢
measures necessary for the internal imposition amglication of internationg
sanctions (ISA § 7 and 8 8 (1)).

Definition of funds

ISA (entered into force 05.10.10) 8§ 4 defines tbeps of “international financig
sanction” as follows:
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“ (1) For the purposes of this Act, an internaséibfinancial sanction means
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financial sanction that fully or partially prevergssubject of international financia
sanction from using and disposing of financial ngeam giving thereof to it$
possession, inter alia, it is prohibited or regc
1) to give loan and credit or pay financial meansamy other similar basis to|a
subject of international financial sanctions;
2) to pay to a subject of international financiahstions any deposits, dividends,
interest income and other similar financial meamscash, including by bills of
exchange, cheques or other methods and meansmoepgyalso to transfer, pledge
securities, precious metals and stones or any sthdr assets, and give thereof
use or disposal;

3) to open for a subject of international financiainctions a deposit, payment,
securities or any other account, give for their assafe deposit box or enter into
contracts for provision of such services;
4) to conclude transactions with a subject of magional financial sanctions with
regard to immovables, registered ships and reg@dterovables or rights;
5) to pledge or otherwise give as a security talgext of international financial
sanctions any financial means and economic resgurce
6) to enter into insurance contracts with a subjpéatternational financial sanctions
and make payments on the basis of such contracts;
7) to enter into or continue any business relatiafth a subject of international
financial sanctions.
(2) The provisions of subsection (1) of this sattball also be applied in the event
if an object belongs to the common or joint ownarsif several persons, of whom
at least one is the subject of international finalnganctions.”
Moreover, ISA enable to adopt national measuréspdement UNSCR in addition
to European Union legislation (ISA 8§ 7 and § 8).

Delisting requests

Persons subject to asset freeze can submit pstitiotihe competent authority (FIU
(ISA 8 19). If the FIU receives a de-listing requiéswill review the request an
form its opinion in cooperation with other relevamtithorities. If the FIU ir
cooperation with other relevant authorities consideat the request is grounded, it
can make a proposal to the Ministry of Foreign Affafor repealing the
Government act by which the sanction was imposeal moposal for de-listing th
person. The Ministry of Foreign Affairs shall, im-operation with other relevan
government agencies, prepare the draft of the Govent of the Republi
legislation necessary to repeal the Governmentbgctvhich the sanction wa
imposed or to make a proposal at the relevantriatemal organization to remove
person from the list subject to asset freeze.
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(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Estonian FIU is distributing information regardinganges in the EU/UN sanction
lists directly to the reporting entities by circulketters (via e-mail), also thi
information is published on FIUs website. Moreowang part of the trainings Fl
is providing to the reporting entities consistsmérnational financial sanctions.

[S—7)

Special Recommendation Il (Freeze and confiscatefrorist assets)

Rating: Partially compliant

Recommendation of Estonia should implement a national mechanism i giffect to requests for
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the MONEYVAL | freezing assets and designations from other jurtmis and to enable freezin
Report funds of EU internals (citizens and residents).
Measures reporte( A pational mechanism to freeze the funds of EUriveks

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

Estonia has the legal instruments to freeze thdsfof EU internals. If the list g

persons, groups and entities in directly applicabdeincil Regulation is narrower
than required by UNSCR, then in addition to Europgaion legislation, the ISA in

principle enables to adopt national implementin@suees. The Government of t

Republic shall, on the proposal of the Ministry Bbreign Affairs, adopt a
regulation on taking the measures necessary for itbernal application of

international sanctions (ISA 8 1 (1) p 1 and p 4amjunction with 4(1)). In ever
single case the Ministry of Foreign Affairs in ceogtion with national compete
authorities supervising the implementation of ingtional sanctions assesses

need for national implementing measures in additioBuropean Union measures.

According to the draft ISA, the mechanism is innpiple the same. If the list g

persons, groups and entities in directly applicabdeincil Regulation is narrowe
than required by UNSCR, then in addition to EurapEaion legislation, the draft

enables to adopt national implementing measures.Gdvernment of the Republ

shall, on the proposal of the Ministry of Foreigrifars, adopt the measures

necessary for the internal application of inteiorai sanctions (draft ISA 8 7 or §

(1))

In every single case the Ministry of Foreign Affain cooperation with nationa

competent authorities supervising the implementatid international sanction

assesses the need for national implementing measaraddition to European

Union measures.

Requests for freezing assets and designationsdtben jurisdictions

A request from non-EU member for freezing shouldaidressed to the Council
the European Union. The request must be agreedrmoasly by the Council. I
such a request is refused by the Council for exaroplthe ground that the requg
does not fulfill the listing criteria and some d@iet members of the Council votg
against it, thethe ISA in principle enables to adopt national mees.
The substantiated proposal for listing and for Zieg assets (with all necessg
documentation, including evidence proving thatgbeson(s) meet(s) the criteria fj
listing) has to be sent to the Estonian competetiitasity. The competent authori
will forward the proposal to the Ministry of ForeigAffairs, which shall, in co
operation with other relevant government agenciggpare the draft of th
Government of the Republic legislation necessarytte internal application of &
international sanction, and submit such draft lagisn to the Government of th
Republic for resolution. The final decision whetherlist and freeze the assets
the person concerned and which other measures&iiliecessary for the intern
application of international sanctions will be takby the Government of th
Republic (ISA § 4(1)). In every single case the istity of Foreign Affairs in
cooperation with national competent authoritiesesviging the implementation ¢
international sanctions assesses the need fornahtimeasures in addition
European Union measures. Altogether, in principitofian Government c4d
impose sanctions on its own initiative and on gpsal of other jurisdiction.
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Measures taken to
implement the
recommendations

since the adoption
of the first progress

Requests for freezing assets and designationsdtben jurisdictions

According to 8§ 7 of ISA (entered into force 05.11).the Government of th
Republic of Estonia can impose international sanestion a proposal of th
Ministry of Foreign Affairs (MFA). This provisionan be used to deal with tk

ne

requests for freezing assets and designationsdtber jurisdictions.
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report

The relevant national mechanism/procedure is &isl If the competent authority
(FIU) receives such a request, it will forwardatthe MFA. The MFA may receive
request directly from other jurisdiction. Upon refieg a request, the MFA shall, in
co-operation with other relevant government agenmaikecide whether to impose
restrictive measures or not.
When a freezing decision is made, the MFA shallpgre the draft of the
Government of the Republic legislation necessaryttie internal impositiorof a
financial sanction, and submit such draft legiskatio the Government of the
Republic for its resolution. The final decision wHer to list and freeze the assets
the person concerned and other measures necessahgefinternal application of
international sanctions will be taken by the Goweent of the Republic (ISA 8§ |7
and 8 8). In every single case the MFA in cooperativith national competent
authorities supervising the implementation of ingtional sanctions assesses
need for national measures in addition to Europé@non measures.

Altogether, in principle Estonian Government carpd®e sanctions on its own
initiative and on a proposal of other jurisdictidn, practice request from other
jurisdictions are usually dealt collectively by Mieen States of the EU with in the
Council of the European Union. The EU has imposactal restrictive measures
upon requests of third countries or internatiomghaizations.
A national mechanism to freeze the funds of EUrireks
The same mechanism as described above is userkbéairfg the funds of the EU
internals. If the list of persons, groups and @&ditn directly applicable Coungil
Regulation is narrower than required by UNSCR, theraddition to European
Union legislation, the Government of the Republalk on the proposal of the
MFA, adopt the measures necessary for the intémmadsition and application qgf
international sanctions (ISA 8 7 and § 8 (1)).
In practice there have been no positive matchesrsand no terrorist assets have
been frozen, also no requests for freeze from atbentries have been received.

Recommendation o

f A national de-listing process should be establishegart of these measures

the  MONEYVAL
Report
Measures reportel As mentioned above (ISA § 1 (1) p 1 and p 4 in eogjion with § 4(1)) in

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

principle Estonian Government can impose sanctionsits own initiative.
Accordingly, if the person is designated and if ffeezing decision has been taken
by the Government of the Republic, the proceduredéslisting is as follows: Th
national authority for implementing financial saoos is the FIU. All petitions an
de-listing requests shall be directed to the coemeauthority. If the competent
authority receives the de-listing request, it widlal with it onad hocbasis. The
competent authority will review the de-listing regti and form its opinion in
cooperation with other relevant authorities. If tARRJ considers the request |is
grounded it can make a proposal for de-listingh® Ministry of Foreign Affairs
The Ministry of Foreign Affairs shall, in co-opei@i with other relevan
government agencies, prepare the draft of the Gowvent of the Republi
legislation necessary to de-list the person oepeal the Government act by which
the financial sanction was imposed.
According to the draft ISA the mechanism is priteighe same. Estonian
Government can impose sanctions on its own inigafdraft 8 7). When financial
sanction is imposed by the Government of the Répulble competent authority fq
implementing financial sanctions is the FIU. Pessanbject to asset freeze gan
submit petitions to the FIU (draft ISA § 19). Ifetltompetent authority receives the
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de-listing request, it will review the request dadn its opinion in cooperation wit
other relevant authorities. If the FIU in coopevatiwith other relevant authoritie
considers that the request is grounded, it can naageoposal to the Ministry g
Foreign Affairs for repealing the Government act Witich the sanction wa
imposed or a proposal for de-listing the persore Ministry of Foreign Affairg
shall, in co-operation with other relevant governinggencies, prepare the draft
the Government of the Republic legislation necgstgarepeal the Government g
by which the sanction was imposed or to removeragoefrom the list subject t
asset freeze.
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Persons subject to asset freeze can submit pstitiotihe competent authority (FIU
(ISA § 19). If the FIU receives a de-listing reqtieswill review the request an
form its opinion in cooperation with other relevaatithorities. If the FIU in
cooperation with other relevant authorities considbat the request is grounded
can make a proposal to the Ministry of Foreign &#afor repealing the
Government act by which the sanction was imposeal moposal for de-listing th
person. The Ministry of Foreign Affairs shall, im-operation with other releva
government agencies, prepare the draft of the Govent of the Republi
legislation necessary to repeal the Governmentbgcivhich the sanction wa
imposed or to make a proposal at the relevantriatemal organization to remove
person from the list subject to asset freeze.

In practice Estonian FIU has not yet received auyests for de-listing
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Recommendation o
the MONEYVAL
Report

f The definition of “funds” (as taken from the EU R&mions) does not explicitl
cover funds owned ‘directly or indirectly’ by des&ed persons or those controllg
directly or indirectly by designated persons; thimuld be amended and be brou
in compliance with the requirements of UNSCR 1267 GNSCR 1373.
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Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

Estonia iscurrently in the process of updating the legiskationcerning the
implementation of international sanctions. The titafernational Sanctions Ac
(ISA) approved by the Government of the Republi®Qmiober 29 defines the sco
of “financial sanction”.

According to draft ISA § 4:

“ (1) For the purposes of this Act, an internatiofinancial sanction means
financial sanction that fully or partially preverdssubject of international financi
sanction from using and disposing of financial ngeam giving thereof to its
possession, inter alia, it is prohibited or regc

1) to give loan and credit or pay financial meansamy other similar basis to
subject of international financial sanctions;

2) to pay to a subject of international financiahstions any deposits, dividenc
interest income and other similar financial meamscash, including by bills o
exchange, cheques or other methods and means mEpgyalso to transfer, pledg
securities, precious metals and stones or any et assets, and give thereof
use or disposal;

3) to open for a subject of international financianctions a deposit, payme
securities or any other account, give for their assafe deposit box or enter irj
contracts for provision of such services;

regard to immovables, registered ships and reg@dterovables or rights;

5) to pledge or otherwise give as a security talgest of international financig
sanctions any financial means and economic ressurce

6) to enter into insurance contracts with a subjpéatternational financial sanction
and make payments on the basis of such contracts;

4) to conclude transactions with a subject of magional financial sanctions with
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7) to enter into or continue any business relatiafth a subject of internationa
financial sanctions.
(2) The provisions of subsection (1) of this sattball also be applied in the event
if an object belongs to the common or joint owngrsif several persons, of whom
at least one is the subject of international finalnganctions.”
Both the ISA currently in force and the draft ISAable to adopt national measures
to implement UNSCR in addition to European Uniogidtation (ISA 8 1 (1) p 1
and p 4 in conjunction with 4(1); draft ISA § 7 a8@).

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

ISA (entered into force 05.10.10) § 4 defines tbeps of “international financig!
sanction” as follows:
“ (1) For the purposes of this Act, an internasibfinancial sanction means|a
financial sanction that fully or partially prevergssubject of international financia
sanction from using and disposing of financial ngeam giving thereof to it$
possession, inter alia, it is prohibited or regdc
1) to give loan and credit or pay financial meansamy other similar basis to|a
subject of international financial sanctions;
2) to pay to a subject of international financiahstions any deposits, dividends,
interest income and other similar financial meamscash, including by bills of
exchange, cheques or other methods and meansmepgyalso to transfer, pledge
securities, precious metals and stones or any athdr assets, and give thereof to
use or disposal;
3) to open for a subject of international financiainctions a deposit, payment,
securities or any other account, give for their assafe deposit box or enter into
contracts for provision of such services;
4) to conclude transactions with a subject of imiional financial sanctions with
regard to immovables, registered ships and reg@dterovables or rights;
5) to pledge or otherwise give as a security talgext of international financial
sanctions any financial means and economic ressurce
6) to enter into insurance contracts with a subjéatternational financial sanctions
and make payments on the basis of such contracts;
7) to enter into or continue any business relatiafth a subject of international
financial sanctions.
(2) The provisions of subsection (1) of this sattball also be applied in the event
if an object belongs to the common or joint owngrsif several persons, of whom
at least one is the subject of international fimanganctions.”
Moreover, ISA enable to adopt national measuréspdement UNSCR in addition
to European Union legislation (ISA 8 7 and § 8).

Recommendation o
the MONEYVAL
Report

f Apart from banks, no other financial institutions DNFBP are aware of thg
procedures to be followed in order to implement BSC Resolutions. Thu
Estonian authorities should consider providing cleand practical guidance tg
financial institutions and other entities concemitheir responsibilities under th
freezing regime.

D < n P

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

Minister of Finance Regulation No 10 provides mdearance.
Art 21 (1) ((8)): Rules of Procedure establish ad€oof Conduct for the
performance of the notification obligation and ifmiorming the
management, which must include at least the folign8) the bases and procedures
for obtaining information from international orgaations concerning persons,
groupings and units which participate in terrogsts or concerning other subjects
of international sanctions.

Art 21 (2) ((2)) and ((4)): Code of Conduct for therformance of the notification
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obligation and for informing the management musb gdrovide

directions for: 2) communication with persons whe gubjects of internation:
sanctions;

4) procedures for the implementation of measurespted by internationg

acts or other subjects of international sanctiomduding for freezing and releasir]
of funds.

organizations in respect of persons, groupingsuaniig who participate in terroris

1

—

b

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

New ISA (entered into force 05.10.10) introducasesv category of persons —
“obligated person”. Obligated persons are: 1) drautitutions 2) providers o
currency exchange services, 3) an electronic mansttution, 4) providers o
payment services, 5) providers of services of mdtive means of payment, 6)
insurer and an insurance broker, 7) a managemempaiy and an investment fur
established as a public limited company, 8) accboiders within the meaning ¢
Estonian Central Register of Securities Act, 9)irarestment firm, 10) a saving
and loan association, 11) other financial institatand 11) a branch of a foreig
service provider registered in the Estonian comiakregister providing a servig
specified in clauses 1)-10).

ISA puts special obligations to obligated persaegistrar's and notaries publi
attorneys, bailiffs, trustees in bankruptcy, interirustees in bankruptcy an
providers of other legal services.

An obligated persons, registrar’s and providerseghl services shall pay spec
attention to the activities of a person or custogamticipating in a transaction
official act and to circumstances which refer tosgibility that a person or
customer is a designated person (ISA § 13 (1)2),61¢ (1)) and follows regularl

establish written rules of procedure for the impbatation of financial sanctiory
and obligations stemming from ISA (ISA § 13 (6)).

As obligated persons, registrar's and providerslagfal services have cle
obligations stemming from ISA, they are well awaf¢he obligations to implemer
international financial sanctions. The FIU is swi@ng the implementation g
financial sanctions and givesactical guidance to financial institutions antieot
obligated entities concerning their responsib#itisder the freezing regime.

As a standard every AML/CFT training provided byJRb the obliged entities alg

necessary information regarding the internatioaatfoning regime.
FSA assesses relevant internal procedures in thseof granting the licence.

new information on international financial sancBorObligated persons shall

covers the EU and UNSC freezing regime. Also the Rlebpage contains all
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Recommendation o

f Estonia should introduce clear provisions regardithg procedure for unfreezin

the  MONEYVAL | the funds or other assets of persons or entitiagiartently affected by a freezi
Report mechanism upon verification that the person ortgiiginot a designated person.
Measures reporte| The draft ISA approved by the Government of theuRdip introduces a mechanis

as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

for unfreezing the funds or assets of persons titieninadvertently affected by

person.
According to the draft International Sanctions Aat,person (mainly obligate|
persons — financial and credit institutions) whe haken measures to implems
financial sanctions must always inform the FIU loé imeasures taken (draft ISA
12 (2) and 14 (2)). If the FIU receives such natifion, it has an obligation
verify whether the measures taken are lawful (d&#t § 18 (3)). This includes

freezing mechanism upon verification that the perspentity is not a designate
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obligation to verify whether the person subjectasset freeze is a designated
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person. If the FIU determines that the persondesignated person, it will inforn
the person who submitted the notification. Theelatinust then continue th
measures taken. If the FIU determines that theopeiss not a designated persorn
will inform the person who submitted the notificati The latter must therefo
unfreeze the assets.

FIU has also an obligation to inform the personjextbto asset freeze of th
measures taken and of the possibility to submitipet(draft ISA § 18 (4)).

t

e

According to the draft ISA, a person subject toetdeeze may also request the

FIU to determine whether the measures taken arelldgraft ISA § 19). If the FIU
receives such request, it has an obligation tdywernether the measures taken

lawful (draft ISA § 18 (3)). This includes an oldigpn to verify whether the persqg
subject to asset freeze is a designated perstme FIU determines that the pers|

are
n
on

is not a designated person it will inform the perstho took measures to freeze the
assets. The latter must therefore unfreeze thésasse
In the course of the regular supervision of thelengentation of financial sanctions
the FIU may also make precepts when it determimatsa person whose assets have
been frozen is not a designated person (draft ISA €l) 3)).
(Other) changey Amendments to the Code of Criminal Procedure oezirey property or evidence |n
since  the las| the European Union Member States (Please seenlifkmexes).
evaluation
Measures taken to| In principle, the funds or other assets of persoos designated should not be
implement the | affected by a freezing measure. In practice howetés could happen for example

recommendations
since the adoption
of the first progress
report

to the account holders of a financial institutiarbject to a freezing measure.

described situation Estonia shall apply ISA (emtérgo force 05.10.10) § 12 (2
and 14 (2) — an obligation to inform the Estonidh) lef the freezing measurg
taken; 8§ 18 (3) — upon receiving a notificationtleé freezing measures taken,

FIU has an obligation to determine whether the messare lawful, this includg
an obligation to verify whether to person subjertasset freeze is a designa
person. If the FIU determines that the person isandesignated person, it w
inform the person who submitted the notificatior dhe latter must then unfree
the funds or other assets.

In the course of the regular supervision of thelementation of financial sanctiorn
the FIU may also make precepts when it determimatsa person whose assets h
been frozen is not a designated person (ISA 8§ P3)j1

In conclusion, since the new ISA entered into fdi@®.10.10), Estonia has a cl¢
legal basis regarding the procedure for unfreezhrey funds or other assets

persons or entities inadvertently affected by aZieg mechanism upon verificatiq
that the person or entity is not a designated perso
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(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Special Recommendation VIII (Non profit organisatins)

Rating: Partially compliant

Recommendation of Estonian authorities should review the adequaagelgvant laws and regulations t
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the  MONEYVAL | prevent the abuse of NPOs for financing of termoris
Report

Measures reporte( The legal acts (have been reviewed and changethpgoove the transparency pf
as of 8 Decembe NPO sector. Amendments to Non-Profit Associations (NPAA) were adopted by
2009 to implement Estonjan Parliament on 4 July 2008 and enteredfortte on 10 July 2008. After

Qe dati the end of a financial year, the management bdzalil grepare the annual accounts
thicgg?rfn allon 9 and activity report. According to § 36.1 of NPAAetiannual report of non-profit

associations have to be presented to the coustragwithin six months after th
end of the financial year starting 2009 annual repthe annual reports will b
submitted electronically. The annual report givesyvdetailed information abou
the economic activities. NPO sector has declarsed aivareness of the ngw
regulation.
Entries in the register are public. Everyone has tight to examine the card
register, the annual report and other public fdésion-profit associations and fo
obtain copies of registry cards and of documentthén public files of non-profit
associations.

The annual reports are supervised by the courstexgilf non-profit associatio
fails to submit requisite annual report in timee tbourt register shall issue
warning on deletion from the register to such assion and obligate to submit th
annual report within a specified term which shaldi least six months. If, withi
six months after official publication in, the asgdion has failed to submit th
annual report to the registrar and failed to prewige registrar with justification fa
the reason which hinders the association from sitimgpi the report, and th
creditors of the association have not requestedigb@lation of the company, th
registrar may delete the association from the tegis
Starting 01 January 2009 the fines are much bitjger earlier. According to 8§ 76
of the NPAA § 76 and § 46 of the Code of Civil Rrdare (CCP) very member of
the management board may be punished separatelyfibg in the amount 5 000.
up to 50 000.- Estonian kroons for submission obirect information or failure to
submit the information to the court register. Impoa of fine may be repeated until
the corresponding deficiency is eliminated.
Important amendments to NPAA were adopted by EatorRarliament on 29
January 2009 and entered into force on 01 July 200@ of the objectives of theg
amendments is to improve better management anspi@aency of non-profit sector.
For example according to 8§ 76 an non-profit assiaciashall submit the
telecommunications numbers (telephone number axdhdianber, e-mail address,
etc.) of the undertaking to the registrar and maynst the address of the web-sjte
of the undertaking. Telecommunications numbersl| shlab be indicated in the
annual report which is submitted to the registfarcording to the amendment to| §
26 a person with respect to whom a court has, pantsio the Penal Code, imposed
a prohibition on acting as a member of the manageimmeard of a legal person,|a
person who is prohibited from operating within #zne area of activity as the nan-
profit association, or a person who is prohibited @ct as a member of the
management board on the basis of an Act or a deaition shall not be a member
of the management board. According to amendmergs3tbof NPAA 1/5 members
of the non-profit association may demand that audir controllers who have
examined the annual report, have to be on the gemaeeting and give thejr
explanation about the annual report. The objeatif’¢his amendment is to give
more possibilities to the member of the non-prafgsociation to get mone
information and transparency about the economidvites of the non-profit
association. The obligations of the board members€onomic activities of the
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non-profit association, legal bases for dissolutadnnon-profit associations ar
obligations of the liquidators was clarifiediquidators shall deposit the docume
of a non-profit association with a liquidator or archives or other trustworth
person. If the liquidators do not appoint a depwogitof documents, a court sh
appoint one. The name, personal identificationemistry code and, residence
location of a depositary of documents shall beredtén the register on the petitic
of the liquidators. In the case of a court-appantiepositary, the entry shall
made on the basis of the court judgment. The depgsiof documents i
responsible for the preservation of documents dtitie term prescribed by the la
it means not less than seven years.

All these amendments guarantee the informatiorhénregister more reliable an
transparent, and better supervision over the ecmna@uttivities of non profi
associations.

d
nts
y
all
or
N
he

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The main goal of legislation is to improve the sparency of NPO sector. Sin
January T 2010 the management board of NPO has the obligatosubmit
electronically the annual report to the court reggigogether with informatiol
concerning the principal activity of the accountingar pursuant to th
Classification of Economic Activities within six mths after the end of th

financial year. Submission of information concegnithe principal activity of the

accounting year shall be based on the area ofitgctia which the most workin
hours have been spent or for which the largest atmmiuother resources have be
used during the accounting year. It means that itifermation which is
electronically available is very detailed and giwsoverview of the activities g
NPO.

Please see also the legal provisions providedifst 8° round written progres
report.

The analysis of STRs received from credit and paprimestitutions regarding NPQ
has not indicated to any abuse of the NPOs fonfiima of terrorism.

Recommendation 0

f Estonian authorities should conduct outreach orvule guidance on terroris

the  MONEYVAL | financing to the NPO sector.
Report
Measures reporte| The representative of the Association of Non-Prafisociations is a member of ti

as of 8 Decembe
2009 to implemen
the

Recommendation o

Advisory Committee on Prevention of Money Laundgramd Terrorist Financing.

ne

the report
Measures taken to| According to Art 39 (3) of the MLTFPA FIU issuesvasbry guidelines regardin
implement the | characteristics of terrorist financing which areabnated with the Security Polig

recommendations
since the adoption
of the first progress
report

Board beforehand. FIU has issued an advisory guelelregarding
characteristics of terrorist financing and alsoeoficonduct in case of suspicion
terrorist financing from 2008. FIU guidelines angbfished on the website of FIY
http://www.politsei.ee/et/organisatsioon/rahapeféndid/.

The representative of the Association of Non-Profiganisations is a member
the Advisory Committee on Prevention of Money Laenwlg and Terroris
Financing. The meetings of the Advisory Committee @arganized by Ministry o
Finance and are held at least once a year. Thesisfiscussed on meetings of {
Advisory Committee are addressed to provide saistito problems arising fror
the implementation of MLTFPA or guidelines, also poovide guidance o
preventing money laundering as well terrorist ficiag. Representative of FIU (
FSA is present as a rule depending on agenda ofi¢ie¢ing.

the
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Additional guidance for NPOs and foundations cduddtaken under considerati
in respect to amendments drafted to MLTFPA.

bn

Recommendation o

f Estonian authorities should supervise or monitax PO sector as envisaged

the  MONEYVAL | the Interpretative Note to SR VIII.
Report
Measures reporte| Please see the first answer of SR VIII above.

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Please see also the clarification to SR VIII above.

sector.

In practice Estonian FIU is analysing all infornoatiit receives regarding the NF

0]

Recommendation o
the MONEYVAL
Report

f Mechanisms should be introduced for a prompt sgapininformation among al
relevant competent authorities when there is simpithat a particular NPO i
being exploited for terrorist financing purposes.

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

Board shall cooperate in investigation of transenrdi suspected of terrori
financing through mutual official assistance anathenge of information. Th
Director General of the Security Police Board hpgointed a contact person w
has an equal right to the official of the Financiatelligence Unit to receivs
information of all notices of suspicion of terrdrfgxancing and to make proposa
to request additional information where necessdiye contact person of th
Security Police Board has the right to exerciseestigion specified in the lay
jointly with the Financial Intelligence Unit. In @ctice the FIU and the conta
person of the SPB are working in close cooperation.

According to MLTFPA § 45 the Financial Intelligentait and the Security Polic|

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The information exchange is taking place daily. pdsitive matches are identifig
so far.

Recommendation o
the MONEYVAL
Report

f Estonia should establish special points of contactlistinguished procedures {
respond to international requests for informati@yarding particular NPOs.

Measures reporte
as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

The special point of contact is Estonian FIU.

According to the MLTFPA 8 37. Functions of Finandigelligence Unit

(1) The functions of the Financial Intelligence tJamie:

1) to gather, register, process and analyse infiomeeceived pursuant to §§ 32
and 33 of this Act. In the course thereof, the ificgnce of the information
submitted to the Financial Intelligence Unit foe threvention, identification or
investigation of money laundering, criminal offeacelated thereto and terrorist
financing are assessed,;

[---/

8) organisation of foreign communication and exdeaaf information

The FIU and other police offices have online acdestie Non-profit Association
and Foundations Register, the Citizens Register,—eall the registers required f

identification of legal persons involved in an NPO.

[72)
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(Other) change
since the las
evaluation

Estonian authorities stress that no cases of tetrifimancing or any other offence
connected with terrorism are known to have beenncitted. According to thg
latest risk-review (in 2009) by the Security PolReard the terrorist financing risk
remains low in the NPO sector.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The issue has been addressed in the first 3rd rpuogless report submitted
Moneyval (please see the answer given above).

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

The MLTFPA draft broadens the range of the appboabf the Act. According tg
relevant amendment to Art 3 (1) the Act applieo ats NPOs and foundation
within the meaning of the Non-profit Organizaticasd Foundations Act, if a cag
payment of no less than 15 000 euros or an equaliainin another currency
made to NPO or foundation, regardless of whetherpdyyment is performed in
lump sum or in several related payments.

The amendment was drafted since notable amount StiRwitted to FIU within
two recent years where NPOs were involved.
In brief, as the Act imply preventive purpose, iasvconsidered to apply th
obligations arise from MLTFPA to NPOs and foundasi@s well, in order to mak
a contribution to general preventive impact to bBinthe potentiality of being usq
for the purpose of ML/TF.
According to MLTFPA draft FIU exercises supervisiower the fulfilment of the
requirements arising from MLTFPA to NPOs and fouiutes.

Special Recommendation IX (Cross border transactios)

Rating: Partially compliant

2S

to

5h

%)

a

ne

Recommendation o

f There are no legal provisions ensuring that theseunder the circumstances

the  MONEYVAL | Special Recommendation IX at any time a desigratetpetent authority which

Report authorised to stop or restrain currency or bearegotiable instruments when the
is a suspicion of money laundering or terroris@fiicing.

Measures reporte| Relevant amendments to the Customs Act are envsageake effect in 2010. Th

as of 8 Decembe
2009 to implemen
the

Recommendation o
the report

amendment to paragraph 9 of Customs Act readdlas/éo
In order to carry out customs control or ascentaiavant circumstances and factg
customs has the right to retain cash for 48 houtke following cases:

1) person has infringed the obligation to declaghcset down in Regulation
1889/2005 article 3 or

2) there is a suspicion of money laundering owotEst financing.

According to the above formulation, customs hasritjet to stop cash irrespecti
of the amount (above or below the threshold). As dompetent authority t
proceed the money laundering or terrorist finanaages is FIU, then in cases
suspicion of money laundering customs informs Hiid decision for further actio
is taken by FIU

e

(@)

of

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

irrespective of the amount (above or below thesihoid).

Relevant amendments to the Customs Act entered fortee on 1 May 2010.
According to new regulation of Customs Act custdnas the right to stop cag

The amended Art 9 (3) of Customs Act states a®ua! in order to carry oy
customs control or ascertain relevant circumstaaoesfacts customs has the rig
to retain cash for 48 hours if person has infrintiezl obligation to declare cash §

5h

t
jht
set

down in Regulation 1889/2005 article 3_or thera muspicion of money launderir

19
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or terrorist financing
In practice there have been 3 cases where cashietaredin case suspicion d
money laundering in order to obtain additional infation.

Recommendation o
the MONEYVAL
Report

f There are no legal provisions ensuring that theseunder the circumstances
Special Recommendation IX at any time a designadegpetent authority to seize

cash when there is a suspicion of money laundexirigrrorist financing.

Measures reporte
as of 8 Decembe
2009 to implemen
the
Recommendation o
the report

Relevant amendments to the Customs Act are enddagmke effect in 2010. Th
amendment to paragraph 9 of Customs Act readdlas/o

“In order to carry out customs control or ascertalevant circumstances and facts

customs has the right to retain cash for 48 houtke following cases:

1) person has infringed the obligation to declaghcset down in Regulation
1889/2005 article 3 or

2) there is a suspicion of money laundering oot&st financing.”

According to the above formulation, customs hasritjet to stop cash irrespecti
of the amount (above or below the threshold). As tdompetent authority t
proceed the money laundering or terrorist finanaages is FIU, then in cases
suspicion of money laundering customs informs Hhd decision for further actio
is taken by FIU.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Relevant amendments to the Customs Act entereddrte on 1 May 2010. Please

see the first clarification to SR IX above.

Recommendation of As the disclosure system has been establishediromhyd 2007, there are not y
the  MONEYVAL |comprehensive statistics available. Thus, it is get possible to assess t
Report effectiveness of the system.
Measures reporte
as of 8 _Decembe Cash declarations on border from Il quarter of 2007 to |l quarter of 2009
2009 to implemen Total Number Number
the Number |  Amounts of [Amounts of Amounts
Recommendation o | Quarter of Declared | Export |EXported Import Imported
the report Deplara— (EUR) Deplara— (EUR) Deplara— (EUR)
tions tions tions

2007 111 195 95 733 89 189 95 062 77 6 671 123

2007 IV 245 154 145 51 233 151 687 97 12| 2 457 538

2008 | 189 172 866 00 181 17269358 8 172 413

2008 11 164 71532 16 155 69 832 86 9 1699 301

2008 111 283 130 365 90 277 130 234 85 6 131 051

2008 IV 342 205 674 65 325 20262370 17 3 050 95Y

2009 | 218 207 329 18 204 205 360 29 14 1 968 892

2009 11 134 59 315 95 125 57 721 18 9 1594 766

2009 111 169 24 543 46 163 23 847 44 6 696 023

In 2008 the Estonian Tax and Customs Board (ET@B} & FIU 28 notifications

and during the first 9 months of 2009 the respeativmber was 26 notifications.
As of 9 December 2008 the Order No 20-P of the dbire General of ETCH
established amendments in the procedure for conuation the information to FIU
on suspicions regarding the money laundering. Atiogrto the amendment tfj

O
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officials which disclosed money laundering shdllifi a notification in the interng
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environment, in an electronic format available dme tweb page of FIU;

https://rab.kripo.ee/rabis/appnd subsequently notify by e-mail the centre| of
management of ETCB of communicating a notification FIU. The amended
procedure ensures that the information shall benwonicated directly to FIU
database in good quality and without delay.
Measures taken to Cash declarations on border from IV quarter of 200%o Il quarter of 2011
implement the Total Number Number
recommendations Number | Amounts of (Amounts of Amounts
since the adoption| | Quarter of Declared | Export [ExPorted Import Imported
of the first progress Declara- (EUR) Declarai  (EUR) Declara-{  (EUR)
report tions tions tions
4Q2009 38D 90287410 36§ 8837233 12 1915071
1Q2010 296 77068660 289 7673633l 8 33233
2Q2010 231 65133854 211 58277771 20 6 856 083
3Q2010 278 149573888 237 103233608 41 46340280
4Q2010 304 204473820 253 161371427 51 43102398
1Q2011 403 83033129 37Qq 73982753 33 9 050 376
2Q2011 368 57468956 337 54245243 26 3223718
3Q2011 390 114512348 357 108 393 848 33 6118 500
Estonian Customs is regularly sending the STRsrdaga the suspicious or non-
declarations of cash in Estonian border.
2009 - 3 STR
2010 -4 STR
20119m -6 STR
Moreover, in 2011 Estonian FIU and Customs undé&rtibe joint operation in
Estonian Borders in order to identify possible atans of cash declaration system.
During this operation the Customs sent 8 STR-srdigg cash declarations
(suspicion that the data in declaration was untine2 cases the FIU used its
freezing power in order to identify the real soumed owner of the money.
However, the source of the money was verified aedlU released the assets.
Recommendation of EC regulation No. 1889/2005 and relevant natioregislation do not cover the
the  MONEYVAL | transfer of cash or bearer negotiable instrumergsmMeen Estonia and another EU
Report member state.
Measures reporte( National legislation does not cover the transfetasfh or bearer negotiable
as of 8 Decembe instruments between Estonia and another EU mentditer s
2009 to implemen
the
Recommendation o
the report
Measures taken to| In conformity with EC Regulation 1889/2005, casintcols are exercised at the
implement the | external border of the EU (and not at the intebmaters). According to the Repart
recommendations | from the Commission to the European Parliament tardCouncil (12.08.2018)
since the adoption| EATE recognizes the EU as a supranational jurisgidor the purposes of SR.IX,
of the first progress | ong that physical cross-border transportations wfeocy or bearer negotiable

report

instruments within the borders of the EU are tetesidered domestic.

2L hitp:/leur-lex.europa.eu/LexUriServ/LexUriServ.da2GOM:2010:0429:FIN:EN:PDF
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(Other) changes| The Customs Act enacts that the Minister of Finasball issue secondar

since  the first| |egislation for specifying the procedure for casbcldration, the form of th
progress report | declaration and the code of practice. AccordinthtoCustoms Act the Minister ¢

(e.9. draft laws,| Fingnce Regulation No 24 was adopted on 31 Mard 20id came into force on
draft regulations or May 2010

draft “other

enforceable means”
and other relevant
initiatives

2.4 Specific Questions

Answers from the first progress report

a) please indicate the measures taken to coversakbntial criteria of recommendation_8 (new
technologies and non face-to-face busihess

In order to meet the mentioned comment the cla0sE@32) of the MLTFPA was amended and wor(
as follows:

“The rules of procedure shall:

2) describe transactions of a higher risk levalluding risks related to means of communication,
computer network or other technological developnaert establish the appropriate requirements and
procedure for entering into and monitoring suchgeation;”

According to amendments to Penal Code unlawful afséentity of other person is criminalized no
According to § 157 of Penal Code for an unlawful use of personal daltich can be used fg
identification purposes is punishable by a pecyniamishment or up to 3 years' imprisonment. The
regulation entered into force on 15 November 2009.

Please see also answers provided above for Recosatieam 8 (New technologies and non face-to-f
business), pg 30-33.
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The amendments to relevant Art 30 (3) 2) of MLTFEt#ered into force on 26 December 2009.

b) please indicate the measures that were taken atiogl to supervision of trust and company sery
providers?

ice

Until now case based approach has been appliedsioand company service providers. According &
plan of activities for 2009-2010 FIU will make oitesinspections to those service providers.

—

h

FIU has performed several on-site supervision icispes (please see below). No violations
AML/CFT measures were identified.

of

c) please indicate the supervisory action taken Ky FIU and other supervisorg
How many supervisory visits to the reporting eesitand the action taken pursuant to those visits?

In 2008-2009, the supervision of the preventiomohey laundering and terrorist financing was fodu
primarily on the control of due diligence measuapplied by market participants and on assessme
the effectiveness of relevant internal procedured amanagement information systems. Also,

procedures and practice of establishment of relakips with non-resident customers was consta

se
nt of
the

Antly

monitored. The efficiency of the application of amdments related to the enforcement of the |

new
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MLTFPA was evaluated in almost all credit institurts.

Thorough on-site inspections were carried out i twd? two banks and one investment firm,
order to assess the conformity of internal proceslaf these financial institutions with appliedigtation
and international practices as well as the apjpdinabf due diligence measures in case of clig
registered in low-tax regions. An on-site inspeattaf one credit institution (Estonian subsidiaryap
foreign bank) was carried through in cooperatiothwhe foreign supervisory authority. One perceas

n

eNnts
f
W

issued requiring obligated person to amend itsriale procedures to be compliant with the latest

requirements of the law. In 2009 similar on-sitepections were carried through in two banks (on
them is in the state of issuing the on-site indpaateport) and one branch of foreign b&nk

In addition to that internal procedures of 6 inwesint service provider and 1 credit institution w
assessed in course of general examination of abégéties.

FIU’s supervisory measures 2008-2009:

Sector Off-site On-site MisdemeanourgPrescriptions
control control 2008/2009.9 [2008/2009.9
2008/2009.9 |2008/2009.9

Loans 28/37 2/8 8/8

Leasing o/7

Casinos 50/25 4/0

Money exchang 34/19 14/9 4/3

Real estate 27/2

Pawnbrokers 60/81 29/28 43/1

Payment 8/8 4/4 4/4

intermediaries

Traders 22/11 0/3 8/0

Bankruptcy 84/0

registrars

Bailiffs 47/0

Other lege 0/227

services

Total 131/227 229/190 49/52 71/16

e of

ere

Bar Association Board has passed guidelines oneBuer the 9 2008 on procedural rules to fulfill th

22 The total number of credit institutions in Estomias 6 in 2008. The banking industry is highly caricated;
market share of two major banks is asset-wise é& 65

2 There are 7 banks, 11 branches of foreign bankge-thsurance companies (non-life insurance congsmare
not subject to MLFTPA) 17 fund management compameasvestment firms in Estonia as of 01.09.2009.

82



duties of impeding and forestalling monetary lauirde and financing terrorism. The act
recommendable and law offices are free to use dkatn example to develop their own direct
considering their specifics.

In December 2008 the Bar Association Board cardetsupervision to see whether law offices h
implemented the procedural rules of diligence messto fulfill their duties according to MLTFPA. |
the course of supervision random selection of ldfices were supervised. The selection cove
approximately 9 % of law offices. In the course safpervision 15 law offices over Estonia wg
examined. During supervision one law office out 1& did not have the aforementioned rules
procedure, other 14 law offices did have the ruieprocedure. The law office with shortcomings v
asked to conduct their business in accordance tivéhaw and an additional examination followed
January 2009. During the additional examinatiowats discovered that the law office had implemer
the requested procedural rules. The Bar Associdfioard has pointed out to the members of
association the significance of the subject andnied to implement the aforementioned rules irr {
offices. The Bar Association Board did not discowary violation of MLTFPA or the guideling
implemented on the basis of the act by the menmidifatse association and therefore has not had thd
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to apply punishment to members. Review of the tesflthe supervision has been presented to Fiaknci

Intelligence Unit on April the 142009.

The Chamber of Notaries has passed their own don@ebn I November 2008. Training took pla
after the implementation of the new MLTFPA and dgrihe imposing of guidelines.

Supervision over notaries has been done in theseoaf periodic supervision. No deficiencies w
discovered.

ce

ere

The application of due diligence measures and ffieiemcy of control mechanisms for respecti

internal procedures as well as the compliance pk&alife-insurance companies’, investment firnmsl &

payment service provider's internal procedures ajiblicable legislation and international practiere
assessed during on-site inspections and by specidéveloped questionnaire (“AML/CF
questionnaire”). Another off-site questionnaire Used on assessment of monitoring mechan
imposed on transactions. Also several sample chegte made in order to verify the accuracy
provided information.

FSA supervisory actions 2010-2011

Sector Off-site inspection’ | Action taken On-site inspection
Credit institution 14 in 7 institutions 1 preceptnote 2 in 7 institutions
Branches of foreign 20 in 10 institutions 1 note 9in 10 institutions
credit institution®’

Life-insurance 4 in 4 institutions 1in 4 institutions
companies

Investment firms 1 in 8 institutions
Payment service Inspection is on-going 1in 7 institutions
providers’

Estonian FIU has undertaké#d on-site supervision actions in 2010 to 2011 reigarttust and compan
service providers.

ve

T
sms
of

d) please indicate the coordination and cooperafioocedures between the supervisory agencies?

Government Committee for Coordination of Issuesceoning prevention of Money Laundering

nd

Terrorist Financing (hereinafter: Government Conteel} includes representatives of all AML/CFT

24 Two df-site inspections in the form of questionnaires addmseeall credit institutions and local branches
foreign credit institutions.

% Out of 10 branches offer financial services imzted extent.

% One of the on-site inspections was performed ipperation with home supervisory authority.

#’pPayment service providers are supervised by FSeedimuarter of 2011.
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supervisory bodies. The committee holds regularttimge4 times in a year.

Estonian FIU is co-operating closely with the FiciahSupervision Authority through regular meetings
Police Board (incl FIU), Prosecutor’'s Office andA-8oncluded a Memorandum of Understanding| on
28.09.2009. According to the Art. 2 of the MoU, tperpose of the Memorandum is hindering
exploitation of the financial sector for criminalnposes, also preventing, hindering, disclosing fastl
and professional processing of offences relatedirgies’ circulation and subjects of state finahgia
supervision (incl. money laundering and financifigeororism through financial sector).
The MoU has an Appendix 1 “Agreement between PoBoard and FSA on prevention of money
laundering and financing of terrorism”. AccordirgyArt. 2 of Appendix 1, the purpose of the Agreetnen
is to specify the co-operation between Partieshenprevention of money laundering and financing of
terrorism related to credit and financial instituis subject to state financial supervision of FSA.
Appendix 1 specifies contact persons of Partiesatttepted means of communication, the time lifoits
answering requests. Appendix 1 also enacts thaéieRdmave to co-operate to ensure uniform apptiogt
of AML/CFT legal acts and notify each other of gmpblems or difficulties arising from applicatiof
AML/CFT legal acts or guidelines. According to tAppendix 1, parties have regular meetings on|the
matters of the scope of the Appendix 1 two timesailyear. Ad hoc meetings will be held, when

necessary. The Appendix 1 also sets an obligatidheoParties to present annually to the otheryPart
report on breaches found and punishments applipgpeAdix 1 also sets ground for co-operation of
Parties in the field of international co-operation.

O =

In 2010-2011, the Financial Supervision Authorigichseveral meetings with the representatives @f th
Financial Intelligence Unit and the Prosecutor'di€@f The objective was to coordinate the actisgitie
after the entry into force of legislation that régeas the activities of payment institutions, imthg
setting the conditions for the use of informatiarbmitted by applicants of the payment institution
license as well as other information when perfogmiglevant administrative proceedings.
Representatives of the Financial Supervision Authgparticipated in the work of the government
committee for the prevention of money laundering #errorist financing; they also participated ire th
work of several inter-agency working groups dismg@rimarily on issues related to the implemenotati
of new legislation, including the draft of Interimatal Sanctions Act, the Act amending the Money
Laundering and Terrorist Financing Prevention A ather relevant acts as well as the draft of Reym
Institutions and Electronic Money Institutions Act.
All supervisory authorities (FIU, FSA, Bar Assoaiat, Chamber of Notaries) meet annually at the FIU
where they discuss the supervisory statistics asdlts of previous year and agree on the actiyities
trainings for the upcoming year. Also FIU and FSavé planned joint supervisory activities for thiela
2011 and 2012 year.
Meetings of the Governmental Committee were hetim@s since the first"3round Written Progres|
Report Submitted to MONEYVAL. Meetings of the Adety Committee are usually held once a year
where all representatives of supervisory autharitiee present.

o

[72)

e) please report on measures to ensure updatingnfofmation on ownership and control of ledal
persons?

Measures to ensure updating of information on oshiprand control of legal persons are provided in
Commercial Code:

§ 71. Liability of undertaking
(2) The registrar may, pursuant to the proceduosiged by the Code of Civil Procedure, impose a
fine on an undertaking and any other person redu@esubmit the information to the register whdsféo
submit information provided by law or submits in@mt information to the registrar, regardless| of
whether or not such information is subject to eiririhe register.

§ 35. Notification obligation of administrative agges

The courts, state and local government agencigaries, bailiffs and auditors are required to ryotife
registrar of any incorrect information in the commial register or of any information which has betn
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submitted to the register that they become aware of

Measures to ensure updating of information on oshiiprand control of legal persons are provide(

Commercial Code. Please see the answer above.

d in

f) please report on international cooperation regtijenumbers of received requests and ansy

Vers

provided?
FIU Statistics 2008 2009 2010 2011 9m
Requests Received 204 205 255 192
Requests Sent 107 228 193 102

All the requests sent to Estonian FIU are beingvansd. The average time in the FIU for responsa
foreign inquiry is 12 days. Urgent requests aradpainswered even within 1-2 working days.

Mutual legal assistance:

Applications for

Applications for

mutual legal mutual legal
assistance from | assistance
foreign countries | applied by
Estonia
2008 561 264
2009 534 188
2010 655 247
2011 10m 602 235
Applications for | Applications for
mutual legal mutual legal
assistance from | assistance
foreign countries | applied by
regarding money | Estonia
laundering regarding money
laundering
2005 6 0
2006 5 2
2007 35 4
2008 36 31
2009 34 20
2010 30 13
2011 10m 47 20

Applications for

Applications for

mutual legal mutual legal
assistance from | assistance
foreign countries | applied by
regarding Estonia
terrorism regarding
financing terrorism
financing

85



2005 0 0
2006 3 1
2007 0 0
2008 0 0
2009 0 0
2010 0 0
2011 10m 0 0
Property arrests | Applications for
in money mutual legal
laundering cases | assistance
applied by
Estonia
regarding
terrorism
financing
2008 1 0
2009 0 0
2010 10 0
2011 10m 1 0

In 2008 FIU received 204 foreign enquiries and 467t enquiries. In 2009 the respective figuresldre
and 157. The enquiries sent to Latvia and Russia imcreased considerably.

Mutual legal assistance:

Applications for

Applications for

mutual legal mutual legal
assistance from | assistance
foreign countries | applied by
Estonia
2008 561 264
01.01.2009- 451 171
1.11.2009
Applications for | Applications for
mutual legal mutual legal
assistance from | assistance
foreign countries | applied by
regarding money | Estonia
laundering regarding money
laundering
2005 6 0
2006 5 2
2007 35 4
2008 36 31
01.01.2009- 29 17
1.11.2009

Applications for
mutual legal
assistance from

Applications for
mutual legal
assistance
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foreign countries | applied by
regarding Estonia
terrorism regarding
financing terrorism
financing
2005 0 0
2006 3 1
2007 0 0
2008 0 0
01.01.2009- 0 0
1.11.2009
Property arrests | Applications for
in money mutual legal
laundering cases | assistance
applied by
Estonia
regarding
terrorism
financing
2008 1 0
01.01.2009- 0 0
1.11.2009

Estonia has completed all applications for mutegll assistance, which have been sent to Estorn
years 2007 and 2008. 6 applications during yea®28@ under way. 2 applications for mutual l¢g
assistance applied in 2008 by Estonia to Germaggrding money laundering have not yet bg
answered. 12 applications for mutual legal assigtampplied by Estonia in 2009 regarding mo

ia in
gal
pen
hey

laundering have not yet been answered.

Additional guestions since the first progress repdr

1. Have there been convictions for money launderingince the ' report was adopted in the absenc
of a prior or simultaneous conviction for the predcate offence? If so, please indicate, if you havemn
already done so, how many investigations, prosecatis and convictions there have been since tk
adoption of the 3° round report for 3™ party / autonomous money laundering and what weré are
the predicate offences in these cases?

117

ne

There are convictions (relevant court decisionsaises 1-11-3701 and 1-10-2854) solely for ML ofée
in 2010 and 2011, in these cases there was noat@mvfor predicate offence.

2. Where money laundering is the only offence beingroceeded with, is laundered property covereq
by the Estonian mandatory confiscation regime?

Laundered property is covered by the confiscatemime according to § 83 (Confiscation of objectdu
to commit offence and direct object of offence) éhdB31 (confiscation of assets acquired thro
offence) of the PC and also by extended confiseatgime according to § 832 of the PC.

If there is a conviction also for predicate offenaad the victim of the offence is known, t
reimbursement is made to victim, but that is natdee when convicted solely for ML offence.

According to Art 394 subsection 5 a court may, parg to the provisions of § 83 of PC, ap
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confiscation of an property which was the diregeobof the commission of an offence provided fo
this section (money laundering offence), if a vicbf a predicate offence has not presented a il

and according to subsection 6 of the Art 394 thertcehall impose extended confiscation of assets or

property acquired by the criminal offence pursuarthe provisions of § 832 of PC.

3. Please indicate the supervisory action taken bthe FIU and other supervisors since the first
progress report in respect of credit institutions ad financial institutions. For what breaches of the
MLTFPA have sanctions been issued in respect of a# and financial institutions since the first
progress report and indicate the types and leveld sanctions that have been issued.

In 2010-2011 the FSA performed numhmer-site and off-site inspections on the prevention of money
laundering and terrorist financing in credit ingtions, life insurance companies, an investment énd a
payment service provider. These inspections covdhed assessment of adherence to legislative
requirements. The inspections were primarily aingethcreasing the awareness of supervised entifies
provisions of the MLTFPA and other relevant ledislia, as well as evaluating the efficiency of measu
implemented by financial institutions for the pratien of money laundering and terrorist financing.
One of the aims of the inspections that covénger alia all credit institutions was to map the procedures
that had been implemented in order to identify andnitor unusual and suspicious transactions.
Transactions monitoring measures, which form anoit@mt part of due diligence measures of financial
institutions, allow identifying circumstances iniecits’ economic activities that may indicate money
laundering or terrorist financing. In addition, onfethe objectives in monitoring clients’ transaais is to
identify potential transaction with persons who subjected to international sanctions.

Relevant statistics is reflected on pg 89.

FSA has issued a precept for credit institutiomiteinal procedures not being fully in line with the
requirements of MLTFPA and for breaches of requerts to CDD (identification of beneficial owngrs
and representatives of clients).

FIU supervisory actions

Sector Off-site  |On-site  [Misdemea-Prescrip- [Off-site  [On-site  [Misdemea{Prescrip-
control control nors tions control control nors tions
2008/2009(2008/2009]2008/2009{2008/2002010/2011/2010/2011]2010/2011[20108/2011

Loans 28/48 2/8 8/12 6/3+1° 1/1 0/0

Leasing o/7

Casinos 50/28 4/0 1/2

Money 34/19 14/9 4/3 9/2 4/1 1/0

exchange

Real estate 2714

Pawnbrokers 60/82 29/28 43/2 2/3 0/3 1/0

Payment 8/8 4/4 4/4 6/2 1/2 3/0

intermediarie

Traders 22/13 0/3 8/0 1/2

Bankruptcy 84/0

registrars

Bailiffs 47/0
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Other legal | 0/227° 0/1* 032t | 1292%
services

Total 131/227| 229/210| 49/52 | 71/21 0/32 37/17 6/7 5/0

4. How many notifications have been made since tlagloption of the F' progress report of matches
with names on the UNSCR 1267 list, and what furthesteps have been taken to raise awareness py
financial institutions (other than banks) and DNFBPof their obligations under SR.III?

In 2010 the FIU received in total 2 notificationsdain 2011 5 notifications. However all of them
appeared to be false-positives.

International Sanctioning regime is a standard phthe trainings the FIU is providing to the olgli
entities. Moreover, the FIU is publishing all newdarelevant information on its webpage and also
sending those notifications directly to the finahdnstitutions. There exist special e-mail lists that
purpose (for banks, leasing companies, insurancganies).

5. Please indicate the measures that have been takgince the last progress report in relation to the
supervision of trust and company service providersHave any sanctions been issued in respect |of
them for breaches of the MLTFPA, and, if so, for wiich obligations?

Estonian FIU has undertakdr? on-site supervision actions in 2010 ahdéh 2011 regarding trust and
company service providers. No sanctions have bapnsed.

2.5 Questions related to the Third Directive (2005/60/EC) and the Implementation
Directive (2006/70/EC)*

Implementation / Application of the provisions in the Third Directive and the Implementation

Directive

Please indicate. The MLTFPA entered into force on"28anuary 2008. One of the goals of this act
whether the Third ; : ; ; : . T

S was to harmonize Estonian legislation with the isgments of the '8 EU AML
Directive and the _. . . . .
Implementation Directive and Implementing Directive 2006/70/EC.
Directive have beer
fully implemented / or|
are fully applied and
since when.
Please indicate The measures necessary to comply with the Thirdedliire and the

whether the Third |mplementation Directive have been implemented esitte MLTFPA came into

Directive and  the force on 28 January 2008.
Implementation

Directive have bee
fully implemented /
or are fully applied
and since when.

Beneficial Owner

Please indicaty MLTFPA section 8 (1) is amended and worded as follows:

whether your legal “(1) A beneficial owner is a natural person whdkitg advantage of his or her
definition of | influence, exercises control over a transactiohoa@nother person, and in whase
beneficial owner|

interests or favour or on whose account the trdimsaor act is made.”;
A Section (1) is added to section 8 BMLTFPAIn the following wording:
definition of | .1 - .
e G B @ A beneflual owner is also a natura'l person weammnently owns the shar
the 3% Directive® | OF voting rights of the company or exercises ficahtrol over the management of a

corresponds to th

[
(7]
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(please also provid
the legal text with

your reply)

company in at least one of the following ways:
1) by owning over 25 percent of shares or votimgts through direct or indire¢
shareholding or control, including in the form &dber shares;

2) otherwise exercising control over the managerogatlegal person.”;

—

Please indicatg
whether your lega
definition of
beneficial owner
corresponds to th
definition of
beneficial owner in
the 39 Directive’®
(please also provid
the legal text with

your reply)

P

e

1%}

The legal definitions of beneficial owner in diféeit EU countries have been a
discussed in the CEBS, CESR and CEIOPS Anti Monayndering Task Forc
AMLTF?*, which also conducted a survey on Member Statgs‘aaches. Estonia
definition of B/O was found corresponding to tiéM@rective’s definition.

> D

Risk-Based Approach

Please indicate th
extent to which
financial institutions
have been permitte
to use a risk-base

approach tg
discharging certair
of their AML/CFT
obligations.

This is a general principle in the MLTFPA subsettib4. In compliance witl
MLTFPA subsection 14 (3), an obligated person may useiskebased approac
and with sufficient measures to verify the identifythe beneficial owner in order |

make certain that the obligated person knows wigohtbneficial owner is in th

business relationship or transactidm.the case of fulfilment of this requireme

obligated persons have been given various choices:

1) to what extent to use public data about shareh®ldemembers to that end,;

2) to what extent to ask for the relevant data oralg record the informatio
received in writing;

3) in which cases to ask the customer to fill in gpeesive questionnaire;

4) which other possibilities can be used and are redde in the case of th

respective obligated person.

It must be taken into account that the scope otocoer due diligence, inc.
identification of the beneficial owner is relatedthe risk of money laundering ar

terrorist financing, which depends on the customype, his country of origin
business relationships, the product, service omnstetion. In cases where t
beneficial owners of a legal entity, civil law paetship or other contractual legd
arrangement, e.g. a fund or trust need to be iieohtand thus it is impossible {
identify the beneficial owners it is sufficient tdentify the circle of persons wh
may benefit from the fund or trust. This requiremémes not include identificatio
of individuals within the circle of persons.

Art 14 of MLTFPA establishes the general identificati@yuirement. Subsectig
(1) imposes on all obligated persons the obligatiientify a person or custom
participating in a transaction or official act aslhas the customer’s representat
and the beneficial owner and verify their identifthe obligated person identifig
the aforementioned person on the basis of submitiecliments and verifig
whether the submitted identification informatiorc@rect or not. The requiremer;
for documents used in the course of identificateord verification have bee
provided in 88 23 and 24 of MLTFPA.

If the information used upon identification origiaa from the identified persg
either in the form of oral statements or submitiedttested written documents, {
information must be verified through a reliable andependent sourcdt is a
general provision, which has several derogationMiTFPA, depending on th
area of activity of the obligated person, the smwiprovided and the goods sg
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etc. Derogations are primarily related to the tignof application of due diligenc
measures.
It must be noticed that the requirements of idertifon and verification are equally
applicable to all obligated persons, unless thegigions provided for in MLTFPA
stipulate otherwise.

According to subsection (2), an obligated persorstnfulfil the identification
requirement immediately in the case of entering imt intermediating transactions
on an occasional basis whereby the transaction ani®UEEK 200,000 or more as
soon as the obligated person learns that the issitchias been exceeded.
According to subsection (3), upon application oé dliligence measures obligated
persons may use risk-based approach, except itesimgances provided in law,
which concern primarily the so-called amount-basedification obligation off
obligated person pursuant to subsection 32 (oMLTFPA.
Obligated persons must take all the due diligeneasures specified in subsection
(1) of the section under view, but the scope andngity of application of duge
diligence measures depends on the specific busiekg®onship, customer or party
to a transaction or risk level arising from a tigtoon. Each obligated person
should recognise the risks arising from its adggit— to known and be able o
recognise in practice a situation where the ohkdiggterson might be used as a
channel of money laundering or terrorist financiagd introduce reasonable
measures for prevention or reduction of such rigke measures applied by an
obligated person must take the specifics of tha afeactivity into account. Duge
diligence measures are suitable and have suffideope if they can be used for
identifying transactions aimed at money laundednd terrorist financing or if th
at least contribute to the attainment of the gddle risk-based approach is not
applicable if a customer or a person participaiing transaction or official act has
been entered in the list of persons on whom intemnal sanctions have been
imposed.

If a risk arising from a business relationship,tooger or party to a transaction
low and the conditions provided for in 8 18 of tMLTFPA are present, a
obligated person may apply the due diligence messpursuant to the simplifie
procedure, but may not leave the due diligence ureasinapplied. However, if th
risk level is high, strengthened due diligence ress must be applied |
accordance with 88 19, 21 or 22 of the MLTFPA. Sachapproach ensures
flexible regulation and allows for more rationaleusf the resources of obligated
persons.

D

D

m:mo_35'

Please indicate theAccording to Art 14 (3) of MLTFPA the obligated gen shall apply all CDC
extent to which measures specified in subsection 13 (1) (Art 13eficts the full range of CDD)),
financial institutions| p;t may choose the appropriate scope of applicatiothe CDD measuref
have been permitted yo o qing on the nature of the business relatiprahtransaction or the risk level
to use a risk-basefd SO . .

approach o _of the person or customer participating in thestm:lmn_ or official act. Thus there
discharging certain 1S NO possibility to leave the CDD measure_s_u_n_&ripbut the extent of the CDD
of their AML/CET | measures could be chosen pursuant to specificinskmstance.
obligations. Art 17 of the MLTFPA defines simplified CDD meassir@hich can be applied |f
the criteria in Art 18 of the MLTFPA are met.
Risk-based approach is permitted to financial tastins, however specific rules of
procedure are required to be established whichespond to the type, scope and
complexity of the economic or professional actestiof the obligated person gs
enacted in Art 30 (1) of MLTFPA. The rules of prdoes shall describe
transactions of a lower risk level and establisk #ppropriate requirements and
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procedure for entering into and monitoring suchgeations (Art 30 (3)1).
MLTFPA states the conditions of the application sifmplified due diligence
measures. Minister of Finance Regulation No 11 €"Thiteria of the low risk o
money laundering or terrorist financing in the casfewhich simplified due
diligence measures may be applied” (came into forcel4 April 2008) to which
obligated persons can rely on when implementing Alte18 of MLTFPA with
regard to certain persons or transactions.

Still simplified CDD cannot be applied if the pensor transaction does not invol
a lower risk of money laundering or terrorist ficarg and if there is no rules
procedure established which describe transactibadawer risk level and establig
the appropriate requirements and procedure foriagtato such transactions.

f

=

D

Politically Exposed Persons

Please indicat¢
whether criteria for
identifying PEPs in
accordance with thg
provisions in the
Third Directive and
the Implementatior
Directive® are
provided for in your,
domestic legislation]
(please also provid
the legal text with

your reply).

Criteria for identifying PEPs are provided for istBnian legislation.

8§ 20. Politically exposed person

(1) A politically exposed person is a natural paradio performs or has performg
prominent public functions, also the family membansl close associates of suc
person. A person who, by the date of entry intaadaction, has not performed 4
prominent public functions for at least a year,tloe family members or clos
associates of such a person are not considerdiataibyi exposed persons.

(2) For the purposes of this Act, a person perfagiirominent public functions is
1) a head of state, head of government, ministet deputy or assistant minister;
2) a member of parliament;

3) a justice of a supreme, constitutional or anotloeirt of which the judgments ca
be appealed only in exceptional circumstances;

4) a member of the supervisory board of a staté angditution or the central bank
5) an ambassador, chargé d'affaires and seniceoffif the Defence Forces;

6) a member of a management, supervisory or adiratiie body of a state-owne
company.

(3) The provisions of clauses (2) 1)-5) includeifimss of the European Union ar
other international organisations.

(4) A family member of a person performing prominpuablic functions is:

1) his or her spouse;

2) a partner equal to a spouse under the law gieheon’s country of residence or

person who as of the date of entry into the traimadad shared the househd
with the person for no less than a year;

3) his or her children and their spouses or pastndhin the meaning of clause 2)
4) his or her parent.

(5) A close associate of a person performing premtipublic functions is:

1) a natural person who has a close businessomship with a person performin
prominent public functions or with whom a personfgening prominent publig
functions is the joint beneficial owner of a legatrson or contractual leg
arrangement;

2) a person who as a beneficial owner has full eship of a legal person
contractual legal arrangement, which is known teehizeen set up for the benefit
the person performing prominent public functions.

§ 21. Transactions with politically exposed persohther Member States af
third
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countries

(1) Upon establishment of a business relationshigriry into a transaction g

performance of an official act with a politicallxmosed person of a contracti

state of the European Economic Area or a third tguwr his or her family membg

or close associate, an obligated person shall afhy@yenhanced due diligen

measures provided for in § 19.

(2) In the event specified in subsection (1), aligabted person shall also impleme

the following requirements:

1) apply appropriate risk-based internal procedums making a decision o

establishment of a business relationship or onlasiun of a transaction;

2) the management board of the obligated pers@parson or persons authoris

by the management board shall decide on establishohéusiness relationships;

3) upon establishment of a business relationshipumon the conclusion of

transaction, take appropriate measures for ideatitin of the origin of the mone

or other property used;

4) continuously apply the due diligence measuresifipd in clause 13 (1) 5).

The MER makes the following recommendation to Eston

e The MLTFPA exempts from its definition of politigaéxposed persons su
persons who have not performed any prominent pdibfictions for at least &
year.

» The exemption concerning politically exposed perghat “a person who, by th
date of entry into a transaction, has not perfornaegt prominent public function
for at least a year, or the family members or classociates of such person are
considered a politically exposed person” (8§ 20NIDTFPA) is not in line with the
Methodology and should be removed.

Concerning this recommendation, Estonia has askedpinion from The Europea
Commission DG Internal Market and Services. Thagityr states that:

The glossary to the FATF Recommendations defineth wegard to FATH
Recommendation 6 a “politically exposed person KP& s those “individuals who al

definition does not provide for any time limit wharmperson has ceased to be entru
with a function making it a PEP. In contrast, thedpean Community legislation
more specific in this regard and Atrticle 2 of Dinee 2006/70/EC stipulates that in ca
“a person has ceased to be entrusted with a protpnblic function within the meanin|
of paragraph | of this Article for a period of east one year, institutions and pers
referred to in Article 2(l) of Directive 2005/60/E€ball not be obliged to consider suc
person as politically exposed”. The approach adoptethe EC legislation provides
workable interpretation of the “have been entristaghression in the FATF definitio
of PEPs and also follows international standard&twhave been elaborated by ot}
international standard setters in the AML/CFT #eeg. the Wolfsberg Group).

Nonetheless, when discussing the 3rd round mut@hliaion report on Austria at th
FATF plenary in June 2009, the first draft of tréport contained a similar criticism

plenary was finally convinced that this time-franfeone year is fully in line with th
FATF standards and should not be considered a®ricaming with regard to th
implementation of FATF Recommendation 6. As a cgueece of this development t
recommendation in the MONEYVAL report has loswasue.”

or have been entrusted with prominent public famstiin a foreign country [ ...]". This

the one formulated by MONEYVAL with regard to EstonHowever, the FATEF
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whether criteria for
identifying PEPs in
accordance with the
provisions in the
Third Directive and
the Implementation
Directive™ are
provided for in your,
domestic legislation
(please also provid
the legal text with

1%

1%}

above.

your reply).

“Tipping off”
Please indicat¢ MLTFPA 8 34 establishes the confidentiality requirement pefrsons with 4
whether the notification obligation. According to subsection) @n obligated person, the bo

prohibition is limited
to the transactior
report or also cover
ongoing ML or TF
investigations.

and a member of a directing body and an employes afbligated person who is
legal entity is prohibited to notify a person abautnotification given to thg
Financial Intelligence Unit about the person anduhbprecepts made by th
Financial Intelligence Unit for the purpose of reogy additional information o
initiation of criminal proceedings (i.e. tippingfpfAn obligated person may notif
a person that the Financial Intelligence Unit hestricted the use of the persoi
account or that other restrictions have been impaisethe unit after fulfilment o

the respective precept. A similar requirement cafolind in the MLTFPA in force.

This provision corresponds to Article 28 of Direeti Il and FATF

Recommendation 14. § 61 of the draft Act considE@rsngement of the prohibition

as misdemeanour for which the offender could besmeal with a pecuniary penal
as well as detention.

On the basis of subsection (2) the aforementioniel is applied with regard t
provision of information to third parties, unlesherwise provided in this Act.
Subsection (3) contains derogations, i.e. whes dlliowed to forward informatio
about prevention of money laundering and terr@aiss to third partiesn general it
is allowed to notify only competent authoritie®. ithe Financial Intelligence Uni
There are no such derogations in the act in fobaee to the dominant publi
interest the draft Act contains derogations whimhia compliance with Article 2
of the Directive. The list of persons whom inforfnatmay be given, as set out
the clauses of subsection (3), is exhaustive. Istning taken into account th
exchange of information is not permitted betweeh dligated persons an
according to Recital 33 of Directive Ill, persomi@ta protection legislation must |
taken into account upon disclosure of informatibn.general it is prohibited t
disclose information to third parties without thensent of the data subject.

An obligated person is allowed to disclose infoipratwithin the consolidation

group or financial conglomerate (for the purpose&® 187-188 of the Insurang
Activities Act), provided that the same persons subject to the obligation d
professional secrecy (clause 1). It is stipulatethe draft Act that information m3g
be exchanged only between obligated persons ifnfloemation about the specifi
transaction suspected, with good reason, of mcenaydering or terrorist financin
concerns various obligated persons who operateeisame branch of the econoi
or profession. The prohibition of forwarding infoation is not applicable in th
case where notaries public, attorneys or auditorinahe same legal entity (e.g.
the same law firm) or cooperation network (e.getwork of law firms), which ha
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the same owners, directing bodies and internarcbsystem.
Subsection (4) establishes the imperative rule éixahanged information may be
used solely for the purpose of prevention of moteyndering and terrorist
financing. Exchange of information obtained on ltlasis of subsection (3) for other
purposes is prohibited.
According to subsection (5), the prohibition ofdiisure is not applied if a notary
public, attorney or auditor tries to convince thiert to refrain from illegal acts.
There is no analogous provision in the MLTFPA imcly but there is such |a
provision, for instance, in the Danish Money Lauitg Prevention Act.

MLTFPAS§ 34. Confidentiality obligation of the natifier
(1) An obligated person, a structural unit and antmer of a directing body and an
employee of an obligated person who is a legalgpers prohibited to notify a
person, the beneficial owner or representativehef gerson about a notification
given to the Financial Intelligence Unit about ferson and about precepts made
by the Financial Intelligence Unit or initiation ofiminal proceedings under § 40 jor
41. An obligated person may notify a person thatRmancial Intelligence Unit has
restricted the use of the person’s account or tihéer restrictions have been
imposed after fulfilment of the precept made byFRiancial Intelligence Unit.
(2) The provisions of subsection (1) are also @ubld the providing of information
to third parties, unless otherwise provided in s.

(3) An obligated person may give information tdnad party if:
1) the third party belongs to the same consolidadimup or financial conglomerate
as the obligated person specified in clauses 3LY1and 2) of this Act and the
undertaking is located in a contracting state efElropean Economic Area or third
country where requirements equal to those provideithis Act are in force, state
supervision is exercised over fulfilment thereofl aaquirements equal to those|in
force in Estonia are applied for the purpose ofpkag professional secrets and
protecting personal data;
2) the third party acts in the same legal persostroicture, which has joint ownefrs
or management or internal control system as thigatield person in the profession
of a notary public, attorney or auditor;
3) the information specified in subsection (1) camms the same person and the
same transaction which is related to several otdypersons and the information| is
given by a credit institution, financial institutipnotary public, attorney or auditor
to a person operating in the same branch of theaoy or profession who is
located in a contracting state of the European &ein Area or third country wher
requirements equal to those provided in this Aet iarforce, state supervision |is
exercised over fulfilment thereof and requiremesal to those in force in Estorfia
are applied for the purpose of keeping professiseatets and protecting personal
data.

(4) Information exchanged pursuant to subsectignnfd8y be used only for th
purpose of the prevention of money laundering anatist financing.

(5) The prohibition provided by subsection (1) @t mpplied if a notary publig,
attorney or auditor tries to convince a customeefmin from illegal acts.

D

D

With respect to the
prohibition of
“tipping off” please
indicate whethel
there are

circumstances wher|

MLTFPA 8§ 43 establishes restrictions on use of informathdatifications sent tq
the FIU contain personal data and information dairtg information subject to
business and banking secrecy. The notificationsseng¢ by credit institutions wh
are obligated to maintain the confidentiality ofcirmation subject to banking
secrecy. The cooperation between the FIU and dbliggersons is based on trust.
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the prohibition is
lifted and, if so, the
details of such
circumstances.

Obligated persons must be confident that the inéion given by them to the FIU
is protected and used strictly pursuant to thegutore provided by law. 8 20 of the
MLTFPA in force also imposes on the officials ofetlirlU the obligation tq
maintain the confidentiality of information madedwn to them in the course of
their official duties, including information subjem banking secrecy. Furthermore,
§ 21 of the MLTFPA in force provides that only offils of the Financial
Intelligence Unit shall have access to and thetighprocess the information in the
Financial Intelligence Unit database. Accordingstibsection (1) of the draft Act
the present legal order will remain.
According to subsection (2), in order to preventidentify money laundering qr
terrorist financing or criminal offences relate@rto and in order to facilitate pre-
trial investigation thereof, the Financial Intedligce Unit is required to forward
significant information, including information swgjt to tax and banking secrecy|to
the prosecutor, the investigative body and the teour connection with court
proceedings.
According to subsection (3), information registefiadthe Financial Intelligence
Unit shall only be forwarded to a preliminary intigation authority, the prosecutor
or a court in connection with a court proceedinglmbasis of a written request |of
the preliminary investigation authority, the Pragec’s Office or the court or on
the initiative of the Financial Intelligence Unftthe information is significant for
the prevention, establishment or investigation @ingy laundering or a criminal
offence related thereto. The principles of crimipebcedure are applicable to the
use of information as evidence.

According to subsection (4), the FIU has the right notify the Financia
Supervision Authority of infringement of the reqnmnents established by this Act
by a credit or financial institution. On the otheand, the Financial Supervision
Authority, in accordance with § 49, is obligatednmtify the FIU of suspicion of
money laundering or terrorist financing identifiadon inspection of a subject of
financial supervision. Analogous provisions canfdund in the MLTFPA in force
as well. The FIU and the Financial Supervision Awitly pursue extensiv
cooperation in other issues as well.

Under subsection (5), the FIU shall not in any éyenvide information about the
obligated person who submitted information for thepose of fulfilment of the
notification obligation or the members of the dineg body or employees of the
person. The FIU, incl. the contact person appoittedhe Security Police Board
shall ensure full confidentiality of the aforememid persons. Otherwise the HIU
would lose its trustworthiness in the eyes of thigated persons. Under Article 27
of Directive Ill, Member States shall take all apmiate measures in order [to
protect employees of the institutions or obligapetsons from being exposed |to
threats or hostile action.

MLTFPA 8§ 43. Restrictions on the use of information
(1) Only the officials of the Financial IntelligemdJnit shall have access to and the
right to process the information in the Financrdklligence Unit database.
(2) In order to prevent or identify money laundgrior terrorist financing of
criminal offences related thereto and in order doilitate pre-trial investigation
thereof, the Financial Intelligence Unit is obligat to forward significant
information, including information subject to taxncdh banking secrecy to the
prosecutor, the investigative body and the court.
(3) Information registered in the Financial Intgince Unit shall only be forwarded
to the authority engaged in the pre-trial procedtine prosecutor or a court jn
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connection with criminal proceedings on the badisaowritten request of th
preliminary investigation authority, the Prosecigddffice or the court or on th
initiative of the Financial Intelligence Unit if ¢hinformation is significant for th
prevention, establishment or investigation of mofeyndering, terrorist financin
or a criminal offence related thereto.

(4) The Financial Intelligence Unit may notify tRéhancial Supervision Authorit

institution.

performing the notification obligation or a membmr employee of the directin
body of the obligated person.

gathered by the Financial Intelligence Unit sha#f bstablished by
regulation of the Minister of the Interior.

of infringement of the requirements establishedhiy Act by a credit or financis

(5) The Financial Intelligence Unit shall not dise¢ personal data of the pers

(6) The procedure for the registration and processif the informatiorn

D

Q1

|—

on

Please
whether the|
prohibition is limited
to the transactior

report or also covers

ongoing ML or TF
investigations.

indicat¢ Financial institutions are prohibited by law fronsaosing the fact that a STR

related information is being reported or providedHte FIU.
According to Art 34 of MLTFPA an obligated persomduding financial

obligated person who is a legal entity is prohibite notify a person about

precepts maddy the Financial Intelligence Unit for the purposg receiving
additional informationor initiation of criminal proceeding§.e. tipping off). Thug
the prohibition is effective to the transactionogpand also covers ongoing ML/T|
investigations. The prohibition is also appliedthe providing of information tg
third parties, unless otherwise provided in MLTFRAease see the comments
next column).

Unlawful notification of the information submittéd FIU is punishable by a fine
to 300 fine units or detention, if committed byegdl person, is punishable by a fi
up to 32 000 euros.

institutions), the body and a member of a directiogly and an employee of an

notification given to the Financial Intelligence Unit about therson and aboy

Dr

a
It

With respect to the
prohibition of
“tipping off” please
indicate whethe
there are
circumstances wherg
the prohibition is
lifted and, if so, the
details of  such
circumstances.

> According to Art 43 of MLTFPA FIU is required to rfeard significant
information, including information subject to taxndh banking secrecy to th
prosecutor, the investigative body and the courtsconnection with coun
proceedings.

Information registered in FIU shall only be forwaddto the authority engaged
Pthe pre-trial procedure, the prosecutor or a camriconnection with crimina
proceedings on the basis of a written request ef gheliminary investigatiof
authority, the Prosecutor's Office or the courtoor the initiative of FIU if the
information is significant for the prevention, ddtshment or investigation @
money laundering, terrorist financing or a crimionéfence related thereto.
FIU may notify the FSA of infringement of the remments established |
MLTFPA by a credit or financial institution.
As stated in Art 34 (1) of MLTFPA an obligated pmwsnay notify a person that th
FIU has restricted the use of the person’s accourthat other restrictions hay
been imposed after fulfilment of the precept magé .

1) the third party belongs to the same consolidagimup or financial conglomera;
as the obligated person specified in clauses 3(Ignd 2) of MLTFPA and th
undertaking is located in a contracting state effaropean Economic Area or thi
country where requirements equal to those providedLTFPA are in force, stat

supervision is exercised over fulfilment thereofl aaquirements equal to those

According to Art 34 (3) an obligated person mayeginvformation to a third party if}

in

y

e
e

e
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force in Estonia are applied for the purpose ofpkag professional secrets a
protecting personal data;
2) the third party acts in the same legal persostroicture, which has joint owne

same transaction which is related to several otdijpersons and the information
given by a credit institution, financial institutipnotary public, attorney or audit
to a person operating in the same branch of theauy or profession who i
located in a contracting state of the European &icin Area or third country wher
requirements equal to those provided in MLTFPA iaréorce, state supervision

exercised over fulfilment thereof and requiremeasal to those in force in Eston
are applied for the purpose of keeping professisnatets and protecting perso
data.

(4) Information exchanged pursuant to subsectignn{d8y be used only for th
purpose of the prevention of money laundering anatist financing.

“Corporate liability”

Please indicaté
whether  corporate
liability can be

applied where ar
infringement is
committed for the
benefit of that lega
person by a perso
who occupies &
leading position
within legal
person.

that

The corporate liability can be applied in specificses if it is provided in speci
part in the Penal Code, for example money laundeztin.

8 14 in Penal Code. Liability of legal persons
Q) In the cases provided by law, a legal persati &le held responsible for 3
act which is committed by a body, member of a badgenior official or competer
representative thereof in the interest of the Ipgason

Can corporate
liability be applied
where the
infringement is
committed for the
benefit of that legal
person as a result ¢
lack of supervision
or control by person

The corporate liability can be applied if the inffement is committed as a result
lack of supervision or control by persons who ogcapleading position and th
does not exclude it.

As an act committed by any competent representative legal person (agent
employee) for the benefit of the legal person maymbputed to the legal person,
is implied that every legal person has the intetestnsure that no representat
thereof would commit offences for its benefit. Legofficials of a legal perso
have therefore a duty to supervise the activitiethe representatives of the leg

who occupy & Pperson according to the organisational culturegndances of the legal person.
leading position| We also inform that in 2009-2010 an analysis isndpetarried out concernin
within  that legal| corporate liability and further amendments of ti& Btrengthening the principles
person. corporate liability, are possible.

Please indicat¢ Corporate liability is applied in cases provided thg special part of the Per
whether  corporate Code, for example money laundering, fraud, ternorimancing, corruption, crime
liability — can  be| re|ated to drugs etc.

applied where ar
infringement is
committed for the
benefit of that legal
person by a perso
who occupies 3

The Art 14 of the Penal Code covers an infringencemtmitted for the benefit g
person.

n
, 8 14 in Penal Code. Liability of legal persons

that legal person by a person who occupies a lgagosition within that legal

hd

rs

or management or internal control system as thigatield person in the profession
of a notary public, attorney or auditor;
3) the information specified in subsection (1) @mns the same person and the
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leading position|

(1) In the cases provided by law, a legal person &tealield responsible for 4
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act which is committed by a body, member of a bodgenior official or
competent representative thereof in the interetiefegal person.

The corporate liability can be applied if the inffement is committed as a result
lack of supervision or control by persons who ogcapleading position and th
does not exclude it.

As an act committed by any competent representativee legal person (agent

employee) for the benefit of the legal person mayrbputed to the legal person,
is implied that every legal person has the intetestnsure that no representat
thereof would commit offences for its benefit. Lemdofficials of a legal perso
have therefore a duty to supervise the activitiethe representatives of the leg
person according to the organisational culturegudance’s of the legal person.

of

Dr
it
ve

al

within  that legal
person.
Can corporate

liability be applied

where the
infringement is
committed for the

benefit of that lega
person as a result ¢
lack of supervision
or control by person

Regarding corporate liability a draft amendmentthe Penal Code has be
prepared. It includes a proposal to apply the aatediability also to the public lay
entities (excluding only the state, local municified and intergovernment
organisations); to define the concepts of ,senidficial® and ,authorised
representative”, and to specify that a legal personot liable for acts committed
fthe interest of the legal person by its authorigguiesentative, if the commission
the act was unavoidable for the legal person. Ahaaised representative will 4
s specified as a person who is authorised to adtenirtterests if a legal person, K

Id
e

who occupy a not a senior official or a member of an organ tber&he amendments shou
leading position| enable the authorities to prosecute more effegtivéences being committed in t
within  that legal| interest of a legal person by its employees, remtasives and other agents.
person.

DNFBPs
Please specify According to the effective act, the provisionstod MLTFPA are applied to perso
whether the|

obligations apply to
all natural and lega
persons trading in a
goods where
payments are mad
in cash in an amour
of € 15 000 or over.

who act as sellers and intermediaries in transatiavolving precious metals
precious stones/jewellery products, works of actigalue or other valuable good
Enabling large cash transactions has repeatedly semething that can be eas
taken advantage of for the purpose of money laumgleand terrorism. Sellers ¢
precious metals, sellers of works of art and aueios belong to a risk group a
have been specified separately in clause 18 opb@mble of the directive and tl

their economic or professional activities, e.g. lelsaof cars and other mot
vehicles and auctioneers, if a cash payment oése than EEK 200,000 is made|
them, are within the scope of application of thé. Ate draft Act provides that th
Act is applicable to a trader who receives a caghment of EEK 200,000 or mor
In concordance with clause 1 of section 2 of thadirrg Act, “trader” means
person or body which, within the framework of theomomic or professiona
activities thereof, offers for sale and sells goodsffers and provides service
Given the wide scope of the definition traders haoebeen specified separately
single groups of goods in the new MLTFPA. Thus, ¢hbject can be a trader w
receives the respective amount in cash starting fifte receipt of the respecti

According to the effective act, an undertaking isliged to take preventiv
measures if, upon entry into transactions, the takieg accepts, intermediates

200,000. According to the draft Act, the Act is bgxb regardless of the manner

performance of a monetary obligation with regardattrader if EEK 200,000 g

9¢

FATF Recommendations. Therefore all traders wheptctarge cash payments |i

amount. In comparison with the act in force theftdéect changes the limits.

pays over EEK 100,000 in cash and, in the cas@wfcash settlements, over EE

(2]

by
no
e

or

K
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more or an equal amount in another currency is fmattie trader in the course of

transaction in its economic or professional agasit

Please
whether

obligations apply to

specify
the|

All traders who accept large cash payments in tleewnomic or professiong
activities, if a cash payment of no less than 16 &ros is made to them, are with

N

=

n

I L and legal the scope of application of the MLTFPA.
gergg:]ljsr?raginng i?]g§| Amendments are drafted to MLTFPA according to whitie obligations ir
goods where MLTFPA apply topersons dealing with wholesale purchase and sajgemiious
payments are madeStones and metal. Hence, the obligations are tedteinstated explicitly in the Act.
in cash in an amourit The Trading Act defines trader as person or bodichyhwithin the framework of
of € 15 000 or over. | the economic or professional activities thereofersf for sale and sells goods
offers and provides services. Despite of the wizips of the definition of trader in
the Trading Act the activity of wholesale purchaseprecious metals and stones
was found not covered in practice. It was foundeeial to cover the activities
concerning precious metals and stones in all aspect

2.6 Statistics

2.6.1 Moneylaundering and financing of terrorism cases

A. Statistics provided in the first progress report

2005
Investigations Prosecutions Conylctlons Proceeds frozen | Proceeds seized Pro_ceeds
(final) confiscated
amount amount amount
cases | persons cases persons cases persons cases (in EUR) cases (in EUR) cases (in EUR)
I\Ifl 15 NA NA NA NA NA 13 NA NA NA NA NA
FT 0 0 0 0 0 0 0 0 0 0 0 0
2006
Investigations Prosecutions Conylctlons Proceeds frozen | Proceeds seized Pro_ceeds
(final) confiscated
cases persons cases persons cases persons cases (?r:nlgﬂg) cases (?:]gtljg) cases (?:]EBI;;)
l\lfl 19 NA NA 46 NA NA NA NA NA
FT 0 0 0 0 0 0 0 0 0 0 0 0
2007
Investigations Prosecutions CO”Y'C“O”S Proceeds frozen| Proceeds seized Pro.ceeds
(final) confiscated
cases persons cases persons cases persons cases (?r?’]gﬂg) cases (??gﬂg) cases (?:]gﬂg)
I\Ijl 16 NA 11 48 NA NA NA 111430
FT 0 0 0 0 0 0 0 0 0 0 0
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2008

Investigations Prosecutions CO”Y'Ct'onS Proceeds frozen| Proceeds seized Pro_ceeds
(final) confiscated
amount amount amount
cases persons cases persons cases persons cases (in EUR) cases (in EUR) cases (in EUR)
Mol e | Na | 13 | 22 NA | NA [ NA | NA 0
FT 0 0 0 0 0 0 0 0 0

B. Statistics since the adoption of the first proggss report

Please complete, to the fullest extent possible,etHollowing tables since the adoption of the first

progress report

2009
Investigations Prosecutions Cony|ct|ons Proceeds frozen| Proceeds seized Prqceeds
(final) confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases (in cases (in cases (in
EUR) EUR) EUR)
ML 63 NA 31 84 10 11 NA NA 10| 353758 6 140 396
FT 0 0 0 0 0 0 0 0 0 0 0 0
2010
Investigations Prosecutions Conylcnons Proceeds frozen| Proceeds seized Prqceeds
(final) confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases (in cases (in cases (in
EUR) EUR) EUR)
ML 54 81 34 152 17 59 NA NA 2 24 5238 24 464 660
FT 0 0 0 0 0 0 0 0 0 0 0 0
10 months 2011
S . Convictions Proceeds ' Proceeds
Investigations Prosecutions 3 Proceeds seized .
(final) frozen confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases| (in cases (in cases (in
EUR) EUR) EUR)
ML 55 55 11 68 10 40 NA NA | yearly | yearly | yearly| yearly
FT 0 0 0 0 0 0 0 0 0 0 0 0
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2.6.2 STR/CTRs

A. Statistics provided in the first progress repot

2005.

Statistical Information on reports received by theFIU

Judicial proceedings

Trans-actions suspicious | €8ses notifications to
Monitoring entities, e.g. above pici opened | law enforcement/ | indictments | convictions
transactions
thres-hold by FIU prosecutors
ML FT | ML/TF ML/TE |FT | ML | FT | ML | FT
commercial banks Na 1213 | Na
insurance companies Na 0 Na
Notaries Na 10 Na
Currency exchange Na 15 Na
broker companies Na 0 Na
securities' registrars Na 0 Na
lawyers Na 2 Na
accountants/auditors Na 0 Na
company service providers Na 0 Na | 1697 | Na 64 3 Na 3 Na
others (please specify)
.. financial institutions Na 3 Na
.. providers of cash transfer services Na 111 | Na
.. organisers of gambling and lotteries Na 36 Na
... Persons who carry out or act as intermediari¢saimsactions with real esta Na 1 Na
. others (foreign FIUs, Estonian FIU,
Mlnlstnes Police, other government agencies, Na 306 | Na
others)
Total 1697




2006.

Statistical Information on reports received by theFIU Judicial proceedings
Transact-tiong Sl S cases notifications to
Monitoring entities, e.g. above picic opened law enforcement] indictments | convictions
transactions
threshold by FIU prosecutors
ML FT ML FT | ML/TF ML FT | ML | FT
commercial banks Na 1589 Na
insurance companies Na 0 Na
Notaries Na 47 Na
Currency exchange Na 32 Na
broker companies Na 0 Na
securities' registrars Na 0 Na
lawyers Na 2 Na
accountants/auditors Na 0 Na
company service providers Na 0 Na 2601 Na 111 Na 7 Na 7 Na
others (please specify)
.. financial institutions Na 90 Na
.. providers of cash transfer services Na 419 Na
.. organisers of gambling and lotteries Na 90 Na
... intermediaries of high-value goods Na 3 Na
. others (foreign FIUs, Estonian FIU,
Mlnlstrles Police, other government agenc Na 329 Na
others)
Total 2601
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2007.

Statistical Information on reports received by theFIU

Judicial proceedings

notifications to

trans-actions S cases law
Monitoring entities, e.g. above pici opened indictments | convictions
transactions enforcement/
thres-hold by FIU
prosecutors
ML FT ML FT ML/TF ML FT ML FT

commercial banks Na 2208 Na
insurance companies Na 0 Na
Notaries Na 96 Na
Currency exchange Na 217 Na
broker companies Na 0 Na
securities' registrars Na 0 Na
Lawyers Na 6 Na
accountants/auditors Na 1 Na
company service providers Na 0 Na
others (please specify) 5272 Na | 182 | 0 | 1 | Na | 1 | Na
... financial institutions Na 99 Na
... providers of cash transfer services Na 1528 Na
... organisers of gambling and lotteries Na 567 Na
... persons who carry out or act as
intermediaries in transactions Na 1 Na
with real estate
... intermediaries of high-value goods Na 109 Na
... others (foreign FIUs, Estonian FIU,
Ministries, Police, other government Na 440 Na
agencies, others)
Total 5272
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2008

Statistical Information on reports received by theFIU

Judicial proceedings

reports about cases notifications to
suspicious opened law enforcement indictments convictions
o reports about | transactions by FIU prosecutors
Monitoring trans-actions ML T ML T
entities, e.g. above ) ) 75 7
thres-hold ML FT ML FT ML FT 8/ 5|18 5|3 5|25
0 (2] 0 ] 0 7] 7))
5 g[S 8|8 g[8 g
Commercial Banks 33 3021 7
Insurance Companies 0 2 0
Notaries 170 53 0
Currency Exchange 6563 36 5
Broker Companies 0 1 0
Securities' Registrars 0 0 0
Lawyers 0 6 0
Accountants/Auditors 3 3 0
Company Service Providers 0 0 0
Others 1432 0 156 0 0 Na 0 Na 0 Na 0 Na
... postal offices 0 531 1599
... financial institutions 781 258 0
(excl. currency exchange)
... other private companies 454 65 0
... other professionals
(bailiffs, other legal advisors, 1 3 0
trustees)
...other (foreign FIUs, Estonian FIU,
Ministries, Police, other government 10 256 0
agencies, others)
Total 8015 4235 1611
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B. Statistics since the adoption of the first progess report
Please complete, to the fullest extent possible gtiiollowing tables since the adoption of the firgprogress report

2009
Statistical Information on reports received by theFIU Judicial proceedings
notifications
reports about cases to law A -
. — opened by FIU indictments convictions
Monitoring suspicious transactiong enforcement
entities, e.g. reports apout prosecutors
trans-actions
above ML FT ML FT
thres-hold @ @ @ @
ML FT ML FT CIR®| ML | FT | 3[S5|3|5|23|5]|3]|5
gleje|olg|l 2]l & 2
s{glofgloe|lgle|g
Commercial Banks 10 2557 26 1319 690 5068| 39 ol 2 *4ofof| 2|4] o] O
Insurance Companies 1 0 0
Notaries 118 49 1
Currency Exchange 9448 25 23
Broker Companies 1 0 0
Securities' Registrars 0 3 0
Lawyers 0 4 0
Accountants/Auditors 16 3 0
Company Service Providers 0 0 0
Others (please specify
and if necessary add
further rows)
money remittance 1 0 0
loan providers 0 1128 0
leasing providers 3 31 0




payment services provider 636 711 1366
non-cash payment services providerg 0 1 0
traders 118 5 0
real estate agents 0 1 0
organizers of gambling 330 2 0
bailiffs 1 0 0
trustees in bankruptcy 0 4 0
state agencies 11 158 0
foreign authorities 0 139 0
other 42 26 0
Total 10736 4847 1416
2010
Statistical Information on reports received by theFIU Judicial proceedings
notifications to
reports about cases
reports . law - -
suspicious opened indictments convictions
about . enforcement/
- trans- transactions by FIU prosecutors
Monitoring B —
entities, e.g. ML FT ML FT
above o 2 5 5 5
thres- | ML FT ML FT | CTR | ML FT |ao| 5| o| §| ¢| &§| @ §
hold a1l 21 2] 2| & 2| & 2
Sl g|le|gle|gl°|s
Commercial Banks 46 2621 8 1604 509 4439 55 0 1 NaO Nal] O 0 0 0
Insurance Companies 0 1
Notaries 93 58 1
Currency Exchange 3463 176 45
Broker Companies 0 0 0




Securities' Registrars 0 0 0
Lawyers 0 5 0
Accountants/Auditors 11 0 0
Company Service Providers 0 0 0

Others (please specify

and if necessary add

further rows)

money remittance 7 4 16
loan providers 0 29 0
payment services provider 465p 79P 930
non-cash payment services
providers 0 2 0
traders 128
real estate agents 1
organizers of gambling 195 5 0
bailiffs 2 1 0
trustees in bankruptcy 4 5
state agencies 7 123
foreign authorities 0 181 0
other 10 22 0
Total 8622 4033 1000
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30.09.2011

Statistical Information on reports received by theFIU

Judicial proceedings

reports about cases notifications to
reports - law o _
about suspicious opened enforcement/ indictments convictions
P trans- transactions by FIU prosecutors
entities, e.g. LT ML FT
above o @ 5 5 5
thres- | ML FT ML FT | CTR | ML FT (2| §| of §| of §| o &
hold gl 2l 8| 2| 8| 2| 8| 3
sl glelg|e|gle]s
Commercial Banks 22 199( 10| 1604 | 509 [ 4439 55 0 0 0(f0]0f0
Insurance Companies 2 9 0
Notaries 56 21 0
Currency Exchange 3984 357 59
Broker Companies 0 0 0
Securities' Registrars 0 0
Lawyers 0 3 0
Accountants/Auditors 23 0 0
Company Service Providers 0 0 0
Others (please specify
and if necessary add
further rows)
money remittance 5 182 10
loan providers 0 1 0
payment services provider 162 92 871
leasing providers 0 2 0




non-cash payment services

providers 0 0 0
traders 137 6 0
real estate agents 0

organizers of gambling 353 2 0
bailiffs 1 1 0
trustees in bankruptcy 4

state agencies 153 0
foreign authorities 0 179 0
other 8 28 0
Total 6223 | 3865 950

2.6.3 AML/CFT Sanctions imposed by supervisory autbrities

Please complete a table (as beneath) for admitivgtisanctions imposed for AML/CFT infringementsr@spect of each type of supervised entity
in the financial sector (eg, one table for banke for insurance, etc). If possible, please aislicate the types of AML/CFT infringements for
which sanctions were imposed in text beneath thlegdn your reply.

If similar information is available in respect affervised DNFBP, could you please provide an autthtitable (or tables) covering administrative
sanctions on DNFBP, also with information as to tyyges of AML/CFT infringements for which sanctiomgre imposed in text beneath the

tables in your reply.

Please adapt the tables, as necessary, also tat@@iny criminal sanctions imposed on the initeatif supervisory authorities and for what types

of infringement.
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Administrative Sanctions

2004 2005 2006 2007 2008 2009 2010 2011
for for
compar | compar
ison ison
Number of AML/CFT violations
identified by the supervisor
Type of measure/sanction*
Written warnings| 2 1 1 1
Preceptq 0 0 2 1 1 0 1 0
Notes® 1 1 1 1
Fines 2 3 3 48 52 11 7
Removal of manager/complian¢e
officer
Resigning of compliancg 1 2 1 1+§
officer/contact person in result pf
(other) supervisory activities
Withdrawal of licensegince 2010 2 1
only)
Other** (sent for criminal 2 1 3 1+3
investigation
Total amount of fines 5200| 10 400 5600( 1 568 400 489 34( 526620 301 22

Number of sanctions taken to the
court (where applicable)

Number of final court order

Average time for finalising a cou

order

* Please amend the types of sanction as necesstargover sanctions available within your jurisdi¢ion

** Please specify
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3 Appendices

3.1 APPENDIX I - Recommended Action Plan to Improve the AML / CFT System

AML/CFT System

Recommended Action (listed in order of priority)

1. General

2. Legal System and Related
Institutional Measures

2.1 Criminalization of Money
Laundering (R.1 & 2)

It should be made clear in the law or by way f gnick and
training that the prosecution of money launderimgs not
require a prior or simultaneous conviction for firedicate
offence.

Estonia should introduce the full concept of corespi for
the money laundering offence.

2.2 Criminalization of Terrorist
Financing (SR.II)

It is recommended to amend the legal text crimgiadi
terrorist acts and the provision criminalising ¢eist
financing in a way that they would be broad andaited
enough to cover, besides the financing of terrg
organisations, also all terrorist acts as requivgdhe UN
Conventions and the financing of individual terstsi These
provisions should also:

— clearly cover the various elements required by ISRl
particular the collection of funds by any meansediy
or indirectly, and their use in full or in part feerrorist
financing purposes;

- clarify that it is not necessary that funds weréualty
used to carry out terrorist acts or be linked tgpacific
terrorist act.

2.3 Confiscation, freezing and
seizing of proceeds of crime (R.3

Laundered property, where money laundering is thly
offence being proceeded with, should be coveredHhay
Estonian mandatory confiscation regime;
Confiscation of instrumentalities used or intentete useg
should be mandatory and apply for all the desigh
offences;

instrumentalities used or intended to be used im
commission of a crime should be subject to v4
confiscation;

Estonia should introduce specific legislation contey the
rights of bona fide third parties in case of setzarders (sq
far Estonia has to rely on general principles of)la

2.4 Freezing of funds used for
terrorist financing (SR.111)

Estonia should implement a national mechanism i@
effect to requests for freezing assets and desigrsafrom
other jurisdictions and to enable freezing funds Eif
internals (citizens and residents).

A national de-listing process should be establiskgegart of
these measures.
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The definition of “funds” (as taken from the H
Regulations) does not explicitly cover funds owrdicectly
or indirectly’ by designated persons or those ailetd
directly or indirectly by designated persons; thii®uld be
amended and be brought in compliance with

requirements of UNSCR 1267 and UNSCR 1373.

Apart from banks, no other financial institutionsNFBP
are aware of the procedures to be followed in orte|
implement the UNSC Resolutions. Thus, Estorn
authorities should consider providing clear andcfical

guidance to financial institutions and other eesfi

concerning their responsibilities under the fregziggime.
Estonia should introduce clear provisions regardihg
procedure for unfreezing the funds or other assfeersons
or entities inadvertently affected by a freezingchanism
upon verification that the person or entity is aatesignate(
person.

U
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2.5 The Financial Intelligence Un
and its functions (R.26)

—

Though the rating for Recommendation 26 is complifi
has to be noted that the only concern which hasliséract
potential to become a problem for the FIU is thatoes not
have its own budget. Though this does not appedreta
problem at present, a separate budget would chrt
strengthen its independence.

ain

2.6 Law enforcement, prosecutio
and other competent authorities
(R.27 & 28)

No recommended action.

2.7 Cross Border Declaration &
Disclosure

Estonia should establish an effective regime tq sto
restrain currency or bearer negotiable instrumemiten
there is a suspicion of money laundering or testg
financing at the border (criterion IX.3 a).

There are no provisions authorising Customs toeseash
simply in the case of a suspicion of money laundgtr
terrorist financing. In such a situation Customsldceither
inform the FIU which could immediately issue a mgfcthat
the money has to be frozen or Customs could iaif
criminal proceedings and inform prosecutors toagebrder
from the investigative judge to seize the cash. Miheomes
to nighttimes, weekends and public holidays, tlysteam is
not fully operational. Estonia should establish edfective
system which allows that there is at any time thssibility
to seize cash when there is a suspicion of moneykering
or terrorist financing (in the evaluators view thesiest way
to do so would be to authorise Customs to seizk itathe
case of a suspicion of money laundering or terrg
financing).

EC Regulation No. 1889/2005 and relevant natig
legislation do not cover the transfer of cash oarbe
negotiable instruments between Estonia and andtéf
member state.
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3. Preventive Measures —
Financial Institutions

3.1 Risk of money laundering or
terrorist financing

3.2 Customer due diligence,
including enhanced or reduced
measures (R.5 to 8)

The obliged entities are allowed to rely on CI
information receivedinter alia from a credit institutior
who has been registered or whose place of busiséssa
contracting state of the European Economic Area itnird
country where requirements equal to those providate
MLTFPA are in force. In the absence of further guice
on this issue, Estonian authorities should at |ésstie
guidance regarding the question of which count
satisfactorily fulfil these requirements.

Concerning beneficial ownership, the law leaves e
discretion in interpretation whether it also covierstances
when a natural person acts for another naturalope
Estonian authorities should make it clear in the that
beneficial ownership does not only refer to thetfiratural
person in the chain but that it (also) covers retpersong
who ultimately control other natural persons.
Concerning criterion 5.6, § 13 (1) 4) MLTFPA re@s
“acquisition of information about a business relasbip
and the purpose of a transactiorrhis provision could
only indirectly be sanctioned (that failure to alvgethese
requirements indicate a failure of the institut®mternal
controls). Estonia should introduce a direct samirtig
regime for this provision.

The Estonian approach to addregsgh risk of money
laundering or terrorist financingsets the level to appl
enhanced CDD to a higher level thdmgher risK in terms
of the Methodology. While “high risk” is at the ugpend
of a level of risk, “higher risk” refers only to situation
more risky than average. Furthermore, in the caiegof
8§ 19 MLTFPA non-resident customers and private lran
do not appear as higher risk situations which woetglire
enhanced CDD measures. Estonia should changerthg
of “high risk” to “higher risk” and consider addingon-
resident customers and private banking to the o&teg
which require enhanced CDD measures. Furthermbes
authorities should provide financial institutionsitiw,
guidance on the existing categories of high risk.

8 18 MLTFPA allows for the application of simplifi
CDD measures in case of credit or financial ingstns
located in a contracting state of the European &im
Area or a third country, which in the country o€&tion is
subject to requirements equal to those providedrfdhis

ries
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supervision. At present, no guidance from the Hato
supervisory bodies exists specifying which thirdimmies
fulfil these criteria. Though simplified CDD is n
mandatory under the Methodology but in case of yapgl
such a system, the requirements of criterion 5aM& o be
met which is not the case in Estdfiia

The MLTFPA requires all obligated persons to haves
of procedure which ensure that the legal CDD reguénts
as set out in the MLTFPA are followed. Though
explicitly mentioned, the Estonian authorities afethe
opinion that this language covers also all instarieevhich
a business relationship begins prior to full CDDheT
Minister of Finance is obliged to issue a decrescBping
further requirements for such rules of procedurachS
guidance was not yet in existence at the time efa-site
visit and should be done as soon as possible

The MLTFPA should clearly require financial institins
to terminate a business relationship and notify EHe in
instances in which a request for additional docusatem
arising only from ongoing due diligence remainsulfitfed
(part of criterion 5.16).

The exemption concerning politically exposed pessthrat
“a person who, by the date of entry into a transacthas
not performed any prominent public functions foteatst a
year, or the family members or close associatesuch
person are not considered a politically exposedsp#r (8
20 (1) MLTFPA) is not in line with the Methodolognd
should be removed.

Concerning effective implementation of Rec. 6,eaist ong
of the smaller local banks did not, at the timehaf on-site
visit, conduct independent background checks onr
customer’s possible role as a politically exposedsgn (in
contrast to the larger, internationally active kmnkhich
seem to follow their obligations). Estonian autties
should address this shortcoming by focused supervimn
these issues and consider issuing guidance imetyasd.
There should be a clear requirement in the law i
obliges financial institution to understand thep@went
bank’s business.

Estonia should introduce a clear legal requirentent
financial institutions to obtain approval from sem
management before establishing new correspon
relationships.

In case of correspondent banking, financial instihs
should be required to document not only the resge
CDD responsibilities of each institution but the ohMh
range of AML/CFT responsibilities (e.g. notificatio
Estonia should introduce specific provisions in thg
which address the risk of misuse of technolog
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schemes.

3.3 Third parties and introduced
business (R.9)

The obligated persons should be clearly requireeingure

that timely reproduction of the necessary docuniamta

from third parties is possible.

Concerning criterion 9.4, Estonian authorities $thassue
guidance to explain the financial institutions wh
countries can be considered as having requirensntal
to those provided in the MLTFPA in force and can
supposed to comply with Recommendation 9.

Estonian authorities should clarify that also ine

be

th

circumstances of § 14 (4) MLTFPA the ultimate

responsibility for customer identification and Veation
remains with the financial institution relying ohet third

party.

3.4 Financial institution secrecy or
confidentiality (R.4)

The provisions allowing the sharing of informati
between financial institutions where this is reqdiby R.
7, R. 9 and SR VIl should be revised: the langustgsuld
be simplified to facilitate their application ingumtice and
further guidance should be provided

3.5 Record keeping and wire
transfer rules (R.10 & SR.VII)

The MLTFPA (particularly 8§ 63) needs to be amentted
sanctions also apply to credit institutions andrenry

exchange bureaux when they breach the provisiorikeqf

said Regulation.

Measures need to be taken to ensure full awaresfdsg
credit institutions and payment service providefsthe
requirements of Regulation (EC) No 1781/2006. Maezp
both the FSA and the FIU should elaborate an apjateq
monitoring mechanism to ensure its proper implemtaont.
Neither the FSA nor the FIU have informed cre
institutions and payment service providers of tf
obligations arising from Regulation (EC) No. 178108.
For the sake of a proper implementation of this

Regulation (and consequently SR VII), it is necgsda
raise awareness with its requirements concerningd
transfers. Furthermore on-site inspections andr atfiesite
monitoring techniques should aim at ascertainingl

evaluating implementation of this EU Regulationdogdit
institutions and payment service providers. Theestipory
tools used by the FSA and the FIU should encomtraes
monitoring of compliance with the EU Regulation tyth
credit institutions and other financial businesdities
involved in money remittances.
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3.6 Monitoring of transactions and
relationships (R.11 & 21)

Financial institutions should be required by laagulation
or other enforceable means to investigate the baokg
and purpose of complex/unusual large transactiodsta
keep a record of the written findings which will Heen
accessible for competent authorities and auditors.
Estonia should introduce obligations in law or fegan or
other enforceable means requiring financial instins to

— (give special attention to business relationshipd

an
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transactions with persons (including legal persamd
other financial institutions) from or in countriadich
do not or insufficiently apply the FAT
Recommendations.

— to examine and monitor such transactions, if they
not have an apparent economic or visible lay
purpose, and have written findings available tdsas
competent authorities and auditors.

Estonia should introduce specific provisions onliapfion

of counter- measures where a country continuestm

apply or insufficiently  applies the FAT|

Recommendations.

viul
5S

3.7 Suspicious transaction reports

and other reporting (R.13-14, 19, 25

& SR.IV)

It should be clarified in the MLTFPA, that all atipted

transactions have to be reported.

The definition of financing of terrorism as provibéor by

§ 5 of the MLTFPA is linked with the definition &

provided for by § 237PC (the terrorist financing offenc

and thus it has the same limitations as the testr
financing offence and there is no reporting oblyatin
case of:

- financing of an individual terrorist;

— collecting of funds for the purpose of terron
financing;

— the provision of funds in the knowledge that they @
be used (for any purpose) by a terrorist orgaminadr
an individual terrorist;

— those conducts of Art 2 of the Terrorist Financ
Convention and addressed in the specific UN test
conventions which are not covered in the Estof
terrorist offence (8§ 237 PC).

It is recommended that the reporting obligationl voié
broadened and brought into line with SR. IV.
Savings and loan associations as well as insursecer
sent no STRs so far. This shows that there is prably
either a lack of understanding or awareness ofraatiey
laundering obligations of these entities. The Fhbdd
provide more guidance and training to these eatitieat
they better understand their reporting obligations.
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3.8 Internal controls, complianc

audit and foreign branches (R.15|&

22)

The MLTFPA requires obligated persons to estah
written rules of procedure for the application ofieg
diligence measures, including assessment and mauead
of the money laundering and terrorist financingk,r
collection of information and storage of data, mipg of
suspicious transactions as well as rules for chec
adherence thereto. However, the MLTFPA follows
system that further details of these internal rhlage to be
established by the Minister of Finance; at the tioheéhe
on-site visit and two months subsequently, no g
regulation came into force and effect.

Financial institutions should be required to hawignce

lish
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in their internal rules of procedure concerning diegection
of unusual and suspicious transactions.
It is recommended that the legal requirements égular
training of employees extend to cover new develogmm
AML/CFT matters, including information on curre
ML/TF techniques, methods and trends.

nt

Estonian authorities should introduce requirements

imposing an obligation on credit and financial itugions

to put in place screening procedures when hifing

employees beyond the ones established regarding
employees and members of management as per thanmg
articles of CrlA, IAA, Investment Funds Act and t
Securities Market Act.

The MLTFPA requirements for the implementation
AML/CFT measures by foreign branches and subsgkha
of credit and financial institutions should extebeyond
customer due diligence and record keeping measures.
Credit and financial institutions should be reqdite pay
particular attention to foreign branches and suasib
operating in countries which do not or insufficigrapply
FATF Recommendations.

Provision should be made that where minim
requirements of the host and home countries di
branches and subsidiaries in host countries shoal
required to apply the higher standard to extent kheal
(i.e. host country) laws and regulations permit.

3.9 Shell banks (R.18)

The CrlA provides safeguards only concerning
establishment or continuous operation of shell bamkich
are operated from the European Economic Area (E
This restriction to the EEA should be removed ahe
CrlA should prohibit the establishment or continsi
operation of shell banks regardless from which tgu
they are operated (though it is clear that thertstoFSA's
practice and policy is not to license shell banks).

3.10 The supervisory and oversigh
system - competent authorities an
SROs. Role, functions, duties and
powers (including sanctions) (R.23
29, 17 & 25)

—

Estonia should create legal provisions clearlyirsgathat
criminal records bar applicants from becoming bieredf
owners of a significant or controlling interestdrfinancial
institution.

Estonia should introduce an effective registratiegime
for financial institutions which are not supervisby the
Estonian FSA pursuant to § 2 of the FSA Act.

The Estonian FIU should be empowered to compebthe
site production of records from supervised entitfes
supervisory purposes absent a suspicion of mq
laundering or terrorist financing.

The FIU should be given the power to withdraw aspand
the registration of a financial institution fallingnder its
supervision in case it fails to comply with AML/CH
requirements.
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precepts of the FSA for provisions of the MLTFPAighh
are not covered by a specific sanctioning provisbithe
MLTFPA itself (which is the case for a number

important CDD measures) does not amount to a dissja

proportionate and (for all circumstances) effect

sanctioning regime. This indirect sanctioning syst

should be revised and replaced by a direct sariogq
regime providing sanctions in the MLTFPA for allexant
AML/CFT obligations.

In the light of the changes of the Estonian AML/C
system because of coming into force of the new MRAF
the guidelines issued by the FSA seem already fodate.
The FSA should update its own guidelines in thétligf
the requirements of the new MLTFPA

The FIU should issue guidelines explaining the llig
requirements and preventive measures describeélirhter
its supervised entities.

3.11 Money value transfer service
(SR.VI)

of

ive
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ga

The FIU should establish a programme of on-site

inspections of all payment service providers foeaking
compliance with their AML/CFT obligations.

4. Preventive Measures — Non-
Financial Businesses and
Professions

4.1 Customer due diligence and
record-keeping (R.12)

As the relevant provisions of the MLTFPA apply bath
financial institutions and DNFBP in the same walye
comments and observations made for credit and dinh
institutions under Recommendation 5, 6, 8, 9, 16 &h
equally apply for DNFBP (with the exception of eribn
8.2 of the FATF Methodology). Thus th
Recommendations there are also valid concerningEMRH
§ 30 (6) MLTFPA applies only to financial institatis but
not to DNFBP. The evaluators recommend that

DNFBP should be required through means of secon
legislation (i.e. Minister of Finance’s regulatioin) set up
comprehensive internal control mechanisms for miaga
AML/CFT risks having regard to the sort, scope ;i
complexity of their activities.
Though DNFBP are required under 8§ 19(2) MLTFPA
apply enhanced due diligence procedures for bus
relationships or transaction with non face to fq
customers, no guidance is provided as to the peg
enhanced due diligence measures that DNFBP shakidq
to mitigate the risks for non-face-to face relasioips and
transactions. Estonian authorities should issueh
guidance.

Casinos should be required not only to identify &lsb to
verify the name of a client who engage in finan
transactions equal or above the threshold givecribgrion
12.1 of 3000 USD/EUR; though not required by

-
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Methodology, it may be easier simply to amend tve by
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using the existing (lower) threshold of the MLTFRAich
is 30 000 EEK (1 917.34 EUR).

4.2 Suspicious transaction reportir
(R.16)

g

The same deficiencies in the implementation
Recommendations 13, 15 and 21 in respect of fiah
institutions apply equally to DNFBP and t
Recommendations there concerning financial ingbitst
are also valid in the context of Recommendation 16.

Some DNFBP seem less aware of their obligatiorgs;

lawyers, real estate dealers as well as accountamds

auditors sent only a very small number of STR so
Further outreach to these entities that they bg
understand their reporting obligations is neceséigugh
it has be noted that the Estonian FIU already plexvia
number of training seminars to these entities).

of
nci
he
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btter

4.3 Regulation, supervision and
monitoring (R.24-25)

Beneficial owners and managers of casinos shoulg
subject to fit and proper checks at the time oérd&ing,
transfer of ownership or taking up employment.

The Law should require the registration of all pess
providing trust and company services irrespectiie
whether or not the provision of such services dtuist
their primary professional or economic activity.

The Estonian Bar Association is responsible for
AML/CFT supervision of their members only. As itrist
compulsory for a practising lawyer (independentalg
professionals) to be a member of the Bar Associatitey
fall only under the supervision of the FIU whictddiot
supervise them so far. The FIU should identify hoany
of such lawyers exist (e.g. by a mandatory redising
requirement) and should supervise them (alterrigtiite
could be made mandatory for these lawyers to beg
members of the Bar Association and that they
supervised by the Bar Association).

The Chamber of Notaries and the Estonian Bar Aatioqi
should establish monitoring and supervisory mecms
for checking compliance of their members with
AML/CFT obligations.

The FIU, the Chamber of Notaries and the Estonian
Association should prepare and issue guidelinestangs
obligated entities in complying with their AML/CF
obligations.
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4.4 Other non-financial businesses

and professions (R.20)

D

No recommended action.

5. Legal Persons and
Arrangements & Non-Profit
Organisations

5.1 Legal Persons — Access to
beneficial ownership and control
information (R.33)

The control over the implementation of obligatiaidegal
persons to submit updated information on ownersinig
control to the commercial register should be enbdnc

The requirements that limited liability companieaintain

12C



share registers and shareholder
supervised.

The legal framework should be improved to eng
adequate, accurate and timely information on thefigal
ownership and control of legal persons.

registers should

5.2 Legal Arrangements — Access
beneficial ownership and control
information (R.34)

No recommended action.

5.3 Non-profit organisations
(SR.VII)

Estonian authorities should review the adequaceglef/ant
laws and regulations to prevent the abuse of NRDg
financing of terrorism.

Estonian authorities should conduct outreach owideo
guidance on terrorist financing to the NPO sector.
Estonian authorities should supervise or moniter PO
sector as envisaged by the Interpretative NoteRt&/Hl.
Mechanisms should be introduced for a prompt shaoin
information among all relevant competent authasithen
there is suspicion that a particular NPO is beirglated
for terrorist financing purposes.

Estonia should establish special points of contact
distinguished procedures to respond to internati
requests for information regarding particular NPOs.

6. National and International Co-
operation

6.1 National co-operation and
coordination (R.31)

So far there seems to be no much formal co-ordingin
terms of formal agreements, sharing of informatéto.)
between the supervisory bodies. To improve theonati
cooperation in the AML/CFT area, supervisory auities
and, in particular, the FSA and the FIU should sleva
formal agreement through a Memorandum
Understanding or other means for cooperation
coordination on supervisory matters.

6.2 The Conventions and UN
Special Resolutions (R.35 & SR.I)

Estonia should implement all the provisions of thlevant
international conventions it has ratified, partaly it
should be made clear in the law or by way of guidaaind
training that the prosecution of money launderingsinot
require a prior or simultaneous conviction for gredicate
offence.

It is recommended to amend the legal text crimgiradj
terrorist acts and the provision criminalising oeist
financing in a way that they would be broad anchitk
enough to cover, besides the financing of terrg
organisations, also all terrorist acts as requingdhe UN
Conventions and the financing of individual terstsi
These provisions should also:

clearly cover the various elements required by ISR.I

be

ure

Dna

of
and

rist

particular the collection of funds by any means,

directly or indirectly, and their use in full or jpart for
terrorist financing purposes;
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— clarify that it is not necessary that funds wertiailty
used to carry out terrorist acts or be linked &pecific
terrorist act.

The requirements of the UN Conventions should

reviewed to ensure that Estonia is fully meetinb itsl

obligations under them. Particularly Estonia should

* introduce a national mechanism to freeze the fuofds

EU internals.

» broaden the definition of funds (as it is providedin
the EU Regulations, which currently does not exiq
cover funds owned ‘directly or indirectly’ by deried
persons or those controlled directly or indirecty
designated persons);

 introduce a national procedure for the purpose
considering delisting requests..

6.3 Mutual Legal Assistance (R.36
38 & SR.V)

Arrangements for coordinating seizure and confisoat

action with other countries should be established.
Consideration should be given
* to establishment of an asset forfeiture fund as agel

« to sharing of confiscated assets with other coesiri

be

of

when confiscation is a result of coordinated law

enforcement action.
More statistical data (e.g. nature of mutual assist

requests; whether it was granted or refused; thee

required to handle them; type of predicate offerretasted

to requests) is needed to show the effectivenestheof

system.

6.4 Extradition (R.39, 37 & SR.V)

Estonia should introduce specific legislation whigbhuld
require in case of refusal to extradite an Estomiational
to submit the case without undue delay to the coembs
Estonian authorities for the purpose of prosecutibithe
offences set forth in the extradition request.

More statistical data (e.g. the time required todia
requests) is needed to show the effectivenessedafytstem.

6.5 Other Forms of Co-operation
(R.40 & SR.V)

No recommended action.

7. Other Issues

7.1 Resources and statistics (R.
& 32)

30

The supervisory authorities should be provided wikbre

manpower to carry out the supervisory tasks accbtde

them by law, particularly regarding on-site supsion.
The Police should be provided with more resourbem@n
and technical) to deal satisfactorily with econougriees.
The resources (human and technical) of the TCBldHme
improved.

Estonia should keep in addition to the already ta&ied
statistics also comprehensive statistics concerrting
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following issues:

— statistics in MLA concerning the predicate offences

— statistics showing the time in which Estonia resjsmh
to extradition requests;

— statistics concerning the exchange of informatibtihe
FSA with foreign counterparts.

3.2 APPENDIX II - Relevant EU texts

Excerpt from Directive 2005/60/EC of the EuropeanliBment and of the Council, formally adopted
20 September 2005, on the prevention of the ugbeofinancial system for the purpose of money
laundering and terrorist financing

Article 3 (6) of EU AML/CFT Directive 2005/60/EC 3" Directive):

(6) "beneficial owner" means the natural persom{sp ultimately owns or controls the customer
and/or the natural person on whose behalf a tréingaar activity is being conducted. The beneficial
owner shall at least include:

(a) in the case of corporate entities:

(i) the natural person(s) who ultimately owns ontcols a legal entity through direct or indirect
ownership or control over a sufficient percentafi¢he shares or voting rights in that legal entity,
including through bearer share holdings, other taamompany listed on a regulated market that is
subject to disclosure requirements consistent Witmmunity legislation or subject to equivalent
international standards; a percentage of 25 % @hasshare shall be deemed sufficient to meet this
criterion;

(i) the natural person(s) who otherwise exercismgrol over the management of a legal entity:

(b) in the case of legal entities, such as fouondati and legal arrangements, such as trusts, which
administer and distribute funds:

(i) where the future beneficiaries have alreadynbdetermined, the natural person(s) who is the
beneficiary of 25 % or more of the property of gdlearrangement or entity;

(i) where the individuals that benefit from theyék arrangement or entity have yet to be determined
the class of persons in whose main interest thed Bagangement or entity is set up or operates;

(i) the natural person(s) who exercises contreéro25 % or more of the property of a legal
arrangement or entity;

Article 3 (8) of the EU AML/CFT Directive 2005/60EC(3rd Directive):

(8) "politically exposed persons" means naturalspes who are or have been entrusted with
prominent public functions and immediate family niers, or persons known to be close associates,
of such persons;

Excerpt from Commission directive 2006/70/EC of Liglist 2006 laying down implementing

measures for Directive 2005/60/EC of the Europearidment and of the Council as regards the
definition of ‘politically exposed person’ and thechnical criteria for simplified customer due

diligence procedures and for exemption on grouridsfimancial activity conducted on an occasional
or very limited basis.
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Article 2 of Commission Directive 2006/70/EC (Implmentation Directive):

Article 2
Politically exposed persons

1. For the purposes of Article 3(8) of DirectiveOBI60/EC, "natural persons who are or have been
entrusted with prominent public functions" shatilude the following:

(a) heads of State, heads of government, miniatetgleputy or assistant ministers;

(b) members of parliaments;

(c) members of supreme courts, of constitutionalrtsoor of other high-level judicial bodies whose
decisions are not subject to further appeal, exicegceptional circumstances;

(d) members of courts of auditors or of the boafdsentral banks;

(e) ambassadors, chargés d'affaires and high-rguokficers in the armed forces;

(f) members of the administrative, management pesasory bodies of State-owned enterprises.
None of the categories set out in points (a) tooffthe first subparagraph shall be understood as
covering middle ranking or more junior officials.

The categories set out in points (a) to (e) offtist subparagraph shall, where applicable, include
positions at Community and international level.

2. For the purposes of Article 3(8) of DirectiveOB060/EC, "immediate family members" shall
include the following:

(a) the spouse;

(b) any partner considered by national law as egeit to the spouse;

(c) the children and their spouses or partners;

(d) the parents.

3. For the purposes of Article 3(8) of DirectiveOBI60/EC, "persons known to be close associates"
shall include the following:

(a) any natural person who is known to have joiemddicial ownership of legal entities or legal
arrangements, or any other close business relatigtisa person referred to in paragraph 1;

(b) any natural person who has sole beneficial osimp of a legal entity or legal arrangement which
is known to have been set up for the benefit diofatthe person referred to in paragraph 1.

4. Without prejudice to the application, on a regasitive basis, of enhanced customer due diligence
measures, where a person has ceased to be entwitlted prominent public function within the
meaning of paragraph 1 of this Article for a perioidat least one year, institutions and persons
referred to in Article 2(1) of Directive 2005/60/EBall not be obliged to consider such a person as
politically exposed.
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3.3APPENDIX III - Acronyms

AML/CFT
CDD
CrlA
CTR
DNFBP’s
EBA

FIU

FSA

ISA

MER

ML
MLTFPA
MoU
NPO
PEP

PC

STR

TF
UNSC(R)

List of abbreviations

Anti-Money Laundering and Combating Finamgiof Terrorism
Customer Due Diligence

Credit Institutions Act

Cash Transaction Report

Designated non-Financial Businesses anfkgsmns
Estonian Bar Association

Financial Intelligence Unit

Financial Supervision Authority

International Sanctions Act

Mutual Evaluation Report

Money Laundering

Money Laundering And Terrorist Financing fReation Act
Memorandum of Understanding

Non-Profit Organization

Politically Exposed Person

Penal Code

Suspicious Transaction Report

Terrorist Financing

United Nations Security Council (Resolnjio
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